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1 Introduction to KoruMail Secure Emall
Gateway

With unsolicited emails increasing with each passing day, employee mail boxes are flooded with spam messages that
contain viruses, phishing links and more. Productivity can decline as individuals waste valuable time sorting genuine
mails from junk. If a user opens a malicious attachment or visits a fraudulent website then organizations may find their
network compromised or infected.

Comodo's KoruMail Secure Email Gateway is an antispam and threat prevention system that uses advanced filtering
technologies, antivirus scanners and content analysis engines to quietly and effectively prevent unsolicited mail from
entering your network.

Key Features
+  LDAP control
+  Realtime blocking lists
+  Fastintegration of MX records
+ Reverse DNS
«  White / grey / black list configuration
« |P scoring via Korumail reputation network
«  Office 365 integration
- Active Directory Integration
«  Extensive reports
+  Webmail for end-users
«  Containerization of untrusted attachments

Guide Structure
This guide is intended to take the user through the installation, configuration and use of Comodo KoruMail.
+ Introduction to KoruMail Secure Email Gateway
+ Install the System
+  Access the System
+  Access via CLI Console
+ Access via Web Console
+  The Main Interface
+  The Dashboard
«  System Usage Graphics
+  About Software
+  Change your Password
«  User Management
+ Manage Admins and End Users
+ Manage Groups
+  System Configurations
+  Network Configuration
+  Services
+ License
+  Configure System Settings

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 5
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+ Logs

+ Tools

+  Session Reports

- System Usage Statistics
+  SMTP Configuration

«  SMTP (Send E-Mail Protocol) Settings
+  Manage Domains

«  Korumail SMTP AUTH Connector

+ LDAPILocal DBIMy SQL User Database
+  Greylist

+ Managing RBL Servers

+ Disclaimer

«  SMPT Relay

« DomainKeys Identified Mail (DKIM)

+  Outgoing SMTP Limits

+ Incoming SMTP Limits

«  Modules
«  Anti-spam
«  Anti-Virus

+  KoruMail Reputation Network (KRN)
+  Anti-Spoofing
+  SMTP IPSIFW
+  Auto Whitelist
- Data Leak Prevention (DLP)
+  Anti-Phishing
«  Promotional
+  Profile Management

+ Add and Configure a New Profile
+ Edit a Profile
+ Delete a Profile

+ Reports

+  Mail Logs Report
«  SMTP Queue Report
+ Delivery Logs Report
+  SMTP-AUTH Logs Report
«  Summary Reports
+ Domain Reports
+  Attachment Verdict Reports
+  Original Mail Requests
+  Quarantine & Archive
+  Quarantine & Archive Settings
+ Quarantine Logs
+  Archived Mails
«  Appendix - KoruMail Versions

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 6
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2 Korumall Dployment Process

Korumail is deployed as a VMware image. Please follow the steps below to install the product.

1. Download the virtual machine image from:
https:/icdn.download.comodo.com/korumail/lKoruMAIL_V6_esx.rar

Extract the contents of the .rar file using Winrar or 7zip.

Open the VMware Vsphere client and login to the ESXi server.

> L

Follow the steps below to deploy Korumail to our ESX server:
+  Click 'File' > 'Deploy OVF Template'
%) 10100145253 - vSphere Client

Fi[eEEdit View Inventory Administration Plug-ins  Help
New ' ;tnil::ry b Inventory
Deploy OVF Template... |y i ;
Export bﬁﬂl@bjﬁ@ﬂ#
Report 3
Print Maps b

e

+  Enter the URL of the OVF template file, or browse for the file's location on your computer:

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 7
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() Deploy OVF Template

Source
Select the source location.

Source

OVF Template Details
Name and Location
Resource Pool
Storage

Disk Format Deploy from a file or URL

Ready to Compiete I | I Browse. .. I

Enter a URL to download and install the OVF package from the Internet, or
spedfy a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

< Badk | Mext = | Cancel |

4

+  Review the information in the details screen, especially the default username/password, then click 'Next":

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 8
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4 Deploy OVF Template E

OVF Template Details
Verify OVF template details.

Source

OVF Template Details
Name and Location
Resource Pool

Storage

Product: KoruMALL Messaging Gateway V6.5

Disk Format
Metwork Mapping
Ready to Complate

Download size: 2,4GB

Size on disk: 3,9 GB (thin provisioned)
160,0 GB (thick provisioned)

Descrigﬁnn: KoruMAIL Messaging Gateway V6.5
Build Date: 10.12.2016
IP: 10. 100, 145.200
MNetmask:255.255.255.0
Gateway: 10.100. 145.1
Web Management Console: hitps:/10. 100. 145. 200:8443

Default Username and Password
Username : ﬁmin
Password : admin

hittp: /S korumail.com/

< Badk | Mext > I Cancel

- Specify a name for the server, or leave it at the default:

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 9
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(5} Deploy OVF Template

Hame and Location
Specify a name and location for the deployed template

Source MName:

OVF Template Details i'_. L.IM.I\IL <aging Cateway V6.5

Name and Location
Resourc= Pool The name can contain up to 80 characters and it must be unique within the inventory folder.

Storage

Disk Format
Network Mapping
Ready to Complets

< Back | Mext = I Cancel I

Y

+  Click 'Next.'
- Select a server on the ESX server with sufficient resources and click 'Next":

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 10
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() Deploy OVF Templste E=E=n =)

Resource Pool
Select a resource pool.

Source Select the resource pool within which you wish to deploy this template.

OVF Template Details

Name and Location Resource pools allow hierarchical management of computing resources within a host or duster. Virtual
R urce Pool machines and child pools share the resources of their parent pool.

Storage 5

Disk Format

Network Mapping
Ready to Complete

< Badk | Next > I Cancel |

A

«  Choose which storage area your virtual machine image should be copied to. Korumail requires 160 Gb of disk
space. Click 'Next' when done.

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 1
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(2 Deploy OVF Tempiste

Storage
Where do you want to store the virtual machine files?

Source Select a destination storage for the virtual maching files:
OVF Template Details = ——= e T = = =
Name and Location lme e Type packy | Provisioned | ree  Type rive
Resource Paol ) lso's Mon-SSD 9z4,00GB 678,73 GE  786,05GB VMFSS Supparte
Storage i# vm's MNon-550 4,55TB 8,62 TB 826,81 GB VMF5S Supporte
Disk Format
Metwork Mapping
Ready to Complete
F 1 3
e
Mame Drive Tyvpe Capacity | Provisioned Free | Type | Thin Prowis
£ 1 3

< Badk | Mext = I Cancel |

«  Select 'Thick Provision' as 'Disk Format' and click 'Next":

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 12
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" 2 Deploy OV Template [E=H B ===

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: |'U'rn‘s
OVF Template Details
] Li i il
ame and Location Avai (cE): 226,
Resource Pool
Storage
Disk Format

Network Mapping
Ready to Complete

% Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

< Back | Mext = I Cancel

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 13
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- Select a network with an active internet connection:

() Deploy OVF Template

Metwork Mapping
What networks should the deployed template use?

Source

OVE Template Details Map the networks usad in this OVF template to networks in your inventory

Mame and Location

Resource Pool Source Metwiorks Destination Metworks !
Storage ComodaNetwork [ Netwark |
Disk Format ——————————

Network Mapping

Ready to Complete

Description:

The ComodoNetwork network A

< Badk | Mext = I Cancel |

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 14
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,/ =

+  Review the setup details then click 'Finish' to begin installation:
(2)) Deploy OVF Template

Ready to Complete
Are these the options you want to use?

Source

OVE Tempiate Details When you dick Finish, the deployment task will be started.
Mame and Location Deployment settings:
Resource Pool QVF File: C:\Usersiilyas. palaiDownloads|KoruMaIL Messaging Gat...
M Download size: 2,4 GB
m i Seze on digk: 160,0 GB
Ready to Complete Marne: KoruMAIL Messagng Gatevay
HostfCluster: KoruMaIL.ESx
Resource Poal: Do
Datastore: Wnn's
Disk, pravisioning: Thick Pravision Lazy Zeroed
Metwork Mapping: "ZomodoMetwark® to "ComodaMetwork!

I Power on after deployment

< Badk | Finish I Cancel |

4

(£} 2% Deploying KoruMAIL Messaging Gateway | = | = /w3l
Deploying KoruMAIL Messaging Gateway
Deploying disk 1 of 2 from C:\Userslilyas. pala'\DownloadsFKoruMalL

Messaging Gateway
V&, S\oruMAIL_Messaging_Gateway _Ve. 5-disk 1, vmdk

|
[ Close this dizlog when completed

«  The deployment process takes a few minutes to complete.

=]

@ Deployment Completed Successfully o | 3| 2|
Deploying KoruMAIL Messaging Gateway

Completed Successfully

Close

Select the Korumail server, right-click then select 'Power On':
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Comodo KoruMail - Administrator Guide ~ comono
.

EoruMAIL Messaging Gateway
Sumrmary
General
KoruMAIL e == === F=teuaan R i Py )
Power L) Power On Ctrl+B
|
Guest 4 Power Off Ctrl+E
Snapshot k Suspend Ctrl+ £
E Open Console Racat CtrleT
{3  Edit Settings... CuleD |
Upgrade Virtual Hardware trl«R
Add Permission... Ctrl«P DNS Name:;
+  Wait for the server to boot-up.
(&) KoruMAIL Messaging Gateway on KoruMAILESX =T o]
File View VM
Ry B \ BB @ 8

ROENNUERERIAR LR R s e R R e R R e e

rwma i 1

RN e R R RN RS AR RN SRR HER RN RN R R Y
orumailté login:

We next need to enter a new hostname, ip, netmask, gateway and DNS information. The following steps explain this
process:

1. Login with the default username and password (admin/admin).

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 16
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—

(&7 KoruMAIL Messaging Gateway on KoruMAILESX o] =
File View VM
mny oMbk e @

is
el is 3.18.

Your ip addr

(root Partition)
(Archive Dizsk)

HUHENBERHS AR HEERRRR NSRRI AR NN AR e

GRtEERRIE R Re R bRt e R R R R R R R EER AR R R R R R R R R R

commands
> your promt us

Contact Us =

To release cursor, press CTRL + ALT

2. Enter the command 'change network all' and press 'Enter".
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ange,
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To release cursor, press CTRL + ALT

3. After entering the command, the system will ask for a new hostname, ip, netmask, gateway and DNS.

korumail> :~$ change network all
s

Il Making changes here will restart system immediately!!!
AT

This option will change network settings
Do you want to proceed [y|n] (Default is NO) ? >Y
+  Enter the hostname of the machine: korumail.your-domain.com
+  Enter the IP address: 192.168.1.10
«  Enter the netmask: 255.255.255.0
«  Enter the default gateway: 192.168.1.1
«  Enter the first nameserver: 8.8.8.8
- Enter the second nameserver: 8.8.4.4
The following changes will be made to network configuration.

+ IPAddress: 19.168.1.10

« Netmask :255.255.255.0

«  Hostname : korumail.yourdomain.com
«  Gateway :192.168.1.1

- Nameserver: 8.8.8.8 ,8.8.4.4

4.  After confirming the above, type 'y' then press enter. Wait for the device to restart.
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5. The device will restart. You can then configure the device with the help of the setup wizard. Login at the IP
address via a web-browser -

https: // ip-address: 8443 (user: admin pass: admin).

3 Access the System

KoruMail's default IP address is 10.0.0.123 and you can use this to access the system for initial configuration. Default
username is ‘admin’. For password please contact Comodo sales representative.

There are two ways to access the system:
1. Text menu-based CLI (Command Line Interface) console

2. Graphic-based web management console

3.1 Access via CLI Console

If it is not accessible from your network, then the easiest way to access the console is by using the command line
interface. You can perform basic operations from this interface. The remaining network settings on the system can be
done remotely via a web browser.

The CLI username is 'shell' and the password is 'surgateshell'. You will be asked to change the password after first
login.

ward-interactive authentication.

o default password for the us

I ange it now

will be logged out automatically
MNull passwords are not ok

word for shell

active authentics

View MNetwork
View Inter

Enter an option: I

All the functions of the system cannot be configured via the CLI and only limited important tasks can be performed in
the following order:
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Network configuration

Reboot

Halt

Pinging a host to check whether the network access is exist
Restarting the web management console

Changing CLI password

Changing the password for web management console

© N o g~ w D P

Displaying the network configuration
9. Displaying the network interface

As an example, the following screenshot shows how to make network configuration
Enter an option: 1

11 Making chs : here will r art system imwme
Lrrrrrind rrrrrrrrrrnrd rrrrrrrrrrrerrtd

the
the
the

the . 1) J of € ryatem: 10.0.0.1
the : JE. em: 10.0.0.254

Do wou want Lo pro d [vy|n] (Default is none) 2

3.2 Access via Web Console

1. Enter KoruMail Gateway’s IP or hostname + port 8080 into your browser. For example:
https://korumail.comodo.net:8080

COMODO

Creating Trust Online®

2. Enter your username and password. The default user name is ‘admin’. Please contact your Comodo

representative if you have not received your password.
3. Choose a language option
4. Click 'login':
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Login
Username | |
Password | |
~y
K ﬁ;ﬂaﬂMail Language

Login

Forgot Password
Quarantine Webmail

+  Click the 'Forgot Password' link if you can't remember your password. Enter your email address and click the
'Send' button to receive a new password.

«  The 'Quarantine Webmail' lets end-users via mails of theirs which have been quarantined. See '‘Managing
End Users' for more details.

Notes:
«  Username and passwords are case-sensitive.

3.2.1 The Main Interface

The admin console provides easy access to all modules, statistics and configuration screens in KoruMail Secure Email

Gateway.
Configuration Tabs
fiew and corfigure Cick the armow The Dashboard Area About
barious setiings o view of hide Miew graphical summary of View appliance model number,
he Configwation Tabs Fyslem usage, syslem messages software version, change password,
pnd About system and details updaie license and run sefup wizand
- l
k. s Dashboard
.
4 KoruMail
3 SYEIEM Messdge
v System I SMTP ] Cuswe I Hetwark ] Hetwarks I P T Desk I Memary ] Syalem [feia PRI LE OF 18 UTE
» SMTR Upime 5 Zaya 18 nowrs 5 minutes
[ Hoxgrty [ Daly i Wieekly T Konthly l Yoarly - Dinlna Usans 2
v Modules
Usariass kit (s, Changs Paaawerd
v Profile Masageiman SMTP Connection Engira Verskin Karamed SHTP Filer Engine Karsmed £.7.0
o s Uner bnterface Versin Fosleae 7.1 - Bhekd patis T
Lports el
Paich Lewel 700
B.E
+ Quarantss & Archive i Spam Sigramture Last Upaae Tine | Wed Jus 13 07:07:43 UTC 208
4 Spam Sgratine Cour FECTET
]
System Wessages g : Wirus Signalure Last Usdale Time | Wed Jus 13 05:10-70 UTC 208
[rcplays important BT [T 28,28 e -
warnings and notifications B v e S i e ey
Aun The Salep Wosd
Desaky

Configuration Tabs

The tabs on the left pane allows administrators to add new users, groups, configure various settings such as domains,
SMTP, view and generate reports and more.

«  User Management: Allows to add/edit groups and admin users with different privileges. See 'User
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Management' for more details.

«  System: Allows administrators to configure network settings, add NTP servers, enable or disable services
such as anti-spam engine, Shmpd, KoruMail delivery agent, view and update license and more. See 'System
Configuration' for more details.

«  SMTP: Allows administrators to configure SMTP settings, add domains, add new LDAP profile, create greylist
of domians, IP or network address, set outgoing limits and more. See 'SMTP Configuration' for more details.

«  Modules: Enable or disable anti-spam, anti-virus, anti-spoofing, anti-phishing and configure settings for anti-
spam training and content filter. See Modules for more details.

- Profile Management: Configure various settings such as anti-virus, anti-spam, blacklist and more for default
incoming and outgoing profile. See 'Profile Management' for more details.

+ Reports: View and generate log reports for incoming and outgoing mails and a summary of mails categorized
as spam, RBL, phishing and more. See 'Reports' for more details.

- Quarantine & Archive: Configure quarantine and mail storage settings. View quarantine logs and archived
mails. See 'Quarantine & Archive' for more details.

Dashboard

After logging-in to the console, the first screen displayed is the 'Dashboard'. It provides an at-a-glance view of system
usage such as SMTP, Queue mails, network utilization rate, CPU and memory utilization.

+  System Messages: Displays error messages or important notifications that might affect the performance of
the secure email gateway.

+  System Usage Graphics: Charts showing resources used by Korumail. For example, SMTP connection
rates, and utilization of CPU, disk and memory. See 'System Usage Graphics' for more details.

«  About: Change the current password, view filter engine and software details, and manage your license. See
'‘About Software' and 'Changing your Password' for more details.

+  Run the Setup Wizard: Enables administrators to quickly configure the Korumail appliance.
You can change the theme from the settings interface. Click here to know how.
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4  The Dashboard

The dashboard is an at-a-glance summary of your Korumail environment and provides access to all major functional
areas of the application.

The dashboard is shown by default whenever you login to the admin interface. You can return to the dashboard at any
time by clicking the 'KoruMail Secure Email Gateway' logo at the top left.

Choose Language |~ English ﬂ
|

Dashboard

R CoMODO
-
S i i b
Ko Sipateim Vasdige
- Usertanagament Bl . L RRRRGGERERGRARRRRRGE
v Syalem SMTR Qs Maraark NamWTRZ Py Dizh Wamary Syabem [rwe VR LE 0T 18 UTE
v SMTP Upime 5 day3 18 Aoers 5 minutes
I Hourky T Dty i eekly T Monihly I Yearly _ Olbne LUsars
b Mciuiss Umarmams kotunaidemn (B Changs Pasaword
- |
v Profie Management SMTP Conaaction | Engine ersian Karureal SUTF Filer Enpine Konsmed 6.7.0
1ef | z ’ ; T
¥ Reponts | | User infe face Versin Ralanan .70 - Gkl oaliTia
& | Puadeh Litvial LET
Cuarantine & Arch LR |
: - o aal Spam Signature Last Updaie Tme  Wed Jus 12 07:07:43 UTC 2008
B | Spam Spmatirs Courd aranEs
|
oo+ - | Wirus Signabure Laad Usdale Time ~ Wed Jus 13 01020 UTC 2018
BE. 20 26: 43 EH- ] |
O cerns  Mex; (+] vy 0 Cur: (] { Wirus Signature Cownl BES23T

Bun The Salep W

Cogyrghbs 3006-201 6 Comede Growg, i=c. Al rghie reserved
KoruMal name and o are rademarks of Comade Group, e
Aelzose: G.7.0.celfbTha

The 'System Messages' displays error messages or important notifications that might affect the performance of the
secure email gateway.

You can change the theme from the settings interface. Click here to know how.
Click the following links for more details about other areas in the dashboard:

«  System Usage Graphics

«  About Software

+  Change your Password

4.1 System Usage Graphics

The 'System Usage Graphics' area shows SMTP connections, the number of queued mails, and the network/CPU/disk/
memory utilization rate.
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[ Hourly T Daily T Weekly T Monthly T Yearly -

SMTP Connectlon
FY

1.5

1.0

0.5 H N

0.0 *

Mon 12: 00

O Conns Max: 2 Avg: €] cur: ¢}

SMTP: The maximum, average and current SMTP connections to KoruMail for the selected period.

Queue: The maximum, average and current emails in queue for the selected period.
Network: The network utilization rate of the system for the selected period.

CPU: The maximum, average and current CPU utilization rate for the selected period.
Disk: The system's disk usage ratio for the selected period.

Memory: The system's memory utilization rate for thes selected period.

See System Usage Statistics for more details about each item.

You can choose your choice of language to view the 'Korumail' interface:

Choose Language |~ English m

COMODO

Creating Trust Online®
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The 'About' area lists general details about hardware, software and virus update status. It also allows you to change the
web console access password and run the setup wizard.

System Date

Uptime

Online Users
Username

Engine Version

Rule Version

User Interface Version

Patch Lewvel

Spam Signature Count

“irus Signature Count

05/05/2020 12:25 UTC

5 days 9 hours 5 minutes

1

admin (admin) Change Password
Korumail SMTP Fiter Engine Korumail 6.7.2
136887

Release §.7.9 - Build 5f0G0ec

6709

Spam Signature Last Update Time | Tue May 5 12:06:55 UTC 2020

187355

“irus Signature Last Update Time | Mon May 4 13:10:15 UTC 2020

8914458

Run The Setup Wizard

Details

«  Click 'Change Password' in the 'Username' row to update the password

«  Click the 'Details' link at the bottom-right to open the advanced 'About' screen

- About

Engine Version

User Interface Version

Patch Level

Spam Signature Last Update Time
Spam Signature Count

Virus Signature Last Update Time
Virus Signature Count

Support

Sales

Telephone

[T I

Korumail SMTP Filter Engine Korumail 6.7.8
Release 6.7.9 - Build 5f060ec

6709

Tue May 5 12:30:02 UTC 2020

187555

Mon May 4 13:10:15 UTC 2020

6914498

Comodo Group, Inc., korumailsuppod@comodo.com

Comodo Group, Inc., korumallsales@comodo.com
+80 212 317 4785

Copyright® 2006-2020 Comodo Group, Inc. All nghts reserved.
Korullail name and logo are trademarks of Comodo Group, Inc.
Release; 6.7.9.5060ec
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+  Click the 'System Admin' tab to view or update administrator details:

About

System Admin Name: | [Korumail |

System Admin Surname: ||[Demo |

System Admin Tel. No.: | [123456789 |

System Admin E-mail * | [korumaildemo@yopmn]

Save

+  Click 'Save' to apply your changes.

Note. When the SMTP IPS module blocks IP addresses, the details of the blocked IPs are sent to the e-mail address
shown in this interface.

If 'System Admin E-mail' is left blank then an error message is shown in 'System Messages' in the 'Dashboard'.
Run the Setup Wizard
Allows you to quickly configure protection on a mail server.

+  Click the 'Run the setup wizard' link at bottom-right of the 'About’ screen

«  Admins can configure 'Certificate Entrance', 'System Admin' details, 'Network Settings', Timezone', 'LDAP'
profiles, 'Managed Domains', 'Routes' and 'Relay’ details.

Setup Wizard Qi
Certificate Entrance

\ise Deteut Certificate | [ ]
Certiicate File (Pleasa st wpload file which has format piZ or pfx)  Upload

Passwond | | |

Hext

An SSL certificate is required to provide secure, HTTPS access to your Korumail admin console. The 'Certificate
Entrance' screen lets you choose which type of SSL certificate you wish to use. You have two options:

«  Upload a certificate you have on file. Ideally, this will be a certificate which you have obtained from a
trusted certificate authority. Using such a certificate means you will not see browser error messages when
you access the admin console.

«  Use the default, self-signed certificate. Korumail will automatically install a self-signed certificate on your

console. Your connection to the console will be just as secure as above, but your browser will show error
messages as the certificate is not signed by a trusted certificate authority. You can bypass these errors
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and create an exception in your browser to avoid these messages in future.
See 'System General Settings' for more details on user preferences.

+  Click 'Next' to complete 'System Admin Name', 'System Admin Surname', 'System Admin Tel. No' and 'System
Admin E-mail".

Setup Wizard

System Admin

System Admin Name |K|:| rumail

System Admin Surname |Dem|:|

System Admin Tel. No. |

System Admin E-mail * |k|:| rumaildemo@yopmail. com

Prev Hext

«  Click 'Next', to enter network details.

Setup Wizard

Network Settings

Hostname: |ip—1 72-31-18-145 eu-central-1 .cd

IPv4 Default Gateway: | 172 . 3 . 16 . 1

IPvE Default Gateway: | | [] remove IPvS settings

Primary DNS Server: | [172.31.0.2 |

Secondary DNS Server: | [195.46 39 39 |

Prev Next

See 'Network Settings' for more details on this section.
«  Click 'Next', to enter details of 'Timezone'.

Setup Wizard

Timezone
Continent |Eur|:|p& v|
ciy
Current timezone  Eurcpellstanbul
Prev Next
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See 'Timezone' for more details.
Click 'Next', to enter 'LDAP' information:

Setup Wizard
LDAP

(©)Add LDAP profile

Default AD

Default OpenLDAFP

Default OpenLDAP AUTH

7 | 0 | |

Default AD AUTH

Prev Hext

See 'LDAP' for more details.
Click 'Next', to enter details of 'Managed Domains'.
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Setup Wizard

Managed Domains

| | O L
adtrustmemamm I:l - admm Lx
ccloud.com ] admin Lo
chennai2.comodo.com ] admin L
chennai3.comodo.com ] admin B
comodo.ca.com ] admin L
comodo.com ] admin B
comodogroup.com ] admin Lo
comodolabs.com ] admin B
comodo.net ] admin L
comodopcsupport.com ] admin L
comodoromainia.com O admin 5
comodounite.com ] admin B
enterprizessl.com ] admin 5
evbeacon.com ] admin B
example.com ] admin Lo
gmail.com ] admin Lok
mail.rediff.com ] admin L
mail.yahoo.com ] admin B
orkut.com ] admin Lo
outlook.com ] admin B
yahoo.com ] admin Lo
yopmail.com ] admin L

Prev Hext

See 'Manage Domains' for more details.
«  Click 'Next', to enter details of 'Routes'.
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Setup Wizard
Routes
-Choose- ~|/ 1Pt ~| 25 Hone ~|  None % 7
gmail.com MX RECORD LDAF ES_;"H“': AD |
korumaildemao. com IPyd 212.2172.12.1 25 Mone -Naone- " {
mail.yahos.com 1Pv4 192.168.199.31 25 LDAP ESfraH"'" AR R
outlook.com MX RECORD LDAP E:FTC'HUI: AR b §
Prev Next
See 'Routes’ for more details.
«  Click 'Next', to enter details of 'Relay".
Setup Wizard
Relay
L
182.186.3.1 &

Range Examples

192.168.2.1 (only one [P address)

192.168.2.2-5 (P addresses in the range 192.168.2.2 to 192.168.2.5)
192.168.2. (whale 192 1628 2.0024 C class)

192.168. (whole 192.168.0.0116 B class)

Prey End

See 'Relay' for more details.
4.3 Change your Password

You can change your current password at anytime in the 'About’ area.
+  Open the Korumail dashboard
+  Go to the 'About' section > 'Username' row
+  Click the 'Change Password' link

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 30



COMODO

Creating Trust Online®

,/ g

System Date 22/068/2018 1218 UTC

Uptime 14 days 23 hours & minutes

Onling Users 1

Uzername korumaildemo (ﬂdmin
Engine Wersion Korumail SMTP Filter Engine Korumail 6.7.0
User Interface Version Release §.7.0 - Build ceSb72a

Patch Lewvel g700

Spam Signature Last Update Time | Fri Jun 22 12:07:26 UTC 2018
Spam Signature Count 286287

Virus Signature Last Update Time | FriJun 22 05:08:02 UTC 2018
Virus Signature Count 6554506

Run The Setup Wizard

Details

Enter your current password then the new one. Confirm your new password in the last field.

Choose Language |~ English %m

Change Password

MewPassword (again) | |

Save

+  Click 'Save'
You can now use your new password to access KoruMail.

5 User Management

The 'User Management' area allows you to create new admins and configure their privileges.

The 'Quarantine Webmail User' tab lets you add end-users so they can login and view their quarantined mails. The
interface also allows the creation of user 'Groups' with different access levels.
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Choose Language |~ English % Logout

|-
r( COMODO - Users
o, KorUMall [ Administrative Users I Quarantine Webmail Users _
o Add usaf
i | usemame | Goup | Acoon | Stews |
» System . ™
2dmin admin h 8 (]
» SMTP korumail admin (]
» Modules korumaildemo admin b
8 drmi '
+ Profic Management newman acmin ® o
wsuser admin ]

r Reports

» Ouarantine & Archive
Copyrigh?® 2006-2018 Comoede Group, Inc. Al rights reserved.
KoruMai name and logo are trademarks of Comedo Group, Inc.
Release: 8.7.0.ceEb7Ba

Click the following links for more details:
« Manage Admins and End Users
+ Manage Groups

5.1 Manage Admins and End Users

«  The KoruMail web console can be accessed by admins according to their designated privileges.

«  The 'User Management' area lets you add end users so that they can access the console and view their
quarantined emails.

« A new administrator must have a group assigned to them, so make sure an appropriate group already exists.
See 'Manage Groups' for more details.

To open the 'Users' screen,

+  Click the 'User Management' tab on the left menu and click 'Users".

Choose Language |~ English % Logout

|-
r( COMODO - Users
g, KorUMall [ Administrative Users I Quarantine Webmail Users _
i add user
L— | usemame | Growp | Acon | Stews |
SyEl
e admin admin N (]
r SMTP korumail admin (]
» Modules korumaildemo admin b
= drmi 3
+ Profile Management evman =amin -« o
wauser admin ()

* Reports

» Ouarantine & Archive
Copyrigh?a 2006-2018 Comoedo Group, Inc. All righta rezerved.
KoruMai name and logo are trademarks of Comedo Group, Inc.
Raleass: 8.7.0.ceEb7Ba

Click the following links for more details:
+  Manage Admin Users
+ Manage End Users
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5.1.1 Manage Admins

To open this area:

«  Click 'User Management' > 'Users' on the left-menu

«  Click the 'Adm

inistrative Users' tab:

Users

() Add user

admin
john
korumail
SNOWMan
test
uszerz
viewer

WELSEr

I Administrative Users T Cuarantine Webmail Users _

admin :b

admin :E /]
admin :h /]
testl 2, (]
test :m ﬂ
users 2 O
viewer :m @
admin :E @5

Administrative Users - Table of Column Descriptions

Column Header Description
Username The admin name.
Group The name of the group to which the administrator belongs. See 'Manage Groups' for more
details.
2, |Delete the admin. Administrators with appropriate privileges can delete other
admins by clicking this icon. Please note, admins that are currently logged in cannot
Action delete themselves.
Administrators with appropriate privileges can edit other admins' details. See Edit
an Administrator' for more details.
Status Indicates whether the admin is in enabled or disabled status. Disabled admins cannot log
into the web console. See 'Enable/Disable Administrators' for more details.

From the this interface

an appropriately privileged administrator can:

« Add an administrative user

« Delete an administrative user

- Edit an administrative user

- Enable/Disable an administrative user
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To add an administrative user
«  Click the 'Add User' link

Users

[ Administrative Users Qua

(&) Add user

F————

The 'Add New User' screen will be displayed.

Choose Language m
Add New User

Username * || |

Authentication Type | | Local DB~

Password * ||

Password * ||

Surname ||

|
|
Mame | |
|
|

E-mail * | |

Group * | | -Choose- v|

Save Cancel

Copyright® 2006-2018 Comodo Group, Inc. All rights reserved.
KoruMail name and logo are trademarks of Comodo Group, Inc.
Release: 6.7.0.ce6b73a

- Username: Enter the username to access the console
- Authentication Type: Two options are available - Local DB and LDAP AD

- Local DB - Authentication of the user will be done using the local database
«  LDAP AD - Authentication of the user will be done using LDAP
«  Password: Enter the password to access the console and confirm it in the next field.

+  Name: The first name of the administrative user
+  Surname: The surname of the user
+  E-mail: Enter the email address of the administrative user
«  Group: Select the group to which the admin user should be added. See 'Manage Groups' for more details.
+  Click 'Save' to add the new admin user.
To delete an administrative user

™
+  Click the =2 icon beside the user that you want to delete
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Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK" to confirm the deletion.

To edit an administrative user

+  Click the . icon beside the user that you want to edit
The 'Edit User' screen will be displayed:

Choose Language m
Edit user

Username * | spowman

Authentication Type | | Local DB~

Password*  |ees

Mame | [John

|
Password* | [ees |
|
|

Surname  [Smith

E-mail *  testuser@example.col

Group * || admin v|

Save Cancel

+  Edit the detalils as required. The screen is similar to the 'Add New User' section. See 'Add an administrative
user' for more details.

+  Click 'Save'.
The changes will be saved and a confirmation note will be displayed.
To enablel/disable an administrative user
The icon under the 'Status' column indicates whether the 'Administrator User' is enabled or disabled.

@ | Indicates the user is disabled and cannot login to
the web console

& |Indicates the user is enabled and can access the
web console

«  Click the icon to toggle between enabled and disabled statuses.
+  Click 'OK"in the confirmation dialog.
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5.1.2 Manage End Users

+ 'Users' are email recipients protected by Korumail who are allowed login to the console to view their
quarantined messages.

«  The 'Quarantine Webmail Users' tab allows admins to manage these end users.
- To open this screen:

«  Click 'User Management' > 'Users' on the left-menu
+  Click the 'Quarantine Webmail Users' tab:

Choose Language m

& Add user

| | Search

- ™
john@example.com a0 O
test@comodo.com :EEI /]
userl@example.com :.EJ O
user2 @example.com :m a
userd@example.com :_m a
vetestl @ve.comodo.local :m a

Quarantine Webmail Users - Table of Column Descriptions

Column Header Description
Username The name provided for the user when they were given webmail access.
. 2., |Delete the end-user
Action
Edit end-user details. See 'Editing an End User' for more details.
Status Whether or not the user is allowed to login and view quarantined mail. See

'Enabling/Disabling End Users' for more details.

Admins can use this interface to:
« Add an end user
+ Delete an end user
+ Editan end user
+ Enable/Disable an end user

To add an end user
«  Click the 'Add User' link
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Choose Language m

Add New User

E-mail * ||

Mame ||

Password * ||

|
|
Surname | | |
|
|

Password * ||

Save Cancel

«  E - mail: The email address of the end user

«  Name: The first name of the end user

+  Surname: The surname of the end user

+  Password: Enter the password to access the web console and confirm it in the next field.
+  Click 'Save' to add the new end user.

To delete an end user

™
+  Click the = icon beside the user that you want to delete

Are you sure you want to delete this entry?

QK ] ’ Cancel

«  Click 'OK" to confirm the deletion.

To edit an end user

+  Click the icon beside the user that you want to edit
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The 'Edit User' screen will be displayed:

Choose Language Em
Edit user

E-mail * | usert@example.com

Mame |usert

Surname | |

Password* [eee

Password* | [see

Save Cancel

+  Edit the details as required. The screen is similar to the 'Add New User' section. See 'Add an end user' for
more details.

+  Click 'Save'.
The changes will be saved and a confirmation note will be displayed.
To enableldisable an end user

The icon under the 'Status' column indicates whether the 'Administrator User' is enabled or disabled.

& | Indicates that the user is
disabled and cannot access the
web console

& | Indicates that the user is
enabled and can access the
web console

«  Click the icon to toggle between enabled and disabled statuses.
+  Click 'OK"in the confirmation dialog.

5.2 Manage Groups

«  User groups simplify the process of configuring permission levels for admins and users. New (or existing)
users added to a group will inherit the policy assigned to the group.

+  Each group can be configured with different permission levels.

«  The admin interface will vary according to a user's permission level. See 'Managing Admin Users' for more
details.

To open the 'Groups' screen
«  Click the 'User Management' tab in the left menu and click 'Groups'
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- s [
S COMODO Gmups

t_( KoruMail o=

[ GioUp Name | Greup DescripBan | Action

admin Administrators
v User Management

domainmasters Domain Mastars
» System 2

opErator Operator Rights ot
+ SMTP vigwer View Only 3
+ Modules

Copyright® 2006-2013 Comodo Group, Ing. Al rights regenvad.
KoruMal nama and hﬂO are frademarks of Comodo Group, Inc.

¥ Profile Management Release: 6.7.0 cobh78a

r Reports

+ Quarantine & Archive

Groups - Table of Column Descriptions

Column Header Description

Group Name The name of the group

Group Description | Enter an appropriate description for the group

[ Administrators with appropriate privileges can delete the group by clicking this icon.

Action

Administrators with appropriate privileges can edit group details and its privileges.
See 'Edit a Group' for more details.

From the this interface an appropriately privileged administrator can:
+ Add a new group
+ Delete a group
+ Editagroup

To add a new group
«  Click the "Add group' link
The 'Add New Group' screen will be displayed.

Choose Language ﬁ
Add New Group

Group Mame * || |

Group Description | | |

Group Privileges _MI

|-{Zh{)m;e- v| [

Save Cancel

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 39



COMODO

Creating Trust Online®

+  Group Name: Enter the name of the group
+  Group Description: Enter an appropriate description for the group

«  Group Privileges: Select the privileges that should be assigned to the group from the 'Privilege Name' drop-
down.

Choose Language m
Add New Group

Group Name * || |

Group Description || |

Group Privileges _MI

Choose- ~ | %
-Choose- £

All Privileges

Anti-spam

Copyright® 2006-2018 Comodo Gro Anti-spoofing
KaruMail name and logo are tradem o
Release: 5.7.0.0 Antivirus

Auto Whitelist

Archived Mails

Containment System
Delivery Logs

Dischairmner

DKIM

DLP

Domain Reports
Attachment Verdict System
Attachment Verdict Reports
Greylist

Groups

SMTP IPS/FW

LDAP/DB

License ¥

- After the selecting the privilege for the group, click the 'Add" button b to include it. The added privileges
will be displayed.
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Group Name * | [stores |

Group Description | [Stores Department |

| -Choose- | [

Group Privileges

Mail Logs O @ L
Delivery Logs D L

Save Cancel

By default, the added privileges will have 'Read' rights only, meaning the features can be viewed and cannot be
configured by the admin user.

+  Select the 'Write' option to make the privileges configurable for the admin user.
+  To select the "Write' or 'Read' option for all the privileges, click the 'All' link below it.

«  To delete a privilege, click the delete icon L beside it.
«  Click 'Save' to add the new group.

Now this new group can be assigned to admin users. See 'Manage Admin Users' for more details on how to assign a
group to admin users.

To delete a group

+  Click the L icon beside the group that you want to delete

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK" to confirm the deletion.

To edit a group

+  Click the . icon beside the group that you want to edit
The 'Edit group' screen will be displayed.
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Edit group

Group Name * | [stores |

Group Description | [Stores Department |

| Choose- v| [®

SMTP-AUTH Logs
Logs
DKIM
Delivery Logs
Group Privileges DLE
Auto Whitelist
Promotional
Attachment Verdict System

Attachment Verdict Reports

Containment System

O O 0 O 000000 o0
® ® @ @ @ @ @ ® ® @ @
kKK KKK KKK K K

Original Mail Reguest List

Save Cancel

+  Edit the detalils as required. The screen is similar to the 'Add New Group' section. See 'Add a new group' for
more details.

+  Click 'Save'.
The changes will be saved.
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6 System Coigurations

«  The 'System' menu allows admins to configure important parameters after initial configuration.

Choose Language |+ English m
Network

R cCoMODO =
g, Korumall I Interfaces [ Hetwork Settings T NTP I Temezone ] Static Roules T SHMP _
» User Management —

«  Click 'System' on the left to open the menu:

~ System &tho 172.31.1B.146 255.255.240.0 ACTIVE a
Metwork
Copyright 2005-2018 Comoda Group, Inc. All rights reserved
Sapares KoruMail name: and loge are trademarks of Comedo Grous, Inc
Releazs: 8.7.0 ce8bTEa
License
Sethngs

Logs
Tools
Session Repors

Stahatics

b SMTP
v Modules

v Profile Management

-

Reporis

Quarantine & Archive

-

+  Network: Configure various network settings of KoruMail such as default gateways, DNS servers, NTP
servers and more. See 'Network Configuration' for more details.

«  Services: Allows admins to start or stop various services such as Delivery Agent, SMTP, Snmpd, Scheduler
and more. See 'Services' for more details.

+ License: View and update KoruMail licenses from this interface. See 'License' for more details.

+  Settings: Configure various system settings such as Cache, Session, Backup and more. See 'Configure
System Settings' for more details.

+ Logs: View and download mail log files and configure how long the system should retain mail log records,
archived mails and quarantined mails. See 'Logs' for more details.

+  Tools: Allows admin users to check connectivity such as SMTP, Ping, Nslookup, Telnet as well as clear SMTP
queue. See 'Tools' for more details.

«  Session Reports: Enables you to view the details of last login and last activity performed on the user
interface. See 'Session Reports' for more details

- Statistics: View the graphical summary of system usage. See 'System Usage Statistics' for more details.

6.1 Network Configuration

The 'Network' tab allows you to configure settings such as network card IP address, hostnames, default gateway
addresses, DNS server details, time-zones, static routes and SNMP servers.

« To open the interface, click the 'System' tab then the 'Network' sub-tab.
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Choose Language |+ English m
Network

vy COMODO =
k_.-( Korumall I Interfaces [ Hetwork Settings T NTP I Timezone ] Static Routes T SHMP _

¢ User Management —

&tho 172.31.1B.146 255.255.240.0 ACTIVE a

™

- Syatem

Metwnrk
Copyright® 2006-2018 Comodo Group, Ihc. All rights reserved

Koruktail name and loge are trademarks of Comodo Groug, hc

Seraces
Releaze: 870 ce8bTaa

License

Setngs

Logs

Tools

Session Repors

Stahatics

b SMTP
r Modules
v Profile Management

v Reporis

v Quarantine & Archive

Click the following links for more details of each of the settings:
+ Interfaces
+  Network Settings
+  Network Time Protocol (NTP)
« Timezone
- Static Routes
+  System Usage Statistics

6.1.1 Interfaces

«  KoruMail is initially configured at installation using the command line interface. It can also be edited and
updated using the web console. See 'Install the System' for more details.

«  The details of the network card can be edited/updated from the ‘Interfaces’ screen.
«  To open the 'Interfaces' screen:

+  Click the 'System' > 'Network' on the left
+  Click the 'Interfaces' tab
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Choose Language M
Network

[ Interfaces T Network Settings I NTP I Timezone T Static Routes T SHMP _

etho 172.31.18.146 | 255.255.240.0 ACTIVE

Interfaces - Table of Column Descriptions

Column Header Description

Interface Name «  The name of the network interface card (NIC) with physical ethernet ports.
«  The number of ports available depends on the system model.

«  If two ports are available, then the system can be configured to route inbound and
outbound emails on separate ports.

- This configuration is preferable because it provides the best network bandwidth.

« If asingle ethernet port is available then both incoming and outgoing emails are
routed via the same port.

- This may result in network bottlenecks, but can be used for organizations with
relatively low mail traffic.

[Pv4 The IPv4 address assigned to the port.

IPv4 Netmask The IPv4 netmask address assigned to the port.

IPv6 The IPv6 address assigned to the port.

IPv6 Prefixlen The prefix of the IPv6 address.

Status Indicates whether the interface is enable or disabled. The link toggles between 'Active’ and

'Inactive’ statuses. Click on the link to make the interface 'Active’ or 'Inactive'.

SMTP Outgoing IP | Sets the corresponding interface IP address as SMTP outgoing IP address. Clicking 'Select'
applies the setting after a confirmation dialogue.

Edit | Allows to edit the settings of the NIC. See 'To edit the interface' for more details.

From this screen, administrators can edit the interface settings.
To edit the interface

+  Click the . icon beside the interface that you want to edit
The 'Edit interface' screen will be displayed.
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Edit interface

Interface Mame: | jeth0
IPvd: || 172 . 31 . 18 . 146

IPv4 Netmask: | 255 . 255 . 240 . O

IPvE: | | |:| Remove IPvE settings

IPvE Prefixlen:

Hostname: |ip—1 72-31-18-148.eu-central-1 |

|Pv4 Default Gateway: 172 . 31 . 168 . 1

IPwS Default Gateway:

Primary DNS Server: . 172 . 31 . 0 . 2

Secondary DNS Server: || 185 . 45 . 35 . 39

Continent
City | Istanbul e

Current timezone Europeflstanbul

Save Cancel

+ Interface Name: The name of the network interface card. This name is not editable.

« IPv4: The IPv4 address of the port. Edit as required.

+  IPv4 Netmask: The IPv4 netmask address of the port. Edit as required.

« IPv6: The IPv6 address of the port. To disable the IPv6 settings, select the 'Remove IPv6 settings' check box.
«  IPv6 Prefixlen: Enter the prefix length for the IPv6 address

+  Hostname: The hostname of the system. The changes will be reflected in the ‘Network Settings' interface
also.

IPv4 Default Gateway: The IPv4 default gateway that KoruMail will be using to connect to other networks or
the Internet. Edit as required. The changes will be reflected in the 'Network Settings' interface also.

+  IPv6 Default Gateway: The IPv6 default gateway that KoruMail will be using to connect to other networks or
the Internet. Edit as required. The changes will be reflected in the 'Network Settings' interface also.

«  Primary DNS Server: The IP of the primary DNS server that KoruMail is configured. Edit as required. The
changes will be reflected in the 'Network Settings' interface also.

- Secondary DNS Server: The IP of the secondary DNS server that the system is configured. Edit as required.
The changes will be reflected in the ‘Network Settings' interface also.

- Continent: The name of the continent where the system is located.
+  City: The name of the city where the system is located.
+  Current timezone: The timezone of the city.
+  Click 'Save'.
A reboot confirmation screen will be displayed. Reboot will not be required for DNS setting changes.
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Confirmation i

Changes({except DNS) wil force KoruMail to reboot. Do
vou confirm?

Yes No

«  Click 'Yes' to confirm the changes and reboot the system.

6.1.2 Network Settings

The 'Network Settings' interface allow administrators to change the hostname of KoruMail, IPv4 and IPv6 default
gateways, primary and secondary DNS server settings. The changes done here will also be reflected in the 'Edit
Interface' of the NIC as explained in the previous section 'Interfaces’.

To open the 'Network Settings' screen,
«  Click the 'System' tab on the left menu, then 'Network' > 'Network Settings'

Network

[ Interfaces T Hetwork Settings T NTP T Timezone T Static Routes T SHMP -

Hostname: | [ip-172-31-18-146.eu-central-|

|Pvd Default Gateway: | 172 . 31 . 16 . 1

IPvG Default Gateway: | | | [] Remove IPvE settings

Primary DNS Server: | [172.31.0.2 |

Secondary DNS Server: | [195.46.39.39 |

Save

+  Hostname: The hostname of KoruMail. The changes will be reflected in the 'Edit interface’ of the NIC also.

+  IPv4 Default Gateway: The IPv4 default gateway that KoruMail will be using to connect to other networks or
the Internet. Edit as required. The changes will be reflected in the 'Edit interface' of the NIC also.

+  IPv6 Default Gateway: The IPv6 default gateway that KoruMail will be using to connect to other networks or
the Internet. Edit as required. The changes will be reflected in the 'Edit interface' of the NIC also. To disable
the IPv6 settings, select the 'Remove IPv6 settings' check box.

+  Primary DNS Server: The IP of the primary DNS server that the system is configured. Edit as required. The
changes will be reflected in the 'Edit interface' of the NIC also.

«  Secondary DNS Server: The IP of the secondary DNS server that the system is configured. Edit as required.
The changes will be reflected in the 'Edit interface' of the NIC also.

+  Click 'Save'.
A reboot confirmation screen will be displayed. Reboot will not be required for DNS setting changes.
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Confirmation i

Changes({except DNS) wil force KoruMail to reboot. Do
vou confirm?

Yes No

«  Click 'Yes' to confirm the changes and reboot the system.

6.1.3 Network Time Protocol (NTP)

Network Time Protocol (NTP) is an Internet protocol that is used to synchronize computer clocks over a network. The
'NTP Servers' screen allow administrators to add time synch servers for KoruMail.

To open the 'NTP Servers' screen,
+  Click the 'System' tab on the left menu,then 'Network' > 'NTP'

Choose Language g
Network

[ Interfaces I Hetwork Settings I NTP I Timezone I Static Routes T SHMP _
NTP Servers

| | L
0.centos.pool.ntp.org iburst Lo
1.centos.pool.ntp.org iburst L
2.centos.pool.ntp.org iburst L
3.centos.pool.ntp.org iburst Lt

To add a new NTP server

- Enter the name or IP address of the server in the 'Server name' field and click the 'Add’ button |3.
The message 'Settings saved successfully' will be displayed.
To remove a NTP server

. Click the 'Delete’ button “# beside the server name in the list.
In the confirmation dialog, click 'OK' to remove the NTP server from the list.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel
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6.1.4 Timezone

The 'Timezone' tab in the web console allow administrators to configure the time zone of the system to which you want
to synchronize the time.

«  To open the 'Timezone' screen, click the 'System' tab on the left menu, then '‘Network' and 'Timezone' from the

‘Network' screen.
Choose Language |~ English m
Network

[ Interfaces T Hetwork Settings I NTP I Timezone I Static Routes T SHMP _

Diate Format | | ddMMiyyyy
Continent
City || Istanbul ~

Currenttimezone | Europedstanbul

Save

- Date Format: Select the format to display date from drop down
- Continent: Select the continent from the drop-down
+  City: Select the city from the drop-down

Click the 'Save' button. A reboot confirmation screen will be displayed.

Confirmation |

Changesi{except DNS) will force KoruMail to reboot. Do
you confirm?

Click 'Yes' to confirm the changes and reboot the system. The changes done here will also be reflected in the 'Edit
Interface' of the NIC as explained in the previous section 'Interfaces’.

6.1.5 Static Routes

KoruMail can be configured to redirect traffic to different email servers using the static route in addition to the default
gateway configured in ‘Network Settings' section.

To open the 'Static Routers' screen,
+  Click the 'System' tab on the left menu, then ‘Network' > 'Static Routes' from the 'Network' screen.
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Choose Language |~ English m

[ Interfaces I Network Settings I NTP I Timezone I Static Routes I SHMP _
Show Route
Kernel IP routing table
Deatination Gateway Genmask Flags M55 Window irtt Iface
0.0.0.0 172.31.16.1 0.0.0.0 e o a 0 eth0
172.31.16.0 0.0.0.0 255.255.240.0 U oa 0 eth0
[172.31.18.146 W] || | | [

There are no available records.

Expordt Impont  Delete all

From this screen an administrator can:
+ Add host names or IP address
+ Delete host names or IP address
+  View the network route

To add host names or IP address

- Enter the host name or IP address of the machine that you want to specify a static route in the 'Host Name or
IP Address' field.

«  Enter the IP address of the gateway that the machine should connect to.

«  Click the |j button under the 'Action’ column.
The system will be added and displayed below the field.

192 168.199 1 1] 10.100.129 2 K]

1592.168.199.1 10.100.128.2 5

Export Impord  Delete all

+  Repeat the process to add more machines.
Alternatively, you can also import the machines from a file.
+  To import the machines, click the 'Import' link
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192 168.199.1 1] 10.100.129 2

192,168.199.1 10.100.125.2

Export Delete all

The 'Import' dialog will be displayed.

&= Upload

Save Close

«  Click the 'Upload' button, navigate to the the location where the file is saved, select it and click 'Open’.
The file will be added.

=&k Upload X Clear Al

Slatic-Routes
Done

Save Close

+  Repeat the process to add more files.

- Toremove a file, click the 'Clear' link beside it.

«  Toremove all the added files, click the 'Clear All' button at the top right.
+  Toimport the machines from the files, click the 'Save' button.
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192.168.199.1 10.100.129.2 By
192.168.199.2 10.100.129.2 By
192.168.200.1/23 10.100.129.2 L

Expod Impod Delete all

«  To save the details of machines and gateway, click the 'Export' link and save it to your system.
To delete host names or IP address

. Clickthe % peside a system to remove it from the static route and click 'OK" in the confirmation dialog.

- Toremove all the machines from the list, click the '‘Delete all' link at the bottom and click 'OK" in the
confirmation dialog.

To view the network route
+  Click the 'Show Route' to view the 'Routing tables' for the machines.

r Interfaces T Hetwork Settings HNTP Timezone T Static Routes | SHMP

Show Route
Faouting tables -
Internet:
Destination Gateway Flags Refs LUse Metif Expire
default 101001281 UGs 0 2813497 emo0 =
10100129.0024  link#2 U 0 8833027 em0
10100128.31  link#2 UHS 0 40 lo0
127.0.0.1 link#3 UH 027311545 lo0 boee

1921681991 101001282 UGHS ] 0 em0
192.168.199.2 101001292 UGHS o 0 eml
192.168.200.0/23 101001292 UGS 0 0 em0

Internets:

Destination Gateway Flags  Metif Expire

196 1 UGRS3 lo0 b
- link#3 IJH lod
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6.1.6 Simple Network Management Protocol (SNMP)

Simple Network Management Protocol (SNMP) allows administrators to monitor network devices such as KoruMail.
Before configuring the SNMP settings, download the SNMP agent and Management Information Base (MIB).

To configure SNMP settings,
+  Click the 'System' tab on the left menu, then ‘Network' and 'SNMP' from the 'Network' screen.

Choose Language m
Network

[ Interfaces I Network Settings I NTP I Timezone I Static Routes I SHMP _

System Location | [Chennai |

System Contact | [Korumail Admin |

Save

There are no available records.

- System Location: Name of the location where the KoruMail device is located.
«  System Contact: The name, telephone number and/or email address of the system administrator to contact.
Click the 'Save' button.

« IP: Enter the IP address of the SNMP Manager system

+  Community: The community string that is defined between SNMP manger and the SNMP agent in KoruMail.
It acts like a password to provide access to the agent in KoruMail.

Click the C link to add the SNMP manager. You can add multiple SNMP managers. You can delete any currently
SNMP access enabled hosts by clicking the L2 Jink click 'OK' in the confirmation dialog.

6.2 Services

The 'Services' screen shows the current status of various KoruMail services. You can stop or restart a service, and also
shutdown or reboot KoruMail.

+  Click 'System' > 'Services' to view and configure KoruMail services:
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Services

Services

G

Delivery Agent

SMTP Service

SMTP Submission Service A Mot Available

&4 Senvice is running

Senice is stopped
> Start senvice

@ Stop senice

& Restart zervice

Main Filtering Enging
Anti-spam Engine
Syslogd

Snmpd Service

©® ® @ @ ® @ @ @
BEEE B8 EBEBAaEaA

PR EEREED

Scheduler Service

The icons in the 'Legend' screen provides the status details of the services.

Description of the Services

Column Header Description
Delivery Agent The service forwards emails processed by KoruMail to the target email server.
SMTP Service +  The service that filters emails on hosted domain names on KoruMail.

«  This service accepts incoming e-mail connections listening to port 25 of
SMTP.

«  The SMTP service filters emails per the settings configured by the
administrator (Reverse DNS, RBL, SRN, MX control the White List, Black
List, Grey List, etc.) in SMTP level first and then the filtered emails are
passed to the next stage - KoruMail Main Engine for spam and virus
analysis.

SMTP Submission Service «  Ports 25 and 587 are mail delivery ports
« You must have an account on the server to send mail through it.

Main Filtering Engine +  Emails that are filtered by the SMTP service are forwarded to the Korumail
engine for spam and virus checks.

+  This module performs actions specified by the admin. These include
quarantining the mail, blocking the mail, allowing the mail, or saving the mail
to another area or address.

«  Mails which pass the Korumail filters are forwarded by the KoruMail delivery
agent.

Anti-spam Engines «  The antispam engines scan your mail and assign spam scores based on
Bayesian filters and thousands of spam signatures.

«  These scores are used to define a mail as spam.

Syslogd The daemon service that stores system logs in rsyslog format.

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 54



cCOMODO

Creating Trust Online®

Snmpd Service It is an Simple Network Management Protocol (SNMP) agent which binds to port and
acts on SNMP management application’s requests and sends the requested
information to the requester.

Scheduler Service This service organizes the programs that runs periodically. This feature in KoruMail
Secure Email Gateway creates periodic reports and graphics about system usage.

« To start or stop a service, click on the buttons beside it.

= Indicates the service
is running. Click on

the ® button under
the 'Start / Stop'
column to stop the
service.

@] Indicates the service
has stopped. Click

on the » button
under the 'Start /
Stop' column to start
the service.

« Torestart a service, click on the & button under the Restart column. If the service is running, it will stop and
restart again. If the service is stopped, then it will restart.

I
+  To shutdown the KoruMail system, click the button.

—

Fax'
4,

+  Toreboot the KoruMail system, click the button.

6.3 License

+  Click 'System'> 'License' in the left-hand menu
«  The 'License' screen lets you view current license details, create a license request and install a new license.

+  KoruMail licenses can be purchased by logging into your Comodo account at https:/laccounts.comodo.com/
account/login

+ Licenses are priced according to the number of users and license period.
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License

Automatic Renewal | No

Users | 26
Current Users Count I
Activafion Date | 2018-06-07 00:00:00
License Expiration Date | 2023-06-07 14:57:32
Remaining Days | 1127
Current CAM Activation Key | b8eSe382-e686-4dbe-aed1-eec769832c8c

statuz | [

Click here 1o gel CAM license key

From this screen you can:
+  View details of your current license
« Purchase a license
«  Activate your license
+ Read the End User License Agreement (EULA)

To view the details of current license
«  Click the 'Licenses' tab

License

Automatic Renewal | No

Users | 26
Current Users Count I

Activafion Date
License Expiration Date
Remaining Days

Current CAM Activation Key

2018-06-07 00-00-00

2023-06-07 14:57:32

1M27
bBefe382-e686-4dbe-aed1-eec769832cBc

status | [N

Click hare 10 gel CAM license kay

License - Table of Column Descriptions

Column Header

Description

Automatic Renewal If enabled, Comodo will automatically renew your license for the same term/user count

when it expires. Your payment card will be charged appropriately.

Users Max. number of users that can be enrolled on the license.

Current User Count

Number of users currently using the product license
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Activation Date Start date of the license.

License Expiration Date | Date when the license expires.

Remaining Days Number of days left until license expiry
Current CAM Activation | Key to activate your license.

Key

Status Can be 'Valid' (active) or 'Expired’ (not active).

Purchase a license
+  Click the 'Click here to get CAM license key' in the 'Licenses' tab...

Current CAM Activation Key | bBefe382-eb66-ddbe-aed1-eec 769832080
status | [
@ here to get CAM Iicens@

...or in the 'License Activation' tab.

License

[ Licenses ] License Activation I End User License Agreement _

CAM Actvation Key *

Mew Licenseg !,Iitk hers 1o get CAM license ke

Save

You will be taken to Comodo Accounts Manager (CAM) login page at https:/laccounts.comodo.com/account/login
+  Login to your CAM account or create a new one and complete the KoruMail license purchase procedure.
Alicense key will be sent to your email address that was provided at the time of CAM sign-up.

Activate your license
«  Click the 'License Activation' tab.

License

[ Licenses ] License Activation I End User License Agreement _

CAM Activation Key *

Mew License | Click here 1o gel CAM licanse key

Save

«  Copy and paste the license key that was sent to your email address from Comodo in the 'CAM Activation Key'
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field.
+  Click the 'Save' button.
The license key will be checked and if validated, the 'Licenses' interface will be updated accordingly.

End User License Agreement (EULA)
+  Click the 'End User License Agreement' tab.

Choose Language |-~ English Logout
License

[ Licenses I License Activation T End User License Agreement —

COMODO KORUMAIL

LICENSE AGREEMENT

THIZ AGREEMEMT COMTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ THE
AGREEMEMT CAREFULLY BEFORE ACCEPTING ITS TERMS AND COMDITIONS.

IMPORTANT — PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING,
OR USING KORUMAIL ("THE PRODUCT" OR “*PRODUCT™). THE PRODUCT CONSISTS OF
SOFTWARE, AND YOUR USE OF THE PRODUCT 15 SUBJECT TO YOUR ACCEPTAMCE OF THIS
EMND-USER LICENSE AGREEMENT (THIS “"AGREEMENT™ OR “"EULAT). YOU ACKNOWLEDGE THAT
YOU HAVE READ THIS AGREEMENT, THAT YOU UNDERSTAMND IT, AMD THAT ¥OU AGREE TO TS
TERMS EITHER (1) BY USING THE PRODUCT, (2) BY DOWMNLOADING, INSTALLING, OR LISING
THE SOFTWARE, OR (3) BY CLICKING OMN *| ACCEPT" BELOW. IF YOU DO MOT AGREE TO THE
TERMS HEREIN, DO NOT USE THE PRODUCT, DO NOT DOWNLOAD, INSTALL, OR LISE THE
SOFTWARE, AND DO NOT CLICK ON *| ACCEPT".

This Agreement is a legal contract between you, as an End-User, and Comodo Security

Solutions, Inc. a Delaware company, with offices at 1255 Broad Street, Clifton, NJ 07013

(*Comodo™).In exchange for your use of the Product and the Services, you agree as follows:

1.License

1.1.Grant of License. Comodao grants you a royalty-free, limited non-exclusive non-transferable,

and revocable license to use the Product and any applicable Services,including any documentation

and files accompanying the Product for your internal enterprise purposes that relate to the integrity

and reliability of your network. You shall not resell lease sell modify, reverse engineerdecompile,

or create derivative works of the Software. All rights not expressly granted herein are reserved to
Comodo.The term of the license shall be up to three years, as indicated on any applicable subscription
or purchase order. The Product may be licensed for up to a total of 5000 users or devices.

1.2 Restrictions. The licenses granted herein are valid only if:

1.2.1.the Software is MOT maodified in any manner;

1.2.2the Software is lawfully installed and lawfully used in accordance with your network security
policies;

1.2 3you are not renting, selling, or leasing any rights in either the Software, or the Senvices,

in any form, to a third party;

1.2.4 the Software is not disassembled, decompiled, or reverse engineered by you,

1.2.5y0u possess the necessary authority and power to install the Software and use the Services; and
1.2.6.this Agreement is accepted without modification and has not been breached.

1.3.Account. Your account shall be protected by a username and passwoard which are confidential information.
You are fully responsible for any activities that occur through your account. You must notify Comodo immediately
if you suspect any unauthorized use of your account.

KoruMail v6.5 (09222016)

1.4 Updates. Comodo is not obligated to provide updates to the Software, orthe Services. If an update is

+ Read the EULA fully.
You can also download the EULA from the screen by clicking the 'Download As PDF' link at the bottom.
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antial

THE SOFTWARE IS PROVIDED "AS 157, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT MOT

LIMITED TQ THE WARRANTIES OF MERCHANTABILITY, FITMNESS FOR A PARTICULAR PURPOSE AND

MOMINFRINGEMEMT.

IN MO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER

LIABILITY, WHETHER IM AN ACTION OF COMTRACT, TORT OR OTHERWISE, ARISING FROM, QUT OF OR 1IN

CONMECTION
e agaTy

OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

PN

Download As PDE

Copyright® 2006-2018 Comodo Group, Inc. All rights reserved.
KoruMail name and logo are trademarks of Comodo Group, Inc.
Release: 6.7.0.ceGbrFda

6.4 Configure System Settings

The 'Settings' interface allows you to configure all aspects of Korumail.
+  Click 'System' > 'Settings' on the left menu:

Choose Language |~ Enghsh | m
Settings

IR coMOD0
-
=, KorUMall. Ganersl I Cacha [ Sa5580n GUI Customazation Backup Restore Log Upload Postmasier WWiab LI SSL
SMTP TLS I Database Update Sysiog

» User Management

Penmill Processing Uses Dats ® Fermit ':'.',‘-r.un:, mouz Mane

* Sysiem
Enabling iz ophon fo send some Spam messages bo our labs for analysing 1= certainty atvsad
Hebwark nfarmation thatis ent ko Comodo AniSpam Lab includes Spam score, guews 1d, enging deciskan, recais ime, thresholds, remate 1p
nosiname, real recplent and sender acdresses, mall neaders, message I and system processmng detalls. Ma# body is sent only mads
Semices mMatis determinad as a spam
Licgnse Sawe
Seftings
il Copyright® 2006-2020 Comoda Groug, Inc. A8 rights reserved
Taals Koruliad name snd logo are trademarks of Comodo Group, nc
% Relense: 57,9, 58060ec

Session Reports
Stafinhes

r SMTP

v Modubes

+ Profile Management

» Reporis

¢ Quaramtine & Archive

Click the following links for more details:
+  General
+ Cache
+  Session Settings
+  GUI Customization
+  System Backup
- System Restore
+ Log Upload Settings
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« Postmaster Settings

«  Web Ul SSL Certificate
+  SMTP TLS Settings

+ Update Database

+  Syslog Server

6.4.1 System General Settings

The 'General’ settings tab allows administrators to enable/disable the option to upload spam messages detected by
KoruMail to Comodo labs for analytical purposes.

To open the 'General' settings interface,
+  Click the 'System' tab from the left menu, then 'Settings' > 'General' tab.

Settings

General Cache Session GUI Customization Backup Restora Log Upload Postmaster Waeb I SSL
SMTP TLS I Database Update Syslog

Permit Processing User Data ® Permit 'C'Ancnyrnuus i None

Enabling this opfion to send some spam messages o our labs for analysing is cedainly advised.

Infarmation that iz sentto Comodo AntiSpam Lab includes spam score, queue id, engine decizion, receive time, thresholds, remote Ip
host name, real recipient and sender addresses, mail headers, message id and system processing details. Mail body is sent only mails
that is determined as a spam

Save

+  Permit Processing User Data:

+  Permit - If enabled, spam messages detected by KoruMail will be uploaded to Comodo labs for analysis.

«  Anonymous - If enabled, spam messages detected by Korumail will be uploaded anonymously to
Comodo labs for analysis.

+  None - If enabled, spam messages detected by Korumail, will not be uploaded to Comodo.
+  Click 'Save' to apply your changes.

6.4.2 Cache Settings

The 'Cache’ settings tab allow admins to set the cache expire time for greylisted IP addresses, SMTP Auth logs and
LDAP.

+  Click 'System' > 'Settings' on the left-menu
+  Click the 'Cache' tab:
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Settings
Ganeral 1 Cache Session T GUI Customization Backup Restore Log Upload Postmaster Web UI S5L
SMTP TLS I Database Update l Syslog
Greylist IP Cache expire time [720 | minutes Clear Now
SMTP_AUTH logs expire time  [7 | day Clear Now
LDAP Cache Clear Now
Save

«  Greylist IP cache expire time. The length of time that the IP address of an unknown sender will be held
on the greylist.

«  Greylisting is a method of spam control whereby Korumail will initially reject any mail from an
unknown sender. If the mail is legitimate, the originating server will resend the mail. Korumail will
accept the mail on this second attempt and remove the sender from the greylist. This helps prevent
junk mail as it is often too expensive for spam servers to send this second attempt.

If this time elapses with no response then the IP address returns to 'unknown' status. The next mail from
the server will be subject to the greylisting process again.

- SMTP AUTH logs expire time: The end user authentication log details of SMTP clients are cached for
the entered days and after that they are deleted.

«  LDAP Cache: LDAP authentication details are cached and KoruMail does not query the LDAP server.
+  Click the 'Clear Now' beside an item to clear the cache immediately.

«  Click 'Save' to apply your changes.

6.4.3 Session Settings

The 'Session’ settings tab allows administrators to configure the session inactivity period as well as to limit the number
of times an administrator can log into the web console before the login password has to be changed.

« To open the 'Session' settings interface, click the 'System' tab on the left menu, then 'Settings' and 'Session'
tab.

Settings

General Cache Session GUI Customization Backup Restore Log Upload Postmaster Web UI S5L

SMTPTLS | Database Update | Syslog

Session Timeout Duration: | 30 | minutes

Login Limit: | 100 |

Save

«  Session Timeout Duration: Enter the period of session inactivity after which the administrator has to login
again.

«  Login Limit: Enter the number of users that can login to the portal at the same time.
+  Click 'Save' to apply your changes.
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6.4.4 GUI Customization

The 'GUI Customization' tab lets you customize the look and feel of KoruMail web console according to your
preferences. You can also change the name and the logo to be displayed in the interface.

Open the 'GUI Customization' settings interface,
«  Click the 'System' tab on the left menu, then 'Settings' > 'GUI Customization' tab

Settings

General T Cache T Session T GUI Customization Backup Restore Log Upload Postmaster Web Ul S5L
SMTP TLS T Database Update I Syslog

Company KoruMail

Logo
Lago size must not be greater than 150x100 Upload Cluse default choose.
(widthuheight) pixels and formal must be PNG

Theme | Blitzer o

Save

«  Company: Enter the name of the company to be displayed

«  Logo: Upload your company logo. The logo will be shown in the interface to all users. Images should be
in .png format and no larger than 150 px L x 100 px H.

+  Click ‘Upload’, choose file then again click ‘Upload’
«  Toremove the logo, click the 'Clear' link.
+  Click 'Save' to upload the logo.

+  Theme: The Themes' drop-down allows you to choose the colors and appearance of the GUI as you prefer
(Default = Blitzer Theme).

+  Click 'Save' to apply your changes.

6.4.5 System Backup

The 'Backup' tab allow administrators to backup all configurations and logs. You can also automate the backup process
by scheduling the backup dates and time. You can restore the stored back up in case the need arises.

To open the 'Backup' settings interface,
+  Click the 'System' tab on the left menu, then 'Settings' > 'Backup' tab.

Instant Backup
- To take an instant backup, enter the password, confirm it and click the 'Create Backup' button.
The system will backup the files and the backup download link will be displayed.
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Settings

General Cache Session GUI Customization Postmaster Web LI S5L

SMTP TLS ] Database Update Syslog

Backup Password jesssssss

! !IIEK hers to download backup !

Enable Auto Backup | []

Save

«  ‘Click here to download backup’ - Click this link to save the backup.
The file is downloaded to your system. The '‘Backup' file can be restored later from the 'Restore’ tab.
Scheduled Backup
You can automate the backup process by scheduling the jobs.

«  To schedule a backup job, select the 'Enable Auto Backup' check box.

Settings

General Cache Session GUI Customization Backup Restore Log Upload Postmaster Web UI S5L

SMTP TLS T Database Update Syslog

Backup Password | esssssss

Backup Pazzword | ssssssss
Create Backup Cancel

Click here to download backup

User
Pasgword | |

Password

Remote Path

Backup type || FTP ~

a ] 0 Ol ]

Days to backup Monday Tuesday Wednesday Thursday Friday Satlurday Sunday

Backup hour || 00:00 w]

Save

+  Host: The name or IP of the system where the data should be backed up.
« User: The user name of the system
«  Password: Enter the password to access the system
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« Remote Path: Enter the remote path of the system including the folder name. Leaving the field blank
means the backup will be uploaded to the default FTP folder.

«  Backup type: Select the backup type from the drop-down. Currently only FTP option is available.
«  Days to backup: Schedule the backup day(s) from the options.
- Backup hour: Select the hour when the scheduled backup should run on the selected backup day(s)

+  Click 'Save'. The scheduled job will be saved. To change the schedule or the backup location, edit the settings
accordingly and click 'Save'.

6.4.6 System Restore

You can restore KoruMail configurations and logs using the 'Restore’ feature. Please note that for a restore operation to
be completed, KoruMail has to be rebooted.

To open the 'Restore’ settings interface,
+  Click the 'System' tab on the left menu, then 'Settings' > 'Restore' tab

Settings

General Cache Session T GUI Customization Backup Restore Log Upload Postmaster Web UI S5L
SMTP TLS T Database Update I Syslog

Backup File: Upload

Backup Password: |

Restore

+  Backup Password — Enter the password that you provided while backing up.
+  Click the 'Upload' button
+  Click ‘Choose File’, navigate to the location and click ‘Upload’

File Upload

Chacsga File | No Tle chosen

Installed Files

|

«  Click ‘Restore’
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Settings

General Cache Session GUI Customization Backup Restore Log Upload Postmaster Web Ul 55L

SMTP TLS T Database Update | Syslog

Backup File Upload

Backup Password:  |(eesssess

The console has to be rebooted to complete the restore operation.

K.arulail will be rebooted after restoring

QK ] ’ Cancel

«  Click 'OK" to confirm.

6.4.7 Log Upload Settings

The 'Log Upload' tab allows admins to configure the automated upload of various types of KoruMail logs.
To open the 'Log Upload' settings interface,
+  Click the 'System' tab on the left menu, then 'Settings' > 'Log Upload' tab

Settings

General Cache Session GUI Customization Backup Restore Log Upload Postmaster Web Ul S5L

SMTPTLS I Database Update Syslog

Host* ||

User*
Pazzword *
Password®

Remote path * ||

Upload type || FTP - |

O O | ] O O Cl

Days to upload *
} P Monday Tuesday Wednesday Thursday Friday Saturday Sunday

Upload hour* | [00:00 ]

+  Host: The name or IP of the system where the logs should be uploaded.

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 65



COMODO

Creating Trust Online®

+ User: The user name of the system
« Password: Enter the password to access the system

»  Remote Path: Enter the remote path of the system including the folder name. Leaving the field blank means
the logs will be uploaded to the default FTP folder.

«  Upload type: Select the upload type from the drop-down. Currently only FTP option is available.
- Days to upload: Schedule the upload day(s) from the options.
«  Upload hour: Select the hour when the scheduled upload should run on the selected upload day(s)

+  Click 'Save'. The scheduled job will be saved. To change the schedule or the upload location, edit the settings
accordingly and click the 'Save' button.

6.4.8 Postmaster Settings

« ltis a statutory requirement to set a postmaster address to which email errors will be directed for an SMTP
domain. Postmaster addresses are commonly targeted by spammers to send unsolicited messages.

«  Similarly, spammers also use the mailer-daemon route to flood users with spam messages.

+  KoruMail allow administrators to forward these to other addresses and /or reject emails sent to these
addresses.

To open the 'Postmaster' settings interface,
+  Click the 'System' tab on the left menu, then click 'Settings' > 'Postmaster" tab.

Settings
General Cache Session GUI Customization Backup Restore Log Upload Postmaster Web Ul 55L
SMTP TLS l Database Update Syslog
Postmaster Forwarding Address [Discard incoming mails
MAILER-DAEMON Forwarding Address [Discard incoming mails
Save

+ Postmaster Forwarding Address: Enter the forwarding address to which the email to postmaster are
directed.

+  MAILER-DAEMON Forwarding Address: Enter the forwarding address to which the Mailer Daemon
notifications are to be directed.

- Discard incoming mails: Select the check box if the mails to the forwarded address is to be rejected.
+  Click the 'Save' button.

6.4.9 Web Ul SSL

An SSL certificate is required to provide secure, HTTPS access to your KoruMail admin console. You can choose to
upload an SSL certificate from this interface or in the dashboard. The latest certificate that you uploaded from either of
the interfaces is active.

+  Click System' on the left then ‘Settings’ > ‘Postmaster’
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Settings

General Cache Session T GUI Customization Backup Reslore Log Upload Pastmaster Web Ll 551
SMTPTLS I Database Update I Syslog

Certificate Entrance

Use Defaull Cerificate []

Certificate File (Please just upload file which has
format .p12 or .pix)

Password [

Save

+ Use Default Certificate — This is a KoruMail self-signed certificate. KoruMail will automatically install a
self-signed certificate on your console. Your connection to the console will be just as secure as above, but
your browser will show error messages as the certificate is not signed by a trusted certificate authority.
You can bypass these errors and create an exception in your browser to avoid these messages in future.

- Certificate File - Upload a certificate you have on file. Ideally, this will be a certificate which you have
obtained from a trusted certificate authority. Using such a certificate means you will not see browser error
messages when you access the admin console.

+  Click ‘Upload’

File Upload

Chogse File | Mo fie chosen

Upload Cloze

Instaled Fies -

+  Click ‘Choose File’ then select the cert file and click ‘Upload’
«  Enter the certificate password in the KoruMail interface
+  Click ‘Save’

6.4.10 SMTP TLS Settings

«  Transport layer security (TLS) is a cryptographic protocol which provides encryption and privacy for email
traffic.

+  You need to install a certificate on your mail server in order to enable TLS.
- The 'SMTP TLS' area lets you create a new certificate or upload an existing certificate.

Open the 'SMTP TLS' settings interface
+  Click 'System' > 'Settings' > 'SMTP TLS' tab.
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Settings

General Cache Session GUI Customization Postmaster Web Ul S5L

SMTPTLS I Database Update | Syslog

Create certificate
Upload cerificate

Enable SMTP TLS |

Private Key{Please
just upload file
which has format
pem})

r
;

Save

+  Enable SMTP TLS - Select to activate SMTP TLS
Create a certificate
«  Click the 'Create certificate' link and enter the mandatory details:

Settings

General Cache Session GUI Customization Backup Restore Log Upload Posimaster Web Ul 5L

SMTP TLS ] Database Update | Syslog

CCreate cerificalsy

Upload Cermncate

Enable SMTP TLS | B4

The number of days of validity of cerificate * | 360 |

Couniry* || IN

State " |[TN

City * | Chennai

Host Mame or IP Address * | [10.51.108.202

|
|
Department * | Tech writing |
|
|

E-mail * | test@yopmail_com

Created Date | 10/07/2018 09:19:18

Save

+  Validity - Specify the term length of the certificate in days. Note - certificates for public-facing websites
have a maximum term length of 720 days.

«  Country - Select the two-character code for your country.

- State - Two character code of the state/province in which your organization is located.
«  City/Locality - The name of the city in which your organization is located

+  Department - Name of the department
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+  E-mail - Your contact email address
+  Host or IP address - Type the domain, hostname or IP address of the server you want to secure
+  Click 'Save' to create the certificate.

Upload a certificate
+  Click 'Upload certificate' then click 'Import'

Settings

General T Cache T Session T GUI Customization Restore

SMTPTLS T Database Update T Syslog

Create certlicate

Private
kKeyFlease
just upload

file which
has farmat
pem)

&= Upload

Save Close

+  Click the upload button to browse for the certificate you wish to import
+  Click 'Save'.

6.4.11 Update Database

KoruMail updates virus and spam databases once per day. If required, the databases can be updated instantly from
'Database Update' tab.

To open the 'Database Update' settings interface,
+  Click the 'System' tab on the left menu then click 'Settings' > 'Database Update'.
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Settings

General Cache Session GUI Customization

Postmaster Web Ul S5L

Restore Log Upload

SMTP TLS I Database Update Syslog

Virus Update Update

Spam Update | Update

«  Virus Update: Click the 'Update' button to update the virus database
+  Spam Update: Click the 'Update' button to update the spam database

6.4.12 Syslog Server

KoruMail has the ability to forward logs pertaining to various operations and configuration changes to a remote Syslog
server. Administrators can integrate the module with the remote Syslog server used by the organization for easy
analysis of the logs and to conserve disk space.

To open the 'Syslog' settings interface,
«  Click the 'System' tab on the left menu then click 'Settings' > 'Syslog' tab
Settings

General Cache Session GUI Customization Backup Restore Leg Upload Postmaster Web Ul S5L

SMTPTLS I Database Update Syslog

Enable Syslog Server []

Save

- Enable Syslog Server: Select the check box to store the logs in a remote server. If selected, the details of the
Syslog server should be entered in the fields.

Settings

General Cache Session GUI Customization

Web LI S5L

Postmaster

Restore

SMTPTLS I Database Update Syslog

Enable Syslog Server | ]

Hast Name of IP Address * |

Port* | 514 |
Lewvel * |:|E11erg Oatert Ocrit CEmror Cwam O Motice [ into EDebug

Save

+  Host Name or IP Address: Enter the host name or the IP address of the remote logging server to which the
logs are to be passed.
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+  Port: Enter the port number through which the server receives the logs. Default is 514.
« Level: Select the log level that has to be passed to the remote logging server.
+  Click 'Save'

6.5 Logs

KoruMail stores log files for various activities and connections in the local database and uploads the logs to the server
as specified under 'System' > 'Settings' > 'Log Upload'. Administrators can download logs from the database through
the 'Logs' interface. The logs interface also allows administrators to delete unwanted logs.

To open the 'Logs’ interface,
+  Click the 'System' tab and then the ‘Logs' sub tab.

Choose Language |~ English m

|+
k"( coMODO Logs
-
A KoruMail [ Tren I
Total Log size: Refresh
» User Management
SMTP Filtering SMTP Service SMTP Submission Engine E-mail Delive
~ System Hefing = L
Netwark O FleName | FieDate | Fie Size |
korumail.log Jul 10 09:19 34K Download
Senices -
[ | korumail.log-20180702 Jul 2 12:50 17K LQ Download
License .
[ | korumail.log-20180703 Jul 3 16:05 22K LQ Download
Settings X
[ | korumail.log-20180704 Jul 4 23:05 22K LQ Download
Logs
g [ kerumail.log-20180705 Jul 5 21:05 27K LQ Download
Tools .
[ | korumail.log-20180706 Jul 6 16:05 27K LQ Download
SessicilHepats [ kerumail.log-20180707 Jul 7 21:05 22K Lﬁ Download
Siatsiics [ korumail.log-20180708 Jul & 22:05 23K [% | Download
korumail.log-20180709 Jul 9 15:05 22K Download
» SMTP O e &
[ | kerumail.log-20180710 Jul 10 09:19 17K LQ Download
+ Modules
Delete

» Profile Management

» Reports

N B Copyright® 2006-2018 Comodo Group, Inc. All rights reserved.
» Quarantine & Archive KoruMail name and logo are trademarks of Comodo Group, Inc.
Release: 6.7.0.ce6b7ia

The 'Logs' interface has the following tabs:
+ LogFiles
«  Purge Files

6.5.1 Log Files
The 'Log Files' tab contains logs of different activities and connection attempts. These include:
«  SMTP Filtering
+  SMTP Services
+ SMTP Submission
«  Engine Activities
+  E-mail Delivery

Each logs contains granular details about a particular activity. You can download specific logs and delete unwanted
logs from this interface.
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Tip: You can also view real-time logs in the 'Reports' interface. See Reports for more details.

To open the 'Log Files' interface
+  Click the 'System' > 'Logs' > 'Log Files' tab:

|«

Choose Language m

V4 COMODO . Logs
B KoruMail [T

Total Log size: Refresh
¢ User Management

SMTP Filtering SMTP Service SMTP Submission Enaine E-mail Delivery

« System
D__-_

NET\'\."OFK korumail.log Jul 10 09:19 Download
Senices [ | korumail.log-20180702 Jul 2 12:50 17K LQ Download
License [ | korumail.log-20180703 Jul 3 16:05 22K LQ Download
SIS [ kerumail.log-20180704 Jul 4 23:05 22K LQ Download
Lems [ | kerumail.log-20180705 Jul 5 21:05 27K LQ Download
jloxs [ kerumail.log-20180706 Jul 6 16:05 27K Lﬁ Download
S R [ | kerumail.log-20180707 Jul 7 21:05 22K LQ Download
Statistics [ kerumail.log-20180708 Jul 8 22:05 22K |_2 Download
— [ | kerumail.log-20180709 Jul 9 15:05 22K LQ Download

[ | korumail.log-20180710 Jul 10 09:19 17K LQ Download
+ Modules

Delete

-

Profile Management

» Reports
. B Copyright® 2006-2018 Comodo Group, Inc. All rights reserved.
Quarantine & Archive KoruMail name and logo are trademarks of Comodo Group, Inc.
Release: 6.7.0.ce6bvda

-

+  Click 'Refresh’ to reload the list and view the latest logs.
«  Use the links above the table to change the type of log files shown in the list

6.5.2 Purge Files

The purge files interface lets you configure how long to keep log files, archived mails and quarantined mails. ltems

older than the period specified will be automatically deleted.
To open the 'Purge Files' interface,
+  Click 'System' 'Logs' > 'Purge Files' tab:
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Logs

Log Files Purge Files

Delete older mail log records in
database (Days)

Delete older archived mails (Days) | 0

Delete older quarantine mails (Days) 0

Delete

«  Delete older mail log records in database (Days) - Specify the number of days to store the log files. The log
files older than the days specified here will be automatically deleted.

+  Delete older archived mails (Days) - Specify the number of days for which the quarantined mails are to be
retained in the local database. Mails older than the days specified here, will be automatically deleted.

+  Delete older quarantine mails (Days) - Specify the number of days for which the quarantined mails are to be
preserved in the local database for review by the administrators. Mails older than the days specified here, will
be automatically deleted.

+ Toinstantly remove all the saved logs, archived mails and quarantined mails, click 'Delete’.

6.5.3 Tools

KoruMail has built-in tools to quickly check the connectivity to the mail servers and clients and to clear the mails in the
SMTP delivery queue.

To open the 'Tools' interface,
+  Click the 'System' tab on the left menu and then click Tools' from the sub-menu.

Choose Language ﬂ
Tools

SMTP connectivity Test

Ping Test
Melookup Test

Telnet Test

The "Tools' interface has two tabs:
+  Connectivity Check
«  SMTP Queue
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6.5.3.1 Check Connectivity

Allows administrators to check the connection status of KoruMail to external mail servers and clients, make name
server lookups and check telnet connectivity to a remote host.

To open the 'Connectivity Checks' interface,
+  Click the 'System' tab on the left menu then "Tools' then the 'Connectivity Checks' tab.

Choose Language g
Tools

SMTP connectivity Test

Ping Test
Melookup Test

Telnet Test

You can check for the following:
«  Connectivity to a remote SMTP server
«  Connectivity to a remote host
«  Name server lookup for a remote host or a mail server
«  Telnet connectivity for a remote host
To check connection to a SMTP server
+  Click 'Test' beside 'SMTP connectivity' from the 'Connectivity Checks' interface.
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Choose Language |~ English. ﬂ
Tools

Telnet Test

Check remote SMTP Connectivity

Host Name or P Address *

Sender *

|
Port 25 |
|

Recipent * [

Result

Send Close

The 'Check remote SMTP Connectivity' interface will appear.
«  Enter the details of the external or remote mail server as given below:

«  Host Name or IP Address - The hostname or IP address of the remote SMTP server

«  Port - The port used by the server for SMTP connections. This depends on whether or not the server
uses SSL for SMTP connections (Default = 25)

- Sender - A valid email address at the local SMTP server to send a test mail to the remote server for

testing
+ Recipient - A valid email address at the remote SMTP server to which the test email needs to be sent
+  Click 'Send'

KoruMail will send a test email to check the connectivity and display the results in the 'Result' field.

To check connectivity to a remote host
+  Click 'Test' beside 'Ping' from the 'Connectivity Checks' interface.
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Choose Language |-~ English g
Tools

SKTP conneclivity|  Test

Ping

Test

Tslookup

Telnet| Test

Host Name or IP Address * |

Result

Send Close

The 'Ping' interface will appear.
- Enter the hostname or IP address of the remote host to check whether it can be reached by KoruMail
+  Click 'Send'

KoruMail will ping the remote host and display the results in the 'Result' field.

To lookup name server for a remote host
+  Click 'Test' beside 'Nslookup' from the ‘Connectivity Checks' interface.
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Choose Language |~ English

Tools

SKTP connectivity ~ Test

Ping Test

Mslookup

Telnet Test

Host Name or IP Address * | |

Resul

Send Close

The 'Nslookup' interface will appear.
- Enter the hostname or IP address of the remote host to check the domain name associated with it
«  Click 'Send'

KoruMail will lookup the name server to identify the domain name associated with the IP address or the hostname and
display the results in the 'Result' field.

To check Telnet connectivity to a remote host
+  Click 'Test' beside Telnet' from the 'Connectivity Checks' interface.
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Choose Language |~ English %m
Tools

SMTP connectivity Test

Ping Test

Mslookup Test

Request [GET fogin.xhtml HTTP/1.0

Result

Send Close

The 'Telnet' interface will appear.
+  Enter the hostname or IP address of the remote host to check whether it is connecting through Telnet protocol
- Enter the port use by the remote host for Telnet connections (Default = 25).

«  KoruMail send a request 'GET /login.xhtml HTTP/1.0" to the remote host to check the connectivity, If you wish
to send a custom request, edit the same in the 'Request field.

«  Click 'Send'

KoruMail will send the request to the remote host for checking the Telnet connectivity and display the results in the
‘Result field.

6.5.3.2 Clear SMTP Queue

The Queue tab under the Tools interface allows the administrator to remove the mails that are in queue for SMTP
forwarding.

To clear the SMTP queue
+  Click the 'System' tab from the left, then 'Tools' > 'Queue’ tab.
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Choose Language |- English g
Tools

Clean SMTP gueue Clear

«  Click 'Clear' beside 'CLEAN SMTP queue'.

6.6 Session Reports

+  Click the 'System' tab from the left, then click 'Session Reports'.
+  Session reports show all currently active logins.
+  Details include the IP address of the user, the last login time and the details of last activity performed on the

user interface.
Choose Language |~ English
Session Reports

IP Address Creation Date Last Accessed Time

182.74.23.22 16/07/2018 08:48:12 16/07/2018 11:23:25

Copyright® 2006-2013 Comado Group, Inc. All rights reserved
KoruMal name and logo are trademarks of Comodo Group, e
Release: 6.7.0.cebbT8a

6.7 System Usage Statistics

KoruMail displays SMTP connection statistics, mail statistics and utilization statistics of hardware and software
resources like network, CPU, hard disks and system memory as graphs in the 'Statistics' interface.

+ To open the 'Statistics' interface, click the 'System' tab and then the 'Statistics' sub tab.
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|+

Statistics

ovy COMODO
B KoruMail oo

Sysiem Usage Graphics

+ User Management [ SMTR T Queus T Network T Hetwrork? T cru T Disk T Memory _
« Syslam
(o Toor T T T S

Netarork
Senices SMTP Connection
. |
License A
0.8 |
Settings e 1
Logs a4
Tools L | ,’
. 0.0 - - |
Session Reporis 11: 00 11: 29 11:48 |
O Conns  Max: 1 Avg: 1 cur: 1
Statistice 2
» SMTP
» Modules
» Profile Management CopyrightS 2006-2018 Comode Group, Inc. A1 rights reserved.
Forublail name and logo are trademarks of Comodo Group, hc.
» Reporis Reiease: 6.7.0.ceSbT8a

+ Quaranting & Archive

The administrator can set the update interval for the statistics or can instantly update the statistics to view the real-time
usage graphs.

- To set the update interval, choose the interval from the 'Automatic update interval' drop-down.

Statistics

Automatic update interval: | Dizabled _ Refresh Now
1 minute

(5]

Syztem Usage Graphic

35 minutes

[ SMTP T Queue | 10 MINUTES  |yormork2 T CPL
Disabled

- To instantly update the statistics, click the 'Refresh Now' button.
The 'System Usage Graphics' area displays the connection and usage statistics graphs under the following tabs:

- SMTP: A graphical representation of the number of SMTP connections between KoruMail and different mail
servers during the selected time period. Shows data for both for incoming and outgoing mails.

«  Queue: Displays the graphical representation of number of mails that were in queue for processing and
delivering to the mail servers, during the selected time period.

«  Network and Network2: Shows network utilization statistics through various network interfaces for the
selected period.

+  CPU: Shows the load on the KoruMail CPU over the selected period.
- Disk: Shows disk access levels over the selected period.
+  Memory: Shows system memory usage over the selected period.
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SMTP

The 'SMTP' tab displays the numbers of SMTP connections made to different mail servers over the period chosen from
the sub tabs:

[ SMTP T Queue T Network T Network2 T CPU T Disk T Memory _

(o T T T o I

SMTP Connectlon

-

I
- N - T -

11: @@ 11: 206 11: 48
O Conns Max: 1 Avg: 1 Cur: 1

«  Hourly - Shows the log of connections for the past one hour

- Daily - Shows the log of connections for the past 24 hours

« Weekly - Shows the log of connections for the past seven days

+  Monthly - Shows the log of connections for the past four weeks

«  Yearly - Shows the log of connections for the past twelve months

The numbers of maximum and average connections within the selected period and the current number of connections
are displayed below the graph.

Queue

KoruMail receives all the emails and analyzes them for spam filtering, virus scanning, content filtering and so on, before
delivering it to the mail servers. The 'Queue’ tab displays the log of mails that were under processing and not delivered
to the mail servers during the selected period.
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[ SMTP T Queue T Hetwork T Hetwork2 T CPU T Disk T Memory _

o T T T T o

SMTF Quele

1.8t

0.8

8.5

0.4

8.2

0.0 11: 08 11: 20 11: 40 g
O I Cur: 1 Avg: 1 Max: 1
W NP Cur: o Avg: o Max: o

You can choose the time period for which you wish to see the logs from the sub tabs:
«  Hourly - Shows the log of number of mails in queue for the past one hour
- Daily - Shows the log of number of mails in queue for the past 24 hours
« Weekly - Shows the log of number of mails in queue for the past seven days
+  Monthly - Shows the log of number of mails in queue for the past four weeks
+  Yearly - Shows the log of number of mails in queue for the past twelve months

Network and Network?2

The Network tabs display the log of network resource utilization through the respective interface, for the period chosen
from the sub-tabs.
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System Usage Graphics

[ SMTP T Quene T Network T Network?2 T CPU T Disk T Memory -
[ T oo T v T e | e [

Metwork Utilization int #1

7o
(1]
50
40
30
20
1a

a -

R R ERE RE R

11: 48 12: 08 12: 20
O In B out

In: 409,40 k Out : 65,01 k
Avg In: 175.22 k Avg Out:90,09 k

+  Hourly - Shows the log of network usage for the past one hour
«  Dalily - Shows the log of network usage for the past 24 hours
+  Weekly - Shows the log of network usage for the past seven days
«  Monthly - Shows the log of network usage for the past four weeks
+  Yearly - Shows the log of network usage for the past twelve months
The incoming and outgoing traffic are represented with different colors in the graph.

+  Green - Incoming traffic
+  Blue - Outgoing traffic

The current incoming/outgoing traffic and the average incoming and outgoing traffic for the selected period of time are
indicated below the graph.

CPU
The CPU tab displays the log of load on KoruMail CPU, for the period chosen from the sub-tabs.
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Sy=tem Usage Graphics

[ SMTP T Queue T Hetwork T Network2 T CPU T Disk T Memory -

[ T T T e T I

CPU Utilization g
120 =
100 4
ga =
(2] n_-l
4 =
LY
20
¢} " " -
11: 48 12: 08 12: 20
Ml busy cur: 7% Avg:  T% Max: 9%
O idle Cur: 93% Avg: 93% Max: 95%

Hourly - Shows the CPU usage for the past one hour
Daily - Shows the CPU usage for the past 24 hours
Weekly - Shows the CPU usage for the past seven days
Monthly - Shows the CPU usage for the past four weeks
Yearly - Shows the CPU usage for the past twelve months

The processes that are responsible for CPU usage are indicated with different colors.

+  Green - Idle, CPU was not used by any of the processes
+ Red - System processes

The table below the graph shows the current, average and maximum load of the CPU for the selected period from the
respective processes.

Disk

The 'Disk' tab displays a graphical representation of the log of the ratio of disk usage with respect to total disk space in
KoruMail, for the period chosen from the sub-tabs.
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System Usage Graphics

Network?2

[ T o T T e o I

Disk Usage Ratio

T T E T ET
[ R T T -

11:40 12: 60 12: 20
Oopt Cur: 1% Avg: 1%  Max: 1%

B mail Cur: %  Avg: O% Max: O
Total Capacity mail: opt:102G

«  Hourly - Shows the disk usage for the past one hour

«  Daily - Shows the disk usage for the past 24 hours

« Weekly - Shows the disk usage for the past seven days

«  Monthly - Shows the disk usage for the past four weeks

«  Yearly - Shows the disk usage for the past twelve months

The disk usage by different types of data are indicated with different colors.
+  Yellow - Space occupied by system configuration

+  Magenta - Space occupied by mail archive
The table below the graph shows the current, average and maximum disk usages for the selected period.
Memory

The 'Memory' tab displays a graphical representation of the usage of system memory of KoruMail, for the period
chosen from the sub-tabs.
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[ SMTP T Queue T Network T Hetwork2 T CPU T Disk T Memory -

Memory Utilization
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+  Hourly - Shows the memory usage for the past one hour
«  Daily - Shows the memory usage for the past 24 hours
«  Weekly - Shows the memory usage for the past seven days
«  Monthly - Shows the memory usage for the past four weeks
«  Yearly - Shows the memory usage for the past twelve months
The maximum, average and current memory usage statistics are indicated below the graph.

/  SMTP Configuration

The 'SMTP' area allow administrators to configure settings for outgoing mails such as SMTP settings, set outgoing
limits, manage domains, SMTP-Auth settings, block users and more.
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Choose Language -~ Engllsh| = Logoul
L]
g COMODO SMTP Settings
"
B KoruMail e Tomrm Tor e
SMTP setved Danner led kDIll_r_fliiﬂ Secure Ermiail '.";.ir.u'ﬂ.'il_f
¢ User Management e )
Mzmmum acceptabie maill sma* 20 | ltH
k- System Activate Dos protection *
* SMTP Enable SMTP submission part* |
Enable SFF [0- Disabled | L only for hosted

SMTF Sefings Recommendedvalue: 3 domains

Domains Enabie P Based Geolocation Reslridion [

SNTP-ALITH Save

LDARTDE

Greglist

Copynght® 2006-2018 Comado Grown, Inc. Al nghts resereed
REL Horubtai name and logo are trademarks of Comodo Group, inc.
Rekass. 6.7.0.ce5670a

Disclaimar
Relay

Dk

Dulgoeng Limis

Incoming Limits

b Modules
v Profile Managemiznt
+ Heports

+ Cuarantine & Archive

Click the following links for more details:
+  SMTP Settings
+  Manage Domains
+ KoruMail SMTP AUTH Connector
+ LDAPILocal DBIMySQL User Database
+  Greylisting
- Manage RBL Servers
+ Disclaimer
«  SMPT Relay
« DomainKeys Identified Mail (DKIM)
«  Outgoing SMTP Limits
+ Incoming SMTP Limits

7.1 SMTP (Send E-Mall Protocol) Settings

The 'SMTP' settings area allow administrators to configure items such as SMTP connection response message,
activate DoS protection, configure minimum and maximum number of sub processes the main filtering engine can be
utilized. The area also allows you to set the number of mails that can be queued and sent at a time for a particular
domain.

+  To open the 'SMTP' screen, click the 'SMTP-Auth' tab on the left menu and click 'SMTP".
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SMTP Settings

t‘"’( coMoDO il
=, KomMall [ General Sethngs T Advanced Settings I Outbound Delvery Oueus _

SMTP senver bannar lexd | Korumail Secura Email Galeway

¢ User Management

Mammum acceptabls mai size* |20 | Mg
» System tctivate DoS protecton ™ |
- SMTP Enable SMTP submission por* | =]

Enable SPF _El - Cieabled ~. | O Only for

SMTF Setings Recommendid valug 3 | hosted domains
Damains Enable IF Based Genslocabion Restricion |[]
SMTP-ALTH Zave
LOARDE
Graylist

Copynghts Z2006-2018 Comodo Groug, . Allnghts reserved.
REL Korulbal nama and loga are rademarks of Comado Group. inc.
Disdaimer Relense: 5.7.0 cebbisn

Relay
OEIM
Oulgoing Limits

Incormang Limits

b Modules
v Profile Management
¢ Reports

+ Ouarantine & Archive

Click the following links for more details:
+  General Settings
+ Advanced Settings
+  Outbound Delivery Queue

7.1.1 General Settings

The 'General Settings' lets you configure the max. size of mails that can be sent, enable denial of service (DoS)
protection, and configure sender policy framework (SPF).

+  Click 'SMTP' > 'SMTP' > 'General Settings' to open the settings interface:
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Choose Language @
SMTP Settings

e

SMTP server banner text [Korumail Secure Email Gateway |

Maximum acceptable mail size * MB
Activate Do protection * (4
Enable SMTP submission port* ]

Enable SPF | 0- Disabled v| 0 only for
Recommendedvalue: 3 hosted domains

Enable IP Based Geolocation Restriction  []

Save

SMTP Settings - General Settings Table of Parameters

Parameter Description

SMTP server banner text | The welcome message shown on the server after connection to KoruMail port 25 is
established.

Maximum acceptable The maximum permitted size of a single email + attachments. The default value is 20
mail size (MB) MB.

Activate DoS protection | A DoS (Denial of Service) attack occurs when a malicious actor tries to overload your
mail server by bombarding it with unsolicited mail. DoS protection implements limits to
help ensure your servers are not brought to a standstill by such attacks.

Enable SMTP If enabled, KoruMail doesn't accept outgoing messages from unauthenticated sources.
submission port This helps protect your network and users from spam emails.
Enable SPF SPF (Sender Policy Framework) is a standard designed to block the forgery of sender

Recommended value: 3 | addresses.

SPF values

Just add received-SPF header
Return temporary failure in DNS query error
If SPF result fails (ban) then reject it (recommended)

If SPF result is softfail then reject it

a > w Do

If SPF result is neutral then reject it
6. If SPF result is not passed then reject it

You can disable SPF by selecting '0' from the list. If the check box 'Only for hosted
domains' is selected, then the SPF check will be performed for outgoing mails for
domains that are hosted in the network.

Enable IP Based Detects the location of the sender from their IP address. This should be enabled in order
Geolocation Restriction | to activate the geo-location restriction settings in incoming profiles. Mails from restricted
countries will be rejected. See 'Geolocation Restriction' settings in incoming profile
settings to specify countries from which you want to reject email.
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+  Click 'Save' to apply your changes.

7.1.2 Advanced Settings

The SMTP 'Advanced Settings' area allows administrators to configure settings such as the minimum and maximum

number of processes that the main filtering engine should use, the number of recipients per SMTP transactions and
more.

- To open the SMTP 'Advanced Settings' interface, click the 'SMTP" tab and then the 'SMTP' sub tab >
‘Advanced Settings'.
Choose Language |~ English ﬁ
SMTP Settings

Minimum number of filter processors * |1 0

Maximum number of filter processors * |50

Maximum number of recipients per SMTP transacton |E|

Incoming SMTF session imeout in seconds * |Eil} ]
RBL Timeout (second) * E

Early talker drop ime (second) [EI

Roject invalid addresses [

Queue life time (hour)* 24— ]

Enable tampitting |[]

Tarpit count | 0

Tarpit delay (second) 0

Maximum number of SMTP sessions * IZI}IJ
Maximum: 500

Maximum number af concurrent mail delivery * | |500
Main Filter engine log level | | Info ~

Save

SMTP Settings - Advanced Settings Table of Parameters

Parameter Description

Minimum number of filter | The lowest amount of processes that Korumail should use to filter mail. Filter processors
processors are threads used to scan and handle mail.

- Fewer processors = Lower resource overhead / slower performance

Maximum number of The most filter processes that Korumail should use to filter mail. Filter processors are
filter processors threads used to scan and handle mail.

«  More processors = Higher resource overhead / better performance
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Maximum number of The highest number of mailboxes to which Dome Antispam will forward mail per
recipients per SMTP transaction.
transaction

Incoming SMTP session | Timeout duration of each SMTP session.
timeout (seconds)

RBL Timeout (seconds) | If this time is exceed, the RBL query is canceled and next filter is applied to the e-mail.

Early talker drop time After a client makes a TCP connection, SMTP servers will wait a for short time before
(seconds) sending a greeting message. The client replies with a HELO or a EHLO response.

If the server recieves the response before it sends the greeting, then there is a high
chance the client is a spammer. The waiting time before sending the greeting is called
'Early talker drop time'.

We recommend you leave the setting at the default.

Reject invalid addresses | If enabled, outgoing mails with invalid address will be rejected

Queue life time (hour) Enter the number of hours that a mail can be queued for delivery before it is bounced.

Enable tarpitting Tarpitting helps thwart spammers by slowing the transmission of bulk emails. Tarpits
slow communication times with spam servers when they send mail to several of your
recipients during one session.

Spammers may stop sending emails to your server if the response to their requests is
very slow.

Tarpit count Tarpitting will become active if the number of recipients exceeds the Tarpit count.

Tarpit delay (second) The number of seconds that Tarpitting will delay the transmission response

Maximum number of Maximum number of concurrent SMTP sessions.
SMTP sessions
Maximum number of Maximum number of concurrent messages that can be sent by SMTP server.

concurrent mail delivery

Main Filter engine log Select the level of main filtering engine event that should be logged. Selecting 'Notset
level will log all the levels.

+  Click 'Save' to apply your changes.

7.1.3 Outbound Delivery Queue

Some domains have restrictions on how many email recipients that can be delivered concurrently from a source.
KoruMail has the feature to queue outbound mails per domain so that only the specified number of mails will be
delivered at a time.

+  To open the SMTP 'Outbound Delivery Queue' interface, click the 'SMTP" tab and then the 'SMTP' sub tab >
‘Outbound Delivery Queue'.
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Choose Language ﬁ
SMTP Settings

[ General Settings I Advanced Settings I Qutbound Delivery Queue —

Quene 1
Concurrency Number | [50 |  save
Lo ooman . Action
| | L
yahoo.com L
Export Impod  Delete all
Queue 2
Concurrency Number | [100 |  save
. poman  jacton
| | L
aol.com L
Export Import  Delete all
Queue 3
Concurrency Number | [150 |  save
o peman . jActon
| | L
att.net Li
Export Import  Delete all

The interface has three preset delivery queue numbers that can be configured according to your organizational needs.
The 'Concurrency Number' for each of the queue can be changed.

«  To set the number of emails that can be sent at a time, enter the number in the ‘Concurrency Number' field
and click the 'Save' button.
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SMTP

[ General Settings T Advanced Settings T Cutbound Delivery Queue -

Successfully Saved.

Queue 1

E Concurrency Mumber | 350 Save ;

[

vahoo.com by

+  To add a domain for which the number of outgoing mails should be restricted and queued depending on the
‘Concurrency Number', enter the domain name in the filed and click the Ch button under the "Action’ column.

SMTP

I General Settings T Advanced Settings T Outbound Delivery Queue -

Successfully Saved.

Queue 1
Concurrency Mumber | 350 Save
. oman . |Acton
hotmail .com (%
yahoo.com By
aMazon.com Lo
Export Import Delete all
Cueys 2

- To remove a domain from the list, click the L putton beside it.

- Toremove all domains from the list, click the 'Delete all' link and confirm the removal in the ‘Confirmation
Dialog'.

«  To save the list of domains in a '‘Queue’, click the 'Export' link and save it to your system.
«  Toimport a list of domains, click the 'Import' link. The 'Import' dialog will be displayed:
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=&k Upload

Save Close

«  Click the 'Upload' button, browse to the location where the file is saved and click 'Open'.
The file will be added.

=&k Upload ¥ Clear Al
Queue-1

Clear
Daone
Save Close

+  Repeat the process to add more files.

- Toremove a file, click the 'Clear' link beside it.

«  Toremove all the added files, click the 'Clear All' button at the top right.
«  Toimport the list of domains from the files, click the 'Save' button.

1.2 Manage Domains

«  The 'Manage Domains' area allows you to add, edit and view the domains you wish to filter.

+ You can also configure routes, SMTP servers and add 'Smart Hosts', so mail is routed to an intermediate/
relay server rather than direct to the recipient server.

+  Click 'SMTP' left then 'Domains' to open this interface:
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,/ =

Choose Language |- English _ Logout

|-

Domains

t"( cCoMOD0 -
A KoruMail [ Tom [ [ oo R

Total: 6 domain(s)

¢ User Management

i Bulk Add
¥ System
* SMTP —
|
b |

SMTP Seftings u :

|:| gmail_com |:| admin {ﬁ
Domains

[  keorumaldemo.com | admin |5
SMTP-AUTH &

[0  ouwtlook.com O admin [
LOAPIDE

[l rediffmail.com = admin B
Greylist

[ yzahoo.com O admin [
RBL s Y T

1 yopmail.com ] admin [
DCisclaimear
Relay
DKM Export  Delete
Outgoing Limits
Incaeming Linits Copyright® 2006-2013 Comode Group, inc. Al ights resenved.

KoruMail name and lago are trademarks of Comodo Group, Inc

¥ Modules Release: §.7.0.cebb7da

» Profile Management
» Reports

» Quarantine & Archive

Click the following the links for more details:
+  Manage domain names
« Manage domain routes
« Manage smart hosts
+  Default domain routing

7.2.1 Manage Domain Names

The 'Managed Domain Names' tab lets you view, add and edit your protected domains.
+  Click 'SMTP' > 'Domains' on the left
«  Click the 'Managed Domains' tab
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Domains

[ Managed Domains T Routes T Smart Hosts T Office 365 Check _

Total: 6 domain(s)

© Bulk Add

P i s s

MNone

| | = C

[l  gmail.com ] admin Luk
O korumaildemo.com O admin Lo
]  outlook.com O admin Lo
(]  rediffmail.com ] admin L
]  vahoo.com O admin Luk
] vopmail.com O admin Lk

Export Delete

Managed Domains - Table of Column Descriptions

Column Header Description

Managed Domain Name | The name of the domain added to KoruMail

Generate Report If enabled, KoruMail displays related email statistics of the selected domain name in
'‘Domain Reports'

Owner The name of the administrator who added the domain.

Actions [ To add a domain, click this button after entering the details in the field under

'Managed Domain Name' column.

[ Allows the administrators to delete a domain from the list.

Allows the administrators to change the name of the '‘Owner’

Search Options
You can search for a particular domain(s) by using the filter.
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Domains

[ Managed Domains T Routes T Smart Hosts T Office 365 Check

Filter: |che | Filter! Eﬁutal: 2 domain(s)

© Bulk Add

- Enter the name of the domain fully or partially in the filter field and click the 'Filter' button.
Domains that match the entered search text will be displayed.

Domains
[ Managed Domains T Routes T Smart Hosts I Office 365 Check _
Filter: |che | Filter! Clear Total: 2 domain(s)
(© Bulk Add
All
MNone
| | O L
] chennai2.comodo.com ] admin Lj{
] chennai3.comodo.com ] admin LS'(

Export Delete

«  To display all the managed domains, click the 'Clear" button.
The interface allows you to:
+ Add a domain name
«  Add multiple domain names
+ Edit a domain owner
+ Delete domain names
«  Export domain names
To add a domain name
- Enter the domain name in the field under 'Managed Domain Name' column
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ail1.chennai.comodo.local [ [
[C] | adtrustmedia.com [ admin [
avlab.comodo.com [ admin iy ¥
buyertrust.com admin

+  Select the 'Generate Report' check box if you want to display email statistics of the domain name in ‘Domain
Reports'

«  Click the (% button under the 'Action’ column.

The domain will be added and the next step is to define route for the added domain. If left undefined, then the default
route will apply for the domain.

Domains

[ Managed Domains T Routes T Smart Hosts T Office 365 Check -

Successfully Saved.
You must define routing for new added domain(s).

Total: & domain(s)

© Bulk Add

P o

MNone

| | O L

[1 | grmail.com ] admin sk
[] | korumaildemo.com ] admin Lk
(] | mail.rediff.com ] admin Lkt
[]  mail.yahoo.com ] admin Lk
[]  erkut.com ] admin Lkt
[] | outlook.com ] admin L
] |vahoo.com ] admin Lk
] | vopmail.com ] admin sk

See 'Manage Routes' on how to add routes.

To add multiple domain names
When you add the domain name, you can also route the domain name at the same time. To do this, you must specify
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the domain name, target IP address, port and LDAP profile name in one line.
+  Separate each item with a semi-colon as follows:

+  Domain; Destination IP; Port; LDAP Profile Name
«  If destination IP address is blank then no routing is done for the domain

« If the port field is blank, port 25 is used as default.
Click the '‘Bulk Add' link in the 'Managed Domains' screen:

Domains

{ Managed Domains T Routes I Smart Hosts I Office 365 Check —

Total: & domain(s)

All
MNone
| |

n [
[1 gmail.com ] admin L
] korumaildemo.com ] admin Li
[1  mail.rediff.com ] admin L
[l @ mail.yahoo.com ] admin £
[] | orkut.com ] admin sk
[] | outlock.com ] admin L
[] | vahoo.com ] admin L
[l vopmail.com ] admin L

Export Delete

The 'Bulk Add' screen will open:
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Add domains

Bulk Add

You mustwrite one domain for each line (max. 500 entries).

Add Zancel

Format: Domain; Destination IP; Port; LDAP Profile Hame
examplel.com
exampleZ.com; 10.0.0.1;25
exampled.com; ;2525 |dapMame

+  Enter the domain names each per line.

+ You can also define routes, port number and LDAP profile name here for the domains. The items should
be separated by a semicolon as shown in the screen.

«  Click the 'Add' button.

The domains will be added and the next step is to define routes for the added domains if not defined while entering the
domain names. If left undefined, then the default route will apply for the domains.
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Domains

[ Managed Domains T Routes I Smart Hosts I Office 365 Check —

Successfully Saved.

You must define routing for new added domain(s).
Successfully Saved.

You must define routing for new added domain(s).
2 domains were added successfully.

Total: 8 domain(s)

© Bulk Add
e i s
None
| | O L

[0 ' gmail.com | admin Lt
] korumaildemo.com ] admin Li
[0  mail.rediff.com | admin Lok
[0  mail.yahoo.com | admin L
[0 | outlock.com | admin [
[0 | rediffmail.com [l admin Lo
[0  vahoo.com | admin L
[0 | vopmail.com | admin L

To edit a domain owner

When an administrator adds a domain name, his/her user name will be displayed in the screen under the 'Owner'
column header.

+ To change the name of domain owner, click the button beside the 'Owner' name.
The 'Edit Managed Domain' screen will be displayed.

Choose Language |-~ Englishé g

Edit Managed Domain

Managed Domain Mame  adtrustmedia.com

Cwner | admin -

Save Cancel

«  Select the name that you want to change as the owner from the '‘Owner' drop-down
+  Click the 'Save' button

To delete domain names

- To delete domain names one at a time, click the L putton under the 'Action’ column header and confirm the
deletion in 'Confirmation' dialog.
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+  To delete multiple domain names, select the check boxes beside them and click the 'Delete’ button at the
bottom.

Domains

[ Managed Domains T Routes T Smart Hosts I Office 365 Check _

Total: & domain(s)

© Bulk Add
s e e
None
| | O &

1 | gmail.com ] admin L
. | korumaildemo.com ] admin L
mail.rediff.com ] admin L
mail.yahoo.com ] admin L
orkut.com ] admin Lok
| | \outlook.com ] admin sk
] ahoo.com ] admin 3
] opmail.com ] admin L

Export Delete

«  Click 'OK" to confirm the removal of the selected domains.

Are you sure want to delete selected domain(s)?

[ OK ] ’ Cancel

To export the domain names
«  Click the 'Export' link at the bottom of the screen

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 102



COMODO

Creating Trust Online®

[l | outlook.com ] admin L
] |vahoo.com O admin L
[] |vepmail.com ] admin Lt

Delete

+  Download and save the domains list as a text file to your system.

1.2.2 Manage Domain Routes

«  Once you have added the domains you wish to manage as explained in the previous section, you can define
the route each domain should use to deliver mail after KoruMail has filtered them.

« Ifnoroute is defined, then the default domain route will apply. See 'Default Domain Routing' for more details.
To open the 'Routes’ screen
+  Click the 'SMTP' tab on the left menu, click 'Domains' > then 'Routes'.

Domains

|-Chunse- o WX RECORD V| USE_MX_RECORD LDar v | | Default AD AUTF ~| (%) #
[l  gmail.com MX RECORD LODAP Drefault AD AUTH o
[0  korumaildemo.com 1Pwa 212.212.12.1 25 kone -None- -
O  mail.yahes.com TPwd 182.168.190.31 25 LDAP Drefault AD AUTH =
[  outlook.com ¥ RECORD LDAF Drefault AD AUTH ]
ST SEAET CHamplas,

1PV 192168, 189.31(IPV4 address onl)

IFWE or HOSTHNAME :s mip. mail_ example.com (IPVE address or Hestname onlv)
M RECORD :(Mail Exchanger Riecord, no neead to input any sener addrass)

LOAP jLightaeight Directory Access Profocol, no need to input any server address)

Export  Delete

Domain Route - Table of Column Descriptions

Column Header Description

Managed Domain Name | The name of the domain added to KoruMail

Routing Type Select the routing type that should be used to send mail to the SMTP server. The options
available are:

. |PV4
« |Pv6 Hostname
. MXRecord
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- LDAP

SMTP Server Enter the IP address or the SMTP server name

Port Number The port number to which the KoruMail should forward the mail

User Verification The type of user verification that KoruMail should use before forwarding the mails. The
options available are:

«  None

+  Local User DB
«  MySQL

- LDAP

LDAP/DB Profile This field will be populated depending on the type of 'User Verification' selected. If 'LDAP'
is chosen, then the option to choose the LDAP type will be available from the drop-down.

Action [ To add the domain route, click this button after entering/selecting all the
routing details.

# | Click this button to check the connectivity between KoruMail and the SMTP
server.

) Allows the administrators to delete a domain route from the list.

Allows the administrators to edit the domain route.

The interface allow administrators to:
+  Configure domain route for the added domains
+ Edit a domain route
+ Delete domain routes
«  Export domain routes

To configure a domain route
+  Click the 'Choose' drop-down and select the added domain for which you want to configure the route.
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,/ g

Domains

[ T T T I

| -Choose- o |IPur1 i | | IZ'_- Mone w MNone * 7

-Choosa- I
T ot
adtrustmedia.com
O 1 cdoud.com P4 212.212.12.1 25 Mone -Nona- b
chennai?comodo.com 5 v Default AD
|:| [Pwd 192.168.199.31 25 LOAP AUTH
channaiz.comodo.com e
efault AL
[ ST RELTTT MX RECORD LOWP BTy =
compdo.com
comodogroup.com
S Sed .
m .
V4 15 comodolabs.co ilg)
IPY6 or E comodo.nat le.com (IPVE address or Hostname only)
KX RECK , no need to input any server address)

LOAP ;L COMEedopcespport.Com  Srapaco| no need to input any server address)

Expon | comodoromainia.com
comodaunite. com

enterpreassloom
P Tighk® 2008-2018 Comodoe Growp, Inc. All rights reserved.

evbaacon.com Mad name and logo are trademarks of Comodo Group, e
Release: 6. 7.0 caSbTia

mail.redif.com

orkut.com

Yanoo.CHT

yoprmailcom

«  Select the routing type that should be used to send mail to the SMTP server.

Domains

e ——
Al
None
|-Choose- | [1Pvs ~| || 1 B5 ] [Mone v Mone %
0 TR Cefault AD 2

gmail.oom

TPv6 or HOSTHAME SLTE
D korumaildemo.com MY RECORD 212.212.12.1 25 None -None-
Al
[0 | mail.yahoo.com LDaAp 192.168.159.31 25 LDAP E;f_ﬂ:'t S
Cefault AD
[ | outlook.com MX RECORD LOAP Ty, 3

- Enter the server name or IP address of the SMTP server to which KoruMail should forward the mails to in the
filed under 'SMTP Server'

+  Enter the port number to which the KoruMail should forward the mail

+  Select the verification type that the KoruMail should use before forwarding the mails. The options available
are: Local User DB, My SQL and LDAP. These are configured in LDAP/DB section.

- Depending on the 'User Verification' type chosen, the 'LDAP/DB Profile" column will be populated. If 'LDAP" is
chosen as 'User Verification' then the LDAP profiles added in LDAPIDB section will be displayed from the
drop-down. Select the LDAP profile from the options.
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v  DefautAD  [«] (% #
Default AD
Default OpenLDAP
Default OpenLDAP AUTH
Default AD AUTH
Comodo Open LDAP

LocallserDB L

-MNone-

- To check the connectivity between KoruMail and the configured remote server, click the # button under the
‘Action’ column header. The connection will be checked and the result displayed at the top.

+ To add a domain route to the list, click the ® button under the ‘Action’ column header.
The configured domain route will be added for the domain and displayed in the list.

To edit a domain route

. Clickthe  button under the 'Action’ column header for the domain route that you want to edit.
The 'Edit domain route' screen will be displayed.

Edit domain route

Domain  korumaildemo.com
Routing Type |IF'V4 v|

SMTP Server EI2.212.I2.1
Fort Number

User Verification | Mone o

LDAPDE Profile Mone

Save | Cance|

- Edit the required parameters. This is similar to the method explained in the 'Add' section.
«  Click 'Save' to apply your changes.
To delete domain routes

- Delete individual routes - Click the “# button under the 'Action’ column header.
+  Delete multiple routes - Select the check box each domain and click the 'Delete’ button at the bottom.
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Domains

-Choose- 'v| [Pl V| | 25 | Hone o Mone %
Default AD "
omail.com MX RECORD LOaR ALTH 5 ]
korumnaildemio.com [Fvd 212.212.12.1 25 Mone -Mona Lo
. Default A .
- o - = 5 7
mail. yahgo. car [Fva 192.168.199.31 25 LDvAF AUTH Lt

outlack.com MX RECORD LOwR ZTETRCTe L

AUTH

Expordl  Delete

«  Click 'OK" to confirm the deletion of the selected domain routes

Are you sure want to delete selected domainis)?

[ OK ] ’ Cancel

To export the domain routes to a file
«  Click the 'Export' link at the bottom of the screen
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Domains

[ Managed Domains T Routes T Smart Hosts T Office 365 Chec

All
Mone
| -Choose- v ||| 1Pwt v
gmail.com M¥ RECORD
korumaildemo.com IPv4 212.212.1
[] @ mail.yahoo.com IPv4 192.168.1
[] | outlock.com M¥ RECORD

S server exaimples;

IPV4 192 168.199 31(IPV4 address only)

IPVE or HOSTHNAME :smitp. mail.example.com (IPYE address or Hostname onl
MX RECORD :(Mail Exchanger Record, no need to input any server address)
DAL :(Lightweight Directory Access Protocol, no need to input any senver addre

Delete

+  Download and save the domain routes list as a text file to your system.

7.2.3 Manage Smart Hosts

«  Smart hosts are an intermediate mail server that receive mail from an SMTP server and, after applying their
own policy, forward them to end-user mail boxes.

«  Smart hosts require authentication from the sender to verify that the sender is allowed to forward mails
through the smart host. This differs from an open mail relay which forwards mail directly to the recipient server
without authentication.

+  Please note that a domain added under 'Managed Domains' cannot be added for 'Smart Host' routing.
+  The interface also allows admins to configure default domain routing.

Domains

Tofal: ¥ domamis)

& Bulk Add

[0  comedocheanai.cam maill_comodo.chernai.com | 35 korumadhostid e biad

[ techwriting.comede.com maill.camede.chernai.com |25 korumadhestid e -

W | |3 | L

D webdevs.comada.chennai.cem maill.camede.chernai.com | 25 komamadhostid LA -

Eeped  Dalets

Enable Defauit Domaln Routing | [

Save

«  This applies to 'Managed Domains' whose routing has not been configured. See 'Default Domain
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Routing' for more details.
To open the 'Smart Hosts' screen

«  Click 'SMTP' > 'Domains' on the left
«  Click the 'Smart Hosts' tab.

Smart Hosts - Table of Column Descriptions

Column Header Description

Domain Name The URL of the domain added to KoruMail.

Host Name or IP Address | Host Name or IP address of the smart host.

Port The port number to which the KoruMail should forward the mail.

Username Enter a username for the corresponding domain name.

Password Enter a password for the corresponding domain name.

Confirm Password Enter the password again to set it for the domain name.

Action [% | Toroute the domain to a 'Smart Host', click this button after entering all the

routing details.

[ Allows the administrators to delete a domain 'Smart Host' route from the list.

The interface allow administrators to:
+  Configure 'Smart Host' route for domains
+ Delete 'Smart Host' routes for domains
«  Export 'Smart Host' routes list for domains
To configure 'Smart Host' route for domains
+  Enter the domain whose mail you wish to route to a smart host in the '‘Domain Name' column
+  Enter the host name or IP address of the smart host you wish to use for that domain
«  Add the port number to which KoruMail should forward the mail

«  To add the 'Smart Host' route to the list, click [ under the 'Action’ column header.
To delete 'Smart Host' route for domains
- To delete 'Smart Host' routes one at a time, click 3 ynder the 'Action’ column header and confirm the
deletion in 'Confirmation' dialog.
- To delete 'Smart Host' routes, select the check boxes beside them and click 'Delete’ at the bottom.
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Domains

[ Managed Domains T Routes T Smart Hosts T Office 365 Check t

Total: 3 domain(s)

@ Bulk Add

Al
None ;
| | | |25

comodo.chennai.com maill.comodo.chennai.com | 25

techwriting.comodo.com maill.comodo.chennai.com | 25

webdevs.comodo.chennai.com | maill.comodo.chennai.com | 25

Export

Enable Default Domain Routing | [

Save

- Click 'OK" to confirm the deletion of the selected 'Smart Host' routes

Are you sure want to delete selected domainis)?

[ OK ] ’ Cancel

To export 'Smart Host' routes list for domains
+  Click the 'Export' link at the bottom of the screen
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,/ =

Domains

[ Managed Domains I Routes I Smart Hosts I Office 365 Check

Total: 3 domain(s)

i Bulk Add
Al
None ;
i3
| | || | [25
comodo.chennai.com maill.comodo.chennai.com |25
techwriting.comodo.com maill.comodo.chennai.com |25

[] webdevs.comode.chennai.com  maill.comodo.chennai.com | 25

Enable Default Domain Routing | []

Save

«  Download and save the 'Smart Host' routes list as a text file to your system.

71.2.4 Default Domain Routing
+  KoruMail allows admins to configure routing for 'Managed Domains' that are protected by its filtering engine.

«  See 'Manage Domain Routes' to find out how to configure routing for managed domains. If no custom routing
is defined then the default routing scheme is applied.

+  The default settings can be configured in the 'Smart Hosts' section.
To open the 'Smart Hosts' screen,

+  Click 'SMTP' > 'Domains' on the left

+  Select the 'Smart Hosts' tab

Domains

Tofal: ¥ domamis)

D ot T LA P T ST maill.comodo.chernaicom | 35 koramiadhiostid Ll — o
D techwriting.comodo.com maill.comodo.chernaicom | 35 komumadhostid b - w
D webdevs.comodo.chennai.com maill.comodo.chernai.com | 25 komumadhostid LA frnd o

Eeped  Dalete

Enable Defauit Domaln Routing | [

Save
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+  Select the 'Enable Default Domain Routing' check box
The fields for entering/selecting the routing details will be displayed.

Export Delete

Enable Default Domain
Raouting

SMTP Server
SMTP Port | 25

LDAF Profile | -MNone- -

Save

«  SMTP Server: Enter the server name or IP address of the SMTP server to which KoruMail should forward
the mails

«  SMTP Port: Enter the port number to which KoruMail should forward the mails

- LDAP Profile: Select the LDAP Profile that KoruMail should use for user verification before forwarding
the mails. The LDAP Profiles are configured in LDAPIDB section.

+  Click 'Save' to apply your changes.

7.3 KoruMail SMTP AUTH Connector

The 'SMTP-AUTH' section lets admins block users, configure authentication settings for outgoing mails, and configure
anomaly detection. Anomaly detection lets you track which IP addresses are used to send out mails for an email
address.

+  Click 'SMTP' > 'SMTP-AUTH' to open the interface:
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|#

Choose Language !LEﬂ_ghS_h: g
SMTP-AUTH

t"-( cCoOMODOD o
A KoruMail [ Tomme [ e T

Enable SMTR suthentication | [

Abaes Mnnngment only allow SMTF AUTHwith TLS - =]
v System Fake Sander Control | B
- SMTP Authenication method | POPISIMAP ~ |
Connection Timeout 5

SMTP Saltings

Domaing SMTP-AUTH serverlist | AUMEMICIton SOANECICN o in g Part Enabled Action

LTI Drag and drop o change seqver Ml lype

order. | [pop3 | Plain I ¥
LDaPiDE =
e
Graylis!
RBL

Disclanmar Copyright® 2008-20158 Comodo Group, Inc. 41 righls ressnmed
i Korulaid name sod kbgo are Irsdemarks of Comodo Groug, e,

Retay Releasa: £ 7 0.cofb73a

DKIM
Cuigoing Limas

nooming Limits

¢ Modulas
»  Pronie Management
v Repons

v Quaramting & Archive

Click the following links for more details:
+  SMTP Authentication Settings
+ Block Users
«  Anomaly Detection

7.3.1 SMTP Authentication Settings

The 'SMTP Authentication Settings' screen allows administrators to configure the user authentication type for outgoing
mails.

To open the 'SMTP Authentication Settings' screen, click the 'SMTP' menu item on the left then 'SMTP-AUTH'
then open the 'SMTP Authentication Settings' tab.
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.-’/

SMTP-AUTH

Enable SMTP Authentication | [
Only allow SMTP AUTH with TLS |4
Fake Sender Contral | [

Authentication method | LDAPJAD

Connection Timeout |5

LOWAP Profile | Default OpenLDAP AUTH - |
Envelope sender must match SMTP-AUTH uzername | [

Default domain | jcomodo.com |

[ Usemame

SMTP-AUTH usemame format* | Domain
@user@dumain.cum ) usersmdomain.com

Save

SMTP Authentication Settings - Table of Parameters

Parameter Description
Enable SMTP If enabled, admins can use this interface to configure an SMTP authentication method for
Authentication senders.

Only allow SMTP AUTH If enabled, authentication must be conducted over a secure TLS connection.
with TLS

Fake Sender Control Will block fake senders

Authentication Method Select the user authentication method from the drop-down. The options available are
POP3/IMAP and LDAP/AD. The settings fields depend on the options chosen. Refer to
'POP3/IMAP Authentication Method' and 'LDAP Authentication Method' for details on
the respective settings.

Connection Timeout Enter the time in seconds during which authentication between the client and the
POP3/IMAP/LDAP server must be completed. The user will be prompted to enter
credentials again if the time elapses.

Envelope sender must KoruMail checks whether the envelope sender name and username is same. KoruMail
match SMTP-AUTH authenticates the users via the servers added in the SMTP-AUTH server list.

username If enabled, you have to select any of the authentication type below:
SMTP-AUTH username format:

«  Username - Enter the domain in the default domain field. KoruMail appends the
domain to the username and checks in the SMTP auth servers.

- Domain - Select the domain format. KoruMail checks the usernames for all
domains in the SMTP auth servers.

POP3/IMAP Authentication Method

SMTP-AUTH server list Authentica | Select authentication method - either POP3 or IMAP.
tion
method

Connectio | Select the type of connection (clear text or encrypted SSL/TLS).
n type
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Hostname | Enter the server name or IP address of the SMTP-AUTH server.

Port Enter the port of the server to which KoruMail should connect to.

Enabled | Activate or disable the server.

Action |% | Click this button to add an SMTP-AUTH server to the list after
configuring all parameters.

[k Allows administrators to delete an auth server from the list.

Allows administrators to edit the parameters of an auth server.

LDAP/AD Authentication Method

LDAP Profile Select the type of LDAP profile from the drop-down. The profiles available are configured
in LDAPIDB section.

Configure SMTP authentication settings
+  Select the 'Enable SMTP Authentication' check box
+  Select the 'Only allow SMTP AUTH with TLS' check box to allow only encrypted SMTP AUTH sessions
«  Select the 'Fake Sender Control' to block fake sender email address in the SMTP Server.

+  Select the type of authentication method from the 'Authentication method' drop-down. The options available
are POP3 / IMAP and LDAP. Refer to 'POP3/IMAP Authentication Method' and 'LDAP Authentication
Method' for details on the respective settings.

- Enter the time in seconds after which the SMTP Auth session will end.
POP3/IMAP Authentication Method

«  Authentication method - Select the POP3 or IMAP type of authentication method from the drop-down.

+  Connection type - Selection the type of connection, whether it should clear text or encrypted. The options
available are 'Plain’, 'SSL"' and 'TLS'.

«  Hostname - Enter the IP address or the server name of the SMTP AUTH server.
«  Port - Enter the port of the server to which KoruMail should connect to.

- Click the ™ button to add the server to the list.
+  Repeat the process to add more auth servers.

Authentication Connection .
method typa Hostname Port Enabled Action
SMTP-AUTH sarvar list .
Drag and drop to change server,  |FOP3 7 Flain v 0 3
order- " popy Flain 192.168.199.31 25 Yes =
IMAP Plain 192.168.199.30 25 Yas [

+  You can change the server order by dragging and dropping them.

- To edit the details of an auth server, click the button.
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Authentication method MAP -
Connection type TLS -
Hostname * 1592.168.199.30
Port * 25

Save

- Edit the parameters as required and click the 'Save' button.

- Todelete an auth server from the list, click the 2 button and click 'OK' in the confirmation dialog.
«  Click the 'Save' button to apply your changes.

LDAP Authentication Method

«  LDAP Profile - Select the type of LDAP profile from the drop-down. The profiles available here are
configured in LDAPIDB section.

Enable SMTP Authentication
1y allow SMTP AUTH with TLS | [
Authentication method | LDAP  AD -

Connection Timeaout | 5

LDAFP Profile | Default OpenLDAP AUTH |L]

Default AD

Default OpenLDAP
Default OpenLDAP AUTH
Default AD ALUTH

Comaodo Open LDAP

ght® 2006-2014 Comodo Group, Inc. All rights reserved.

demarks of Comodo Group, Inc.

«  Click the 'Save' button to apply your changes.

7.3.2 Block Users

Administrators can block outgoing mails from users that are routed via KoruMail. The 'Block Users' interface also allows
you to search for blocked users and domains.

+  To open the 'Block Users' screen, click the 'SMTP' tab on the left and click 'SMTP-AUTH' then 'Block Users'.

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 116



COMODO

Creating Trust Online®

Choose Langusoe [~ Engish] EEREOSY

Search
| Search Clear
Blocking Lifetime || Unlimited -
Save
[Contains  ~ [example domain.com | [

11/07/2018 07:25:33 Starts With: Alica o
11/07/2018 07:25:39 Starts With: & o
11/07/2018 07:25:5% Equals To: bob@example.com L
11/07/2018 07:26:16 Contains: example.domain.com -

Export Impor:  Delate all

The interface allow administrators to:

+ Add blocked users

+ Block Lifetime

+  Remove users from the blocked list

«  Search for blocked users

«  Export lists of blocked users

« Import lists of blocked users from file
Add a Blocked User

Type the username (or part of the username) of the user you wish to block in the 'Username' field. You can then set
how the rule should be applied using the drop-down menu:

«  Starts With - Blocks users whose names begin with the entered text
«  Equals To - Blocks users whose names exactly match the entered text

-  Contains - Blocks users whose names contain the entered text somewhere in their name. Will also block exact
matches

[

arts With: Alice [* 4
08.11.2016 arts With: Smith L%
08.11.2016 02:29:12 ocb@example.com [* 4
08.11.2016 02:29:34 Contains: example.domain.com By
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. Click the 'Add' button ¥ to apply your choice. The item will be added to the list with the category type
displaying on the left side.

SMTP-AUTH

[ SMTP Authentication Settings T Block Users T Anomaly Detection _

Logout

Search
Blocking Lifetime | | Unlimited -
Save
| Starts With | | L
08.11.2016 02:28:33 Starts With: Alice LH{
08.11.2016 02:28:52 Starts With: Smith L"j{
03.11.2016 02:29:12 Equals To: bob@example.com o
08.11.2016 02:29:34 Contains: example.domain.com £

Export Import Delete all

Block Lifetime

The 'Blocking lifetime' refers to the number of hours the email address will remain blocked at the SMTP Server. The
available intervals are 'Unlimited’, '1 hour', '6 hours', '12 hours' and '24 hours'.

SMTP-AUTH

SMTP Authentication Settings T Block Users T Anomaly Detection -

Search

| | Search Clear

Blocking Lifetime | | Unlimited

1 haur
6 hours

24 hours

To remove users from the blocked list

- To remove users one at a time, click the L= putton under the 'Action' column header and confirm the deletion
in the 'Confirmation’ dialog.

- To delete all the blocked users in the list, click the 'Delete all' button at the bottom.
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Are you sure you want to delete all entries?

[ OK ] ’ Cancel

«  Click 'OK'" to confirm the deletion of all blocked users.
To search for blocked users
+  Click the 'Search' link at the top of the interface

SMTP-AUTH

r SMTP Authentication Settings T Block Users T Anomaly Detection -

| | Search Clear
Blocking Lifetime | | Unlimited ~
Save
| Starts With | | &

« Inthe search field, enter a full or partial name and click the 'Search' button.
The items that contain the entered search text will be displayed.
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SMTP-AUTH

[ SMTP Authentication Settings T Block Users T Anomaly Detection -

Search
lexample | Search Clear
Blocking Lifetime | | Unlimited ~
Save
| Starts With | | ki
03.11.2016 02:29:12 Equals To: bob@example.com B
08.11.2016 02:29:34 Contains: example.domain.com B

Export Import Delete all

+  To display all the items again, click the 'Clear" button.

+  To remove the search field, click the 'Search' link again.
To export blocked users to file

+  Click the 'Export' link at the bottom of the screen

Starts With - alice

Equals To: bob@example.com

Contains: example.domain.com |

Delete all

- Download and save the blocked user list as a text file to your system.

To import blocked users from file
«  Click the 'Import' link at the bottom of the screen
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Starts With - alice
Equals To: bob@example.com

Contains: example.domain.com L

Delete all

The 'Import' dialog will be displayed.

=&k Upload

Save Close

«  Click the 'Upload' button, navigate to the the location where the file is saved, select it and click 'Open'.

=&k Upload ¥ Clear Al
smtpauthblockusers bt
Clear
Done
Save Close

+  Repeat the process to add more files.

- Toremove a file, click the 'Clear' link beside it.

«  Toremove all added files, click the 'Clear All' button at top right.
- To finalize the import, click the 'Save' button.
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7.3.3 Anomaly Detection

+  Allows you to receive alerts when KoruMail detects a user/email address has sent messages from multiple [P
addresses within a set time interval.

+ You can choose to block these users if the outgoing mail IP addresses exceed the number set in this tab.

- This value can not be '0', therefore administrators are expected to set a value between 1 and 10,000 to block
users, IP addresses or SMTP Auth requests.

To open the '"Anomaly Detection’ screen,
+  Click 'SMTP' > 'SMTP-AUTH' on the left
«  Open the 'Anomaly Detection' tab.

SMTP-AUTH

SMTP Authentication Settings T Block Users T Anomaly Detection ]

Successfully Saved.

Enable Anomaly Detection
Enable Monitoring Mode

Interval(min)

Mumber of failed

SMTP-AUTH requests from

a same IP to block that IP

Mumber of users from the

same P that makes failed

SMTP-ALTH reguests

Mumber of different IP
addresses that makes

successful SMTP-AUTH

requests with same
LUsername

Save

Anomaly Detection Settings - Table of Parameters

Parameter Description

Enable Anomaly Detection | Enables anomaly detection with the parameters listed directly below this setting.

Enable monitoring mode | If enabled, the SMTP-AUTH controller monitors authorization requests from the specified
IP addresses.

Interval (min) The auditing time period for anomaly detection. To use the default settings as an
example, a user will be blocked if detected IP addresses exceed 100 in any 30 minute
period. Administrators will receive an alert if more than 30 IPs are detected in 30 minutes.

Number of failed SMTP- | Number of failed SMTP-AUTH requests from a particular IP before it is rejected.
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AUTH requests from a
same IP to block that IP

Number of users from the | The minimum number of users with same IP address that can make failed SMTP-AUTH
same IP that makes failed | requests. Any request beyond the threshold set will not be processed
SMTP-AUTH requests

Number of different IP The minimum number of different IP addresses that can make successful SMTP-AUTH
addresses that makes requests with the same username. Any request beyond the threshold set will not be
successful SMTP-AUTH | processed

requests with same
username

«  Click the 'Save' button to apply your changes.

1.4 LDAP/Local DB/My SQL User Database

+  KoruMail can be configured to check the validity of a recipient before filtering so that resources are not wasted
on invalid recipients.

+ If the email servers behind KoruMail are integrated with LDAP, Local DB and/or MY SQL database, then
KoruMail will check the validity of recipients. If they are not valid the mails will be rejected at the SMTP level.

To open the 'LDAP/DB' screen:
«  Click 'SMTP' > 'LDAP/DB' on the left menu

Choose Language -~ English
L

E( L LDAP/DB

T R e

@ Add LDAP profile

¥ User Management

b Sysiem

Default AD - I
= SMTP Default OpenLDAP 2 )

Default OpenLDAP AUTH 43 Lk
SMTF Sallings e

Default AD AUTH = L
Domains
SMTP-AUTH

DAPIOE Copyright® 2006-2018 Comodo Groug, Inc. Al rights regerved.
Sl Korulifail name and logo are trademarks of Comodo Group, Inc
Releaze: 5.7.0.ceBbTRa

See the following sections for more details:
« LDAP (Lightweight Directory Access Protocol)
+ Local DB Users
+  MySQL User Database

741 LDAP Profile

«  The Lightweight Directory Access Protocol (LDAP) is used to query and modify data using directory services
running over TCP/IP.

+  If the email servers behind KoruMail are integrated with a directory service via an LDAP profile, KoruMail can
check whether the recipient is a valid user in the directory.

« If the recipient is not a valid user then the email is rejected at the SMTP level. This avoids wasting resources
by filtering mail for for invalid recipients.
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«  The LDAP profiles added here are available for selection in interfaces such as 'Managed Domains > Routes'
and 'SMTP AUTH > SMTP Authentication Settings'.

To open the 'LDAP' screen
«  Click the 'SMTP' tab on the left and click 'LDAP/DB' then 'LDAP".

Choose Language ~ English
LDAP/DB

vy COMODO -
L( KorUMall [ LDAP T Local DB Users T MyS0L User Dalabase _

3 add LDAP profile

v User Management

Sysl
Sk Default AD i3 L
- SMTP Default OpenLDAP i3 )
Default OpenLDAP AUTH =2 L
SMTP Selings -
Default AD AUTH 'E L
Domainz
SMTP-AUTH

Copyright® 2006-2018 Comodo Groug, Inc. Al rights regervad.
Korublail name and logo are trademarks of Comoada Groug, Inc
Release: 6.7.0.ce5bTRa

DAPIDB

LDAP Profile - Table of Column Descriptions

Column Header Description
LDAP Profile Name The name of the LDAP profile added to KoruMail
Action | Allows the administrators to edit the details of a LDAP profile

2 Allows administrators to copy a LDAP profile so it can be used as the basis for
a new profile.

s | Allows the administrators to delete a LDAP profile from the list.

From this screen administrators can:
« Create and add a new LDAP profile
+ Edit a LDAP profile
+ Delete a LDAP profile

To create a new LDAP profile
You can create a new LDAP profile in two ways:
By clicking the copy button a beside an LDAP profile. This will open the 'New LDAP Profile' screen with
details pre-populated for the copied profile.
By clicking the 'Add LDAP profile' link at the top
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R coMODOD
il

v User Management
¥ Syslem

- SMTP

SMTF Setlings
Domains

SMTE-ALTH
DARIDE

Parameter

KoruMail [ Toawe: oo S

Choose Language -~ English

LDAP/DB

3 Add LDAP profile

Default &0
Default OpenLDAR

Default OpenLDAP AUTH

ol
|28 2 T 2

Default AD AUTH

Copyright® 2006-2018 Comodo Groug, Inc. Al rights reserved.
Koruliail name and logo are trademarks of Comodo Group, Inc
Reloase: 6.7.0.ceBbTBa

LDAP Profile -Table of Parameters

Description

Profile Name

Enter the name of the new LDAP profile

Connection type

Determines how KoruMail should connect to the LDAP server. The options available are:
«  Plain (Not encrypted)
«  TLS (Encrypted with the TLS protocol. Recommended)

SSL (Encrypted using the SSL protocol. Use if your systems have compatibility
issues with TLS)

Host Name or IP Address

Enter the hostname or IP address of the LDAP/Active Directory. KoruMail will first check
the primary server and will check the secondary server if the primary is not available.

Port Specify the LDAP server port number. If you use 'Active Directory' then, instead of the
default LDAP port 389, port 3826 must be used as Active Directory Catalog port.
Search Type Select the type of search from the drop-down. The options available are:

Realtime - Checks the AD server each time for user validity

Cache - Checks the user validity from the system's cache memory and if not available
checks the AD server.

Cache Time (minutes)

If the 'Cache' option is enabled as 'Search Type', this field becomes active. Enter the
time in minutes the details of users are cached after which they are wiped out.

Anonymous Access If this feature is enabled, the connection to LDAP server will be created anonymously so
that username and password are not required.

Login DN LDAP username to connect LDAP / Active Directory server.

Password Enter the LDAP user password.

Enable catch-all for this
profile

When this feature is enabled, if the recipient's address is valuel-value2-
value3@domain.com then KoruMail first checks whether this address is registered in
LDAP. If it does not find it, it deletes valuel and checks the remaining value2-
value3@domain.com address. If it does not find it again then it delete value2 and
checks value3@domain.com

Search Base

Specify the search starting criteria to be used in LDAP tree.

Search Pattern

Determines which LDAP attributes will be searched in search base.
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Test E-Mail Address Enter the email address to test the LDAP connection.
Email host attribute Enter the mail host attribute name for the LDAP / Active Directory server.
name

Check Local DB Users | Checks for users in Local Data base users list as well.
Also

«  Click the 'Verify' button to check the entered parameters and connectivity are correct. If verification fails, the
error message will be displayed.

«  Click the 'Save' button to apply your changes.

To edit a LDAP profile

. Clickthe  button beside a LDAP profile that you want to edit.

Chooss Language [+~ Engiish| %m

Edit LDAP profile

Profile Name *

Default AD |

Connection type

Host Mame or |P Address * |1I1EI.I].'I

Port* [3268

Host Name or IP Address (Secondary) |

Port (Secondary) | [3268

Cache Time (minutes)* 1440

Anonymous Access [

Login DM *  [Administrator@examg

Enable catch-all forthis profile [ ]

Search Base * [DC=example DC=con|

Search Pattemn *

%u = "user for “user@domain.com”

%d = "domain.com” for "user@domain,com” |(|imail=%m)ipmxyﬁdd
%m =Whole e-mail address

Test E-mail Address  [user@example.com |

Email host attribute name |maiIHust |

Check Local DB Users Also [

Save Verify = Cancel

- Edit the required parameters. This is similar to the method explained in the 'Add' section.
+  Click 'Save'to apply your changes.
To delete a LDAP profile

- Click the delete button " beside a LDAP profile that you want to remove.
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Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK" to confirm the deletion.

7.4.2 Local DB Users

KoruMail allows you to add users to its local database for managed domains. This saves resources by making sure
emails to invalid recipients are rejected before filtering begins. Users added here are available for selection in
interfaces such as 'Managed Domains > Routes'".

+  Click 'SMTP' > 'LDAP/DB' on the left
+  Open the 'Local DB Users' tab

Choose Language V_Er'lgllﬂ ﬁ
LDAP/DB

Search Clear

© Bulk Add
B Export

Adl
None
| |

glice@adtrustmedia.com

jehn@example.com

userl@example.com
user?@example.com
useri@example.com
userd@example.com
useri@example.com

userd@example.com

Oooo0oooooo
208 248 248 20 A 2 A 2

user7 @example.com

[Actions | Dot Page |/150 . [Records per page

Local DB Users - Table of Column Descriptions

Column Header Description
Email The address of the user added to KoruMail.
Actions [% | Add a user. Enter the user's email address in the field provided then click this
button.

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 127



Creating Trust Online®

Comodo KoruMail - Ad mi,nistratoféu__ie comMoDo

.-’/’-

[ Delete a user from the list. Use the check-boxes on the left to select users.

The number of users to be displayed on the screen can be set from the 'Records per page' drop-down field.

Pagel1 |11]50 [« |[Records per page
10
23
o of oot oo ve. T
-e6b78a 100
230
a00

Click the 'First, Previous, Next and Last' buttons to view all the items in the list.
The interface allows administrators to:

+ Add auser

+  Add multiple users

+  Search for users

+ Delete users

«  Export user list

To add a user
- Enter the user's email address in the field under 'E-mail' column
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Choose Language |-~ English
LDAP/DB

| | Search Clear
© Bulk Add
£ Export

userB@example com|

userl@example.com
user2 @example.com
user3@example.com
userd@example.com
users@example.com

userb@example.com

ki
&
&
L
Lt
Lt

O0O00n0ono

user/Bexample.com

[Actions ~ | Da! Page |11]50  « |Records per page

«  Click the (% button under the 'Action’ column.

Note: You can add users for managed domains only.

The user will be added and displayed in the list. You can also add multiple users at a time. See the next section 'To add
multiple users' for more details.

To add multiple users
«  Click the 'Bulk Add' link in the 'Local DB Users' screen

LDAP/DB

| | Search Clear

(i-éElulkAdd)
¢} Xpa
All
None

userB@example.com | [

] userli@example.com

The 'Bulk Add' screen will be displayed.
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Add Local DB Users

You must write one user for each line (max. 500 entries).

Add Cancel

- Enter the users' email addresses each per line. The maximum allowed at a time is 500 users.
«+  Click the 'Add' button.

Note: You can add users for managed domains only.

The users will be added and displayed in the list.
To search for users
« Inthe search field, enter a full or partial name.

LDAP/DB

Search Clear

© BulkAdd
i Export

+  Click the 'Search' button.
The items that contain the entered search text will be displayed.
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Choose Language |- English Logout

LDAP/DB
luser | Search Clear
@ Bulk Add
7 Export

All
None

b
|:| userli@example.com &
|:| user2@example.com s
| userd3@example.com »
|:| userd@example.com ﬁ
O users@example.com Lo
] userS@example.com ™)
O user?@example.com 3

[Actions ~| Dat Page/1 |1150 - |Records per page

«  To display all the items again, click the 'Clear" button.

To delete users

- Toremove users one at a time, click the L= putton under the 'Action’ column header and confirm the deletion
in the 'Confirmation’ dialog.

+  To delete multiple users in the list in one go, select the check boxes beside them.
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Choose Language |~ English |

LDAP/DB

Search Clear

| | )

ﬁ uzerl@example.com b
user2@example.com (3
users@example.com )
M userd@example.com bk
usersS@example.com [
userc@example.com |..'.i
user? @example.com [

Page[i |/150 -« Records per page

Copyright® 2006-2018 Comodo Group, Inc. All rights reserved
KoruMail name and logo are trademarks of Comodo Group, Inc.
Release: 6.7.0.cefbTéa

«  Select 'Delete’ from the 'Actions' drop-down and click the 'Do!" button.
The selected users will be deleted from the list.
To export the user list to a file

«  To export users one at a time, click the 'Export' link on the top left

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved.

132



COMODO

Creating Trust Online®

Choose Language |~ English %ﬂ
LDAP/DB

| | Search Clear

userli@example.com
user2i@example.com
userd@example.com
usera@example.com
users@example.com

useré@example.com

AEAARAR R

user/@example.com

Adtions_~ | Dot Pagel  |/150 . |Records perpage

Copyright® 2008-2018 Comodo Group, Inc. All rights reserved.
KoruMail name and logo are trademarks of Comode Group, Inc.
Release; 6.7.0,cebbT8a

- Download and save the list as a text file to your system.

7.4.3 My SQL User Database

+  KoruMail is capable of verifying the validity of users by referring to a 'MySQL User Database' located on a
remote server.

« If the recipient is not a valid user then email is rejected in SMTP level. Since the sophisticated filtering process
is not used for invalid recipients, KoruMail's resources are not wasted.

«  The 'MySQL User Database profiles' added here are available for selection in interfaces such as 'Managed
Domains > Routes'.

«  To open the 'MySQL User Database' screen, click the 'SMTP' tab on the left menu and click 'LDAP/DB' then

‘MySQL User Database'".
Choose Language |-~ English g
LDAP/DB

&2 Add MySQl User Database

There are no available records.
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MySQL User Database Profile - Table of Column Descriptions

Column Header Description

Profile Name The name of the MySQL User Database profile added to KoruMail.

Host Name or IP Address | Displays the address of the system where the 'MySQL User Database' is located.

Port Displays the port number to which KoruMail connects to.

Database The name of the '"MySQL User Database'.

SQL Clause The 'SQL clause' used to fetch the users' details.

Action | Allows the administrators to edit the details of a 'MySQL' profile

s | Allows the administrators to delete a 'MySQL' profile from the list.

From this screen administrators can:
«  Add a new MySQL profile
+  Edit a MySQL profile
« Delete a MySQL profile

To add a new MySQL profile
+  Click 'Add MySQL User Database' link at the top of the screen.

Choose Language |~ English @
LDAP/DB

G Add MvSOL User Database D

Thare are no available records.

The 'New MySQL User Database' screen will be displayed.
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Choose Language g
New MySQL User Database

Profile Name * |

Host Name or IP Address * |

Port* |0 |
Search Type || Realtime

Cache Time (minutes)™ | 0

Database * |

Usemame * || |

Password * |

S0L Clause ™
%m = Whole e-mail address |*

Check Local DB Users Also [

E-mail address for Testing * | -admin@korumail.con

Save Verify  Cancel

MySQL User Database Profile -Table of Parameters

Parameter Description

Profile Name Enter the name of the MySQL profile

Host Name or IP Address | Enter the hostname or IP address of the system where MySQL database is located.

Port Enter the port number to which KoruMail should connect to.

Search Type Select the type of search from the drop-down. The options available are:
Realtime - Checks the MySQL server each time for user validity.

Cache - Checks the user validity from the system's cache memory and if not available
checks the MYSQL server.

Cache Time (minutes) | If the 'Cache’ option is enabled as 'Search Type', this field becomes active. Enter the
time in minutes the details of users are cached after which they are wiped out.

Database Enter the MySQL database name.

Username The username to access the MySQL server.

Password Enter the password to access the MySQL server.

SQL Clause The SQL clause to fetch the users' details.

Check Local DB Users | Checks for users in Local Data base users list as well.

Also

tE-I\t/l_ail address for Enter the email address to test the MySQL database connection.
esting

+  Click the 'Verify' button to check the entered parameters and connectivity are correct. If verification fails, the
error message will be displayed.

«  Click the 'Save' button to apply your changes.
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To edit a MySQL profile

. Clickthe  button beside a 'MySQL' profile that you want to edit.

Choose Language |- English g

Edit MySQL User Database

Profile Name * | [Kerumail |

Host Name or IP Address * | [192.166.199.31 |

Search Type
Cache Time (minutes)* | |0

Database * | [Korumail_database |

Usemame * |admin |

Password* |esess |

SOL Clause *
%m = Whaole e-mail address

Check Local DB Users Also | []

|mai|='%rn‘

E-mail address for Testing * | |

Save Verify Cancel

+  Edit the required parameters. This is similar to the method explained in the 'Add' section.
«  Click the 'Save' button to apply your changes.

To delete a MySQL profile

. Click the delete button % beside a ‘MySQL' profile that you want to remove.

Are you sure you want to delete this entry?

QK ] ’ Cancel

«  Click 'OK' to confirm the deletion.

1.5 Greylist

«  Greylisting is a form of spam control whereby Korumail will temporarily reject any email from senders it does
not recognize.

«  Upon receiving this 'try again later' message, legitimate mail servers will indeed try to resend the mail after a
delay.

«  Korumail will accept the resent mail providing it does not fall foul of its other filters.
«  Spam servers are unlikely to perform this simple resend due to the prohibitive cost of re-sending millions of
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mails. Thus, greylisting can be an effective way to block junk-mail at source.
To open the 'Greylist' screen
+  Click 'SMTP' > 'Greylist' in the left menu

Choose Language ﬁ
Greylist

You can create greylist ignore record here for IP, Metwork and domains.

| IP or Network Address v| | | [
IP or Network Address 10.0.0.1 Lo
Domain exampledomain.com sk
Export

See 'Greylist Ignored IP Addresses/Domains' for how to add domains, networks and IP addresses to Greylist
ignored list.

7.5.1 Greylist Ignored IP Addresses/Domains
«  Korumail allows you to add IP addresses and domains as exceptions to its greylisting policy.

«  Mail from these addresses will be accepted immediately, without requiring the source mail server to resend.
See the previous section if you'd like an explanation of greylisting.

To open the 'Greylist' screen
+  Click SMTP' > 'Greylist' in the left-menu

Choose Language g
Greylist

You can create greylist ignore record here for P, Metwork and domains.

| IP or Metwork Address v| | | (&

IP or Network Address 10.0.0.1 L

Domain exampledomain.com L
Export

Greylist Ignored Record List - Table of Column Descriptions

Column Header Description
Greylist Type The type of Greylist whether domain name or IP address added.
Greylist Value The domain name or the IP/Network address added.
Action [% | Toadd aemail source to Greylist ignore record, click this button after selecting
and entering the details in the fields under 'Greylist Type' and 'Greylist Value'
columns respectively.

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 137



COMODO

Creating Trust Online®

[ Allows the administrators to delete a record from the list.

The interface allows administrators to:

« Add an IP address/domain name to Greylist ignore list

 Delete an IP address/domain name from Greylist ignore list
+  Export Greylist ignore list to a file

To add a domain name or IP address to Greylist ignore list

Select the Greylist type that you want to add to the ignored list from the drop-down

Choose Language |~ English | & Logout

Greylist

You can create greylist ignore record here for IF, Metwark and domains.

10.0.0.1

exampledomain.com

Enter the value, domain name or IP address, in the field under 'Greylist Value'

. Click the '™ button under the "Action’ column.
The domain name/IP address will be added and displayed in the list.

Greylist

The record is added successfully.

You can create greylist ignore record here for IP, Network and domains

IP ar Metwork Address -

L

1P or Network Address 10.0.0.1 b

Domain henestdomain.com ot

Domain notzuredomain.com b
Export

To delete a domain name or IP address from Greylist ignore list

To delete a domain name/IP address from the Greylist ignore list , click the L% putton under the 'Action’
column header.
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Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK" to confirm the deletion.

To export Greylist ignore list to a file
«  Click the 'Export' link at the bottom of the screen

IP or Metwork Address -

IF or Network Address 10.0.0.1

Cromain honestd

Cromain notsures
(Expor)

- Download and save the list as a text file to your system.

1.6 Manage RBL Servers

- Arealtime blackhole list (RBL) is a list of IP addresses that serve spam, act as spam relays, or have sent
mails containing viruses.

+  Korumail can block SMTP connections from addresses that are present in an RBL.
+ You can add as many RBL servers as you wish. You can also enable or disable individual lists as required.
+  Click 'SMTP' > 'RBL" in the left-hand menu to configure RBLS.
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. COMODO RBL
E‘ KoruMail ©osusess

Server Host Address Description Type Fnablead
Return Path Reputation .
» User Management bl.score.senderscore.com Hetwork Blacldist RBL  Yes Lot
» System zen.spamhaus.org spamhaus RBL ‘Yes 5]
-~ SMTP psbl.surmiel.com Passive Spam Block List REL Yes Lk
bl.spamcop.net spamcopg RBL  ¥Yez |k
SMTFP Settings
Exgont
Domains
SMTP-2LTH Copyright® 2006-2018 Comodo Group, Inc. All ighis reserved.
KoruMail name and logo are trademarks of Comodo Group, Inc.
LDARDB Reiease: 6.7.0 ceBb7Ba
Greylist
Disclaimer
Relay
DM

Outgoing Limits
Incoming Limits

r Modules

»  Profile Management

» Reports

» Quarantine & Archive

RBL Servers - Table of Column Descriptions

Column Header Description
Server Host Address The address of the RBL server.
Description The description provided at the time of adding the RBL server.
Type The type of block list selected.
Enabled Indicates whether the RBL server is enabled or not for the 'Profiles'.
Action s | Allows the administrators to delete a RBL server from the list.

The interface allow admins to:
+ Add a RBL server
+ Enable/disable a RBL server
+ Delete a RBL server
- Export RBL server list to a file
To add a RBL server
+  Click the 'Add RBL Server' link at the top
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RBL

(3 Add RBL server

Senver Host Address Description
bl.spamcop.net spamcop REBL |¥es
psbl.surriel.com Paszive Spam Block List REL |¥Ye=z
testrbl.com checking rbl SBL

Return Path

Reputation

The 'Add RBL server' screen will be displayed:

Choose Language m
Add RBL server

Server Host Address * || |

Description | | |

Type

Enable this RBL all profiles | [

Save Cancel

+  Server Host Address: Enter the address of the RBL server
«  Description: Enter an appropriate description for the server
«  Type: Select the type of block list from the options.

+  RBL - Realtime Black Hole Lists
+  SBL - Spamhaus Block List

«  XBL - Spamhaus Exploits List

«  SMTP - Email server List

«  Enable this RBL for all profiles: If selected, the server will be enabled for all the profiles in KoruMail. See
'Profile Management' for more details about profiles.

«  Click 'Save' to add the new RBL server.

To enable/disable a RBL server
«  Click the "Yes/No' link under the 'Enabled' column

Selection |

Do wou want to apphy thiz change for all profiles?

Yes Ho Cancel

+  Click 'Yes' to enable the server for all the profiles.
«  Click 'No' to enable the server for the current profile.
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The RBL servers can be enabled/disabled independently also for the profiles available in KoruMail. See 'Profile
Management' for more details.

To delete a RBL server

- To delete a RBL server from the list , click the S putton.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK" to confirm the deletion.

To export RBL server list to a file

+  Click the 'Export' link at the bottom of the screen

Return Path Reputatic

bl.score.senderscore.com L
MNetwork Blacklist

zen.spamhaus.org spamhaus

«  Download and save the list as a text file to your system.

7.7 Disclaimer

KoruMail allows administrators to insert disclaimers in outgoings mails for the managed domains. The screen has two
sections. ‘Text Footer' and 'HTML Footer'. The 'Text Footer' is used to enter the disclaimer content for the selected
domain and the 'HTML Footer' can be used to enter corporate messages.

+  To open the 'Disclaimer' screen, click the 'SMTP' tab on the left menu, then click 'Disclaimer.
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Choose Language |~ English %

Disclaimer

Managed :
Diomain | |-Choose- w
MName *

Enabled []

Text Footer

HTML Faoter

Save Cancel

« Managed Domain Name: Select the managed domain from the drop-down for which you want to add a
disclaimer.

«  Enabled: If selected, the messages will be inserted in the outgoing mails of the domain.
+  Text Footer: Enter the disclaimer content in this field.

«  HTML Footer: Enter content such as corporate message and so on in this field.

+  Click 'Save'

To edit the disclaimer, open the screen, select the domain from the drop-down, edit the messages and click the 'Save'
button to apply your changes.

1.8 SMPT Relay

The 'Relay' interface allows you to configure so users not available in managed domains can send mails. You can also
configure to manage mails to Office 365.

+  SMPT Relay
. Office 365 Check

SMPT Relay
KoruMail allows you to define IPs from which mails can be sent by users who are not available on the mail server.
+  Click 'SMTP' > 'Relay' then 'IP Based' tab
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Choose Language | ¥ Englhhfg
Relay
Offe 365 Check
. |

192.186.3.1 [, L
@ Lot

192 168 2 1 [only one IP address)

192 168 2 2-5 (IP addresses in the range 192 168 2 2 to 192 168 2 5)
192 168.2. (whole 152 168.2 0/24 C class)

152.168. (whole 192.168.0.016 B class)

213.14.70.194

CopyrightS 2006-2018 Comodo Growp. inc. All nights reserved.
Korulzil name and lage are trademarks of Comado Groug, Ing

Releaze 674 5iBeced

The screen allows you to add a single IP address, a range of IP addresses or a IP address class range.

- Toadd an IP address, range or class, enter the details in the field under 'IP Range' and click the ® button.
The IP address will be added and displayed.

- Toremove an address, click the L putton.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK" to confirm the deletion.

Manage Office 365

You can configure Korumail to route inbound emails sent to your domain to Office 365. You can create rules for inbound
and outbound emails.

To configure Office 365 support:
«  Click 'SMTP" > 'Relay then 'Office 365 Check' tab
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Choose Language || * English Em-

Relay

L o
I IP Based Office 365 Check

Enabls Offica 365 Suppon

Managed Domains

Available Domains Selected Domains
adirustmedia com
ecloud £om
v Coogy all
chennal comodo. com
chennaid comodo.com v Coogy
comado ca com
1 Hemove
comodo. com
COmadagroup.com 4 HEmEee Al

camodalabs com
comada.net

Save Canocel

« Activate 'Enable Office 365 Support' to integrate your office 365 email rules.

«  Select the domains you want to integrate with your Office 365 server then click 'Copy'.

+  Click 'Save'.

+  See 'Korumail Office 365 Integration Guide' for a complete overview of Office 365 integration.

7.9 DomainKeys ldentified Mail (DKIM)

+  DomainKeys Identified Mail (DKIM) is another method of authenticating an outgoing mail that allows senders
to associate a domain with an outgoing mail.

- Itis an electronic signature that is inserted into the header of an outgoing mails identifying the source from
where the message is sent. KoruMail allows administrators to create a new domain key for managed domains
in order to authenticate mails that are sent from the domain.

- After the domain key is generated, it has to be entered in the DNS record. Please to your domain or web
hosting documentation to add DKIM records for your domain.

To open the 'DKIM' screen,
«  Click the 'SMTP' tab on the left menu, then click 'DKIM'".
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Choose Language -~ English g

DKIM

Managed Domain Mamea * |-f:h:u:15|aL b

Enable DKIM | []

Create Mew Domainkey O Create

Private Key(Please jusluplozad file which has
format pem || key || publickey)

Downlozd private key  Import

Public Key(Pleasa just upload file which has
format pem || key || publickey)

Dawinlozad pulblic key  Impoda

Save  View DME reqgister ted Cancel

«  Select the domain from the drop-down for which you authenticate with DKIM

If you have the domain key that needs to be associated with your mails, then follow the steps below:
+  Leave the 'DKIM' check box, unchecked.
+  Click the 'Import' link

& Upload

Save Close

+  Click the 'Upload' link, navigate to the location where the private key for the selected domain is saved and
click 'Open'
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=&k Upload X Clear Al

private_key.txt
Done

Save Close

- Toremove the selected file from the field, click ‘Clear’

+  To upload the private key, click 'Save'.

«  Repeat the above steps to upload the public key.

«  To download and save the private and public keys, click the respective download links.
If you do not have the domain key, then follow these steps:

+  Enable 'Create New Domainkey'

+  Click 'Create' to generate a new domain key for the selected domain.

DKIM

Managed Domain Mame *  chennal.comodo.com -

Enable DHIM [

Create New Domainkey | ¥

Private Key | e
I §5548PITAFIAZIE
TBRGI+0avOTdUcO+-4uCTol

HEohtad+- e +HBb4las TuZwy

el
Public Key |, I

e+l

MK okt

CwlldadIBa0As

Drowmdoad public key  |mpod

Vigw DNS register text Cancel

The domain key will be generated and the same must be entered in the DNS register for authenticating the domain.
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WARNING <

You must entry following DNS register:

TXT record for BIND: dkim._domainkey chennal comodo_com. IN TXT “v=0KM1; k=rza; i=y;
p=MIGMADGCSoGSbINRERAQUAA4GNADCEIQKBgRDDSHI K 4602) AN calTDVehywovvi ftVigxlAeGiz8U1 AqSKE JlwbguSz 7 wkLIgEZE falTe QvZB4t
fmhirf+ A0 HNNPS jeBwe ZPCY Y86 1 88rPy\Vd cedicd 2030400 3jal Txt Cvl zU g 3raL gnaw bPK gig+a 90suly 215w THEWWS1 QDA QAB"

Closa

You can view and copy the details of domain key anytime by clicking the 'View DNS register text' link at the bottom. For
more details about how to update the DNS record, refer to your domain or web hosting documentation.

7.10  Outgoing SMTP Limits

- KoruMail lets you limit how many outgoing mails can be sent by a user, or sent from a specific domain.
+ You can configure the system to allow a certain number of outgoing mails per hour and per day.
«  The interface lets you add domains or usernames individually or in bulk.
To open the 'Outgoing Limits' screen,
+  Click the 'SMTP' tab on the left menu, then click 'Outgoing Limits'.

Choose Language [~ English g
Outgoing Limits

(e e T e I

Default Template Loaded
& Add new imit 3 Add bulk domain limit ) Add bulk user limi

There are no availlable records.

The interface allows administrators to:
+  Set outgoing limits for domains and users
«  Configure outgoing limits settings
« View outgoing mail usage details for domains and users

Configure outgoing limits for domains and users
To configure outgoing limits for domains and users:
+  Click the 'General' tab
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QOutgoing Limits

& addnaw limit G Add bulk domam imit S Add Bulk ue e himit

Cramain comodo.cam o 250 g00

Chmain example.com o 100 S00 =

Us=rnams= usarl §example.com  userl 100 GO0 1

Outgoing Limits: General - Table of Column Descriptions

Column Header Description
Limitation Type Whether the limitation is for a domain or for a user
Limitation Object The details of the domain or the user
Description Enter a description of the limit if required.

Limit per-hour The number of outgoing mails allowed per hour
Limit per-day The number of outgoing mails allowed per day
Action ) Delete a limitation.

Edit a limitation.

+  To set a limitation for a domain or user individually, click the 'Add new limit' link at the top

QOutgoing Limits

,@"\.ﬂﬂ naw limit .tg‘-"ﬂﬂ oulk domamn limit bs Add bulk user limi
- 4

Cramain comodo.com o 250 g00

Camain example.com o 100 500 =

Ussrnamea us=rl §example. com  userl 100 GO0 L

The 'Add outgoing SMTP limit" screen will be displayed.
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Comodo KoruMail - Adm/i,nistratoféuj&é comMoDo

.-’/,--

Add outgoing SMTP limit

Limitation type * || Domain -+

Limitation object * |

Description: | |

Limit per-hour = ||

Limit par-day *

Save Cancel

- Limitation type: Select whether you want to configure the limit for a domain or user from the drop-down

- Limitation object: Enter the name of the domain or username depending on your 'Limitation type'
selection

«  Description: Enter an appropriate description for the limitation

+  Limit per-hour: Enter the number of outgoing mails allowed per hour for a domain or user

+  Limit per-day: Enter the number of outgoing mails allowed per day for a domain or user
Click 'Save'. The newly added limitation will be displayed in the list.

+  To set a limitation for multiple domains at a time, click the 'Add bulk domain limit' link at the top

Choose Language |-~ English g

Outgoing Limits

[ General T Seftings T Usage

@ Add new limit (¢ Add bulk domain limit) & Add bulk user limit

Domain comodo.com
Dromain example.com BX 100 500 L_*,,,f;
Usarname userl@example.com  userl 100 500 |_:£

The 'Add Bulk outgoing SMTP limit' screen will be displayed.
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Choose Language g
Add Bulk outgoing SMTP limit

You mustwrite one domain for each line {max. 500 entries).

Save Cancel

Format: Domain; description; limit-per-hour
examplel.com; ex; 10

- Enter the limitation for each domain per line as per the format shown in the screen..
+  Click 'Save'.
The limitations for the added domains will be displayed in the ‘General' screen.
+ To set a limitation for multiple user at a time, click the 'Add bulk user limit' link at the top

Choose Language F?gli?; g
Outgoing Limits

o new imin €3 Add bulk domzin lim @

Ciomain comodo. com o 250 00 L
Domain example,com ax o0 500 L
Lisarname usarl @example.com | userl Lon 600 L

The 'Add Bulk outgoing SMTP limit' screen will be displayed.
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Choose Language g
Add Bulk outgoing SMTP limit

‘You mustwrite one user for each line (max. 500 enfries).

Save Cancel

Format: Domain; description; limit-per-hour
example?; ex 10

+  Enter the limitation for each user per line as per the format shown in the screen.
«  Click 'Save' to apply your changes.

The limitations for the added users will be displayed in the 'General' screen.

Choose Language |~ Englsh ﬂ

Edit outgoing SMTP limit
Limitation type
Limitation objec * fcomade.com
Description: E“
Limit per-hiour* 250
Limit per-day *

Save  Cancel

- To delete a limitation from the list, click the L putton in the 'Action’ column and confirm it in the confirmation
screen.

- To edit a limitation, click the  button in the 'Action’ column.
The 'Edit outgoing SMTP limit' screen will be displayed.

The screen is similar to the 'Add outgoing SMTP limit' interface. See 'Configure outgoing limits for domains and
users' for more details.

Configure outgoing limits settings
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The 'Settings' tab allows administrators to customize the limitations added in the 'General' tab.

«  To configure outgoing limit settings, click the 'Settings' tab

Outgoing Limits

SMTP AUTH is enabled by user name limi for autgaing e-mail
x

Enable the Limit for From Addresses *
Default hourdy limat *
Drefaull daity limit

Ervelope sender must match SMTP-AUTH usarmamea

SMTP-AUTH usemame format *
Enable System Admin e-mall nobfication for exceeded Hmils

Mail Sutject

Mail From

Mall Temiplate
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Choose Language |« English.g
[[sonera T seunss T o |

=]

[
[ro0
500

kA Usemame

[ Comain:
® ysengdomain.com O usertsdomain.com

korumail@ip-172-31-1

=IDOCTYPE HTML PUBLIC "IM3CHNDTD HTHML 4.01 TransitionallEN"
“htlp fewweow 3. orgTRMImidNcose did™=
<htrril=
=<head=
=mata hilp-gquiv="Conant-Type™ content="taxtMiml, charsel=UTF-8" f=
=shylex
body { fant-family. Arial, Helwetica, 3ans-gent; }
a { lexl-decoralion: none._ }
h1 { fant-size: 100%,; }
mail { font-weight: bold: §

Alisl thead { backaround-color: BBAMEAR, color, BFFFFFF, }
#list trodd { background-color: #FFFFFF; §
##list treven { background-color #EEEEEE; §
wrooter [ fonl-size: 11px; ted-align: centar;
=istile=
<heads
~<body=

Merhaba <span dass="mail"=%{sysAdmin}=/span=,
=p>Giden e-pasta limiting gecan hesap listesi <p>

Save Defaults

Outgoing Limits: Settings - Table of Parameters

Parameter

Description

user name limit for
outgoing email

SMTP AUTH is enabled by | If enabled, SMTP AUTH is required for outgoing mails sent by users who are configured
in the 'General' tab to send limited mails.

Enable the Limit for From
Addresses

If enabled, the limit configured in the 'General' tab will apply. Otherwise, the default
hourly and daily values below will apply.

Default hourly limit

The maximum number of outgoing mails that can be sent by users per hour

Default daily limit

The maximum number of outgoing mails that can be sent by users per day

Envelope sender must
match SMTP-AUTH
username

If enabled, the address of the sender must match the SMTP-AUTH username

Default domain

The default domain of the outgoing emails.
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SMTP-AUTH username
format

Method of authenticating the user. Choose from username or domain methods.

Enable System Admin e-
mail notification for
exceeded limits

Will send a notification if the number of mails sent by users who are configured in the

'‘General' tab exceeds the limit.

Mail subject Subject of the notification mail mentioned above.
Mail From The email address from which the notification mail is sent
Mail Template The template of the notification mail.

+  Click 'Save' to apply your changes.

View outgoing mail usage details or domains and users

The 'Usage' tab allows administrators to view outgoing mails from users and domains covered by outgoing limits.

Outgoing Limits

Choose Language ;_Fqﬂ_E Logaout

L ———

. 2018-07-12 o Z0LE-07-12
test@korumail.tk oot 1 o korumail.te 07:00:00.0 2
= 2018-07-12 . 4 Z01E-07-132
test@korumaildemao.cam 07:00:00.0 1 v korumaidema.com 07:00:00.0 1

Outgoing Limits: Usage - Table of Parameters

a

a

Parameter Description
User Name Displays the email address of the sender
Time The time at which the mail was sent.
Total (Hourly) The total number of mails sent in an hour.
Total (Daily) The total number of mails sent in a day.
Domain Name Displays the email address of the sender on the limited domain
Time The time at which the mail was sent.
Total (Hourly) The total number of mails sent in an hour.
Total (Daily) The total number of mails sent in a day.
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To search for a particular recipient, enter the first few letters of the recipient's name in either the 'User' or 'Domain’
search field:

Choose Language |~ English;ﬁ
Outgoing Limits

———
7-12 : 7
test@korumail, gg;luﬂn?::.l; 1 ] kerumaildema.com ggilgc,?n.luz 1 o

+  Clicking the H button in a column header will sort the table in ascending or descending order of the items
in the column.

7.11  Incoming SMTP Limits

+  KoruMail allows you to set limits for incoming mails for users and domain names.
+  You can configure the system to only allow a certain number of incoming mails per hour and per day.
«  The interface lets you add domains or usernames individually or in bulk.
To open the 'Incoming Limits' screen
+  Click the 'SMTP" tab on the left menu, then click 'Incoming Limits".

choose Language [~ Engisn = Tn
Outgoing Limits

[ Ganeral T Sellings I Usage

Domain comodo. com o 250 800 b
Domain example.com ax 100 S00 b |
Lisarname usarl @example.com | userl Log o] b}

The interface allows administrators to:
«  Configure Incoming limits for domains and users
+  Configure Incoming limits settings
«  View Incoming mail usage details for domains and users

Configure Incoming limits for domains and users
To configure incoming limits for domains and users:

+  Click SMTP > Incoming Limits and then click the 'General' tab
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Choose Langusge | Enq|.;|:| ' ﬂ
-

E( a0 Incoming Limits

T i

Netaslt Template | oaded

b Uses Management ] Add nana limet

¢ Sysiem

g gt i dwigisoiob NS UG K NG Ml it s
Thera ara no avaiabla records.

SMTF Setings

Domains Copynghi@ J006-2018 Comodn Groep, nc. A1 nghis ressrved
Herubial nare and bge are Fedamerts of Comads Group inc

SMTP-ALTH Fisbemse: 5.7 0.ce6b72a

LGwE0H

Grephisl

REL

thsclaimer

Relay

DKM

Outgomg Limns

nComing Limits

+ Modules
b Profie Management
¢ Repdrts

b Cuarastine & Archive

Incoming Limits: General - Table of Column Descriptions

Column Header Description
Limitation Type Indicates whether the limitation is for a domain or user
Limitation Object The details of the domain or the user
Description The description for the limitation
Limit per-hour Indicates the number of incoming mails allowed per hour
Limit per-day Indicates the number of incoming mails allowed per day
Action % | Allows administrators to delete a limitation set for a domain or user
Allows administrators to edit a limitation set for a domain or user

+  To set alimitation for a domain or user individually, click the 'Add new limit' link at the top

Incoming Limits

Add rew Jirmit

Domain comoda.com co 100 500 b
Damain example.com ax 100 500 -
Usamame userl@example.com un 200 800 b* 4
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The 'Add Incoming Limit' screen will be displayed.

Choose Language |~ English | ﬁ

Add Incoming Limit

Limitation type || Domain o

Limitation object *

Limit par-hour *

|
Descriplion: |
|
|

Limit per-day * | |0

Save  Cancsl

+  Limitation type: Select whether you want to configure the limit for a domain or user from the drop-down

«  Limitation object: Enter the name of the domain or username depending on your 'Limitation type'
selection

- Description: Enter an appropriate description for the limitation

+  Limit per-hour: Enter the number of outgoing mails allowed per hour for a domain or user

«  Limit per-day: Enter the number of outgoing mails allowed per day for a domain or user
Click 'Save'. The newly added limitation will be displayed in the list.

The limitations for the added users will be displayed in the '‘General' screen.

«  To delete a limitation from the list, click the % putton under the 'Action’ column and confirm it in the
confirmation screen.

- To edit a limitation, click the button under the "Action’ column.

The 'Edit Incoming Limit' screen will be displayed.

Choose Language [+ Enihsh' g

Edit Incoming Limit

Limitation type | | Domain

Limitation objedt * l:ur'wdc.cnm

Description: | oo

|
|
Limit par-hour * | [100 |
|

Limit par-day * | 500

Save Cancei

The screen is similar to the 'Add Incoming Limit' interface. See 'Configure incoming limits for domains and users'
for more details.

Configure Incoming limits settings

The 'Settings' tab in the 'Incoming Limits' screen allows administrators to configure the settings such that the Korumail
server sends an automated email when the incoming limits exceed the set limitations added in the ‘General’ tab.
Please note that the email content will be available in the Korumail console by default.

+  To configure incoming limit settings, click the 'Settings' tab
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Choose Language  ~ English g
|I'ICOI"I‘Ii!"Ig Limits

. 2018-07-12 . 2018-07-12 . -
tast@korumaildemo.com 07:00:00.0 1 § a testBkaorumail.tk 07:00:00.0 1 a
2018-07-12 2018-07-10
restikorumail te 07:00:00.0 1 test@hkorumail te [
2018-47-10 2018-07-12
test@korumail .tk 11:00:00.0 i [i] test@korumaddemo.com 07:00:00.0 i

Incoming Limits: Settings - Table of Parameters

Parameter Description

Enable System Admin e- | Will send a notification if the number of mails sent by users who are configured in the
mail notification for 'General' tab exceeds the limit.
exceeded limits

Mail subject Subject of the notification mail mentioned above.
Mail From The email address from which the notification mail is sent
Mail Template The template of the notification mail.

+  Click 'Save' to apply your changes.
View incoming mail usage details for domains and users

The 'Usage' tab in the 'Incoming Limits' screen allows administrators to view the emails details of the 'Users' and
'Domains'. The parameters that can be viewed via the usage screen for 'Users' and 'Domains' are ‘Name'(Name of the
recipient), 'Time'(The time and date of the incoming email) and Hourly and daily based count of incoming emails.

Choose Language  ~ English g
Incoming Limits

e e

. 2018-07-12 . 2018-07-12 . p
tasth@korumaildemo.com 07:00:00.0 1 § a pestpkorumail. o 07:00:00.0 1 0
2018-07-12 2018-07-10
besh@koremail b 07:00:00.0 a bestBkorumail. itk 11:00:00.0 1}
2018-07-10 . N - 2018-07-12
bmsti@korumal b 11:00:00.0 i a bastBkorumaideamo.com a7:00:00.0 i}

Incoming Limits: Usage - Table of Parameters

Parameter Description
User Name Displays the email address of the recipient.
Time Time at which the mail is received.
Total(Hourly) Total number of emails received in an hour.
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Total(Daily) Total number of emails received in a day.
Domain Name Displays the email address of the recipient on the limited domain.
Time Time at which the mail is received.
Total(Hourly) Total number of emails received in an hour.
Total(Daily) Total number of emails received in a day.

To 'Search' for a particular incoming recipient,

- Enter the first few alphabets of the recipient's name, in the usage details of 'User' and 'Domain’.

Chooss Language |~ English E'm
Incoming Limits

(o e T o

CQiestEkorumanidemo g & : esimkorumants __J

2018-07-12 2018-07-12

test@korumaldemo.com 07-00:00.0 i o testEkorumal. i a7 00:00.0 1 a
S “ 2018-07-10
test@korumail.tk 14:00:00.0 - o

The intended recipient name will be displayed.

«  Clicking the “ button, administrators can view the bottom-most or top-most recipients.

8 Modules

«  The 'Modules' area lets you configure the core security components of KoruMail's email defense system.

- The 'Anti-spam' module lets you configure anti-spam settings, containment, auto-whitelists, authorized
trainers, content filters and more.

«  See the links under the screenshot for more information on each module
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Choosa | aaguage :é_r_g_';i Em

f. i Anti-spam
-
.‘ Kﬂmmall [ Antl-spam T Authoriced Tramers memlrm T Bayesian Training T Coatest Fiter ] b T Filier _

Enatee &nb-spem | B
v User Masagemenl Enztia image Spam Fikler | A
» Systam Enates Harm Map Aulo Tranmg n

Chak Saciup ophion rmust be gradied,
+ SMTP
Save
= Modeas
Training Destination Addresses
Ant-zpam
Antdnas SPAM Traming Address : spamisain| - 172-31-18-146 su-cenkal-1 compuie imzmal
KRN CLEAN Tearung Address I'lnllll'al'llﬂ"-'.-'h-'s'-.i|-'fl-'-'-ﬁ- Su-imnFak1 compulgnisemas
Anli-gppofing Updaie
SUTF IPars
The srignal = mai subjc lo spam Rinng should be sert as an gkachment
Aulo Anitakst (aftachirant aame sl onls contsn English onar s
o o e T Pamen ralar iz 10 raisind Frobis Saliege for more detias orsars
LR
N Copyright 2005-2010 Comeds: Grawp, Inc. AJ righis meserved

Promaticnal Korulisd rame wnc! Inge sre rademmcts of Comode Group, Inc
ahachmand Verdid Sysham Mldtng 1.0 o B

» Proéle Management
» Repadts

v Uuarantine & Archive

+  Anti-spam

+  Anti-virus

- KRN® - KoruMail Reputation Network® Servers
+  Anti-spoofing

«  SMTP IPSIFW

+  Auto Whitelist

«  Containment System

+ Data Loss Prevention (DLP)

«  Attachment Verdict System

8.1 Anti-spam

+  The anti-spam module lets you configure general and advanced settings, define authorized persons who can
submit mail for spam training, upload material for Bayesian spam and HAM training, and add content filters.

«  KoruMail uses our huge anti-spam database to accurately assign a spam-probability score to each message.
Depending on this score, the email is categorized as 'OK’ (default = 40 points or below), ‘Probable Spam’
(default = 40-50 points), ‘Spam’ (default = 50-100 points) or ‘Certainly Spam’ (default = 100 points and above).

«  The anti-spam module must be enabled in order to activate the parameters in the profile settings. See 'Profile
Management' for more details about profile settings.

+  Click 'Modules' > 'Anti-spam'’ to open the interface.
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Choose Language ﬁ
Anti-spam

Anti-spam Authorized Trainers Advanced Settings Bayesian Training Content Filter Signature Whitelist

Attachment Filter

Enable Anti-spam
Enable Image Spam Filter

Enable Ham Mail Auto Training N
Disk backup option must be enabled.

Save

Training Destination Addresses

SPAM Training Address: | spamtrain| @ip-172-31-18-146.eu-central-1.compute.internal
CLEAN Training Address: | hamtrain| @ip-172-31-18-146.eu-central-1.compute.internal
Update

The original e-mail subject to spam training should be sent as an attachment
(attachment name should only contain English characters).

Please refer to the related Profile Settings for more detailed options.

See the following sections for more details:
«  Anti-spam General Settings
+  Authorized Trainers
+  Advanced Anti-spam Settings
- Bayesian Training
«  Content Filter
+  Signature Whitelist
+  Attachment filter

8.1.1 Anti-spam General Settings

«  The general settings screen lets you enable/disable the spam and image filters, and activate Ham mail
training.

«  The anti-spam module must be enabled in order to activate the anti-spam parameters specified in profile
settings. See 'Profile Management' for more details about profile settings.

To open the 'Anti-spam' general settings screen
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Choose Language ﬁ
Anti-spam

Anti-spam Authorized Trainers Advanced Settings Bayesian Training Content Filter Signature Whitelist

Attachment Filter

Enable Anti-spam
Enable Image Spam Filter

Enable Ham Mail Auto Training N
Disk backup option must be enabled.

Save
Training Destination Addresses
SPAM Training Address: | spamtrain|@ip—1?2—31—18—14E.eu—central—1.compute.internal
CLEAN Training Address: | hamtrain|@ip-1?2-31-1E—‘liE.eu-centraI-‘].cnmpute.internal
Update

The original e-mail subject to spam training should be sent as an attachment
(attachment name should only contain English characters).

Please refer to the related Profile Settings for more detailed options.

+  Click the 'Anti-spam’ tab in the Anti-spam interface.

Anti-spam General Settings - Table of Parameters

Parameter Description

Enable Anti-spam «  Select this option to activate the anti-spam filtering engine.

«  The anti-spam parameters specified in the profile settings will be activated only
if this setting is enabled here.

- See 'Profile Management' for more details about profile settings.

Enable Image Spam Filter + Image based spam mails in which textual spam messages are embedded into
images are designed to by pass text based spam analysis engine.

+  KoruMail is capable of filtering image based emails also.
+  Select this check box to activate the image spam filter.

Enable Ham Mail Auto - Hamis opposite of Spam, meaning mails that are categorized as safe are also
Training known as Ham mails.

- KoruMail's spam filtering engine can be trained to identify safe emails to reduce
spam identification processing time.

«  Select this check box to activate the clean email training feature.

Training Destination Addresses

SPAM Training Address | Displays the domain address to which spam emails can be sent for training purposes.
Enter the username part of the address to whom the spam mails can be sent.

CLEAN Training Address | Displays the domain address to which safe emails can be sent for training purposes.
Enter the username part of the address to whom the safe mails can be sent.
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+  Click the 'Save" and 'Update’ buttons to apply your changes.

8.1.2 Authorized Trainers

+  Allows you to define the sources from which spam training emails can be sent.

«  Submitting sample junk mail to KoruMail allows the system to learn, adapt and protect against new spam
types.

- Training content will only be accepted from the sources you specify here.
To open the 'Authorized Trainers' screen,
+  Click the 'Authorized Trainers' tab in the Anti-spam interface.

Choose Language |- English | %

Anti-spam

Anti-spam Authorized Trainers Advanced Settings Bayesian Training Content Filter

Signature Whitelist I Attachment Filter

Authorized Trainers

Send Information Message

E-mail v/ | | =
E-mail hamtraining@comodo.com Ham training =
IPwvd 192.168.56.1 Spam training =

Pleaze refer to the related Profile Settings for more detailed opiions.

Copyright® 2008-2018 Comodo Group, inc. Al rights reserved.
Korulail name and logo are trademarks of Comode Group, Inc.
Release: 6.7.0.ce6bTBa

Authorized Trainers - Table of Column Descriptions

Column Header Description
Type Indicates the type of source of authorized trainers. The options available are Email, IPv4
and IPv6.
Value The details of the source ID
Description The description for the authorized trainer
Add dh Add a source ID after filling the fields in the row
= Delete an authorized trainer from the list

+  Send Information Message: If enabled, will send a notification to the new trainer to inform them they have
been added as a trainer.(Default - Disabled)

To add an authorized trainer
+  Select the type of source from the options - Email, IPv4 or IPv6.
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«  Enter the source ID in the 'Value' field. This depends on the 'Type' selected.
- Provide an appropriate description for the authorized trainer in the 'Description’ field.

. Clickthe = button.
The authorized trainer will be added and listed in the table.

To remove an authorized trainer

«  Click the = button beside an entry that you want to remove.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK" to confirm the removal of an authorized trainer.

8.1.3 Advanced Anti-spam Settings

The 'Advanced Settings' screen lets you configure language settings. Languages you select here will be analyzed for

spam using the Bayesian spam classifier.
Choose Language |- English

+  Click 'Anti-spam' > 'Advanced Settings' to open this interface.

Anti-spam

Content Filter

Anti-spam Authorized Trainers Advanced Settings Bayesian Training

Signature Whitelist I Attachment Filter

Available Languages Selected Languages

Afrikaans o

Fe Dy 3l Albanian

Accepted Languages r Copy SN

4 Hemave Arabic

P — Armenian
- W
Agme
£ >

Save

Pieaze refer to the related Profie Settings for more detalled options.

Copyright® 2006-2018 Comodo Group, Inc. All nghts reserved.
KoruMail name and logo are trademarks of Comodo Group, Inc.
Release: 6.7.0.ce6bTBa

- Selected Languages: The languages which will be analyzed by the Bayesian spam engine. A set of
languages is provided by default. Use the 'Copy' and 'Remove' buttons to enable or disable languages.

Click 'Save' to apply your changes.
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8.14 Bayesian Training

The Bayesian engine analyzes emails for patterns which may indicate that the mail is spam. You can upload sample
spam and HAM (legitimate) emails in order to 'train’ the engine to provide more accurate verdicts.

To open the 'Bayesian Training' screen,
«  Click the 'Bayesian Training' tab in the 'Anti-spam' interface.

Choose Language - English

Anti-spam

Ant-spam Authorized Trainers Advanced Settings

Bayesian Training Content Filter

Signature Whitelist T Attachment Filter

Bayesian Training

SPAM Training Browse

HAM Training Browse

Pleas# refer to the related Profile Settings for more detaided options.

Copyright® 2006-2018 Comodo Group, Inc, Al righis resarved.
KoruMail nama and logo are trademarks of Comode Group, Inc.
Release: 6.7.0.ce6bTaa

- SPAM Training: Allows to upload spam content to train the Bayesian spam engine
+ HAM Training: Allows to upload safe content to train the Bayesian spam engine

To upload content
«  Click the 'Browse' button

Select file

&= Upload

(Supported Types: .eml, .gz, .Zip)

Save Close

Click the 'Upload" button, navigate to the location where the content is saved and click '‘Open'. (Note:
Only .eml, .gz and .zip file formats are supported)
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Select file

=&k Upload X Clear Al

Probably spam.eml
Done

(Supported Types: .eml, .gz, .Zip)

Save Close

«  Repeat the process to add more files

- Toremove a file from the list, click the 'Clear' link beside it

«  Toremove all the files from the list, click the 'Clear All' button at the top
«  To upload the files, click the 'Save' button

8.1.5 Content Filter

KoruMail's content filter can detect words or patterns of words in the body of emails then mark those messages as
spam.

To open the 'Content Filter' screen,
«  Click 'Anti-spam' > 'Content Filter":

Choose Language iv English| 2 Logout

Anti-spam

Anti-spam Authorized Trainers | Advanced Settings Bayesian Training Content Filter

Signature Whitelist T Attachment Filter

& Add Content Filter| s Delete All

@ free promaotion discount Mizc filter b |
Please refer to the related Profile Settings for more detailed options.

Copyright® 2006-2018 Comodo Group, Inc. Al rights reserved.
KoruMai name and logo are trademarks of Comodo Group, Inc.
Release: 6.7.0.ceSbT8a

Content Filter - Table of Column Descriptions

Column Header Description
Active Whether the content filter is enabled or disabled
Filter Pattern Displays the details of the filter pattern.

Description The description for the added 'Content Filter'
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Action [ Allows administrators to delete a filter

Allows administrators to edit a filter

The interface allows administrators to:
+ Add a new content filter
+ Edit a content filter
+ Delete a content filter

To add a new content filter
+  Click the 'Add Content Filter' link at the top.

Choose Language |~ English m

Anti-spam

Anti-spam Authorized Trainers Advanced Settings Bayesian Training Content Filter Signature Whitelist

Attachment Filter

€ () Add Content Filte]) 5 Delete Al

free promotion discount Misc filter

Please refer to the related Profile Settings for more detailed options.

Choose Language ﬂ

The 'New Content Filter' screen will be displayed.

New Content Filter

Active

| | AND
Filter Pattern *
You must define at least one pattern. | | AND
| |

Description * ||

Save Cancel

+ Active: Select the check box to activate the content filter
+  Filter Pattern: Enter the words or combination of words that should be checked and mark the email as spam.
+  Description: Enter an appropriate name for the content filter

Click the 'Save' button. The newly added filter will be listed in the screen.

To edit a content filter

. Clickthe  button beside a filter that you want to edit.
The 'Edit Content Filter' screen will be displayed.
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Edit Content Filter

Active | ]

Choose Language |~ English | ﬁ

[Expiry

| AND

Filter Pattern *

You must define atleast one pattern. lwammg

| AND

[Alert

Description * | MNotification filter

Save Cancel

+  Edit the content filter as required and click the 'Save' button

To delete a content filter

. Clickthe “# button beside a filter that you want to remove

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

«  Click 'OK" to confirm the deletion of the filter

8.1.6 Signature Whitelist

This is a list of digital signatures that came attached to white-listed emails. Administrators can manually whitelist mails
from the 'Mail logs' interface. You can white-list email addresses or entire domains.
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g COMODO " =
B{ KoruMail Ant-spam

Anti-spam I Authonzed Trainers Advancad Settings Bayestan Training Coatent Filter

Signature Whitalist Attachment Filter

»  User Management

» System wEon
mifo@fmn-nec.com £
» SMTP W PFEECDN S T L
» Modules H-Hader: Microsoft Outlook Express 6.00.2600, 0000 o
Piense refer o the relaied Profile Sefings for more detaied oplioes
Anti-spam CopryTight® 2008-2018 Comoda Graup, me. Al fights resarved
_ Konutlail nama end lago era trsdemerta of Comods Group, IR,
ANt-vnus Rziease 6.7.CLosEbTES
KRME

Anti-spoofing

SMTF IPS/FWN

Auto Whitelist
Containment Systam
DLP

Promotional

Attachment Viergict System

» Profile Management
» Reports

v Quaranting & Archive

To whitelist emails in 'Mail Logs'
+  Click 'Mail Logs' from reports menu.

Chusse Languign |~ Lnglsh - m

Mail Logs

£

g

)
@

i LamMeen ] Lot ors O Lo 3sem O Lestd boros ) A Tiess
L1 Bueet L1 ganar L Reciuns Ue

| Actees | Dot Paget {280 o Feoonds pev pege

- Quegaing Lme | QK 127072010 0 bart@konimalidema.cam | tertlkorameLsc 12 3« B

% i | Ouhgaing Limks | 0K 1270TI20LA o7 bartbzr mil e barbfilorumaitieme.eom 213 180,198 B

w Tast oK rstghoramebisracem 21rLamase @

© ALY BER A o B Aaley @iris: Asdgunt &amai id vad i The Mank]ed domantd o Witieg BNTP AUTH canlguwshon
- ak ISFOETOLE 1T I08 | besi@konimaili mesmesdanmal.ik =

e aK I6/0G/20LD bartkonamiL i mamatianumal.tc B | sttmchmant in corkalzad

- ax wias0Le bart oz mil b mueme il b =]
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-y o TRA0E | stk il fnEemasa 0

L [T AW AR | e kens mailts n Ik =

b GAYLIST  ISOG/Z0LR 10:39:30 | bentlkoni muilt bashEkorama e ma.cam (= JF

@ neL I/IE/20LH 13:93:91 | norapy@locahoe sw dwyszTo8Beuboakenm | L4BTZ - rp hHpe: e mmm e ol quandpd LS TZ1TE 90

» SRYLIST | 20/08/2008 1 nzrap oo hoo: o dwyaz0TI3Goubioakcom | 1B LIE

] HLY EE f B apereegE a it BHELHE a B vanaged domans o Mgy BN TR ALTH
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+  Click the 'Advanced search’ link.
«  Select 'Result' from the first drop down.
«  Select 'EQUALS' from the second drop down and then choose 'CERTAINLY SPAM'.
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Received 12/07/2018 074229
Queue 1D 2056-1531381349-172522
Message ID 543366.085275445-zendEmail@mehmets-imac-2
Action -
Result OK
Score 11.0
Sender test@korumaidemo.com | Add Email In Black List | | W
Recipient(s) testi@korumail tk
RFC2822 Sender “test@korumaidemo.com” <test@korumaildemo. com=
RFC2822 Recipient|s) "test@korumail tk”
Subject Outgeing Limits
P 213.14.70.194 | Add Black List - |j
Location Turkey
Size a0 B
Matched Profile Default Outgoing Profile (defined by user: admin}
Details
Relayed Yes
Close

«  Select 'Add email to Whitelist' in sender field and 'Add Whitelist' in IP field in the dialog and then choose
the email that you need to whitelist and click the 'Add White Signature Lists' link.
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L

vy COMODO 5
K KoruMail Anti-spam

» User Management

Sigrature Descrigion

» Bystem

rmifo@fmn-nes.com o

» SHMTP A CIAL T Lt
W-Maler: Microsoft Outlook Express S.00.3600. 3000 v

» Modules it =

Piease refer o the relaied Profile Sefings for more detaied oplioss

w CopyrightB 2006-2018 Comodo Group, me. Al fights resarved

5 KonuMad neme and logo sre trademerts of Comods Growp, Ing
Anti-arus Release 6.7.0.o0860788

KRME

Anti-spoofing

SMTF IPSIFW

Auto Whitelist
Containment Systam
DLP

Promotional

Attachrent Vierolct System

» Profile Management
» Reports

» Quarantine & Archive

The email will automatically populate in the 'Signature Whitelist' tab in Anti-spam' module.

8.1.7 Attachment Filter

This area lets you define how many archive levels should be checked by KoruMail. For example, a zip file may contain
another zip file inside it. A depth of '2' means KoruMail will check inside both files. However, if the 2nd zip contained

another zip inside it, then KoruMail will not scan it.
+  Click 'Modules' > 'Antispam' > 'Attachment Filter' tab.

Anti-spam

[ Anti-span T Authorized Trainers T Advanced Sermings -I Bayesian Traiming ]- Content Filter ]’ Signature Whitelist I Antachment Filter _

Idaximum depth for archive files for attachment analysis * 10 |

Save

Please refer io the relaled Profie Seltings for more delaiied cotions.

Copyrigna® 20065-201 & Comodo Group, Inc. &1 nghta resenaed
Kaorublal name and kgo are frademaris of Comodo Group, Inc.
Rekase: 6.7.0.cobbTaa

«  Maximum depth for archive files for attachment analysis: Max. archive levels that will be analyzed.
Enter the maximum number of nested archives which should be opened and examined for data-leak
infringements. If an archive contains more sub-archives than this threshold then the entire attachment will

be blocked.
+  Click 'Save' to apply your choice.
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8.2 Anti-Virus

+  KoruMail is capable of virus scanning all emails that pass through its engine.

+  KuruMail includes built-in Comodo AntiVirus program and you have the option to select Comodo's AV
program.

«  The anti-virus module must be enabled in order to activate the anti-virus parameters specified in profile
settings. See 'Profile Management' for more details about profile settings.

To open the 'Anti-virus' interface
«  Click the 'Modules' tab on the left, then click 'Anti-virus'.

Choose Language \.r Engi-sh|

| =

Anti-virus

k"‘z COMODOD i
{ KoruMail (e T

Enable Anli-virus | 4
b UsarManagement | —

» System

Save
r SMTR Please rofer 1o he related Profile Semngs for mare detailed options.
= Modules

Cogyright® Z006-2013 Comodo Growp, Inc. Al nighte reserved.
Ant-spam Eprubal name and ogo are tradamarks of Comedo Group, e,
Rolease: 5.7.0.ce5b78a
Anti-uirus
KRM&
Anti-5paafing
SMTF IPSFW
ALto WhiteNst
Containment System
D._J
Fromaotional

Altachmen Verdict Syslarm

v Profile Management
r Reports

v Cuarantine 8 Archive

See the following sections for more details:
«  Anti-Virus General Settings
«  Advanced Anti-Virus Settings

8.2.1 Anti-Virus General Settings

«  The antivirus settings screen lets you enable/disable the AV module and select which AV engine you wish to
use.

+  The antivirus module must be enabled to activate the AV parameters in profile settings. See 'Profile
Management' for more details about profile settings.

«  Click 'Antivirus' > 'General Settings' to open this interface.
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Choose Language |~ En_gliﬁ Em
Anti-virus

Enable Anti-wvirus

Virus Scanner | Comodo Anti-virus -~

Save

Please refer to the related Profile Settings for more detailed options,

Copyright® 2006-2018 Comode Group, Inc. Al rights reserved.
KoruMad name and logo are trademarks of Comodo Group, inc.

Release: £.7,0.cetb78a

Anti-virus General Settings - Table of Parameters

Parameter Description

Enable Anti-virus - Select this to active the anti-virus scanning engine.

+  The anti-virus parameters specified in the profile settings will be activated only if
this setting is enabled here.

«  See 'Profile Management' for more details about profile settings.

Virus Scanner Select the AV program from the drop-down that should be used for scanning the emails.
The AV programs available for selection is Comodo AV.

+  Click 'Save' to apply your changes.

8.2.2 Advanced Anti-Virus Settings

+  The 'Advanced Settings' screen allows administrators to set the maximum size of email that should be
scanned, the number of mail threads, the maximum number of files and more.

+  Please note that if the maximum size is surpassed then the antivirus filter for the particular email will not be
applied.

To open the 'Advanced Settings' screen
«  Click the 'Advanced Settings' tab in the 'Anti-virus' interface.
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Choose Language |-~ Englizh g

| =
E.- CRMABe Anti-virus
-
5 KoruMail (o T
Maa Wil Size * | 26 MB
User b b ———
e Mas Thieads Humber * | i
r System TMmeow* H2o |
v SMTP Wax Directory Recursion * | 15
- Madules Mzx Flles ® 10000
Max Scan Size | 100 HMB
Arti-spam Sean OLEZ File | (4]
Arli-virug Scan POF Fite | []
KRH& Enable Phishing Signature checks | B
Anti-apoafing Enable Phishing URL Checks | ]
SHTP IPSFWN Phishing Acion | | Discard |
Al Whitelis! fuarantine phisning Mails | []
Canlainmaenl Syslerm Scan Archivi Files | B
DLP save Default  Cancel

Pramatianal

Anti-virus Advanced Settings - Table of Parameters

Parameter Description
Max Mail Size The maximum size of email that should be scanned.
Max Threads Number The maximum number of email threads in a email that should be scanned.
Time Out The AV scanning time in seconds for an email.

Max Directory Recursion | Maximum number of sub-directories or nested archives that will be scanned. If an archive
contains more than this threshold then the attachment will be blocked.

Max Files Maximum number of files that can be scanned within an archive or email.

Max Scan Size Maximum amount of data (specified value set) scanned for each input file. Archived files
are scanned till the Antivirus scanner reaches the set value.

Scan OLE2 File If enabled, AV scan is run for OLE2 file formats.

Scan PDF File If enabled, AV scan is run for PDF file formats.

Enable Phishing Signature | If enabled, AV scanner checks for phishing emails

checks

Enable Phishing URL If enabled, AV scanner checks for emails that originated from phishing URLs

checks

Scan Archive Files If enabled, archived mails will also be scanned. The type of mails that should be archived

and its related settings are configured in profile settings. See 'Profile Management' for
more details about profile settings.

+  Click 'Save' to apply your changes.
«  To restore the default 'Anti-viurs Advanced Settings' value, click the 'Default’ button.
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8.3 KoruMail Reputation Network (KRN)

«  KoruMail Reputation Network is an IP reputation scoring system developed by Comodo.
« Itnot only includes traditional features such as real-time IP blacklists (RBL) but also has ‘whitelist’ and
‘greylisting ignore’ features.
«  The whitelisting feature means emails that come from trusted sources will be permitted, which helps to reduce
false-positive rates.
To open the 'KRN®' interface

«  Click the 'Modules' tab on the left, then click 'KRN®'

Choose Language [+ Englrshl -

KRN®

B KoruMail (T

Reputation Mehyork s Senders

ST  mpucaton Networki, Server || Dsscripbon  Eabled:

b Systam krn. korumail.com WoruMail Reputabion Natwaork Yeg
b SMTP
- Modules Copynght® 2006-2018 Comodo Growp, Inc. AEnghts reserved
KoruMall nams and lage are tradamarks of Comede Group. nc.
3 Relkeaga 6.7.0.ce6078a
nli-5pam

ti-sirus

Anbi-spoofing

SMTP IPSFW

Alba Whitalist
Containmant Syatem

oLP

Promaotianal

Attachrment Verdicl Syslem
v Profile Management

v Reports

v Quaranting & Archive

The interfce allows administrators to:
« Enable/ disable a KRN server
+  Configure KRN settings

To enable | disable a KRN server

A newly added KRN server will be in enabled status by default.

- To switch a KRN server between enabled and disabled statuses, click the 'Yes' or 'No' link under the 'Enabled
column.

Choose Language [+ Engllshl i Logout

KRN®

T ———

Reputation Nehwork® Sernders

krn. korumail.eom HaruMail Reputation Netwark fes
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KRN Settings
«  The KRN settings interface allows administrators to enable / disable KRN Blacklist and Whitelist scan.

- The KRN Blacklist and Whitelist scan in the KRN module must be enabled in order to activate the KRN scan
parameters specified in profile settings.

- See 'Profile Management' for more details about profile settings.
The 'Settings' tab in KRN module allows administrators to:

+ Enable / disable KRN blacklist scan

+ Enable | disable KRN whitelist scan
To enable | disable KRN blacklist scan

+  Click the 'Settings' tab in the KRN ®" interface

Choose Language  ~ English | ﬁ
KRN®
e

& Enable Reputation Network® Elacklist Scan | [ >

Enable Reputation Metworke Whitehst Scan | ]

Save

«  Select/ deselect the 'Enable KoruMail Reputation Network ® Blacklist Scan' check box to activate or
deactivate the KRN blacklist scan

+  Click 'Save' to apply your changes.
To enable | disable KRM whitelist scan

+  Click the 'Settings' tab in the KRN ®" interface

Choose Language - English |
KRN®
e

Enable Reputation Netwerk® Blacklist Scan | []

:Enable Reputation Network® Whitelist Scan E

Save

«  Select/ deselect the 'Enable KoruMail Reputation Network ® Whitelist Scan' check box to activate or
deactivate the KRN whitelist scan

+  Click 'Save' to apply your changes.
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8.4  Anti-Spoofing

+  Email spoofing is a technique used to forge email headers so that the message appears to originate from a
source other than the true sender.

+  Email spoofing is possible because SMTP (Simple Mail Transfer Protocol) being the main protocol used in
sending emails, does not include an authentication mechanism.

+  The 'Anti-Spoofing' feature in KoruMail prevents spammers from sending messages with falsified 'From'
addresses from your protected domains.

ltuses SPF records, which is a type of DNS record that identifies which servers are permitted to send
emails on behalf of the protected domains.

+  KoruMail allows you to add a range of IP addresses for a protected domain, which an MTA (Mail Transfer
Agent) can look up to confirm whether an email is being sent from an authorized server.

To open the 'Anti-spoofing' interface
«  Click the 'Modules' tab on the left, then click 'Anti-spoofing'.

Choose Language |~ English ﬂ
Anti-spoofing

Enable Anti-Spoofing | [

Choose Domain |cclnud.l:0m \.-l b1
adtrustmedia.com 192.168.199.01/32 ¢ | Export

+  Select the 'Enable Anti-Spoofing' check box to add IP addresses for your domains.

Anti-Spoofing - Table of Column Descriptions

Column Header Description
Domain Name Displays the name of the protected domain
IP Address Displays IP range added for the domain
Action s | Allows administrators to delete a domain name

Allows administrators to edit the 'IP address' for a domain

Export | Allows to export the IP address for a domain

The interface allows administrators to:
+ Add IP range for a domain
+  Edit IP range for a domain
+ Delete a domain name from the list
«  Export the list of IP addresses
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To add an IP range for a domain
«  Select the 'Enable Anti-Spoofing' check box
«  Select the domain for which you want to add the IP range

Choose Language . |~ English gm
Anti-spoofing

Anti-spoofing
Enable Fxml—Spncmn

Choose Domain

chennai3.comodo.com 3¢ | Export

ccioud.com

adtrustmedia.com
comodo.ca.com

comodo.com

Copyrigh z. All rights reservad.
Korubai comodogroup.com T Comodo Group, Inc.
comodokbs.com a
comodo.net

comodopcsupport.com
comodoromainia. com
comodounite. com
enterprisessl.com
evbezcon.com
grmail.com
korumaildema.com
rrail.rediff.com
mail.yahoo.com
orkut.com
outlook.com

yahoo.com v

- Click the ™ button
The 'Anti-spoofing Edit' screen will be displayed.
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Anti-spoofing Edit

chennai.comodo.com

Write P adresses which properly below example.

Import Save Delete all Cancel

Example:
1234
1.23.45
1234
123405

- To add the IP range manually, enter the address each per line in the field and click the 'Save' button.
«  Toimport from a saved file, click the 'Import' link

&= Upload

Save Close

+  Click the 'Upload' button, navigate to the location where the file is saved and click 'Open’
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=&k Upload X Clear Al
IP_list.t=t
Clear
Done
Save Close

+  Repeat the process to add more files to the list.

- To remove a file from the list, click 'Clear' beside it.
«  Toremove all the files, click 'Clear All" at the top.

+  Click 'Save'.

Anti-spoofing Edit
L_______________________________________________________________________________________J

Write IP adresses which properly below example

192.168.200.1/32
192.168.199.1/32

mport | Save Delete all Cancel

Example:
1234
1.2.3.4i5
1.2:3.4
1.2:3.4/5

«  Click 'Delete all' to remove all the addresses and click 'OK' in the confirmation screen.
«  Click 'Save' to add the IP addresses for the domain.
To edit IP range for a domain

. Clickthe ' button under the 'Action’ column beside a domain name that you want to edit the IP addresses.
The 'Anti-spoofing Edit' screen will be displayed.
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+  Edit the address as required and click the 'Save' button.
To delete a domain from the list
«  To delete a domain name from the list, click the L% button under the 'Action’ column and confirm it in the
confirmation screen.
To export the list of IP addresses for a domain
«  Click the 'Export' link under the 'Action’ column

+  Download and save the SPF IP list as a text file to your system.
8.9 SMTP IPS/FW

+  KourMail's SMTP Intrusion Prevention System (IPS) and Firewall (FW) module provide protection against
Denial of Service (DoS) and SYN attacks.

«  SYN attacks are dealt with using SYN Cookies and SYN Cache features.
- DosS attacks are blocked by deploying various usage limitations.

+  For example, KoruMail can limit the number of connections it accepts in a certain time-period. The
IPS/FW module will block IPs that want make more connections more than the limit. You can specify the
limit in a security profile.

«  The module also lets you create whitelist and block rules to better control spam. The rate control feature, a
subset of the DoS protection system, allows you to control how many connections are allowed within the
specified time from the same IP address.

To open the 'SMTP IPS/FW' interface
+  Click the 'Modules' tab on the left, then click 'SMTP IPS/FW',
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Choose Language [~ English

|

SMTP IPS/IFW

B{ KoruMail [T Tomr Toe I

Enable SMTP IPSFW {Infrusion Prevention)

b User Managemient Mooula
¥ System Save
Parmissive ]

o Moderate ]

Rectrictive ]

Faranoid ]

Copryright® 2005-2012 Comodo Group, inc. Allrights resanded.
HoruMad name and logo are Irademarks. of Comodo Group, Inc.
Releaga: 8.7.0.cobb78a

Adito Whitafist

Confainment System
DLP
Promational

Altachmant Vardic Syslem

v Profile Management
+ Reports

v Cuarantine & Archive

See the following sections for more details.
+  SMTP IPS General Settings
+  Whitelist IP Addresses
+  Blocked IP Addresses
+ Rate Control

8.5.1 SMTP IPS General Settings
- Enable/disable the intrusion prevention system (IPS) and configure a security profile for KoruMail.
+  The IPS allows KoruMail to control the number of SMTP connections from any single IP address.
+  This helps to detect and block spam/denial-of-service attacks and aids traffic management.

To open the 'IPS General Settings' interface
+  Click the 'General tab in the 'SMTP IPS/FW' screen.
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Choose Language m
SMTP IPS/IFW

Enable SMTP IPS/FW (Intrusion Prevention)

Module
Save
Permissive [ ]
Y Moderate <
Restrictive V]
Paranoid ]

«  SMTP IPS/FW (Intrusion Prevention) Module: Activate the module. The relevant settings specified in the
security profile will now be applied.

The module has a set of predefined security profiles with different . You can edit a profile if required.

IPS General Settings - Table of Column Descriptions

Column Header Description
Status Indicates whether the security profile is active.
Security Profile «  The profile determines how strict KoruMail should be regarding simultaneous

connections from the same IP address.

+  Click the 'Edit' button to see the specific details of each profile. You are free to
edit a profile as you wish.

Activate Enable the profile. Please note that only one security profile can be active at a time.

Edit ' Modify the settings of the profile.

The interface allows administrators to:
«  Activate a security profile
+  Edit the parameters of a security profile
To activate a security profile
- Click the ™ button under the 'Activate' column in a security profile row that you want to enable. Please note
that only one security profile can be active at a time.
The 'Settings saved successfully’ message will be displayed at the top.

To edit the parameters of a security profile

. Clickthe ~ button under the 'Edit' column in a security profile row that you want to edit.
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Choose Language %
Edit IPS profile

Security profile | Moderate

Number of connections threshold to return SMTP 451

I

message

Number of connections threshold to block remote IP | 20 |

Limit simultaneous connections

Maximum number of simultaneous sessions from a

single IP address

Limit the rate of new SMTP connections
Mew SMTP connection interval (seconds)

Mew SMTP connection rate per interval

Save Restore Defaults Cancel

The 'Edit IPS profile" screen will be displayed.

Parameter

IPS Profile - Table of Parameters

Description

Security profile

The name of the predefined profile.

Number of connections
threshold to return SMTP
451 message

«  Max. connections before KoruMail will refuse further connections and send
451 errors messages to the sender. Change line to: If you wish to unblock
this sender, please use the form at https:/ltools.korumail.com/contact to
request Comodo whitelist or unblock the IP.

Number of connections
threshold to block remote
IP

Max. connections before KoruMail firewall blocks the source IP address.

Limit simultaneous
connections

Enable controls on the number of simultaneous connections. See settings below.

Maximum number of
simultaneous sessions
from a single IP address

Maximum number of sessions that can be opened by a single IP address after limiting
instant SMTP connections.

Limit the rate of new
SMTP connections

If enabled, the parameters 'New SMTP connection interval' and 'New SMTP
connection rate' can be specified to set limitations on new SMTP connections.

New SMTP connection
interval (seconds)

The time between a new connection and the previous connection.

New SMTP connection
rate

Maximum number of new SMTP connections in specified interval.

+  Click 'Save' apply your changes.

+  Click 'Restore Defaults' to restore the parameters to factory setting.
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8.5.2 Whitelist IP Addresses
Whitelisted IP addresses will not be filtered by the SMTP IPS module.
To open the 'Whitelist' interface,

+  Click the 'Whitelist' tab in the SMTP IPS/FW module.

Choose Language - || ~ Engiishég

SMTP IPS/FW

Successfully Saved.

91.199.212.133/32 comodo mail server 3|

Expord Import Delete all

Whitelist Settings - Table of Column Descriptions

Column Header Description

IP or Network Address The details of IP or networked addresses that are whitelisted.

Description The description provided for the IP/Network address.
Action [% | Allows administrators to add a Network or IP address after entering the details
in the row.

[ Allows administrators to delete a whitelisted Network or IP address from the
list.

The interface allows administrators to:
+ Add a network or IP address to whitelist
+ Delete a whitelisted network or IP address from the list
«  Export the whitelisted network or IP address details
+ Import lists of whitelisted network or IP addresses from files

To add a network or IP address to whitelist
+  Enter the IP or Network address details in the first field
+  Enter an appropriate description for the address in the field under 'Description’.

«  Click the k] button.
The address will be added and listed as whitelisted.

To delete a whitelisted network or IP address from the list
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. Clickthe “# button beside an address that you want to delete and click 'OK" in the confirmation screen

«  Click the 'Delete all' button below to remove all the whitelisted addresses from the list and click 'OK'" in the
confirmation screen.

To export the whitelisted network or IP address details
+  Click the 'Export' link at the bottom of the screen

91.199.212.133 Co

Import Delete all

+  Download and save the list as a text file to your system.

To import lists of whitelisted network or IP addresses from files
+  Click the 'Import' link at the bottom of the screen

91.199.212.133 Co

Delete all

+  Click the 'Upload' button, navigate to the location where the file is saved and click 'Open’

&= Upload

Save Close

+  Repeat the process to add more files to the list.
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=&k Upload X Clear Al

SMTP-IPS-Whitelist.tet
Done

Save Close

- To remove a file from the list, click the 'Clear' link beside it.
«  Toremove all the files, click the 'Clear All' button at the top.
«  Click the 'Save' button.

8.5.3 Blocked IP Addresses

+ Add IP addresses to the blacklist so that mails from these sources never reach the SMTP level for processing.
«  This page lists blocked by policy rules and IPs blocked by the intrusion prevention module.
«  Admins can unblock IP addresses by simply deleting the row from the table.
To open the '‘Blocked' interface
+  Click the 'Blocked' tab in the SMTP IPS/FW module.

Choose Language Tghsh‘ %m
SMTP IPS/IFW

(o T T e T I

Successfully Saved.

User-defined block rules

I | ||

90.168.1.32/32 Portable spam

Export Import - Delete all

Addresses blocked by the application SMTP IPS sensor

There are no availlable records.
Delete all

The interface allows you to:
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« Add a network or IP address to be blocked
 Delete a blocked network or IP address from the list

«  Export the blocked network or IP address details

+ Import lists of network or IP addresses from files to be blocked

+  Delete an automatically blocked network or IP address by SMTP IPS sensor from the list

To add a network or IP address to be blocked
+  Enter the IP or Network address details in the first field
«  Enter an appropriate description for the address in the field under '‘Description’.

«  Click the K ] button.
The address will be added and listed.

To delete a blocked network or IP address from the list

- Clickthe " button beside an address that you want to delete and click 'OK'" in the confirmation screen

«  Click the 'Delete all' button below to remove all the blocked addresses from the list and click 'OK'" in the
confirmation screen.

To export the blocked network or IP address details
+  Click the 'Export' link at the bottom of the screen

90.168.1.1/32 Frobable spam

Imgnrt Delete all

Addresses blocked by KoruMail 5|‘.'1_'!'_r_3_'__I__r_-'_'_g___g_g_r_j_g_nr

+  Download and save the list as a text file to your system.

To import lists of network or IP addresses from files to be blocked
«  Click the 'Import' link at the bottom of the screen
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90.168.1.1/32 Frobable spam

Exgn Delete all

Addresses blocked by KoruMail SI"I_'_If_r-f'__!_r_I_'S SENSOr

+  Click the 'Upload' button, navigate to the location where the file is saved and click 'Open’

== Upload
Save Close

+  Repeat the process to add more files to the list.

&= Upload X Clear Al

SMTP-IPS-Blocklist. b
Done

Save Close

- Toremove a file from the list, click the 'Clear' link beside it.
«  Toremove all the files, click the 'Clear All' button at the top.
+  Click 'Save'
To delete an automatically blocked network or IP address by SMTP IPS sensor from the list
If you know the IP addresses blocked by the SMTP IPS sensor is a trusted source, then you can delete it from the list.

« Inthe 'Addresses blocked by KoruMail SMTP IPS sensor' table, click the 2 putton beside an address that
you want to delete.
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162.218.232.94 Blocked at:2015.01.28-14.16.01 cause: DoS protection:
162,218.232.94 has exceeded IPS connection threshold {23 == 20
conns [ 6 secs)

Delete all

«  Click 'OK" in the confirmation screen

Are you sure you want to delete this entry?

[ QK ] ’ Cancel

8.5.4 Rate Control

«  The 'Rate Control' feature protects an organization from spammers that send huge amounts of mail to your

mail server.

+ It counts the number of suspicious mails sent by a source in a set period of time. If the value exceeds the

specified threshold then the sender IP is added to the blacklist.
To open the 'Rate Control' interface
+  Click the 'Rate Control' tab in the SMTP IPS/FW module.

Choose Language |+ English ﬁ

SMTP IPS/FW

Total Recelved E-Mall ICheck interval (in . \

Enablerlumner hours) [Threshold (percentage)
SPAM P [0 L | - 50
LDAP T 1 - EBN
RELAY = 50 1 | - 50
ICERTAINLY
SPAM (M o L | = 50
VIRUS 2 |0 j 1 | - |20

Save

Rate Control Settings - Table of Column Descriptions

Column Header Description

Category SPAM - Mails that are categorized as spam
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LDAP - Verification of LDAP users. When incoming mails are for users that are not in
LDAP, the originating IP address will be blacklisted. For example, if the number of mails is
set as 50, and the threshold percentage as 50%, then if from a source if the number of
mails for non LDAP users exceeds 25 within the check interval, then the source will be
blacklisted

RELAY - IPs from which mails can be sent by users who are not available on the mail
server.

CERTAINLY SPAM - Mails that are categorized as definite spam.
VIRUS - Mails that are categorized as with virus

Enable Activate or disable the Rate Control for a mail category

Total Received Mails The number of mails that need to be received in the specified interval before Korumail will
activate threshold checks.

If Korumail receives this number of mails from a source within the 'check interval' time, it
will check what % of those mails are spam/relay/etc. If this exceeds the figure specified as
the threshold then it will blacklist the sender.

Check interval (in hours) | Enter the time in hours for the specified number of mails to be checked for a category.

Threshold (percentage) | Percentage of mail in the category. For example, if the number of email is set as 60 for a
category, then a 50% threshold means that when the number exceeds 30, then the
originating IP address will be blocked.

«  Click 'Save' to apply your changes.
8.6 Auto Whitelist

Korumail allows administrators to automatically whitelist incoming and outgoing mails to and from specific email
addresses. The 'Auto Whitelist' module must be enabled to activate the whitelisting of addresses specified in profile
settings. See 'Profile Management' or more details about profile settings.

Auto Whitelist Settings:
«  Click 'Modules' > 'Auto Whitelist'.

Auto Whitelist

e T

Succassfully Saved

Enable Autiwhitalisting | #
Auto \Whitelist Threshold | 4

Autz Whitelist Maximum Day Count | |31

+  Enable Autowhitelisting: Activate automatic whitelist checks on incoming and outgoing emails

+  Auto Whitelist Threshold: How many emails must be exchanged before the remote sender is added to
the whitelist. Note - The threshold should be reached within the number of days specified in the 'Auto
Whitelist Maximum Day Count' field.
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+  Auto Whitelist Maximum Day Count: To activate auto-whitelisting, Korumail must receive the amount
of mails in the threshold field within the number of days specified here.

+  Click 'Save' to apply your changes.
Please note that you can manually whitelist emails from the 'Mail logs' interface.

Auto Whitelist details

Choose Lanquaue ﬁ
Auto Whitelist

Search

test@korumail.tk | test@korumaildemo.com | 12/07/2018 11:43:38 | 12 18

EJ

The Auto Whitelist tab displays emails which have been whitelisted by currently active profiles.

Auto Whitelist - Table of Column Headers

Column Header Description
Local Address The recipient's email address
Remote Address The sender's email address
Last Messaging Time The time of the most recent sent or received mail

Local Messaging Count | The number of mails received

Remote Messaging Count | The number of messages sent

Action Deletes auto-whitelisted items

8.7 Containment System

+  Containment protects users from zero-day malware by opening any untrusted attachments in a secure, virtual
environment. This environment is known as the container.

+ Items in the container are not allowed to access other processes or user data and will write to a virtual hard-
drive and registry. This isolation means the attachment cannot damage the host machine nor steal confidential
information.

«  Process in brief:

- KoruMail checks the trust rating of all attachments. PDF and .exe attachments with a trust rating of
'Unknown' are removed and replaced with a link.

+  The link allows recipients to download a special version of the file wrapped in Comodo's containment
technology.

«  The file will be open in a virtual container on the endpoint
To configure containment system,

«  Click the 'Modules' tab on the left, then click 'Containment System'.
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Choose Language E
Containment System

Enable Containment System | []
Dawnload Base Url | hitps:Mip-172-31-18-14

Save

Copyright® 20068-2018 Comedo Group, Inc. Al rights reserved.
KoruMai name and logo are trademarks of Comodo Group, inc.
Release: 6.7.0.ce6b78a

« Enable Containment System: When enabled, files that have an 'Unknown' trust rating are contained.
«  Download Base Url: The URL from which users will download the wrapped version of the file.
«  Click 'Save' to apply your changes.
See Attachment Verdict System if you need more information on file ratings.

8.8 Data Leak Prevention (DLP)

+  KoruMail is integrated with a DLP (Data Leak Prevention) engine that prevents data theft via emails.

«  The engine searches for configured words in incoming and outgoing mails and applies actions as per the
settings in the profile. Actions include quarantining the mail and / or notifying the administrator.

«  The DLP module must be enabled in order to activate the DLP parameters specified in the profile settings.
+  See 'Profile Management' for more details about profile settings.

To open the 'DLP' interface
«  Click the 'Modules' tab on the left, then click 'DLP".

Choose Language m
DLP

DLP

Enable DLP
Incoming Profiles | []
Outgoing Profiles | []

Save

«  Enable DLP: Select the check box to display the 'Incoming Profiles' and ‘Outgoing Profiles' check boxes.
+ Incoming Profiles: Select the check box to apply the DLP profile parameters to incoming mails
+  Outgoing Profile: Select the check box to apply the DLP profile parameters for outgoing mails

See 'Profile Management' for more details about profile settings.

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 193



COMODO

Creating Trust Online®

+  Click 'Save' to apply your changes.

8.9 Attachment Verdict System

«  The 'Attachment Verdict System' settings area enables administrators to configure settings related to the
analysis of email attachments.

« If enabled, verdicting system will automatically submit email attachments (windows executable files and pdf
files) with an 'unknown' trust rating to Comodo Valkyrie for analysis.

«  Valkyrie will run a series of behavioral tests to find out whether or not the attachment is malicious.
To open the attachment verdict settings area
+  Click Modules > Attachment Verdict System

Choose Language @ g
Attachment Verdict System

Enable Attachment Verdict System | []
CAM Key* | [05d49105-afh1-4fa7-g

Hostname * | jvalkyrie.comedo.com |

Save

Attachment Verdict System - Table of Column Headers

Column Header Description

Enable Attachment Verdict + Ifenabled, Korumail will automatically check the trust rating of Windows
System executables and pdf files in Comodo's file look up server (FLS).

- The verdict from the FLS can be ‘Clean’, ‘Malware’ or ‘Unknown’,

+  Clean attachments will be allowed to proceed while malware attachments will
be automatically quarantined (providing ‘Quarantine mails containing viruses’
is enabled in the antivirus section of the profile).

+ ‘Unknown’ files will be submitted to Comodo’s real-time file analysis system,
Valkyrie, for behavior testing.

«  Valkyrie's tests will determine whether the unknown file is clean or malware
and apply the appropriate action as mentioned above.

CAM Key Comodo Accounts Manager License key. The customers must sign up with Comodo
Accounts Manager and order the Korumail product to avail a license key.

Hostname Hostname of the file attachment verdict system. This is set to the Comodo Valkyrie
server by default. Only change this if you have established a different server with
Comodo support.

Please note that, if the 'Enable Attachment Verdict System is enabled' and the 'Send files that not found in File Verdict
System' is disabled, then the unknown files are not uploaded to Valkyrie for analysis. See Attachment Verdict
Reports, to view reports of attachment verdict system.
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9 Profile Mangement

+  Profiles are a collection of settings for KoruMail features such as 'Anti-virus', 'Anti-spam’, 'Black List' and White
List'. Profile can be applied to domains and/or users.

- There are two kinds of profiles that can be created in KoruMail - 'Incoming E-mail' and 'Outgoing E-mail'.
Admins can apply different profiles for incoming mails and outgoing mails.

«  KoruMail ships with a set of default incoming and outgoing profiles that can be edited but not deleted.
To open the 'Profiles’ interface
+  Click the 'Profile Management' tab on the left, then click 'Profiles'

Profiles

@ Add profile Profile Membership Search

Profiles for user korumaildemo

Incoming E-mail  Default Incoming Prafile  System default profile incoming mails admin
Outgoing E-mail | Default Outgoing Profile  System default profile for cutgoing mails | admin
Copyright® 2006-2018 Comodo Group, Inc. All rights reserved.

KoruMail name and logo are trademarks of Comodo Group, Inc.
Releaze: 6.7.0.ceGbyia

Profiles - Table of Column Headers

Column Header Description

Profile Type The type of profile whether incoming or outgoing

Profile Name The name of the profile. The name of default profiles will be auto filled.

Profile Description The description provided for the profile

Owner The name of the group to which the profile creator belongs

Action s  |Allows administrators to delete a profile. The default incoming or outgoing
profile wil apply to the domains and / or users beloning to a profile when it
is deleted.
Allows administrators to edit the settings in a profile.

Search Option
Click the 'Profile Membership Search' link at the top to search for a profile that is applied to domain and / or users.
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Profiles
@ Add profile F‘Eruﬂle Membership Se@
Domain || | | Search Clear

Profiles for user korumaildemo

Incoming E-mail  Default Incoming Profile  System default profile incoming mails admin
Qutgoing E-mail | Default Outgoing Profile | Systemn default profile for outgoing mails | admin

Incoming E-mail Sample Incoming korumaildemo | [

«  Select 'Domain’ or 'User' from the drop-down for which you want to search the profile

Profiles

@?‘1 Add profile Profile Membership Search

Domaif | ([ | Search Clear

Profiles for user User

Incoming E-mail  Default Incoming Profile  System default profile incoming mails admin
Outgoing E-mail | Default Outgoing Profile | System default profile for outgoing mails | admin

Incoming E-mail  Sample Incoming korumaildemo | s

- Enter the domain or user details and click the the 'Search' button.

The profile applied for the entered details will be displayed.

Profiles

@ Add profile Profile Membership Search

Domain - chennai.comodo.com Search Clear

Profiles for user admin

Incoming E-mail | Incoming test profile  Test profile for incoming mails | admin | |3
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- Toremove the details in the search field, click the 'Clear' button.
- To remove the search field, click the 'Profile Membership Search' link again.
The 'Profiles' interface allows administrators to:

« Add and Confgure a New Profile
- Edit a Profile
«  Delete a Profile

9.1 Add and Configure a New Profile

Profiles let you configure how Korumail's scanners and filters should handle mail on your protected domains. The items
that can be set in a profile include Anti-virus, Anti-spam, SMTP, Attachment Filter, Black List, White List, Header Filter,
Archive and Quarantine, Data Leak Prevention (DLP) and Realtime Blackhole List (RBL).

+  Click 'Profiles' > 'Add profile'

Profiles

@ Add profile Profile Membership Search

[Domain || | Search Clear

Profiles for user korumaildemo

Incoming E-mail  Default Incoming Profile  System default profile incoming mails admin
Outgoing E-mail  Default Outgoing Profile | System default profile for outgoing mails | admin

Incoming E-mail | Sample Incoming leorumaildemo

The 'Add New Profile’ screen will be displayed:
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- Parameters

Add New Profile

Profile Type ® || Incoming E-mall -

Profile Name * |

Description || |
Username® || admin w
adtrustmedia. com al
ccioud.com w Copy al

chennai2 comodo.com

Domain Members b SRy
You can only select domains that are not member of chennail comado. com T
any profile comado.ca.com
H AelFEnye A5
comodo, com
comodo.net x
E-mail Members
¥ou can enter any e-mail address hera
Import
save  Cancel

Parameter

Profiles - Table of Parameters

Description

Profile Type Select whether you want the profile to apply to incoming mails or outgoing mails
Profile Name Enter a name for the profile

Description Provide an appropriate description for the profile

Username Select the username of the person who is adding the profile. Only users with

appropriate privileges will be listed.

Domain Members

Allows administrators with appropriate privileges to add domains for the profile. The
box in the left side displays the domains that were added in the 'Managed Domains'
section. Any domain that is already added to a profile will not be listed. Domains can
be added by selecting and clicking the appropriate button (Copy all, Copy, Remove,
Remove all) in the middle. All the users in a domain added here will be applied the
profile.

Email Members

Allows administrators with appropriate privileges to add users for the profile who may
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belong to other domains that are not added for a profile. Please note that for an
incoming profile only users belonging to domains added in the ‘Managed Domains'
section can be added here. For an outgoing profile, you can also add users belonging
to domains that are not added in the 'Managed Domains' section.

Import Allows administrators to add users for the profile by importing them from a saved file.
For importing users for an incoming profile the same limitations mentioned in the above
row will apply.

«  Click 'Save' to apply your changes
The profile will be saved and the tabs for configuring other parameters will be displayed.

Profiles

@ Add profile Profile Membership Search

Domain - || |  Search Clear

Profiles for user kerumaildemo

Incoming E-mail  Default Incoming Profile  System default profile incoming mails admin
Outgoing E-mail | Default Qutgoing Profile | Systemn default profile for outgoing mails admin

Incoming E-mail  Sample Incoming korumaildemo | g

The interface allows administrators to configure profile parameters for:

+  Anti-virus
+  Anti-spam
+ Black List
+  White List

+  SMTP Settings

«  Attachment Filter

+ Header Filter

«  Archive and Quarantine

+ Rules

- Email Classification

+  Geolocation Restrictions

+ Realtime Blackhole List (RBL)

- Data Leak Prevention (DLP)

+  Containment System

+  Attachment Verdict System
Note: All tabs are disabled until you complete and save the details of the domain members.
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Anti-virus

+  Click 'Profile Management' > 'Profiles'

+  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Anti-virus' tab

Add New Profile

Sample Incoming - Parameters

Anti-virus Anti-spam Black List VWhite List SMTP Settings Attachment Filter

Geolocation Restrictions

Header Filter T Archive And Quarantine Rules E-Mail Classification

[ DLP T Containment System T Attachment Verdict System

adtrustmedia.com

There are domains which is not belongs to this user.
chennai2.comodo.com

There are domains which is not belongs to this user.
comodo.ca.com

There are domains which is not b&longs to this user,
Settings saved successfully

Enable Anti Virus

Quarantine mails containing virus |

Save Cancel

«  Enable Anti Virus: Select the check box to enable the anti-virus engine for this profile. Please note the
‘Anti-virus' module should be enabled for this parameter to become active.

- Quarantine mails containing virus: Mails detected with viruses will be quarantined. Users can log into
the 'Quarantine Webmail' interface to view his/her mails that are quarantined.

+  Click 'Save' to apply your changes.

Anti-spam
«  Click 'Profile Management' > 'Profiles'

+  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Anti-spam' tab
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Sample Incoming - Parameters

Anti-virus Anti-spam Black List VWhite List SMTP Settings Attachment Filter

Header Filter Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions

[ DLP T Containment System T Attachment Verdict System

adtrustmedia.com

There are domains which is not belongs to this user.
chennai2.comodo.com

There are domains which is not belongs to this user.
comodo.ca.com

There are domains which is not belongs to this user.
Settings saved successfully

Enable Anti SPAM

Lse a dedicated bayesian database for this
profile

Maximum MB that an e-mail enters spam
filtering

Certainly spam points
Spam points

Probable spam points

Certainly spam action | | Discard -
Certainly spam tag | [! CERTAIMLY SPA

Spam Action || T:

o
[[=]

II

Spam tag | [I! SPAM]
Probable spam action | | Tag e

Probable spam tag
Spam mailbox | spam@korumail.com
Quarantine mails matching policies
Quarantine Certainly SPAM Mails
Quarantine SPAM Mails
Quarantine Probable SPAM Mails

JE A E

Save Cancel

Profiles: Anti-spam Settings - Table of Parameters

Parameter Description

Enable Anti SPAM Select the check box to enable the anti-spam engine for this profile. Please note the
‘Anti-spam’ module should be enabled for this parameter to become active.

Use a dedicated bayesian | Select the check box to enable the anti-spam engine to use Bayesian database also
database for this profile  |for detecting spam mails. Please note the 'Bayes Spam engine' in the 'Advanced
Settings' section of 'Anti-spam’' module should be enabled for this parameter to
become active.

Maximum MB that an e- | Enter the maximum size of emails for which spam filtering will be enabled. If the size of
mail enters spam filtering | an email exceeds the entered value, then the email will not be scanned and placed in
queue for delivery to the recipient.

Certainly spam points Enter a value between 1 and 100 that will classify an email as definitely spam.
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Suggested values are between 90 - 100 points.

Spam points Enter a value between 1 and 100 that will classify an email as spam. Suggested values
are between 51 - 89 points.

Probable spam points Enter a value between 1 and 100 that will classify an email as probable spam.
Suggested values are between 40 - 50 points.

Certainly spam action Select the action that has to be taken for emails that are categorized as definitely
spam. The options available are:

+  Tag - The email will be sent to the recipient with a tag as entered in the next
field 'Certainly spam tag'

+  Forward - The mail will be forwarded to a mail box defined in the 'Spam
mailbox' field

+  CC - The mail will be sent to the recipient and a copy will be sent to a mail box
defined in the 'Spam mailbox' field

- Discard - The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
'Quarantined Email' web interface.

+ Reject - The mail will be rejected and a reject command will be sent to the
sender mail server.

Certainly spam tag Enter the tag text for emails that are categorized as definitely spam

Spam Action Select the action that has to be taken for emails that are categorized as spam. The
options available are:

«  Tag - The email will be sent to the recipient with a tag as entered in the next
field 'Spam tag'

+  Forward - The mail will be forwarded to a mail box defined in the 'Spam
mailbox' field

«  CC - The mail will be sent to the recipient and a copy will be sent to a mail box
defined in the 'Spam mailbox' field

- Discard - The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
'Quarantined Email' web interface.

+  Reject - The mail will be rejected and a reject command will be sent to the
sender mail server.

Spam tag Enter the tag text for emails that are categorized as spam

Probable spam action Select the action that has to be taken for emails that are categorized as probable
spam. The options available are:

+  Tag - The email will be sent to the recipient with a tag as entered in the next
field 'Probable spam tag'

«  Forward - The mail will be forwarded to a mail box defined in the 'Spam
mailbox' field

«  CC - The mail will be sent to the recipient and a copy will be sent to a mail box
defined in the 'Spam mailbox' field

«  Discard - The mail will be quarantined. Daily notifications will be sent to user
with details of quarantined emails. The user can view the email using the
'Quarantined Email' web interface.

+  Reject - The mail will be rejected and a reject command will be sent to the
sender mail server.

Probable spam tag Enter the tag text for emails that are categorized as probable spam
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Spam mailbox Enter the email address to which the forwarded and CCed spam emails configured in
the 'Spam action' drop-down will be sent.

Quarantine mails If enabled, emails that are matching the configured profile will be quarantined.

matching policies

Quarantine Certainly If enabled, emails that are categorized as definitely spam will be quarantined.

SPAM Mails

Quarantine SPAM Mails | If enabled, emails that are categorized as spam will be quarantined.

Quarantine Probable If enabled, emails that are categorized as probable spam will be quarantined.
SPAM Mails

+  Click 'Save' to apply your changes.

Black List
«  Click 'Profile Management' > 'Profiles'
+  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Black List' tab

Add New Profile

Sample Incoming - Parameters

Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter

Header Filter Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions

[ DLP T Containment System T Attachment Verdict System

adtrustmedia.com

There are domains which is not belongs to this user.
chennai2.comodo.com

There are domains which is not belongs to this user.
comodo.ca.com

There are domains which is not belongs to this user.
Settings saved successfully

|IPv4 Address ~| [ 0 . 0

There are no available records.
Export Import Delete all Cancel

Profiles: Black List Settings - Table of Column Descriptions

Column Header Description

Blacklist Type Select the type of source that has to be blacklisted. The options available are:
« IPv4 Address

+ IPv6 Address

«  E-mail

«  Domain

+  IPv4 Network
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«  |Pv6 Network

Blacklist Value Enter the details for the type of blacklist selected in the first column.
Comment Provide an appropriate description for the blacklisted source
Action [% | Allows administrators to add a blacklist type after filling the fields in the row

B} Allows administrators to delete a blacklist type from the list

- To save the list of blacklisted sources, click the 'Export' link and save it to your system.
« Toimport a list of sources to be blacklisted, click the 'Import' link

=&k Upload

Save Close

+  Click the 'Upload' button, browse to the location where the file is saved and click 'Open’.

The file will be added.

o= Uplzad # Clear Al
IP_list tet
Clear
Done
Save Close

+  Repeat the process to add more files.

+  Toremove afile, click the 'Clear' link beside it.

«  Toremove all the added files, click the 'Clear All' button at the top right.
+  Toimport the list from the files, click 'Save'.
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+ To delete a blacklist type from the list, click L2 under the 'Action’ column header and click 'OK' in the
confirmation screen.

- Toremove all the blacklisted sources, click the 'Delete all' link and click 'OK' in the confirmation screen.

White List
+  Click 'Profile Management' > 'Profiles'
+  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'White List' tab

Add New Profile

Sample Incoming - Parameters

Anti-virus Anti-spam Black List VWhite List SMTP Settings Attachment Filter

Header Filter Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions

[ DLP I Containment System T Attachment Verdict System

adtrustmedia.com

There are domains which is not belongs to this user.
chennai2.comodo.com

There are domains which is not belongs to this user.
comodo.ca.com

There are domains which is not belongs to this user.
Settings saved successfully

|IPv4 Address ~| [ 0 . 0

There are no available records.
Export |mport Delete all Cancel

Profiles: White List Settings - Table of Column Descriptions

Column Header Description

Whitelist Type Select the type of source that has to be whitelisted. The options available are:
«  IPv4 Address

+ IPv6 Address

«  E-mail

«  Domain

+  IPv4 Network

+  IPv6 Network

Whitelist Value Enter the details for the type of whitelist selected in the first column.
Comment Provide an appropriate description for the blacklisted source.
Action [% | Allows administrators to add a whitelist type after filling the fields in the row.

% | Allows administrators to delete a whitelist type from the list.
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+  To save the list of whitelisted sources, click the 'Export' link and save it to your system.
«  Toimport a list of sources to be whitelisted, click the 'Import' link

& Upload

Save Close

+  Click the 'Upload' button, browse to the location where the file is saved and click 'Open'.
The file will be added.

== Upload # Clear Al
IP_whitelist.tt
Clear
Done
Save Close

+  Repeat the process to add more files.

+  Toremove a file, click the 'Clear' link beside it.

«  Toremove all the added files, click 'Clear All' at the top right.
«  Toimport the list from the files, click 'Save'.

+  To delete a whitelist type from the list, click 5% under the 'Action’ column header and click 'OK' in the
confirmation screen.

- To remove all the whitelisted sources, click the 'Delete all' link and click 'OK" in the confirmation screen.

SMTP Settings
+  Click 'Profile Management' > 'Profiles’
+  Locate the profile you want to work on and click the 'Edit' button on the right
«  Click the 'SMTP Settings' tab
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Add New Profile

Sample Incoming -

Parameters

Anti-virus

Anfi-spam Black List White List SMTP Settings Attachment Filter

Header Filter

Archive And Quarantine

Rules E-Mail Classification Geolocation Restrictions

[ DLP T Containment System T Attachment Verdict System

adtrustmedia.com

There are domains which is not belongs to this user.

chennai2.comodo.com

There are domains which is not belongs to this user.

comodo.ca.com

There are domains which is not belongs to this user.
Settings saved successfully

Refuse mails sent by fake local users
Require valid reverse DMNS record
Enable KoruMail Reputation Metwaork® Blacklist

Enable KorulMail Reputation Metwork® Whitelist

Enable validation of MX recards for incoming

Activate Layer-7 DoS protection
CQuarantine RBL-KRM Mails

Quarantine Anti-spoofing Mails

Save Cancel

Parameter

Scan
Scan

connections

Enable greylisting

Anti-spoofing Action | | Reject

KRMN Action

IIIDDHH o & & EE

RBL Action

Profiles: SMTP Settings - Table of Parameters

Description

Refuse mails sent by fake
local users

If enabled, KoruMail checks the 'From' details of an outgoing message with that of the
added users and rejects if the users' details are not available.

Require valid reverse DNS
record

If enabled, the added domains should have a valid reverse DNS record for the mails to
be processed and delivered

Enable KoruMail

Reputation Network ®
Blacklist Scan

If enabled, mails are scanned for blacklist sources listed in the KoruMail Reputation

Network® (KRN) servers. Please note the KRN server setting should be enabled in
the KRN module.

Enable KoruMail

Reputation Network ®
whitelist Scan

If enabled, mails are scanned for whitelist sources listed in the KoruMail Reputation

Network® (KRN) servers. Please note the KRN server setting should be enabled in
the KRN module.

Enable validation of MX
records for incoming
connections

MX records maintain the entries of email server details to which the received emails
for the protected domains are sent. If this check box is enabled, MX records for the
protected will be checked and validated.
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Enable greylisting If enabled, KoruMail creates a Greylist of source IP address/domains from where
emails are sent to recipients protected by its filtering engine. Mails received from a
source for the first time is rejected by KoruMail and sends a command to the source to
resend the email. Generally, spammers do not resend emails. If the email is sent again
from the source again, KoruMail accepts the mail and initiates the filtering process.

Activate Layer-7 DoS If enabled, KoruMail will activate the Layer 7 Denial of Service protection feature.
protection

Quarantine RBL-KRN If enabled, both RBL and KRN mails mails will be Quarantined.
Mails

Quarantine Antispoofing | If enabled, the spoofing mails will be Quarantined.
Mails

Anti-spoofing Action Select the action to be performed when the condition is met for a mail. The options
available are:

Reject - The mail will be rejected and a reject response will be sent to the sender's
mail server

Discard — The mail will be rejected without notifying the sender. The user can view the
email using the 'Quarantined Email web interface.

KRN Action Select the action to be performed when the condition is met for a mail. The options
available are:

Reject - The mail will be rejected and a reject response will be sent to the sender's
mail server

Discard — The mail will be rejected without notifying the sender. The user can view the
email using the 'Quarantined Email' web interface.

RBL Action Select the action to be performed when the condition is met for a mail. The options
available are:

Reject - The mail will be rejected and a reject response will be sent to the sender's
mail server

Discard — The mail will be rejected without notifying the sender. The user can view the
email using the 'Quarantined Email' web interface.

+  Click 'Save' to apply your changes.

Attachment Filter
+  Click 'Profile Management' > 'Profiles’
«  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Attachment Filter' tab
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Add New Profile

Sample Incoming - Parameters

Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter

Header Filter Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions

[ DLP T Containment System I Attachment Verdict System

adtrustmedia.com

There are domains which is not belongs to this user.
chennai2.comodo.com

There are domains which is not belongs to this user.
comodo.ca.com

There are domains which is not belongs to this user.
Settings saved successfully

| Contains | | Reject |

There are no available records.
Export Impord Delete all Cancel

Profiles: Attachment Filter Settings - Table of Column Descriptions

Column Header Description

Addition Enter the keyword that should be scanned for the attachments

Condition Select the condition from the drop-down. The options available are:
+  Contains
« Equalsto
- Starts with
«  Ends with

Action Select the action to be performed when the condition is met for an attachment in a mail.

The options available are:

+  Reject - The mail will be rejected and a reject response will be sent to the

sender's mail server
«  Remove attachment - The mail will be delivered to the recipient without the

attachment.

[% | Allows administrators to add an attachment filter rule after filling the fields in
the row

[ Allows administrators to delete attachment filter rule from the list

«  To save the list of ‘Attachment Filter' rules, click the 'Export' link and save it to your system
Toimport a list of 'Attachment Filter' rules from a saved file, click the ‘Import' link
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=&k Upload

Sve

+  Click the 'Upload' button, browse to the location where the file is saved and click 'Open’.

The file will be added.

&= Upload X Clear Al

attachment_fitters. txt
Done

e

+  Repeat the process to add more files.

- Toremove a file, click the 'Clear link beside it.

«  Toremove all the added files, click ‘Clear All' at the top right.
+  Toimport the list from the files, click 'Save'.

. To delete an 'Attachment Filter' rule from the list, click the “# button under the last column and click 'OK' in
the confirmation screen.

- Toremove all the 'Attachment Filter' rules, click the 'Delete all' link and click 'OK'" in the confirmation screen.

Header Filter
+  Click 'Profile Management' > 'Profiles'
+  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Header Filter' tab

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 210



COMODO

Creating Trust Online®

Add New Profile

Sample Incoming - Parameters

Members Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter

Header Filter Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions

L

DLP T Containment System I Attachment Verdict System

|-Chuuse— v| | | |Cumains v| |Reject v| A

Subject Lottery Contains Reject 5]
Export Import Delete all Cancel

Profiles: Header Filter Settings - Table of Column Descriptions

Column Header Description
Header Select the header type that you want to add a 'Header Filter' rule for. The choices
available are:
«  Subject
+  Received
- To
- From
Value Enter the keyword that should be scanned for the selected header type.
Type Select the condition from the drop-down. The options available are:
- Contains
- Equalsto
- Starts with
«  Ends with
Action Select the action to be performed when the condition is met for a 'Header Filter' rule in a
mail. The options available are:
«  Reject - The mail will be rejected and a reject response will be sent to the
sender's mail server
+  Discard — The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.
Action [% | Allows administrators to add a 'Header Filter rule after filling the fields in the
rOW.
s | Allows administrators to delete a 'Header Filter' rule from the list.

+  To save the list of 'Header Filter' rules, click the 'Export' link and save it to your system
«  Toimport a list of 'Header Filter' rules from a saved file, click the 'Import' link
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=&k Upload

Save Close

+  Click the 'Upload' button, browse to the location where the file is saved and click 'Open’.
The file will be added.

&= Upload X Clear Al

headerrules. txt
Done

Save Close

+  Repeat the process to add more files.

- Toremove a file, click the 'Clear link beside it.

«  Toremove all the added files, click ‘Clear All' at the top right.
+  Toimport the list from the files, click 'Save'.

- To delete a 'Header Filter' rule from the list, click the L3 button under the last column and click 'OK' in the
confirmation screen.

- Toremove all the 'Header Filter' rules, click the 'Delete all' link and click 'OK" in the confirmation screen.

Archive and Quarantine
«  Click the 'Archive and Quarantine' tab
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Add New Profile

Sample Incoming - Parameters

Members Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter

Geolocation Restrictions

Header Filter Archive And Quarantine Rules E-Mail Classification

DLP T Containment System I Attachment Verdict System

Archive method
Archive mailbox | backup@korumail.com

Send daily quarantine report to recipients |[]

Quarantine release operation

Archive Flags

Mails with CLEAN content

Mails with CERTAINLY SPAM content
Mails with SPAM content

Mails with PROBABLE SPAM content
Mails matched by CONTEMNT FILTER rules
Mails containing VIRUS

Save Cancel

Profiles: Archive and Quarantine Settings - Table of Parameters

Parameter Description

Archive method Select how the mails should be archived from the drop-down. The options available
are:
+  None - The mails are not archived

- Forward - The mails are forwarded to the mail address entered in the next row
'Archive mailbox'

«  Disk - The mails are stored in local disk

«  Disk + Forward - The mails are stored in local disk and a copy is forwarded to
the mail address entered in the next row 'Archive mailbox'

Please note the archived and quarantined mails are removed from the disk as per the
configuration done in the 'Quarantine & Archive Settings' interface.

Archive mailbox This field becomes active only when an archive method is selected in the first row.
Enter the mail address to which the archived and quarantined mails will be sent.

Send daily quarantine If enabled, the users will receive daily reports of their quarantined mails. Users can

report to recipients view their quarantined mails in the 'KoruMail Quarantine Webmail' interface by clicking
the 'Quarantine Webmail' link in the 'Login' screen.

Quarantine Release Allows users to release their mails from quarantine

Operation

Archive Flags

Mails with CLEAN content |If enabled, mails that are categorized as safe will be archived as per the 'Archive
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method' setting done in the first row.

Mails with CERTAINLY If enabled, mails that are categorized as 'Certainly Spam' will be archived as per the
SPAM content 'Archive method' setting done in the first row.

Mails with SPAM content | If enabled, mails that are categorized as 'Spam' will be archived as per the 'Archive
method' setting done in the first row.

Mails with PROBABLE If enabled, mails that are categorized as 'Probable Spam' will be archived as per the

SPAM content ‘Archive method' setting done in the first row.

Mails matched by If enabled, mails that are filtered for content per the settings done in '‘Content Filter' in

CONTENT FILTER rules  |the 'Anti-spam' module will be archived as per the 'Archive method' setting done in the
first row.

Mails containing VIRUS | If enabled, mails that are categorized are with virus will be archived as per the 'Archive
method' setting done in the first row.

+  Click 'Save' to apply your changes.

«  Click 'Profile Management' > 'Profiles'
+  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Rules' tab
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Add New Profile
Sample Incomlng - Parameters

Anti-virus Anti-spam I Black List White List r SMTP Settings I Attachment Filter Header Filter

Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions RBL DLP Containment System

[ Attachment Verdict System

Settings saved successfully

PROMO
Promotional Tag | [PROMO]
Promotional Action || OK+TAG
Quarantine Promotional Mails | i
SOCIAL

Social Action | | OK+TAG -

Soclal Tag  [SOCIAL]

Quarantine social mails |

FORUM

Forum Action | [ OK+TAG |
Forum Tag | [FORUM]

Quarantine forum mails | (7]

NEWSLETTER

Mewsleter Action | | OK+TAG
Newsletter Tag | [NEWSLETTER] |

Quarantine newsletter mails | i

UPDATE

Update Adtion | | OK+TAG |
Update Tag | [U

Quarantine update mails | i

PHISHING

Enable Phishing Check (4
Phishing Action [Rejedt |
Phishing Tag | [PHISHING]
Quarantine Phishing Mails | £

Save Cancel
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Rules Settings - Table of Parameters

Description

Promotion Tag

Promotional emails are sent to the recipient with the tag as entered in this field.

Promotional Action

Select the action when the condition is met for a 'Rules’ setting in a promotional mail.
The options available are:

+  OK+TAG - The tagged mail is sent to the recipient.
+  OK-The mail is sent to the recipient without tag

«  Reject - The mail is rejected and a reject response us sent to the sender mail
server.

- Discard - The mail is rejected without notifying the sender. The user can view
the email using the 'Quarantined Email' web interface.

Quarantine Promotional
Mails

If enabled, promotional mails are quarantined.

SOCIAL
Social Action Select the action when the condition is met for a 'Rules’ setting in a social mail. The
options available are:
+  OK+ TAG - The tagged mail is sent to the recipient.
+  OK-The mail is sent to the recipient without tag
+  Reject - The mail is rejected and a reject response is sent to the sender mail
server.
- Discard - The mail is rejected without notifying the sender. The user can view
the email using the 'Quarantined Email' web interface.
Social Tag Social emails are sent to the recipient with the a tag as entered in this field.

Quarantine social mails

If enabled, social mails are quarantined

FORUM
Forum Action Select the action when the condition is met for a 'Rules' setting in a forum mail. The
options available are:
+  OK+TAG - The tagged mail is sent to the recipient.
+  OK-The mail is sent to the recipient without tag
+ Reject - The mail is rejected and a reject response is sent to the sender mail
server.
«  Discard - The mail is rejected without notifying the sender. The user can view
the email using the ‘Quarantined Email' web interface.
Forum Tag Forum based emails are sent to the recipient with the tag as entered in this field.

Quarantine forum mails

If enabled, forum mails are quarantined

NEWSLETTER

Newsletter Action

Select the action when the condition is met for a 'Rules' setting in a newsletter mail.
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The options available are:
«  OK+ TAG - The tagged mail is sent to the recipient.
«  OK-The mail is sent to the recipient without tag

+ Reject - The mail is rejected and a reject response is sent to the sender mail
server.

+  Discard - The mail is rejected without notifying the sender. The user can view
the email using the 'Quarantined Email' web interface.

Newsletter Tag Newsletter emails are sent to the recipient with the tag as entered in this field.

Quarantine newsletter | If enabled, newsletter mails are quarantined

mails
UPDATE
Update Action Select the action when the condition is met for a 'Rules' setting in a update mail. The
options available are:
«  OK+TAG - The tagged mail is sent to the recipient.
«  OK-The mail is sent to the recipient without tag
+ Reject - The mail is rejected and a reject response is sent to the sender mail
server.
+  Discard - The mail is rejected without notifying the sender. The user can view
the email using the 'Quarantined Email' web interface.
Update Tag Update emails are sent to the recipient with the tag as entered in this field.

Quarantine update mails |If enabled, update mails are quarantined

PHISHING

Enable Phishing Check |If enabled, checks for phishing emails.

Phishing Action Select the action when the condition is met for a 'Rules' setting in a phishing mail. The
options available are:

+  OK+TAG - The tagged mail is sent to the recipient.
+  OK-The mail is sent to the recipient without tag

+  Reject - The mail is rejected and a reject response is sent to the sender mail
server.

+ Discard - The mail is rejected without notifying the sender. The user can view
the email using the 'Quarantined Email' web interface.

Phishing Tag Phishing emails are sent to the recipient with the a tag as entered in this field.
Quarantine Phishing If enabled, phishing mails are quarantined.
Mails

+  Click 'Save' to apply your changes.
Email Classification
+  Click 'Profile Management' > 'Profiles’
- Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Email Classification' tab
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Add New Profile
Sample Incoming - Parameters

Members T Anti-virus Anti-spam T Black List White List T SMTP Settings I Attachment Filter

Header Filter Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions

DLP T Containment System T Attachment Verdict System

PROMOD @ [PROMO Tag Only ~

SOCIAL o ) [SOCIAL [Tag Only ~] m
FORUM » Forom 1 [ Tag Only v | L]
NEWSLETTER B [NEWSLETTER | Tag Only | O
UPDATE o |UPDATE Tag Only ~ O
Save  Cancel
Category The type of mail received.
Status Whether the rule is enabled or not.
Tag The name prefixed to the email to show the email classification. For example,
promotional email subjects are prefixed with [PROMOQ].
Action Select the action to be performed when the condition is met for a 'Rules' setting in a

forum mail. The options available are:

- Discard - The mail will be rejected without notifying the sender. The user can
view the email using the 'Quarantined Email' web interface.

+  TAG Only - The tagged mail will be sent to the recipient.

+  Reject - The mail will be rejected and a reject response will be sent to the
sender mail server.

«  OK - The mail will be sent to the recipient without tag.

Quarantine If enabled, the corresponding category of mails will be quarantined

«  Click 'Save' to apply your changes.
Geolocation Restrictions
+  Click 'Profile Management' > 'Profiles'
+  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Geolocation Restrictions' tab
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Add New Profile

Sample Incoming - Parameters

Members T Anti-virus T Anti-spam Black List \White List

Header Filter Archive And Guarantine Rules E-Mail Classification Geolocation Restrictions

oLP T Containment System T Attachment Verdict System

Enable Geolocation Restrictions | []

| Albania vl K]

There are no available records.
Afghanistan Lo
Albania Lo

Profiles: Geolocation Restrictions Settings - Table of Column Descriptions

Column Header Description

Rejected Countries Select the country you want Korumail to reject. Please note that you have to enable SMTP
> General settings.

Action [% | Allows administrators to add a country after selecting it in the row.

% | Allows administrators to delete the country from the list.

Realtime Blackhole List (RBL)
+  Click 'Profile Management' > 'Profiles'

+  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'RBL" tab

Add New Profile

Sample Incoming - Parameters

Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter

Header Filter Archive And Quarantine Rules E-Mail Classification

Geolocation Restrictions

[ DLP I Containment System T Attachment Verdict System

Server Host Address i Description =
Zen.spamhaus.org spamhaus RBL Yes S
bl.spamcop.net SpAMCOp RBL Yes i
psblsurriel com Passive Spam Block List RBL Yes g, S—
bl.score senderscone. com Return Path Reputation Network Blacklist RBL Yes i
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The screen displays the RBL servers that are available by default and added manually. See 'Manage RBL Servers' for
more details.

RBL Servers - Table of Column Descriptions

Column Header Description
Server Host Address The address of the RBL server.
Description The description provided at the time of adding the RBL server.
Type The type of block list selected.
Enable Allows administrators to activate or deactivate a RBL server in the list. If a server is
disabled, KoruMail skips it and refers to the next server in the line.

The control buttons next to the table allows to reorder the RBL server list for checking the blacklisted IP addresses
available in the servers. The enabled RBL server listed first will be checked first and move down the order. Use the
control buttons to move a server up or down the order.

Server Host Address | Description | Type | Enable
First
Zen.spamhaus.org soambaus RBL Ho =

_spamcop.net < Up

p=bl.surriel.com

spamcop

+ Down

bl.score.senderscore.com Return Path Reputation Network Blacklist RBL Yes z

Data Leak Prevention (DLP)

The DLP feature is capable of scanning mails for important key words such as credit card, social security numbers,
attachments and takes action as per the settings. Please note that the DLP module should be enabled for the settings
configured here to take effect. See 'Data Leak Prevention' for more details.

+  Click 'Profile Management' > 'Profiles’
«  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'DLP' tab

Choose Language m
Add New Profile

Sample Incoming - Parameters

Members Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter

Header Filter Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions

DLP T Containment System T Attachment Verdict System

oLP Acion

Enable DLP Quarantine
Enable DLP Motify
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DLP General Settings

Members Anti-virus Anti-spam Black List VWhite List SMTP Setfings Aftachment Filter

Header Filter Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions

DLP I Containment System I Attachment Verdict System

[ T s | s I

Settings saved successfully

DLP Action || Reject [«
Enable DLP Quarantine | Jaiias

Enable DLP Notify || Discard
Mo Action

« DLP Action - These settings determine what action should be taken if KoruMail detects a message that could
present a data leak.

The options available are:

+  No Action - The mail will be allowed and the system admin will be notified if 'DLP Notify' is enabled.
+  Reject - The mail will be rejected and a reject warning will be sent to the sender's email address.

«  Discard - The mail will be deleted and if 'DLP Quarantine' is enabled, it will be quarantined and the
system admin will be notified.

- Enable DLP Quarantine - If selected, KoruMail quarantines mails with data leak. Please note the setting in
'DLP Action’ should be 'Discard' for mails to be quarantined.

- Enable DLP Notify - If selected, KoruMail alerts the system admin about DLP breaches.

Attachment List
«  Click the 'Attachment List' tab
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Add New Profile

Sample Incoming - Parameters

Members Anti-virus Anti-spam I Black List White List SMTP Settings Attachment Filter

Header Filter Archive And Quaranfine Rules E-Mail Classification Geolocation Restrictions

DLP T Containment System T Attachment Vierdict System

Enable Attachment List |

Scan Archive Files | [

Enable Attachment List

Choose File Class | -Choose-

There are no available records.

Delete

- Enable Attachment List - Select the check box to block emails with attachment file class defined below in the
table.

+  Scan Archive Files - Select the check box to scan the attached zip files and block emails with attachment file
class defined below in the table.

To add a file class
«  Select the file class from the 'Choose File Class' drop-down

Enable Attachment List

e —
Choose File Clas xecutables And Software Packages |~ )
-Choose=

e
Microsoft Office Files

Windows Portable Execu OpenDocument Files

o . .| Other Document Files
Unix-like ELF Object Filed ysigan and Audio Fies

Unix-like ELF Shared Lib| Image Fies
nie Aree M0 Archive Files

Unix-like ELF Executable Misc Formats

Windows Installer (MSI)
REM Package Manager (RFEM)

C:E:_Debian Software Package (DEB)

nooooolg)

Add

The file types for the selected file class will be displayed on the right side table.
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+  Select the file type or the check box above to select all the file types and click the 'Add' button beside it.
The added file types for the selected file class will be displayed in the table below the first table.

Ewecutables And Software Debian Software Package

O Packages (DEB) Active
] Executables And Software RPM Fackage Manager (RFM) Active
Packages
Executables &nd Soft . .
] PESE:QEESES nd saftwars Windows Installer (MSI) Active
Delete

«  Clicking the link beside a file type under the 'Status' column header toggles the status between 'Active’ and
'Passive'. 'Active’ status indicates emails with attached file type will be blocked.

- To delete a file type from the list, select it and click the 'Delete’ button. To delete all file types, select the check
box beside 'File Class Name' column header and click the 'Delete button.

DLP Body Filter

The 'DLP Body Filter' feature searches the content of an email for sensitive information such as credit card details,
email address and so on and take action as per the settings done in 'DLP Action'. KoruMail comes with three
predefined DLP Body Filters and allows the administrators to add more filters as required.

«  Enable DLP Body Filter: Select the check box to apply the configured body filters
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Add New Profile
Sample Incoming - Parameters

Members Anti-virus Anti-spam Black List VWhite List SMTP Settings Attachment Filter

Header Filter Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions

DLP T Containment System T Attachment Verdict System

Enable DLP Body Filter

L |

Add
L] Credit Card . 2
[ Email Address a\ b |
[ Turkish Identity Number \ st

Profiles: DLP Body Filter Settings - Table of Column Descriptions

Column Header Description

Status Select the check box to enable the filter.

Enable DLP Body Filter | The name of the filter.

Action Allows to view the details of the body filter.

Allows to edit a body filter.

s | Allows to delete a body filter.

To add a new DLP body filter
+  Click the 'Add' button at the top of the table
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[ Credit Card N b
[] Email Address Y B |
[l Turkish Identity Number \ b

The filter 'Pattern’ screen will be displayed.

Pattern Hame :

Regular Expression :

Save Cancel

- Pattern Name: Enter the name of the filter pattern

+ Regular Expression: Enter the regular expression to define the search pattern. To know more about Regular
Expression, see Wikipedia at http:/len.wikipedia.org/wiki/Regular_expression. You can also enter
keywords in the field to search and block the email containing it.

To view the details of a pattern

+  Click the ™ icon beside a body filter that you want to view the details

Pattern Hame :

Reqular Expression :

Cancel

+  Click the 'Cancel' button or close the dialog to return to main screen.
To edit a body filter

«  Click the ' icon beside a body filter that you want to edit the details
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Pattern Hame : Email Address
\b([0-Ba-zA-Z) (- vw]H[0-Da-
zA-F)@i0-9a-zA-Z)-vw ]t 0-Sa-

Regular Expression : 2A-2]\.+la-2A-Z12.9Hb

Save Cancel

- Edit the details as required and click the 'Save' button
To delete a body filter

. Clickthe % icon beside a body filter that you want to delete

Are you sure you want to enable this entry?

Ok ] ’ Cancel

+  Click 'OK" to confirm the deletion.
Containment System
+  Click 'Profile Management' > 'Profiles'
«  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Containment System' tab
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Add New Profile

Sample Incoming - Parameters

Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter Header Filter

Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions RBL DLpP Containment System

I Attachment Verdict System

Settings saved successfully
Enable Containment System | []
Files which are accepted | [ windows executable [ pdf
apply for whitetists | []
Only Administrator can unwrap | []

1 60
Unwrap the sandbox after specified time (mins)

2 10
Unwrap the sandbox afier specified running count

Save

Containment System - Table of Column Headers

Column Header Description
Enable Containment If enabled, email attachments (pdfs and windows executables) will be ‘wrapped' with
System containment code before delivery. This means they will open in an isolated, virtual

environment known as the container, instead of directly on the endpoint. The
attachment will open as normal from the end-user's point-of-view, but it will not be
allowed to access important system files, user data or to cause damage to the host
system.

Files which are accepted | If enabled, will deliver files in the chosen format

Apply for whitelists If enabled, KoruMail will also analyze white-listed sources.

Only Administrator can Safe files in the containment when run are unwrapped immediately for both users and
unwrap admins. Malicious files are blocked.

Contained files for which results are unsure (not safe nor malicious) are unwrapped if
specified time or count (mentioned in rows below) is reached.

If this setting is:

«  Enabled - Only admins can unwrap contained files for which results are
unsure (not safe nor malicious)

- Disabled - Both admins and users can unwrap contained files for which
results are unsure (not safe nor malicious)

Unwrap the sandbox after | Unsure files (not safe nor malicious) when run are moved out of containment after the
specified time (mins) specified time. Move the slider to set the time.

Unwrap the sandbox after | Unsure files (not safe nor malicious) when opened ‘X' times as specified here are
specified running count | moved out of containment. Move the slider to set the count.
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Attachment Verdict System
+  Click 'Profile Management' > 'Profiles'
+  Locate the profile you want to work on and click the 'Edit' button on the right
+  Click the 'Attachment Verdict System' tab

Add New Profile

Sample Incoming - Parameters

Members Anti-virus Anti-spam I Black List VWhite List SMTP Settings Attachment Filter

Header Filter Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions

DLP T Containment System T Attachment Verdict System

Enable Attachment Verdict System []

0 100
Malware Probability Valus * T

Apply for whitelists [
Send files thatnotfound in File Verdict System [

15 300
Auto submission in-queue waitingtime * 15

s

Save

Profiile: Attachment Verdict System - Table of Column Headers

Column Header Description

Enable Attachment Verdict + If enabled, Korumail will automatically check the trust rating of Windows
System executables and pdf files in Comodo's file look up server (FLS).

«  The verdict from the FLS can be ‘Clean’, ‘Malware’ or ‘Unknown’.

+  Clean attachments will be allowed to proceed while malware attachments will
be automatically quarantined (providing ‘Quarantine mails containing viruses’
is enabled in the antivirus section of the profile).

«  ‘Unknown’ files will be submitted to Comodo’s real-time file analysis system,
Valkyrie, for behavior testing.

«  Valkyrie's tests will determine whether the unknown file is clean or malware
and apply the appropriate action as mentioned above.

Malware Probability Value «  The threshold at which Korumail will designate an unknown file as 'malware'
based on Valkyrie results.

« Comodo recommend that administrators leave this setting at the default
and only move it after consultation with Comodo support.

- Valkyrie examines the behavior of unknown files and assigns a score
indicating how likely it is that the file is malware.

«  Under the default settings, a score of 46+ is classed as malware.

+ Raising the value in this slider means KoruMail is more tolerant/less likely to
class attachments as malware.

Apply for whitelists When enabled, Korumail sandboxes clean mails as well

Send files that not found in | If enabled, Korumail will upload files rated 'Unknown’, to the attachment verdict system
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File Verdict System for detailed behavior analysis

Auto-submission in queue | Define in seconds how long Korumail should wait before the submission times-out.
waiting time

9.1.1 Edit a Profile

+  Click 'Profile Management' > 'Profiles'

«  Click the icon beside a profile in the 'Profiles' screen that you want to edit the details

Profiles

Successfully deleted.

@ Add profie Profile Membership Search

Profiles for user korumaildemo

Incoming E-mail | Default Incoming Profile  System default profile incoming mails admin
Cutgoing E-mail | Default Outgoing Profile | System default profile for cutgoing mails | admin

Incoming E-mail  Sample Incoming lkorumaildemo L}zo

The 'Edit Profile’ screen will open
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Edit profile: Sample Incoming

Members Anti-virus Anti-spam Black List White List SMTP Settings Attachment Filter

.

Header Filter Archive And Quarantine Rules E-Mail Classification Geolocation Restrictions

DLP T Containment System T Attachment Verdict System

Profile Type *

Incoming E-mail

Profile Mame* | [Sample Incoming

Description ||
Username* | | korumaildemo
adtrustmedsa.com ~
ccioud.com W Copy all
Domain Members chennail.comodo.com b Copy
You can only select domains that are not chennaid. comodo_com =
A HEMYE
member of any profile,
comodo.ca.com - "
M BEmdve Al

comaodo.com

abc@gmail.com

E-mail Members
You can enter any e-mail address here.

Save Cancel

+  Edit the parameters as required. The procedure is similar to adding a new profile. See 'Add and Configure a
New Profile’ for more details.

90.1.2 Delete a Profile

Click 'Profile Management' > 'Profiles'

. Clickthe % icon beside a profile in the 'Profiles' screen that you want to delete from the list.
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Profiles

Successfully deleted.

@ Add profile Profile Membership Search

Profiles for user korumaildemo

Incoming E-mail | Default Incoming Profile  System default profile incoming mails admin
Cutgoing E-mail | Default Outgoing Profile | System default profile for cutgoing mails | admin

Incoming E-mail  Sample Incoming kurumaildemu@

«  Click 'OK" to confirm the deletion.

Are you sure you want to delete this entry?

[ OK ] ’ Cancel

Note - if an incoming or outgoing profile is deleted, the default profile will be applied to the domain.

10 Reports

- The 'Reports' section lets you view and generate comprehensive activity reports on domains protected by
KoruMail.

«  There are multiple types of report you can view. Click the following links to find out more on each.
+ Mail Logs Report
«  SMTP Queue Report
+ Delivery Logs Report
+  SMTP-AUTH Logs Report
+  Summary Report
+ Domain Report
+  Attachment Verdict Reports
+  Original Mail Request List

10.1  Mail Logs Report

«  The 'Malil Log' report provides details of incoming and outgoing mails for all domains that have been added to
KoruMail.

«  The logs show the subject of the mail, date and time received by KoruMail, the result of the filtering process
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and more.
To open the 'Mail Logs' interface

+  Click 'Reports' > 'Mail Logs

Mail Logs
Search Clem Agvnigd geeon = - - -
- O LastDey @ Lewuens O Lowt2masms O Lantd o ) LastE Mertrs ) a0 Trees
O sabient O sesser O seceens Oe
:ﬂﬂx-i | Dot Pagal J#1[ =0 - [Avconds per page

RiCatwind Racipiaiis}

BRI BER 050572050 3230146 MpiShpgT ST gecl- 315613310  brditeyleBhotmsiloom 178.62.336.6% == 69 Relay swori Recownt domais s not i the mansged domsng or
EUFBER  O0SOSI030 1552118 pEdnan L EkTaItgecs-35- 1 56-133-1 Dtempeghotmslom 170633966 w9 Rl 87ori REGOENT SO L NOT N the MEnkped SomEAE or
Biw ERE | GAMISFIOBD 200108 wyeaddinbglviqes jeseriespac 53 | chmngyaihang com 169,234 346336 9 Ralsy awors Recpient domaia e not i the mansged damaane ar
BUFBER O 16136145 PquetqTICam nga? BehbiefacT-15-1546-133-1  whizayODdghotmasiloom 45.59,175.170 ) Ralsy svori Recpisnt domais 8 not o the mansged doment ar
Rir BRR  OROSI0BD 1636138 rOSrmhmpoedco Kyedlheqmgecd-33- 136133 whizayOlighotmailoom 45.83,173.478 3 Fslay smori Recpieni domais is nos i the mansged demans ar
EiW BRE 2000473 LeidRi0E spemangtiecsh it Lpamarfracah.n Fr TN 13 —i (=] Ralsy amari Recpant domaia i not @ the meakged demmae or
EUFBER  JR047I050 30037100 tesotT e moopimd fecl-35-156-133-10  whizzyODdghotmasiloom 337138305076 B @ Relsy swori Recpient domais s not i the mansged domsng or
:.\g.:r; ~| et Paga [r1[ 20 . Recots pei page

Mail Logs Report - Table of Column Descriptions

Column Header Description

Delivery Indicates the status of mail delivery. The statuses are:
+  Success

- Temporary Error
«  Permanent Error

Icon The arrow icon indicates whether the mail is incoming or outoing

Subject The content of the email subject line.

Result The verdict on a email after filtering. For example, 'CSPAM' means KoruMail found the mail
was 'Certainly Spam'.

Received Date and time KoruMail received the email.

Sender Email address information of the originator

Recipient(s) Domain name of the receiver

IP The network address of the system from where the mail was sent. The next column displays
the flag of the originating country.

Action Stf;l_tus of the mail after filtering. Place your mouse over an icon to view a description of the
action.

“” _ Relayed: The mail successfully passed the filtering process and was passed onto the
target mail server.

@. Rejected: The mail was not accepted by KoruMail. A rejection message was sent to the
sender.

3 _ piscarded: Quarantined mail.

' - Delayed: Indicates the source is greylisted.

Details Reason why a particular action was taken on a mail. For example, why it was rejected,
delayed etc.

At the top and bottom of the screen, you have the option to set the number of records to be displayed per page and
export the report in CSV format.
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To configure the number of records to be displayed per page
+  Click the 'Records per page' drop-down

Page1 128 25 ecords per page | Mext

LU

:omodo.local| 10.100.132.32 Mail is a phis 100
:omodo.local| 10.100.132.32 Mail is a phiz 250

ck according to Surgate

ck according to Surgate

:omodo.local| 10.100.132.32 Mail is a phishing attack according to Surgats
ezl 10.100.122.125) | matched header rule: Subject: test action

+  Select the number of records per page to be displayed from the options.
+  Click the 'First', 'Previous', 'Next' and ‘Last' buttons to navigate to the respective pages.

To export the report to a CSV file
+  Click the 'Actions' drop-down

:ail Logs

] subject ] sender ] Rec

Actions
| Actions

l save As CSV E
3 selammMm FH
Kitap =?UTF-8?B?52FtcGFueWF=x | FHI

SPAM]Fwd: Matur

«  Select 'Save As CSV' and click the 'Do!" button

Are you sure want to save all e-mail records as C5V?

[ OK ] ’ Cancel

+  Click 'OK" in the confirmation dialog.

Search Options

You can search for a particular record or records in the report by using simple or advanced search feature.
+  Simple Search
+ Advanced Search

Simple Search
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The simple search options allows you to search for a particular record or records based on 'Subject’, 'Sender’,
‘Recipients' and / or 'IP" details only.

Mail Logs

Search Clear Advanced search
[ subject [] sender ] Recipients ] e

Save Az CE5V - D!

«  To search for records based on the entries under 'Subject’, 'Sender', 'Recipients' and / or 'IP' columns, enter
the text or number fully or partially in the field and click the 'Search' button

- To search for records based on the entries under a particular column or columns, select the respective check
boxes, enter the text or number fully or partially in the field and click the the 'Search' button. For example, if
you want to search for a particular record for sender and recipients, select the 'Sender' and 'Recipients' check
boxes, enter the text fully or partially in the field and click the 'Search' button.

Advanced Search

The 'Advanced Search' option allows you a more granular search by including rules and filters.
+  Click the 'Advanced Search' link at the top of the screen.

Mail Logs

Search Clear { Advanced search
[ subject 7] sender ] Recipients e

Actions ~ Do Pag

The 'Advanced Search' option will be displayed.

Mail Logs

(| subject | sender ["] Recipients )
‘ Subject ~ CONTAINS - +

Search Clear | Advanced :

Search Clear

The first drop-down contains the column headers that can be selected for an advanced search.

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 234



COMODO

Creating Trust Online®

,/ g

Mail Logs

:| | Search | | Clear ' Advanced search |

L] subject L] sender L] Recipients Ol e

Subject v|DDNTAINS vI *

From Address Search Clear

To Address

RFC2822 Sender

RFC2822 Recipient(s) m o er

Remote IP ERR | 05/05/2020 23:30:46 jqpl&rhpcg7d6rbe3qs7=z@ec2-35-156-133-10  brtlif
Action ERR | 05/05/2020 15:52:19 ygl3niandikidfibknzodt@ec2-35-156-133-1 bl
Result ERR | 04/05/2020 03:00:08 xyat4inbgOvigvgigvasswwi@ec2-35-156-13
Received ERFR . 02/05/2020 15:35:45. ipgxesq7fcamngz?sshbie@ec2-35-1536-123-1

ERR |02/05/2020 16:326:29 r0SrxhmyocedckalOysdlheqmi@ec2-35-156-1232
ERR | 28/04/2020 16:08:06 spameri@tiscali.it

Incoming MailiCutgoing Mail

Delive
y ERR | 26/04/2020 20:37:00 tiexob7twSgimoopirm3@ec2-35-156-132-10
| Actions w | Dot

The second column contains the condition for a search, which depends on the item selected in the first column and
text/number entered or options selected in the third column.

Mail Logs

Sea
[Tl subject ] senger "] Recipients [
Subject » CONTAINS |- +
EQUALS
NOTEQUALS
NOTCONTAING
Actions - D!

The third column allows you to enter the text/number or select from the options depending on the selection in the first
column. For example, choosing 'Subject’, 'From Address' or 'Remote IP" allows you to enter the text in the third column.
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Mail Logs

Search Clear
] subject ] sender | Recipients e

Subject * COMTAINS » Important +

Search {

If you select 'Action’ or 'Result' in the first column, then further options can be selected from the third column.

Mail Logs

Search Clear

[l subject ] sender | Recipients O e
Action ~ EQUALS ~ DELAYED |~ :
AND = Received + EQUALS ~ DISCARDED +
PASSED
REJECTED Search Cle

If you select 'Received' in the first column, then you can enter a date or select from the calendar.

Mail Logs

Search Ch
] subject ] sender ] Recipients O e

Received « EQUALS -

Sun Mon Tue Wed Thu Fri Sat

10 1 n 3 4 5 [ T
Actions - Do!
B 9 (10| 11| 12| 13 4

11
. e 12115 | 16| 17 | 18 | 19| 20

A biseyler biseyler
13| 22 | 23 | 24 | 25 | 26 | 27

isaylar

biseyler bi

14 | 29 | 30 | 31

Today

+
You can add more filters by clicking for narrowing down your search.
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Mail Logs

Search Clear | Advanc
[ subject ] sender ] Recipients e

4

Subject EQUALS - G

AMD = From Address MOTEQUALS - 3

L]

OR  » ToAddress ~ COMTAINS - -
AMD « Remaote IP  MNOTCONTAING - -
AMD - Action ~ EQLALS ~ DELAYED - -
AMD » Result ~ EQLUALS *  ANTISPOOFING REJECT - -

AND | ~| Received EQUALS - +

R | Search Clear

L]

You can remove a filter by clicking the  button beside it.

You can create a filter rule by selecting 'AND' or 'OR’ option beside each of the added filter.
+  Click 'Clear' to remove the advanced search rules.
«  Click 'Search' to start the search per the filter rule.

The items will be searched for in the ascending order and results displayed.
+  Toremove the advanced search field, click the 'Advanced search'’ link again.

Administrators can filter results on monthly basis. The filters available are 'Last Month', 'Last 2 Months', 'Last 3 Months',
‘Last 6 Months' and "All Times".

® LastMonth ) Last2?Monthe () Last3 Monthe () Last6 Monthe O Al Times

Details of a Log Entry
+  Clicking anywhere on the row of a log record will display the details of the mail log.
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Mail Logs <]
Received 19.02.2015 11:28:32
Queue 1D T3944-1424336006- 660654
Message ID DdCc B3TOFTd9OEID2 484825229 3cal ! dD@lcco, com
Action @
Result CERTAMLY SPAR
Score 138.0
Sender velestl@ve comodo local  Add Email In Black List - "
Recipient{s) wetest! @ve comedo.local
RFC2822 Sender pmanacioi@icco.com
RFC2822 Recipient(s) velest @ve. comedo.local
Subject Laguna
[ 1010013232 Add Black LisE - '.
Location
Size 1586
Matched Profile Defauk Incoming Profie (defined by user: admin)
Details
LEelaved la
Mot spam Close

The details screen allows you to mark the mail log as 'Spam' or '‘Not spam' depending the mail category. You can also
add the sender, sending domain and IP to blacklist or whitelist.

«  To mark an email as 'Spam' or 'Not spam’, click the relevant button at the bottom of the screen.
The changes will be saved and mails from the sender will be applied the new settings by KoruMail.
+  To add the sender or domain to blacklist/whitelist, click the drop-down in the 'Sender' row.

HESUIT

Score 136.0

Sender vetestl@ve.comodo.local  Add Email In Black List Ej [j
Add Email In Black List

Recipient|s) vetestl@ve comodo. local | Add Email In White List

RFC2822 Sender gmanecis@tcco.com iﬂﬂ gg m::g :2 E,J,:ﬁz ILE

RFC2822 Recipient|s) vetestl@ve.comodo.local

Subject Laguna

P 1010013232 AddBlackList - [

+  Select the category from the options that you want to add the email and click the k] button beside it.

_ Save Close

- Enter the reason for changing the category and click 'Save'.
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The changes will be saved and mails from the sender will be applied the new settings by KoruMail.
+ To add the originating IP to blacklist/whitelist, click the drop-down in the 'IP' row.

Subject Laguna
P 1010013232 Add White List{( =) [ %
Add Black List
Location Add White List
Size 1586
Matched Profile Default Incoming Profile (defined by user: admin)
Details

+  Select the category from the options that you want to add the IP and click the k] button beside it.

IP Description

Save Close

«  Enter the reason for changing the category and click 'Save' .
The changes will be saved and mails from the IP will be applied the new settings by KoruMail.

You can view the previous or next record by click the '@ @ buttons at the top of a details screen.

10.2  SMTP Queue Report

The 'SMTP Queue' report shows details of mails that are queued for delivery.
«  Click 'Reports' > 'SMTP Queue' to open the reports interface.
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Choose Language |- English

|-
-
k..( KoruMail T masasies -
D o | equais io . Mesaages with local recipients
| | Search Messages with remote: i
: 1
recipents
b User Management Clear
Meszages wilh BOUNCes ]
+ System Messages with in preprocess O
» SMTP ;
Re-process queds Pagal |#1 100~ [Records per page
¥ Modul
g Subject & Date
v Profile Management L i Mon, 75
i .- | "eest@korumail.tk” “rest@korumaildemso.com” _'?r' 25 Jun 1.06 .
B431417 ctestPkorumail.tk> | stest@korumasildemos.com= TRt A s KB 2o
* Reports = : itz : +0000
Mail Logs Caopyright® 2008-2018 Comodo Group, Inc, A1 rights reserved
’ KoruMail name and g0 are irademarks of Comodo Groug, nc.
w Release: 6.7.0 cefbT8a
Cielwery Logs

SMTP-ALITH Logs
Summary Reports

Domain Reports
Afachment Verdict Repaoris

Crriginal Mail Reguasl List

v Ouwarantine & Archive

SMTP Queue Report - Table of Column Descriptions

Column Header Description
ID The identification number of the email queue that holds the status or message of the queue.
From Sender's email address
To Recipient's email address
Subject The content of the email subject line.
Date Date and time that the mail was sent
Size Size of the file in kilobytes
Action Delete the mail from the SMTP queue

At the top and bottom of the screen you have the option to set the number of records to be displayed per page.
Configure the number of records displayed per page
«  Click the 'Records per page' drop-down

|.I' 1| 100 |v |Reu:nr-|:ls per page

F‘ageh

Subject =

i
Pl
[1¢)

13 Nowv 2016

17:00:05 -0000 787 KB

failure notice

057- o 14 Nowv 2016

+  Select the number of records per page to be displayed from the options. The default is 100.
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«  Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate through the report.
Search Options

You can search for a particular record by using the search field at the upper left. Use the drop-down menus to specify
granular search criteria. This is similar to the advanced search option explained in the 'Mail Logs' section.

10.3  Delivery Logs Report

While 'Mails Logs' record all incoming and outgoing mail traffic, 'Delivery Logs' record only those mails accepted by
mail servers.

+  Click 'Reports' > 'Delivery Logs' to open the interface

s

Chocse Languagn |~ Lnghsh ﬂ

Delivery Logs

Search  Clear Advyiced ssarck
[T Farvtar [ Recipieris Tr

Bngal PATIED . Recrrde par page

L 18 07 DL4S bankorumai.th mehmebkonamel TL3.28,70.10 T30 0 LIZTINEI0N queueph TTIN4

] 2078 07 9r33 egl) e L T D mmm——— Borry, Aithug I babed 43 4 best-peefaesse 855 o & for that hust, £ n't in ey gee dessbese arsd domn o
£} 360852038 070054 te ki T . TLR.2A 015 S50 iuah Sender SAINeSeiETATy Gender

) 26061048 07:00:%4 imedkonimal. b mahmabBkoromal e T0354.T0. 154 554 Ragmcking muil mabsdwis orbars

25/09/2018 023312 teant korumal.be et korumaideme.cam Sorry, [ vman'k mbis to astebi® an SHTE conractan. (84,801

Sarmy [ = wn BHTR

vy, | b an AMTE L
Sy, [

OG04 28247019 tmm @ korumal.He e @ korumafdemo mm Samy, [wmank mbis i artsblis® an SHTE connacion. (#4.4.01

38 D2 m an SHTR

TWTHI018 194310 nBkoruma. e @ kanumaideme cam Szrry. [ wmank abis i snbmbla® an SHTE cznmecon. (S4.8.0)
T30A’I018 1747019 P korumal th e kcrumaidemo com Sorry, [ vean't able to astablo® an 3M7E moracson, (898,10
N L I e A 40 savy, © g i an AETE G e

i tegkonimai.th e kaumaideno.cam 2 an SHTF conreman. |

THADEAI008 13250 nBkorumal.tc @ karnumaidemo.cam Sarry, [ wmank mbis i anisblis® an SHTE conracion. {#4.4.1)
& E30ad201a 1304040 Sg) pestmmtengip- L7231 L0 143 we-canirsd- Looompaba. inbarnal Sermy, Mthough ' babed sa o beat-praferercm M3 or & for thak hoat. & lan't in =y ore detebecs wnd domen
(%] TH0AI018 15 AT st vyt L1509, 70, 1% 330 mvahd sander et B pty Sander
(] 5 DEFI0T8 1R 14Tt B i e e b s & TLR.ZA D 1F) 550 Redtineg ] e e W1 SO
) [2W0Era0id 13:63:53 eE([] peabmsenip- L7130 10 146, sc-canersl. o compuba. isbarmal Samy. Although 1'm labed sa & baat-pesfarsres 83 or & for thak hors, Ean't in oy aee deeshaes snd domsin e
O | =s08/2018 13:02:m1 g kzrumal. b TL2.24,70.094 draes:Empiy Sanzar
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0 3W0GI088 2:56:62 bee@konimalbe mahmabBkorumal g TLNEATO IS4 554 Ragmcting muil matsdwis corbant
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3 bt berurrea . b
(] At ko, he reverdy et b e v | FIERT RN
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Delivery Logs Report - Table of Column Descriptions

Column Header Description

Result The status of the mail processed by the mail server. The tool tip on hovering the mouse
cursor over an icon displays the action.

7 _ Success: Indicates the mail has been successfully delivered to the recipient.
&3 . permanent Error: Indicates the mail server failed to deliver the mail to the recipient.

“ - Temporary: Indicates it is temporary error and the server will try again to deliver.

Received Date and time KoruMail received the email.

Sender Email address information of the originator

Recipient(s) Email address information of the receiver

IP The network address of the system from where the mail was sent. The next column displays

the flag of the originating country.

Details Provides information such as the message ID and reasons for permanent and temporary
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At the top and bottom of the screen, you have the option to set the number of records to be displayed per page.
To configure the number of records to be displayed per page
+  Click the 'Records per page' drop-down

Page1 165 25 ecords per page | Mext Last

50
10.100.129.54 250 ok 1424260762 qp 21 100

100.129.54 250 ok 1424260537 gp 23250

mail.surmail.com

mail.surmail.com

+  Select the number of records per page to be displayed from the options.
«  Click the 'First', 'Previous', 'Next' and ‘Last' buttons to navigate to the respective pages.

Search Options

You can search for a particular record or records in the report by using simple or advanced search feature. This is
similar to the search option explained in the 'Mail Logs' section.

10.4  SMTP-AUTH Logs Report

The 'SMTP-AUTH Logs Report' contains logs of every SMTP client log-in that required authentication.
«  Click reports then 'SMTP-AUTH Logs' to open the interface.
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Choase Language |- F_flglell_ g
|+

L SMTP-AUTH Logs
!.( KoruMail | —

|
Date From (@
» User Management
Dale Ta || (i |
v System
Resull [-Choose-  «|
» SMITP
Sparch Clear
* Modules

Pagei _|." 100 - Records per page

¢ Profia Managemant

+ Reports Resuit
13.11.2016 21:39:09 121.76.122.172 e infa FAILED
Mai Logs 13.11.2016 21:38:50 121, 78,122,172 - rrichesl FAILED
SMTP Qeue 13110, 2016 21:35:41 121.78.122.172 b il FAILED
Diebvery Lacs 13.11.2016 21:33:02 121.7E.132.172 - robert FAILED
13112016 21:37:33 12178002072 e custamers FAILED
Saimnrnady Fepods 13112016 21:37:14 121,78.122.172 - rrvegl FAILED
Domaln Reports 13.11.2016 21:35:45 121.7E.122.172 - arder FAILED
sachmars verdict Heports 13102006 21:36:26 121, 78,122,172 e newsletier BILED
Original Mail Request List 13.11.2016 21:36:08 121.76.122.172 - postmastar FAILED
13.11.2016 21:35:59 171.76.172.172 e postgres FAILED
» Quaranting & Archive 13.1L.2016 21:35:50 121.78.122.172 - smep BILED
13.11.2016 21:35:31 121,78.122.172 - Epam FAILED
13.10.2016 21:35:12 121.76.172.172 e justin FAILED
13.11.2016 21:34:43 121.78.132.172 £ acmin FAILED
13112016 21:34:35 121,768.122.172 - Fax FAILED
13102016 21:34:16 121.76.122.172 - news FAILED
13.11.2016 21:14:05 70.79.71.184 -4 acministrator FAILED
13112016 13;22:58 37.59.241.228 il guest FAILED

SMTP-AUTH Logs Report - Table of Column Descriptions

Column Header Description

Result Indicates the status of the mail processed by SMTP mail server.
Success : Indicates that the SMTP client has logged in successfully
Failed: Indicates that the SMTP client login has failed

User The name of the SMTP mail client
IP The network address of the SMTP mail client
Date Date and time information of the event log

The 'Search' options allows you to search for a particular record or records based on the 'User', 'IP', 'Date From', 'Date
To' or 'Result’ of the authentication of SMTP client log-in.

SMTP-AUTH Logs

User [

P |
Date From [
DateTe|[ |
Result

Search Clear
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- To search for records based on the entries under 'User’, 'IP', 'Date From', 'Date To' or 'Result', enter the text or
number fully or partially in the field and click the 'Search’ button

- To refresh search, click 'Clear'.

10.5  Summary Reports

«  The 'Summary Reports' screen in KoruMail provides a comprehensive report of filtering results of mails for all
domains that are enrolled.

«  The summary report is available as pie chart, bar chart and table formats.
«  The tabs at the top of the interface allows to view and download the reports in graphical or table format.

«  The upper portion of the screen displays the report in pie chart format and is available for hourly, daily, weekly,
monthly, yearly and full from the time of installation.

«  The lower portion displays the results in bar chart format and is available on hourly, monthly and yearly basis.
To open the 'Summary Reports' interface

+  Click 'Reports' and then click 'Summary Reports'
summaw Repons Choase Language Im g

= ]
(e T T e [ T T = I

Feb 15, 2015 - Feb 19, 2015

WL - 1

HEADER fLVEE = &
[

AN = 61| o IL*(.‘:I;I’IH-H

\ .-Ll.ilﬂhllli:.u-‘\l =1 oK
SPAM
& VLS
LY REEET = 4 ® HEADER FILTER
I ® BLACKLET
S, O T » CERTAINLY SPAM
RELAT ERROR
® SPF REIECT
& PHEHING DETECTED

| RILAY EFRLE = 2
1 It ]

Mail distmbution progress

Total

08 03 10 L1 12 13 14 15 16 17 18 19 20 21 22 23 24
February, 2015 4-'5-
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You can view and download the reports in graphical as well as in table format.
+  Graphical Representation
+ Table Representation

To view and download the report in graphical format
+  Click the 'Mail Distribution' tab at the top

The results in pie chart format at the top and bar chart format at the bottom will be displayed.
«  To view the results for a particular period, click the relevant tabs at the top.

Pie Chart

(l This hour I Today I This week I This month I This year I All

Jan 1, 2015 - Feb 19, 2015

SPAM = &1 . HEADER FILTER = B
= 18

«  Click the desired period for which you want to view and download the report. The available periods are hourly,
daily, weekly, monthly, yearly and from the time of KoruMail installation.

e T T T T T

Feb 1, 2015 - Feb 19, 2015

SFF RENCT = 1
{1%

CORTABMLY S800 = 4 Mish#el DETLC TED
1t = 6B
TEMPORARY ERROA. |
=3
s

BACKUST = 14 f] o~ L
[T '

& QK
SPAM

@ HEADER FILTER

X 15 W BLACKLIST

OTHNG = 4 & TEMPORARY ERROR

= @& CERTAINLY SPAM
@ 5FF REJECT
® PHISHING DETECTED
@ PFROMOTIONAL EMAIL
COTHERS

¥ PROMOTIONAL EWAL

! -d

HEADEE FLTERL = &) )
{3

sl =51 |
pree

3

The different segments of the pie chart provides the details of the filtering results for the selected period such as mails
categorized as spam, phishing, blacklisted and so on.

)

+  To download the pie chart results, click the PDF icon
The pdf and xIs files wil be downloaded to the local folder.

Bar Chart
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+  Click the desired period for which you want to view and download the report in bar chart format. The available
periods are daily, monthly and yearly.

Mail distribution progress

The report for the selected period will be displayed.

Mail distribulion progress

Today This month This year

500
450
400 415
350
i -
=
= 250
200
&l
150
. 137
100
50 -
o LT T T T T T T T T
Jan Feb Mar Apr Mary Jum Jui Aug Sep [+14] Mo D

2015 S

The Y-axis displays the number of mails and X-axis displays the hours/days/months for the selected period.

«  To download the bar chart results, click the PDF icon ’b'
The pdf and xls files wil be downloaded to the local folder.

To view and download the report in table format
+  Click the 'Tables' tab at the top of the 'Summary Reports' screen.
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The report in table format is available for the periods hourly, daily, weekly, monthly, yearly and from the time of KoruMail
installation. You can also define a period and generate a custom report.

«  Click the desired period for which you want to view and download the report in table format.

Choose Langusge ,m
Summary Reports
l Mail distribution I Tables
[ This hour I Today I This Wik ] This manth I This year ] All l Custom Repons
Refresh
oK 138 44,8
PHISHING 68 22.1
SPAM 61 19.8
BLIST 14 4.5
|_ HEADER 8 2.7
C5PAM H 1.6
PROMOTIONAL 4 1.3
THMP ERR 3 o.10
SPF 3 0.10
ALY ERR 2 0.6
OTH 2 0.6

The report for the selected period will be displayed. The first column indicates the categorization of mails, the second
column displays the number for each category and the third column provides the results in percentage for each

category.

+  To download the report in PDF format, click the PDF icon )-

+  To download the report in XLS (spreadsheet) format, click the XLS icon ——
The pdf and xIs files will be downloaded to the local folder.

e

To generate a custom report in table format
+  Click the 'Custom Reports' tab at the top
The fields to select the 'From' and 'To' period will be displayed.
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Summary Reports et |7 S

T T T T To T I

Show records between selected dates

A B
o cowk L Pement(d)

There are no available records.

«  Click on the fields or calendar icon and select the period from the calendar.

Summary Reports

Mail distribution

[ This hour T Today T This week T This month T This year | All |

Show records between selected dates

| Show

= February, 2015 = :-:-

Sun Mon Tue Wed Thu Fri Sat

[+ 1 2 3 2 5 [+ T
i & 9 (10| 11|12 13
] 15| 16| 17 | 18 m 20 -
wvailable records.
9122 (23| 24| 25| 26| 27| 2B
10
1 2

Today

«  Click the 'Show' button after selecting the custom period.
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.-’/’--

T T T T To T

Show reécornds between selected dates

2015-01-01 [@ =z0150218 @ show
A B
S Comt pementtw) |

0K 552 63.7
PHISHING 143 i7.8
SPAM (3] 7.7
BLIST 14 1.7

|_ HEADER B b |
CSPAM 7 0.9
PROMOTIONAL 4 0.5
RLY ERR 4 0.5
SPF 3 0.4
TMP ERR 3 0.4
OTH 4 0.3

The report for the selected custom period will be displayed. The first column indicates the categorization of mails, the
second column displays the number for each category and the third column provides the results in percentage for each
category.

+  To download the custom report in PDF format, click the PDF icon ’é:' and click 'OK'" in the download dialogue
to save the report.

T,
«  To download the custom report in XLS (spreadsheet) format, click the XLS icon —— and click 'OK" in the
download dialogue to save the report.
+  To clear the custom period, click on the period fields or calendar icon and click the 'Clean’ button.

[ This hour | Today T This week I This month

Show records between selected dates

2015-01-01| 2015-02-19

January, 2015 o oX

Sun Mon Tue Wed Thu Fri Sat

10 26 | 29 | 30 n 2| 3

18 | 19 | 20 | 21 | 2| 23| 24

2/ 4|5|6|7|8|09]10
3|11 |12|13|14| 15| 16 1?-‘1:
4
5

25 | 26 | 27 | 28 | 29| 30 | 3

] 1 2 3 2 i i T

2N 5—EI'1—EI'1 Today -

CSPAM
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10.6  Domain Reports

The 'Domain Reports' interface contains detailed statistics and graphs about your monitored domains.

To open the interface
+  Click 'Reports' on the left then click 'Domains Reports":

|. Choose Languasge . |~ Enghsh | -
Sy CoMODO S Dﬂmaln Re pﬁrts : g
t__‘( Korumail Selact a domain name: | mal.postmaniic.nat - | Gat reporis!

¢ User Managament
L
3o [T T T T T I

¥ . SHITP
mail.postmanlle.net (Nov 1, 2016 - Nov 14, 2016)

CERTANLY 5234 - i

v Modules

¥ - Profiliz Management

TRIFIEATY F3ROE

* Reporls .:: P A e
z e
vz )
Mail Loga . _" ool
FROBARLE 5930 - 17 =14
EMTF Qusus i) GFAM
Dalrwmry Logs Em':;). PROSABLE 5PAM
Jainwry Logs # VIRLE

O
& TERPORARY ERROR

@ CEATAIHLY BFARK
W PROMOTIOHAL ERMAL

SHTP-AUTH Logs
Surmmaiy Rlepails

L R [
attgchmant Vardicl Reports

e

Original Mail Request Lsi

¥ CQuarantine & Archee

Mail disiribwiios progress

Thin mionlh Thin yooe Custivn Ruports

mail.postmanlic.net

Total

r SR B ANBELEAER

You can change the domain shown in the charts by using the drop-down menu at the top of the interface.
You can view and download the reports in graphical or table format.

+  Graphical Representation

+  Table Representation

Graphical Representation
Mail Distribution:
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The 'Mail Distribution’ chart categorizes mails sent/received on the specified domain according to mail category.
Categories include 'OK', 'Spam’, 'Probable Spam', 'Virus' etc. Use the tabs above the chart to change the time-period
covered by the chart. Choices include ‘Today', 'This Week', 'This Month', 'This Year' and 'All Time'.

Mail Distribution Progress:

The 'Mail Distribution Progress' bar chart shows how many mails of each category were sent/received on each day.
over a period of a month or a year.

«  To export the report to PDF, click the PDF icon ’ts' at the bottom-right of either of the two-chart types:
Tables:

The 'Tables' report displays the number of mails sent/received in each every mail category. The bar graph displays
‘Count' on the x-axis against the category of mails on the y-axis.

Domain Reports

Sakerd g Soman name. | mailpeglmanke.nal M Gat reports!

L i
[T T T To T

Refrash

A &)
L e pememi)

. o 12 42.6
PROMOTIONAL 52 19.8
] SPAM 43 16.3
=

g CERAM 35 13.3

50
PSFAM 1 4.2
25 THP ERR. 13 2.3
VIRUS 4 1.5

N A L
o PR

SPAM  CEPAM PEPAM T VIRLE

Mov 1, 2016 - Nov 14, 2016

B OK B PROMOTICNAL @ SPAM - GSFAM B PSFAM B TMF ERR B VIRUS

To generate a custom report in table format
+  Click the 'Custom Reports' tab at the top
The fields to select the 'From' and 'To' period will be displayed.
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,/ g

Domain Reports

Select a domain name: | mail postmanlic.net " | Get reports!

[ Mail distribution Tables

[ Today T This week T This month T This year T All T Custom F
Show records between selected dates

| @ | @ show

Hovember, 2016 >

Sun Mon Tue Wed Thu Fri Sat
45 | 30 | 3 1 2 3 4 5

45 9 | 1G] 11| 12

B | 7| &
47 1?“15 16 | 17 | 18 | 18
43 | 20 | 21 | 22| 23 | 24 | 25 | 26
49 [ 2T | 28 | 29 | 30
50
Today

8 05

+  Click on the fields or calendar icon and select the period from the calendar.
+  Click 'Show' after selecting the custom period.

Domain Reports

Skt 3 Soman name. | mailpoglmanic.nal M Gal reports!

L i
T T T To T

Refresh
MNov 1, 2016 - Nov 14, 2016
oK 112 42.6
e
PROMOTIONAL 52 19.8
] SPAM 43 16.3
=
g CERAM 35 13.3
50
PSFAM 11 4.2
25 THP ERR. 13 2.3
VIRUS 4 1.5
ot ' 1. w
oK ! SPAM  CEPAM PSPAM T VIRLS
o O 8 PROMOTIONAL @ SPAM - CSPAM M PSPAM & TMF ERR ® VIRUS

The report for the selected custom period will be displayed. The first column indicates the categorization of mails, the
second column displays the number for each category and the third column provides the results in percentage for each
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category.
+  To download the custom report in PDF format, click the PDF icon ’ts' and click 'OK'" in the download dialogue
to save the report.
T,

«  To download the custom report in XLS (spreadsheet) format, click the XLS icon ' and click 'OK" in the
download dialogue to save the report.

«  To clear the custom period, click on the period fields or calendar icon and click the 'Clean’ button.

[ This hour1 Today T This week I This month
Show records between selected dates

2015-01-01 2015-02-19
January, 2015

Sun Mon Tue Wed Thu Fri Sat

10 26 | 29 | 30 n 2| 3
f| 86| 9

- 2| 6

2

3 | 11| 12|13 | 14| 15| 16
4 118 |19 | 20 | 21 | 22| 23
3

25| 26| 27| 23 | 29| 30

& - . - A

2N 5—EI-1—EI-1 Today -

C=PAM

10.7  Attachment Verdict Reports

The 'Attachment Verdict Reports' interface contains all the email attachment files for which Korumail has returned a
verdict and the corresponding actions taken.

To open the interface
Click 'Reports' on the left then click 'Attachment Verdict Reports'.
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Choose Language | - Engl:sh|g
| =

~4 COMODO . Attachment Verdict Reports
k_( KoruMail | search  Ciear

®! File Hame O Subject ) Sender (J Recipentis)

¥+ Records per page

v User Managemenl

Recenved Subject | Sender Recipient|s) | File Mame | Action
¥ System
26/06/2018 14:47:08 | Test test@horumailtk  mehmet@korumeil tk MAM.ENE PASSED  Details
b SMTP e
Page1 1110 .« Records per page
r Modules

Copyright® 2008-2018 Comode Groug, he. All rights reserved
KoruMal name and logo are trademarks of Comodo Groug, ne
Release: 6.7.0.ce50T8a

¥ Profile Management

~ Reporis

Mail Logs

SMTF Queue

Delvery Logs
SMTF-ALITH Logs
Summarny Reports
Domaln Repots
Aftachment Verdict Reporis

Qriginal Mail Request Lest

v Quarantine & Archive

Attachment Verdict Report - Table of Column Descriptions

Column Header Description
Received Date and time of email received by KoruMail.
Subject Content in the 'Subject' line of the mails containing attachment.
Sender Email address information of the originator
Recipient(s) Domain name of the receiver
File Name File that is given a verdict.
Action Result of the valkyrie analysis verdict. For example 'Passed’ or 'Rejected’

To configure the number of records to be displayed per page
+  Click the 'Records per page' drop-down

Pagelt |r1{10 |+ |Records per page

- File Name
25

Pag 1|50 ecords per page
100

+  Select the number of records per page to be displayed from the options. The default is 10.
«  Click the 'First', 'Previous', 'Next' and 'Last' buttons to navigate through the report.

The 'Search' options allows you to search for a particular record or records based on the 'Filename', 'Subject’, 'Sender'
or 'Recipient(s)' of the file with verdict.
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To search for records based on the entries under 'Filename’, 'Subject’, 'Sender' or 'Recipient(s)' of the file with

verdict reports, click any one of the radio buttons and enter the text or number fully or partially in the text field
and then click the 'Search' button

«  Torefresh search, click ‘Clear'.

10.8  Original Mail Request Sent

The 'Original Mail Request Sent' section allows users to view original mails if containment feature is enabled.

Test
From test@korumailtk 2F
To mabmet Bkorumailtk L'
Date Tue 15:49
test

You can download your attachment test.pdf via the link.

You can request your original e—mai

Click the original email link in that email and fill the form displayed as a record.

B KoriMail

Original Mail Request

E-Mail"

+  Fill the form and send to admins for approval.

Shoms Larguege [ Eret E m
s COMODD = Original Mail Request List
E{ Korumail

M Madsdrers Weiek s Tr e Origew Mat | Crarnand
- L Mg |
" B

n ra o iriginad menal| =] ;
L < aincy & | foew™
- suTR

- M

S, §7 3 AT
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,/ =

The administrator will reply by clicking 'Accept’ or 'Reject’ against the request row in the 'New Mail Request'
section

Casess Lusguage B Erghin E u
Original Mail Request List

Trars noe ro Avakabis oo

Foacuat lp | i ks, Wik Wit Tos Baadl Crigina Masi | Comemant

FORITCAN S-S0 | FOMTOH B Eob e | T S ERA-ETT 700 | i | ool s | i conaad Finase: smd 7  crigieal snad | RELEASE ORI B ARSI | Cas ntuncs:

Admins can view the request result record listed in the 'Replied Mail Requests' section in the Original Mail Request List'
interface.

11 Quarantine & Archive

«  The 'Quarantine & Archive' sections allows administrators to configure the number of days that logs and
archived files should be retained in KoruMail.

+  Details of '‘Quarantine Logs' and 'Archived Mails' can also be viewed, category changed and records exported

to a CSV file.
Choose Language |~ English 1 Logout
|
E.- coMOoDO : Quarantine & Archive Settings
‘( KorUMa’l [ General ] E-mail Reports I Admin E-mail Reports _

Delivery Logs Deletad Time (maxto 729 g ]
b Usor Management days) " !

E-mall Logs Delated Time (max to 729 days)

» System B0
» SMTP Archive remove interval (max 729 days) ™ | 30
Attachment Verdict System record remave |
¢ Modules &
interval (Max 729 days) * ko
r Profile Management Quaranting rermaove intenal (max. 20 days)* | B
+ Reports Cruration af storage of oniginal mail and
attachments on server Must be between 1 |10
~ Quarantine & Archive and 3§0. *

Cruarantine Webmail authentication type | |Local DB -~
Cuarantine & Archive Settings

. Save
Quarantine Logs
Archived Mzils
Copyright® 2006-2013 Comods Group, Ine. A1 rights reserved

KonuMal nama and loge ara tredemarks of Comodo Groun, Nc.
Release &7 0.ce8t78a

Click the following links for more details:
+  Quarantine & Archive Settings
+ Quarantine Logs
+  Archived Mails
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11.1  Quarantine & Archive Settings

+  The 'Quarantine & Archive Settings' interface allows administrators to set the period to retain 'Mail Logs',
‘Archived Mails' and 'Quarantine Logs' in KoruMail.

«  You can also set the method of user authentication for accessing their quarantined email at 'Quarantine
Webmail' interface.

+  Admins can also create a mail template that is sent to users as notification to access their quarantined mails.
To open the interface,

+  Click 'Quarantine & Archive' and then click '‘Quarantine & Archive Settings'

Choose Language |- English g
| 4=

k..( cOMODO Quarantine & Archive Settings

Korumail [ General ] E-mail Reports I Admin E-mail Reports _

Delivery Logs Deletad Time (maxlo 729 g ]

b Uszer Management days)* |*
E-mail Logs Delated Time (max to 728 days)
v Syatem B . | B0
b SMTR Archive remove interval (max 729 days) ™ | [0
Attachment Verdict System record remave | |
+ Modules !
interval (Max 729 days) * &0
¢ Profile Management Quaranling rermaove inlanal (max. 20 days)* | B
» Repors Duration of storage of original mail and
altachments on server Must be between 1 |10
~ Quarantine & Archive and 380, *

Cuarantine Webmail authentication type | | Local DB -~
Cuuarantine & Archive Settings

Save
Quarantine Logs

Archived Mails

Copyrightl 2006-2018 Comodo Group, Inc. Al righis reserved
KonuMal nama and logo ara trademarks of Comodo Groud, nc.
Release 8.7 0.cebtT8a

Click the following links for more details:
+ Quarantine & Archive General Settings
- Email Reports Settings
+  Admin Email Reports Settings

11.1.1 Quarantine & Archive General Settings

«  The 'General' tab in 'Quarantine & Archive Settings' allows administrators to set the period to retain ‘Mail
Logs', 'Archived Mails' and 'Quarantine Logs' in KoruMail.

«  Admins can also set the method of user authentication for users who access their quarantined emails at
'Quarantined Webmail' interface.

To open the interface,
«  Click the 'General' tab in the 'Quarantine & Archive' screen
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Quarantine & Archive Settings

Delivery Logs Deleted Time (maxto 729 |50 |
days)*

E-mail Logs Deleted Time (max ta 729 days) |EU |

Archive remove interval (max. 729 days)* | [30 |

Attachment Verdict System record remaove

interval (Max 729 days) * |6[J l

Quarantine remave interval {max. 30 days)* | [5 |

Duration of storage of original mail and
attachments on serverMust be between 1| [10 |
and 360.*

Quarantine Webmail authentication type || Local DB~

Save

Quarantine & Archive General Settings - Table of Parameters

Parameter Description
Delivery Logs Deleted Enter the number of days for which the delivery logs will be retained. The maximum
Time period is729 days. See 'Delivery Logs Report' for more details

E-mail Logs Deleted Time | Enter the number of days for which the email logs will be retained. The maximum
period is 729 days. See 'Mail Logs Report' for more details.

Archive remove interval | Enter the number of days for which the archived mail records will be retained. The
maximum period is 729 days. See 'Archived Mails' for more details.

Attachment Verdict Enter the number of days for which the Attachment verdict records will be retained. The
System record remove maximum period is 729 days. See 'Attachment Verdict System' for more details.
Interval
Quarantine remove Enter the number of days after which the '‘Quarantined Logs' will be removed. The
interval maximum period that can be set is 30 days. See 'Quarantine Logs' for more details.
Duration of storage of This setting pertains to Containment. Specify the number of days that emails including
original mail and attachments should be retained on the KoruMail server. The period should be between
attachments on server. 1 and 360 days. Original emails and contained attachments are deleted after this
period.
Quarantine Webmail Select the user authentication type from the option for users that access the Webmail
authentication type interface to check their quarantined mails.

+  Click 'Save' to apply your changes.
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11.1.2 Email Reports Settings

«  KoruMail allows users to access their quarantined emails via a separate web based quarantine page that
contains all their quarantined messages.

«  The 'Email Report' section allows admins to configure the URL of the 'Quarantine Webmail' page, the email
notification subject line, from address, mail message template and the days and time the email should be sent
to users.

+  Please note the users should be added in '‘Quarantine Webmail Users' and password set for them to access
the 'Quarantine Webmail' page.

«  The 'Send daily quarantine report to recipients' check box should also be enabled in the 'Archive And
Quarantine' tab of the profile if applied to the users.

+  Quarantine report is sent only for the following mail types:
«  Spam
+  Probable spam
+  RFC blacklist
«  Promotional mails
To open the 'E-mail Reports' interface,

+  Click the 'E-mail Reports' tab in the 'Quarantine & Archive' screen.

o ]
Quarantine & Archive Settings
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h {lostsice: 100%, ]
-mail | font-waight bold; ]
Mall Temolats 1T (0T S0a0eng 30K 2P
#lis: thead | baghground-arlor SBAAEAR: oolor ¥FFFFFF. |
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Quarantine & Archive - E-mail Reports Settings - Table of Parameters

Parameter Description

Mail Subject Enter the content for subject line for the automated email report
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Mail From Enter the address from which the email reports will be sent

Base URL Enter URL of 'Quarantine Webmail' page that users should access to view their
quarantined emails

Mail Template The message body of the mail.

Days to Send Select the day(s) when you want to send the email notifications

Send Hour Select the hour of the day to send the email notifications for the selected days.

«  Click 'Default' to restore the settings to default values.
«  Click 'Preview' button to view the mail that will be sent to users

Quarantine Mail Preview

"""' COMODO
!.( KoruMail
Hedo user@domain.com,

About this email This emai was sent by Kerumai becasse your administrator has scheduled systam to send you quarantine reports periodically. In order to
recense 3 quarantined mal, you can click Release § Birak link or button

Click here 1o access the web based quaranting page which contains your all guaranting messages.

I(arantmanlzdakl ogeler ! Your Quarantine items
Release Brak 21319—06-2‘ 04:15:10 PM userm:imaln cam Prevlew sul:uect CERTNHL‘-’ SPAM
Release f Birak 200159-06-25 04:15:10 PN usen@domain.com Second subject CERTAINLY SPAM

Korulai Messaging Gateway
Tast

Recipient || Send

Close

To test if the mails are delivered successfully, enter the user's email address in the 'Recipient’ field and
click 'Send'

+  Click 'Close' to return to the 'E-mail Reports' interface.
+  Click 'Save' to apply your changes.

11.1.3 Admin Email Reports Settings

KoruMail allows administrators to access all quarantined emails via a separate web based quarantine page
that contains all their quarantined messages.

The 'Admin Email Reports' section allows admins to configure the URL of the 'Quarantine Webmail' page, the

email notification subject line, from address, to address mail message template and the days and time the
email should be sent to users.

To open the 'Admin E-mail Reports' interface,

+  Click 'Quarantine & Archive Settings' > 'Admin E-mail Reports' tab in the 'Quarantine & Archive' screen.
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,/ =

Choose Language m
Quarantine & Archive Settings

Mail Subject | |[E-mail Quarantine Re]

Mail From | [korumail@ip-172-21-1

Mail Ta || |

Base URL | |https:tip-172-31-18-1]

Mail Template

Monday Tuesday Wednesday Thursday Friday Saturday Sunday

01:00
02:00
03:00
04:00
 05:00 |
06:00
07:00
08:00
09:00
11:00
12:00
13.00
14:00
16:00
17:00
18:00
19:00
21:00
22:00
23:00

Days To Send

Send Hour

Save

Quarantine & Archive - Admin E-mail Reports Settings - Table of Parameters

Parameter Description

Mail Subject Enter the content for subject line for the automated email report
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Mail From Enter the address from which the email reports will be sent

Mail To Enter the administrator's email address at which the email reports will be received

Base URL Enter URL of 'Quarantine Webmail' page that users should access to view their
quarantined emails

Mail Template The message body of the mail.

Days to Send Select the day(s) when you want to send the email notifications

Send Hour Select the hour of the day to send the email notifications for the selected days.

«  Click 'Save' to apply your changes.

11.2  Quarantine Logs

«  The 'Quarantine Logs' interface displays the log records of all quarantined mails.

«  The number of days the logs are stored depends on the settings configured in the 'Quarantine & Archive
General Settings' screen.

«  The interface allows administrators to take actions such as to delete, mark as not spam and more.
To open the interface,
+  Click 'Quarantine & Archive' > 'Quarantine Logs'

~ comoon " Quarantine Logs [ o]
B{ KoruMail C

Seaich  Ueal  Schonced searsy

+ Lz Managasvan

b SySiEm

v SMTR

SR IEHT BT O

Lt chataTind

FENNEEEEEEEEEEEEEEEEE

Quarantine Logs - Table of Column Descriptions

Column Header

Description

Icon Status of action for the mail applied by KoruMail after the filtering process. Placing your
mouse cursor over an icon will show a description of the action.

“ - Relayed: Indicates the mail has successfully passed the filtering process and user
verified.

@ . Rejected: Indicates the mail is rejected by KoruMail after the filtering process and reject
message sent to the sender mail server.

3 . Discarded: Indicates the mail is quarantined
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Subject The content in the 'Subject’ line of the mails

Result The verdict on a emalil after filtering process. For example, 'CSPAM' means KoruMail found
the mail was 'Certainly Spam'.

Received Date and time of email was received by KoruMail

Sender Email address information of the originator

Recipient(s) Email address information of the receiver

IP The network address of the system from where the mail was sent.

Details Reason why a mail is quarantined and spam score if it is marked as spam.

At the top and bottom of the screen, you have the option to set the number of records to be displayed per page and
take desired actions such as delete, mark as not spam and so on.

To configure the number of records to be displayed per page
«  Click the 'Records per page' drop-down

comodo.com 127.0.0.1

comodo.com 127.0.0.1 St
comodo.com 127.0.0.1 St
cmodo.com 127.0.0.1

+  Select the number of records per page to be displayed from the options.

+  Click the 'First', 'Previous', 'Next' and ‘Last' buttons to navigate to the respective pages.
To act on log entries

«  Click the 'Actions' drop-down
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Quarantine Logs

[l Subject ] =sender [ Recipients
P
Actions ~|) Do!
Actions
I Delete
Mark Az Not Spam
Mark A= Spam

Resend message(s) to the recipient(s)
MOT SPAM + rezend to the recipient(s)
Download selected entries

Save As C3W

[TT%# [ sPAM]Ifailure notice SPAM

""" | | %# |[1 spaMIfailure notice SpPAM
SPAM Jfailure notice SPAM

+  Select the desired action from the drop-down and click the 'Do' button

Search Options

You can search for a particular record or records in the quarantine log by using simple or advanced search feature.
+  Simple Search
+ Advanced Search

Simple Search

The simple search options allows you to search for a particular record or records based on 'Subject’, 'Sender’,
'Recipients' and / or 'IP' details only.

Quarantine Logs

Search Clear = Advanced search
[ subject [ sender ] Recipients O e

Actions - D!

- To search for records based on the entries under 'Subject’, 'Sender', 'Recipients' and / or 'IP' columns, enter
the text or number fully or partially in the field and click the 'Search' button

- To search for records based on the entries under a particular column or columns, select the respective check
boxes, enter the text or number fully or partially in the field and click the the 'Search' button. For example, if
you want to search for a particular record for sender and recipients, select the 'Sender' and 'Recipients' check
boxes, enter the text fully or partially in the field and click the 'Search' button.

Advanced Search
The 'Advanced Search' option allows you a more granular search by including rules and filters.
+  Click the 'Advanced Search' link at the top of the screen.
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Quarantine Logs

Search Clear ( Advanced search
[ subject ] sender ] Recipients O e

& ctions - Dot Page1

The 'Advanced Search' option will be displayed.

Quarantine Logs

Search Clear Advanced search
] subject ] sender | Recipients e

Subject » COMTAING - +

Sedarch Clear

The first drop-down contains the column headers that can be selected for an advanced search.

Quarantine Logs

Search Clear
[ subject ] sender ] Recipients e

Subject | | CONTAING - *

From Address
To Address
Remate IP
Actian
Result
Received

Sedrch Cle

~ Dot
S oo

*| biseyler biseylar PHISHING! 27.02.201 159

o
o

The second column contains the condition for a search, which depends on the item selected in the first column and
text/number entered or options selected in the third column.
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Quarantine Logs

Search Clear Adv:

] subject ] sender ] Recipients O e

Subject ~ CONTAINS |+ +
EQUALS
MOTEQUALS Search Clear
NOTCONTAINS

Actions - Dot

The third column allows you to enter the text/number or select from the options depending on the selection in the first
column. For example, choosing 'Subject’, 'From Address' or 'Remote IP" allows you to enter the text in the third column

Quarantine Logs

Search Clear ' Advan
[ subject ] sender "] Recipients ] e

Subject * COMTAINS  Important +

Search Cle

If you select 'Action’ or 'Result' in the first column, then further options can be selected from the third column.

Quarantine Logs

Search Clear = Adv

[] subject [] sender ] Recipients e
Action - EQUALS  ~ DELAYED |+ .
AND ~ Received ~ EQUALS ~  DISCARDED +
PASSED
REJECTED Search Clear

T Nyl

If you select 'Received' in the first column, then you can enter a date or select from the calendar.
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Quarantine Logs

Search Cle
[ subject [7] sender | Recipients [ e

Received * EQLUALS -

Sun Mon Tue Wed Thu Fri Sat

10| 1 n 3 2 5| 6 T
Actions
8 5 -

1 10| 11| 12| 13

n. SLlEE 12,15 | 16| 17 | 18 | 19 | 20

‘| biseyler biseyler
—— 13|22 | 23 |24 | 25 | 26 | 27
) 14| 29 | 30 | 31
.15
Today
. . . + .
You can add more filters by clicking for narrowing down your search.
Quarantine Logs
Search Clear Advanced sea
[7] subject [} sender "] Recipients O e
Subject « EQUALS » important -
AMD - From Address - MNOTEQUALS - i
OR  » ToAddress * EQUALS - -
AMD - Remote P * COMNTAIMNS - i
OR - Action * EQUALS - DELAYED - i
AMD -~ Result + EOQUALS - ANTISPOOFING REJECT - i
AND | » | Received » EQUALS - +
OR Search Clear
Actions - Do
You can remove a filter by clicking the ~ button beside it.

You can create a filter rule by selecting 'AND' or 'OR' option beside each of the added filter.
+  Click 'Clear' to remove the advanced search rules.
+  Click 'Search’ to start the search per the filter rule.
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The items will be searched for in the ascending order and results displayed.

+  Toremove the advanced search field, click the 'Advanced search'’ link again.
Administrators can filter results on monthly basis. The filters available are 'Last Month', 'Last 2 Months', 'Last 3 Months',
‘Last 6 Months' and All Times.

- To view the results of the last month, click the 'Last Month' radio button.

® LastMonth ) Last2?Monthe O Last3 Monthe () Last6 Monthe O Al Times

Details of a Log Entry
«  Clicking anywhere on the row of a log record will display the details of the quarantined mail log.

RFC2822 Sender
RFC2822 Recipient(s)
Subject

[

Mail Logs <]
Received 27.02.2015 11:55:38
Queus ID T5605-1425030022-T81773
Mez=zage 1D 0150227085522 TE604 surgateq@surgategw. comodo.com
Action (X ]
Result PHISHMNG DETECTED
Score -10.0
Sender surgate@dsurgategw.an office.comodo.net  Add Email in Black List - j‘
Recipienti|s) fiatlienai@gmai.com

surgate@surgategw.an.office comodo.net
fiatiena@gmai.com

Surgale Dip Nolify

127001 AddBlackList - |W

Location

Size 487

Matched Profile Defaul Incoming Profile (defined by user: admin)

Details Wailis a phishing altack according fo Surgate Phishing Module
] | Hn

Downiegd  Forward

Resend as attachment Spam Close

The details screen allows you to mark the mail log as 'Spam' or '‘Not spam' depending the mail category. You can also

add the sender, sending domain and IP to blacklist or whitelist, forward, resend and resend as attachment.

«  To mark an email as 'Spam' or 'Not spam’, click the relevant button at the bottom of the screen.

The changes will be saved and mails from the sender will be applied the new settings by KoruMail.

+  To forward the mail, click the 'Forward" button, enter the mail ID in the 'Email Forward' dialog and click the

'Send' button.

E-mail Forward

E-mail :

Send Close

+  Click the 'Resend" button to send the mail again.
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+  Click the 'Resend as attachment' button to send the mail as an attachment.
« To save the log record to your computer, click the 'Download' link and save the mail record.
+  To add the sender or domain to blacklist/whitelist, click the drop-down in the 'Sender' row.

HESUIT

Score 136.0

Sender vetest!@ve comodo.local  Add Email In Black List - [3'
Add Email In Black List

Recipient(s) vetestl@wve.comodo.local | Add Email In White List

RFC2822 Sender gmanecis@tcco.com :33 ggm::z :2 E,J,T_Iﬁ; tl';tt

RFC2822 Recipient(s) vetest!@ve.comodo. local

Subject Laguna

P 10.100.132.32 Add Black List ~ |

+  Select the category from the options that you want to add the email and click the k] button beside it.

_ Save Close

- Enter the reason for changing the category and click the 'Save' button.
The changes will be saved and mails from the sender will be applied the new settings by KoruMail.
+ To add the originating IP to blacklist/whitelist, click the drop-down in the 'IP' row.

Subject Laguna
P 1010013232 Add White List{(= ) [ %
: Add Black List
Location Add White List
Size 1586
Matched Profile Default Incoming Profile (defined by user. admin}
Details

«  Select the category from the options that you want to add the IP and click the k] button beside it.

_ Save Close

«  Enter the reason for changing the category and click the 'Save' button.
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The changes will be saved and mails from the IP will be applied the new settings by KoruMail.

You can view the previous or next record by click the 'ﬁ @ buttons at the top of a details screen.

11.3  Archived Mails

«  The 'Archived Mails' interface displays the log records of all archived mails.

«  The number of days the logs are stored depends on the settings configured in the 'Quarantine & Archive
General Settings' screen.

«  The interface allows administrators to take actions such as to delete, mark as spam, mark as not spam and
more.

To open the 'Archived Mails' interface,
«  Click '‘Quarantine & Archive' then 'Archived Mails'

| '

tz cOMODO Archived Mails
ruMail
I ;
K M | | Search Clear = = = -
. n al T e | ® st Domz Comwa TDse O om
Agvpnced Eearch
F - Wt Horéhs Uonths Honths. Times
1 sueat ] sender [ Aecapiems Oe
» ksar Managemeni =
| actians =i Do 11| 250 - Records per page
v Sysiem B =
Redipienia)
B AEE [ = |Tes o 10,07 3m1A 10:11:37 P ——— [ T— [T E—— 713.14.70.194 [=]
» Modules | actians. < Dol Fapsl 11250 [Reconds per page

& Profile Mansgemes
COpFnghis M06-711E Combas Grous, he A1 Ngils ressned
& Raporis Koriblisd rame and g0 are Wademans of Cimids Oraup. e
Febzpss 6.7 Qcedhida
= (uaranbme L Archwe

Cuaranbine & Arcteee Selings

Chuaranline Lags

Archived Mails - Table of Column Descriptions

Column Header Description

Icon Indicates the status of action for the mail applied by KoruMail after the filtering process.
Placing your mouse cursor over an icon will show a description of the action.

“” - Relayed: Indicates the mail has successfully passed the filtering process and user
verified.

@ . Rejected: Indicates the mail is rejected by KoruMail after the filtering process and reject
message sent to the sender mail server.

3 . Discarded: Indicates the mail is quarantined

Subject The content in the 'Subject' line of the mails

Result The verdict on an mail after the filtering process.

Received Date and time Korumail received the email

Sender Email address information of the originator

Recipient(s) Email address information of the receiver

IP The network address of the system from where the mail was sent.

Details Reason why a mail is quarantined and spam score if it is marked as spam.
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At the top and bottom of the screen, you have the option to set the number of records to be displayed per page and
take desired actions such as delete, mark as not spam and so on.

To configure the number of records to be displayed per page
«  Click the 'Records per page' drop-down

Page1 R 25‘

10.100.145.58
10.100.145.58

a phishing
a phishing
1i0.100.132.32

g e

«  Select the number of records per page to be displayed from the options.
«  Click the 'First', 'Previous', 'Next' and ‘Last' buttons to navigate to the respective pages.

To act on log entries
+  Click the 'Actions' drop-down

Archived Mails

:| Subject D Sender |:| Recipients

A

Actions

I Delete

Mark Az Mot Spam o
Mark As Spam PHISHINC
Rezend message(s) to the recipient(s) PHISHIM
NOT SPAM + resend to the recipient(s) C oK
Download selected entries
Save As CSV c| oK

[T %#7 attachment test oK

D % | [everyone] Comodo: News You C| OK

)

[everyone] Comod

01 News oL

«  Select the desired action from the drop-down and click the 'Do" button

Search Options

You can search for a particular record or records in the quarantine log by using simple or advanced search feature.
+  Simple Search
+ Advanced Search
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Simple Search

The simple search options allows you to search for a particular record or records based on 'Subject’, 'Sender’,
‘Recipients' and / or 'IP' details only.

Archived Mails

Search Clear Advanced search
[ subject ] sender ] Recipients O e

Actions ~ Do Page

+  To search for records based on the entries under 'Subject’, 'Sender, 'Recipients' and / or 'IP' columns, enter
the text or number fully or partially in the field and click the 'Search' button

«  To search for records based on the entries under a particular column or columns, select the respective check
boxes, enter the text or number fully or partially in the field and click the the 'Search' button. For example, if
you want to search for a particular record for sender and recipients, select the 'Sender’ and 'Recipients’ check
boxes, enter the text fully or partially in the field and click the 'Search' button.

Advanced Search

The 'Advanced Search' option allows you a more granular search by including rules and filters.
+  Click the 'Advanced Search' link at the top of the screen.

Archived Mails

Search Clear{ Advanced search

Actions ~ Do Page

] subject [] sender ] Recipients O e

The 'Advanced Search' option will be displayed.

Archived Mails

Search Clear Advanced search

] subject [} sender ] Recipients O e

Subject ~ COMNTAIMS - +

Search Clear

The first drop-down contains the column headers that can be selected for an advanced search.
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D Subject D Sender

Subject |~ | cONTAINS

From Address
To Address
Remauote IP
Action
Result
Received

D Recipientz

-

Subject
D %" biseyler biseyler

Ed? L

The second column contains the condition for a search, which depends on the item selected in the first column and
text/number entered or options selected in the third column.

Archived Mails

Search
Subject ] sender ] Recipients [ e
Subject v CONTAINS |- -
EQUALS
MNOTEQUALS Sea
MOTCONTAING
Actions - Dot

The third column allows you to enter the text/number or select from the options depending on the selection in the first
column. For example, choosing 'Subject’, 'From Address' or 'Remote IP" allows you to enter the text in the third column

Archived Mails

Search Clear ' Advanced seal
] subject ] sender ] Recipients O e
Subject ~ CONTAINS ~ important] +
Search Clear

Actions

%)

If you select 'Action’ or 'Result' in the first column, then further options can be selected from the third column.
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.-’/’--

Archived Mails

Search Clear
7] subject 7] sender "] Recipients e

Action ~ EQUALS ~ DELAYED |=| 2

AMD  Received » EQUALS ¥ DISCARDED %

PASSED
REJECTED Search Clear

If you select 'Received' in the first column, then you can enter a date or select from the calendar.

Archived Mails

Search Ci
[7] subject ] sender "] Recipients [ e

Received - ECLUALS -
March, 2015

Sun Mon Tue Wed Thu Fri Sat

100 1 n 3 4 5| 6 7
Actions
B ] 4

1 10| 11| 12|13

n. e 12115 16| 17 | 12| 19 | 20

| biseyler bizeyler

isaylar Lisayl 13 (22|23 | 24 | 25| 26 | 27
biseyler izaylar
= e M 14 23 3,|:| 31 " .
i 19 5 E T : % 10 L L

You can add more filters by clicking " for narrowing down your search.

Comodo KoruMail - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 274



e

Comodo KoruMail - Adm/i,njstrat’dfél]:iaé comMoDo

Creating Trust Online®

Archived Mails

Search Clear Advanced search

[ subject ] senger "] Recipients e
Subject * EOUALS » important &
AMD « From Address - EQUALS - i

OR  ~ ToAddress ~ MOTEQUALS

1

AND v RemotelP  » EQUALS - ;

AND ~ Action - EQUALS  ~ DELAYED ~ :

AND + Result » EQUALS  ~ ANTISPOOFINGREJECT + -

AND [+ | Received » EQUALS = *
E Search Clear
Actions ~ Dol

Mail Logs

Search Clear Advanced search

] subject 7] sender "] Rmecipients Ol w

Subject * CONTAIMNS - |Important -
AMD - From Address - EQUALS - -
OR - ToAddress » MNOTEQUALS - -
AMD - Hemote IP * MNOTCOMTAINS - -
AMD - Action * EQUALS - DELASYED - -
AMD - Result » EQUALS *  ANTISPOOFING REJECT - -
AND Received » EQUALS - 18f2115 +

OR Search Clear

You can remove a filter by clicking the ~ button beside it.
You can create a filter rule by selecting 'AND" or 'OR' option beside each of the added filter.
+  Click 'Clear' to remove the advanced search rules.
«  Click 'Search' to start the search per the filter rule.
The items will be searched for in the ascending order and results displayed.
- To remove the advanced search field, click the 'Advanced search' link again.
Administrators can filter results on monthly basis. The filters available are 'Last Month', 'Last 2 Months', 'Last 3 Months',
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'Last 6 Months' and All Times.

«  To view the results of the last month, click the 'Last Month' radio button.

® LastMonth () Last2Monthe () Last3 Monthe () Last& Monthe () Al Times

Details of a Log Entry
+  Clicking anywhere on the row of a log record will display the details of the archived mail log.

Mail Logs —

Received 27.02.2015 16:43:03

Queus ID TSR45-1425048182-561655

Message 1D E4F0Ea221. 2020806 comodo. com

Action (X ]

Result PHISHMNG DETECTED

Score 0.0

Sender vetest| @ve comodo local  Add Email in Black List =~ - j
Recipientis) wveiest] @ve.comodo local

RFC2822 Sender esra.caglar@comodo.com

RFC2822 Recipient(s) velest] @ve.comodo local

Subject Newss
P 10.100.132.32 Add BlackList ~ |
Location:
Size 1180
Matched Profile Defauk Incoming Profile (defined by user: admin)
Details Mail is a phishing attack according o Surgate Phishing Modulks
el Ta } Hn
Downigad  Forward Resend Resend as attachment Spam Close

The details screen allows you to mark the mail log as 'Spam' or '‘Not spam' depending the mail category. You can also
add the sender, sending domain and IP to blacklist or whitelist, forward, resend and resend as attachment.

«  Tomark an email as 'Spam' or ‘Not spam’, click the relevant button at the bottom of the screen.
The changes will be saved and mails from the sender will be applied the new settings by KoruMail.
+  To forward the mail, click 'Forward', enter the mail ID in the 'Email Forward' dialog and click 'Send'".

E-mail Forward

E-mail :
Send Close
+  Click 'Resend' to send the mail again.

+  Click 'Resend as attachment' to send the mail as an attachment.
«  To save the log record to your computer, click the 'Download' link and save the mail record.
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«  To add the sender or domain to blacklist/whitelist, click the drop-down in the 'Sender’ row.

Score 0.0
Sender vetest1@ve.comodo.local  Add Email In Black List Ij'
Add Email In Black List
Recipient(s) vetestl@ve.comodo.local | Add Email In White List
Add Domain In Black List
RFC2822 Sender esra.caglarg@comodo.com Add Domain In White List
RFC2822 Recipient(s) vetest1@wve. comodo.local
Subject Newss

A A M A o

«  Select the category from the options that you want to add the email and click the L] button beside it.

_ Save Close

«  Enter the reason for changing the category and click the 'Save' button.
The changes will be saved and mails from the sender will be applied the new settings by KoruMail.
+ To add the originating IP to blacklist/whitelist, click the drop-down in the 'IP' row.

RFC2822 Recipient(s) etest1@ve. comodo.loc

Subject Mewss

P 10.100.132.32  Add Black List{(~ [)[%
Location:

size 1160

- Select the category from the options that you want to add the IP and click the L] button beside it.

IP Description

Save Close

- Enter the reason for changing the category and click the 'Save' button.
The changes will be saved and mails from the IP will be applied the new settings by KoruMail.

You can view the previous or next record by click the '@ @" buttons at the top of a details screen.
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Comodo KoruMail Editions - Table Description

KoruMail Features Free Edition Pro Edition
Data Loss Prevention (DLP) x v
Auto Whitelisting 4 v
Set independent policies for incoming and v 4
outgoing mail
IPv6 Support v v
E-mail Archiving and Quarantine x v
SMTP IPS/firewall v v
Full Antispam and antivirus filtering 4 4
Antivirus Scanning (Comodo AV and 4 v
Valkyrie integrations)
Intelligently learns and adapts to new v v
spam techniques
Quickly analyze and composes spam 4 v
signatures especially for promotional
mails
User authentication (LDAP, Active v v
Directory, MySQL, and LocalDB)
Set email attachment size limits
Multiple administrative tiers and
permissions
Syslog & SNMP Support (Simple network v v
management Protocol)
Domain Keys antispoofing network v 4
technology (DKIM)
Korumail Reputation Network (KRN) 4
Auto Back-up for Remote Server x
E-mail, IP or Domain-dased Limited to 10 domains
Whitelist/Blacklist
Banner and plugin filter x
Sent E-mail limitation based on user 4
name and domain
Recipient control through LDAP. Active 4 v
Directory, MySQL, and local databases
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Identification of various connection ports 4 4
based on recipient's domains

Blocking invalid e-mail recipients and v v
senders

Preventing Dos Attacks

Unlimited number of admins with different
Authorization Levels

Delegation of management based on x v
domains

Generation of domain an e-mail based v v
policies

Saving all archived mails into disk or x v
redirecting them to another e-mail
address

Daily quarantine report

Instant controlling of quarantine e-mails
through web interface

Reverse DNS Control v v
Filtering Sent Mails 4 v
Reporting in graphics and table formats v v
Support directly from Comodo support x 4
teams

Containment x

Office 365 Support x
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network and
endpoint with innovative technologies solving the most advanced malware threats. With over 80 million installations of
its threat prevention products, Comodo provides an extensive suite of endpoint, website and network security products
for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches and
internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative cybersecurity
platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity platform enables
customers to protect their systems and data against even military-grade threats, including zero-day attacks. Based in
Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive data for both
businesses and consumers globally. For more information, visit comodo.com or our blog. You can also follow us on
Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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