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1.CMDM Setup

This document is intended to take administrators through the initial setup and configuration of Comodo Mobile Device Manager
(CMDM). Before installing the application, administrators first need to obtain trusted SSL certificate(s) for two URLs — the front-

end and back-end locations upon which they intend to host the solution. Comodo provide these fully trusted certificate(s) free of
charge and administrators have the option of two separate certificates or a single wildcard depending on whether the two URLs
are hosted on different domains or the same domain.

After signing up for Comodo Mobile Device Manager (CMDM), you will receive a confirmation mail containing a link to download
the setup file. Please do not run this setup file yet, though, as there are a few vital steps you need to take before your
environment is ready for the application to be installed.

1.1.System Requirements

Server Hardware

e Windows 64 bit system

e Processor — 2 GHz 64 bit processor

e Memory — 1 GB RAM minimum (recommended 2-16 GB)
*  Hard Disk - 20 GB

Server Software

e Operating System

The following operating systems are supported:

¢ Windows Server 2008 R2
¢ Windows Server 2012

Other Requirements

By default, the CMDM server requires:
e TCP Port 443 open for inbound connections to Administrative console.
e TCP Port 444 open tor inbound connections from devices.
«  Valid DNS records for frontend and backend addresses.
«  Valid SSL certificates for both frontend and backend domain names.

*  Apple Push Certificate and key for Apple Push service. Refer to Step 7 — Adding Apple Push Notification
Certificate for details.

e Google Cloud Messaging (GCM) token for Android push service. Refer to Step 8 — Configuring Google Cloud
Messaging (GCM) for Android for details.
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1.2.Step 1 - Frontend/backend URLs & DNS entries

The first task is to decide the URLs upon which you will host the frontend and backend parts of the application. Once you have
decided, Comodo CA can provide you with free, fully trusted SSL certificate(s) if you do not already have them. Trusted
certificates are required for the main application to function and to help with the application for an Apple Push Notification
certificate.

Option 1 - Install on a existing domain(s) for which you already own an SSL certificate(s)

During setup you will be asked to configure the port numbers you wish CMDM to use on this domain and to upload
your SSL certificates. You will not need to add new DNS entries. Example URL configuration: mycompany.com:443 for
frontend; mycompany.com:444 for backend.

If you have a domain available and trusted SSL certificate(s), then you can skip to Step 5 - installation of CMDM
Option 2 - Install on new sub-domain(s) for which you already own a wildcard certificate

During setup you will be asked to configure the port numbers you wish CMDM to use on this domain and to upload
your SSL certificates. You will also need to create a DNS entry for these new URL(s). Example URL configuration:
sub1.mycompany.com:443 for frontend, sub2.mycompany.com:444 for backend.

If you have created new sub-domains, added DNS entries for them and have a trusted wildcard certificate to secure
them, then you can skip to Step 5 - installation of CMDM
Option 3 - Install on entirely new domain(s) that you do not own trusted certificate(s) for

Then you need to obtain trusted SSL certificates for those URL(s) and set up DNS records for them. The type and
quantity of certificate you require will depend on where you host.

i.  Both front and backend on the same domain (or sub-domain) = one 'single domain' certificate
(example - yourdomain.com or sub.yourdomain.com for both frontend and backend)

ii. Front-end and backend on different domains = two 'single domain’ certificates
(example - yourfirstdomain.com for frontend, yourseconddomain.com for backend)

iii. ~ Front-end and backend on different sub-domains of the same domain = one wildcard certificate
(example - front.yourdomain.com for frontend, back.yourdomain.com for backend)

If you need certificates for your URLs, please move onto Step 2 — Apply for SSL Certificates

1.3.Step 2 — Apply for SSL Certificates

The trusted SSL certificates required for installation are provided free for CMDM customers. In short, you will complete the first 3
pages of the certificate application form and, when you get to the payment page, do not enter any card details, copy the order
number, close your browser and contact Comodo support to free the order. Once the order is cleared, you will be sent a mail
inviting you to log into your Comodo account where you can submit your Certificate Signing Request (CSR) and complete
Domain Control Validation (DCV).

If your configuration is based around option 3(ii), then you will need to go through the order forms twice — one order for each
single domain certificate.

To apply for your certificate(s)
*  \Visit http://ssl.comodo.com/wildcard-ssl-certificates.php or http://ssl.comodo.com/comodo-ssl.php
e Click the 'Buy Now' button.

»  Enter your domain name. If you are getting a wildcard, make sure to add *. before the domain name. For example,
*.yourdomain.com.

»  Change the certificate term to one year.
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i . o Select Account
Product: Comodo S5L Wildcard Certificate SSL Terms Information
Select Certificate Terms
Select the region you are located in Azia & Pacific i
Enter The Domain Name *yourdomain.com
Select the terms of your certificate 1%r: $449.95 fvr o

Continue to Step 2

»  Click 'Continue to Step 2'
*  Onpage 2, 'Account Information', select 'Returning Customer'.

*  Enter the username and password you created on the CMDM application forms. Doing this will bind the certificate to
your existing account and also means you will not have to complete 'Company Details' again.

»  Fill out your contact details and leave "Web Server Software' as 'Apache-ModSSL'. Leave the rest of the settings
unchanged and click 'Continue'.

*  Next, agree to the certificate Terms and Conditions, type your surname at the bottom and continue to the payment
page. You must agree to the TOC or the order will not be created for you.

e On the payment page, copy and paste your order number and store it safely.

Your Order
IOrderNumher: 14092290

Froduct: COMOD0 S50 Wildoard

Cerificate
Cedificate Term: 1 year
Savings:
Total Price: $4490.05

¢ Close the browser window.

e Send an email to support@comodo.com with subject line: 'CMDM SSL Provisioning — Order Number <enter your
order number>.
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*  Our staff will clear the charge and you will receive a mail confirming your certificate order. This should be done very
quickly after you send your request. However, please allow up to one working day for this action.

*  Repeat the application form procedure to get a 2nd SSL certificate if required.

e Next:

»  If you need help to generate a Certificate Signing Request CSR, see Step 3 — Generate your CSR (can be
completed while you await the free certificate confirmation mail)

»  Once you have generated a CSR you should proceed to Step 4 - Complete Certificate Application (can
only be completed once you have received the free certificate confirmation mail)

1.4.Step 3 — Generate your CSR

A certificate signing request contains information about your domain and can be generated using a wide variety of utilities. If you
are experienced with a popular web-server such as Apache, NGINX or IIS then please consult our CSR help documents -

https:/Isupport.comodo.com/index.php_m=knowledgebase&_a=view&parentcategoryid=33&pcid=1&nav=0,128,96,1
Alternatively, you may use this simple tool to generate a CSR:

*  \Visit http://ssltool.com/?action=csrGenerate

*  Enter yourdomain.com OR *.yourdomain.com in the 'CN' field.

e Leave 'Keysize' as '2048'

+  Click 'Submit'

»  Copy entire certificate request text and paste into a .txt file.

*  Repeat the process if you need more than one certificate
Your CSR will look something like this:

----- BEGIN CERTIFICATE REQUEST-----
MIICXDCCAUQCAQAWFZEVMBMGA1UEAXQMKi5kb2 1haW4uY29tMIIBIJANBgkghkiG
9wO0BAQEFAAOCAQSAMIIBCgKCAQEASITMERmMFbB2Ipzg5bLt99gsS5g TnoPoyxHUX
EOrgkWdBuS8DWTDa90ChQWAKBRX5R|Z0/3/9cQMht8orVyxmgCQ1HtoKEgBs1hTF
foy8Emy4TwH7x04Dh/qlQv4gk5XsvadpTYYIWMQBAUE=
----- END CERTIFICATE REQUEST-----

*  Copy the entire certificate request text (including '---BEGIN...~" , ---END...---' text) and paste into a .txt file:

»  Save this .txt file as you will need it shortly.

1.5.Step 4 — Complete Certificate Application

Once you have generated your CSR and have received your free certificate order confirmation mail, you should login to your
Comodo account to complete the certificate application process.

e Please login at with your Comodo username and password.

*  New customers - you created your Comodo username and password on the Comodo Mobile Device
Manager order form and should have re-entered it on the SSL application from in step 2. If you signed up for
the certificate as a 'New Customer' (and thus created a different set of login credentials), then make sure you
login at /frontpage using the SSL credentials.

»  Afterlogging in, you should see a box on this page called 'Incomplete Orders' which should list your certificate. Click
the 'Accelerate’ button.
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Order # (date)
S5L Product Type

Wl e eI Ty Trv]

- I — Accelerate |/

*  The 'Complete Your SSL Request' page contains a information that allows our SSL customers to finalize their orders.
You need only concern yourself with two of these rows — 'Submit Your CSR" and 'Domain Control Validation'.

*  Expand the 'Submit your CSR' row. Copy and paste your entire CSR into the space provided and click the 'Submit'
button.

(CSR) on yc:ur webserver software. Mote:

Please ensure the Common Mame (CM) field is

Your CSR should look something like this: | OME of the following:

* Your FQDN (e.g.secure.yourdomain.com)
—BEGIN CERTIFICATE REQUEST-— + Your Public IP address (s.e. 202.144.8.10)
MIDUDCCArkCAQAWITEWMBQGATUEAXMNIGYzdCE02 ¢ Full Server Name of Internal Server (e.z.
KNMOLmMNvBTESMBAGATUECKMITWFya2V0aWsnMREwDwY techserver')
(more encoded data)...._.. * Your Private IP address (e.e. 192.168.0.1)

Rq+bILr5X5iQdzyF 1pLqP 1Mck5Ve1eCz0RY/OekGSRno7owd TVyxAFEJ60
zDawT eGisfZwd 0VLT0/6IGVK2X0i+158RFQEVWYTOCTRIPnKGEB/UV
~—END CERTIFICATE REQUEST— CSR generation Help Guides

Apache, Mod 551, MGINX — Click Here
Microsoft IS 7.x — Click Here
Microsoft IS 5.x & 6.x — Click Here
All Other Web servers — Click Here

Please enter the CSR for your Multi-Domain SSL Certificate in the box below:

m

If you are using a web-host, contact your provider and request a CSR. b

4 ] | r

*  Next, open the ‘DCV’ row and select an email address at the domain in your certificate application. You must be able
to receive mails at this address to complete the DCV process.

*  Your certificate(s) will be issued as soon as the CSR and DCV processes have been completed. If both have been
done correctly, certificate issuance is usually immediate.

*  You certificate will be emailed to you. Please save it to a secure location as you will need it during CMDM installation
explained in Step 5. Alternatively, you can download your certificate as a zip file at any time if you log in at
http://secure.comodo.net/products/frontpage, click 'SSL Certificate’ then click 'Download as zip'.

*  Contact support@comodo.com if your certificate has not arrived within an hour.

*  When you have your certificate(s), please proceed onto step 5 — Install Comodo Mobile Device Manager.
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1.6.Step 5 — Install Comodo Mobile Device Manager

After collecting your certificate(s), open your Comodo Mobile Device Manager confirmation mail and download the setup file to
your system.

To install CMDM

e Open the CMDM setup file and select 'Run’;

Open File - Security YWarning |

The publizher could not be verified. Are you zure you want to
run this software?

Mame: .. nistratorDeskiopl CMDM Setup_ 0207 14CMDM, msi
Publizher:  Unknown Publisher

Twpe: Windows Installer Package
From: CiilUsersiadministratoriDeskioplCMOM Setup_020...

¥ Always ask before opening this file

publisher. *vou zhaould only run zoftware from publishers o sk,

lgl Thiz file does not have a walid digital signature that verfies it
- How can | decide what software ba run?

i CMDM Setup M=

cCOMODO YWelcome to the CMDM Sebup Wizard

Maobile Device Management

The Setup Wizard will install ZMDM on wour computer, Click,
Mext bo conkinue or Cancel ko exit the Setup Wizard,

Back:

Cancel |

»  After agreeing to the end user license, you will be asked to choose which type of setup you would like to deploy:
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i CMDM Setup

Choose Setup Type
Choose the setup type that best suits wour needs

Inskalls the most common program Features, Recommended For mosk users,

Zuskom |

allows users to choose which program features will be installed and where
they will be installed, Recammended for advanced users,

Zomplete |

&l pragramm Features will be installed, Requires the mask disk space.

Back. Mexk Cancel

»  Typical - Installs all components, CMDM frontend, backend and PostgreSQL to the default location C:\Comodo >
CMDM

»  Custom - Enables the administrator to choose which components are installed and to modify the installation path
if required. The frontend could be installed on one server and the backend on another. If you choose to do this,
then you need to run the CMDM setup file on both servers (and copy the appropriate certificate(s) over)

e Complete - Installs all components, CMDM frontend, backend and PostgreSQL to the default location
C:\Comodo > CMDM

»  The remainder of this section presumes you have selected the '‘Custom' option.

*  First, choose the components you wish to install and the installation directory:

i CMDM Setup [_ =] =]

Custom Setup |=1
Select the way wou want Features to be installed. Ll

Click the icons in the tree below to change the way Features will be installed.

--------- =l ~ | CMDM Frontend server
- = - | CMDM backend server
s = v| PostgresQL database

Locakion: CHCOMODOVCMORY, Brawse. .. |
Reset | Disk Usage Back I Mextk I Cancel |

Comodo Mobile Device Manager - Installation Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 9
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Custom Setup - Key

Control Description
= - I Current installation option. Click the ¥ icon to open a menu which allows you to select alternative
installation options.
=9 Indicates that the component named to the right of the icon and all of its associated sub-

components will be installed.

W Indicates that the component on the right will not be installed.

Both frontend and backend components must be installed at some point. If you deselect one of
them then you will need to run this installer later to install the missing items. If you already have a
PostgreSQL database you wish to specify later, then you can deselect this item.

Browse.... Allows you to select a different installation folder (default = C:\COMODO\CMDM\)

Reset Clears all user changes and reverts the dialog to default installation options.

Disk Usage The combined disk space that will be taken up if the currently selected components are installed.

Back Go back to the previous step in the installer

Next The 'Next' button confirms your choices and continues onto the next stage of the installation
process.

Cancel The 'Cancel' button aborts the installation and quits the setup wizard.

»  When you are happy with your setup selection, click 'Next' to proceed to backend configuration.

i —IoLx]|
~Backend —SMTP
Hast: Jermdrm. yourdamain, com Hast: 127.0.0.1

Park: Pork:

[™ Use authentication

—Database
Login: |
Host: {1z7.0.0.1 . 5 |
assword:
Port: o437
- Security: I Mone j
arne: Icmdm
Lagin: ||:m|:|m
Password: Icmdm

Biack, I Mexk I Cancel

Comodo Mobile Device Manager - Installation Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 10
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Backend, Database and SMTP - Table of Parameters

Backend | Host Enter the URL that will host the CMDM backend. This should match the URL in the certificate (or one
of the certificates) you applied for in step 2.

Port Enter the port number through which the frontend will communicate with the backend.

Database |Host Enter the IP address of the host where the database is installed.

A PostgreSQL database is built into the CMDM setup file. If you are going with a default installation
then you do not need to edit the host field (or, indeed, any of the 'database’ fields). However, if you
wish to point to an existing PostgreSQL 9.1 (or higher) database then modify these fields accordingly.

Port Enter the port number through which CMDM should connect to the database.
Name Enter the name of the database.
Login
Enter the username and password for the database
Password
SMTP Host Enter the host address of SMTP server (required for sending system mails to enrolled end-users)
Port Enter the outgoing mail port number
Use If checked, enter the login and password for the email account. Select security type from the drop-
authentica | down.
tion

Click 'Next' to confirm your choices. Frontend configuration and SSL certificate upload is next:

o & A |
~Frontend

Host: |cmdmapp.yu:uurdu:umain.u:nm

Pork:
— Certificates

Folder: C:\MOM Certificates),

Back. Mk | Cancel |

*  Host - The URL that will host the CMDM frontend. This should match the URL in the certificate (or one of the
certificates) you applied for in step 2.

e Enter the port number in the Port field. Default = 443.
o Certificates folder — Specify the location to which you saved the frontend certificate from step 2.

»  Click 'Next' when you are satisfied with your choices.

Comodo Mobile Device Manager - Installation Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved "
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» Installation proper will commence after you click the 'Install' button. Use the back button if you wish to review your
installation settings.

fii CMDM Setup =l

Ready to install CMDM t 1

Click Install ko begin the inskallation, Click Back ko review ar change any af waur
installation settings, Click Cancel to exit the wizard,

R Install Cancel |

»  After setup is complete, click 'Finish' to finalize installation and exit the wizard:

fi CMDM Setup =l

cCOMODO Completed the CMDM Setup Wizard

Maobile Device Management

Click the Finish button bo exit the Setup Wizard,

Back

Zancel |

*  Your next step is to activate your CMDM license. To open the application, please open an internet browser (Chrome or
Comodo Dragon preferred) and enter your 'frontend' URL in the address bar.

Comodo Mobile Device Manager - Installation Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 12
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1.7.Step 6 — Activating Your License

You need to activate your license before you can start to enroll users and devices.
To activate:

«  Open an internet browser (Chrome or Comodo Dragon preferred) and enter your 'frontend' URL into the address bar.
This will open the initial login screen:

Innovative and secure mobile device management solution.

We are providing a simplified, efficient way to configure and manage all devices

] Remember me

| forgot my password

*  Login using the following credentials: Username: admin Password : admin

*  You can (and should) change these to a unique username and strong password at any time after license activation. To
do this, log in, click 'Inventory' > 'Users' then click on the user named 'Admin'. Next, click the 'Update' link. The 'Update
User' screen will allow you to change your username and to initiate the reset password process.

After logging in you need to enter your subscription ID and license key at the 'New Subscription' screen. Both these items can be
found in your CMDM confirmation email.

COMODO wobile Device Management
Subscription Home » Subscription and License » New Subscription
APHs Centificate New Subscription
Dashboard Mew Subscription
Android Push service
=] License *
=1 [g Client Configuration
Manage License Key ™
Jg Role Management Y
oot Active Directory
L
Inventory E‘a Anti-virus Settings Submit
E‘o Removal Confirmation
1
m Yersion
Reports
Settings

Comodo Mobile Device Manager - Installation Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 13
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After your license has been validated you will be able to start using the application. On subsequent visits you will only need to
enter your username and password.

COMODO Mobi gement

Subscription Home » Subscription and License
APNs Certificate License Details
Dashhoard

B Android Push service
Subscrigtion 1D

Q Client Configuration

Licenze key
Manage bz, Uzers a3
k Role Management
Active users 1
Active Directory Active devices a
Free [{a]
Inyentory E\@ Anti-virus Settings
Active Yes
E‘o Removal Confirmation walicd From 201 4-01 - 3070926 39+ 00000
Expires 2015-01-30T09: 28: 39+00: 00
m Version
Re ports Time check 201 4-02-11T1 0:04: 31 +00:00
Licenze Registered st 201 4-02-11T1 0:04: 31 +00:00

Settings

For your first task now that setup is complete, we advise you configure Apple Push Notification

1.8.Step 7 — Add an Apple Push Notification (APNs) Certificate

In order to communicate with iOS devices, Apple requires that you obtain an Apple Push Notification (APNs) certificate and
corresponding private key. Please follow the steps below to apply for and implement an APN certificate:

«  Step 1 - Create a CSR (without password) and send it to mdmsupport@comodo.com. Store the Private Key safely.
See Step 3 - Generate your CSR for help with this.

«  Step 2 - Comodo will sign your CSR with their Apple MDM certificate and send you an Apple PLIST as an attachment

«  Step 3 - Login to the Apple Push Certificates Portal with your Apple ID at https://identity.apple.com/pushcert/. If
you do not have an Apple account then please create one at https://appleid.apple.com.

«  Step 4 - At https:/lidentity.apple.com/pushcert/, upload the Apple PLIST that was sent to you in step 2
+  Step 5 - Download the APN certificate and save it to your local drive.

«  Step 6 - Finally upload the APN certificate and private key to CMDM. To do so, go to 'Settings' and click 'APNs
Certificate’

Comodo Mobile Device Manager - Installation Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 14
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Ed subscription Horme » ddd Apple APHE Cerificats

APHNs Contilicate Add Apple APNs Certificate.

Agpie Push Kotlfication (APM for short) cerlificate ensibles MD server to wirk wih the Apple Push Notification Service that ks required to communicate with Apple
E Anddrold Push serace devices. To pet this cerificate plense zend crested TSR to mdmsupporti@comodo com.

|1
= [.é Client Configur ation

Tor et the certifcale 1or Communication Detween server and Sppie desdces you nsed 100

tole Marsadpe ment
Jo Role Managemen 1, Creste CSR that wonll cantain a password and send (o, mamsuppor@comade, com

2. Asares ol i i e FLIST i +, Seve i youz il tinel
. ) Active Directory 2. Az aresponse youll ged an emal with Apple PLIST in eftachment. Seve it where you will be able to find it lafer.

3 Login 1o Apple wiel site with your Apgple D (reguilar fres eccount iz anoughl i ps:Mdentty sppke comgushcant

Imventory E"‘n Artivarns Settings 4. Upload Apple PLIST that you got on step 2
5, Download genersted APHs Cestificale from Appie
[—I ] B3 removal Confirmation 6. Lipload APNS certificate and Frivate Key into MOM system
L

Mo file selected

Version Certificate * -
Reports m

Maecdmum size: 4k, File format should be pem

@_ Private Cst Key * | Browea. | Mo file selected.

Mezimum size: Zb; File format shoud be pem

o e

Settings

CMDM will be able to communicate with iOS devices once the certificate and private key have been uploaded.

1.9.Step 8 — Configuring Google Cloud Messaging (GCM) for
Android

In order to communicate with Android devices you need to install a Google Cloud Messaging token on each device. This token is
seamlessly installed during the enrollment of each device.

CMDM ships with a default AP token which is used to communicate with enrolled Android devices. This default token is
hardcoded and is not visible in the interface. You can, however, generate and upload a unique Android GCM token

To generate a token, you must have created a Mobile Backend Project at http://code.google.com/apis/console.

Start using the Google APIs console

to manage your APl usage

Creating an APls project will let you:

» Use Google APls beyond anonymous limits.
» Monitor APl usage and control APl access.
« Share APl management with a team.

*  Step 1-Open the Google API Console at http://code.google.com/apis/console and select 'Mobile Backend
Project’ from the pull down menu at top left side.

e Step 2 - Click 'Services'.
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[ ]
Google Developers Console S
< APl Project NAME QUOTA STATUS
Owverview Google Cloud Messaging for Android “
APls & auth Ad Exchange Buyer APl 1,000 requests/day OFF
Ad Exchange Seller API 10,000 requests/day OFF
Credentials
Consent screen Admin SDK 150,000 requestsiday OFF
e AdSense Host APl 100,000 requestsiday OFF
Permissions AdSense Management API 10,000 requests/day OFF
Settings
Analytics API 50,000 requests/day OFF
Support
Audit AP 10,000 requests/day OFF
Compute Engine

qllueny A 10,000 OFF

e Step 3 - Scroll down the page and in the list of available services, locate 'Google Cloud Messaging for Android' and
click the toggle button to 'ON'".

Google Cloud Messaging for Android “ Quota Reports

Google Cloud Messaging allows for push messaging to Android devices.  Learn more

Explore this API

Google Cloud Messaging for Android

*  Step 4 —Accept the Terms of Services', if you have not done so already.
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Google apis

AP Project ¥ |
APl Access

Overview To prevent abuse, Google places limits on AP requests. Using a valid OAuth token or APl key allows you to
Services excead anonymous limits by connecting requests back to your project.
Jean Authorized AP Access
APl Access
Billing o OAwth 2.0 allows users to share specific data with you (for example, &

contact lists) while keeping their usemames, passwords, and othar
o information private. A single project may contain up to 20 client IDs
Quotas Leam more

Create an OAuth 2.0 client ID...
Simple API Access

Use API keys to identify your project when you do not need to access user data. Learn more

Create new Server key... I Create new Browser key... I Create new Android key...

Create new 105 key...

Notification Endpoints
Use notification endpaints to identify domains that may receive webhook notifications from your AP Leam
more

Allowed Domains: Mo domains allowed Edit

e Step 5 - Click 'Google cloud Messaging for Android > Reports'. Click the 'API Access' in the top left of the 'API Project’
console.

»  Step 6 — Scroll down and click 'Create new Server key'. No need to supply any IP values in this form.

Configure Server Key for APl Project [*]

This key should be kept secret on your server.

Every API request is generated by software running on a machine that you control. Per-user limits will
be enforced using the address found in each request’s u=sexrIp parameter, (if specified). If the

userIp parameter is missing, your machine’s IP address will be used instead. Learn maore

Accept requests from these server IP addresses:

Example: 192.1658.12.0/23. One IP address or subnet per line

Create ‘ Cancel ‘

e Step 7 - Click 'Create'.
»  Step 8 — Locate the API key within the 'Key for server apps' form and copy this key to the clipboard.

e Step 9 - Copy the API key from the clipboard and paste it in the text box beside Android (GCM) Token in the 'Settings'
> 'Android push Service' page.
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£ comobo Logout

Subscription Home = Add Api Token for Google Cloud Messaging for Android

APNs Certificate

Add Api Token for Google Cloud Messaging for Android.
Dashboard Google Cloud Messaging (GCM for short) token enables MOM server to work with the Google Cloud Messaging Service that is required to

Android Push service communicate with Android devices

Client Configuration

Android (GCM) Token * b 012
Manage

(10
= e

Role Management

== Active Directory Google Cloud Messaging for Android (GCM} i5 a service that allov_vs you to send data from your server to your users” Android-powered device,
| and also to receive messages from devices on the same connection.
Inventory E‘@ Anti-virus Settings
Before using GCM, you must enable the APl in Google's APl Console:
IF'O Removal Confirmation . . " . . . .
1 l 1. Open the Google APl Console and make sure your Mobile Backend project is the active project by selecting it in the projects pulldown menu in
— . the top left.
m Version
Reports 2. Click Services.
3. Locate Google Cloud Messaging for Android in the list of available services, and click the ON toggle.
@ 4. Acceptthe Terms of Services if you have not already.
o
5. Click AP Access in the top left of the API console.
Settings 6. Scroll down to click Create new Server key... You dont need to supply any IP values in this form. (Using a server key allows you to whitelist IP
addresses).
7. Click Create.
8. Locate the API key within the Key for server apps form and copy this key to the clipboard.

©w

Paste the APl token to Android (GCM) Token field

To get more information visit the following link: https://developers.google com/cloud/samples/mbs/android/enable_push

e Step 10 - Click the 'Submit' button to finalize configuration.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
STE 100

Clifton, NJ 07013
United States

Tel : +1.877.712.1309

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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