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1. Introduction

Comodo Mobile Security (CMS) protects iOS devices against harmful websites, eavesdropping, identity theft and

more.
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Features

- Safe Browsing - Advanced web filter protects you online by instantly blocking harmful websites
» ID Protection - Receive alerts if your personal data is found on the dark or deep web
« VPN - Private, secure and anonymous internet access. Unlimited traffic for premium users

« Vault - Highly secure storage for important items. Access to this area is protected by face recognition,
fingerprint or pattern.

CMS is available as free and paid versions:
e Free

«  Safe Browsing
« ID Protection - Protection for one email address (your sign-up address)
+  Paid - Available in monthly and yearly subscription models
»  Safe Browsing
« ID Protection - Protect up to 20 email addresses and and 20 credit cards
« VPN - Unlimited traffic
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»  Vault - Keep your important items in a protected environment.
All other features are the same for both versions.

Guide structure
* Introduction

« Download and Install Comodo Mobile Security
+ Create a CMS Account

»  Sign-in to your CMS Account

« Configure Screen Locker

» Upgrade your Account

- Safe Browsing

+  Virtual Private Network (VPN)

» ID Protection

» Vault

« Manage User Profile

» View Notifications

»  About Comodo Mobile Security
« Terms of Service

+  Privacy Policy

2. Download and Install Comodo Mobile
Security

You can download Comodo Mobile Security (CMS) from the Apple App Store at
https:/litunes.apple.com/cy/app/comodo-mobile-security/id1448853386

Note: You need an Apple account to download CMS from the App Store.
Once the CMS for iOS is installed, the main interface will open:
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= UPGRADE

Your Security Level:
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Click the yellow circle to start the activation to enhance your device protection:
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Almost Done

Activate the following advanced features to increase
the protection of your phone, data and overall privacy

VPN

Use our secured VPN to keep your
browsing private

ID Protection

Receive instant alerts when your >
personal data is targeted by hackers
Safe Browsing

Pratect your maobile browsing against >
malicious websites and phishing

attacks

3. Create a CMS Account

You need to create a Comodo Mobile Security (CMS) account to enable the following services:
«  Safe Browsing
» |ID Protection
Safe browsing does not require a CMS account.
Sign-up is quick and easy:
«  Open Comodo Mobile Security on your mobile device
«  Touch the user icon at the bottom-right of the home screen
» Open the 'Sign up' tab at top-right
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«  Email - Enter your contact mail address. This will double up as your account login name.
»  Password - Create an account password and confirm it.

» Note - You can also signup to CMS using your Facebook or Google account.

»  Touch 'Register' to submit your request

« Tap 'Next' after reading 'Terms of Use' and 'Privacy Policy'

We will send an account activation mail to your contact email address:
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ONE MORE STEP

Successfully created your account,
please check your email to activate your
account.

«  Simply touch the activation link in the mail to activate your account.

» As a thank-you for using CMS, we also add your contact email address to our 'ID Protection' service, free of
charge. Our 24/7 monitoring service will alert you if your address is found on the dark or deep web.

*  You can protect multiple email addresses by upgrade to a CMS Premium account.
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4. Sign-in to your CMS Account

« Open Comodo Mobile Security on your mobile device
+  Touch the user icon at the bottom-right of the home screen
«  Make sure the screen is open at the 'Sign In' tab:

12:55

SIGN IN SIGN UP

Legin with

e
Facebaok W7 Login with Goagle

FORGOT PASSWORD

Login

«  Enter your username (email address) and password. Tap 'Login'
» Note - You can also login to CMS using your Facebook or Google account.
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Forgotten Password

You can reset your password if you cannot remember it.

«  Tap the 'Forgot Password?' link on the login screen

COMODO

CYBERSECURITY

Please enter your email

() Q -

Enter your login email address and hit 'Send'
We will send you a password reset mail:
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CYBERSECURITY

We've sent an email to reset your password.

Flease check your inbox. If you can't find our
email, please check spamjjunk folder

(R A -

»  Open the mail on your phone and touch the activation link. Check your spam / junk folder if you can't see it
in your inbox. Note - the password reset link is not supported in desktop browsers.
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COMODO

CYBERSECURITY

Please enter your credentials

Save

(o Al

»  Enter your new password and confirm it.
« Hit'Save'
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CYBERSECURITY

Your password changed successfully!

Click Next button to continue

) Q0 -

»  Your new password is activated. Tap 'Next' to open CMS login screen.

5. Configure Screen Locker

With screen lock enabled, you need to provide fingerprint or face authentication to open CMS. The options on the
left let you configure the behavior of the screen locker.

« Open Comodo Mobile Security
»  Login to your account (optional)
«  Touch the hamburger icon at top-left, or swipe the screen to the right:
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Sign in or Sign up
Chck hara

Motifications O

Screen Lock

Rate the app
Share

About

ey e

Help

Terms of Use

Privacy Paolicy

» Enable or disable screen lock as required.

6. Upgrade your Account

A premium account lets you enjoy unlimited VPN traffic and offers protection for up to ten email accounts.
«  Open Comodo Mobile Security and sign in to your account
«  Select 'Upgrade to Premium' or 'Upgrade' on the home screen:
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UPGRADE

Your Security Level:

@ | @ | @

Safe Browsing 1D Protection

F

OR
Tap the user icon on the home screen then select 'Upgrade to Premium' on the profile screen:

15

Comodo Mobile Security - User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved



COMODO

Creating Trust Online®

barisfree@yopmail.com

SUBSCRIPTIONS

Mo Subscription available

000

VPN ID Protection  Safe Browsing Vault
() UPGRADE TO PREMIUM
A Q =
- -

»  You will be taken to the license selection page:
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< ENHANCED SECURITY PLAN

Monthly Yearly

PREMIUM
£26,99/Month

O vault
@ Ssafe Browsing

@ D Protection

@ VPN
Unlock Premium
Restore Purchase
~ A
] t 2

«  Select your preferred plan then tap 'Unlock Premium'
«  Complete the purchase by entering your payment details
«  Click 'Subscribe' and complete the payment process.
»  Enter your password then tap the 'Verify' button.
»  Your license is automatically activated once your payment has been processed.
Note 1 - You can obtain a license without creating an account, but the features are restricted as follows:
*  No ID protection
*  No Vault
*  You can only use CMS on the device on which you purchased the license.
Note 2 - Premium users can use CMS on any device, but only on one device at a time.

*  Your subscription is activated on your device and the purple shield appears at top-right of the screen:
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Your Security Level:

/. Safe Browsing

Tap the 'Safe Browsing' button on the home screen

Safe browsing is a website filter which protects you online by blocking malicious, misleading and fraudulent
websites.

» Note - Make sure you are enable permissions for CMS on your device (i0S 'Settings' > 'Safari' > 'Content
Blocker')

»  Supported browsers - iOS browser (Safari)

Enable secure browsing
«  Open Comodo Mobile Security

»  Login to your account (optional)
«  Tap 'Safe Browsing' on the home screen
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Your Security Level: Excellent
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VPN Safe Browsing ID Pratection
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Vault Wi=Fi Security Call Blocker
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« Next, enable the CMS safe browsing feature
« Tap'OK'to be taken to 'Settings' > 'Safari' > 'Content Blocker'
«  Toggle the slider to 'On'
«  CMS status will change accordingly
Note: If it is already enabled, disable and re-enable the toggle

« Ifyou have not allowed the accessibility permission, CMS downloads the database of harmful websites.
This constantly updated database protects you online against suspicious and phishing websites.

Disable Safe Browsing
+  Touch the 'Safe Browsing' tile to access feature settings:
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Safe Browsing

Safe Browsing protects you against
malicious sites and phishing attacks. Turning
it off puts browsing at risk.

Are you sure to disable this feature?

PERHAPS LATER

YES

« Hit'Yes' to disconnect.

8. Virtual Private Network (VPN)

Tap the 'VPN' button on the home screen
« AVPN allows you to securely and anonymously connect to the internet from any location
- This is especially useful to protect your communications when using public WiFi (cafes, airports, parks etc)
» Because all your traffic is encrypted, a VPN is a must when sending or receiving sensitive information

«  The VPN service is available only on premium accounts. Traffic is unlimited. See 'Upgrade your CMS
Account' if you need help to get Premium.
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Configure the VPN
*  Open Comodo Mobile Security

»  Login to your account
» Tap'VPN' on the home screen

[ il EvdeHayatvar = =2 16:31 w7amm ) |
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Your Security Level: Excellent

o] | W

Safe Browsing 1D Protection

« Hitthe arrow

«  Select the VPN server through which you want to connect to the internet:

COMODO
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Pick a VPN location

r \
United States v

|

«  Our VPN servers are strategically placed at different geo-locations to serve customers around the globe
+  Select the server location from the drop-down and tap 'OK'
« Tap 'Allow' to let CMS setup your VPN connection:
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“Comodo Mobile Security”

» Note - the screen above only appears on the first connection
- The ‘VPN icon appears on the info bar at top-left when the service is active:
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Your Security Level: Excellent
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Safe Browsing 1D Protection

»  Tap the VPN tile to disconnect.

9. ID Protection

Tap the 'ID Protection' button on the home screen

» The dark web is where cyber-criminals exchange stolen data and personal information. A significant chunk
of this data is compromised email accounts and credit card numbers.

«  Email addresses are of great value to hackers because many online portals also use them as your login
name. If your email is on found on the dark web, there's a chance that they also have the corresponding
password.

»  Your email address might be only part of a larger trove of your personal information. For example, the
hackers may also have your social security number, home address or more.

»  CMS continually monitors the dark/deep web and will alert you if it finds your email ID.

«  We automatically add your sign-up email to the protection program, free of charge. You can protect more
email IDs by upgrading to CMS premium. See 'Upgrade your CMS Account' for help to do this.
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«  Email accounts - The number below the mail icon shows how many email addresses are protected. Touch
anywhere on the row to check for breaches. CMS will search immediately and show the result. Click here
to view the result.

«  Credit Card Number - The number below the card icon shows how many credit cards are protected. Tap to
search the dark web for the credit card numbers you have added to CMS. Click here for help to setup
credit card protection.

See the following links for help to add protection for each information type:
«  Email Protection
«  Credit Card Protection
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Email protection

o
N—
ID Protection
QE""MI |leaks all-time 5.498.388.397
: ]
Email Accounts |-
Get instantly alerted when your email 3 Emails

credentials are compromised

Check Now

Credit Card Number [~

3 Credit

% ~ af
Keep your credit card account safe. Be Cards

promptly notified when your CC number is
stolen

Add addresses for protection
«  Open Comodo Mobile Security
»  Login to your account
»  Open'ID Protection' on the home screen
»  Touch the g in the email accounts row
+  Tap the '+ button on the bottom-right
«  Enter the email address that you want to protect:
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£ Stolen Email Credentials History

Your credentials aren't listed in any
data breach

A 4

Add Email

Tap 'Add'

Repeat the process to add more addresses

We will send validation emails to all addresses that you enter

Click the ‘Validate’ button in the email to confirm your control of the address
The email address is added to the protected list after validation

View status and manage protected addresses

Open Comodo Mobile Security

Login to your account

Open 'ID Protection' on the home screen

Tap 'Check Now' button on the email accounts row

COMODO

Creating Trust Online®
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«  CMS will check and alert you if your address is found on the dark web
*  You can add more email IDs from this screen by tapping the '+' button as explained above
« Tap the 'History' link at top-right to view the list of stolen email addresses:

4 Stolen Email Credentials

7 Email Leak(s) Found

@gmail.com

@gmail.com

Meopets

@gmail.com

AchiEorng

agmail.com
EyeEM

@gmail.com

Meopets °

f

«  Select the email credentials for which you want to see more details:
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4 Breach Details

I\

The credentials for SRR @gmail.com stalen
from the website above. Stolen password details

- RIC******Gg= (7]

View email addresses

+ Pressthe gicon to view all addresses you have added for protection:
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Credentials

PN

! . @yopmail.com

Email i valdated

[ (O <}

@gmail.com e
Email i vakdated

& anurd.com e
| Ermail i vabdaed

f

« Tapthe'-"button to remove an address from the list then touch 'Yes' in the confirmation dialog

Credit card protection

Comodo Mobile Security - User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 30



COMODO

Creating Trust Online®

ID Protection

@ Credit Card leaks all-time - 249.717
H L]

Email Accounts 3

Get instantly alerted when your emai 3 Emails

credentials are compromised

Check Now

Credit Card Mumber =]
Keep your credit card account safe. Be Sclir:ﬂn
promptly notified when your CC number is

stolen

Chack Mow

Add credit cards for protection
« Open Comodo Mobile Security
+  Login to your account
»  Open'ID Protection' on the home screen
« Tap 'Activate' to add a credit card number if you have not yet added it
«  Otherwise, tap the W3 icon
+ Touch the '+ button
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1 Card Leak(s) Found

Add Credit Card

»  Enter the credit card number then click 'Add'

*  Repeat the process to add more card numbers
View security status

»  Open Comodo Mobile Security

»  Login to your account

» Open 'ID Protection' on the home screen

«  Click the 'Check Now' button on the credit card row

»  CMS will check the dark web and alert you if any of your cards are found:

COMODO
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£ Credit Card Breaches

2 Card Leak(s) Found

Stratfo
atrgiro

f

«  Select the credentials for which you want to see more details:
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EX2
L4 Credit Card Breaches
G
Additional info related to your card:
Michael
Rogers

michael_rogers®@aol.com

Mo 39, 29th 5t Philidelphia, Pennsylvania,
19019 United States

Manage card numbers

- Press the EE3 icon to view all cards you have added for protection:
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< Your Cards

«  Tap the -' button to remove a card from the list.

10.  Vault

Tap the 'Vault' button on the home screen.
The vault is a secure area on your phone to store your private and confidential data.

+  Highly secure storage for videos, images and files that you want to keep private. Photos and videos in the
vault do not even appear in the Android gallery.

+ ltems in the vault are locked behind an additional layer of face id, passcode or fingerprint authentication.

«  No other apps on your device can read or access items in the vault. This includes 3rd party apps, websites
you visit, and even Android services.

« ltems in the vault are never uploaded to any cloud-backup service. They remain on your personal device
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and can only be accessed by you.

The vault is available for Premium license holders. See 'Upgrade your CMS Account' to see the full list of features
you get with each license type.

Configure the Vault
*  Open Comodo Mobile Security app

» Login to your account
«  Tap 'Vault' on CMS home screen

ull EvdeHayatVar = 16:31 %74 W)

¢

L
Your Security Level: Excellent
?mv — (—"\\
VPN Safe Browsing ID Protection
/s
v o
Vault Wi-Fi Security Call Blacker
] Q 2
There are three authentication methods available:
« FacelD
«  TouchID
«  Passcode
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ONE MORE STEP

Choose an authentication method to use Vault:

i
=l

Face ID Touch ID Passcode

]

CAMCEL

« Dark gray indicates the option is available for your device
 Light gray indicates the option is not available for your device
« Hit'OK' after making your selection

«  Confirm the passcode type accordingly to open the main Vault interface
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£ Vault i

Nothing to show!

ADD TO VAULT

h Q 2

* You have to provide your chosen authentication method each time you open the vault:
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Face ID Fingerprint recognition Pattern

il EvdeHayatVar & 15:47 %77 .

Try Again

Activate Touch ID

Cancel

Face ID

Forgot passcode? Click here

«  Tap 'Forgot passcode? if you can’t remember your security pattern:
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SUCCESS

Security code emailed to you.

+ Hit'OK'
» Apassword reset code is sent to your registered email account
«  Enter the code in the field, hit 'OK'
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Check Your Mail

Enter security code to reset pattern

SEND AGAIN

Tap 'Activate'

You can reset the security pattern as explained above.

See the following for how to:

Create a folder

Add items from gallery

Add items from Google drive
Add items to iCloud

Edit a file / folder name

Delete a file / folder

Copy items to Vault

Share items from Vault

Sort, search and change file view
Change authentication method
Disable the Vault feature

Create a folder

Open Comodo Mobile Security
Login to your account

COMODO

Creating Trust Online®
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«  Tap 'Vault' on CMS home screen
« Authenticate using face id, fingerprint or security pattern

will EvdeHayatVar & 1815 %72 (I

'

{ Vault

n
Tl

Nothing to show!
ADD TO VAULT
f 0 2

»  Touch the 'Add to Vault' button
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ADD TO WAULT

5 =

Mew Folder Gallery
b (A
iCloud Drive

»  Touch 'New Folder'
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CREATE FOLDER

Enter a folder name:

Bosluk

«  Enteraname and hit 'OK' to create a new folder
» To create a sub folder, tap the parent folder and follow the same procedure explained above
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£ Vault -

animals Tamily Rarschic g

school

h

Follow the same procedure to create more sub-folders
Tap the arrow at bottom-left to navigate to parent folder

Add items from the gallery

Open Comodo Mobile Security

Login to your account

Tap 'Vault' on CMS home screen

Authenticate using face id, fingerprint or security pattern

(optional) Tap the folder / sub folder that you want to add the items to
Touch the '+' button

COMODO

Creating Trust Online®
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ADD TO VAULT

5 =

Mew Folder Gallery
(Q) '..
iCloud Drive

« Tap 'Gallery'
+  Allow 'Comodo Mobile Security Antivirus' to access items on your device:
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"Mobile Security” Would Like
to Access Your Photos

Please allow access to your photo
gallery to add your profile picture, Your
profile phota is only stored in your
device,

Don't Allow OK

« To add the folder(s) select the check box(es) and hit 'OK'
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- Internal

« To select individual items inside a folder, touch the folder and navigate to the item, select it and hit 'OK'’
- Navigate to different folders / items by using the back button on your device, or hit the folder icon with

ellipses Ii

"1 at the top

« The selected folder(s) / items are added to the vault:
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4 Vault ic
IF H =
animals

BOCRETED TCraTCIO AFIBCRIE

EAGS2IDED

Add items from iCloud

* Open Comodo Mobile Security app

»  Login to your account

«  Tap 'Vault' on CMS home screen

« Authenticate using face id, fingerprint or security pattern
« Tap'iCloud'
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ADD TO VAULT

5 ]

Mew Folder Gallery
C) '..
iCloud Drive

»  Tap the item you want to manage
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Recents Cancel
Copy
Q, Search

Duplicate
Mave

My Song IMG_D0G8 IMG_DO&7

25.08.2019 10.08.2019 10.06.2079

1,6 MB 320 KB 315 KB

O

IMG_0064 IMG_00G65 IMG_00&66
10.06.2019 10.06.2019 10.06.2019
464 KB 299 KB 301 KB

IMG_0069
10.06.2019
231 KB
o ]
Recents Browse

The available options are as follows: copy file, create a duplicate file, move the file to another location within Vault
area, delete a file, view file's info and tag a file to favorite in the Vault area.

Add items from Google Drive

*  Open Comodo Mobile Security app

»  Login to your account

«  Tap 'Vault on CMS home screen

» Authenticate using face id, fingerprint or security pattern

»  (optional) Tap the folder / sub folder that you want to add the items to
» Touch the '+ button
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ADD TO VAULT
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New Folder Gallery
D A
iCloud Drive

A

Tap 'Drive’
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Google Drive Select

Getting started
6 MB « 7 Apr 2020 13:28

Done 1 file

« Touch an item in the drive and tap 'Select'

Comodo Mobile Security - User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 53



COMODO

Creating Trust Online®

wil EvdeHayatVar 13:37 %59 m |
< Vault =F
FQ =

animals 2DABAMAS... Getting sta...

L 0 =

»  Repeat the process to add more items from your drive to vault

Edit a file / folder name

*  Open Comodo Mobile Security app

+  Login to your account

e Tap 'Vault' on CMS home screen

« Authenticate using face id, fingerprint or security pattern
« Navigate to the file / folder and long press on it
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o Tap 'Edit
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Rename the file

Enter a file name

[picturd

«  Enter a new name and hit 'OK'.

Delete a file / folder

»  Open Comodo Mobile Security

»  Login to your account

»  Tap 'Vault on CMS home screen

« Authenticate using face id, fingerprint or security pattern
» Navigate to the file / folder and long press on it

+ Tap 'Delete’ and hit 'Yes' in the confirmation dialog

Copy items to Vault

You can copy items from your phone to CMS vault.

COMODO

Creating Trust Online®
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Select an item in your phone and choose option to send

il EvdeHayatVar &

1 Photo Selected
Options »

&
@- @ i
Motas Remindears Mobile CamCard Ma
Sacurity
Copy Photo @
Add to Shared Album £
Add to Album &
Duplicate IF]

Tap 'Comodo Mobile Security Antivirus'. Note - The screen may vary depending on iOS version, phone
model and the selected option (share or send)

Authenticate using face id, fingerprint or security pattern
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ADD TO VAULT

File nama :  IMG_0208
File type : jpg

GClick OK to copy or choose a folder to locate.

CAMNCEL

+ Hit'OK' to copy to main vault folder or tap a folder / sub folder and touch 'OK'

Share items from the Vault

» Open Comodo Mobile Security

»  Login to your account

«  Tap 'Vault' on CMS home screen

« Authenticate using face id, fingerprint or security pattern
« Navigate to the file / folder and long press on it

- Tap 'Share'
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Tap the app that you want to copy to
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Done CE1015C8-F3AD-4DFA-9A61-92.. L)

ﬁ CE1015C8-F3AD-4DFA-9AB1-928FA... b4
—— @
© u .
AirDrop Messages Mail Skype Rer
®
Save Image (53}
Assign to Contact @
Print IE_I
Add to Shared Album &)

»  Note - You can copy items from vault to available apps (with shareable properties) in your phone.

Sort, search and change file view

«  Open Comodo Mobile Security
» Login to your account
« Tap 'Vault' on the CMS home screen

»  Authenticate using face id, fingerprint or security pattern
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£ Vault -

animals Tamily Rarschic g

school

«  Search - Enter the name of the item in the search field at the top. Matching results is shown as you start
entering the name.

+  Sort - Tap the sort button at top-left to sort items in ascending / descending order.
»  File View - Tap the table / list view button at top-right to change the file view.

Change authentication method

You can change the vault authentication type any time you want.
»  Open Comodo Mobile Security
» Login to your account
«  Tap 'Vault' on the CMS home screen
»  Authenticate using face id, fingerprint or security pattern
+  Touch the vault settings button at top-right
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< Vault e

4 Vault Settings

n Enable [ Disable ()

Enable or disable this feature

Change authentication
method

Change current authentication method

Change pattern
%
Change current passcode pattern

>
»

« Enable / Disable - Allows you to disable vault. See next section for more details.

«  Change authentication method - Allows you to switch to Face ID, Touch ID or Passcode
authentication methods. Click here to more details.

« Change pattern - Shows if you have chosen pattern security type. Tap anywhere on the row and
provide a new pattern and confirm it.

« Next time authenticate to vault with the new method.

Disable the Vault feature

You can enable / disable the vault feature as follows:

»  Open Comodo Mobile Security
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»  Login to your account

»  Tap 'Vault' on the CMS home screen

» Authenticate using face id, fingerprint or security pattern
«  Touch the vault settings button at top-right

«  Touch anywhere on the 'Enable / Disable' row

Attention required!

Vault disabled. Delete the item(s) permanently?

* No-Allitems in the vault are retained. You have to enable again by providing a new authentication
method.

*  Yes - Allitems in the vault are deleted.
Copying an item to vault when it is disabled will show an alert:
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ATTENTION REQUIRED!

In order to use vault, you need to enable it inside the
application.

Open the app

~

Enable Wault

&
o

Touch 'OK" and complete the authentication setup method as explained above.

11. Manage User Profile

Tap the user icon at the bottom-right of the home screen
- The profile screen lets you manage your display name, profile picture, account password, and more.
»  Note - you cannot change the email address associated with your account.
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Fat L

Change your display name

« Tap the user icon at the bottom-right of the home screen

»
« Touch the pencil icon &l beside your user name
«  Edit your first and last name as required:
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< Account Settings v

GENERAL INFO

Change Password

Subscription Status

= Status Weekly

|:@;I

h- Start Date 09.24.2019
PREMILINM End Date 09.24.2029

« Tap the check-mark at top-right for the changes to take effect

Change your account password

« Tap the user icon at the bottom-right of the home screen

« Touch the pencil icon Sl beside your user name
- Tap 'Change Password' in the 'Account Settings' screen
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Enter your current password for authentication.

«  Enter and confirm your new password in the respective fields.

- Tap'Save'.

*  Your password will be updated. You should use your new password the next time you login to CMS.

Change your profile picture

« Tap the user icon at the bottom-right of the home screen.

«  Touch the camera in the profile picture area.

»  Browse to the picture you want to use.

«  Position and re-size the grid until the part of picture you want to use is inside the edges
«  Touch 'Crop' at top-right to apply your selection and set it as your profile picture

Manage enrolled devices
»  Tap the usericon at the bottom-right of the home screen

- The devices enrolled to your account are shown below your profile picture.
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12.  View Notifications

The notifications area lets you configure which items you would like CMS to alert you about.
«  Open Comodo Mobile Security
»  Login to your account (optional)

«  Touch the hamburger icon at top-left, or swipe the screen to the right:

Sign in or Sign up
Chck hane

Motifications D

Screen Lock

Rate the app
Share

About

©Oy e

Help

Terms of Use

Privacy Policy

»  Move the notifications slider to the right
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Notifications Motifications
Safe Browsing
s nmeian @
protection.
L ]
)

- !

You are up-to-date

«  Allow notifications for Comodo Mobile Security in 'Settings' > 'Mobile Security' > 'Notifications'
«  The status will turn to active

«  Tap 'Allow' to let Comodo Mobile Security send you alerts:
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“Mobile Security” Would Like
to Send You Notifications

13.  About Comodo Mobile Security

The 'About' screen shows you the version number of the app and contains CMS social network details.
«  Open Comodo Mobile Security
»  Login to your account (optional)
- Touch the hamburger icon at top-left, or swipe the screen to the right
e Tap 'About'
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4 About

Sign in or Sign up
Chck here

Motifications D

Comodo Mobile Security

Version : 2.2
Screen Lock
W Rate the app A  Share

¥ Rate the app
#»  Share

@ Help

Terms of Use

Privacy Policy

Terms of Use

Privacy Policy

« Version - The current version of the app

« Social network icons - Visit CMS on various social network sites. The mail icon lets you send a message
to cms@comodo.com

» Rate the app - Tell us what you think of Comodo Mobile Security
«  Share - Get the Apple Play download link for Comodo Mobile Security and pass it onto your friends
« Terms of Use - View the end-user license agreement. You can also open this page from the left menu

- Confidentiality Agreement - View the Comodo privacy policy. You can also open this page from the left
menu.
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14. Terms of Service

The 'Terms of Use' page shows the CMS end user license agreement (EULA).
«  Open Comodo Mobile Security
»  Login to your account (optional)
«  Touch the hamburger icon at top-left, or swipe the screen to the right
«  Tap 'Terms of Use":

Sign in or Sign up

Chick hene

@ Geat Premium

4 Terms of Use

COMODO MOBILE SECURITY FOR 108

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. FLEASE
READ THE AGREEMENT CAREFULLY BEFORE ACCEPTING ITS TERMS ANIY
CONDITIONS.

IMPORTANT-PLEASE READ THESE TERMS CAREFULLY BEFORE LISINGTHE
COMODOMOBILE SECURITY SOFTWARE AND SERVICES (THE

"PRODLUCTS L THE PRODUCTSMEANS ALL OF THE ELECTRONIC FILES
PROVIDED BY DOWNLOAD WITH THIS LICENSE AGREEMENT. BY USING THE
PRODUCTS, Ok BY CLICKING ON “1 ACCEPT™ RELOW, YOLI ACKNOWLEDGE
THAT ¥ 0L HAVE READ THIS AGREEMENT, THAT ¥ OL UNDERSTAND IT, AND
THAT YOUAGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO
THE TERMS HEREIM, DO MOT USE THE SOFTWARE, SUBSCRIBE TO OR USE THE
SERVICES, OR CLICK ON = ACCEPT"”,

Motifications

This end wser license and subscrberngresment is between youl™you™ ar *Subscriber™), an
individual, and either:

Screen Lock

a.Comaida Security Solutions, Inc., which has its principal place of business at 1255 Broad
Street, Suite |0M, Clifiom, New Jersey 07013, or

Bl you are located in the Egropean Economic Area, Comoedoe Security Solubions, Lid.,
which has ois principal place of husiness at Third Floor, 26 Office Village, Exchange Quay,
Trufford Road, Salford Manchester M5 3E(), United Kingdom, is the entity responsible For
any data or information that is processed ar controlled and associated with this Product.
Each are hereinafier referred 1o as “Comada™,

Freduct Functionality:

Comodo Moebile SecunitySoftwareinelhodes the features off VPN Service; Secure
Brewsmglor blockmg malcious links while surfing the mtemel and 1dentity Thefl

Profecionto show alertsafauser semail is comgpromased.

In exchange foryourase of the Products, you agree as follows:

l.License

' Rate thE‘ app 1.1 i of Licensg. Comedo gramis you a limited. non-exclusive, mon-iranaferable, and
revocabbe beense W downloml, install back-up, and wethe Soltwanznd Services

ﬁ* Share {eollectively, the “Products”jon {1} ome mobile deviceunless otherwise indicated under a
valid lHeense granied by Comsodo fior the verm ihatyou have paid for(ifa paid version),
imelading any docusmentationand files secompanying the Producis. You shall not resell,

o A hﬂ ut bzase, sell, modify. reverse engineer. decompile, or ereate derivative works of the Softwane.
Al rights mot expressly grased hevein ane reserved o Comodio. This Licerse grant shall
expine a1 the end of the paid subseription perod or an the esd of the trial perod.

@ Help

1.2, Bestrictions. The licenses granted horein are only valid it

{ih thee Products arcMOT modified in sy manner;

Privacy Policy
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15.  Privacy Policy

View the Comodo Privacy Policy:
«  Open Comodo Mobile Security
»  Login to your account (optional)
«  Touch the hamburger icon at top-left, or swipe the screen to the right
+  Tap 'Privacy Policy":

Sign in or Sign up

ok hefe

< Privacy Policy

Comodn ¥aoblke Security App Privacy Palley
OUR COMMITMENT T YOU

W sirive to be Irnsprend in the way we process your data, This privacy policy (PP} describes
ferw this is achieved. We work hand io keep your infommation secure.

L INTRODUCTION

Welcome 1w Comndo Security Solutions' (C55) Privacy Policy for Comodno Maobile Security
(CME]. This document serves to define the mformation we collect with the Comsodos Moebile
Securiy app, why we colleet it how it is wsed and your cholces reganding your information, If
wau live i the European Econcanic Area ("EEA"), the compamy that is responsible for vour
anformstion under this Privacy Pedicy (the "dsta contraller™) is

@ Geat Premium

Comuido Security Solutivns, Lul.

24 Office Village {3rd floar)

Exchange Chaay, Trafford Road, Salford
Manchester, M3 3EQ, United Kingdom

Maotifications

11 you live vanside the EEA. the company resporsibile For your informanon is:
Comoda Securily Solutiomns, Inc.

1255 Hroad Sireet

Clifion, NI 07013, USA

Screen Lock

@
»
i
3

Terms of Use

L WHERE THIS FRIVACY POLICY APPLIES

This Pewecy Policy applics w mobile websines, apps snd mher services operated by C55. For
simiplicity, we refer toall of these as our “services” or “apps” in this Privacy Policy. To make it
entra chear, we've mlded links wo this Privacy Policy on all applicable services.

L INFORMATION WE COLLECT

We collect your persanal infosmation for the user experience. Without seme information about
wou, such a8 vour coniil address, the serviee provided by the app 15 gremly diminished and loscs
ris value. We also collect information geremied a5 you use our services, as well as information
from third parties. like when you acoess our services through your Facebook Login or your
Groaghe Login

21 Infermation yei give us
You may chooss b pree us gertam information when wsing our services, This imcludes:

* When vou create an accoust m some ol our servioes, you can ereale The account with yaur

Facebook or Google Login, You can also creaie the necount using an email address and

Rate th vogle Log &

e e app password of your choosing. CMS requires passweords that ane encrypted at the point of
creation snd then further protected by an access-token. There I no direst socess 1o serviess

5 ha re viz the password after login. All wnkens are encrypted, and passwords are encrvpted in the

database. CME users cannol see the lree-lest raw passwand; they can anly die a reset.

T use curtaim features in car services, you may allow us W acoess features of the hardware
part of your st device, such as the camern, Depending on yous device, the Apple s
Ancroid system will ask for your permission before allowing us to ncoess these features.

About

Paymeni related information, such as a credit card number, is handled separaiely through
the Apple App Store or Google Play and OS5 does mit collect any of this information

Help

Fratures that alkow vou to share confent about your use of our servioes with your
coneections or through your secial nerwark

Privacy Policy
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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