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1.Introduction to Comodo MyDLP

MyDLP is a fully fledged data loss prevention solution that allows you to discover, monitor and
control the movement of confidential data in your organization's network. You can use policy actions to
pass, log, archive and quarantine moving data, restrict use of removable storage devices, encrypt
removable devices and even delete files discovered in storage.

The two main components of the product are the MyDLP Network Server and the MyDLP Endpoint Agent.

Protection and Administration with MyDLP Network Server

Network protection enables you to detect and prevent confidential data from leaving your network. The MyDLP
Network Server also functions as the administration center.

Protection and Discovery with MyDLP Endpoint

MyDLP Endpoint protection allows you to detect when confidential data is moved from endpoints to removable
devices such as USB sticks, CD/DVDs, portable hard disk drives or smart phones from protected workstations or
laptops in your organization. You can also enforce full disk encryption on removable devices. Endpoint protection
also covers any document printed using network and local printers connected to computers and grabbing
screenshots of sensitive documents. Endpoint data discovery enables you to detect and enforce policy on stored
data which is discovered on computers in your network.

Guide Structure:

This guide is intended to take you through the step-by-step process of Installation, Configuration and use of Comodo
MyDLP and is broken down into the following main sections.

 Introduction to Comodo MyDLP
»  Getting started with MyDLP

+ Installation
» Logging on to the Management Console
+ Logging out
«  Checking Server Version and License Information
»  Changing your Password
« Changing user information
«  The Dashboard

« Data Control and Data Transfer Policies

« The Rules Interface
* Rule Types, Objects and Matchers

* Rule Types
» Obijects
» Matchers

» Integrating Active Directory Domains
» Integrating RDMBS Connections
»  Configuring Comodo MyDLP Settings
»  Configuring Protocol Settings
+ Managing Administrators
«  Configuring Endpoint Settings
«  Configuring Advanced Settings
»  Configuring Enterprise Settings

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 5
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* The Logs tab

» Viewing Hidden Archive Logs
« Viewing Details of a Log Entry
+ Downloading the Files Archived by MyDLP
» Resending Mails Intercepted by Mail Rules
»  Exporting the Logs to a Spreadsheet File

»  The Endpoints Tab

» The Revisions Tab
* The License Tab

2.Getting started with MyDLP

2.1.Installation

«  For MyDLP Network Server installation, please refer to the MyDLP Installation Guide.
«  For MyDLP Endpoint deployment, please refer to the MyDLP Endpoint Installation Guide.

Tip: MyDLP Windows Endpoint Agent setup file can be downloaded from the 'Settings' > 'Protocols’ interface of the
MyDLP server administrative console. Refer to the section Configuring Protocol Settings for more details.

2.2.Logging on to the Management Console

MyDLP uses a web-based management console that allows administrator to build policies, review incident history
and monitor user activity.

Preliminaries:
*  You need to have a Flash enabled web browser to connect to the management console.
»  The flash plug-in can be downloaded from: http://get.adobe.com/flashplayer/
»  You can connect to the management console at the following URL: https://servername

« "servername" = the hostname or IP address on which MyDLP Network Server was configured
during installation. For more details, see 'MyDLP Network Server Initial Configuration' in the
MyDLP Installation Guide.

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 6
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MYSS'DLP

«  Default username is "mydIp" and default password is "mydip" (without the quotes). Please change
these to a unique username and password immediately after logging in. For more details, see 2.5
Changing your Password.

2.3.Logging Out

To signout from the MyDLP management console, click your username displayed at the top right and
choose 'Sign out" from the drop-down.

John smith n

Sign out

2.4.Checking Server Version and License Information

You can view the currently installed version of MyDLP Server and the validity term of your of license from the
'License' tab. Providing the server version number will help accelerate issue resolution times should you need to
contact support.

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 7
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MyDLP Server Version

3.0.0-1

License Type

Enterprise
Subscription 1D
cas3136518
Expiration Date
30/6/2016
Number of Allocated Seats
3
Max Mumber of Seats

a00

Enter License Key

The interface also allows you to enter your new license key for renewals. Please refer to the section The License
Tab for more details.

2.5.Changing Your Password

You can change your login password for MyDLP management console at any time.
To change the password
1. Click your username displayed at the top right of the interface and choose 'Settings' from the drop-down.

2. Inthe 'Account Settings' dialog, enter your current password. Reminder - after initial setup, the default
password is "mydIp" (without the quotes).

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 8
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john smith n

settings :
0

Username

johim smith
Email
fiatliena@gmail.com
Current Password

Mew Password

Reenter New Password

=

3. Enter and confirm your new password. Passwords must be at least 6 characters long and contain at least
one uppercase letter, one lower case letter and one number.

4. Click 'Save'.

2.6.Changing User Information

You can change the user name, email address, AD objects and document database objects of self or other
administrative users by following these steps:

1. Click the 'Settings' tab.
2. Click 'Users'".
3. Click the 'Edit' button beside the user you wish to modify.

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 9
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/

C M,'fr?ﬂl_l} : mydip [Tl

Dashbosrd  Poll logs  Endpoints Revisions  License & install Palicy
Frmacals Endpalnt - Advanced - Enterprise
Edit Liser
Username 1
ismith il Username W Delere % Sex Passeond
Mydlp [! Jabhn Srmick
jehn Smith | E-mail
fiatliena@gmait.com
& 5 acTive
Raole
ROLE_SUPER_ADMIN "
NyDLP Managemnent Consale © 2016 Comado Groug, COMODD

4. Modify the details as required.
5. Click 'Save'.
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3.The Dashboard

The Comodo MyDLP Dashboard contains statistics and tiles which form a consolidated, 'at-a-glance' summary of all
major MyDLP activities. This includes incident logs, statistics about users and endpoints from which large amounts of
data were intercepted/discovered, rules applied for the day and the ability for administrators instantly to view and
download weekly reports. Administrators can customize the dashboard as required by adding or removing tiles.

Dashboard Policy Settings Logs Endpoints Revisions  License £ Install Palicy|
DASHBOARD * Add New Dashboard Component  Z Export Ta PDF
& TOP 5 USERS (LAST DAY) & TOP 5 RULES (LAST DAY) & TOP 5 RULES (LAST HOUR)

30

L5

& TOP 5 ADDRESSES (LAST DAY) & TOP 5 ADDRESSES (LAST & TOP 5 USERS (LAST HOUR)

HOUR)

& INCIDENT BY ACTIONS (LAST & INCIDENT BY PROTOCOLS & INCIDENT BY ACTIONS (LAST
DAY) (LAST DAY) HOUR)

& INCIDENT BY PROTOCOLS
(LAST HOUR)

b

The Dashboard is displayed by default whenever the administrator logs in to the administrative interface. To switch to
the dashboard from a different screen, click the 'Dashboard' tab.
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The Dashboard can display the following types of tiles:

Tile Description

Incidents by Protocols (last hour) Shows incidents which occurred within the last hour /
day according to the protocol used during the event.

Incidents by Protocols (last day)

Incidents by Actions (last hour) Shows incidents which occurred within the last hour/day
according to the type of action which generated the

Incidents by Actions (last day) event.

Top 5 Addresses (last hour) Shows the 5 IP addresses from which the most data was
intercepted or discovered during the past hour / day,

Top 5 Addresses (last day) versus the total amount of data intercepted or
discovered.

Top 5 Users (last hour) Shows the 5 users from whom the most data was
intercepted or discovered during the past hour / day,

Top 5 Users (last day) versus the total amount of data intercepted or
discovered by all users.

Top 5 Rules (last hour) Shows the 5 rules from which the most data was
intercepted or discovered during the past hour / day,

Top 5 Rules (last day) versus the total amount of data intercepted or

discovered by all rules.

Configuring the Dashboard

By default, the dashboard shows all the charts. The administrator can remove charts as per their requirements and
add later on when required.

To add or remove a tile
»  (Click 'Add New Dashboard Component'

rard Policy © Settings  Logs  Endpoints © Revisions - License

Palicy Installation

& TOP 5 USE P 5 RULES (LAST HOUR)
# Incidents By Protocols (last hour) # Top 5 Users (last day)
#® ncidents By Protocols (last day) ¥ Top 5 Addresses (last hour) 20
% ¥ Incidents By Actlons (last hour) # Top 5 Addresses (last day) 'J*
# Incidents By Actions {last day) # Top 5 Rules (last hour) '
# Top 5 Users (last hour) = Top 5 Rules (last day)
R = o= |
TOP 5 ADDN ooy T P 5 USERS (LAST HOUR)

HOUR)

The Policy Installation dialog will appear, with the list of available tiles. The tiles existing on the dashboard are pre-
selected.

« Toremove an existing tile, deselect the tile
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- To add a new tile, select the tile
«  Click 'Save'
The new tile(s) will be added to or removed from the dashboard.
Downloading the dashboard to PDF
« To download the report as a pdf file, click 'Export to PDF' and save the generated pdf file.

+ Add New Dashboard Component I Export To PDF

The report will be saved to your default download location.

4 Data Control and Data Transfer Policies

Data transfer policies allow you to monitor files containing sensitive data and restrict their outbound movement from
endpoints and network storage. Data discovery allows you to scan your network to locate files which contain this
sensitive data.

Data Transfer Policy ('General Policy')

MyDLP applies a 'Policy' to define the data control scheme for endpoints in your network. The policy is constructed
from a series of rules which govern restrictions on data traveling over the web, over email, and to or from removable
storage. You can also set rules which enforce automatic encryption if data is transferred to a removable device, rules
to prevent screenshots being taken when certain applications are running and rules to prevent certain documents
from being printed. Refer to 'Adding a Data Transfer Rule' for more details.

Data Discovery (‘Discovery Policy')

MyDLP can run scheduled scans on your network to discover files containing sensitive information stored on local
and network drives. You can define multiple rules to scan different targets for files containing information types that
you define. You can also specify the action to be taken on files discovered to contain sensitive information. Discovery
reports can be viewed from the 'Discovery' interface. Refer to the section 'Adding a Data Discovery Rule' for more
information.

Data transfer and data discovery rules are both constructed by adding 'objects' into a rule using the rule wizard - a
flexible system that allows you to create highly granular yet easily modifiable rule-sets. MyDLP comes with a series
of pre-defined objects which are displayed on the left of the 'Policy' interface. You can create your own custom
objects and new rules can be created by clicking the '+ Add' button.

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 13
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c MYSLP jahes s [

Dashboard  Pollcy Settings Logs  Endpoints  Revishons  License & Install Polkcy
GEMERAL POILCY
POLICY +Add (#Ede B Delote Revision 0532
Gemeeral Policy
Discavery Palicy Channel Marme Sources Destinations Infarmation Types Action
Discovery Reports ;
2 different 4 different
@ web Rule web paolicy sekar i - B Credit Card Mumbers QUARAMTINE
(| wab rule I wm No. 165alary

& wen Rule ERqeiebile all sources All Destinations e E_F': ™ No. 16alary BLOCK
Henverk nurmbers 1 Certificate]
Endpaim @ wen Rule sekar 10.0.0:024 All Destinations Cradit Card Numbers FASS
AD Liser

3 different infarmation

8 Web Rute sdadsas 1000024 Live ' e ARCHVE
Domain types
Computer H Floppy Fude floppy drive 1 All Sources AEAD CINLY

& CO-OVD Rule cd dwd palicy All Saurces BLOCK

& api Rule api palicy All Sgurces Credit Card Mumbers QUARANTINE

& USB Device Access ushr desdce access 1 All Sources LOG

& Printer Rule prirtes palicy 1 All Saurces Cradit Card Nurmbers QUARAMTIMNE

¥ Removable Storage remavable storage

? 8 All Sayre ARCHIVE

InBaund Rule inbound 1 e TARES ’
AD Liger B Removable Storage fule  remavable storage 1 All Saurces sekar Credit Card Numbers QUARAMTIMNE
Use: J—

3 wer
63 Screenshot Rude screenshot 1 All Sources D= e_nt BLOCK
destinations

DISCOVERY TARGET - = wall Rule email policy 1 All Sources Al Destinations  Credit Card Numbars QUARANTINE

0 Clipoaard Rule cliphoard Al Saurces Cradit Card Numbers QUARANTINE
Endpoine Hie Symmem - A A e, s sl e PRLT P T A1 Phmeiien niia e R PR S ] TR Sy A R TTRED

MyOLP Management Console © 2076 Comodo Group, coOMODO

The following sections contain more details on rules:
» The Rules Interface
* Rule Channels / Types
* Rule Actions
« Email Notifications and Messages
+ Adding a Data Transfer Rule
» Adding a Data Discovery Rule
« Deploying a Policy

4.1.The Rules Interface

All rules that have been created for data transfer policy and data discovery are listed under 'Policy' > 'General Policy'
and 'Discovery Policy' respectively.
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Both rule types have four common components, 'Sources', 'Destinations', 'Information Types' and 'Actions'. The Data
transfer policy rule has a 'Channel' rule component, while discovery rules have 'Discovery Type' and 'Schedule'
components.

Rules at the top of the table have a higher priority than those at the bottom and are applied first. In the event of a
conflict between rules, the setting in the rule nearer to the top of the table will be applied.

Rules Table - Description of Columns

Rule Description
Component

Channel Type of rule. You select the rule 'type' then choose a rule name as the first steps when creating a
new rule. Example data transfer ‘channels' include 'Web Rule', 'Removable Storage Rule',
'Screenshot Rule" and 'CD-DVD rule'. The rule 'channel' is easily identified by the icon to the left
of your rule name in the table.

& web Rule

Discovery Type | (Discovery rules only). Type of discovery rule. Discovery types include 'Endpoint Discovery Rule'
and 'Remote Storage Rule'. The rule type is easily identified by the icon to the left of rule name
in the table.

| L1 Endpoint Discovery

Name / Policy | The name of the rule that was provided in the rule wizard.

Name

Schedule (Discovery rules only). Allows administrators to set and view the schedule of the rule.
The administrator can also run on-demand discovery scans as per the rule at anytime. Clicking
the arrow to the right will commence the scan immediately.

Source Determines what user, user groups or locations should be covered by the rule. Users and user

group sources can be defined by an IP address, network, Computer name, Endpoint ID, Active
Directory element or an email address depending on the rule type. Location sources are for
discovery rules and can be a network, computer name, endpoint or remote storage.

Destinations The 'Destination’ can be domain, directories or application names, depending on the rule type.
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Destination column is not required for removable storage, removable storage inbound, printer,
APl and Remote Storage rules.

Information The particular type of information to be searched for or monitored. There are many pre-defined
Types information types and the administrator can define custom information types too. Information
type column is not required for removable storage inbound and screenshot rules.

Action Action to be taken when all conditions of the rule are met. Available actions are:
- PASS
« BLOCK
« LOG
«  QUARANTINE
« ARCHIVE
- DELETE

Note: The DELETE action is available only for discovery rules.

The following sections contain more details on rules:
* Rule Channels / Types
* Rule Actions
« Email Notifications and Messages
» Adding a Data Transfer Rule
» Adding a Data Discovery Rule
» Deploying a Policy

4.1.1. Rule Channels / Types

MyDLP has different categories of rules which are known as 'Rule Types'. Rule types are classified according to data
inspection channel and each type is effective only on data traversing through, or residing in, the named channel.
Each rule type forms a starting point from which very specific rules can be created by adding or removing rule
objects.

Data Transfer Policy Channels

@ Web rules are used to monitor and control all traffic that passes to and from your network over HTTP and
HTTPS. This includes data exchanged with any external network like the Internet. See the section Web
rules for more details.

=4 Mail rules are used to monitor and control data passed over email and other SMTP traffic from specified
sources. See the section Mail rule for more details.

| Removable Storage rules control data transferred to external devices such as USB memory sticks,
removable hard drives and smart phones. See the section Removable Storage rule for more details.

B Removable Storage Inbound rules are used to archive data copied from removable memory devices on
to the computer. See the section Removable Storage Inbound rule for more details.

B Removable Storage Encryption rules allow you to encrypt removable devices connected to endpoints
on your network. After encryption, any data on the drive can only be read if it is connected to your network
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and not by any other network. If you enable this rule for all sources then any new devices will be
immediately encrypted as soon as they are connected. This would prevent, for example, any guest or
hostile from plugging in a USB drive, downloading data and taking it out of your network. See the section
Removable Storage Encryption rule for more details.

o]

Screenshot rules prevent print screen function while a sensitive application is running. See the section
Screenshot rule for more details.

Printer rules allow you to prevent documents matching specific criteria from being printed. See the
section Printer rule for more details.

*

API rules are a unique feature which allow you to integrate custom applications with MyDLP. See the
section API rule for more details.

F
i

USB Device Access rules are used to monitor or block use of USB memory devices on the selected
computers covered by the source object defined in the rule. See the section USB Device Access Rulefor
more details.

CD-DVD rules are used to control the use of optical disks like CD and DVD on selected computers
covered by the source object. You can choose to monitor or block use of disks or set them to 'Read-Only'
mode. See the section CD-DVD Rule for more details.

o | Floppy rules are used to control the use of Floppy disks on selected computers covered by the source
object. You can choose to allow or block use of disks or set Floppy disks to Read-Only mode to allow
reading of data from the disks and blocking writing of data on to them. See the section Floppy Rule for
more details.

| Clipboard rules are used to control the copy and paste function on selected computers covered by the
source object. You can choose actions such as pass, block and more for this rule. See the section
Clipboard Rule for more details.

Discovery Rule Type

(- Endpoint Discovery rules are used to discover and control sensitive data on local storage and hard
disks. See the section Endpoint Discovery rules for more details

L'} Remote Storage rules are used to discover files containing sensitive data of specified type(s) from
remote servers and network file systems. See the section Remote Storage rule for more details

4.1.2. Rule Actions

»  PASS - Allows information to travel through the data channel freely without generating log entries. This
action is available for all rule types.

» LOG - Creates a log entry when data passes through the data channel. This action is not available for
screenshot rule and Floppy rule.

«  ARCHIVE - Allows information to pass through the data channel, generates an event log and archives a
copy of the information. Administrators can download the file from the 'Logs' interface. Refer to the section
Downloading the Files Archived by MyDLP for more details. This action is not available for the
screenshot, USB Device Access, CD-DVD and Floppy rules.

»  BLOCK - Prevents information from passing through the data channel and generates an event log. This
action is not available for the removable storage inbound rules.

«  QUARANTINE - Prevents information from passing through, generates an event log and archives a copy of
the information. This action is not available for the removable storage inbound, screenshot , USB Device
Access rule, CD-DVD rule and Floppy rules.

»  When this action is applied with an 'Endpoint discovery' rule, all files that match the information
type specified in the rule will be deleted from the endpoint - but a copy of the files will be archived
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in the MyDLP server. Administrators can download the file from the 'Logs' interface. Refer to the
section Downloading the Files Archived by MyDLP for more details. The action is similar to
applying the 'Delete' action on an 'Endpoint discovery rule', with the difference that a copy of the
matching files will be saved.

«  ENCRYPT (only available for 'Removable Storage Encryption Rule'). Detects any new USB storage device
connected to source endpoints, formats the device and encrypts it. After encryption, any data stored on the
device can only be read if it is connected to your network and not by any other network. This prevents, for
example, any guest or hostile from plugging in a USB drive, downloading data and taking it out of the
network.

- DELETE (only available for 'Discovery' rules). Deletes discovered files which match your criteria. It is
advised to use this action very carefully.

«  READ-ONLY (only available for CD-DVD and Floppy rules). Allows reading and copying of files from DVD
and floppy disks but does not allow data to be copied from endpoints to the disks.

4.1.3. Email Notifications and Messages for a Rule

Administrators can configure MyDLP to send email alerts to themselves or other administrators for events
concerning the following types of rules:

«  Web
o Mail
«  Select 'Enable Notifications' to enable this feature:

«  All eligible admin users added to your account will be listed. Select the ones to which you want to send
notifications.
»  Recipients can be added by selecting them from the list

» Notifications can be customized from Settings > Enterprise > Email Notification Message

General Rule Edit »

Mame Type
Block Credit Card Numbers wWeb Rule v
Description Message to User
To block uploading aoCuments You cannot upload sensitive
containing credit card numbers to decuments
websites

¥ Enable Notifications

User Name ~  E-rnail
o adminew adminew@mydlp.com
» John Duncan maruthicelerio@gmail.com
miydip user@amydip.com
" John smith fiatliena@gmail.com -

)
|
|
y
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4.1.4. Adding a Data Transfer Rule

Data transfer policies allow you to enforce traffic control schemes for endpoints in your network. The policy is made
up of several rules. Each rule is constructed for intercepting the data traveling over the web, over email and to or
from removable storage, or copied to removable storage devices, CDs, DVDs, Floppy disks from specified source
user(s), endpoint(s) and to implement the action like allow, block, quarantine or log the data. Rules can also be
configured for automatic encryption in a removable device, prohibit use of USB storage devices with specified
endpoints, forbidding screenshots for specified application(s) and to prohibit printing of documents containing
sensitive data.

The General Policy interface displays the list of rules that are added to the data transfer policy.

\!
c M f?DLF John smith n
Dashboard  Pollcy Sattings  Logs Endpoints  Revishns  License & Install Pollcy
E— _
POLICY +Add [# B 8 Delete Revisson W32
Greiweral Dnlury
Discawery Palicy Charnel Marmne Sources Destinations information Types Action
(1] ery Repol . ~
2 different 4 different
& web Rule web palicy sekar ' i Credit Card Mumbers QUARANTINE
Clane of Web ruke naila Form Mo, 16(5alary
& web Rule = R All Saurces All Destinations S L BLOCK
Bmverk nurmibes Certificate]
" B web Rule sekar 10,0,0,0024 All Destinations Credit Card Humbers FASS
AD User
3 different infarmation
@ web Rule sdadsas 10.0.0.024 Live ! ! ARCHIVE
types
Computer & Floppy Rute floppy drive 1 All Saurces READ OMLY
© CO-DVD Rule o dhed palicy All SOUrFCEs BLOCK
# agi Rule api palicy All saurces Credit Card Numibers QUARANTIMNE
DESTINATION B
& USE Device Access ush desice access 1 All Saurces
= & Printer Rule printer palicy 1 All Saurces Cradit Card Numbers QUARANTINE

B Removable Storage remavable storage . . ;
. All Sayrce ARCHIVE
Inbourd
AD Liser B Rermovable Storage Bule  remavable storage 1 All Saurces sekar Credit Card Numbers CQUARANTIME
3 different
0 Screenshot Rude screenshot 1 All Saurces BLOCK
destinations
i padl mul miail podicy 1 All Sources Al stinations redit Card Number: AJARAMTINE
D " ail Rule email policy aurce Destinations Credit Card Numbers Qu NTIN
0 Clipbaard Rule clipboard Al Sources Credit Card Numbers QUARANTIMNE
Sl e i - A A e, Pis sl T PR T A1 Phmmiie nilaem. P PO S [ P S A R ETTRED
MyDLP Management Console © 3076 Comodo Group, coMODO

The right side of the Policy interface displays the rules with their components as a table and allows the administrator
to add new rules, edit existing rules and remove unwanted rules. For more details on the types of the rules and the
components of the rules, refer to the section The Rules Interface.

The following sections explain on constructing the rules for the policy and implementing them on to the network:
« Adding a Data Transfer Rule
» Enabling or Disabling a Rule
« Editing a Rule
* Removing a Rule

Adding a Data Transfer Rule

The rules can be created using the wizard and added to the Policy. Each step is explained in detail after the brief
descriptions:

+ Step 1- Add new rule and select the rule type

« Step 2 - Enter a name for the rule and configure messages to be shown to the enduser and email
notification sent to the administrator when the rule intercepts the data traffic
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»  Step 3 - Specify the sources for the rule

« Step 4 - Specify the Destinations for the rule

+ Step 5 - Specify the 'Information Types' to be identified and intercepted in the data traffic
» Step 6 - Specify the action to be taken on the data if the rule is met

Step 1-Add a new rule and select the rule type

- To add a new data transfer policy rule, click 'Policy' tab at the top, then 'General Policy' under 'Policy’ menu
on the left

c WYL

«  Click the 'Add' button from the Policy interface to add a new rule. The 'General Rule Edit' dialog will appear.

General Rule Edit
s Informati
Name Type
Credit Cart
; Web Rule v
Description Message to User Credit Car
Place enter y description here 2 different
types
pdm test we
Enable Notifications
pdm test w
a PCI-Credit «
Credit Card r
Credit Card ©
Q@ CD-DVD Rule CD Read Only Bob Smith
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«  Select the type of the rule to be created from the "Type' drop-down. For more details on Rule Types, refer to
the section Rule Channels / Types.

General Rule Edit %

Mame Type
Web Rule M
Description Mail Rule

Removable Storage Rule
Removable Storage Inbound Rule
Removable Storage Encryption Rule
Screenshot Rule
Printer Rule

Enable Matifications Api Rule
USB Device Access
CD-OVD Rule
Floppy Rule
Clipboard Rule

Step 2 - Enter Name for the rule and configure Messages and Notifications

The 'General Rule Edit' dialog allows to configure the general properties of the rule like the name, descriptions and
notifications.

General Rule Edit

Mame Type
Docs Uploading Web Rule ¥
Description Message to User
Far restricting uploading of sensitive information. Do not
documents containing credit card upload.

numbers to Google and Yahoo

Enable Motifications

« e ==
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Enter the following information:
«  Name - Enter a name, shortly describing the new rule
- Description - Enter a description for the rule

» Message to User - The message to be displayed to the end user when MyDLP blocks or quarantines the
data traffic from the user computer based on this new rule.

MyDLP displays the message for the following rule types:

+  WebRule
* Mail Rule
The message will be displayed only if the action set for the rule is to block or quarantine the intercepted file.

«  For more details on setting the action, refer to the description under 'Step 6 - Specify the action
to be taken on the data if the rule is met'
»  For more details on editing the rule, refer to the section Editing a Rule.

» Notifications - Configure the automated notifications to be sent to the administrators and other users when
MyDLP intercepts the data traffic from any end-user, based on the new rule. This step allows you to choose
the notification type and the intended recipients. The notification messages sent to the recipients can be
edited under 'Settings' > 'Enterprise' tab. Refer to the section Configuring Enterprise Settings for more
details.

MyDLP can send automated notifications only for the following rule types:

+  WebRule
» MailRule
«  For MyDLP to send automated notification messages, select the 'Enable Notifications checkbox'

The administrators and users lists will be displayed below:

General Rule Edit

A | P 18 BN L) Ty

Description Message to User
For restricting uploading of Sensitive information. Do not
docurmnents containing credit card upload.

numbers to Goagle and Yahoo

# Enable Motifications

User Name E-mail
adminaw adminew@mydip.com

" John Duncan maruthicelerio@gmail.com

» mydip user@mydlp.com

« John smith fiatliena@gmail.com
rolenana naneEmail.cam

i
f—:

»  Select the administrators and other users that have access to the MyDLP interface, to whom the
notifications are to be sent

«  Click 'Next'
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Step 3- Specify the sources for the rule

The origin of the data transfer can be added as the 'Source' component of the rule, by selecting the source object
type from the 'Type' drop-down. The following table shows the object types that can be used for defining Sources
and applicable rule types.

Object Applicable Rule Types

Network +  WebRule

* MailRule

* Removable Storage Rule

«  Removable Storage Inbound Rule

»  Removable Storage Encryption Rule
»  Printer Rule

+  Screenshot Rule

« APIRule

«  USB Device Access Rule
« CD-DVD Rule

»  Floppy Rule

»  Clipboard Rule

Computer Name »  Web Rule

«  Removable Storage Rule

»  Removable Storage Inbound Rule

»  Removable Storage Encryption Rule
*  Printer Rule

+  Screenshot Rule

« APIRule

»  USB Device Access Rule
« CD-DVDRule

*  Floppy Rule

»  Clipboard Rule

Endpoint «  WebRule

«  Removable Storage Rule

»  Removable Storage Inbound Rule

« Removable Storage Encryption Rule
e Printer Rule

«  Screenshot Rule

« APIRule

»  USB Device Access Rule
« CD-DVD Rule

*  Floppy Rule
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Object Applicable Rule Types

»  Clipboard Rule

Domain «  Mail Rule
User Object +  WebRule
«  Mail Rule

* Removable Storage Rule

- Removable Storage Inbound Rule

»  Removable Storage Encryption Rule
*  Printer Rule

«  Screenshot Rule

« APIRule

«  USB Device Access Rule
« CD-DVDRule

»  Floppy Rule

»  Clipboard Rule

AD User Object +  WebRule

*  MailRule

»  Removable Storage Rule

»  Removable Storage Inbound Rule

«  Removable Storage Encryption Rule
»  Screenshot Rule

»  Printer Rule

« APIRule

«  USB Device Access Rule
« CD-DVD Rule

»  Floppy Rule

»  Clipboard Rule

To add a source object
«  Click the 'Next' button after selecting the rule type and completing other parameters as explained in Step 2.
The 'Sources' dialog will be displayed:
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Sources »

Type Mame

Mo data available in table

«  Click the 'Edit' button and select the type of source object from the drop-down

Add Source

Type

MNetwork . ¥

Computer Name

Single User

Active Directory Object

Endpoint
10.0.0.0/8 10.0.0.0 255.0.0.0
192.168.0.0/16 192.168.0.0 255.255.0.0
172.16.0.0M 6 172.16.0.0 255.255.0.0
Sales Team MNetwork 192.168.111.110 255.255.255.0
Purchase 192.168.1.25 255.255.255.0

The objects listed for the selected object type depends on the predefined and user defined objects defined for it.
Refer to the section User Defined Objects for more details. For example, if you choose 'Network', the predefined
and user defined network objects will be displayed.
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/

Add Source

Type
Metwork r

Mame IP Address Subnet

«* All Sources 0.0.0.0 0.0.0.0
10.0.0.0/24 10.0.0.0 255.255.255.0
10.0.0.0/8 10.0.0.0 255.0.0.0
192.168.0.0/16 192.1658.0.0 255.255.0.0
172.16.0.0M186 172.16.0.0 255.255.0.0
Sales Team Metwork 192.168.111.11 0 255.255.255.0
Purchase 192.168.1.25 255.255.255.0

»  Select the object(s) from the list

« To add more sources for other object types, select another object type from the Type' drop-down again and
follow the same procedure explained above.

All the sources added for different object types will be listed.

Sources x

Type Mame

MNetwaork 10.0.0.0/8

Network 182.168.0.0/16
Active Directory Object sales ou

Endpoint Bob Smith Computer

»  Click 'Edit' to add more objects or click 'Next' to proceed to add destinations
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Step 4 - Specify the Destinations for the rule

The target of the data transfer can be added as the 'Destination' component of the rule, by selecting the destination
object type from the Type' drop-down. The following table shows the object types that can be used for defining
Destinations and applicable rule types.

Object Applicable Rule Types

Domain «  WebRule
«  Mail Rule
Application Name «  Screenshot Rule
USB Devices with IDs «  Removable Storage Rule
User Object «  Mail Rule
AD User Object « MailRule

To add a destination object
«  Click the 'Next' button after selecting the source and completing other parameters as explained in Step 3
The 'Destinations' dialog will be displayed:

Destinations

Type MName

Mo data available in table

«  Click the 'Edit' button and select the type of destination object from the drop-down

The objects listed for the selected object type depends on the predefined and user defined objects defined for it.
Refer to the section User Defined Objects for more details. For example, if you choose 'Domains', the predefined
and user defined domain objects will be displayed.
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Add Destination

MName Domain
»* All Destinations all
Hotma hotmail.com
Outlook outlook.com
Live live.cam
MiSn msn.com
Gmail gmail.com
Google gongle.com
Yahoo yahoo.com
Yandex-1 yandex.ru i

«  Select the object(s) from the list

- To add more destinations for other object types, select another object type from the "Type' drop-down again
and follow the same procedure explained above.

All the destinations added for different object types will be listed.

Destinations

Type Mame
Domain Outlook
Domain Msn
Domain Gmail
Domain Yahoo

+  Click 'Edit' to add more objects or click 'Next' to proceed add information types
Step 5 - Specify the 'Information Types' to be identified and intercepted in the data traffic

The files to be identified as containing sensitive data in a data traffic, are specified as Information Type in a rule.
Each information type is defined with a set of 'Information Features'. For more details on Information Types, refer to
the section Information Types - An Overview.
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MyDLP is shipped with a number of commonly and frequently used Information Types. These information types are
available under the 'Pre-defined' category in the 'Information Type' tree. In addition, the administrator can add more
number of custom information types.

For MyDLP to intercept files containing sensitive data of specific type, the respective information type object is to be
added to the rule. The following table shows the object types that can be used for defining Information Types and
applicable rule types.

Object Applicable Rule Types

Information Type « WebRule

« Mail Rule

«  Removable Storage Rule
+  Printer Rule

« APIRule

+  Clipboard Rule

To add an Information Type object

«  Click the 'Next' button after selecting the destination type and completing other parameters as explained in
Step 4

The 'Add Information' dialog will be displayed:

Add Information Type

MName

alll

padm craig

newy testl

Credit Card NumDers
BAMN Account Mumbers
-TOp Secret- Keyword
All Matcher

PCI-Credit Card Track3
PCI-Credit Card Track2
PCI-Credif Card Track!
PCI-Credit Card

‘mCa DT L L T PR

The objects listed for the selected object type depends on the predefined and user defined objects defined for it.
Refer to the sections 'Information Types — An Overview', 'Predefined Information Types' and 'Adding a User
Defined Information Type' for more details.
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Add Information Type

Type

nformation Type

Name

Check Optional
w Chennai Documents
pdm test 2
«* pdm test wed
aren test 1
encrypted file matcher
name
test 1 keyword name surname

test 1 ke}"-‘iﬁr'ﬂ Nk i

«  Select the information type(s) from the list

«  To add more objects from 'Information Type', select it from the Type' drop-down again and follow the same
procedure explained above.

«  Click 'Next' to proceed to specify the action for the rule

Step 6 - Specify the action to be taken on the data if the rule is met

The final step is to specify the action to be taken on the file as specified in the information type, in the data traffic
between the source and the destination.
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Add Action x

Pass

* Block
Log
Quarantine

Archive

=]

»  Choose the action from options. The available actions are:

»  PASS - Allows information to pass through the data channel freely without generation of any log
entries. This action is is the default action and available for all rule types.

»  BLOCK - Prevents information to pass through data channel and generates event log. This action
is not available for removable storage inbound rules.

« LOG - Creates a log entry when data passes through the data channel. This action is not
available for screenshot rule and Floppy rule.

*  QUARANTINE - Prevents information to pass, generates event log and archives a copy of
information in the MyDLP Server. The Administrator can download the file from the Logs interface.
Refer to the section Downloading the Files Archived by MyDLP for more details. This action is
not available for removable storage inbound rule, screenshot rule, USB Device Access rule, CD-
DVD rule and Floppy rule.

«  ARCHIVE - Allows information to pass through data channel, generates event log and archives a
copy of information. The Administrator can download the file from the Logs interface. Refer to the
section Downloading the Files Archived by MyDLP for more details. This action is not available
for screenshot rule, USB Device Access rule, CD-DVD rule and Floppy rule.

«  ENCRYPT - Enforces encryption of connected removable devices. This action is only available for
Removable Storage Encryption Rule.

« READ-ONLY action is available only for CD-DVD rule and Floppy rule. It allows reading and
copying of files from optical and magnetic storage disks like CD, DVD and Floppy disks but does
not allow copying of data from the endpoints to the disks. This action is available for CD-DVD Rule

and Floppy Rule.
+ Atany time during the rule creation, click 'Back' to review your configuration for the rule
«  Click 'Save'

The rule will be saved. You can create as many rules as required. If you are creating a new rule with minor changes
from an existing rule, you can clone the rule and edit it to change the required parameters.

The rules take effect only on applying/reapplying the policy to the network. Refer to the section Deploying the
Policy for more details.
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Once arule is added you can edit, clone, delete, disable/enable it at any time.

+  Click on the rule to view the control buttons displayed in the Channel column

+ Add |# Edit| 8 Delete Revision ID:104.

Channel Mame sources Destinations Information Types Action
Google Chennal Documents
@ web Rule _ 192.168.0.0M16 pdm test wed
=@ Docs Uplaading 10.0.0.0/8 LDT:!O“ Purchase Dept. Group Lotk

CC and |8 Group

The expanded rule is displayed in cyan color and provides full component details available for the rule under
Sources, Destination and Information Types columns.

Control Description

m Allows administrators to add a new rule

Enables the administrator to edit the name, message and notification settings of the rule. Refer to the
section Editing a Rule for more details,

2= | Removes the rule from the policy. Refer to the section Removing a Rule for more details

(L Available in an expanded rule. Clones the rule to allow administrators to create a new rule with minor
changes in the components

@ Available in an expanded rule. Enables the administrator to disable or enable the rule. Refer to the
section Enabling or Disabling a rule for more details.

Rules at the top of the table have a higher priority than those at the bottom and are applied first. In the event of a
conflict between rules, the setting in the rule nearer the top of the table will be applied. The administrator can change
the order of the rules at any time by dragging any rule to the desired position.

Enabling or Disabling a Rule

The rules added to the policy are automatically enabled by default. The administrator can disable a rule if it is found
unnecessary and deemed to be of use at a later time. The disabled rules are gray in color in the table.

To disable / disable a rule

«  Click on the rule for the options to be displayed in the 'Channels' column

«  Click the Disable icon @

Channel Mame Sources Destinations Information Types Action

Chennai Documents
Google

& Web Rule ] 192.168.0.0M16 r pdm test wed
L] Docs Uploading 10.0.0.0/8 I(_jwflaok Purchase Dept. Group SLocK
. CC and IB Group

Clone of Docs 2 different 3 different 4 different information

The rule will be disabled and the background color will change to gray.
» To re-enable the rule, click the 'Enable’ icon.
Editing a Rule
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Arule can be edited at anytime for the changes in the source, destination, information type components, the action
to be taken, the name of the rule and the notification settings. Please note that only rules that are enabled can be
edited.

Any change you make in a rule will take effect only on re-deployment of the policy. Refer to the section Deploying
the Policy for more details on implementing the policy.

To edit a rule
«  Select the rule and click the 'Edit' button at the top

+Ad1 [ #Edit 8 Delete Revision ID:104

Channel Marme Sources Destinations ‘ormation Types Action
Google Chennal Documents -
& web Rule . 152.168.0.0116 pdm test wed
s 2 Decs Uploading 10.0.0.0/8 Ligs Purchase Dept. Group Ll
CC and IB Group
Name Type
Docs Uploading Web Rule i
Description Message to User
For restricting uploading of Sensitive Information. Do not

documents containing credit card upload.
numbers to Google and Yahoo

# Enable Notifications

User Name E-mail
adminew adminew@mydlp.com
John Duncan maruthicelerio@gmail .com
mydip user@mydlp.com
John smith fiatliena@gmail.com -

You can edit the 'Name', 'Description’, 'Message to User', 'Notification’, settings, add new source, destination and
information types. Please note you can not edit the rule type. The interface is same as the 'Edit Dialog' that appear
while creating the rule. Refer to the rule creation wizard from Step 2 onward till the final step for more details.

Removing a Rule
The administrator can remove unwanted rules from the policy at any time.
To remove a rule

»  Select the rule and click the 'Delete’ button at the top

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 33



COMODO

Creating Trust Online®

POLICY +Add [# B 8 Delere Hevision ID:104

Channel Mame Sources Destinations Information Types Action
Google -
& web Rule 192.168.0.0/16 Purchase Dept. Group |
loadi i K |
-] Docs Uploading 10.0.0.0/8 "'::‘::Imk €C and IB Group Loc !

A confirmation dialog will be displayed.

Do you want to continue?

«  Click 'Yes' to remove the rule.

4.1.5. Adding a Data Discovery Rule

Comodo MyDLP can run scheduled scans on network endpoints and storage locations to identify files containing
sensitive information. The targets, schedule, information searched for, and the action to be taken is specified in a

Discovery Rule.

c MYS0LP

Dashboard  Policy Settings Logs  Endpoints  Revisions  License 4 nstall Palicy
(rouer I oy — -
Gararal Podicy
Discovery Poliy Discovery Type  Policy Name schedule Sources Destinations Information Types  Action
Dazoorwery Repaors .
DV Endpaint N - Deastination Fibe Systam - e
Discavery test ] All sources omject Purchase Dept. Growp Lo
m [T ;
'_i"fmt'e B new test 22 L new test 2202 Credet Card Numbers LaG
Natwork HLIE
Endpzim £ T Credi card m, g E
= i. Remcie Storage  Creddt card numbaers 1 l.:"Sf:I\- ery database Credit Card Mumbers ARCHIVE
[ User Aule discovery 1
Jner
L) Endpaint Endpoint credit card R ) Calecuments arsd
e 5 . 192,158.0.0¢1 . it Wy,
D T detaits ] 2,168,0.0016 Semings Credit Card Numbers  LOG
Cosmguite
o .
N E_”dmlm endpoint = Cansin PC cansin discovery Credit Card Numbers LG
Dl 5oy
Remoie Storage 7 drfferent inf fian
Aule types
LT .
B3 Endpaint
Soman i wmcllent [ Admin PC CiflUsers o information ype DELETE
- Discovery
Seice
o .
Apelicasen - E_ﬂdmlm full discavery my pc 1 Burak PC Cifusers Credit Card Mumbers ARCHNVE
AD User D scovery
2 Endpoint burakpc ] Burak PC mytest foides Credit Card Mumbers  ARCHIVE
Di soowery
§ Remote Storage discavery remote _ .
'l Rule discovery rem 3 ] Rt Credit Cand Numbers ARCHNE
MyDLP Management Cansole © 2014 Comodo Group. COMDDOD

The right side of the interface displays all previously created discovery rules. Collectively, these rules are known as
the 'Discovery Policy' and administrators can add new rules, edit existing rules and remove unwanted rules. The

administrator can also run on-demand scans from this area. A list of reports from previous scans is available under
'Discovery Reports' section. For more details on rule types and components, refer to The Rules Interface.

The following sections explain more about rule construction and implementation:

» Adding a Data Discovery Rule

» Enabling or Disabling a Rule

« Editing a Rule
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* Removing a Rule
*  Running On-Demand Scans

» Viewing Discovery Scan Reports

Adding a data discovery rule

Discovery rules are intended to identify data residing on selected endpoints and on remote storage locations like
FTP servers, shared folders, network file systems and web servers.

+ ADiscovery rule is constructed from a channel, a source, a schedule, a destination, an information type and
an action to be taken if the rule is triggered.

+ Administrators can create an unlimited number of rules to search specific targets for specific information
types.

«  Rules can be run 'on-demand' by clicking the P> icon next to 'Schedule'.

Rules can be created using the wizard and added to the Policy. Each step is explained in detail after the brief
descriptions:

» Step 1- Add new rule and select the rule type
- Step 2 - Enter a name and description for the rule
« Step 3 - Specify the sources for the rule
+ Step 4 - Specify the destinations for the rule
- Step 5 - Specify the 'Information Types' to be identified
« Step 6 - Specify the action to be taken on the data if the rule is met
« Step 7 - Create a schedule for running scans as per the rule
Step 1 — Add new rule and select the rule type

« Toadd a new data discovery policy rule, click the 'Policy' tab at the top, then 'Discovery Policy' under
'Policy' menu on the left

«  Click the 'Add' button from the Policy interface to add a new rule. The 'General Rule Edit' dialog will appear.
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General Rule Edit formation Types
Name Type urchase Dept. Group  LOG
Endpoint Discovery v
st 3 redit Card Numbers LOG
Description
Car .
i Place enter vour description here redit Card Numbers ARCFE
it :
redit Card Numbers LOK(
nt redit Card Numbers LOG
di i .
ifferent information LOC
pes
o information type DELE
0 redit Card Numbers ARC
m —E redit Card Numbers  ARC

TIECTAIn T FOTOnT D

«  Select the type of the rule, Endpoint Discovery' or 'Remote Storage Rule' to be created from the "Type' drop-
down. For more details about these rule types, refer to the section Rule Channels / Types.

General Rule Edit

Mame Type
Endpoint Discovery ¥

Endpoint Discovery
Description | Remote Storage Rule

m

Step 2 - Enter a name and description for the rule
After selecting the type of discovery rule, enter a name and description for the rule.
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Type

Endpoint Discovery T

o Click 'Next'.

Step 3 - Specify the sources for the rule

The 'Source' component of a rule is where you specify the location to be scanned, like selected endpoints or remote
storage. The following table shows the object types that can be used for defining Sources and applicable rule types:

Object Applicable Rule Types

Network »  Endpoint Discovery rule
Computer Name +  Endpoint Discovery rule
Endpoint »  Endpoint Discovery rule
Remote Storage »  Remote Storage rule

To add a source object

«  Click the 'Next' button after selecting the rule type and completing other parameters as explained in Step 2

The 'Sources' dialog will be displayed:
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Sources 4

Type Mame

Mo data availlable in table

«  Click the 'Edit' button and select the type of source object from the drop-down

Add Source

Type

Metwork Y

Computer NMame

| Endpoint
« All Sources 0.0.0.0 0.0.0.0
10.0.0.0/24 10.0.0.0 255.255.255.0
10.0.0.0¢ 10.0.0.0 255.0.0.0
192.168.0.0/16 192.168.0.0 255.255.0.0
172.16.0.0/16 172.16.0.0 255.255.0.0 =

The objects listed for the selected type depend on the objects defined for it (both predefined and user defined
objects). Refer to the section User Defined Objects for more details. For example, if you choose 'Network', the
predefined and user defined network objects will be displayed.
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Add Source
Type
Metwork T
MName IP Address Subnet
All Sources 0.0.0.0 0.0.0.0
10.0.0.0/24 10.0.0.0 255.255.255.0
10.0.0.04/8 10.0.0.0 255.0.0.0
192.168.0.0M16 192.168.0.0 255.255.0.0
172.16.0.0/186 172.16.0.0 255.255.0.0
»* Sales Team Network 192.168.111.110 255.255.255.0
Purchase 192.168.1.25 255.255.255.0

»  Select an object(s) from the list

«  To add more sources for other object types, select another object type from the Type' drop-down again and
follow the same procedure explained above.

All the sources added for different object types will be listed.

Sources *

Type Mame
Metwork Sales Team Metwork
Computer Name Bob

»  Click 'Edit' to add more objects or click 'Next' to proceed to add destinations

Step 4 - Specify the destinations for the rule

The 'Destination' component of a discovery rule is where you specify the target folder to be scanned in the selected
endpoints. The destination can be specified only for Endpoint Discovery rule. For the Remote Storage rule, MyDLP
scans the full storage for the information type specified in the rule, hence, you need not specify the destination
component.

You can add destinations by selecting a pre-defined or user-defined 'File System Directory' object from the Type'
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drop-down.
To add a destination object
«  Click the 'Next' button after selecting the source and completing other parameters as explained in Step 3

The 'Destinations' dialog will be displayed:

Destinations

Type Mame

Mo data available in table

«  Click the 'Edit' button and select the type of destination object from the drop-down

Add Destination S

Type
File System Directory v
Name Destination
«* All Directories all
C/Users CfUsers

C/Documents and

e C/Documents and Settings
Settings

Unix fhome Directory fhomeays

The objects listed for the selected object type depends on the predefined and user defined objects defined for it.
Refer to the section User Defined Objects for more details. For example, if you choose 'File System Directory', the
predefined and user defined file system objects will be displayed.
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Add Destination

Type
File System Directory ¥
MName Destination
All Directories all
CUsers CUsers
C:/Documents and Settings C:/iDocuments and Settings
Unix /home Directory Mhome/
miytest folder C\Usersiburaka\Desktopitestfolder
cansin discovery Cwserswinclient\Desktop\Discovery-tests
Destination File System object C:/Discovery
»* Finance DaBank_docistatements
% cancel

«  Select an object(s) from the list

- To add more destinations for other object types, select another object type from the "Type' drop-down again
and follow the same procedure explained above and click ‘Add'

All the destinations added will be listed.

Destinations

Type Name

File System Directory C/Users

File System Directory C/Dacuments and Settings
File Systemn Directory burak test file

«  Click 'Edit' to add more objects or click 'Next' to proceed to add information types

Step 5 - Specify the 'Information Types' to be identified

The files to be identified as containing sensitive data in a data storage, are specified as Information Type in a rule.
Each information type is defined with a set of 'Information Features'. For more details on Information Types, refer to
the section Information Types - An Overview.

MyDLP is shipped with a number of commonly and frequently used Information Types. These information types are
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available under the 'Pre-defined' category in the 'Objects’ tree. In addition, the administrator can add more number of
custom information typed under 'User-defined' category.

For MyDLP to identify files containing sensitive data of specific type, the respective information type object is to be
added to the rule. The following table shows the object types that can be used for defining Information Types and
applicable rule types.

Applicable Rule Types

Information Type «  Endpoint Discovery Rule

«  Remote Storage Rule

To add an Information Type object

«  Click the 'Next' button after selecting the destination type and completing other parameters as explained in
Step 4

The 'Add Information' dialog will be displayed:

Add Information Type

Mame

alll

pam craig

new test

Credit Card Numbers
BAN Account Mumbers
Top Secret- Keyword

All Matcher

The objects listed for the selected object type depends on the predefined and user defined objects defined for it.
Refer to the sections 'Information Types — An Overview', 'Predefined Information Types' and 'Adding a User
Defined Information Type' for more details. For example, if you choose 'Information Type', the predefined and user
defined information objects will be displayed.
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Add Information Type

Type

Information Type v

MName
Check Optional
" Chennai Documents
pdm test 2
pdm test wed
eren test 1
' encrypted file matcher
riame
test 1 keyword name surname

test 1 keyword ttnk

«  Select the information type(s) from the list

« To add more objects from 'Information Type' select it from the Type' drop-down again and follow the same
procedure explained above.

»  Click 'Next' to proceed to specify the action for the rule

Step 6 — Specify the action to be taken on the data if the rule is met

The next step is to specify the action to be taken on the file identified from the storage.

Add Action *

Delete
- LU‘E
Quarantine

Archive

= nacx | =3
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«  Choose the action from the options. The available actions are:

« DELETE - Deletes matched discovered files. It is advised to use this action very carefully. This
action is available only for Endpoint Discovery Rules.
* LOG - Generates event log.

*  QUARANTINE - Removes the identified file from the endpoint and saves an archive copy in the
MyDLP server. The Administrator can download the file from the Logs interface. Refer to the
section Downloading the Files Archived by MyDLP for more details.

» ARCHIVE - Generates event log and archives a copy of information. The Administrator can
download the file from the Logs interface. Refer to the section Downloading the Files Archived
by MyDLP for more details.

The rule will be saved. You can create as many rules as required. If you are creating a new rule with minor changes
from an existing rule, you can clone the rule and edit it to change the required parameters.

Step 7 - Create a schedule for running scans as per the rule
The final step is to set a schedule for MyDLP to periodically scan the endpoints and storage locations.
To set a scan schedule in a rule

«  (Click the Calendar button under the Schedule column.

Discovery Type Policy Name Schedule Sources Destinations Information Types N

3 different information
types

LI Endpaoint Docs with CC numbers in

. > 2 different sources 3 different destinations
Discovery Sales dept

Clle cumen

Schedule Dialog x

schedule
Daity v

] Dim D T

Start at:
00:00 *

=

Set Available Hours:
. Available K

:Unavailable
&l Days ¥ Wc-kliours' Ser Unzet

i 20 e 90

nizin
0o-Lo
Ll ]
000
no=£n
na-gn
0060
o=
0oLl
(LI |
nazEL
0okl
[iTiE ]
IR ]
no:gl
LhEA
LR

=

SUn

=]

&
=

wed FON

The 'Schedule' dialog will appear, enabling you to set a schedule.
Schedule

+  Select whether you wish the scans to be run on daily or weekly basis from the drop-down. If you are
choosing Weekly, then select the days at which the schedule needs to be run.
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Schedule Dialog

Schedule
Weekly *Sun L Mon #Tue " /'Wed *Thu U Fri LSat

Start at:
12:00 *

Set Available Hours:

. sAvailable

«  Start at - Select the time at which the scan should commence.
Available/Unavailable Hours

You can also specify when the endpoints and the network repositories will be available for MyDLP scans, so that the
scans scheduled at the periods at which the endpoints and the repositories are not available, will be skipped.

The table below 'Available/Unavailable Hours' indicate the time periods at which the endpoints/repositories will be
available/unavailable:

»  Green blocks indicate that the endpoints/repositories are available for scanning
« Gray blocks indicate that the endpoints/repositories are not available for scanning

- To manually switch specific hours of days at which the endpoints/repositories will be unavailable, click the
respective blocks.

« To automatically set specific time periods as unavailable hours,

»  Choose the day(s) of the week from the first drop-down.
»  Choose the hours from the second drop-down
+  Click 'Unset'

- To automatically set specific time periods as available hours,
«  Choose the day(s) of the week from the first drop-down.
«  Choose the hours from the second drop-down
+  Click 'Set'

»  Click 'Save' to save the schedule

The rules take effect only on applying/reapplying the Discovery policy to the network. Refer to the section Deploying
a Policy for more details.

Once arule is added you can edit, copy delete, disable/enable it at any time.

Click on the rule to view the control buttons displayed in the Channel column

Discovery Type Policy Mame schedule SOUrCes Destinations Information Types Action
DYendpaint Discavery  Docs with CC numbers In Sales Sales Team Metwark RIS encrypted file matcher
e o =] [ Hob MW ST oD Chennai Documents LOG
Stores Group Purchase Depk. Group
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Control Description

m Allows administrators to add a new rule

Enables the administrator to edit the name, source, destination, information type and action settings of
the rule. Refer to the section Editing a Rule for more details,

2 | Removes the rule from the policy. Refer to the section Removing a Rule for more details.

(L Available in an expanded rule. Clones the rule to allow administrators to create a new rule with minor
changes in the components

@ Available in an expanded rule. Enables the administrator to disable or enable the rule. Refer to the
section Enabling or Disabling a rule for more details.

Rules at the top of the table have a higher priority than those at the bottom and are applied first. In the event of a
conflict between rules, the setting in the rule nearer the top of the table will be applied. The administrator can change
the order of the rules at any time by dragging any rule to the desired position.

Enabling or disabling a rule

The rules added to the policy are automatically enabled by default. The administrator can disable a rule if it is found
unnecessary and deemed to be of use at a later time. The disabled rules are gray in color in the table.

To disable / disable a rule

«  Click on the rule for the options to be displayed in the 'Channels' column

«  Click the Disable icon @

Discovery Type Policy Mame schedule SOUrCes Destinations Information Types Action
. F wrypted file match
D Engipaint Discavery  Docs with CC numbers In Sales Sales Team Metwark Al encrypéed file matcher
» e ot = » - MW EToUp Chennai Documents LOG
Stores Group Furchase Dept. Group

The rule will be disabled and the background color will change to gray.

» To re-enable the rule, click the 'Enable’ icon.

Editing a rule

Arule can be edited at anytime for the changes in the source, destination, information type components, the action
to be taken, and the name of the rule. Please note that only rules that are enabled can be edited.

Any change you make in a rule will take effect only on re-deployment of the policy. Refer to the section Deploying
the Policy for more details on implementing the policy.

To edit a rule
»  Select the rule and click the 'Edit' button at the top
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Discovery Type Policy Mame Schedule SOUrces Destinations InfgeeemTion Types Action
k R d file mascher
B3 Endpodint Discoven jth CC m I les T N ranes S
. an iScovery g:-;-: with €€ numbers in Sales - » x;-s eam Network reEw Eroug Chennal Doouments LDG
o o Troup Purchase Dept. Group
Hame Type
Dacs with CC numbers in Sales dept Endpoint Discovery -
Description

To Idenzity POF and Office B
documents comtasming two oredit
card muamiers in endpaints used

You can edit the '"Name', 'Description’, add new source, destination, information types and action. Please note you
cannot edit the rule type. The interface is same as the 'Edit Dialog' that appear while creating the rule. Refer to the
rule creation wizard from Step 2 onward till the final step for more details.

Removing a rule
The administrator can remove unwanted rules from the policy at any time.

To remove arule

«  Select the rule and click the 'Delete’ button at the top

Discovery Type Policy Name Schedule Sources Destinations information Types Action
fth s i Gl ; ’ 2 differant informati
T Endpuint Discavery ::;': S TS e o = H * 2different sources 3 different destinations ;E:ﬁ“" bt ol LOG

A confirmation dialog will be displayed.

Do you want to continue?

»  Click "Yes' to remove the rule.

Running On-Demand Scans

The administrator can run an instant scan for any rule at any time by clicking the ® button in the schedule column.

DISCOVERY + duied [ EIE W Dl

Discovery Type Policy Mame Schedule SOUrces Destinations Information Types Aciion

D Endpoing Discovery  full discovery my pe 1 @ Burgk PC Ciflisers Credit Card Mumbers ARCHNE
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Note: You need to deploy the policy before running scans based on any new or changed rules. Refer to the section
Deploying a Policy for more details.

The scan will start immediately and indicated in the list of reports under the 'Discovery Reports'.

DISCOVERY REPORTS

Show 10 T entries

Status Palicy Hame Start Finish Duration File Count Dictails

H L | Tull digceavary iy pe 03032076, 14:0%:04 mat finished yer e finished yea! [a]

You can pause/resume or stop the scan by clicking the respective buttons.
At the end of the scan, the scan report will be added to the list of reports.
Viewing discovery scan reports

The Discovery interface enables the administrator to quickly access the discovery reports generated at the end of
each of scheduled and on-demand scans. The report provides a list of files identified as containing sensitive
information, based on the rule for which the scan was run and allows the administrator to save it as a spreadsheet
file for future analysis.

To view discovery reports, click 'Discovery Reports' on left under 'Policy’'.
c WLP

Dashiboard  Policy Samings  Logs  Endonines  Reviiens  Liceree @ install Palicy
Losopilin.ny Show 10 = | SNETESProcessing..
CDicovary Raparts 3
AL Policy Mams Start Finish Dmuradicn File Coung Details
m === Cradit card numbars discovery 22006, 183100 605
i == e tess 73 2206 i TELTEE 535
Cradit card numbers disooveny ISNDONE. 10311
== [ Fal 22008 40 o T,
------
rew best 23 22046, 232736 Bu 03
m [ finesne | A ¢ FIGLBA6, (3040 35
R [ b | endpaing (SZR0NE 151233 1 D6 M 7E17B
: = _ IRy PR 3 DAAI2r2016. 145244
_: : m ey rem ¥ QAM2ING 15241 THHZIMENS 0
o discoery rem 3 DAL B 15&230 03022006, 154540
Dwainason Gz
Shiwerd 11 12 20 of 32 enlries Previous 1 n 3 &4 mex
=
MyDLP Managemant Console © 2016 Comodo Group COMODO

Discovery Reports Table - Description of Columns

Description
Status Indicates whether the on-demand or scheduled scan is under process or completed.
Policy Name The Discovery rule based on which the scan was executed.
Start The precise dates and time at which the scanning was started.
Finish The date and time the scan was completed.
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Duration Indicates the time taken to complete the scan.

File Count The number of items discovered at the endpoints covered by the Source object of the
rule, containing the data specified in the Information type, in the directory specified as
destination.

Details
Clicking the icon in the column opens the respective discovery report. Refer to
the following section The Discovery Report for more details.

The Discovery Report

« To open a discovery report, click the
of files discovered during the scan.

icon in the respective row. The 'Discovery Report' displays a log

Log Details s
Date Source Action  Rule Type Rule Details
0.1 00, 1 3681 WDiscovery-testsibest_filesixdsy_files? #Lg Remuote: Dis Covery new fest 23
0,100, 1 35 81 Discovery-tesisibe st fllesuds filesd #log Remoqe Disc new test 23
Q100U N fi] T beEn_filegte e #Leg Rt 094 onesy FiEw pe=r 21
10,100, 1 3681 isCoveny-testsibest_fllesixtsy_filess #log  Remote NsCovery news test 23
0T 008 25 81 DS avery-testsibest filesudsx_files2 #leg REmiote OIS overy AEw bt 23
0,100 1 36 BT DR COveny- TESTE e filesiatey_fesd # Lig Rmode DiSCovery new Dest 23
W10 100, 1368\ Discovery-testsibest_filesdsa_filesz # log Remode Discovery new best 23
li] I esrf % _file: Far Peesfiue s Convery Tewy 1251 23
2523016, 19 Q. 1008 358 o #Llog Rt DNs Covery W bt 23
Fai}l: a 135 o # Log Remote DS oovery riews DSk 23
Shoadng 4 1o 10 of 16,994 entries Previnues - & v o i TR0 - Mext ket
=3

Column

The Discovery Report - Description of Columns

Description

Date The precise date and time at which the scan was completed.

Source The IP address of the source end-point and the file path at which the file was discovered.

Action The action executed on the file(s) discovered as per the Endpoint Discovery/Remote Storage
Discovery rule. Refer to the section Rule Actions for a list of actions.

Rule Type Indicates the type of the discovery rule ( Endpoint Discovery or Remote Storage Discovery)
based on which the files are discovered.

Rule The name of the discovery rule based on which the files are discovered.

Details Enables the administrator to view the complete details of the incident and download the copies of
the files discovered. Refer to the section Viewing Details of a Discovery Log Entry for more
details.

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved

49



Comodo MyDLP Administration Guide ~ 52222

Filtering and Search Options

The logs can be filtered to view the files discovered within a specified period by specifying the start date and end
date and further filtered based on the sources, destinations, actions taken and the rule channels.

Filtering the Logs for a specific time period

» Searching Logs based on rule source parameter
To filter the logs for a specific time period

»  Click 'Detailed Search' at the top

Log Detais

Date Saurce Actlon  Rule Type Rule Detalls

1 March- 2016- b -

230220 i Mo Tokd Wil TH 1l m 010, 1 00136 81D seove ry-te sty \est_filesiadsy filers2 ra Lig Remote Discowery new test 23
i3 i 5 70
R el | = E B s WD D035 BT Discovery- testeitest filesiaisy_filesd A Log  Hernote Discovery sy Best 1Y
-} g 0 1110 127 8
230220 - 1 6: 17; 8 19 10,1 0013681 Discovery-testsest_Tilesalsy_files? #log  Remote Discowery mew [B5T 75

FES I B = ag 31 2180 010, 10001 36, 81\ Discovery-Testasest_files'adsy filesd # Log  Aemote Discovery ngw GRSt 13

230220 - W10.100.136.81 -:H::c'.-!':,--'.uls.'-'.ﬂl_r sty files2 - Log Aemote Discowery new Eest 23

«  Click on the 'From' and To' fields, select the dates from the calendar
Only the discovery logs for the specified time period will be displayed.
- To show all the entries again, clear the date fields
Searching Logs based on Rule Source Parameters
The administrator can search for logs of incidents involving specific source to narrow down the search.
To search the logs based on rule source parameter
»  Click 'Detailed Search' to expand the search panel.

« To search the logs of incidents involving a specific source, enter the IP address of it in the Source
field

«  Click 'Refresh' to view the logs filtered as per the criteria specified in the search fields.
Viewing Details of a Discovery Log Entry

The administrator can view the granular details of any discovery log entry from the Discovery Report, including the
source endpoint, user, destination, files discovered, the rule, information type of sensitive data contained in the files
and so on for investigation and auditing purposes. The administrator can open and view the 'Incident Log details'
pane for the required log entry that displays the complete details of the incident. The pane also allows the
administrator to download a copy of the quarantined/archived file that was identified as containing the sensitive
information based on the discovery rule.

« To open the Incident Log Details pane for a log entry, click the icon for the log entry under the Details
column.

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 50



Comodo MyDLP Administration Guide ~ core22

Log File De

Date

0370272016, 21:36:07

IP

10.100.136.253

Target

buraka@COMODO

Action
Archive
Computer Name
anmogis

Rule Type

Endpoint Discovery

Rule Name

full discovery my pc

Full Path

c:fUsers/buraka/Desktop/MyDLPTests/oldtest/excel folder/223095T728%624Taec

Information Type
Credit Card Numbers

Files

223b99f72896 24faeddfcIce 35256034 ki@

cc_match count: 1 pattern: 3869 3916 3929 3985
cc_match count: 1 pattern: 4405 4366 4415 4428
cc_match count: 1 pattern: 3959 4010 4023 4010
cc_match count: 1 pattern: 4889 4940 4953 4970

ce_match count: 1 pattern: 4785 4739 4795 43808 E

Incident Log Details - Table of Parameters

Description

Date Precise date and time at which the file(s) were discovered.

P The IP address of the endpoint at which the file(s) were discovered.

Target Endpoint Discovery rule - target indicates the computer / user where the discovery was
performed
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Remote Storage rule — target indicates the address of the remote remote serer where discovered

Action The action executed on the discovered file(s).

Computer Name | The host name of the endpoint computer at which the file(s) were discovered.

Rule Type Indicates the type of the discovery rule ( Endpoint Discovery or Remote Storage Discovery)
based on which the files are discovered.

Rule Name The name of the Discovery Rule based on which the file(s) were discovered.

Full Path The file path from which the files were discovered.

Information Type | The information type specified in the rule, matching which, the sensitive data were contained in
the file(s)

Files The Log Files displays a list of files that were identified as containing sensitive data matching the
Information type specified in the Discovery rule. The details of the selected file will be displayed
below the file name. You can download the discovered files by clicking on the file number. Refer
to the section Downloading the Archived Files for more details.

Downloading the Archived Files

The administrator can download a copy of archived or quarantined files, that were identified as containing sensitive
information and discovered based on the discovery rules, for investigation purposes, from the Log File Details
interface.

To download an archived file

e Click the icon for the log entry under the Details column. The Log File Details pane will open.

»  Click on the file name, under 'Files'

Cradit Card Numbers

Files
@.&b‘:‘l‘,i-l‘ﬁEl:I:ITE_i-:e_iinain:;-L:_i @

CC_match count: 1 pattern: 3869 3916 3929 3965

The file will be saved to your default download location.
Exporting the Logs to a Spreadsheet File

The administrator can save the logs as a spreadsheet file in 'Microsoft Excel' file format for later analysis by
exporting the logs. The spreadsheet file will contain the first 1000 entries in the log. If needed, the administrator can
apply filters and search options to export the log pertaining to a specific time period or to export logs pertaining to
specified filtering criteria. Refer to the explanation under 'Filtering and Search Options' above.

« To export the logs into an Excel file click 'Export to Excel' button at the top and save the file in your local
drive.
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Date B Fule Details
0022006, 100%35% : it Discovery erdpoint

D026, 100E 24 G0, 136,81 winglienpEwis PCLIENT-BC #Log Endpaing Discovery eripodnt
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4.1.6. Deploying a Policy

The rules comprising your Data transfer control policy and Discovery policy will only take effect once you install the
policy. If you make modifications to a rule or add a new rule, then you must re-install the policy.

+  Click 'Install Policy' at the top right to deploy your policy

mydlp n

o5 Endpoints Rewisions License #¥ Install Policy } |

Policy Installation

Channel Action

Policy has been successfully installed.

&

BLOCK

QUARANTIME

Web Rule jonathan 43 sales ou o Credit Card Numbers QUARAMTIM

- Ifall enabled rules are correctly specified correctly then the policy will be compiled and installed instantly.

« If one or more of the enabled rules are not complete, the incomplete rule will be highlighted and a dialog will
be displayed with advice to complete or disable the rule.

After the policy is deployed, MyDLP assigns a revision ID no. for the policy in order to track which policy is enforced
at endpoints. Refer to the section 'The Revisions Tab' for more details.

5.Rule Types, Objects and Matchers

MyDLP has different categories of rules which are known as 'Rule Types'. Rule types are classified according to data
inspection channel and each type is effective only on data traversing through, or residing in, the named channel.
Each rule type forms a starting point from which very specific rules can be created by adding or removing rule
objects. Refer to the section 'Rule Types' for more details.
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The Objects that can be used to construct rules are displayed on the left side of Policy interface under Source,
Destination, Discovery Target, Information Type and Matcher sections. These objects can be added to source,
destination and information type fields while configuring the rules. Refer to the section 'Objects' for more details.

Data Loss Prevention depends on identifying specific types of information in data at rest and in transit. To do this, an
‘information type’ is added to a rule to in order to discover and apply actions to data matching the information type.
Once matching information is found, it can be allowed, blocked, quarantined, or logged as per the rule. MyDLP ships
with predefined information types and you can also create new information types. The information types can be
constructed using various components such as document databases, file extensions, keyword database and data
formats. These information type building blocks are available under the 'Matcher' section. Refer to the section
'Matcher' for more details.

Click on the following links for more information:

* Rule Types
» Obijects
+ Matchers

5.1.Rule Types

There are two types of rules that can be configured in MyDLP, one type is for data transfer control and the other is
for data discovery. The data control rules are displayed in the 'General Policy' interface and the data discovery rules
are displayed in the 'Discovery Policy' screen.

Data control rules

«  Web rules are used to monitor and control all traffic that passes to and from your network over HTTP and
HTTPS. This includes data exchanged with any external network like the Internet. See the section Web
rules for more details.

»  Mail rules are used to monitor and control data passed over email and other SMTP traffic from specified
sources. See the section Mail rule for more details.

» Removable Storage rules control data transferred to external devices such as USB memory sticks,
removable hard drives and smart phones. See the section Removable Storage rule for more details.

» Removable Storage Inbound rules are used to archive data copied from removable memory devices on
to the computer. See the section Removable Storage Inbound rule for more details.

» Removable Storage Encryption rules allow you to encrypt removable devices connected to endpoints on
your network. After encryption, any data on the drive can only be read if it is connected to your network and
not by any other network. If you enable this rule for all sources then any new devices will be immediately
encrypted as soon as they are connected. This would prevent, for example, any guest or hostile from
plugging in a USB drive, downloading data and taking it out of your network. See the section Removable
Storage Encryption rule for more details.

« Screenshot rules prevent print screen function while a sensitive application is running. See the section
Screenshot rule for more details.

«  Printer rules allow you to prevent documents matching specific criteria from being printed. See the section
Printer rule for more details.

» APl rules are a unique feature which allow you to integrate custom applications with MyDLP. See the
section API rule for more details.

» USB Device Access rules are used to monitor or block use of USB memory devices on the selected
computers covered by the source object defined in the rule. See the section USB Device Access Rulefor
more details.

« CD-DVD rules are used to control the use of optical disks like CD and DVD on selected computers covered
by the source object. You can choose to monitor or block use of disks or set them to 'Read-Only' mode. See
the section CD-DVD Rule for more details.
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»  Floppy rules are used to control the use of Floppy disks on selected computers covered by the source
object. You can choose to allow or block use of disks or set Floppy disks to Read-Only mode to allow
reading of data from the disks and blocking writing of data on to them. See the section Floppy Rule for
more details.

« Clipboard rules are used to control the copy and paste function on selected computers covered by the
source object. You can choose actions such as pass, block and more for this rule. See the section
Clipboard Rule for more details.

Data discovery rules

« Endpoint Discovery rules are used to discover and control sensitive data on local storage and hard disks.
See the section Endpoint Discovery rules for more details

- Remote Storage rules are used to discover files containing sensitive data of specified type(s) from remote
servers and network file systems. See the section Remote Storage rule for more details

5.1.1. Web Rule

Web Rules cover the whole Web channel and can be used to enforce policies for protocols like HTTP, HTTPS, FTP.
Restrictions for Social networking sites, Web mail services, blogs, wikis, forums, almost everything that can be
accessed through a web browser can be implemented by this rule type. To use Web Rules you need to configure
your web traffic to pass over MyDLP Network Server. Please see MyDLP Installation Guide.

Web Sources - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and
AD organization units), network objects, computer name objects,endpoints as Source
for this rule. See the chapter The Objects for more details on creating user defined
sources.

Web Destinations - You can specify domain objects as Destination for this rule type. Domains are Fully
Qualified Domain Name (FQDN) accessed by users in web requests. See the chapter
The Objects for more details on creating domain objects.

Web Information - You can specify any 'Information Type'in Web rules.
Types

Example Web Rule

An example of web rule is shown below. The rule is for quarantining all web requests by users from all sources to all
websites that contains credit card information. This rule is named as PCI because it is a part of PCI compliance

policy.
Channel Marms SOUFCES Destinations Information Types Action
@ Web Rule FC| All Sources All Destinations PCLCredit Card QUARANTINE

Mail Rule covers the mail channel and can be used to enforce policies for SMTP protocol. The emails that are sent
through the local mail servers will be analyzed using the configured mail rules. Please see MyDLP Installation
Guide for details in integration of your email server with My DLP.

Mail Source - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and
AD organization units), network objects or domain objects as Source for this rule.

Mail Destination - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and
AD organization units) and / or domain objects as Destination for this rule.
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You can also configure 'Mail has External BCC item' to filter those mails that have a
BCC field from the Destination screen.

Add Destination

[# nail has external BCC

Mail Information - You can specify any 'Information Type' in Mail rules.
Types

Example Mail Rule

An example of mail rule is shown below. The rule is for quarantining all mails sent by users from sales department to
all mail domains that contains credit card information. This rule is named as PCI because it is a part of PCI
compliance policy.

Channel Name SOUINCeS Destinations Information Types Action

~ _ . 9 different - —
& Wail Rule B0 il S All DeStinatons Cradit Card Numbers QUARANTINE

5.1.3. Removable Storage Rule

The Removable Storage Rule can be used to govern the data moved to selected removable devices at the endpoints
through any operation.

For the Removable Storage Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each endpoint.
Please refer to MyDLP Endpoint Agent Installation Guide.

Removable Storage - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and

Source AD organization units), network objects, Computer Name objects and / or Endpoint
Objects as Source for this rule.

Removable Storage - You can specify USB Device objects as Destination for this rule. For individual USB

Destination devices, create them as USB Device Objects and add them as destination.

To restrict copying files to all USB devices, choose All USB Devices from the
Destination screen
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Add Destination

Mame Vemndor Mame endor Id

" All Ush Devices

Removable Storage - You can specify any 'Information Type' in Removable Storage rules.
Information Types

Example Removable Storage Rule

An example of Removable Storage Rule is shown below. The rule is for quarantining all the files that contains credit
card information, copied by users from sales department and a single user to all USB storage devices connected to
their workstations or laptops. This rule is named as PCl because it is a part of PCI compliance policy.

Channel Mame Sources Destinations Information Types ACtion
B Aermorvabls Stor age Aule FCl 2 different sources All Ush Devices Credit Card Numbers HUARANTIME

Note: The Removable Storage Rule can restrict only the files copied to specific removable devices covered by
destination objects defined in the rule. If you want to restrict access to USB devices altogether for selected
endpoints, you can create USB Device Access rule for them. Refer to the section USB Device Access Rule for

more details.

5.1.4. Removable Storage Inbound Rule

The Removable Storage Rule can be used to govern file copy or read operations from removable devices to
endpoint at endpoints. This rule cannot make any kind of DLP analysis, but can be configured to simply Pass, Log or
Archive the transferred data. Any operation that transfers information to computer from a removable storage device

is intercepted by this rule.

For the Removable Storage Inbound Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each
endpoint. Please refer to MyDLP Endpoint Agent Installation Guide.

Removable Storage - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and
Inbound Source AD organization units), network objects, Computer Name objects and / or Endpoint
Objects as Source for this rule.

Removable Storage - Since Destination is always the endpoint itself and Information Type is not checked in
Inbound Destination this rule type, these objects are not required and cannot be defined for this rule type.

and Information Type

Example Removable Storage Inbound Rule

An example of Removable Storage Inbound Rule is shown below. The rule is for logging all the files copied by users
from sales department from removable storage devices to their workstations or laptops. This rule is named as
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storage logging and can be used to audit memory stick usage behavior of the users.

Chaninel Maime Sources Destinations Information Types Action

E Removable Storage inbound Rule Sorage logEing 3 different sources ARCHIVE

Note: The Removable Storage Inbound Rule can restrict only the files that are smaller than the Maximum Object
Size configured under Settings > Advanced tab. Refer to the explanation under Maximum Object Size in the
section Configuring Advanced Settings for more details. If you have specified 'Archive’ action, depending on
your users' behavior you may need significant storage to store archived files.

The Logs pertaining to Removable Storage Inbound Rule will be displayed under the 'Logs' tab only if ‘Show All' is
selected under 'Detailed Search'. Refer to the section Detailed Log Search for more details.

5.1.5. Removable Storage Encryption Rule

The Removable Storage Encryption Rule can be configured for the encryption of removable devices connected to
the endpoints on the network. This rule cannot make any kind of DLP analysis, but can be configured to simply Pass
(Do not encrypt) or Encrypt the removable storage devices.

If the rule action is selected as 'Encrypt' MyDLP detects any new USB storage device connected to the endpoints
covered by Source objects of the rule, formats the device and encrypts it, making it usable by the users for storing
data from their endpoints. After encryption, any data stored on the device can only be read if it is connected to your
network and not by any other network. This would prevent, for example, any guest or hostile from plugging in a USB
drive, downloading data and taking it out of the network.

Warning: The rule will first format any new USB device plugged-in for the first time to a source endpoint before it is
encrypted. It is advised to backup the data stored in the device before plugging-in to the source endpoint.

For the Removable Storage Encryption Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each
endpoint. Please refer to MyDLP Endpoint Agent Installation Guide.

Removable Storage - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and

Encryption Source AD organization units), network objects, Computer Name objects and / or Endpoint
Objects as Source for this rule.

Removable Storage - Since Destination is always the endpoint itself and Information Type is not checked in

Encryption this rule type, these objects are not required and cannot be defined for this rule type.

Destination and
Information Type

Example Removable Storage Encryption Rule

An example of Removable Storage Encryption Rule is shown below. The rule is for encrypting all the removable
storage devices connected to workstations or laptops in the company network. This rule is named as "all encryption'
and can be used to ensure no data leak will occur through removable storage devices from company network to
other networks. This the most common usage scenario for this rule.

Channel Name Sources Destinations Information Types Action

B Aemnousble Storage Encryption Rule All Encrypied All Sources. EMCRYFT

5.1.6. Printer Rule

The Printer rule can be configured to control printing of data from the endpoints at any type of printer like network
printers, USB printers, shared printers and much more. The rule can enforce policies to printers connected to the
endpoints to inspect each and every printing operation.
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On application of a printer rule, virtual printers will be created by MyDLP for each physical printer connected to the
network. The virtual printers will be displayed with the name of the respective physical printer with a prefix in their

name and available for selection while printing the documents from the endpoints added as sources to the printer

rule.

For MyDLP to monitor the data/document passed to the printer as per the rule, the physical printers will be displayed
with the status 'Unavailable' and the end-users are forced to use the virtual printers. If the data/document does not
contain any sensitive data as defined by the rule, MyDLP forwards the documents to the respective physical printer.

The prefix added to the virtual printer name can be configured through Settings > Endpoint Interface. Refer to the
description under Secure Printer Prefix in the section Configuring Endpoint Settings for more details.

For the Printer Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each endpoint. Please refer to
MyDLP Endpoint Agent Installation Guide.

Printer Source: - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and
AD organization units), network objects, Computer Name objects and / or Endpoint
Objects as Source for this rule.

Printer Destination - The Destination need not be defined for the printer rule.
Printer Information - You can specify any 'Information Types' in printer rules.
Types

Example Printer Rule

An example of Printer Rule is shown below. The rule is for quarantining all the print jobs that contain credit card
information, sent by users from sales department from their workstations or laptops. Print job will be blocked and
content of the document to be printed is saved as a XPS document on MyDLP. This rule is named as PCl because it
is a part of PCI compliance policy.

Channel Mame SOUrces Destinations Information Types Action

E Printer Aule O 2 different fouriss Credit Card Numbers CHUARAMNTINE

5.1.7. ScreenShot Rule

The Screenshot Rule can be used to prevent screenshot captures when certain sensitive applications are running or
certain sensitive documents are opened at the endpoints. This rule does not send any log to management server but
simply blocks the screenshot actions for the selected Applications.

ScreenShot Source - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and
AD organization units), network objects, Computer Name objects and / or Endpoint
Objects as Source for this rule.

ScreenShot - You can specify Application objects that refer to specific application(s) as 'Destination’
Destination for this rule.

Example ScreenShot Rule

An example of Screenshot Rule is shown below. The rule is for preventing print screen function when Microsoft
Office applications are running. This is one of a common usage scenario.

Channel Mame Sources Destinatioms Information Types Action

Micrasoft Excel
Microsoft Apcess
. nedepad
ﬁi‘s;eensh:-t 3 Screenshot Restriction i:l.:';;"m Microsaft Word BLOCK
POF Quiick Wew
Adicrosaft Outhook
Microsoft Publisher
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5.1.8. API Rule

The API rules can be configured to manage behavior of MyDLP API. MyDLP API that help you to integrate MyDLP
with other applications.

API Sources - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and
AD organization units), network objects, Computer Name objects and / or Endpoint
Objects as Source for this rule.

API Information - You can specify any 'Information Types' in API rules.
Types

Example API Rule

An example of API Rule is shown below. The rule is for blocking response to web requests from applications on
10.0.0.0/24 network if the request body contains credit card number.

Chanrned Marme SOuUrces Destinations Information Types Action

4 Api Fule PCICAM Int 10000022 Credit Card Numibsrs BLOCK

5.1.9. USB Device Access Rule

The USB Device Access rule can be created to control and monitor plug-in and plug-out of USB memory devices like
pen-drives at the endpoints. This rule cannot make any kind of DLP analysis, but can be configured to simply Pass,
Log or Block the use of USB devices on the endpoints covered by the source object defined in the rule.

For the USB Device Access Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each endpoint.
Please refer to MyDLP Endpoint Agent Installation Guide.

USB Device Access - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and
Rule Source: AD organization units), network objects, Computer Name objects and/or Endpoint
Objects as Source for this rule.

USB Device Access - Since Destination is always the endpoint itself and Information Type is not checked in
Rule Destination and this rule type, these objects are not required and cannot be defined for this rule type.
Information Type

Example USB Device Access Rule

An example of USB Device Access Rule is shown below. The rule is for blocking use of USB devices with
workstations or laptops used by sales department staff.

Channel Hame SOUNCes Destinations Information Types ACtion

B USE Device Access Block USE cevices "':'“ feam BLOCK
Metwirk

5.1.10. CD-DVD Rule

The CD-DVD rule can be added to control and monitor the use of optical disks like Compact Disk (CD), Digital
Versatile Disk (DVD) at the endpoints covered by the source object defined in the rule. This rule cannot make any
kind of DLP analysis, but can be configured to simply Pass, Log or Block the use of disks or set them to 'Read-Only'
mode.

For the CD-DVD Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each endpoint. Please refer
to MyDLP Endpoint Agent Installation Guide.
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CD-DVD Rule - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and

Source: AD organization units), network objects, Computer Name objects and/or Endpoint
Objects as Source for this rule.

CD-DVD Rule and - Since Destination is always the endpoint itself and Information Type is not checked in

Information Type this rule type, these objects are not required and cannot be defined for this rule type.

Example CD-DVD Rule

An example of CD-DVD Rule is shown below. The rule is for setting the use of CD-DVD to Read-Only mode at a
specified endpoint.

Channe| Hame Sources Destinations Information Types Action

0': D.OVD Aule CD Read Only Bob Smith READ OMLY

5.1.11. Floppy Rule

The Floppy rule can be added to control and monitor the use of Floppy disks at the endpoints covered by the source
object defined in the rule. This rule cannot make any kind of DLP analysis, but can be configured to simply Pass or
Block the use of disks or set them to 'Read-Only' mode.

For the Floppy Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each endpoint. Please refer
to MyDLP Endpoint Agent Installation Guide.

Floppy Rule Source: - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and
AD organization units), network objects, Computer Name objects and/or Endpoint
objects as Source for this rule.

Floppy Rule and - Since Destination is always the endpoint itself and Information Type is not checked in
Information Type this rule type, these objects are not required and cannot be defined for this rule type.
Example Floppy Rule

An example of Floppy Rule is shown below. The rule is for blocking the use of Floppy disks at the work stations or
laptops used by Sales Department staff, integrated as a Source.

Chianine] Name SOUrCes Destinations Information Types Action

Sales Team

Flapay B Hlock Fapy Dick
B Flapgy Rule Block Flappy Disks Fabmark

5.1.12. Clipboard Rule

The Clipboard Rule can be used to prevent copying certain sensitive information from documents at the endpoints.
The rule will disable users from copying configured information type such as credit card numbers to clipboard.

For the Clipboard Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each endpoint. Please
refer to MyDLP Endpoint Agent Installation Guide.

Clipboard Source - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and
AD organization units), network objects, Computer Name objects and / or Endpoint
Objects as Source for this rule.

Clipboard - Since Destination is always the endpoint itself, this object cannot be defined for this rule
Destination type.
Clipboard - You can specify any 'Information Types' in Clipboard rules.

Information Types
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Example Clipboard Rule

An example of Clipboard Rule is shown below. The rule is to block copying of credit card numbers from any
document. This is one of a common usage scenario.

Chanel Name SOUTCes Destinations Information Types Action

[l clipbagrd Aule Block copy function &ll Saurces Credit Card Mumbers BLOCK

5.1.13. Endpoint Discovery Rule

The Endpoint Discovery rule can be configured scan local disks/file paths of specific endpoints to discover files
containing sensitive information. The administrator is notified in advance, on the information leakage risk before any
incident happened by this rule.

Discovery Source: - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and
AD organization units), network objects, Computer Name objects and / or Endpoint
Objects as Source for this rule.

Discovery Destination - You can specify File System Directory objects as Destination for this rule. The folders
specified as Destinations on endpoints will be scanned by Discovery Rule to find
whether they match the specified Information Type.

Discovery Information - You can specify any 'Information Types' in Discovery rules.
Types

Example Endpoint Discovery Rule

An example of Endpoint Discovery Rule is shown below. The rule is for logging the files containing credit card
numbers, from the Documents and Settings folder in the endpoints of 192.168.0.0/16 network.

Discovery Type Podicy Name Schedule SOUroes Destinations Information Types Action

Endipoint oredit card CoDocuments and
3 Encipain Discovery B ] B 10216B.0.0V16 i Credit Card Numbers LOG

details Semings

5.1.14. Remote Storage Rule

The Remote Storage rule can be configured scan remote servers like FTP servers, Web servers, file share
locations, network file systems and so on to discover files containing sensitive information. The administrator can
choose to Log or Archive if files containing sensitive information are identified from the remote storage locations as
per the rule.

Discovery Source: - You can specify a Remote Storage object as Source for this rule. The Remote
Storage objects pointing to remote storage locations can be created only from the
'Discovery' interface. Refer to the section Adding a User Defined Remote Storage
for more details.

Discovery Destination: - Since it is not possible to specify destination for a remote storage, the Destination field
is not required for this rule.

Discovery Information - You can specify any 'Information Types' in Discovery rules
Types:

Example Remote Storage Discovery Rule

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 62



Comodo MyDLP Administration Guide ~ coro22

An example of Network Storage Discovery Rule is shown below. The rule is for archiving Office document files
containing credit card numbers from the Remote Storage.

Discovery Type Policy Mame Schedule SOUrges Destinations. Information Types. Action

Credit card numbers n
¥ Bemote Storage Rule d:“: e L] L discovery database 111 Credit Card Numbsarg ARCHNE

5.2.0bjects

The Objects that can be used to construct rules are displayed on the left side of Policy interface under Source,
Destination, Discovery Target, Information Type and Matcher sections. These objects can be added to source,
destination and information type fields while configuring the rules.

Dashboard Policy Settings Lozs-

GEMERAL POLICY
General Policy
Discovery Policy Ch
Discovery Reports -
SOURCE ~ u
DESTINATION . ok

Oc
DISCOVERY TARGET ~

B
INFORMATION TYPE ~

L
MATCHER ~

Gs
SERVER COMNECTIONS .

=
Active Directory B -

You can expand/collapse a section by clicking the drop-down button on the right.
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LIsCOvVery RepOrts

SOURCE >

Metwark

Endpoint
AD Us=er
U=zer

Domain

Computer

DESTINATION P

MyDLP ships with a set of pre-defined objects that are commonly and frequently used.
»  Predefined sources represent common network addresses.

»  Predefined information types are common information types such as credit card numbers, IBAN, SSN. It
also includes all matcher which is used to match all traffic.

«  Compliance is an information type that includes predefined policies such as PCI DSS, HIPAA, SOX, and
GLBA etc.

»  Pre-defined Destinations are items that can be used in Destination component of a rule.

Administrator can create different types of user defined objects and object groups with the parameters as required by
the organization and can use them in their rules. Refer to the section User Defined Objects for more details.

5.2.1. Object Types

'Objects' are the building blocks for defining each component of the 'Rules'. MyDLP uses different types of objects
that can be suitably used for source, destination and information type components of the rule.

Object Type Description Application
Network Available under 'Source' and 'Destination’ sections. | As 'Source' and 'Destination' in:
The 'Network' object is used to define a network or a «  All types of Data Transfer Policy
sub network by their IP address/Network Mask rules

»  Endpoint Discovery rule

Endpoint Available under 'Source' section. As 'Source' in:
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Object Type

Description

The Endpoint is used to define a single endpoint
computer by specifying its unique Endpoint ID
number.

Upon successful installation of the MyDLP Endpoint
Agent on to the Endpoints, each endpoint is
assigned with an unique 'Endpoint ID" and displayed
inthe Endpoints interface. The Administrator can
use the 'Endpoint ID's from this interface to specify
the endpoints while creating the 'Endpoint' objects.

The rule in which the Endpoint Object is used will be
effective only if the Endpoint ID is specified as
displayed in the Endpoints interface.

Application

+ Al types of both Data Transfer
Policy rules except Mail Rule

«  Endpoint Discovery rule

AD User

Available under 'Source' and 'Destination' sections.

The 'AD User' Object is used to specify a single
user or a group of users.

As 'Source' in all types of Data Transfer
Policy rules.

User

Available under 'Source' and 'Destination' sections.

The 'User' Object is used to specify a single user or
a group of users.

Upon successful installation of the MyDLP Endpoint
Agent on to the Endpoints, the logged-on user at
each endpoint is displayed in the Endpoints
interface. The Administrator can use the User
Names from this interface to specify the users while
creating the 'User' objects.

The rule in which the User Object is used will be
effective only if the user is specified as displayed in
the Endpoints interface.

As 'Source' in all types of Data Transfer
Policy rules.

Domain

Available under 'Source' and 'Destination' sections.

The 'Domain’ object is used to specify a domain
name, which can be specified as source or
destination of data traffic when configuring a data
transfer control policy.

As 'Source' and 'Destination’ in all types of
Data Transfer Policy rules.

Computer

Available under 'Source' section.

The 'Computer' object is used to define a single
endpoint computer by specifying its host name.

Upon successful installation of the MyDLP Endpoint
Agent on to the Endpoints, the 'Computer Names'
for the Endpoints are displayed in the Endpoints
interface. The Administrator can use the Computer
name from this interface to specify the computer
name while creating the '‘Computer Name' objects.

The rule in which the 'Computer Name' Object is
used will be effective only if the computer name is
specified as displayed in the Endpoints interface.

As 'Source' in:

« Alltypes of Data Transfer Policy
rules except Mail Rule

»  Endpoint Discovery rule

Devices

Available under 'Destination’ section.

The 'Devices' object is used to specify USB devices
with their name, vendor name and vendor ID. These

As 'Destination" in Removable Storage rule
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Object Type Description Application

objects can be specified as destinations in the
Removable Storage rules to monitor and control
data transferred to them from the endpoints.

You must first add USB devices to MyDLP by
specifying their Vendor and Product ID under
'Devices' in the 'Destination’ section. Refer to the
section Adding a User Defined USB Device
Object for more information on adding USB devices
to MyDLP.

Application Available under 'Destination’ section. As 'Destination" in Screenshot rule

The 'Application Name' object is used to specify a
software application or executable.

Endpoint File | Available under 'Discovery Target' section. As 'Destination’ in Endpoint Discovery Rule

System The 'File System Directory' object is used to specify

a file path like C:/Users/ for checking existence of
files with sensitive information in the specified file
path or folder in the specified endpoints added as
sources for a discovery rule.

Remote Available under 'Discovery Target' section. As 'Source' in Remote Storage Rule

Connections | Thg ‘Remote Storage' object is used to specify a

remote server, for checking existence of files with
sensitive information in it.

Information Available under 'Information Type' section. As 'Information Type'in:

Type The 'Information Type' object is used to define the «  WebRule
type of data to be checked for imposing the rule .« Mail Rule
action to the file containing the data. More details on
Information are available in the next section « Removable Storage Rule
Information Types - An Overview.

e Printer Rule

« APIRule

»  Clipboard Rule

»  Endpoint Discovery Rule

»  Remote Storage Rule

Comodo MyDLP is shipped with a number of pre-defined Object types that are commonly and frequently used. The
administrator can create different types of user defined objects and object groups with the parameters as required by
the organization and can use them in their rules. Refer to the section User Defined Objects for more details.

5.2.2. Information Types - An Overview

Data Loss Prevention depends on identifying specific types of information in data at rest and in transit. To do this, an
‘information type’ is added to a rule to in order to discover and apply actions to data matching the information type.
Once matching information is found, it can be allowed, blocked, quarantined, or logged as per the rule.

The ‘Add Information Type’ interface allows administrators to define granular data types which MyDLP should search
for. MyDLP also ships with a number of predefined information types that can be used in rules.

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 66



Comodo MyDLP Administration Guide 2222

Add Information Type
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Each Information type consists of the following components:

«  Name - A Name to identify the information type

- Data Format(s) - The file format(s) included in the information type. Files matching the specified data
format will be inspected for the occurrence of data with properties/string formats specified in Information
Features. Examples of data formats are 'Office Files', 'Plain Text', 'Images', 'Audio Files' and so on.

« Extensions - The file extensions included in the information type. Files with the specified extension will be
inspected for the occurrence of data with properties/string formats specified in Information Features.
Examples of file extensions are .asp, .psd, .avi, .exe and so on.

+ Information Features — Specific content types in the file types specified in Data Formats and File
Extensions. The features include:

» Matcher - Data patterns or string formats such as birth-date, keywords, credit card number,
account number and so on. You can also specify an occurrence threshold. MyDLP identifies the
data matching the pattern/format as candidate data and checks whether they occur for number of
times specified as the threshold.

- Context — Allows you to further refine the matcher thresholds by specifying the extent of data
within which the information must be found. For example, your matchers might be 'Credit Card
Numbers' set to 2 occurrences. If you set a context of '3 Paragraphs', then 2 credit card numbers
must be found within 3 paragraphs.

If a file with the specified extension contains data that matches the string format/keyword for the number of times as
specified as threshold, within an extent as specified in the context parameter, then the file falls into the defined
information type. If such file is found in the data transfer from the source to the destination of a rule, the file will be
passed, quarantined, logged or blocked as specified in the action component of the rule.

Data Formats

The 'Data Formats' parameter is used to define the file format(s) to identify the candidate files for the Information
Type. The files of specified file format in the data traffic or the resident files in the users' computers will be analyzed
and checked whether they contain data with properties specified under Information Features. If they contain such
data, then the files will be classified as the Information Type. Examples:

« Ifyou select 'All Formats', every single file will be inspected for the data with the information features to
identify the files that fall under the 'Information Type'

+ If you select 'PDF, PS, etc', only the files in Portable Document Format and PostScript formats will be
inspected to identify the files that fall under the 'Information Type'

Comodo MyDLP is shipped with a set of pre-defined Data Formats that are commonly and frequently used. The
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administrator can add more custom data formats from Matcher > Data Formats interface. Refer to the section
Managing Data Formats for more details.

Extensions

The 'Extensions' parameter is used to define the file extension to identify the target files for the Information Type. The
files of specified extension in the data traffic or the resident files in the users' computers will be analyzed and
checked whether they contain data with properties specified under Information Features. If they contain such data,
then the files will be classified as the Information Type. For example:

« Ifyou select .BAT', only the files with .bat extension will be inspected to identify the files that fall under the
'Information Type'

Comodo MyDLP is shipped with a set of pre-defined file extensions that are commonly and frequently used. The
administrator can add more custom file extensions from Matcher > File Extension interface. Refer to the section
Managing File Extensions for more details.

Information Features

The 'Information Features' can be used to define the criteria to identify specific data content in the candidate files.
There are two broad types of criteria that can be defined:

»  Matcher
»  Context
Matcher

The 'Matcher' is a specific data string format, pattern or keyword defined as a criteria for the information type. An
information feature can be configured with any number of matchers so that a document file will be shortlisted based
on the information type, only if it contains data matching all the matchers.

Each Matcher generally contains two components, Type and Threshold. Some of the matchers such as Keyword,
Regular Expression, Keyword Groups, Document Database (PDM) and Document Database (Hash) contain
additional fields allowing you to add customized parameters.

« Type - The Type' parameter specifies the pattern or data string format for the data or information to be
identified. Examples: credit card number, date, account number, names and so on.

«  Threshold - The minimum number of times the data or information matching the 'Type' should occur in the
document file or data.

If any file shortlisted based on the 'Data Format' contains any content data satisfying the above criteria, then the file
falls as the Information Type object and the action specified under the rule is applied to it. In the example given
below, the data string format is specified as birth date and the Threshold is set as two. All the document files
containing at least two birth dates will be considered as the information type object.

Matcher Edit Dialog

Birth Date S

Threshold

2

Refer to the following section Predefined Matcher Types for a full list of available matcher types.

Context

The 'Context' is an optional parameter used to specify the minimum extent of data size within which the data
matching the 'Matchers' should occur, to consider a file as 'Information Type' object. DLP analysis will return positive
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only if all the defined Information Features are found within a portion of specified extent in the document. This
feature lets you make DLP analysis in a context and drastically decrease false positives in big files. The extent can
be specified in terms of number of words, sentences, paragraphs and pages.

If the 'Context' parameter is not enabled, then the document will be identified as the 'Information Type' and the action
will be applied as per the rule, if the information matching the matchers occur for minimum number or times specified
as the threshold within the whole document.

The example shown below describes the identification of a file as briefly. In this example, there are two matchers:
«  Credit Card Number with threshold 2; and
»  Birth Date with threshold value 2;
« The Context parameter is enabled and set as three paragraphs.

Add Information Type

¥ Context 3 Paragraphs T
Add Matcher
Matcher Function Name Threshold
C 2
birthdate 2
=3

Data Transfer Policy Rule

If the above said example information type is applied in a data transfer policy rule, then, all the specified files with
configured extensions in the data transfer between the sources and destinations will be checked and any of the
document that contains two birth-dates and two credit card numbers only within any three consecutive paragraphs
then the file will be allowed to pass, blocked, quarantined or logged specified as the action.

If the 'Context' is not enabled, any document that contains two birth-dates and two credit card numbers in the whole,
then the file will be applied with the action.

Discovery Rule

If the above said example information type is applied in a discovery rule, then, all the specified files with configured
extensions in the local storages of sources will be checked and any of the document that contains two birth-dates
and two credit card numbers only within any three consecutive paragraphs then the file will be allowed applied with
the action.

If the 'Context' is not enabled, any of the document that contains two birth-dates and two credit card numbers in the
whole, then the file will be applied with the action.
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5.2.2.1. Predefined Matcher Types

This section provides a list of predefined Information Features available in MyDLP.

Feature Description

10 Digit Account Number Identifies occurrences of bank account numbers.

5-8 Digit Account Number

9 Digit Account Number

ABA Routing Number

All Matcher Can be used in rules for certain data formats such as for
preventing any outgoing office file.

Birth Date Identifies occurrences of birth dates specified in the files

Brazil Natural Persons Register (CPF)

|dentifies occurrence of Brazilian citizen identification
number in a data stream or file.

Canada Social Insurance Number

Identifies matches Canada Social Secure Security
Number in a data stream or file.

China Identity Card Number

Identifies occurrence of Chinese citizen identification
card number in a data stream or file.

Chinese Name

|dentifies occurrence of Chinese names in a data stream
or file.

Credit Card Expiration Date

Identifies occurrences of data containing expiry date of
credit card in data stream or file.

Credit Card Number

Identifies occurrences of credit card number in data
stream or file. If you use credit card number with
threshold 5 it will match any document with 5 or more
credit card numbers in it.

Credit Card Track 1

Identifies occurrences of credit card data as it is
contained in Track 1 of the magnetic stripe of the credit
card (data encoded in the format established by IATA
(International Air Transport Association)).

Credit Card Track 2

Identifies occurrences of credit card data as it is
contained in Track 2 of the magnetic stripe of the credit
card (data encoded in the format established by ABA
(American Bankers Association)).

Credit Card Track 3

Identifies occurrences of credit card data as it is
contained in Track 3 of the magnetic stripe of the credit
card (THRIFT information).

DNA Pattern

Identifies occurrences of DNA pattern representations in
the data stream or file.

Document Database (Hash)

Identifies any document in data stream whose file hash
exactly matches with that of any of the documents in
document database.
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Feature Description

Document Database (PDM) Partial document matching (PDM) feature identifies any
chunk of document in data stream where it significantly
resembles a part of a document in document database.

Encrypted Archive Matcher Identifies encrypted archive files such as zip, rar etc.

Encrypted Document Matcher Identifies encrypted documents that are password
protected or encrypted.

France INSEE Number |dentifies France INSEE number in a data stream or file.

General Date Identifies occurrences of any date in the data stream or
file.

IBAN Account Number IBAN is the International Bank Account Number. This

feature identifies bank account number in IBAN format in
data stream or file of the specified file format.

ICD-10 Code |dentifies occurrences of codes of International
Statistical Classification of Diseases - 10 format, in the
data stream or file.

India Permanent Account Number Permanent Account Number (PAN) is unique alpha
numeric 10 character identifier assigned to income tax
payers in India. This feature identifies PAN numbers in
data stream or file of the specified file format.

India Tax Deduction Account Number Tax Deduction Account Number (TAN) is unique alpha
numeric identifier assigned to companies or individuals
who are required to deduct tax on payments made by
them to their employees under the Indian Income Tax
Act, 1961 This feature identifies TAN numbers in data
stream or file of the specified file format.

IP Identifies the IP address included in the data stream or
file
Italy Fiscal Code Number Italy Fiscal Code Number is unique 16 character

identifier given to Italian citizens. This feature identifies
Italy Fiscal Code Numbers in data stream or file of the
specified file format.

Keyword Identifies occurrence of the keyword entered during
creation of information type, in a data stream or file. The
administrator can specify any number of keywords as
individual information feature matchers.

Keyword Group Identifies occurrence of the group of keywords pertaining
to predefined groups like Personal Finance Terms, drug
names, common names and so on. Administrators can
add custom keyword groups from the Information Type
interface.

MAC |dentifies the occurrence of MAC address included in the
data stream or file

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 71



Comodo MyDLP Administration Guide ~ 52222

Feature Description

Regular Expression Identifies the occurrence of regular expressions included
in the data stream or file

Social Security Number National Social Security Number (NSSN) is the United
States social security number. This feature identifies
NSSN in a data stream or file of the specified file format.

Source Code (Ada) Identifies Ada programming language expressions in a
data stream or file.

Source Code (C/C++/C#/Java) Identifies expressions in C, C++, C# and Java
programming languages in a data stream or file.

South African ID Number |dentifies occurrence of South Africa citizen ID number in
a data stream or file.

Spain DNI Number Identifies occurrence of Spanish ID number in a data
stream or file.

Taiwan National ID Number |dentifies occurrence of Taiwanese ID number in a data
stream or file.

Texas Driver License |dentifies occurrence of Texas Driver License number in
a data stream or file.

Turkey National ID Number Turkey National ID Number or T.C. Kimlik No. is the
citizen number in Turkey. This feature identifies
occurrences of this number in a data stream or file.

UK National Insurance Number Identifies United Kingdom insurance number in a data
stream or file.

Uruguay SSN Identifies matches Uruguay Social Secure Security
Number in a data stream or file.

5.2.2.2. Predefined Information Types

Comodo MyDLP ships with a series of pre-defined 'Information Types' for use in myDLP rules. Information types are
optimized to identify the specific type of data contained in the files transferred and hence cannot be edited. This
section provides a list of predefined Information Types available in My DLP version 2.2. under two categories:

« Compliance
» Information Types
Compliance

MyDLP contains several predefined Information Types that can be used for creating rules to prevent loss of
documents and other types of files containing sensitive data in compliance with the Government law and business
policies. The 'Compliance' category contains five subcategories of predefined information types:

» Federal Regulations
» Finance
*  Network Security Information

»  Personal Information
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»  Sensitive Documents

Federal Regulations

COMODO

Creating Trust Online®

The Information Types in the 'Federal Regulations' category are created to meet requirements of HIPAA (Health
Insurance Portability and Accountability Act). The purpose of Act is to protect billing and the confidential medical
records of patients. MyDLP allows the institution to protect customer's confidential information and meet the

requirements of HIPAA with following matchers.

Information Type

CCN with Common
Disease Names

Description

Consists of Credit Card
Number and Keyword
Group-Common Disease
Names

Matchers & Threshold Values
Credit Card Number 1

Keyword Group - Common 1
Disease Names

Context

3 Sentences

DNA Consists of DNA Pattern DNA Pattern 1 Not Specified

matcher
Date of Birth with Consists of Birth Date and | Birth Date 1 3 Sentences
Names Keyword Group-Names

Keyword Group-Names 1

Names with Common | Consists of Keyword Group- | Keyword Group-Common 1 Not Specified
Disease Common Disease Names | Disease Names

and Keyword Group -

Names Keyword Group - Names 1
National Drug Codes | Consists of National Drug | Keyword Group - National Drug |1 Not Specified

Codes

Codes

SSN with Common
Disease Names

Consists of Social Security
Number and Keyword
Group- Common Disease
Names

Social Security Number 1

Keyword Group- Common 1
Disease Names

3 Sentences

Sub-Category: CCN with Sensitive Diseases/Drugs

CCN with Sensitive
Disease Names

Consists of Credit Card
Number and Keyword
Group-Sensitive Disease
Names

Credit Card Number 1

[N

Keyword Group-Sensitive
Disease Names

3 Sentences

CCN with Sensitive
Drug Names

Consists of Credit Card
Number and Keyword
Group- Sensitive Drug
Names

Credit Card Number 1

[N

Keyword Group-Sensitive Drug
Names

3 Sentences

Sub-Category: Name with Sensitive Diseases/Drugs

Name with Sensitive
Disease

Consists of Keyword Group-
Names and Keyword Group-
Sensitive Disease Names

Keyword Group - Names 1

Keyword Group-Sensitive 1
Disease Names

3 Sentences

Name with Sensitive
Drug

Consists of Keyword Group-
Names and Keyword Group-
Sensitive Drug Names

Keyword Group - Names 1

Keyword Group - Sensitive 1
Drug Names

3 Sentences

Sub-Category: SSN with Sensitive Diseases/Drugs
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Information Type Description Matchers & Threshold Values Context

Sensitive Disease
Names

Consists of Social Security
Number and Keyword
Group- Sensitive Disease
Names

Social Security Number

1

Keyword Group - Sensitive
Disease Names

—_

3 Sentences

SSN with Sensitive | Consists of Social Security | Social Security Number 1 3 Sentences
Drug Names Number and Keyword

Group- Sensitive Drug Keyword Group - Sensitive 1

Names Drug Names
Finance

The 'Finance' category contains predefined Information Types that are specific to Finance applications.

Information Type

Description

Matchers & Threshold Values

Sub-Category: EU Finance > CCN with National IDs

Context

CCN with France-
Insee

Consists of Credit card
number and France INSEE
(Institut National de la
Statistique et des Etudes
Economiques) Number

Credit Card Number

France INSEE Number

3 Sentences

CCN with ltaly-FC

Consists of Credit card
number and ltaly Fiscal
Code Number

Credit Card Number

Italy Fiscal Code Number

N

3 Sentences

CCN with Spain-DNI

Consists of Credit card
number and Spanish DNI
(Documento nacional de
identidad) Number

Credit Card Number

Spain DNI Number

3 Sentences

CCN with UK-Nino

Consists of Credit card
number and UK National
Insurance Number

Credit Card Number

UK National Insurance Number

—_

3 Sentences

Sub-Category: GLBA

ABA Routing Number

Consists of American
Bankers Association (ABA)
routing number, the nine
digit bank code, printed in
negotiable instruments in
the US.

ABA Routing Number

Not Specified

CCN

Consists of Credit card
number

Credit Card Number

Not Specified

Name with 10 Digit
Account Number

Consists of Keyword Group
'Names' and 10 digit bank
account number

Keyword Group - Names

10 Digit Account Number

3 Sentences
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Information Type

Name with 5-8 Digit
Account Number

Description

Consists of Keyword Group
'‘Names' and 5-8 digit bank
account number

Matchers & Threshold Values

Keyword Group - Names

5-8 Digit Account Number

Context

3 Sentences

Name with 9 Digit
Account Number

Consists of Keyword Group
‘Names'and 9 digit bank
account number

Keyword Group - Names

9 Digit Account Number

3 Sentences

Name with Personal
Finance Terms

Consists of Keyword Groups
'Names' and 'Personal
Finance Terms'

Keyword Group - Names

Keyword Group - Personal
Finance Terms

3 Sentences

Name with SSN Consists of Social Security | Social Security Number 1 3 Sentences
Number and Keyword
Group 'Names' Keyword Group - Names 1

SSN with Personal | Consists of Social Security | Social Security Number 1 3 Sentences

Finance Terms

Number and Keyword
Group 'Personal Finance
Terms'

Keyword Group - Personal
Finance Terms

Sub-Category: GLBA > Name with Sensitive Disease/Drug

Name with Sensitive
Disease

Consists of Keyword Groups
'‘Names' and 'Sensitive
Disease Names'

Keyword Group - Names

Keyword Group-Sensitive
Disease Names

3 Sentences

Name with Sensitive
Drug

Consists of Keyword Groups
'Names' and 'Sensitive Drug

Names'

Keyword Group - Names

Keyword Group - Sensitive
Drug Names

3 Sentences

Sub-Category: India

Financial Documents

India Form No. 16 Consists of Keyword Group | Keyword Group - India Form 10 |1 Page

(Salary Certificate)  |'India Form No. 16' No. 16

India Form No. 16A | Consists of Keyword Group | Keyword Group - India Form 10 |1 Page

(TDS) 'India Form No. 16A' No. 16A

Sub-Category: Investment Information

Investment Related | Consists of Keyword Group |Keyword Group - Investment |5 4 Paragraphs

Documents 'Investment informations' informations

Sub-Category: PCI

PCI-Credit Card Consists of Credit Card Credit Card Number 1 Not Specified
Numbers

Sub-Category: PCI > PCI Credit Card Tracks

PCI-Credit Card Consists of Credit Card Credit Card Track1 1 Not Specified

Track1

Track1 information
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Information Type Description Matchers & Threshold Values Context
PCI-Credit Card Consists of Credit Card Credit Card Track2 1 Not Specified
Track2 Track2 information
PCI-Credit Card Consists of Credit Card Credit Card Track2 1 Not Specified
Track3 Track3 information
Sub-Category: Pricing
Pricing Information | Consists of Keyword Group |Keyword Group - Pricing 5 4 Paragraphs

"Pricing information' informations
Sub-Category: SOX (Sarbanes-Oxley Act of 2002 (public company accounting reform))
Sub-Category: SOX > 10K Forms
10K Forms Cover Consists of Keyword Group | Keyword Group - 10K Form 6 6 Paragraphs
Page "10K Form Cover Page Cover Page Keywords

Keywords'
10K Forms Financial | Consists of Keyword Group | Keyword Group - 10K Form 3 6 Sentences
Statements "10K Form Financial Financial Statement Keywords

Statement Keywords'
10K Forms Selected | Consists of Keyword Group | Keyword Group - 10K Form 3 2 Paragraphs
Financial Data "10K Form Financial Data | Financial Data Keywords

Keywords'
10K Forms Stock Consists of Keyword Group | Keyword Group - 10K Form 2 5 Sentences
Performance Graph | 10K Form Performance Performance Graph Keywords

Graph Keywords'
10K Forms Table of | Consists of Keyword Group | Keyword Group - 10K Form 12 |2 Pages
Contents Page 10K Form Table of Contents | Table of Contents Keywords

Keywords'
Sub-Category: SOX> 10Q Forms
10Q Forms Consists of Keyword Group | Keyword Group - 10Q Form 6 6 Paragraphs
Consolidated '10Q Form Consolidated Consolidated Balance Sheets
Balance Sheets Balance Sheets Keywords' | Keywords
10Q Forms Cover Consists of Keyword Group |Keyword Group - 10Q Form |5 6 Paragraphs
Page 10Q Form Cover Page Cover Page Keywords

Keywords'
10Q Forms Other Consists of Keyword Group |Keyword Group - 10Q Form |4 8 Paragraphs
Information 10Q Form Other Other Information Keywords

Information Keywords'
10Q Forms Table of | Consists of Keyword Group | Keyword Group - 10Q Form 5 2 Pages
Contents Page 10Q Form Table of Table of Contents Keywords

Contents Keywords'

Network Security Information
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The 'Network Security Information’ category contains predefined Information Types that can be used to identify files
containing network related terms and data.

Information Type Description Matchers & Threshold Values Context

[P with Network Consists of IP Addresses IP Address 2 5 Sentences
Patterns and Keyword Group
'Network Patterns' Keyword Group - Network 2
Patterns
Mac Address Consists of Mac Address Mac Address 4 4 Sentences
Network Patterns Consists of Keyword Group | Keyword Group - Network 4 4 Sentences
'Network Patterns' Patterns

Personal Information

The 'Personal Information' category contains predefined Information Types that can be used to identify files
containing person names and addresses.

Information Type Description Matchers & Threshold Values Context
Sub-Category: China / Hongkong
China Address with | Consists of Chinese name | Chinese Name 1 3 Words
Name and Keyword Groups of

Chinese Common Names,
Chinese Lastnames, Cities
in China, Regions in China,
Chinese Address Terms.

Keyword Group - Chinese
Common Names

N

Keyword Group - Chinese
Lastnames

—_

Keyword Group - Cities in
China

—_

Keyword Group - Regions in
China

—_

Keyword Group - Chinese
Address Terms

Chinese Name with
Lastname

Consists of Chinese name
and Keyword Groups of
Chinese Common Names
and Chinese Lastnames.

Chinese Name

Keyword Group - Chinese
Common Names

Keyword Group - Chinese
Lastnames

1 Sentences

Hong Kong Address
with Name

Consists of Chinese name
and Keyword Groups of
Chinese Common Names,
Chinese Lastnames, Cities
in Hong Kong, Regions in
Hong Kong, and Chinese
Address Terms.

Chinese Name

Keyword Group - Chinese
Common Names

Keyword Group - Chinese
Lastnames

Keyword Group - Cities in Hong
Kong

—_

Keyword Group - Regions in
Hong Kong

—_

3 Words
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Information Type Description Matchers & Threshold Values Context

Keyword Group - Chinese
Address Terms

1

Sub-Category: Taiwan

Taiwan Address with | Consists of Chinese name | Chinese Name 1 3 Words
Name and Keyword Groups :
containing Chinese Keyword Group - Chinese 1
Common Names’ Common Names
Taiwanese Lastnames, Keyword Group - Taiwanese 1
Cities in Taiwan, Regions in Lagtvr\:ames P
Taiwan, Chinese Address
Terms. Keyword Group - Cities in 1
Taiwan
Keyword Group - Regions in 1
Taiwan
Keyword Group - Chinese 1
Address Terms
Taiwanese Name Consists of Chinese name | Chinese Name 1 1 Word

with Lastname

and Keyword Groups
containing of Chinese
Common Names and
Taiwanese Lastnames.

Sensitive Documents

Keyword Group - Chinese
Common Names

Keyword Group - Taiwanese
Lastnames

The 'Sensitive Documents' category contains predefined Information Types that can be used to identify documents
containing sensitive business and man power information and prevent them from being lost.

Information Type Description Matchers & Threshold Values Context
Sub-Category: Resume For HR
CV Policy Consists of Keyword Group | Keyword Group - Curriculum |8 8 Paragraphs
containing Curriculum Vitae | Vitae Keywords
Keywords
Sub-Category: Sensitive Keywords
Confidential - Identifies documents Keyword - "Confidential" 6 3 Pages
Keyword containing the term
"Confidential"
Restricted - Keyword | Identifies documents Keyword - "Restricted" 6 3 Pages
containing the term
"Restricted"
Sensitive - Keyword | Identifies documents Keyword - "Sensitive" 6 3 Pages
containing the term
"Sensitive"
Top Secret - Keyword | [dentifies documents Keyword - "top secret" 6 3 Pages
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Information Type Description Matchers & Threshold Values Context

containing the term "top
secret”

Sub-Category: Strategic Business Document

Strategic Business | ldentifies documents Keyword Group - Strategic 10 |8 Paragraphs
Documents containing keywords related | Business Document Keywords
to business strategies.

Information Types

The 'Information Types' category contains predefined Information Types that can be used to identify documents
containing sensitive information like credit card numbers, bank account numbers documents labeled "Top Secret' and
to block transfer of any data from specified source(s) to destination(s).

Information Type Description Matchers & Threshold Values

Top Secret- Keyword | Identifies documents Keyword - "top secret" 1 Not Specified
containing the term "top
secret"

All Matcher Can be used to block data
transfer of any file from
specified source(s) to
specified destination(s)

N/A

Credit Card Numbers |ldentifies documents Credit Card Number 1 Not Specified
containing at least one
credit card number.

IBAN Account Identifies documents IBAN Account Number 1 Not Specified
Numbers containing at least one Bank
Account number in IBAN
format.

5.2.3. User Defined Objects

Each rule is composed of five 'Objects' namely, the Channel or Name of the rule, Source, Destination, Information
type and Action. Comodo MyDLP is shipped with several predefined objects and allows the administrators to create
Objects as required for the Organization. The Rule types and the pre-defined objects are explained in the sections
Rule Types and the Objects Types. This section explains on how to create 'User Defined Objects'. Refer to the
following sections for more information.

» Adding a User Defined Network object

» Adding a User Defined Computer Name Object

» Adding a User Defined Endpoint Object

» Adding a User Defined Information Type

« Adding a User Defined Domain Name

« Adding a User Defined Application Name

« Adding a User Defined User Object

» Adding a User Defined Active Directory Users Object

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 79



Comodo MyDLP Administration Guide 2222

» Adding USB Devices Object
« Adding a User Defined File System Directory
» Adding a User Defined Remote Storage

5.2.3.1. Adding a User Defined Network Object

The administrator can specify network addresses to be protected to create network objects. The networks objects
can be used as 'Source' in endpoint discovery rule and all types of data transfer policy rules.

To create a new network object
1. Click the 'Policy' tab at the top and then 'Network' under 'Source' or 'Destination’ sections

The 'Network Objects' screen will be displayed:

NETWORK OBJECTS
MName IP Address subnet
All Sources 0.0.0.0 0.0.0.0
10.0.0.0/24 10.0.0.0 255.255.255.0
10.0.0.0/8 10.0.0.0 255.0.0.0
192.168.0.0M16 192.168.0.0 255.255.0.0
172.16.0.0/16 172.16.0.0 255.255.0.0
Sales Team Network 192.168.111.111 255.255.255.0

2. Click 'Add" at the top right. The 'Add Network' dialog will appear.

Add Metwork

Mame

Purchase

IP Address

192.168.111.11M

IP Mask

255.255.255.0

== =3
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3. Enter the parameters:

»  Name - Enter a name shortly describing the network object
« IPAddress - Enter the start IP address of the network
Example: 192.168.1.25

« |P Mask - Enter the IP Net Mask
Example : 255.255.255.0

4. Click 'Save'.

The new user defined network object will be listed in the 'Network Objects' screen.

NETWORK OBJECTS *Add # Edit @ Delete
Name IP Address Subnet
All Sources 0.0.0.0 0.0.0.0
10.0.0.0/24 10.0.0.0 255.255.255.0
10.0.0.0/8 10.0.0.0 255.0.0.0
192.168.0.0/16 192.168.0.0 255.255.0.0
172.16.0.0/16 172.16.0.0 255.255.0.0
Sales Team Network 192.168.111.111 295.255.255.0
| Purchase 192,168.1.25 255.255.255.0 |

« To edit the details of a network object, select it, click 'Edit' and modify the details as explained above.

« Toremove a network object from the list, select it and click 'Delete'". Click 'Yes' to confirm in the confirmation
screen.

Please note you cannot edit or delete a predefined network object.

5.2.3.2. Adding a User Defined Computer Name Object

The administrator can specify a single endpoint to be protected, as Computer Name Object, by specifying its host
name. The endpoint can be added as a source to endpoint discovery rule and all the data transfer policy rules except
mail rule.

Prerequisite: The endpoints are to be installed with the MyDLP Endpoint Agent before adding them as Computer
Name Objects. The endpoints installed with the agent are listed with their Endpoint IDs, Logged-in Usernames and
Computer Names under the Endpoints tab. Refer to the MyDLP Endpoint Installation Guide for explanations on
installing the agent.

To create a Computer Name object
1. Click the 'Policy' tab at the top and then 'Network' under 'Source' section.

The 'Computer Objects' screen will be displayed:
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COMPUTER OBJECTS + Add f!:’»dit o Delete
Name Computer Name
Admin PC ADMIN-PC
John

Administrator@MYDLP

2. Click 'Add" at the top right. The 'Add Computer' dialog will appear.

Add Computer

Mame

Bob

Computer Name

Bob@BOBSMITH-PC

3. Enter the parameters:

»  Name - Enter a name shortly describing the computer

»  Computer Name - Enter the host name of the computer. The host name or the ‘Computer Name'

should be specified as it is mentioned in the Endpoints tab. The Administrator should refer to the
Endpoint tab and enter the computer name.

4. Click 'Save'.
The new user defined computer name object will be listed in the Computer Objects screen.
COMPUTER OBJECTS +Add #Edit @ Delete
Name Computer Name
Admin PC ADMIN-PC
Jjohn Administrator@myDLP
| Bob Bob@BOBSMITH-PC ]

To edit the details of a computer object, select it, click 'Edit' and modify the details as explained above.

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 82



Comodo MyDLP Administration Guide ~ coro22

- Toremove a computer object from the list, select it and click 'Delete’. Click 'Yes' to confirm in the
confirmation screen.

5.2.3.3. Adding a User Defined Endpoint Object

The computers in the local network can be added as endpoints to the MyDLP server by installing the MyDLP agent
client onto them. Each network computer installed with the agent will be assigned a unique MyDLP Endpoint Identity
(ID) number and listed under the Endpoints tab of the MyDLP interface. For more details on the Endpoints interface,
refer to the section Endpoints.

Prerequisite: The endpoints are to be installed with the MyDLP Endpoint Agent before adding them as Computer
Name Objects. The endpoints installed with the agent are listed with their Endpoint IDs, Logged-in Usernames and
Computer Names under the Endpoints tab. Refer to the MyDLP Endpoint Installation Guide for explanations on
installing the agent.

The administrator can create Endpoint Object by selecting the ID number for use in source component in a rule. To
apply the rule, MyDLP wil use the persistent ID number of the computer to identify it instead of the IP address,
Computer name, Logged on username and so on which are prone to change.

For more details on installing the MyDLP client onto endpoints refer to MyDLP Endpoint Installation Guide.
To add an endpoint object
1. Click the 'Policy' tab at the top and then 'Endpoint' under 'Source' section.

The 'Endpoint Objects' screen will be displayed:

ENDPOINT OBJECTS |
Name Endpoint ID
Admin PC EOOO0001
Burak PC EQOO0002
Cansin EO0O0D03
Cansin PC EQDOD005
Burak Laptop EQQO0006
Bob Smith Computer EQOOOOOT
Chennai TW EOOO0D0S

2. Click 'Add" at the top right. The 'Add Endpoint' dialog will appear.
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Add Endpoint 4

Name
john PC
Endpoint ID
SLLELL LS Look Up

Endpoint List

ﬂﬂﬂﬂﬂﬂﬂ
SLLLLLE 9 r

== =

3. Enter the parameters:

»  Name - Enter a name shortly describing the computer

»  Endpoint ID - You can search for particular endpoint. Type the first few characters of the endpoint
ID and click Look up. All the ID numbers matching the first few characters will be listed under
Endpoint List.

»  Endpoint List - Displays all the endpoints or the endpoints that matches the search parameters
entered in Endpoint ID field. To display the full list, clear the Endpoint ID field and click 'Look Up'.

«  Select the ID of the endpoint to be specified in the endpoint object

Tip: You can get the Endpoint ID of the computer to be added as endpoint object from the Endpoints Interface.
Open the Endpoints interface by clicking the 'Endpoints' tab. The list of computers added to the MyDLP server is
displayed with the Endpoint ID in the first column. For more details, refer to the chapter The Endpoints.

4. Click 'Save'.

The new user defined endpoint name object will be listed in the Endpoint Objects screen.
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ENDPOINT OBJECTS +Add # Edit @ Delete
Name Endpoint ID
Admin PC EQQ00001
Burak PC EOO00002
Cansin ECO00003
Cansin PC EQO00005
Burak Laptop EQDD000G
Bob Smith Computer ECO00007
Chennai TW E0000008
| John PC E0000009 |

- To edit the details of an endpoint object, select it, click 'Edit' and modify the details as explained above.

«  To remove an endpoint object from the list, select it and click 'Delete’. Click 'Yes' to confirm in the
confirmation screen.

5.2.3.4. Adding a User Defined Information Type

MyDLP is shipped with a number of pre-defined Information Types. If required, the administrator can also create
custom Information Types. These types can be used in following types of rules;

+  WebRule
+ Mail Rule
« Removable Storage Rule
»  Printer Rule
« APIRule
»  Clipboard Rule
«  Endpoint Discovery Rule
- Remote Storage Discovery Rule
To define a custom information type
1. Click the 'Policy' tab at the top and then 'Information Type' under 'Information Type' section.

The 'Information Types' screen will be displayed:

INFORMATION TYPES +Add # Edit @ Delete

MName

pdm test 2

pdm test wed

eren test 1
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2. Click 'Add" at the top right. The 'Add New Information Type' dialog will appear.

Add Mew Information Type

Name

Chennai Documents

3. Enter a name shortly describing the information type, in the 'Name' field and click 'Next'.

The Select Data Formats dialog will be displayed:

Add Information Type

Select Data Formats

Data Format
All Formats

w* Office Files

+" PDF, PS5 etc.

" Plain Text
XML, HTML etc.
mages
Audio Files
Video Files

Test Format 1

== T

4. Select the file format(s) to be included in the information type object from the list. To remove a format, just
deselect it. Refer to the explanation of Data Formats under the section Information Types - An Overview
for more details about data formats.

Tip: In addition to the predefined file formats in the list of available file formats, the administrator can add custom
file types as 'Data Formats' to the list from the 'Data Formats' interface. Refer to the section Managing Data
Formats under Matchers for more details.

5. Click 'Next'

The Select Extensions dialog will be displayed:
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Add Information Type

Select Extensions
Name Extension Type
Active Server Pages ASP
« Adobe Acrobat PDF Files PDF
Adobe Photoshop Graphics Files PSD
» Application Information Files ANF
Application Initialization Files [
Audio Video Interleaved A
« Batch Files BAT
Binary Files BIN
Bitmap Graphics BMP
C Source Files L i
=3

6. Select the extension type(s) to be included in the information type object from the list. To remove an
extension, just deselect it.

Tip: In addition to the predefined file extensions in the list of available extensions, the administrator can add custom
extension types as 'File Extensions' to the list from the 'File Extensions' interface. Refer to the section Managing
File Extensions under Matchers for more details.

7. Click 'Next'
The 'Add Matcher' and 'Context' dialog will be displayed:
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Add Information Type

Context Characters T
Add Matcher
Matcher Function Name Threshold
all
« oo

By default, 'All Matcher' will be selected. The full list of available matchers and their descriptions is available in the
section Pre-defined Matcher Types.

8. Configuring the Matcher and Context parameters. Refer to the explanation of Information Features under
the section Information Types - An Overview for more details on the components of the Information
Feature.

Step 1 - Configuring the matcher

«  For 'All Matcher', the 'Context' will be disabled.
« To add specific matcher(s), first select 'all' and click 'Delete’.
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Add Information Type

Context Characters T

Add Matcher

Matcher Function Name Threshold

all

»  Next, click the 'Add' button
The 'Matcher Edit Dialog' will be displayed:

Matcher Edit Dialog

All Matcher

No additional data is required

—— =

«  Click on the drop-down and select the matcher from the list. The full list of available matchers and
their descriptions is available in the section Pre-defined Matcher Types.
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Matcher Edit Dialog

Credit Card MNumber i
| -:j;_‘

All Matcher

Social Security Number
IBAN Account Number

ABA Routing Number
Turkey MNational ID Number

Canada Social Insurance Number

[ el L

Enter the minimum number of times the matcher terms to be identified in the document file for
deciding it as the specified information type, in the Threshold' field.

Matcher Edit Dialog

Credit Card Numiber +

Threshold

«  Click 'Save'. The matcher will be added to the list.
»  Repeat the process to add more number of matchers.
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Add Information Type

Context Characters ¥
Add Matcher
Matcher Function Name Threshold
CC 2
55N 2
reges 2
= =3

You can edit or remove any matcher at any time.
To edit a matcher

Select the matcher from the list, click 'Edit' and modify the details from the 'Matcher Edit Dialog'
»  Click Save for your changes to take effect
To remove a matcher

«  Select the matcher from the list and click 'Delete’
»  The matcher will be removed from the list

Note: If you are adding 'Keyword' as the matcher type, enter the keyword to be searched in the document files to
identify the information and also configure the search options.
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Matcher Edit Dialog

Keyword T

Threshold

Keyword

Match whole ward

scramible word

=T =a

»  Keyword - Enter the keyword to be included as the matcher

»  Match whole word - Selecting this option will count only the occurrences of the keyword as
full word. Else partial occurrences will also be counted

»  Scramble words - Selecting this option will count the occurrences of the keyword even if it is
scrambled

Please note the matchers, 'Document Database (PDM)', 'Document Database (Hash)' and 'Keyword Group', will
allow you to add predefined / customized parameters fetched from the respective sections. Refer to the sections
'Managing Document Databases' and 'Managing Keyword Groups' for more details.

Step 2 - Specify the Context parameter (Optional)

If you wish to specify minimum extent of text within which the data or information matching the matchers occur for
the file to be considered as the information type, enable the Context parameter and specify the text size.

« Enable 'Context' parameter by selecting the 'Context' checkbox
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Add Information Type

# Context 3 | Characters v
[ Characters
Add Matcher Words
| Sentences
Matcher Function Name Paragraphs
| Pages
L 2
55N 2

»  Choose the text unit i.e. characters, words, sentences, paragraphs or pages from the drop-down
and enter the number of such units within which the matching term should occur for number of
times as specified in the threshold, in the text field beside the 'Context' checkbox.

9. Click 'Back' to review the configurations.

10. Click 'Save' to add the new Information Type.

INFORMATION TYPES +Add # Edit U Delere

MName

CE hennai Documents )

pdm test 2

The added 'Information Type' can now be used while constructing data transfer and data discovery rules.

« To edit the details of an information type object, select it, click 'Edit' and modify the details as explained
above.

- Toremove an information type object from the list, select it and click 'Delete'. Click 'Yes' to confirm in the
confirmation screen.
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5.2.3.5. Adding a User Defined Domain Object

Comodo MyDLP ships with a number of pre-defined domain objects including commonly used email domains. These
domains can be specified for destination component for web rules and email rules. In addition, administrator can
add custom domains for use in web and email rules.

To add a new domain name
1. Click the 'Policy" tab at the top and then 'Domain’ under 'Source' or 'Destination’ sections

The 'Domain Objects' screen will be displayed:

DOMAIN OBJECTS
Name Domain
All Destinations all
Hotmail hotmail.com
Outlook outlook.com
Live live.com
Msn msn.com
Gmail gmail.com
Google google.com
Yahoo yahoo.com
Yandex-1 yandex.ru
Yandex-2 yandex.com
Facebook facebook.com
Microsoft microsoft.com
Mail has external BCC hasBCC

2. Click 'Add" at the top right. The 'Add Network' dialog will appear.

Add Domain

Mame

Twitter

Domain

twiTter.com

x Cancel B Save

3. Enter the parameters:
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»  Name - Enter a descriptive name for the domain object
«  Domain - Enter the domain name or the full URL to be added
4. Click 'Save'.

The new user defined network object will be listed in the 'Network Objects' screen.

Name Domain

All Destinations all

Hotmail hotmail.com
Outlook outlook.com
Live live.com

Msn msn.com
Gmail gmail.com
Google google.com
Yahoo yahoo.com
Yandex-1 yandex.ru
Yandex-2 yandex.com
Facebook facebook.com
Microsoft microsoft.com
Mail has external BCC hasBCC
Twitter twitter.com

- To edit the details of a domain object, select it, click 'Edit' and modify the details as explained above.

« Toremove a domain object from the list, select it and click 'Delete". Click 'Yes' to confirm in the confirmation
screen.

Please note you cannot edit or delete a predefined domain object.

5.2.3.6. Adding a User Defined Application Object

Comodo MyDLP ships with a number of pre-defined Application objects including commonly used Internet browsers,
Design applications, Microsoft Office applications, and PDF viewers under Source > Application interface. These
applications can be specified for destination component for Screenshot rules. In addition, administrator can add
custom application names for use in Screenshot rules.

To add a new Application object
1. Click the 'Policy' tab at the top and then 'Application’ under 'Destination’ section

The 'Application Objects' screen will be displayed:
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APPLICATION OBJECTS

Name Executable Name
Microsoft Excel excel.exe

Microsoft Access msaccess.exe
Microsoft Publisher mspub.exe
Notepad notepad.exe
Microsoft PowerPoint powerpnt.exe
Microsoft Outlook outlook.exe
Microsoft OneMote-1 onenote. exe

2. Click 'Add" at the top right. The 'Add Application' dialog will appear.

Add Application

MName

Cuckoo Music Converter

Executable MName

cuckoomusicconverier.exe

== =

3. Enter the parameters:

»  Name - Enter a descriptive name for the Application

»  Executable Name - Enter the file name of the application executable of the program, with the file
extension.

4. Click 'Save'.

The new user defined application object will be listed in the 'Application Objects' screen.
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Name

Microsoft Excel
Microsoft Access
Microsoft Publisher
Notepad

Microsoft PowerPoint
Microsoft Qutlook
Microsoft OneNote-1
Microsoft OneNote-2
Microsoft Word
Acrobat Reader

Cool PDF

PDF Quick View
Nitro PDF

PDF Vista

Foxit Reader
AutoCAD

ArchiCAD

CATIA

APPLICATION OBJECTS

Executable Name

excel.exe
msacCess.exe
mspub.exe
notepad.exe
powerpnt.exs
outlook.exe
onenote.exe
onenotem.exe
winword.exe
AcroRd32.exe
coolpdf.exe
pdfquickview.exe
NitroPDF.exe
pdfvista.exe
FOXITR~1.EXE
acad.exe
ArchiCAD.exe

CATIAENV.exe

| Cuckoo Music Converter

cuckoomusicconverter.exe

« To edit the details of an application object, select it, click 'Edit' and modify the details as explained above.

- Toremove an application object from the list, select it and click 'Delete’. Click 'Yes' to confirm in the

confirmation screen.

Please note you cannot edit or delete a predefined application object.

5.2.3.7. Adding a User Defined USB Device Object

USB devices to be specified as destinations in Removable Storage rules, to allow, monitor and control the transfer of
data from the endpoints covered by the source object of the rule, are to be added to MyDLP. Only those USB
devices pre-added to MyDLP by specifying their vendor ID (VID) and product ID (PID) will be available for selection

while creating a rule.

To add a new USB Device object

1. Click the 'Policy' tab at the top and then 'Devices' under 'Destination’ section

The 'Device Objects' screen will be displayed:
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DEVICE OBJECTS

Device Name Vendor Name

All Usb Devices

sekar Toshiba
Jack USB Drive Kingston
Clerks Pendrive Sony
test pinar avea

+ Add # Edit @ Delete

Vendor Id

3123
456
9874

0781

2. Click 'Add" at the top right. The 'Add Device' dialog will appear.

Add Device

Device Name

Stores

Vendor Name

Kingston

Vendor Id

456

3. Enter the parameters:

»  Device Name - Enter a name shortly describing the device object
«  Vendor Name - Enter the name of the device vendor
«  Vendor ID - Enter the ID of the vendor

Refer to the section Identifying Vendor ID for explanation on finding the vendor ID of the device.

4. Click 'Save'.

The new user device object will be listed in the 'Device Objects' screen.

DEVICE OBJECTS

+ Add # EBEdit @ Delers

Device Name Vendor Name Vendor Id
All Usb Devices
sekar Toshiba 3123
Jack USB Drive Kingston 456
Clerks Pendrive Sony 9874
test pinar avea 0781
I Stores Kingston 456 |
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- To edit the details of a device object, select it, click 'Edit' and modify the details as explained above.

« Toremove a device object from the list, select it and click 'Delete". Click 'Yes' to confirm in the confirmation
screen.

Identifying Vendor ID and Product ID of a USB Device
The VID and PID of a USB device can be identified by plugging-in it on a computer and viewing its properties.
To obtain the VID and PID of a USB Device

+  Plug-in the device to a computer.

+  Click 'Start' > 'Control Panel' > 'Device Manager'.

»  Expand the 'Universal Serial Bus Controllers' category to view the list of USB ports.

+ Right click on the port at which the device is connected and choose 'Properties'.

Kli| Portable Devices
b D Processors
|>ﬁ| Sound, videc and game controllers
b.iﬁxl Systern devices
a- i Universal Serial Bus controllers
..... § Generic USB Hub
..... § Generic USB Hub
----- i Standard Enhanced PCI to USB Host Controller
----- i Standard Enhanced PCI to USE Host Controller
1§ USB Mass Storage Device.

..... i USE Root Hub Update Driver Software...
..... § USBRoot Hub Dicable
Uninstall

Opens property sheet for the current se

Scan for hardware changes

< Properties )
i N

"

« Inthe 'Properties' interface, select 'Details' tab and choose 'Hardware Ids' from the 'Property' drop-down.

USE Mass Storage Device Properties M

U5SE Mass Storage Device

Property
L [ Hardware Ids - ]
i Value

SBEMVID_0551&PID_16434REV_0100 )
SEMVVID_09518PID_1643

! T

The 'Values' field displays the 'VID' and 'PID' of the device. In the example shown above, VID is 0951 and PID is
1643.
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5.2.3.8. Adding a User Defined User Object

The administrator can add new end user objects to MyDLP to inspect the data traffic from the respective users
logged-in from different computers in the network. Multiple users can also be added at once by importing from Active
Directory (AD). The AD domain is to be integrated to the MyDLP server prior to importing from the AD. Refer to the
section Adding a User Defined Active Directory Users Object for more details. This section explains how to add
single user objects. The new users can be defined as source in data transfer policy rules.

Prerequisite: The endpoints are to be installed with the MyDLP Endpoint Agent before adding them as Computer
Name Objects. The endpoints installed with the agent are listed with their Endpoint IDs, Logged-in Usernames and
Computer Names under the Endpoints tab. Refer to the MyDLP Endpoint Installation Guide for explanations on
installing the agent.

To add a new user object
1. Click the 'Policy" tab at the top and then 'User' under 'Source' or 'Destination’ sections

The 'Single User Objects' screen will be displayed:

SINGLE USER OBJECTS

MName User Name

Bob Smith bobsmith

Admin admin

John Administrator@MyYDLP

2. Click 'Add" at the top right. The 'Add Single User' dialog will appear.

Add Single User

Mame

ohn PC

User Name

jonathand3@mydip

= =

3. Enter the parameters:

«  Name - Enter the name to identify the user

»  Username - Enter the username of the user. The user name can be obtained in two ways:
«  The username as per the Active Directory user account, e.g. user@domain.com.
»  The email address of the user, e.g. user@domain.com.

Tip: The user is currently logged-in, the username can be obtained from the 'Endpoints' interface. Refer to the
section The Endpoints Tab for more details.
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4. Click 'Save'.

The new user defined single user object will be listed in the 'Single User Objects' screen.

Name User Name

Bob Smith bobsmith

Admin admin

John Administrator@mMYDLP
John PC jonathand3@mydip

- To edit the details of a user object, select it, click 'Edit' and modify the details as explained above.

- Toremove a single user object from the list, select it and click 'Delete’. Click 'Yes' to confirm in the
confirmation screen.

5.2.3.9. Adding a User Defined Active Directory Users Object

Administrators have the option to add multiple user objects from Active Directory in addition to adding single user
object explained in the previous section Adding a User Defined Users Object. In order to add bulk users, you have
to first integrate Active Directory domains into MyDLP. Refer to the section Integration with Active Directory
Domain for more details.
To import Users from AD domain

1. Click the 'Policy' tab at the top and then 'AD User' under 'Source' or 'Destination' sections

The 'AD User Objects' screen will be displayed:

AD USER OBJECTS + Add # Edit. B Delete
Name AD Domain User
Test 1 testgroup
sales ou Sales
administrator Administrator
sales SalesGroup
new sales group 1 SalesGroup

2. Click 'Add" at the top right. The 'Add AD User' dialog will appear.
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Add AD Uses

Active Directory Domain Iterm
Search Text

HR Look Up

AD User List
MName
o\ HR
[ hrrydlp
A AbigailLangdon Christianwhite
L AlanClarkson ChristianEdmunds

4L alexandermiller ChristianBell ...

== =

3. Enter the name to identify the user in the 'Name' field.

4. To search for the specific user from the pre-integrated AD Server, type the first three two or letters of the
user name as per the Active Directory user account in the 'Search Text' field and click 'Lookup'. The
matching user names will be shown as a list in the text box.

5. Choose the user to be added.
6. Click 'Save'.

The new user defined AD user object will be listed in the 'AD User Objects' screen.

Name AD Domain User
HR HR

Test 1 testgroup

sales ou Sales
administrator Administrator
sales SalesGroup?

new sales group 1 SalesGroup?

- To edit the details of an AD user object, select it, click 'Edit' and modify the details as explained above.

« Toremove an AD user object from the list, select it and click 'Delete’. Click 'Yes' to confirm in the
confirmation screen.
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5.2.3.10. Adding a User Defined File System Directory

The administrator can define custom file paths in local drives of endpoint computers, for checking existence of files
containing the sensitive information as defined in an Information Type object in a rule. The custom file path can be
added as a File System Directory object and can be specified as 'Destination' in Endpoint Discovery rules.

To add a custom file system directory

1. Click the 'Policy' tab at the top and then 'Endpoint File System' under 'Discovery Target' section

The 'File System Directory Objects' screen will be displayed:

FILE SYSTEM DIRECTORY OBJECTS
Name Directory
All Directories all
CifUsers C:fUsers
C:/Documents and Settings C:/Documents and Settings
Unix /home Directory home/
mytest folder C\Users\buraka\Desktopitestfolder
cansin discovery C\Users\winclient\Desktop\Discovery-tests
Destination File System object C:/Discovery

2. Click 'Add" at the top right. The 'Add File System Directory' dialog will appear.

Add File System Directory

Mame

Finance

Directory

DaBank_doc\statements

(e | =3

3. Enter the parameters:

«  Name - Enter a name shortly describing the file path
« Directory - Enter the file path to be checked.
4. Click 'Save'.

The new user defined file system directory object will be listed in the 'File System Directory Objects' screen.
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FILE SYSTEM DIRECTORY OBJECTS +Add # Edit O Delete
Name Directory
All Directories all
C:/Users C:/Users
C:/Documents and Settings C:/Documents and Settings
Unix fhome Directory fhome/
mytest folder ChUsers\buraka\Desktop\testfolder
cansin discovery C\Users\winclient\Desktop\Discovery-tests
Destination File System object C:/Discovery
Finance D:\Bank_doc\statements

On application of the file system directory object as destination in the rule, MyDLP checks all the files in the specified
path, in all the endpoints added as 'Sources' in the rule. If the file path is not present in any of the endpoint included
as the sources, then those endpoints will be skipped.

5.2.3.11. Adding a User Defined Remote Storage Object

The administrator can create Remote Storage objects to specify network storage and external storage like FTP
Server, Microsoft Windows Share folder in any of the endpoints, network file system and so on, for checking
existence of files containing the sensitive information as defined in an Information Type object in a rule. The Remote
Storage object can be added as 'Source' for a Remote Storage Rule.

To add a new Remote Storage object

1. Click the 'Policy' tab at the top and then 'Remote Connections' under 'Discovery Target' section

REMOTE STORAGE OBJECTS ] # Delete
Mame Address Type
share test 1 W10.100.136.1 11 Wsers\WindowsShare\Desktop\MyDLP\testnew windowsshare
big share W10.100.136.81Wserswinclient\Desktop\Discovery-tests windowsshare
big share 2 W10.100.136.81\Users\winclient\Desktop\Discovery-tests\test_files\ windowsshare
discovery database 111 W10.100.136.11 1Wsers\WindowsShare\Desktop\MyDLP\testnew windowsshare
new test burak folder W10.100.136.81\Wserswinclient\Desktop\Discovery-tests\burak windowsshare
test files last test W10.100.136.81WserswinclientiDesktop\Discovery-testsitest files windowsshare

i ; h
g'scwer}' N W10.100.136.81\Users\winclient\Desktop\Discovery-testsitest_files\doc_files windowsshare
asdasd W10.100.136.11 WisersiwindowsShare\Desktop\MyDLPireleasetestfilesitestfilespdm windowsshare
brk test 21 W10.100.136.111\Wsers\WindowsShare\Desktop\MyDLP\releasetestfiles\testfilespdm windowsshare
new test 23.02 W10.100.136.81\Discovery-tests\iest_files\wisx_files2 windowsshare

2. Click 'Add" at the top right. The 'Add Remote Storage' dialog will appear.
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Add Remaote Storage

Select Remote Storage Type

Windows Share v
MName
UncPath

Username

Password

=

3. Choose the type of the remote storage you wish to specify for the object from the drop-down.

e

Select Remote Storage Type

Windows Share r
Windows Share

S5HFS

FTP

WEB

MNF5

The following sections explain the processes in detail.

*  Windows Share

- SSHFS
. FTP
- WEB
- NFS

Adding a Shared Storage Location in a Remote Computer in the Network Storage

You can add a shared drive/folder on a computer within the network as a Remote Storage object, by specifying its
Universal Naming Convention (UNC) path and login credentials for that computer.
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4. Choose 'Windows Share' from the 'Add Remote Storage' dialog.

Add Remote Storage

Select Remote Storage Type

Windows Share v

MName

Share Folder on John PC

UncPath

Username

johnsmiti

Password

CEETTT T

5. Enter the parameters:

«  Name - Enter a name shortly describing the shared folder or drive

«  UNC Path - Enter the shared file path in the format \\<hostname or IP address of the
computer>\<shared folder name>

«  Username/Password - Enter the username and password of the user account that MyDLP can use
to login to the server/host

6. Click "Test Connection'. MyDLP willl check whether the remote storage location is reachable.

10.100.136.144 says: "

Successfully connected

Prevent this page from cresting additional dislogues.

0K

On successful connection, the 'Save' button will be enabled.
7. Click 'Save'.

The shared drive/folder will be added as a remote storage object and can be used as source for Remote Storage
Discovery rule.

Adding a Remote Storage connected through SSH/ SCP / SFTP Protocol (SSHFS)

You can add a remote storage accessed through Secure Shell (SSH) connection, using Secure Copy (SCP) or

Secure File Transfer Protocol (SFTP) protocol for file transfer as a remote storage object by selecting SSH/ SCP /
SFTP Protocol.
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4. Choose SSHFS from the ' Add Remote Storage' dialog

Add Remote Storage

MName

S55HFS Storage

Address

192.168.111.M

Path

fuser/demouser

Username

username

Password

5. Enter the parameters:

Name - Enter a name shortly describing the SSHFS remote storage
Address - Enter the IP address or hostname of the server/host, hosting the remote storage
Path - Enter the file path to be checked in the remote storage

Username/Password - Enter the username and password of the user account that MyDLP can use
to login to the server/host

Port - Enter the connection port for SSH connection to the server/host

6. Click 'Test Connection'. MyDLP willl check whether the remote storage location is reachable.

4

10.100.136.144 says:

Successfully connected

Prevent this page fram creating additional dislogues.

0K

On successful connection, the 'Save' button will be enabled.
7. Click 'Save'.

The SSHFS will be added as a remote storage object and can be used as source for Remote Storage Discovery

rule.

Adding a FTP Server

You can add a FTP server as a remote storage object by specifying its address and login credentials.
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4. Choose FTP from the ' Add Remote Storage' dialog

Add Remaote Storage

Select Remote Storage Type

FTP v

MName

FTP Server

Address

ftp.myftpsite.org

Path

momeaiaocuments

Username

johnsmith

Password

5. Enter the parameters:

«  Name - Enter a name shortly describing the FTP server
»  Address - Enter the IP address or hostname of the FTP server
«  Path - Enter the file path to be checked in the FTP server

«  Username/Password - Enter the username and password of the user account that MyDLP can use
to login to the FTP server

6. Click 'Test Connection'. MyDLP willl check whether the remote storage location is reachable.

o

10.100.136.144 says:

Successfully connected

Prevent this page from cresting additional dislogues.

0K

On successful connection, the 'Save' button will be enabled.
7. Click 'Save'.

The FTP server will be added as a remote storage object and can be used as source for Remote Storage Discovery
rule.

Adding a WEB Server

You can add a Web server that can be accessed through HTTP or HTTPS connection, as a remote storage object by
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specifying its address.

4. Choose WEB from the ' Add Remote Storage' dialog

Add Remaote Storage

Select Remote Storage Type

MName

Webserver

Address

mMywebserver.com

Dig Depth

8

Start Path

5. Enter the parameters:

»  Name - Enter a name shortly describing the Web server
«  Address - Enter the IP address or hostname of the Web server
»  Port - Enter the connection port

Dig Depth — Number of links to be followed. Enter the number of level of sub folders from the root
to check in the web server.

«  Start Path — Enter the start path from which MyDLP should start the discovery process
6. Click 'Test Connection'. MyDLP willl check whether the remote storage location is reachable.

o

10.100.136.144 says:

Successfully connected

Prevent this page from cresting additional dislogues.

0K

On successful connection, the 'Save' button will be enabled.
7. Click 'Save'.

The Web server will be added as a remote storage object and can be used as source for Remote Storage Discovery
rule.

Adding a Network File System (NFS)
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You can add a NFS or Distributed File System (DFS) in the network as a Remote Storage object, by specifying its
address and file path to be checked.

4. Choose Network File System (NFS) from the ' Add Remote Storage' dialog

Add Remaote Storage

Select Remote Storage Type

Address

182.168.111.112

Path

\Documents

m B Test Connection

5. Enter the parameters:

«  Name - Enter a name shortly describing the NFS
+ Address - Enter the IP Address of the NFS
»  Path - Enter the file path/folder in the NFS to be checked
6. Click "Test Connection'. MyDLP willl check whether the remote storage location is reachable.

10.100.136.144 says:

Successfully connected

Prevent this page from cresting additional dislogues.

0K

On successful connection, the 'Save' button will be enabled.
7. Click 'Save'.

The NFS will be added as a remote storage object and can be used as source for Remote Storage Discovery rule.

5.3.Matchers

Used when creating a custom 'Information Type', a 'Matcher' is a very specific piece of data that can be used to fine-
tune the information type. For example, if you create a new information type called 'Social Security Numbers', you
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could narrow the scope of the type by adding specific matchers for 'Uruguay SSN', 'UK National Insurance Number',
‘South African ID Number' and so forth. The information type can then be added to a data control or data discovery
rule.

MyDLP ships with a set of predefined information types and administrators can also create custom types. Refer to
the sections Information Types — An Overview, Predefined Matcher Types and Predefined Information Types
for more details.

The 'Matchers' tab allows administrators to view, manage and create selected components of Information Type. The
items in this interface will be available for selection as components when creating a new information type object. For
example, the predefined and user-defined data format objects available under the 'Data Formats' interface can be
selected as a 'Data Format' component for an 'Information Type' object.

To open the Matcher section, click the 'Policy' tab at the top and '‘Matcher' on the left.

MATCHER -

Document Database
File Extension
Keyword Database

Data Formats

Refer to the following sections for more details:
+ Managing Document Databases
* Managing File Extensions
* Managing Keyword Groups
» Managing Data Formats

5.3.1. Managing Document Databases

Document Databases are collections of document files stored in different locations in your network, that can be
specified as a Document Database (HASH) and Document Database (PDM) Matcher types while creating an
Information Type object.

The 'Document Databases' interface allows administrator to add custom document databases to MyDLP. Only the
document databases added through this interface, will be available for selection while creating an information type
object with Document Database type matcher.

To open the document databases screen, click 'Policy' at the top and then 'Document Database' under 'Matcher'
menu
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MATCHER

File E -:[E!l. -.| |a..||

Keyword Database

Data Farmars

The 'Document Databases' screen will be displayed:

DOCUMENT DATABASES +Add [#Edie| B Delere

Name Actions
new database 1 Run
Oldman documents Rur
Stores Stop
Purchase Stop
Security Run
Bank Documents Stop
pdm test 1 Run
eren tet 1 Run
burak wed tes Rumn
Test documents S1op
mportant Documents Rumn

The 'Run' link under the "Actions' column allows to generate hash values for the files in the databases. The
document database will be available for selection to define the Matcher component while creating an Information
Type object. But for specifying the document database for Document Database (Hash) matcher, the hash values of
the files need to be created and stored, so that MyDLP will use the hash values to intercept the data traffic if it
contains any of the files from the database. For more details, refer to the description of 'Document Database
(Hash)' in the section Information Types - An Overview.

Refer to the following sections on managing the Document Databases:
+ Adding a Document Database
» Editing a Document Database

5.3.1.1. Adding a Document Database
The administrator can create a new document database and add document files in three methods.

To add a document database, click 'Policy' tab at the top > 'Matcher' > 'Document Database > 'Add' button at the top
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DOCUMENT DATABASES +Add ) JEGE © Detete

MName Actions

new database 1 Run
Oldman documents

Stores

Step 1 — Enter a name
The 'Edit Document Database' dialog will be displayed.

Edit Document Database

Mame

Critical Documenits

L] R e

«  Enter a name for the document database and click 'Next'
Step 2 - Adding files from remote storage
The Remote Storages screen will be displayed:
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Remote Storages

MName
share test 1
big share
big share 2
discovery database 111
new test burak folder
test files last test
discovery remaote share 3
asdasd
brk test 21

new test 23.02

= D=

The files that are displayed here are fetched from Remote Connections under the 'Discovery Target' section. Refer to
the section 'Adding a User Defined Remote Storage Object' for more details about how to add a remote storage

object.
«  Select the files and click 'Next'

Step 3 - Integrating a MySQL Database to Document Database
The 'RDBMS Information Target' will be displayed.
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RDBMS Infromation Target

[# 1want data in my SQL database to be added to this Document Database
automaticaily.

RDEMS

o =

The administrator can import documents from a MySQL database server through RDBMS connection.

»  Select the check box 'l want data in my SQL database to be added to this Document Database
automatically'

If you have RDBMS Connections configured already, the list of the connections will be displayed. Refer to the
section 'Integrating RDBMS Systems' for more details.

RDEMS Infromation Target

# | want data in my SOL database to be added to this Document Database
automatically.

RDBMS

mysgl test
sdsds
cansinmssagl
masg|

« If you have not configured RDBMS connections, you can configure from this interface by clicking
‘Configure'.
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« Ifyou have already configured the RDBMS connection, you can re-configure an existing connection if
required.

RDBMS Infromation Target

o | want data in my SOL database to be added ta this Documant Database
autamatically,

RDEMS

mysqgl test ¥

ot~

»  Click 'Configure'. The 'Configure RDBMS Information Target' dialog will appear.

Configure RDBMS Information Target

Table Name

«  Select the table from the MySQL database. Type the first few characters of the table name in the field
below ‘Table Name' and click the "Search button. To view all the items, click 'Search' keeping the field
blank. All the tables with the matching names will be displayed in the list below. To view all the items,
click 'Search' keeping the field blank. Select the table from the list and click 'Next'
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Table Name

» documents

Comodo MyDLP Administration Guide

The 'Select Column' dialog will appear.

Configure RDBEMS Information Target

Column Name
idx
dac_name

doc_path

« o

All the column names will be displayed. You can also search for particular column by entering the first few characters

COMODO

Creating Trust Online®

of the column header in the field below 'Select Column' and clicking 'Search'. All the column headers with the

matching names will be displayed in the list below.

«  Select the column header from the list and click 'Next'.
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Creating Trust Online®

Configure RDBEMS Information Target

samples

MyDLP-Administration-Guide.pdf

=]  Bswe

The sample items in the selected column will be displayed as a list.

»  Check whether the correct table and column are chosen from the displayed documents. Click '‘Back’ in
any of the screens to review your parameters.

«  Click 'Save'

RDBMS Infromation Target

o | want data in my SQL database [0 be added 10 this Document Database
autormatically,
RDBMS
mysqgl test ¥
x Cancel +~ Back Next—

»  Click 'Enumerate Now' to include all the documents immediately,
e Click 'Next'

Step 4 - Manually Adding Files to the Database
The 'Document Database File Entry List' dialog will be displayed.
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Document Database File Entry List

Created
File Name MD5 Hash Date

Mo data available in table

You can upload the files from the local drives of the computer from which you are accessing the MyDLP
administrative interface to build the document database.

To upload the files
- Toadd a new file, click the 'Add" button at the top

Document Database File Entry List

Created
File Name MD5 B Date

Mo data available in table
Add New Document DB File Entry

| Choose Files | Mo file chosen

«  Click 'Choose Files' and navigate to the location of the files
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~ /

Open
U | .« Important Documents =} +y I ] Search B
fibe Livek Name Date modified Type Size
f Dracurments EDEE ik
| B
2 Pecent Places E
. Bdar 2016
=& Computer
; Pictures
n' Pelursac
4 Recently Changed
B Searches
y Public
Folders -~
Fie name - |-".h "l

«  Select the file(s) and click 'Open'
The selected file(s) will be added to the list

Add New Document DB File Entry

i Choose Files | Mo file chosen

* Dec%202015.0dt (applicationsvnd.oasis.opendocument.text) - 10271 Dytes
last modified: 30/09/2015

+ Feb%202016.0dt (applicationfvnd.oasis opendocument.text) - 10271 bytes
last modified: 20/09/2015

* Jan%202016.0dt (applicationsvnd.oasis.opendocument.text) - 10271 bytes
last modified: 30/09/2015

* Mar%%202016.0dt (applicationsnd.oasis.opendocument.text) - 10271 bytes,
last modified; 300092015

« Click 'Save'
The files will be saved in 'Document Database File Entry List' screen.
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Document Database File Entry List

Created

File Mame MDS Hash Date
Dec 2015.0dt 41372016
Feb 2016.0dt 41372016
Jan 2016.0dt 41312016
Mar 2016.0dt 4132016

« o

- Repeat the process to add more files

« Toremove a file from the list, select it and click 'Delete’ at the top
»  Click '‘Back' to review your selections

«  Click 'Save' to save the document database.

Processing...
Name Actions
new database 1 Run
Oldman documents Run
Stores Stop
Purchase Stop
Security Run
Bank Documents Stop
pdm test 1 Run
eren tet 1 Run
burak wed tes Rur
Test documents Stop
Important Documents Run
Critical Documents Run

The document database will be available for selection to define the Matcher component while creating an
Information Type object. But for specifying the document database for Document Database (Hash) matcher, the
hash values of the files need to be created and stored, so that MyDLP will use the hash values to intercept the data
traffic if it contains any of the files from the database. For more details, refer to the description of 'Document
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Database (Hash)' in the section Information Types - An Overview.

« To create the hash values for the files that are added via Remote Storages, RDBMS and manually, click
'Run' beside the database that you want to create hash values.

MyDLP will create MD5 Hash values and saves them. You can view the generated hash values of the files by
selecting the database and clicking 'Edit' at the top. Proceed to the 'Document Database File Entry List' screen to
view the hash values.

Document Database File Entry List

File Name MDS Hash Created Date

. " a2cdd5564f3fbcdcT2e8e —
Dec 2015.odt 73431532700 47312016

7d939296face5 7599107
iy 1312018
Feb 2016.0dt 79cFT95858C 47312016

2e436fe73b56f969a2141
16.0dt 41372016
Jan 2016.0d bf845b71bbo 320

2 2052a796d0fbes5561fcs .
e 1acdedal 38c 4/3/2016

=3 =3 =3

For the changes in the document database to take effect in the 'Information Type' object in which it is used and in the
Rules in which the Information Type object is applied, re-install the policy by clicking the Install Policy at the top right.
Refer to the section Deploying the Policy for more details.

5.3.1.2. Editing a Document Database

The administrator can add new documents, edit or remove unnecessary documents from any database from the
'‘Document Database' interface. The changes will take effect immediately on reapplying the policy to the network.

To edit a document database
»  Click 'Policy' tab at the top > 'Matcher' > 'Document Database

»  Select the document database and click the 'Edit'
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DOCUMENT DATABASES +Acd | #EdiE ¥ Delere

Frocessing...

MName Actions
new database 1 Run
Oldman documents RuN
Stores Stop
Purchase

Secur

The 'Edit Document Database' dialog will be displayed:

Edit Document Database

Name

Oldman documents

All the files included in the document database, imported from the remote storage or MySQL database or or by
manually adding the files will be displayed in the respective screens. The process is same as adding a document
database. Refer to the section 'Adding a Document Database' for more details.

»  Toremove a document database, select it and click 'Delete’. Please note the database cannot be removed
if it is in use in a rule.

For the changes in the document database to take effect in the 'Information Type' object in which it is used and in the
Rules in which the Information Type object is applied, re-install the policy by clicking the Install Policy at the top right.
Refer to the section Deploying the Policy for more details.

9.3.2. Managing File Extensions

'File extensions' are used to specify the type of extension in the 'Information Type' object, which is used as a
component for a rule. Refer to the section 'Information Types — An Overview' and 'Adding a User Defined
Information Type' for more details about information type object.
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FILE EXTENSIONS +Add # Edix 8 Delere

Name Extension Type

Active Server Pages ASP -
Adobe Acrobat PDF Files PDF ‘
Adobe Photoshop Graphics Files .PSD

MyDLP ships with a set of predefined extensions that are commonly used. You can also add custom extensions from
this interface. Refer to the following sections for more details.

+ Adding a New File Extension
» Editing Existing File Extension

5.3.2.1. Adding a New File Extension

In addition to predefined file extensions that is shipped with MyDLP, administrators can also add user-defined
extensions according to their requirements.

To add a new file extension
«  Click 'Policy' tab at the top > 'Matcher' > 'File Extension'
«  Click 'Add' from the 'File Extensions' screen

HLE EXTENSIONS + Add P Edit @ Delete

MName Extension Type

Active Server Pages ASP

The 'Add Extension' dialog will be displayed.

Add Extension

Extension Type

=

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 124



Comodo MyDLP Administration Guide 2222

»  Enter the new extension type, for example, .swf, in the field
«  C(Click 'Save'

The new extension type will be added and displayed in the list. Once added, the file extension will available for
selection while creating a new information type. Refer to the section 'Adding a User Defined Information Type' for
more details.

5.3.2.2. Editing Existing File Extension
The 'File Extensions' interface allows administrator to edit existing extensions or remove unwanted items.
To edit an existing extension

«  Click 'Policy' tab at the top > 'Matcher' > 'File Extension'

«  Select the file extension from the list and click 'Edit' at the top right

MName Extension Type
Active Server Pages ASP
Adobe Acrobat PDF Files .PDF
Adobe Photoshop Graphics Files PSD
Application Information Files JAMF
Application Initialization Files AN
Audio video Interleaved AN
Batch Files BAT
Binary Files BIN
Bitmap Graphics BMP
C Source Files AC
{/C++ Header Files H
C++ Source Fles CPP

The 'Edit Extension' for the selected extension will be displayed.

Edit Extension

Extension Type

PP

% cmcel | =3

- Edit as required and click 'Save' for the changes to take effect.
For the changes in the file extension to take effect in the 'Information Type' object in which it is used and in the Rules
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in which the Information Type object is applied, re-install the policy by clicking the Install Policy at the top right. Refer
to the section Deploying the Policy for more details.

» To remove a file extension, select it and click 'Delete’. Please note a file extension cannot be removed if it is
inuse in a rule.

5.3.3. Managing Keyword Databases

Each Keyword Database is a collection of keywords pertaining to a specific field like business, medicine, finance,
banking and so on. The Keyword Database can be specified as a Matcher while creating an Information Type object.
Once added in a rule, the candidate files that are scanned as per the rule containing the 'Information Type', will be
searched for the keywords contained in the group to identify files containing sensitive information.

Comodo DLP ships with a number of pre-defined, uneditable keyword groups that are available for selection while
creating an Information Type object.

The 'Keyword Databases' interface allows the administrator to create and add custom, user-defined keyword
databases to MyDLP, which in turn, can be used in Information Type objects. Keywords can be entered manually,
imported from a text file or imported from a RDBMS server.

c MYSoLp

Dashbeard  Policy Semings Logs Endpoints  Revisions  License £ install Policy

Marme
Doc Type
MpOrLant Keywards

Test Keyword Database

DISCOVERY TARGET

| cesconer s

MyDLP Management Console © 2016 Comado Group cCOMODDO

Refer to the following sections about managing the Keyword Databases:
» Adding a user defined Keyword Database
» Editing a user defined Keyword Database

5.3.3.1. Adding a User Defined Keyword Database

Administrators can add a new keyword database and keywords by manually entering them, importing from a file, or
importing from a RDBMS database.

To add a new Keyword Database
«  Click the 'Policy' tab then 'Matcher' > 'Keyword Database'
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»  Click 'Add' from the 'Keyword Databases' screen

KEYWORD DATABASES + Add ; # Edit| @ Delete

Name

Doc Type
Important Keywords

Test Keyword Database

Step 1 - Enter a name
The 'Add Keyword Database' dialog will be displayed.

»  Enter a name for the keyword database and click 'Next'

Add Keyword Database

Keyword Database Mame

Finance

m

Step 2 - Add keywords to the database
The Add Keyword dialog will be displayed.
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Add Keyword + Add from file + Add W Delete

Keyword

Mo data available in table

»* Cancel +— Back  Next—

You can add the keywords in two ways:
+ Manually enter the keywords one-by-one
+ Import keywords from a file

Manually enter the keywords one-by-one

«  To manually enter the keywords, click 'Add" at the top. The 'Keyword Add Dialog' will appear.

Keyword Add Dialog

Keyword

Credit

=3

« Enter asingle keyword and click 'Save'
»  Repeat the process to add more keywords

Import keywords from a file
Please not the keywords should be saved in separate lines in the text file.

« Toimport keywords from a text file containing the keywords, click 'Add from file' at the top. The 'Add
Keyword From File' dialog will appear.
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Add Keyword From File

Choose Flles | Mo file chosen

«  Click 'Choose File' and navigate to the text file, select the text file and click 'Open'.
The selected file will be listed.

Add Keyword From File

Choose Files | Keywords.

o Krywnrdi.m (text/plain} - 53 bytes, last mod fied: 07/03/2016

«  Click 'Close'".
The list of added keywords will be displayed.

Add Keyword # Add from file # Add ® Delete

Keyword
credit
Chennai
Bangalore
Madras
Benguluru
Bombay

Mumbai

o~
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By default, all the imported keywords and added keywords are selected. To remove a keyword, select it and click
'Delete.

»  Click 'Next'
Step 3 - Integrating a MySQL Database to Keyword Database
The RDMBS Information Target dialog will be displayed.

RDBEMS Infromation Target

# | want data in my 5QL database to be added to this Document Database
auromanically.

RDEMS

= ot nea~

The administrator can import keywords from a MySQL database server through RDBMS connection.

Tip: Comodo MyDLP can be added with several RDBMS connections through the 'RDBMS Connections' interface
Refer to the section Integrating RDBMS Systems for more details.

«  Select the check box 'l want data in my SQL database to be added to this Document Database
automatically'

If you have RDBMS Connections configured already, the list of the connections will be displayed from the RDBMS
drop-down. Refer to the section 'Integrating RDBMS Systems' for more details.
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RDBMS Infromation Target

# | want data in my SOL database to be added to this Document Database
automatically.

RDBMS

mysgl test
sdsds
cansinmssagl
masg|

« If you have not configured RDBMS connections, you can configure from this interface by clicking
‘Configure'.

» If you have already configured the RDBMS connection, you can re-configure an existing connection if
required.

RDBMS Infromation Target

o | want data in my SOL database to be added ta this Documant Database
autamatically,

RDEMS

mysqgl test ¥

ot~

+  Click 'Configure'. The 'Configure RDBMS Information Target' dialog will appear.
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Configure RDBMS Information Target

Table Name

«  Select the table from the MySQL database. Type the first few characters of the table name in the field
below ‘Table Name' and click the 'Search button. All the tables with the matching names will be
displayed in the list below. Select the table from the list and click 'Next'

Configure RDBMS Information Target

Table Name

» documents

= =3

The 'Select Column' dialog will appear.
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Configure RDBMS Information Target

Column Name
idx
doc_name

doc_path

All the column names will be displayed. You can also search for particular column by entering the first few characters
of the column header in the field below 'Select Column' and clicking 'Search'. All the column headers with the
matching names will be displayed in the list below.

«  Select the column header from the list and click 'Next'.

Configure RDBMS Information Target

samples

fhome/mydip

The sample keywords in the selected column will be displayed as a list.

«  Check whether the correct table and column are chosen from the displayed keywords. Click 'Back' in
any of the screens to review your parameters.

e Click 'Save'
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BMS Infromation Target

# |want data in my SQL database to be added to this Document Database
automatically,
RDBMS
mysgl test v
x Cancel «— Back Next—

»  Click 'Enumerate Now' to include all the keywords immediately.
+  Click 'Next'
The 'Current Keywords' screen will be displayed.

Current Keywords

Keyword
credit
Chennai
Bangalore
Madras
Benguluru
Bombay

Mumbai

« o

«  Click 'Back' to review and make any changes
«  Click 'Save'
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The added keyword database will be listed.

KEYWORD DATABASES *+Add # Edit @ Delete

Mame

Doc Type
Important Keywords

Test Keyword Database

Finance

This will be available for selection in the Information Type object for specifying the Keyword Group component. Refer
to the section 'Adding a User Defined Information Type' for more details.

5.3.3.2. Editing a User Defined Keyword Database

The administrator can edit a Keyword Database at anytime to add new keywords or to remove existing keywords
from the group. If a keyword group is altered , the policy has to be re-deployed to the network for the changes to
propagate to the rules in which the keyword group is used as matcher for the information type object.

To edit a keyword database
«  Click 'Policy' tab at the top > 'Matcher' > 'Keyword Database'
»  Select the keyword database and click 'Edit'

KEYWORD DATABASES +Ad i [FESE 1 Delete

MName

Doc Type
Important Keywords
Test Keyword Database

Financa

The 'Edit Keyword Database' dialog will be displayed:

Edit Keyword Database

Keyword Database Mame

Finance

All the keywords included in the keyword database, imported from MySQL database or or by manually adding the
files will be displayed in the respective screens. The process is same as adding a keyword database. Refer to the
section 'Adding a User Defined Keyword Database' for more details.
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- Toremove a keyword database, select it and click 'Delete’. Please note the database cannot be removed if
it is in use in a rule.

For the changes in the document database to take effect in the 'Information Type' object in which it is used and in the
Rules in which the Information Type object is applied, re-install the policy by clicking the Install Policy at the top right.
Refer to the section Deploying the Policy for more details.

5.3.4. Managing Data Formats

MyDLP is capable of protecting a wide range of data types and formats. Data Formats are organized into broad
genres (such as 'Audio Files', 'Images' and so on ) which in turn contain a list of specific types (like .mp3', .wav' or
"jpg’, .bmp'). MyDLP also allows administrators to add custom data formats and file types and to edit existing user
defined data formats. These data formats will be available for selection when adding or editing an 'Information Type'
object.

The administrator can view, edit and add file genres and file formats by selecting the 'Data Formats' under the
'Matcher' section. The file formats for each genre, can be defined as MIME Type or file extension.

To open the 'Data Formats' screen, click '‘Matcher' on the left and then 'Data Formats'

c MYS0LP

Dashboard  Policy Seftings Logs Endpeints  Revisions  Licemse 8 install Palicy

DATA FORMATS

Data Format

All Formats

Office Files

FDF. P5 gtC
Plaim Text
MWL HTML atc.

mages

Ausdio Files
Videao Files

HNecaori

Dernair

Devipe

Apoplicai

a0 Usar

User

DISCOVERY TARGET -

Endpaine File Sysoeim

= -
MyDLP Management Consale & 2016 Comoda Graug, COMODO

Refer to the following sections for more details about managing the data formats:
* Adding a new Data Format
+ Editing a Data Format

5.3.4.1. Adding a New User Defined Data Format Entry

The administrator can add new user defined Data Format entries by specifying a name and the file types to be
added to the Data Format collection.

To add a new data format
+  Click 'Policy' tab at the top > 'Matcher' > 'Data Formats'
«  Click 'Add' from the 'Data Formats" screen
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DATA FORMATS * Add | # Edit. 1 Delete

Data Format

All Formats
Office Files
PDF. PS etcC.
Plain Text

XML HTML etc.

The 'Add Data Format' dialog will be displayed.

Add Data Format

Data Format Name

Finance Samples

==

«  Enter a name for the data format in the 'Data Format Name' field
«  Click 'Next'
The 'MIME Type' dialog' will appear.

Add Information Type +Add # Edic @ Deleoe

Mime Type

Mo data avallable In table
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Background Note: The MIME type is a two part string identifier for a file type, containing the "type"/ "subtype". The
"type" refers to a logical grouping of many MIME types that are closely related to each other. "subtypes" are specific
to one file type within the "type".

For example, the MIME value "images/jpg" is used for jpeg image files and specifies that the "jpg" subtype belongs
to the "image" type.

- To add afile type by specifying in 'MIME Type', click the 'Add' button at the top
The 'MIME Type Add Dialog' will be displayed.

Mime Type Add Dialog

Mime Type

application/vic

]

«  Enter the new file type to be added to the data format collection in MIME type format
+  Click 'Add'
» Repeat the process to add more file types.

Add Information Type

Mime Type

applicationvic

Flash/swf

«  Click 'Back' to review and make any changes
«  Click 'Save'
The Data Format will be saved and listed.
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DATA FORMATS +Add | # Edit U Delete

Data Format

All Formats
Office Files
PDF, PS etc.
Plain Text
XML HTML etc.
mages

Audio Files

Video Files

I Finance Samples I

For the changes to propagate through the rules in which the data format being edited is applied, the policy needs to
be re-deployed. Refer to the section Deploying a Policy for more details.

5.3.4.2. Editing a Data Format

The administrator can add more or remove existing file types by editing the Data Format. Each Data Format contains
file types belonging to a genre. MyDLP allows the file types to be added as both MIME Type and file extension.
Please note you can edit only the user defined data format type.

To edit a data format
»  Click 'Policy' tab at the top > 'Matcher' > 'Data Formats'
«  Select the data format and click 'Edit'

DATA FORMATS

Data Format

All Formats
Office Files
PDF. PS5 etc.
Plain Text
XML, HTML etc.
Images

Audia Files
Video Files

Finance Samples

The 'Add Data Format' dialog will be displayed:
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Data Format Name

Finance Samples

e Click 'Next'

Add Information Type

Mime Type

»' applicationvic

Flashuswif

 x concet BE=
(=]

«  Select the MIME type and click 'Edit'. The process is similar to adding a data format as explained above.

+  Toremove a MIME type, select it and click 'Delete’
«  Click 'Save' for your changes to take effect.

For the changes to propagate through the rules in which the data format being edited is applied, the policy needs to
be re-deployed. Refer to the section Deploying the Policy for more details.

9.4.Integrating Active Directory Domains

MyDLP can import users from Active Directory (AD) Domains integrated to it. The AD domains integrated can be
used to define user groups for creating the User Objects, which can be applied as Source Objects for all types of
Data Transfer Policy rules.

The 'Server Connections' section allows the administrator to integrate AD domains which in-turn, can be used in
User objects.

«  Click 'Policy' tab at the top > 'Server Connections' > 'Active Directory' to open the interface
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Dashboard  Policy Settings  Logs  Endpoints  Revisions  License & Install Policy
POLCY
B Delere  # Emsmerate
Dormair Base Distinguished Mame Server P NetBIOS Mame Login Username
mydip.com de=rrydip.dc=cam 10,100, 1 36,66 mydip administrator@nydip.com
I Active Direcoory I
RDEMS -
MyDLF Management Console & 2016 Comodo Group. coMODo

The Active Directory Domains interface displays a list of pre-integrated AD domains and allows the administrator to
« Add new AD Domains

+ Edit Existing Domains

5.4.1. Adding a New AD Domain

The administrator can integrate new AD Domain specifying the domain name IP Address of the Domain Controller
(DC) and the login credentials for MyDLP to access the AD server. If there are more than one domain with separate
domain controllers, the administrator needs to integrate them one-by-one.

To integrate a new AD Domain
+  Click 'Policy' tab then 'Server Connections' > 'Active Directory'
The AD Domains screen will be displayed.

= Al )m W Delete  # Fnumerane

Domain Base Distinguished Name server IP NetBIOS Name Login Username

mydip.com dec=mydlp.dc=com 10.100.136.66 mydip administrator@mydlp.com

«  Click the 'Add' button at the top
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Add AD Domain »

Domain Mame
Base DN

Ip Address of DC
NetBIOS Name
Login Username

Login Password

«  Enter the details of the AD Domain as shown below:;

Field Description

Domain Name

Enter the Fully Qualified Domain Name (FQDN) of your
domain as defined in your Domain Controller (DC).

Base DN

The Base DN will be automatically populated based on
your FQDN.

IP Address of DC

Enter the IP address or the DNS resolvable hostname of
your Domain Controller.

If you have more than one DC in your domain enter the
IP address or hostname of the primary DC.

NetBIOS Name

Enter the 16 character Network Basic Input/Output
System (NetBIOS) name of your DC.

Login username and Login password

Enter the username and password of a valid user
account for MyDLP to login to the AD server and import
the users.

For security reasons, it is advised to create a new
account for Comodo MyDLP with only the required
privileges to enumerate all users and groups in your AD
domain..

+  Click 'Test Connection'. MyDLP will check whether the AD server is reachable. On successful connection,

the AD domain will be added to the list.
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10.100.136.144 says:

Successfully connected

Prevent this page from creating additional dialegues.

OK

After successful connection, Save button will appear in the 'Add AD Domain' dialog.

Add AD Domain

Base DN

dc=mydip,dc=local

Ip Address of DC

MNetBIOS Mame

mydlp

Login Username

administrator@mydip.loca

Login Password

e @

The AD Server will be added and the users can will be imported into MyDLP.

+ Add IE& @ Delete # Enumerate

Domain Base Distinguished Name server IP MNetBIOS Name Login Username

mydlp.local de=mydip.dc=local 10.100.136.62 mydlp administrator@mydlp.local

In order to import users from the AD server, select the AD Domain in the list and click 'Enumerate’.

The AD enumeration process will begin....

10.100.136.144 says:

Active Directory Enurneration started...

Prevent this page from creating additional dialogues.

...and when completed, the success message will be displayed.
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The AD users now can be added as user object. Refer to the section 'Adding a User Defined Active Directory
Users Object' for more details.

5.4.2. Editing Existing AD Domains

The administrator can edit the details of the pre-integrated AD Domain(s) at anytime from the 'Active Directory'
interface. The changes will take effect immediately on reapplying the policy to the network.

To edit an 'AD Domain'
»  Click 'Policy' tab then 'Server Connections' > 'Active Directory'

»  Select the domain and click 'Edit' at the top

Domain Base Distinguished Name server IP MNetBlOS Name Login Username

mydip.Jocal  dc=mydip.dc=local 10.100.136.62 mydip administrator@mydip.local

The 'Edit AD Domain' dialog will be displayed.

Edit AD Domain

Domain Mame

mydlp.lacal

Base DM

de=mydip.dc=lacal

Ip Address of DC

10.100.136.62

NetBIOS Name

mydlp

Login Username
administrator@mydip.loca

-

Login Password

=

The Edit interface is similar to 'Add AD Domain' dialog. The administrator can directly edit the details, test the
connections and save the changes. Refer to the section Adding a New AD Domain for more details on the
parameters that can be configured through the interface.

« Toremove an AD Domain, select it and click 'Delete'. Please note you cannot delete an AD Domain from
which user objects are added. Refer to the section 'Adding a User Defined Active Directory Users
Object' for more details.
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5.5.Integrating RDBMS Systems

The administrator can integrate MySQL database servers through RDBMS connections and configure MyDLP to
import Keywords for use in 'Keyword Groups' and documents for use in 'Document Databases' matchers that are
created from the Information Type interface. The database will be periodically checked for updates and the Keyword
Groups and Document Databases will be synchronized with the respective databases.

Refer to the following sections for more information on importing data from the MySQL Servers:

» Integrating a MySQL Database to Keyword Database

+ Integrating a MySQL database to document database

The RDBMS objects interface allows the administrator to add MySQL database servers. The RDBMS objects added
to this interface will be available for selection for importing keywords and documents.

c MYEBI.FI mydip n
Dashboard Policy Settings Logs Endpoints  Revisions  License @ install Policy
L ‘U .

name dbType [dbcUrl loginlisername

fysql 1est MYSOL  joBcmysqlz 10,100,136, 1 18/axample root

S5 MESEQL JoncEglarvers100100.136, 158: 1433 DatabaseName=examphe instance=S0) EXPRESS pinar

cansinmEsgl  MSSQL  jobosglserverst10.100,136.198:1 433 Databasename=xamplesinstance=SQLEXPRESS cansin

-~

NyDLP Management Consale © 2016 Comodo Group, COMDDD

Refer to the following sections for more details on:
» Adding a new RDBMS Object
+ Editing an RDBMS Object

5.5.1. Adding a New RDBMS Object

The administrator can add a new RDBMS object to integrate MySQL, MsSQL or Oracle database server by
specifying the URL and login credentials of the RDBMS server. If there are more than one database server, the
administrator needs to add them one-by-one.

To add a new RDBMS object
»  Click the 'Policy' tab then 'Server Connections' > 'RDBMS'
+  Click 'Add' from the 'RDBMS Objects' screen
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RDEMS OBJECTS
name dbType jdbcUrl loginUsername
mysqltest  MYSQL  jdbcmysql//10.100.136.116/example root
sdsds MS5QL  jdbcisglserverif10.100.136.118:1433:DatabaseName=example:instance=SQLEXPRESS  pinar

cansinmssgl  MSS0L  jdbosglserver:f10.100.136.198:1433;:DatabaseName=example:instance=SQLEXPRESS  cansin

The 'Add RDBMS Connection' dialog will be displayed.

Add RDEMS Connection

Database Type

MYSQL v

MName
JDBC Url
Login Username

Login Password

=3 =3

«  Enter the details of the RDBMS server as shown below:

Field Description

Database Type Choose the type of database from the drop-down. The
available options are:

«  MySQL
«  MsSQL
«  Oracle

Name Enter a name shortly describing the connection.

JDBC URL Enter the Java Database Connectivity (JDBC) URL of
the RDBMS server

Login username and Login password Enter the username and password of a valid user
account for MyDLP to login to the RDBMS server.

For security reasons, it is advised to create a new
account in the server for Comodo MyDLP with only the
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the server.

required privileges to enumerate required entries from

«  Click 'Save'

MyDLP will connect to the server and if the credentials are successful, the RDBMS server will be connected to
MyDLP. The database server will be available for selection for importing keywords or documents when creating
Keyword Database and Document Database under the Matcher section.

5.5.2. Editing an RDBMS Object

The administrator can view the details of and edit an RDBMS object at any time by selecting the connection from the
‘Server Connections' > 'RDBMS' interface.

RDBMS OBJECTS +adi! [FESE 1) Delete
name dbType jdbcUrl loginUsername
mysgl test MYSQL  jdbcmysgli/10.100.136.116/example root
sdsds MSSQL  jdbcisgiserver:/f10.100.136.118:1433:DatabaseName=example:instance=SQLEXPRESS  pinar
cansinmssql  MSSQL  jdbcsglserver:710.100.136.198:1433; DatabaseMName=example:instance=SQLEXPRESS  cansin

The 'Edit RDMBS Connection' dialog will be displayed.

Edit RDBMS Connection

Database Type

MSS0L =

Marme

gdsds

JDBC Url

jdbcsglserver:/f10.100.136.118:1433; DatabaseName=example:instance=5QLEXPF

Login Username

pinar

Login Password

= =3

« To change the parameters, directly edit the parameters

+  Click "Save'. MyDLP willl check whether the RDBMS server is reachable and on successful connection, the
database will be available for selection.

- Toremove a RDBMS object, select it from the list and click the 'Delete’ button. Please note you cannot
delete an RDBMS object from which keyword and document databases are added. Refer to the sections
'Keyword Database' and 'Document Database' for more details.
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6.Configuring Comodo MyDLP Settings

The Settings interface allows the administrator to configure various parameters of Comodo MyDLP.

c MYS'DLP

Dashboard Policy Settimgs Logs Endpaints  Revisions  Licemse ¥ mnstall Palicy

Protocols Users Endpaint  Advanced  Enterprise

PROTOCOLS

SMTP Helo Mame ICAP Request Mod Path
mydip.cam rdip

SMTP Next Hop Host ICAP Response kod Path
locathost idip-respmad

SMTP Next Hop Port # Ignore Big ICAP Requests

ICAP Max Cons

# SMTF Bypass on Fai

ICAP Optlons TT1

MyDLP User Certificate(x509%) MyDLP windows Endpoint
4 Olick here v downlosd 4 Olick here o downdoad
byDLP Management Cansole € 2016 Comoedo Group. coMOoDOo

The interface contains five tabs:

«  Protocols - Enables the administrator to view and configure connection protocols used by the DLP server
to the endpoints and the web proxy server. Refer to the section Configuring Protocol Settings for more
details.

« Users - Enables the administrator to add and manage peer administrative users. Refer to the section
Managing Administrators for more details.

«  Endpoint - Enables the administrator to configure the connection parameters for the MyDLP server to
connect to the endpoints. Refer to the section Configuring Endpoint Settings for more details.

- Advanced - Enables the administrator to configure the advanced application settings of MyDLP. Refer to
the section Configuring Advanced Settings for more details.

- Enterprise - Enables the administrator to configure miscellaneous settings as per the enterprise policy and
email notifications. Refer to the section Configuring Enterprise Settings for more details.

6.1.Configuring Protocol Settings

The 'Protocol' tab allows the administrator to configure the Simple Mail Transfer Protocol (SMTP) parameters used

Comodo MyDLP - Administration Guide | © 2016 Comodo Security Solutions Inc. | Al rights reserved 148



Comodo MyDLP Administration Guide ~ coro22

for sending mails from the MyDLP server and the Internet Content Adaptation Protocol (ICAP) parameters for
connection to the web proxy for Internet connection. The administrator can also download the user authentication
certificate from the interface and install at the endpoints for connection authentication to the MyDLP server.

The Protocol interface is displayed by default whenever the Settings interface is opened. To return to the Protocol
interface from other interfaces, click the 'Protocol’ tab.

C MYS'DLP

Dashboard Policy Settimgs  Logs Endpoints  Revisions  Licemse £ Install Palicy

Protocols Users Endpaint  Advanced  Enterprise

PROTOCOLS

SMTF Helo Name ICAP Request Mod Path
mydip.caom ‘dip

SMTP Next Hop Host ICAP Respomse Mod Path
locathost idip-respmad

SMTP Next Hop Port # Ignore Big ICAP Requests

ICAP Max Cons

« SMTP Bypass on Fai

ICAF Optlons TT1

DOWNLOADS
MyDLP User Certificate(x509) MyDLP Windows Endpoint
MyDLP Management Console £ 2016 Comodo Group. coMODOo

Field Description
SMTP Helo Name The mail domain name used for HELO greeting command in SMTP protocol by
the MyDLP server.
Default = mydip.com. You can change it to your mail domain name.
SMTP Next Hop Host The host used for the next SMTP hop during outgoing mail delivery from
MyDLP server.

Default = localhost. You can change it if you want to use a different host

SMTP Next Hop Port The TCP port number of the host used for the next SMTP hop during outgoing
mail delivery from MyDLP server. Default = 10027.

SMTP Bypass on Fail Determines the behavior of email engine of MyDLP in case of any error. If this
option is selected, MyDLP will pass mails on error case for availability. If this
option is not selected, MyDLP will block mails on error for security. Default =
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Selected.

ICAP Request Mod Path The ICAP request module path used by the MyDLP Server for integration with
ICAP enabled web proxy. Default = /dIp

ICAP Response Mod Path The ICAP response module path used by the MyDLP Server for integration with
ICAP enabled web proxy. Default = /dIp-respmod

Ignore Big ICAP Requests Instructs MyDLP to ignore ICMP requests if their data volume is larger than a
specified value. Default = Selected.

[CAP Maximum Connections The maximum number of ICAP connections that can be allowed to run
simultaneously.

Default = 0 - Denotes unlimited number of connections

ICAP Options TTL The Time To Live (TTL) parameter for the ICAP connections.
Default = 0 - Denoted unlimited

»  Click 'Save' for your changes to take effect.

MyDLP User Certificate (x509) - MyDLP intercepts even SSL enabled webpages and relays them to the endpoints
for monitoring the webbased traffic as per the Web rules. In such cases, a certificate mismatch error will be displayed
to the user. To avoid this, the administrator can download the MyDLP Server certificate and install it on to the
endpoints or the AD server.

«  To download the certificate in X509 format, click the ‘Click here to Download' link.

MyDLP Windows Endpoint - The MyDLP admin console requires MyDLP agents installed on all the endpoints to be
monitored in the network. The agent is responsible for deploying the data transfer policy at the endpoint in order to
monitor the data traffic through various channels and to allow, log, quarantine, block the data as per the rules. The
agent also scans the endpoint to identify the data that match the discovery rules and to log, allow, quarantine or
delete them as per the rules. The endpoint agent installation is password protected and cannot be uninstalled from
the endpoint without entering the password set in the Settings Endpoint interface. Refer to the section Configuring
Endpoint Settings for more details.

The administrator can download the agent set-up file for installation on to endpoints from the 'Protocols' interface.
«  To download the certificate in X509 format, click the 'Click here to Download' link.
For more details on MyDLP Endpoint deployment, please refer to the MyDLP Endpoint Installation Guide.

6.2.Managing Administrators

The 'Users' tab displays the list of administrative users that can receive automated notification emails from MyDLP
and access the MyDLP administrative console and allows the administrator add and manage the users. There are
five administrative roles in MyDLP with different privilege levels.

Administrative Role Description and Privilege Levels

Super Administrator Super Administrator role has the ultimate authority in @ MyDLP system. The
Super Administrator can set up and configure MyDLP during deployment.

Super Administrator has all the privileges as shown below:
+  Create and manage administrative users of any administrative role.

« See DLP event logs and content data attached to event logs.
«  Edit DLP policy and objects
« Install policy
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« Edit all settings under Settings Tab.

Administrator Administrator has restricted technical management access. Administrator can
manage day-to-day operations, manage policy and edit almost all settings.
Administrators are added from employees of the IT department and do not
need to have the privilege to see confidential file contents captured during
Archive or Quarantine actions. Administrator will not able to see the content
data in DLP incident logs and cannot download archived files.

Administrator has the following privileges:

«  Create and manage administrative users with roles of peer
Administrator and Classifier and None.

«  See DLP event logs but cannot access files attached to logs.
+  Edit DLP policy and objects.
+ Install policy.

+  Edit all settings under Settings Tab, has restricted access to Users
Tab.

Auditor Auditor has restricted access to Logs Tab. The Auditor does not have the
ability to change any settings or DLP policy. The Auditor can be an executive
from legal department, will be able to see DLP event logs and can access
content data attached to these logs.

Authority Scope is a restriction which can be defined when MyDLP is
integrated with Microsoft Active Directory to limit the events that can be seen
by the Auditor for one or more specified organization units.

Auditor has the following privileges:
« See all DLP logs and content data attached to logs (If Authority Scope
is not specified)

« See DLP logs related to specified Authority Scope(If Authority Scope
Specified)

Document Classifier Classifier has restricted access to the Objects Tab. Classifier can upload
documents to previously specified Document Databases.

Classifier has the following privileges:
«  Upload documents to predefined Document Databases

None The administrator with the role 'None' will be able to receive the automated
notifications sent by MyDLP on occurrences of various incidents intercepted by
the data transfer policy and discovery rules configured in MyDLP. The
administrator does not have any rights to create or modify the rules and cannot
access MyDLP administrative interface.
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c MYDLP

Dashboard Policy Settimgs  Logs  Endpoints  Revislons  License

Protocods  Users  Endpoint  Advanced  Enterprise

£ install Policy]

USERS + Create
Username E-mail I5 active Role Actions
mydlp useri@mydlip.com frue ROLE_SUPER_ADMIN B Delere & Ser Passssed
John Smith fiatliena@gmail.com true ROLE_SUPER_ADMIN

The 'Settings' > 'Users' interface allows the administrator with appropriate privileges for the following:
* Add New Administrative Users
+ Set/Reset Password for Administrative Users

- Edit and Remove Users

6.2.1. Adding new Administrative Users

The super administrator can add peer super administrators and other administrators of any role and administrators
can create peer administrators and classifiers from the Users interface.

To add a new administrative user
» Open Settings > Users interface and click Create at the top right. The 'User Dialog' will appear.

Edit User

Username

jsmith

E-mail

johnsmith@mydip.com

W s active
Role

ROLE_NONE

ROLE_ADMIN
ROLE_AUDITOR
ROLE_CLASSIFIER
ROLE_SUPER_ADMIM

»  Enter the details of the new user as shown below:
»  User Name - Enter the login username for the new user
«  Email - Enter the email address of the new user
«  Select the 'ls Active' checkbox if the user should be enabled upon creation
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«  Select the User Role from the list box. For more details on the Administrative Roles refer to the table at
the top of the section Managing Administrators.

If you are adding an admin with classifier role, you need to specify additional parameters as shown below:

Edit User »

Username

jsmith
E-mail

johnsmith@mydip.com
# |5 active
Role

ROLE_CLASSIFIER v

Document database objects which are in user's Classifier Scope

MName

Finance document database
Cards

Audit Documents

=l  Biso |

On choosing the ROLE_CLASSIFIER, the document databases previously configured in 'Document
Database' under 'Matcher' section are listed below 'Name'.

« Select the databases to be included into the classifier's scope from the list and click 'Save'.
The new user will be added.

The next step is to set a password for the new administrative user to enable them to login. Refer to the next section
Setting and Resetting Password for Administrative Users for explanation on setting password for the new user.
Once logged-in the new administrator can change his/her login password by clicking their username displayed at the
top right of the interface.

6.2.2. Setting and Resetting Password for Administrative Users

The super administrator can set new password or reset password for peer super administrators and the other
administrators of any role. The Administrators can set new password and reset password for peer administrators and
classifier.

To set or Reset password for an administrative user
« Open 'Settings' > 'Users' interface

«  Click 'Set Password' beside the user that you want to set password. The 'Change Password' dialog will
appear.
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_

Username E-miail Is active Role Actions

jsmith johnsmith@mydip.com ROLE_CLASSIFIER
mydlp
) Change Password

Mew Password

Re-type Password

m B Set Password

« Enter a new password for the user in the New Password text field. The password should contain at least
one upper case character, one lowercase character and a numeral and should be of minimum six
characters. Select the password as a combination of upper/lower case alphabets, numerals and special
characters so that it could not be easily guessed.

»  Reenter the password for confirmation in the 'Re-type Password' field and click 'Set Password'.

The user will now be able to login to the administrative console using the username created while adding the user
and the password set in this dialog.

Upon their login, the user can change his/her password by clicking their username displayed at the top right of the
interface, choosing 'Settings' from the drop-down and entering the new password in the 'Account Settings' dialog.
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MENT DATABASES

Account Settings
Mame

Finance d| Username

jsmith

Email
johnsmith@&myd|p.com
Current Password

MNew Password

Reenter New Password

R

Run

- sSeftings

Sign out

6.2.3. Editing and Removing Admin Users

Admin users can be edited by other administrators who have the appropriate privileges.
To edit an admin user

«  Open Settings > Users interface

»  Click 'Edit' beside the user whose details you wish to view or modify. The 'Edit User' dialog will appear:
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Dashboard  Policy Settings Logs Endpoimts  Revislons  Licemse

Protocols  Users  Endpoint  Advanced  Enterprise

Edit Utser

Username

Username Actions

fsmit
o 15 BCTive
Role

ROLE_CLASSIFIER
Document database objects which are in user's Classifier scope
Mame

F Finance document database
Cards

Adit Daouments

=1 E==)

The dialog allows you to:
»  Change username and email address
+ Enable or disable the user via the 'ls Active?' check-box
»  Change their role and modify role privileges

Click 'Save' for your changes to take effect.

Tip: You can update passwords by selecting a user and clicking the green 'Set Password' button on the right.

6.3. Configuring Endpoint Settings

The 'Endpoint' tab in the 'Settings' interface allows administrators to configure log parameters and various other
endpoint settings. The settings configured here apply to all endpoints connected to the MyDLP Server.

To access the Endpoint tab, click 'Settings' > 'Endpoint":
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Dashboard  Policy CSettings Logs  Endpaints  Revisions  License @ Install Policy

Protacols Ustrs Advanced  Enterprise

IP Base IF Mask Seconds Actions

Lig Lewel

arrar ) MO data available in table

Loy Limit

10,00 MEB
# ‘gnore Max Size Exceeded Logs for Discovery Channel
Log Spool Soft Limit

50.00 MEB

Log Spool Hard Limit

75.00 MEB

Secure Printer Prefin

MyDLP
Endpoint Uninstallation Password
roydip

Default sync Interval
Cecondis)

My DLP Management Consobe £ 2016 Comado Group. coMODO

Field Description

Log Level Indicates the level of log details generated by endpoint agent that an
administrator wants view.

ENDPOINT

Log Level

error

info
debug

# Ignore Max Size Exceeded Logs for Discovery Channel

» Info - Displays only the captured data based on policy

«  Error - Displays error log at endpoint in addition to notification (Default
value)

»  Debug - Displays more details logs about system, error and incident
logs. Helps system support engineers to get more detailed logs in
case of having any problem at endpoint agent.

Default = Error

Log Limit The maximum size (in MB) of the overall log file that can be stored in an
endpoint.
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Default =10 MB

Ignore Max Size Exceeded logs |Instructs MyDLP to discard redundant logs that appear on identifying large
for Discovery Channel number of files during discovery scans. Ignoring redundant logs conserves the
disk apace at the endpoints.

Default = Selected

Log Spool Soft Limit The upper limit of log and content data stored by the MyDLP server at the
endpoints. If this limit is exceeded only the content data will be discarded from
the subsequent log entries.

Default =50 MB

Log Spool Hard Limit The upper limit of log and content data stored by the MyDLP server at the
endpoints. If this limit is exceeded, both the log and the content data will be
discarded from the subsequent log entries.

Default =75 MB

Secure Printer Prefix Administrators can specify a prefix for MyDLP Virtual Printers that are created
upon adding a Printer Rule. Virtual printers are listed in the MyDLP interface
with their physical name and the prefix defined in this field.

Default = MyDLP. You can change the prefix as required.

Background Note: MyDLP creates a virtual printer for each network printer
and makes it available for printing documents from endpoints added as sources
to a printer rule. End-users are forced to use the virtual printers for MyDLP to
monitor the data/document passed to the printer as per the rule. If the
data/document does not contain any sensitive data as defined by the rule,
MyDLP forwards the documents to the physical printer.

Endpoint Uninstallation Password | Administrators can specify that a password is required to uninstall the MyDLP
agent from an endpoint. Password protection prevents inadvertent
uninstallation and ensures that the endpoint complies to the MyDLP policy.

Default Sync Interval The time interval (in seconds) at which MyDLP Endpoints should synchronize
with the MyDLP Server.

Default = 30 seconds

Administrators can set custom sync intervals for endpoints in different network
zones through the 'Network based Endpoint Sync Intervals' setting explained
below. The default sync interval will be applied to all other endpoints for which
the custom interval is not set.

Network based Endpoint Sync Intervals - Administrators can set custom sync intervals for specific endpoint(s) by
defining their network IP addresses and mask.

To set custom sync intervals for a network
«  Click 'Create' beside 'Network based Endpoint Sync Intervals'
The 'Sync Config Add Dialog' will appear.
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NETWORK BASED ENDPOINT SYNC INTERVALS

IP Base IP Mask Actions

Sync Config Add Dialog

Ip Base

Ip Mask

Sync Interval

»  Enter the IP address and the network mask for the endpoints to be covered
»  Enter the custom sync interval for the endpoints (in seconds) in the Sync Interval field.
«  Click 'Save'
*  Repeat the process to add more custom sync interval settings
Click 'Edit' beside a sync interval to modify its details or click 'Delete’ to remove it from the list.

»  Click 'Save' at the bottom of the 'Endpoint' setting screen for your changes to take effect.

6.4.Configuring Advanced Settings

The 'Advanced' tab of the 'Settings' interface allows administrators to configure advanced parameters such as time-
out periods and maximum sizes of memory objects, chunks and files. MyDLP ships with optimal default values for
these parameters but, in certain circumstances, administrators may wish to modify these settings for special
deployment and clustering scenarios.

To open the Advanced Settings interface, click 'Settings' > 'Advanced' tab.
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Dashboard  Poll 0gs Endpoinis  Revisions  License & in=tail Pollcy
Protocols  Users  Endpoint EnTerpri';e
Maximum Object Size supervisor Max Restart Count
Y]
Maximum Memory Object supervisor Max Restart Time
020 ME 20
Maximum Chunk Size Supervisor Kill Timeout
MEB 20
FSM Timeout Query Cache Cleanup interval
120 second(s) 900000
Spawn Timeout Query Cache Maximum Size
&0 Second(s) 2000000
Thrift Pool Size for MyDLP Server Error Action
24 pass -
Thrift Pool Size for MyDLP Endpoint Refresh Time Interval for Log Tab
Second(s)
MyDLP Management Console © 2016 Comodo Group. coMoDo
Field Description
Maximum Object Size The maximum chunk size of object which is processed in MyDLP in MB.

Default = 10 MB

You can increase this value to analyze larger files. Although MyDLP is efficient,
analyzing very large files can decrease performance and archiving or
quarantining large files may require substantial storage space. If you try to copy
or move a file of size larger than this value, the incident will be logged. The
Incident Log Details pane of the respective log entry will show a message "Max
file size exceed". Refer to the explanation under 'Removable Storage Inbound
rule' in the section Viewing Details of a Log Entry for more details.

Maximum Memory Object The maximum size of the objects (in MB) that can be loaded to memory in the
work flow. Default = 0.20 MB

Maximum Chunk Size The maximum size (in MB) of chunk for getting MIME type and hash in MyDLP
incident logging process. Default = 1 MB

FSM Timeout The time-out interval for each state in Finite State Machines (FSM) in MyDLP
server which are used for processing ICAP, SMTP connections and
communication between MyDLP server and MyDLP endpoints. Default = 120
Seconds

Spawn Timeout The time-out of each spawned process in MyDLP work flow. Default = 60
Seconds
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Thrift Pool Size for MyDLP Server | Active number of connections to the MyDLP backend service which is used for
converting files to the meaningful data in MyDLP Server. Default = 24

Thrift Pool Size for MyDLP Active number of connections to the MyDLP backend service which is used for
Endpoint converting files to the meaningful data in MyDLP Endpoint. Default = 3

Supervisor Max Restart Count The maximum number of retry count for restarting worker processes controlled
by a supervisor process. Default = 5

Supervisor Max Restart Time The maximum waiting time (in milliseconds) for restarting workers controlled by
the supervisor process. Default = 20 Milliseconds

Supervisor Kill Timeout Upon termination of child/worker processes, the supervisor process sends
"Terminate' command and makes the child/worker process wait for an exit
signal. If no exit signal is received within the specified time the child processes
are unconditionally terminated. The "Supervisor Kill Timeout' specifies the
maximum waiting time (in milliseconds) for the 'Exit' signal. Default = 20
Milliseconds

Query Cache Cleanup Interval The cache containing the queries generated by several channels (Web, Mail,
Api, removable storage, etc.) is cleared periodically to maintain the efficiency.
The 'Query Cache Cleanup Interval' specifies the time interval at which the
cache is cleared. Default = 900000 Milliseconds.

Query Cache Maximum Size The upper limit of size (in Bytes) of queries to be cached, for speeding up
future queries coming from inspecting channels. Default = 2000000 Bytes

Error Action The action executed on data intercepted or discovered by MyDLP if any error
occurs in MyDLP Server. Default = Pass. You can choose between 'Pass' and
'Block' as required from the drop-down.

Error Action

Refresh Time Interval for Log Tab | The interval at which the log of events is updated and displayed under the
'Logs' tab of the MyDLP console. Refer to the section The Logs Tab for more
details.

6.5.Configuring Enterprise Settings

The 'Enterprise’ tab of the 'Settings' interface allows administrators to configure archive settings depending on
corporate policies, customize email notifications and messages displayed to end-users when MyDLP blocks their
requests while sending mails or uploading documents to web pages and log storage settings.

To open the Endpoint tab, click 'Settings' > 'Enterprise’.
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Archive Configurations

MyDLP can archive all the web traffic and the mail traffic to and from the network irrespective of their content. These
archives can be later used by the administrators for audits on data uploaded to or downloaded from the webpages
visited by end-users and emails sent and received by the end-users for investigation purposes. All the archived web
pages and the mails are logged, enabling the administrator to download the archived files from the Logs interface.
Refer to the section The Logs tab for more details.

Note: Archiving the web and/or mail traffic by MyDLP requires substantial disk space in the MyDLP server. Ensure
you have sufficient space in the server before enabling these features.

+  Mail Archive - Enables the Mail Archive feature. MyDLP stores all the mail traffic to and from the server
irrespective of their content

»  Web Archive - Enables the Web Archive feature. MyDLP stores all the web traffic to and from the server
irrespective of their content

+ ICAP Archive Minimum Size - Specify the minimum size (in MB) of web traffic data to be archived. Only
those Web transactions of size equal to or larger than the size specified here will be archived.

Notification Configurations

MyDLP sends notification mails to the administrators configured as intended recipients, whenever it blocks or
quarantines data transfer as per the following types of rules:

- Web
« Malil

» Removable Storage
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»  Printer

« API

»  Endpoint Discovery
«  Remote Discovery

MyDLP displays a message to the end-user when it blocks or quarantines the data traffic from the user computer
based on the following types of the rules:

+  WebRule

e Mail Rule
The 'Enterprise’ tab in the 'Settings' interface allows the administrator to customize the content in the email
notification and the message pop-up displayed to the end-user.

Edit Denied Page - Allows the administrator to edit the content in the message pop-up window that is displayed to
end-user, when MyDLP blocks or quarantines the data traffic. An Example is shown below:

N
A ¢

Your request has been blocked by MyDLP
You are uploading files containing sensitive data to the website

This action has been taken according your corporate information security
policies. Please contact your system administration if you have any questions.

The customized messages for the web rules and the mail rules are displayed to the end-user as specified during
creation of the respective rules in the pop-up window with a common template. The administrator can edit the
common template as per the requirements of the organization, through the 'Edit Denied Page' option.

To edit the common template
«  Click the 'Edit' Button beside the 'Edit Denied Page'.
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Edit Denied Page Popup

<tr>
<td class="reason-td">
.-|j -
<=
e
<td class="reason-td"=
<br /> BHMESSAGEN
<1d=
</tr= .
<{r=
<td class="reason-td"=
=br f=This action has been taken according your corporate information security policies. Please contact your
system administration if you have any gquestions

<= -

A

Message Edit Denied

The HTML page of the pop-up will open in @ HTML Editor window. Within the content %%MESSAGE %% is defined
as the variable to be replaced by the message specified by the administrator during creation of the rule. Refer to the
description under Step 2 - Enter Name for the rule and configure Messages and Notifications in the section
Adding a Data Transfer Rule for more details on message entered by the administrator while adding the rule.

«  Edit the format and content of the template directly in the editor.
« To preview the edited page, click 'Preview'.
« To save the changes, click 'Save'.

Email Notification From Address - The email address from which the automated notification mails are to be sent
by MyDLP. The administrator can edit the address as required.

Email Notification Subject - The subject line of the notification mails. The administrator can customize the subject
line as required.

Email Notification Message - The message content in the notification mail. The administrator can directly edit the
content as per the corporate requirements.

Syslog Configurations

Comodo MyDLP has the ability to forward logs to a remote Syslog server Common Event Format (CEF) and User
Datagram Protocol (UDP). The administrator can integrate MyDLP with a remote Syslog server used by the
organization and configure MyDLP to redirect the logs to it, for easy analysis of the logs and conserving disk space
in the MyDLP server.

Background Note: MyDLP can transfer the logs in both UDP an CEF formats. Though UDP is faster, it is not
secure. In order to protect the log data from the sniffing and spoofing attacks, it is recommended to use CEF
format. For more details on CEF, refer to the CEF white paper available from http://mita-
tac.wikispaces.com/file/view/CEF+White+Paper+071709.pdf

Three types of logs can be diverted to the Syslog server:
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» ACL Logs - The logs of the MyDLP incidents, pertaining data transfer policy and discovery rules
- Diagnostics - The logs pertaining to operation errors and system health of the MyDLP server
+  System Reports - The audit logs which have detail about every action taken on MyDLP server

For each type of the log the administrator can specify the following details of the external Syslog server in the
respective fields:

- Syslog Host - The administrator can specify the IP address or hostname of the external Syslog server

«  Syslog Port - The administrator can specify the UDP listening port through which the server receives the
logs. Default is 514.

»  Syslog Facility - The administrator can choose the type of program that is sending the logs from the drop-
down. The default for MyDLP is 'local6'

Click 'Save' at the bottom of the 'Enterprise' setting screen for your changes to take effect.

7.The Logs tab

The 'Logs' interface lists all events where a MyDLP rule was triggered. It displays the rule name and type, the date
the event occurred, the affected endpoint and the action that took place.

Depending on the rule type, administrators can download the files that triggered the rule, resend legitimate mails that
were intercepted, and other actions. The logs interface is automatically updated at the interval set under 'Settings' >
‘Advanced' interface.

C NYSTLE

Doshibsard  Folicy Setbngs  logs  Endpoinis  Feeisiens  License

Show |10+ enéries ¥ Demsiled Sesrch [ Exporeso Bacel 2 Refresch Ea

Dae SOLCe Actian Rule Typs Hule Ewtails

DRI306. 14:35:29

Logs Table - Description of Columns

Column Header Description

Date Date and time of the incident.

Source The IP address of the source end-point and the user logged-in at the time of incident.

Action The action executed on the file(s) intercepted or discovered as per the rule. Refer to the section
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Rule Actions for a list of actions.

Rule Type Indicates the type of the rule based on which files are intercepted or discovered. Refer to the
section Rule Channels / Types for a list of rule types.

Rule The name of the rule that created the event.

Details Enables administrators to view complete details of the incident and download copies of the files

intercepted or discovered. Refer to the section Viewing Details of a Log Entry for more details.

Filtering and Search Options
Logs can be filtered to show incidents that occurred within a specific period of time, and by source, action and rule

type.

»  Click 'Detailed Search' at the top

‘ T Dwtaded Search [ Expom oo Escel £ Befresh

Date Source Action feule Type
: ‘

Sk | 10 7| entrles

OO0 6 150713 iy SCOMODS M Device Flugged Out USE Devios Arcess ush sooess 1

You can search for logs based on 'From' and 'To' dates, 'Source', 'Action’, and 'Rule Type'. You can also combine
these search parameters to narrow down your search.

«  From and To dates - Only the logs of incidents occurred within the specified time period will be
displayed. Enter the dates or select from the calendar to specify the period.

« Source - Displays logs from the specified source. You can enter IP addresses, user email addresses
and discovery locations.
« Action - Filter incidents based on a specific action executed on the intercepted/discovered files.
Choose the action from the 'Action’ drop-down.
* Rule Type - Filter incidents based by rule type. Choose the type from the 'Rule Type' drop-down.
Click the 'Refresh' button to apply your filters.
To search the logs of archived files containing specified keywords
»  Enter a keyword in the search box on the upper-right and click 'Search'.

Files containing the keyword will be listed in a separate panel on the right:
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Administrators can download any file by clicking the download icon.
The following sections provide detailed explanations about:

» Viewing Hidden Archive Logs

» Viewing Details of a Log Entry

» Downloading the files archived by MyDLP

» Resending mails intercepted by mail rules

»  Exporting the Logs to a Spreadsheet file

7.1.Viewing Hidden Archive Logs

By default, logs pertaining to the Removable Storage Archive Inbound rule, Web rules with Archive action and Email
rules with Archive action are not displayed in the logs interface.

To view the hidden logs
»  Click 'Detailed Search' to expand the search panel.
«  Enable the 'Show All Logs' check-box.
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‘ T Detailed Search  [§] Export to Excel

Source Action Rule Type Rule Details

7.2.Viewing Details of a Log Entry

The incident log details pane enable administrators to view granular details of any logged incident, including the
source endpoint, user, destination, files intercepted/discovered, information type, serial number and so on.

« To open the incident details pane for a particular log, click the details icon | ‘ at the end of any row

The pane also allows the administrator to download a copy of the quarantined/archived file that was identified as
containing the sensitive information based on the data transfer policy rule or the discovery rule.

The pane differs slightly depending on the rule channel.
The following sections explain the Incident Log Details of different Rule Channels:
«  WebRule
* Mail Rule
» Removable Storage Rule
* Removable Storage Inbound Rule

*  Printer Rule

« APIRule

« USB Device Access Rule
« CD-DVD Rule

»  Floppy Rule

» Clipboard Rule

» Screenshot Rule

» Endpoint Discovery Rule

* Remote Storage Discovery Rule
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Web rule

Log Details |

Date

0910372016, 19:20:56
IP

101001 36.253

User
buraka@COMODO
Action

Archive

Rule Type
Web
Rule Name
web: policy all
Target
telemetry.citrixonline.com:443
Information Type

All Matcher

Files

HTTP URI Paramaters®

Incident Log Details - Web Rule

Description
Date Precise date and time of the incident.
IP The IP address of the source end-point from which the file(s) is/are uploaded.
User The user logged-in at the time of incident.
Action The action executed on the file(s) intercepted. Refer to the section Rule Actions for a list of
actions.
Rule Type Indicates the type of the rule based on which the files are intercepted.
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Rule Name The name of the rule based on which the files are intercepted.

Target The destination webpage to which the file(s) is/are uploaded.

Information Type | The information type specified in the rule, matching which, the sensitive data were contained in
the file(s)

Files Displays a list of files that were identified as containing sensitive data matching the Information
type specified in the web rule. You can download the files by clicking on its name. Refer to the
section Downloading the Files Archived by MyDLP for more details.

Mail rule

Log Details x

Date

0&8/03/2016. D017:57

User

test@test.com

Action

Quarantine

Rule Type
Mail

Rule Mame

mail policy 1

From

test@test.com

To

<asdasd@mydip.local=

Information Type

Credit Card Numbers

Files

cc_match count: 1 pattern: 4111 1111 1111 1111

niine Text IT‘L"'S-GEIE':"@

CC_march count: 1 pattern: 4

=3
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Incident Log Details - Mail Rule

Description

Date Precise date and time of the incident.

User The user logged-in at the end-point during time of incident.

Action The action executed on the file(s) intercepted.

Rule Type Indicates the type of the rule based on which the files are intercepted.

Rule Name The name of the rule based on which the files are intercepted.

From The email account from which the mail was sent

To The email address to which the email was sent

Information The information type specified in the rule, matching which, the sensitive data were contained in

Type the file(s)

Files Displays a list of files that were identified as containing sensitive data matching the Information
type specified in the mail rule. You can download the files by clicking on its name. Refer to the
section Downloading the Files Archived by MyDLP for more details.

Requeue Allows the administrator to resend the mail if found legitimate. Refer to the section 'Resending
Mails Intercepted by Mail Rules' for more details.
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Removable Storage rule

Log De

Date
09/03/2016,23:49:58

1o

10:100:136.253

User

buraka@COMODO
Action
Quarantine
Computer Name
ANMOO19
Rule Type
Removable Storage
Rule Name

removable storage 1

Target

GANew file credit card number 4111 11181111 1110 semall: test.pdf

Information Type

Credit Card Numbers
Files

Mew file credit card number 41171 1111 1111 111 +ernail test.pdf®

cc_match count: 2 pattern: 4

Incident Log Details - Removable Storage Rule

Description
Date Precise date and time of the incident.
IP The IP address of the source end-point from which the file(s) is copied/moved to removable
storage.
User The user logged-in at the time of incident.
Action The action executed on the file(s) intercepted.
Computer Name | Indicates the host name of the endpoint from which the files are intercepted.
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Rule Type Indicates the type of the rule based on which the files are intercepted.
Rule Name The name of the rule based on which the files are intercepted.
Target The location in the local drive of the endpoint computer or the network storage from which the file

was copied/moved.

Information Type | The information type specified in the rule, matching which, the sensitive data were contained in
the file(s)

Files Displays a list of files that were identified as containing sensitive data matching the Information
type specified in the Removable Storage rule. You can download the files by clicking on its
name. Refer to the section Downloading the Files Archived by MyDLP for more details.

Removable Storage Inbound rule

Log Details

Date

0970372016, 16:29:23

P

10.108.51.167

User

admin@admin-PC

Action

Archive

Rule Type

Removable Storage Inbound

Rule Name

removable inbound 1

Target Path

Elsetup.exe
Files

setup.exe®

Incident Log Details - Removable Storage Inbound Rule

Description

Date Precise date and time of the incident.
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P The IP address of the source end-point at which the file(s) is read/copied from a removable
storage.

User The user logged-in at the time of incident.

Action The action executed on the file(s) intercepted.

Rule Type Indicates the type of the rule based on which the files are intercepted.

Rule Name The name of the rule based on which the files are intercepted.

Target Path The location in the removable storage from which the file was read/copied.

Files Displays a list of files that were identified as per the Removable Storage Inbound rule. You can
download the files by clicking on its name. Refer to the section Downloading the Files
Archived by MyDLP for more details.

The Removable Storage Inbound Rule also blocks reading or copying files which exceed the 'Maximum Object Size'
specified in the Settings > Advanced interface and logs the incident. For those incidents, the Rule name will be
displayed as 'Default rule'.

Printer rule
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Log Detalls

Date

10/03/2076. 00:01:04
P

10.100.136.253
User

buraka@COMODOD
Action

Quarantine

Computer Name

ANMDDTS

Rule Type

Printer

Rule Name

prirter 1

Printer Name

MyDLPHF Laserjet 200 color M251 PCL 6

Information Type

Credit Card Numbers
Files

testcc.txt - Motepad.xps®

cc_match count: 1 pattern: 4111 11111111 1111

Incident Log Details - Printer Rule

Description
Date Precise date and time of the incident.
IP The IP address of the source end-point from which the file(s) is transferred for printing.
User The user logged-in at the time of incident.
Action The action executed on the file(s) intercepted.

Computer Name | Indicates the host name of the endpoint from which the files are intercepted.

Rule Type Indicates the type of the rule based on which the files are intercepted.
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Rule Name The name of the rule based on which the files are intercepted.

Printer Name The printer chosen for printing the file.

Information Type | The information type specified in the printer rule, matching which, the sensitive data were
contained in the file(s)

Files Displays a list of files that were identified as containing sensitive data matching the Information
type specified in the Printer rule. You can download the files by clicking on its name. Refer to the
section Downloading the Files Archived by MyDLP for more details.

APl rule

Log Details

Date

110372016, 15:29:56

User

10.100.736.144

Action

Quarantine

Rule Type

APl

Rule Mame
api policy
Information Type

Credit Card Numbers

Files

suspectedfile.pdf®

cc_match count: 1 pattern: 4111 1111 1111 1111

Incident Log Details - API Rule

Description

Date Precise date and time of the incident.
User The IP address of the source end-point from which the file(s) is transferred through an API
Action The action executed on the file(s) intercepted.
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Rule Type Indicates the type of the rule based on which the files are intercepted.

Rule Name The name of the rule based on which the files are intercepted.

Information Type | The information type specified in the API rule, matching which, the sensitive data were contained
in the file(s)

Files Displays a list of files that were identified as containing sensitive data matching the Information
type specified in the API rule. You can download the files by clicking on its name. Refer to the
section Downloading the Files Archived by MyDLP for more details.

USB Device Access Rule
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10.100.136.253

User

buraka@COMODO

Action

Device Plugged In

Computer Name

ANMOO1S

Rule Type

USE Device Access

Rule Mame

usb access 1

Type
usbplug
Pid
PID_5567
vid

VID_0781

U8B Name

USB Mass Storage Device

serial Number
40532000071012102193
Manufacturer

Compatible USB storage device

service Type

rueg

Incident Log Details - USB Device Access Rule

Description

Date Precise date and time of the incident.

P The IP address of the endpoint at which the incident occurred.
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User The user logged-in at the time of incident.

Action The action executed on the incident.

Computer Name | Indicates the host name of the endpoint at which the incident occurred

Rule Type Indicates the type of the rule based on which the files are intercepted.

Rule Name The name of the rule based on which the incident was identified.

Type Indicates the activity of the USB device at the endpoint, such as plug-in, plug-out or block.
PID Indicates the Product ID (PID) of the USB device that was used with the endpoint

VID Indicates the Vendor ID (VID) of the USB device that was used with the endpoint

USB Name The device name of the USB device responsible for the incident

Serial Number | Indicates the device serial number of the USB device

Manufacturer Indicates the manufacturer of the USB device
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CD-DVD Rule

Log Details X

Date

1100372016, 15:23:03

IP

10.100.136.253

User

buraka@COMODDO

Action

Readonly

Computer Name

ANMOOTS

Rule Type

CODVDRUle

Rule Name

cd ‘dwd

Incident Log Details - CD-DVD Rule

Description
Date Precise date and time of the incident.
P The IP address of the source end-point from which the file(s) is copied/moved to CD or DVD.
User The user logged-in at the time of incident.
Action The action executed on the file(s) intercepted.

Computer Name | Indicates the host name of the endpoint from which the files are intercepted.

Rule Type Indicates the type of the rule based on which the files are intercepted.

Rule Name The name of the rule based on which the files are intercepted.
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Floppy Rule

Log Details x

Date

1500372016, 16:48:15

IP

10.100.136.253

User

buraka@COMODO

Action

Block

Computer Name

ANMOO1S

Rule Type

FloppyRule

Rule Mame

floppy

Incident Log Details - Floppy Rule

Description

Date Precise date and time of the incident.

IP The IP address of the source end-point from which the file(s) is copied/moved to CD or DVD.
User The user logged-in at the time of incident.

Action The action executed on the file(s) intercepted.

Computer Name

Indicates the host name of the endpoint from which the files are intercepted.

Rule Type

Indicates the type of the rule based on which the files are intercepted.

Rule Name

The name of the rule based on which the files are intercepted.
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Clipboard Rule

Log Details !

Date

09¢03/2016, 23:59:38

User

buraka@COMODO

Action

Quarantine

Computer Name

ANMOD1S

Rule Type

ClipboardRule
Rule Name

clipboard
Information Type

Creqit Card Numbers
Files

seap-data

Incident Log Details - Clipboard Rule

Description

COMODO

Creating Trust Online®

Date Precise date and time of the incident.

P The IP address of the source end-point from which the file(s) is copied.
User The user logged-in at the time of incident.

Action The action executed on the file(s) intercepted.

Computer Name | Indicates the host name of the endpoint from which the files are intercepted.
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Rule Type Indicates the type of the rule based on which the files are intercepted.

Rule Name The name of the rule based on which the files are intercepted.

Information Type | The information type specified in the Clipboard rule, matching which, the sensitive data were
contained in the file(s)

Files Displays a list of files that were identified as containing sensitive data matching the Information
type specified in the Clipboard rule. You can download the files by clicking on its name. Refer to
the section Downloading the Files Archived by MyDLP for more details.

Screenshot Rule

Log Details

Date

10/0372016, 1410655

P
10,108.51.167

User

admin@admin-PC

Action

Block

Computer MName

ADMIM-PC

Rule Type

ScreenshotRule

Rule Name

Screenshot

Incident Log Details - Screenshot Rule

Description
Date Precise date and time of the incident.
P The IP address of the source end-point from which the screenshot was taken.
User The user logged-in at the time of incident.
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Action The action executed on the file(s) intercepted.

Computer Name | Indicates the host name of the endpoint from which the files are intercepted.

Rule Type Indicates the type of the rule based on which the files are intercepted.
Rule Name The name of the rule based on which the files are intercepted.
Endpoint Discovery Rule

Log Details

Date
0B3220 6, D0:49:24
P

10.100.136.253

User

buraka@COMODO

Action

Archive

Computer Name

anmoai1s

Rule Type

Endpoint Discovery

Rule Name

test

Full Path

cilUsersiburakamnesktopitestfolder/testiilesdNew file credit card number 411

Information Type

Credit Card Numbers
Files

Mew file credit card number 4111 1111 1111 1111 '_,-_-';‘_.;_I;J;_r@

cc_match count: 2 patterm: 4111 1111 1111 1111
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Incident Log Details - Endpoint Discovery Rule

Description
Date Precise date and time at which the file(s) were discovered.
IP The IP address of the source end-point at which the file(s) is discovered.
User The user logged-in at the time of incident.
Action The action executed on the discovered file(s).

Computer Name | Indicates the host name of the endpoint on which the files were discovered.

Rule Type Indicates the type of the rule based on which the files were discovered.

Rule Name The name of the rule based on which the files were discovered.

Full Path The file paths of locations in the local drive of the end-point, from which the the files were
discovered.

Information Type | The information type specified in the rule, matching which, the sensitive data were contained in
the file(s)

Files Displays a list of files that were identified as containing sensitive data matching the Information
type specified in the Endpoint Discovery rule. You can download the files by clicking on its name.
Refer to the section Downloading the Files Archived by MyDLP for more details.

Remote Storage Discovery Rule
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Log Details

Date

1000372016 00:09:16

User

WI10.100.136.11 TbsersiWindowsshare\Desktop\MyDLP test files 2
Action
Archive

Rule Type

Remote: Discovery
Rule Name

all

Full Path

40-Economics.pdf

Information Type

alll
Files

A0-Economics.pd i@

Incident Log Details - Remote Storage Discovery Rule

COMODO

Creating Trust Online®

Description

Date Precise date and time at which the file(s) were discovered.

User The network storage location like FTP Server, Microsoft Windows Share, Network File System
(NFS) or Web server.

Action The action executed on the discovered file(s).

Rule Type Indicates the type of the rule based on which the files are discovered.

Rule Name The name of the rule based on which the files were discovered.

Full Path The file paths of locations in the remote storage from which the the files were discovered.

Information Type | The information type specified in the rule, matching which, the sensitive data were contained in
the file(s)

Files Displays a list of files that were identified as containing sensitive data matching the Information
type specified in the Remote Discovery rule. You can download the files by clicking on its name.
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Refer to the section Downloading the Files Archived by MyDLP for more details.

7.3.Downloading the Files Archived by MyDLP

The administrator can download a copy of archived or quarantined files, that were identified as containing sensitive
information and intercepted/discovered based on data transfer policy rules or discovery rules, for investigation
purposes, from the Logs interface.

To download an archived file
»  Open the Logs interface by clicking the Logs tab

«  Search for the log entry of the required incident using the search options. Refer to the explanation under
'Filtering and Search Options' in the section ‘'The Logs tab' for more details.

+  Click the icon for the log entry under the Details column. The Log Details pane will open.

«  Click on the file name, under 'Files'

Credit Card Numbers

Files
@-’ib‘&l;i-l‘eEu:l:lh:_i-:e_ii-a=_.:;-'JJ _TE_;D

CC_match count: 1 pattern: 3869 3916 3929 3965

The file will be saved to your default download location.

7.4.Resending Mails Intercepted by Mail Rules

MyDLP can pass, log, archive, block and quarantine emails which have confidential information according to the
action specified in the mail rules. The emails that are passed, logged or archived will reach their recipients. Blocked
emails are discarded and prevented from reaching the intended recipients. Quarantined emails are prevented from
reaching their recipients and a copy of then are saved in the MyDLP archives. The administrator or auditor can
examine these emails by downloading the archived copies of them from the 'Log Details' pane. If these emails are
found legitimate, they can be forwarded to the indented recipients from the 'Log Details' pane.

To resend the archived emails
»  Open the Logs interface by clicking the Logs tab

«  Search for the log entry pertaining to the quarantined email using the search options. Refer to the
explanation under 'Filtering and Search Options' in the section 'The Logs tab' for more details.

+  Click the icon for the log entry under the Details column. The Log Details pane will open.

«  Click on the file name, under 'Files'
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Files

gst 1.tt@®

-----------------

3

» Ifthe email is found legitimate, click 'Requeue’ at the bottom.
The mail will be added to the delivery queue and the status will change to 'Requeue in Progress'.

»  Click 'Refresh' from the Logs interface. The mail will be sent.

7.5.Exporting the Logs to a Spreadsheet File

The administrator can save the logs as a spreadsheet file in 'Microsoft Excel' file format for later analysis by
exporting the logs. The spreadsheet file will contain the first 1000 entries in the log. If needed, the administrator can
apply filters and search options to export the log pertaining to a specific time period or to export logs pertaining to
specified filtering criteria. Refer to the explanation under 'Filtering and Search Options' in the section 'The Logs
tab' for more details.

To export the logs into an Excel file click 'Export to Excel' button at the top.

pr————

Detailed Search £ Export to Excel 2 Refresh

Rule D

The file will be saved to your default download location.

8. The Endpoints Tab

Comodo MyDLP monitors and controls data passing to and from endpoints and can also run discovery scans to
identify confidential data in existing files. In order for MyDLP to monitor and scan endpoints, the MyDLP Agent needs
to be installed on each endpoint.

The endpoint agent can be installed on the network computers in different ways. For more details on installing the
endpoint agent, refer to the MyDLP Endpoint Agent Installation Guide available from http://lwww.mydIp.com/wp-
content/uploads/MyDLP-Endpoint-Installation-Guide.pdf.

The Endpoints interface displays a list of endpoint computers on which the agent is installed and in communication
with the server. Administrators can search for specific endpoint(s) by entering their hostname, IP address, ID, or
version of agent installed. You can search by typing either a partial or full entry in the search box above the table.

«  Click 'Refresh' to add any new endpoints and remove endpoints from which the agent has been uninstalled.

«  Click 'Agent Summary' to the latest agent version number, the number of endpoints that are currently online
and offline, the total number of endpoints on which the agent is installed, and the number of endpoints
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running outdated agents.
C MYSLP

Dashboard Policy Seftings  Logs  Endpoints  Revisions  License o Install Policy

ENDPOINTS

Show 10~ entries Search:
Endpaint IP Address Compuler kame Logged on User Irstalled Agent Version Last Update Hirst Seen

10,108.51,239 BOBSMITH-PC Beb&a0asMITH-PL 212 Hwindows) 1032016, 163442

ADAIM- P admir@adrmin-P 10A02016, 16:34:41

EQO00001 10100136253 ANMODTS BurakaaC OO0 D windows) 10032016, 16:34:35 200172016, 15:559:310

Showing 1 to 3 of 3 entries Previous n Mext

WyDLP Management Consoée & 2016 Comado Groug.

coMODo

Endpoints Table - Column Descriptions

Description

Endpoint The Unique Identification (ID) number assigned to the endpoint after the agent first contacted the
server. The ID remains unchanged even if the host name and/or the IP address of the endpoint
is changed.

The unique ID number is used when specifying an endpoint while creating a user defined
Endpoint object.

IP Address The current IP address of the endpoint.

Computer Name | The host name of the endpoint.

Logged on user | The username of the currently logged-in user.

Installed Agent | The version number of the MyDLP Endpoint Agent installed on the endpoint.

Version
Last Update Indicates the date and time at which the agent was last updated.
First Seen Indicates the date and time at which the agent first polled the MyDLP server.

9.The Revisions Tab

Comodo MyDLP saves the policies with the set of rules, every time a new policy is applied to the network. The
'Revisions' interface displays a list of MyDLP Policies that were applied whenever an administrator creates/edits
rules in chronological order. The administrator can bookmark the policies by specifying a name shortly describing the
change done. The administrator can also revert MyDLP to an earlier time point and apply the policy to the network
with the set of rules that was in action at that time by restoring MyDLP to the selected Policy Revision.
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C MYSHLP

Dashboard Poliy Sewings Logs Endpeints  Revisions  License & Install Poticy

Show 10 7 entries Show 10 * entries

Date Maime Date Hame Farent Restore

Mo data available in table a i A
o data available in tabl 03206, 172755

Shawing 0 to 0 of 0 entries Previpus et
1032006, 11T TET
/0372016, 16:11:01
10/03/2016, D2:0B:32
10/03/2016, D0:39:54
D3, 18:37:21
DDA G, 183522
O/ NG, 18:26:25
/02016, 123057
D8/D3/2016, 03:23:12

Showing 1 to 10 of 28 entries Previaus . 2 3 HNext

RMyDLP Management Console © 20156 Comodo Group. COMODD

The right hand side of the interface displays the list of all the policy revisions automatically created by MyDLP, every
time the policy is updated with new/edited rules and installed on the network. The left hand side pane displays the
list of policies that are bookmarked by the administrator.

To bookmark a policy

+  Click the edit button beside the policy revision that you want to save with a revision name.

Show! 10 T | entries

MName Date Name Parent

B
3 10/03/2016, 11258 .

Edit Revision Name

Revision Name

Revision ID

28

« o

05/03/2016, 12:30:57

The 'Edit Revision Name' dialog will appear.

+  Enter a name shortly describing the revision and click 'Save'.
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The revision will be saved as a bookmark and added to the list on the left hand side.

C MYS'OLP

Dashbosrd  Policy  Sewings Logs Endpoints  Revisions  License

Show 10 ¥ entries show |10 T entries
Date Name Date Ma Parent
10/03/2016, 172755 Edit clipboard policy - Edit
1A/ 6, 161101 10372016, 17:2755 clipboard
policy
Showing 1 to 2 of 2 entries Pravious n Mext E

1032016, 17:17:27

To re-apply a policy from the revisions

+  Click the icon beside the policy revision that you want to restore. The 'Restore Policy' dialog will
appear.

Revision Name Mame Parent Restore

Mew Web Rule

Edit clipboard policy
Revision ID

mt 76 )
Mew Web Rule

ISRl x concel |

NSMEINT & 1A I T31
050372016, 18:37:2

e Click 'Restore'

»  Click 'Install Policy" at the top right side to apply the restored policy. Refer to the section ‘Deploying a
Policy' for more details.

MyDLP will apply the policy to the network with the rules that were in action at that point of time.
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10. The License Tab

The license tab allows you to view existing license information, including subscription ID and expiry date, and to
activate new licenses.

sints  Revisions  License

MyDLP Server Version

3.0.041

License Type
Enterprise

Subscription 1D
cas313e518

Expiration Date
30/6/2016

Mumber of Allocated
Seats

3

Max Mumber of Seats

&00

Enter License Key

Renew or Upgrade your License

You can purchase licenses for MyDLP by logging-in to
https:/laccounts.comodo.com/mydip/management/signup. After sign-up, you will receive your license key
through email.

« Enter the license key in the 'Enter License Key' text box and click 'Submit License'

Once verified, your license will take effect immediately.
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About Comodo

The Comodo organization is a global innovator and developer of cyber security solutions, founded on the belief that
every single digital transaction deserves and requires a unique layer of trust and security. Building on its deep history
in SSL certificates, antivirus and endpoint security leadership, and true containment technology, individuals and
enterprises rely on Comodo’s proven solutions to authenticate, validate and secure their most critical information.

With data protection covering endpoint, network and mobile security, plus identity and access management,
Comodo’s proprietary technologies help solve the malware and cyber-attack challenges of today. Securing online
transactions for thousands of businesses, and with more than 85 million desktop security software installations,
Comodo is Creating Trust Online®. With United States headquarters in Clifton, New Jersey, the Comodo
organization has offices in China, India, the Philippines, Romania, Turkey, Ukraine and the United Kingdom.

Comodo Security Solutions, Inc.

1255 Broad Street
Clifton, NJ 07013
United States

Tel : +1.877.712.1309

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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