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1 Introductio to Comodo One

Comodo One is the integrated platform for managed service providers (MSPs) and enterprises which combines IT
and Security Manager, Patch Management, Dome Shield and Service Desk in a single, easy-to-use console.

CDMODOWONE DASHBOARD ~APPLICATIONS MANAGEMENT STORE TOOLS PARTNER # Quick Actions + (% Quick start y3160 B

Comodo One Portal Comodo One > Dashboard » Overview

E Customer: All - (® Customize

Quick Actions @ Ticket Status

®0Open @HighPriority @ Overdue
324, —

297
264

;‘ )

Download Bulk Add New Device Create New Ticket
Enrollment Package

O
||:|} D

231

198]
165

132

99|

3 Q m

[
Create New Customer Create New Create New Quote 10/18/2017  10/19/2017  10/20/2017  10/21/2017  10/22/2017  10/23/2017  10/24/2017
Opportunity

@ Device Type w Activity Status

‘I O Active 1(143%)
\ tive 6 (85,79

“ " Active

Applications are available in three areas of the interface - 'Applications’, 'Store' and Tools":

Licensed Applications. Available for immediate use and accessed by clicking 'Applications' on the menu bar at the
top. Licensed applications include:

«  Comodo IT and Security Manager (ITSM) - Allows MSPs and enterprises to manage, monitor and secure
mobile devices and Windows endpoints which connect to customer networks. Once an iOS, Android or
Windows device has been enrolled, administrators can quickly apply configuration profiles which determine
network access rights, security settings and general preferences. A powerful addition to any MSP /
Enterprise toolkit, Device Manager allows you to secure customer data regardless of the device that holds
it. ITSM is available by default to customers that signed up for Comodo One version 3.0 and later.
Customers that signed up for Comodo One prior to version 3.0 version can integrate CDM to their console,
if required.

«  Comodo Service Desk - A fully featured ticket management system which allows administrators to
implement strong and effective work-flows for internal and customer-facing support departments. Comodo
Service Desk allows administrators and staff members to respond to tickets, reassign tickets to other
departments or personnel, generate reports, create knowledge base articles and more.

«  Comodo Dome Shield - An enterprise web filtering solution that allows MSPs and enterprises to provide
comprehensive DNS based security for their customers and networks. Comodo Dome Shield is available as
an SaaS solution and allows you to configure granular security and category based web rules.

+  Comodo Remote Monitoring and Management (RMM) - Comodo RMM is an efficient endpoint monitoring
application that allows administrators to monitor and manage multiple endpoints from one centralized
console. RMM is available as an integrated module to customers that signed up for Comodo One prior to
version 3.0. The customers that signed up for the version 3.0 and later can access RMM through the ITSM
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interface. Refer to the help page at https://help.comodo.com/topic-214-1-771-9524-Remote-Management-
of-Windows-Devices.html in the online ITSM Admin Guide for more details.

Store. The C1 Store contains optional applications which allow you to expand your service offerings. Once
downloaded, 'Integrated' applications can be used directly from the Comodo One console while non-integrated
applications are stand-alone. Most store applications include separate license fees.

«  Acronis Cloud Backup - A perfect solution for all your backup and disaster recovery needs. This cloud-
based application has the ability to backup any application and system including Windows, Linux and Mac.
Available with pre and post-paid subscription models, this solution fits the needs of any enterprise.

«  cWatch - CWatch is available as Security-as-a-Service for the protection of the web applications and web
servers on your customers' networks. The servers are monitored 24x7x365 by experts from the Comodo
SOC who will handle incident response, and provide state of the art signature based, machine learning and
expertly hand crafted security prevention policies that are all constantly updated to ensure protection from
emerging threats.

«  Comodo Quote Manager - Comodo Quote Manager (CQM) is an end-to-end quote management solution
that allows Managed Service Providers (MSPs) and companies to quickly create, follow up and finalize
quotes for customers. You can keep track of submitted quotes, send reminders to customers, resolve
customer queries almost instantly and view detailed sales reports.

«  Comodo Dome Antispam - An enterprise antispam and threat prevention solution that uses a sophisticated
array of spam filters, anti-virus scanners and content analysis engines to prevent unsolicited mail from ever
entering your network. (Available only to C1 - Enterprise customers)

+  Comodo Dome Antispam - MSP - An antispam and threat prevention solution that monitors email traffic on
your customers' networks. The solution uses spam filters, anti-virus scanners and content analysis engines
to block unwanted/dangerous mail from reaching your customer's networks. (Available only to C1 - MSP
customers)

«  Comodo Firewall Central Manager - Firewall Central Manager allows you to manage several Firewall Virtual
appliances installed on your customers' networks from a single central console.

«  Comodo Dome Secure Web Gateway - A real time web traffic scanning solution that allows you to provide
comprehensive web content and security control to your customers. Includes URL filtering, malware
protection, Valkyrie real-time file verdicting and portable containment.

«  Comodo Customer Relationship Management (CRM) - A sales automation solution that allows you to save
time and grow productivity by implementing automatic workflows to generate, nurture and close customer
leads and opportunities.

«  Comodo Dome Cloud Firewall - Offered as an SAAS service, Dome Cloud Firewall simplifies network
security by delivering a single interface through which administrators can control firewall policy, antivirus,
intrusion prevention, website filtering, traffic monitoring, VPN and proxy servers. (Available only for C1 -
Enterprise customers)

«  Comodo Dome Firewall Virtual Appliance - The same Dome Firewall functionality as described above but
provisioned in OVA or ISO format. These formats can be installed on bare-metal appliances and virtual
servers such as Virtualbox and Vmware.

- Comodo Dome Data Protection - A cloud based data protection enterprise solution that enforces polices
data in use, data in motion and data at rest to prevent data loss. (Available only for C1 - Enterprise
customers)

Tools. The following utilities are available for download from the Tools' area:

«  Comodo Cleaning Essentials - Security software for Windows endpoints which contains tools designed to
identify and remove malware and unsafe processes from infected computers. Includes a fully customizable
malware scanner and an advanced system monitoring tool which allows users to identify and kill any unsafe
processes with a single click.

«  Comodo Network Assessment Tool - Allows MSPs and enterprises to perform in-depth scans on networks
to identify a wide range of server, endpoint and network vulnerabilities. The tool will also prepare detailed
risk reports for scanned networks along with a risk mitigation plan containing actionable advice to address
each issue.
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+  Unknown File Hunter Tool - A lightweight scanner that is capable of identifying Advanced Persistent Threats
(APT) and other zero-day threats. While the good and malicious files are identified easily, the files that do
not fall into these two categories are called 'Unknown'. It is in this category that most zero-day threats and
APTs are to be found. Unknown File Hunter allows you to upload unknown files to our 'Valkyrie' analysis
service where they will undergo a battery of tests to determine whether they are safe or malicious.

+  Auto Discovery and Deployment Tool - Allows MSPs and enterprises to easily deploy applications to
multiple endpoints via Active Directory, Workgroup or IP address / IP range / host name.

This guide is split into the following sections:
«  Signing up for a Comodo One account - How to create an account

+  Logging-in to your Account - How to login into the Comodo One interface
+  The Administrative Console - A snapshot of main functional areas of Comodo One

«  The Dashboard - Displays consolidated, 'at-a-glance' statistical summary of vital information like statuses of
managed endpoints, available patches, tickets and more.

+  Managing Administrators and Roles - Explains how to add administrators and manage roles

+  Managing Administrators - Explains how to add administrators and assign roles
«  Managing Roles - Explains how to create and manage roles
«  Admin Privilege Levels - Outline of administrative privileges

+  Managing Companies - Explains how to manage companies for an account

+  Accessing C1 Modules - Explains the methods you can open the modules
«  App Store - Explains how to buy other Comodo products and add CDM as a module in C1

+  Quick Actions - Explains how to access to important tasks in various C1 applications using shortcuts in the
C1 interface.

+  Tool set - Explains how to download utility software for deployment on your customer networks

+  Managing your Account - Explains how to manage your account details, share licenses, upload your
company logo and provide support contact information. Company name, logo and support details will be
included in all reports that you generate.

«  Managing Application Subscriptions, Usage, Billing and Settings - Explains how to add new subscriptions,
view usage and billing details as well as how to configure Firewall and Data Protection URL settings.

+  Configuring C1 Settings - Explains how to change your password to login to C1 console and configure
application launch settings.

+  Comodo One Support - Explains how to request support from Comodo.
- Viewing Release Notes - Explains how to view the release notes for all the versions of C1.
«  Appendix: C1 Products - Provides the details of C1 products available for MSPs and Enterprises.

2 Signing up for a Comodo One
Account

Getting a Comodo One account is very easy and can be completed in a few steps.
+ \Visit https://one.comodo.com/
+  Click 'Get Now Free!' at the top right

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 6
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¢ " N Community Login  Contact Us
0”"' (972) 649-95012
comono
Products  Services Howwehelp  CustomerSuccess  Resources  Company

THE ONLY COMPLETE,
SCALABLE IT MANAGEMENT PLATFORM

140,233 endpoints and counting are managed by
When you switch, you get:
All essential IT m, ent tools, including Remote Monitoring and Management (RMM), Service Desk, and Patch Management in a single
Personal cc 1 training, 24/7/365 customer suppart, and marketing materials to grow your business
es your custom scripts, and builds the platform to your business needs

24/7/36! boarding and configuration to writing Python scripts for you

And the best part? The software, the sépport, and the partnership are all 100% free.

«  Next, complete the short registration form:
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[ 1 «  Email - This will be pre-populated with the
address you provided in the previous step.
Enter a new email address if you wish to
change it. You will receive the verification
link to this email address.

Already have an account 7 Login here

Emaif
e « Password - Create a password for your C1
account. Password rules:
Password - At least eight characters long
- Contain a mix of lower case and upper
case letters
~ - Contain at least one numeral
srone - Contain at least one of the following
special characters - '("#$%"&*")’
£ 1 have read EULA and accept it +  Telephone Number - Primary contact
number
})g E” End User License Agreement - Read the
4 27 EULA fully by clicking the 'EULA'" link and

select the 'l have read EULA and accept it'

check box.
«  Captcha - Type the randomly generated
value to verify your application

+  Click the 'Get my instant access now' button.

«  Averification mail will be sent to your email address. Click the link in the mail to activate your account:

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 8
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Hello,

Thank you for signing up to Comodo One. Please click on the link below to verify your
email address and activate your account.

s

Thank you for joining The Comodo One Community!

The Comodo One Team

Please do not reply to this email as this email address is not monitored.

Comodo One Technical Support
(24]T)

ortifcomodo. com
WSP Forum: hitps/ifforum. mspoonsortium.com

Enterprize Forum: 5/ forum . comodo. com

«  Click the "Verify my email' link
You will be taken to the C1 login page after successful verification:

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 9
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COMODO ONE

# Welcome to Comodo ONE. You can now login
with your email and password

Email or Login

Password
Remember Me Forgot passward?
' Apple Store b GOOGLE PLAY

1| dom't have an account = Sign Lip

+  Enter your email address and password and click 'Login'".
+  You need to complete account registration after first-login:

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 10
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Setup Account Details = Logout

Email

13

johnson. peterd8@gmail.com

Business Type ™ Compare Business Types
Managed Service Provider (MSF) Enterprise
Company Mame * I}

Subdomain * @

Your custom support URL for your end-users:
ACME servicedesk.comodo.com

m

Phone Number *

Country

State Postal Code

Time Zone
{+02:00) Europe/Kiev F|
Daylight Saving Time -

+  Complete the form with your company, location and sub-domain details to finalize account setup.
+  Email - This field will be pre-populated with the email address entered during account creation. You
cannot edit this field.

«  Business Type - This will determine your version of Comodo One (either 'MSP' or 'Enterprise'). The
default and licensed products vary according to the business type. Click the 'Compare Business
Types' link to see the products and features available with each type. See Appendix for more
details on C1 modules for each business type.

«  Company Name - Enter the name of the business entity that you want to enroll for Comodo One.

+  Subdomain - The sub-domain will form part of the unique URL you use to access modules such as
'Service Desk'. For example, if you enter the sub-domain 'milkyway', you will access the service
desk module at 'https://milkyway.servicedesk.comodo.com'

+  Phone Number - Primary contact number of your company

+  Country - The country in which your company is located

- State - The state or county in which your company is located (if applicable)
«  Postal Code - Your company's post or zip code (if applicable)

«  Time Zone - Time zone in your region.

- Daylight Saving Time - Select if applicable.

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 1"
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«  Click 'Submit'

The next screen shows a summary of your active services:

Comodo ONE MSP (= Logout

Free Services Out of Box

>

@& IT and Security Manager

Full Mobile Device Management
Full Mcbile Application Management
Full Mcbile Security Management
Bring Your Own Device Support
Endpoint Security Management for Windows Devices including World Best Containment
Technology (For the first month.)
e Community support

>

© Dome Shield

o DNS Based Security
Domain Filtering
Malware, Phishing and Botnet Protection

@ Service Desk

>

Service Automation Ticketing Systemn
Multi-Site Help Desk Management
Fully Integrated / One View Dashboard for all 3 Free Tools

Comodo One MSP Forum Subscription for FREE

You are now a member of our MSP Forum partnership community where you
can provide your insight, engage in discussion boards as well as gain
support from a network of partners and highly skilled technology developers.

Your MSP Forum username is your subdomain prefix that you've created.
The password is the same as your Comodo One MSP login.

«+  Click 'OK" to finish setup. You will be taken to the Comodo One Dashboard. You will first see a 'Quick Start'
pop-up which links to short tutorials on how to setup and start using C1.

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 12
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cnuoua% DASHBOARD APFLICATIONS MAHADEMENT STORE TOOLE PARTMER F vuick petioes -+ o ks e B9 oo

F_B Custemen: A0 - % customize

WoOzen @hgh oty Gt

Welcome to COMODO ONE MSP !
Downinsd Bulk Fickd e ey

Ut e Ik beboew (0 Gheck ou Qar quick san quide o g Joausimed with

BTl nd ST MOSING 7 e sging pos devices

[ WENBHT  I0ENINT AT T
IR e 5 meat whevws thin shalag 2n tha maxt login.

.' Activity Stitus

That's it. You have successfully created a Comodo One account. Please note that this account will be automatically
granted 'Account Admin' privileges and cannot be deleted. This is effectively the 'Master Admin'. You will be able to
create '‘Admins' and 'Technicians' under this account. Refer to the section 'Managing Administrators' for more details.
You can login to your account at anytime at hitps://one.comodo.com/app/login..

After successful C1 sign up, a Comodo Account also will be created for you. You can login at
https://accounts.comodo.com/ using your C1 credentials and to manage licenses, account details and subscribe for
other Comodo products.

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 13
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2.1 Logging-in to your Account

You can login into Comodo One by visiting https://one.comodo.com/app/login in any internet browser. Alternatively,
visit https://one.comodo.com and click 'Login' at the top right.

I r a live instration munit Contact
49 Col unity Contact Us
on"' w (972) 649-3012
€OMODO
Products  Services Howwehelp  CustomerSuccess  Resources  Company |MelUSREcs

THE ONLY COMPLETE,
SCALABLE IT MANAGEMENT PLATFORM

140,233 endpoints and counting are managed by
When you switch, you get:

All essential IT management tools, including Remote Monitoring and Management (RMM), Seruice Desk, and Patch Management in a single

customer support, and marketing materials to grow your business
r custom scripts, and builds the platform to your business needs

upport for everything from onboarding and configuration to writing Python scripts for you

And the best part? The software, the st‘JppDrt, and the partnership are all 100% free.

The 'Login' screen will be displayed:

COMODO ONE
N

Email or Login
Password

[] Remember Me Forgot password?

&

E
¢ Apple Store #  GOOGLE PLAY

| don't have an account = Sign Up

+  Enter your username and password to login to Comodo One console.
To set a new password

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 14
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If you have forgotten your current password, you can set a new one by clicking the 'Forgot password' link in the
'Login’ interface.

COMODO ONE

Email or Login

Password

PASSWORD RESET REQUEST

COMODO ONE

Email or Login

SEND REQUEST

+  Enter your account email address and click 'Send Request'. We will email password reset instructions to the
address provided.

« (1 also has a two-factor authentication feature that provides additional login security. This can be enabled
in 'Management' > 'Account Security Details'. To find out more, see Setting up Two-Factor Login
Authentication.

+  Your C1 account can also be managed from your mobile device (iOS and Android supported). The C1 app
allows you to attend to customer's requests, read alerts and more. Click the Apple Store or Google Play link
on the sign in dialog to download the app:

L] ailable hie Andraid Ap
'. Apple Store b GOOGLE PLAY

Alternatively, you can download C1 mobile at the following URLSs:

Android users - Download C1 Mobile from https://play.google.com/store/apps/details?
id=com.comodo.one.mobile (or search for 'Comodo One Mobile' on Google Play)

iOS users - Download C1 Mobile from https://appsto.re/us/PNn2ab.i (or search for 'Comodo One Mobile' on
the Apple App Store)

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 15
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Visit hitps://help.comodo.com/topic-289-1-844-10826-Introduction-to-C1-Mobile.html for more details about
C1 mobile.

3 The Administrative Console

The C1 console allows admins and staff to use integrated C1 modules, add new modules, view dashboard statistics,
manage subscriptions, manage staff roles and more. Account administrators can also add staff members and
manage customer accounts from this interface.

COMDDOWONE DASHBOARD ~APPLICATIONS MANAGEMENT STORE TOOLS PARTNER # Quick Actions ~ =) Quick Start ¥3.160 = ¥ Coyote

Comeodo One Portal Comodo One > Dashboard > Overview

E Customer: All < (® Customize

Quick Actions @ Ticket Status

®0Open @High Priority @ Overdue
324 —

I:I 297
—— .
e 264
o I;d/ +
231
Download Bulk Add New Device Create New Ticket
Enrollment Package 198
165

132]
99|

0
Create New Customer Create New Create New Quote 10/18/2017  10/19/2017  10/20/2017  10/21/2017  10/22/2017  10/23/2017  10/24/2017
Opportunity

@ Device Type w Activity Status
3
B l O Active 1(14.3%)
Active ] O Inactive 6 (85.7%

The name of the user that is currently logged in is shown at top right. The menu bar at the top allows administrators
to navigate to different features. Red menu items indicate that the feature is in use.

Menu Items

Home - Click this to return to the application you have set as your C1 welcome

page.

COMODO ONE |C1allows you to set a specific application to open whenever you log-in to your
h

account. See setting a licensed application as your login page in Configuring C1
Settings for more details.

The business type (MSP or Enterprise) is displayed below the C1 logo.

C1 Dashboard - View the status of licensed applications, notifications and more.
DASHBOARD Click here for more details.

Applications - Access your account's licensed applications. Click here for more
APPLICATIONS details.

Management - Allows MSP and Enterprise admins to:

MANAGEMENT « Add and edit staff members and assign roles to them
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- Create custom roles with different privilege levels. These roles can then
be assigned to staff and administrators

+  View and edit Comodo One account details, manage licenses and
access security settings.

+  View subscription, usage and billing details for your C1 applications
«  MSP admins can add, edit and remove customer organizations.
Click here for more details.

Store - Subscribe to Comodo products from this area. Click here for more details.

STORE
Tool Set - Download free tools and utilities. Click here for more details.
TOOLS
Partner - Available if you add a C1 MSP partner account. Click this icon to login
PARTNER to your Comodo account at https://accounts.comodo.com/login.

~y Become a Partner - Click to start the process of becoming an MSP partner. See
{Q Become a Partner | Comodo License Account Details to find out how to add an MSP account.

Quick Actions - Shortcuts to important tasks in various C1 applications. You can
f Quick Actions ~ also quickly create a new customer from this menu. New customers created here
will be available in all C1 applications. Click here for more details.

Quick Start - Contains help and advice to quickly set up your portal, add
=_ Quick Start customers and start managing devices.

Version Number - Click the version number to open the release notes page. This
v3.18.0 outlines new features and bug-fixes in the current release. See 'Viewing Release
Notes' for more details.

B Notifications - Displays alerts and notifications from C1 and licensed modules.
Click here for more details.

_ Help - Shows shortcuts to Comodo One help pages and forum pages. See
'‘Comodo One Support' for more details.

Logged-in User Name Click your username to access the following options:

Settings - Change your password, time zone and application launch
settings. See 'Configuring C1 Settings' for more details.

«  Logout - Sign-out of C1

Dashboard - The 'Dashboard' is displayed by default when you log into the console. It contains the following
sections:
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+  Overview - Statistics about service desk tickets, available patches, applications, endpoint operating
systems, endpoint connection status and more. See Overview for more details.

+ Notifications - Displays a list of notifications sent to the administrator by Comodo One. See Notifications for
more details.

+  Reports - Admins can generate reports on service desk, patch management, managed devices, file
statistics and more. You can also schedule automatic reports.

The 'Reports' screen lists all previously generated reports. See the Reports section for more details.
Applications - Allows account admins, MSP/Enterprise admins and staff members to access Comodo One modules.

«  Comodo Service Desk - Fully featured support ticketing system which allows enterprises to implement
strong and effective work-flows for internal and customer-facing support departments. The solution allows
admins and staff to track and manage tickets submitted by users, assign tickets to departments or
organizations, generate reports and much more.

+  Comodo IT and security Manager (ITSM) - ITSM allows administrators to manage, monitor and secure
mobile devices and Windows endpoints which connect to customer networks. Once an iOS, Android or
Windows device has been enrolled, administrators can quickly apply configuration profiles which determine
network access rights, security settings and general preferences. A powerful addition to any
MSP/Enterprise toolkit, ITSM allows you to secure customer data regardless of the device that holds it.
Refer to the dedicated Comodo IT and Security Manager guide for more details.

«  Comodo Remote Monitoring and Management (RMM) - A complete endpoint management solution which
combines endpoint monitoring and alerting with ultra-fast remote desktop sharing, a robust ticketing sub-
system, application life-cycle management, process and service management, endpoint security
management and custom scripting for automated break-fixing. Refer to the dedicated RMM guide for more
details.

Note: The standalone RMM is a legacy product available only to customers that signed up to C1 prior to version
3.0. RMM functionality has now been transferred to the Comodo ITSM product.

«  Comodo Dome Shield - A DNS based web security solution that allows MSPs to provide strong, real-time
protection against internet threats for their customers. See the dedicated online help guide for Comodo
Dome Shield for more details.

« Acronis Cloud Backup - Acronis Cloud Backup is capable of backing up data from any source and recovers
to any destination and system. This module is optional and can be added after creating a Comodo One
account. See 'Add Acronis Cloud Backup' for more details.

«  Comodo Quote Manager - This module is optional and can be added after creating a Comodo One account.
See 'Add Comodo Quote Manager' for more details. Comodo Quote Manager allows administrators and
staff to generate, manage and send customer price quotes.

+  cWatch - cWatch is a security intelligence and event management (SIEM) product that allows administrators
to monitor logs, create incidents and more. This module is optional (available for MSPs only) and can be
added after creating a Comodo One account. See 'Add cWatch' for more details.

«  Comodo Secure Web Gateway - A real time web traffic scanning solution that is capable of providing
comprehensive web content and security control. This module is optional and can be added after creating a
Comodo One account. See 'Add Comodo Secure Web Gateway' for more details.

«  Comodo Customer Relationship Management (CRM) - An end-to-end sales automation solution that allows
you to assign, nurture and close customer leads faster than ever. This module is optional and can be added
after creating a Comodo One account. See 'Add Comodo Customer Relationship Management' for more
details.

«  Comodo Dome Cloud Firewall - Offered as an SaaS service, Cloud Firewall includes a web-application
firewall, antivirus scanning, intrusion prevention, website filtering and traffic monitoring. This module is
optional (available for Enterprises only) and can be added after creating a Comodo One account. See 'Add
Comodo Dome Cloud Firewall' for more details.(Available only for C1 - Enterprise customers)
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+  Comodo Dome Firewall Virtual Appliance - The same functionality as the Cloud Firewall but provisioned in
OVA or ISO format. These formats can be installed on bare-metal appliances and virtual servers such as
Virtualbox and Vmware. This module is optional (available for Enterprises and MSP) and can be added
after creating a Comodo One account. See 'Add Comodo Dome Firewall Virtual Appliance' for more details.

«  Comodo Dome Data Protection - Allows companies to prevent data leaks by implementing strict controls
on confidential data in motion and at rest. This module is optional (available for Enterprises only) and can
be added after creating a Comodo One account. See 'Add Comodo Dome Data Protection’ for more details.
(Available only for C1 - Enterprise customers)

+ Comodo Dome Antispam - An enterprise antispam and threat prevention solution that uses a sophisticated
array of spam filters, anti-virus scanners and content analysis engines to prevent unsolicited mail from ever
entering your network. This module is optional and can be added after creating a Comodo One Enterprise
account. See 'Add Comodo Dome Antispam' for more details. (Available only for C1 - Enterprise customers)

«  Comodo Dome Antispam - MSP - An antispam and threat prevention solution that monitors email traffic on
your customers' networks. The solution uses spam filters, anti-virus scanners and content analysis engines
to block unwanted/dangerous mail from reaching your customer's networks. See Add Comodo Dome
Antispam - MSP for more details. (Available only for C1 - MSP customers)

+  Comodo Firewall Central Manager - Firewall Central Manager allows you to manage several Firewall virtual
appliances installed on your customers' networks from a single central console. See Add Comodo Dome
Firewall Central Manager for more details.

Management - Manage customer accounts, staff accounts, roles, subscriptions and more. The management area
contains the following sections:

«  Customer - Displays all customer organizations added by the account administrator. Available to MSP
customers only.

«  Any number of companies can be created depending your subscription level.

«  Companies added here are automatically added to all integrated applications (for example, Service
Desk, ITSM and Quote Manager). Companies will be visible to all MSP Admins when they are in those
modules.

+  Module-specific users and administrators can be added under these companies from within each
module.

+  See 'Managing Companies' for more details.

- Staff Management - Staff members added here can access all modules in Comodo One. You can set up
different privileges for each staff member.

«  Service Desk. Service desk staff that were originally added to C1 with admin privileges (aka an
'MSP/Enterprise Admin') can access both the admin and staff panels. Staff without admin privileges
can only access only the service desk staff panel.

«  New staff members will receive an account verification email and be asked to create a unique
password. See 'Managing Administrators' for more details.

+ Roles - Administrators can create new admin and staff roles with different privileges. Roles can be assigned
to staff/admins as required. Refer to Managing Roles for more details.

«  Account - Allows account administrators to personalize and edit account details such as name, email
address, address and phone numbers. You can also view your account license details. See '‘Managing your
Account' for more details.

+  Applications - Allows you to manage billing, usage, licenses and settings for each of your 'App Store'
purchases. See 'Manage Application Subscriptions, Usage, Billing and Settings' for more details.

Store - Displays Comodo applications that are available for C1 users. Some applications can be added as
'integrated' C1 modules and some are available as standalone applications. For a full list of applications available for
both MSP and enterprise customers, please refer to 'Appendix - C1 Products'. Refer to the section 'App Store' for
more details about how to add applications as integrated modules.

Tools - Allows administrator to download free utilities for use on customer networks. The available applications are:
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«  Comodo Cleaning Essentials - Comodo Cleaning Essentials (CCE) is a set of computer security tools
designed to identify and remove malware and unsafe processes from infected computers.

Maijor features include:

«  KillSwitch - an advanced system monitoring tool that allows users to identify, monitor and stop any
unsafe processes that are running on their system.

+  Malware scanner - Fully customizable scanner capable of unearthing and removing viruses,
rootkits, hidden files and malicious registry keys hidden deep in your system.

+  Autorun Analyzer - An advanced utility to view and handle services and programs that were
loaded when your system booted-up.

CCE is a lightweight, portable application which requires no installation and can be run directly from
removable media such as a USB key, CD or DVD. For more details, refer to the CCE guide at
https://help.comodo.com/topic-119-1-328-3516-Introduction-to-Comodo-Cleaning-Essentials.html.

+  Comodo Network Assessment Tool - Comodo Network Assessment tool (NAT) allows network
administrators to perform in-depth scans on client networks to identify a wide range of server, endpoint and
network vulnerabilities. The tool will also prepare detailed risk reports for scanned networks along with a
risk mitigation plan containing actionable advice for each issue. Setup is easy with a simple wizard which
allows users to import networks via Active Directory, Workgroup or IP range.

« Unknown File Hunter Tool - The Comodo Unknown File Hunter (UFH) tool is a lightweight scanner that is
capable of identifying unknown and potentially malicious files residing on your customer's network. After
scanning networks and systems, it will classify all audited files as 'Safe’, 'Malicious' or 'Unknown'. While
'Safe' files are OK and 'Malicious' files should be deleted immediately, it is in the category of 'Unknown' that
most zero-day threats are to be found. The UFH scanner allows you to upload these files to our Valkyrie
servers where they will undergo a battery of run-time tests designed to reveal whether or not they are
harmful. You can view the results of these tests in the UFH interface.

+  Auto Discovery and Deployment Tool - Comodo Auto Discovery and Deployment Tool is an enterprise class
bulk application deployment tool that is capable of deploying applications remotely to endpoints on a
network. Remote bulk deployment methods include via Active Directory, Workgroup, or IP address/IP
range/host name.

4  The Dashboard

The 'Dashboard' is displayed by default when you first log into the console.
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It contains the following sections:

«  Overview - Displays pie-charts and bar-charts about service desk tickets, available patches, network
endpoints and more. Refer to the section Dashboard Overview for more details.

+ Notifications - Displays a list of notifications sent to the administrator by Comodo One. Refer to the section
Notifications for more details.

+  Reports - Generate reports on service desk performance and schedule automated report generation. The
'Reports' screen displays a list of reports generated. Refer to the section Reports for more details.

4.1 Dashboard Overview

The 'Overview' section of the dashboard contains statistics and charts which contain detailed information from all C1
modules. These include service desk tickets, endpoint patch status, operating system breakdown, endpoint security
policies and more.

The overview is displayed by default after logging in to C1. You can also open the 'Overview' by:

. B Comodo One Portal
+  Clicking the home icon at the top left corner of any screen

COMODO ONE
. A |
+  Clicking the '‘Comodo One' logo at top left

DASHBOARD
+  Clicking the Dashboard butt0N  e————then 'Overview' from the options

Click the button at the top to expand / collapse the C1 menu.
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COMODO ONE
A vise]
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Comodo One Portal Comodo One > Dashboard > Overview

E Customer: All - (% Customize

Quick Actions @ Ticket Status

®Open @HighPriority @ Overdue
324

(] 297|
.—l—- ~ A
o () &
Downlead Bulk Add New Device Create New Ticket

Enrollment Package

& e &

0
Create New Customer Create New Create New Quote 10/18/2017  10/19/2017  10/20/2017  10/21/2017  10/22/2017  10/23/2017  10/24/2017
Opportunity

w Device Type w Activity Status
3
A . O Active 1(14.3%)

For an MSP account, the dashboard will display the status of endpoints from all companies enrolled for the account
by default. Enterprise customers, the selection of customers will not be available and can view the status of their
enrolled endpoints.

+  To view the dashboard for a particular company (for MSPs only), click the 'Customer' drop-down:

Eummer: All :::)

A

All

Coyote

Deer Company
ABC TV Services
Chennai IT Services
Sky walk

Kanchi Customer
kanchiidly

Horizon

«  Select the company whose dashboard you wish to view:

The Dashboard displays various statuses in bar charts, pie-charts and tables. You can customize the dashboard to
view or hide dashboard components or re-order the list as per your requirement.

To customize the dashboard, click 'Customize' at the far end of the interface:
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Selecting Data Set For Comodo One <€—

ey, *
Widgets Data Source Description OFF / ON @ Customize
Ouick Actions . Shaows quick sctions which direct to relsted paga of apglication (
Tickst Status Service Desk Shows number af open, high priarity and everdue tickets for kast seven days. [ @ High Prierity @ Overdue

Devica Type. 1T and Socurity Managar Shaws dovien caunts based on fomm factor of the dovices like Smartphane, BE, et (
Activity Status IT and Security Manager Displays device counts based on availability as active and inactive. C
Endpoint Patching Status Patch Management Shows device caunts based on patch severity. (
Dperating Systems IT and Sacurity Manager Shows device counts based on types of operating systems like Windows 7, Windows g

+  To view or hide a dashboard component, click the On/Off button beside the row. The number of dashboard
components that are switched off will be displayed beside the 'Customize' icon (® Customize

+ To reorder the dashboard components, click on a widget and drag it to the desired position. You can also
reorder the components from the Dashboard interface. Click and hold on the widget button and move to the
position as required.

@ Activity Status

(O Active 2 (33.3%)

QO Inactive 4 (66.7%)

Details of the Dashboard Panes

Quick Actions: Shortcuts to initiate specific tasks pertaining to various products such as Service Desk, ITSM and
cam.
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Quick Actions

1
— | =
__r’-_ Crat
11 —r(t) +
Download Bulk Add New Device Create New Ticket

Enrollment Package

& o o

I"‘\._.--:I L b
Create Mew Customer Create MNew Create New Quote
Opportunity

Clicking a link will open the module at the screen required to complete the task. For example, clicking 'Create New
Ticket' will open the new ticket interface on Service Desk.

+  Download Bulk Enrollment Package - Allows you to download offline packages from ITSM module.
+  Add New Device - Opens the Enroll Devices dialog to start the device enrollment process.

- Create New Ticket - Opens the new ticket interface on Service Desk to start the process for creating a new
ticket.

«  Create New Customer - Allows you to add a new customer on C1 (for MSPs only).

+  Create New Opportunity - Opens the 'Creating New Opportunity' page in CRM in order to create a new
sales lead.

+  Create New Quote - Open 'Quotes' page on CQM to create a new sales or service quotation.
IT and Security Manager - Security Status

This pane displays security information about ITSM devices. This includes the number of devices that have inactive
CCS components, the number of clean and infected devices, the number of devices which are running out-dated
virus databases and the number of devices that are missing patches.
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@ Security Status

Inactive Antivirus Inactive Firewalls Inactive Sandbox
Out OF Date Antivirus Database Devicels) with Infection Clean Device(s

@ @ @

Up To Date Antivirus Database Device(s) with Critical Patch Available  Device(s) with Optional Patches

« Clicking any link will take you to the relevant section of ITSM so you can investigate further.
Service Desk - Ticket Data

Displays key data about your service desk tickets. This includes how many tickets are open, overdue and so on. It
also displays the the number of tickets that were auto-created by applications such as ITSM and those created by
users.

@ Ticket Data

@ @ @

High Priority Open Overdue
Assigned Unassigned Paused

@GP . Automated
@ o L 16 Unique Devicels)

[® User Generated

Total Tickets Expiring SLA
L 31 Unigue User(s)

+  Clicking on the ticket links will open the respective page in Service Desk.
Service Desk -Ticket Status

Chart which shows the total number of service desk tickets that are overdue, open and high priority.
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@ Open @ High Priority @ Overdue

217
186
155
124
93
62
31

0
08M14/2017 08M15/2017  081e/2007 0817720017 08118/2017  08M19/20N7  08/20/20n7

Place your mouse cursor over a section to see the status of tickets for that particular date. If no tickets are available,
you instead will see link - 'Click Here to Create New Ticket'.

IT and Security Manager - Endpoint Patching Status

Break-down of your endpoint devices according to patch status. The pie chart shows how many of your devices are
missing critical or optional patches, and how many are fully patched.

@ Endpoint Patching Status

O Upto-date 4(66.7%)
Up to Date O Missing Critical Patches 1 (16.7%)
4 O Missing Optional Patches 1 (16.7%)

+  Placing the mouse cursor on a particular patch status sector will be display the number of endpoints with
the respective status.

+  Clicking on a link on the right will take you the respective devices pages on ITSM module.
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Patch Management - Endpoint Patching Status (for MSPs only)

Indicates the number of OS patches that are critical and need to be deployed onto the endpoints by the patch
management module. It also provides the number of optional patches and the number of endpoints that are up to
date.

PA CH Endpoint Patching Status

management

O Up-to-date 0 (0%)
Oplional O Missing Critical Patches 0 (0%)
1 O Missing Optional Patches 1 (100%)

«  Placing the mouse cursor on a particular patch status sector will be display the number of endpoints with
the respective status.

- Clicking on a link on the right will take you the respective pages on Patch Module module.
IT and Security Manager - Activity Status

Displays the number of endpoints that are connected to ITSM versus those that are not connected. 'Inactive’ means
endpoints that have not connected for more than a day.

@ Activity Status

O Active 2(33.3%)

Active O Inactive 4 (66.7%)

2

+  Placing the mouse cursor on a particular device status sector will be display the number of endpoints with
the respective status.
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+  Clicking on a link on the right will take you to the respective device page on the ITSM module.
IT and Security Manager - Device Type

Displays ITSM devices according to device type. Types include computers, servers, smartphones tablets and so on.
The names of the device types are displayed on the X-axis and the number of endpoints is displayed on the Y-axis.

@ Device Type

5]

-

Unknown Smartphone Tablet PC Windows Server

+  Placing the mouse cursor on a particular device type will be display the number of endpoints on it.
+  Clicking on a bar chart will take you to the respective device list page on the ITSM module.
IT and Security Manager - Operating Systems

Displays ITSM devices by operating system. The names of the operating systems are displayed on the X-axis and
the number of endpoints is displayed on the Y-axis.
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@ Operating Systems

-

+  Placing the mouse cursor on a particular OS type will be display the number of endpoints on it.
+  Clicking on a bar chart will take you to the respective device list page on the ITSM module.

« Alink 'Click Here to Add Devices' will be displayed if no devices are enrolled. You can enroll a device in
ITSM by clicking this link.

IT and Security Manager - Profile Status

Shows how many devices have an active ITSM profile by operating system. The names of the operating systems are
displayed on the X-axis and the number of devices is displayed on the Y-axis.

@ Profile Status

I

L)

Fa

L]
.y W

+  Placing the mouse cursor on a particular profile type will be display the number of endpoints on it.
«  Clicking on a bar chart will take you to the respective device list page on the ITSM module.
Quote Manager - CQM Sales Funnel
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Pertains to the Comodo Quote Manager (CQM) module. Displays the number of quotes that have been accepted,
published and are in draft status. This widget will be available only if Comodo Quote Manager application is added to
the account.

Quote Manager Sales Funnel (Last 30 days)

2,488 USD
Draft 560
O Published 2,488
O Accepted 2937

- Clicking on a status link on the right will take you to the respective page in the CQM module.
Status Per Company (for MSPs only)

This dashboard pane provides details about devices enrolled for each company, including online/offline status, policy
status and patch requirements.

Status Per Company
Ll
ONLIME OFFLINE DPTIONAL CRITICAL
DEVICES DEVICES PROFILES PATCHES PATCHES
ITSM ITsM msMm ITSM ITSM

Coyote 0 1 2 0 1
Dithers
Construction 1 1 2 1 0
Company
Deer 0 2 4 0 0
Company
ABCTV
Services
Chennai IT
Services
- v

Device Statuses for Companies - Table of Column Descriptions
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Column Header Description

Company The name of the company. C1 companies can be created by administrators.
Online Devices Number of devices that are currently connected.

Offline Devices Number of devices that are enrolled but currently not connected.

Profiles Number of polices that are successfully applied to devices.

Optional Patches Number of optional patches that are required to be applied to devices.

Critical Patches Number of critical patches that are required to be applied to devices.

Help Actions

In case of any issues or clarifications regarding the application, administrators can refer to help guides or write to
support to resolve them.

Help Actions
:_G) ‘ —_— 000
Ouick Start Help Guides MSP Forum

= B9

Enterprise Forum Email Support Contact Information

+  Quick Start - Leads to a short tutorial that helps to start using the application in seven easy steps.

+  Help Guides - Opens the online help page that contains links for help guides for C1 modules such as
Service Desk, ITSM and tool sets.

«  MSP Forum - Leads to a MSP consortium page, where you can raise queries or join in discussions.
+  Enterprise Forum - Similar to the MSP forum page but related to enterprises only.
«  Email Support - Send email to our support staff for any issues.
«  Contact Information - Details of support information.
Dome Shield

Displays statistics about threats blocked and overall browsing trends from devices in your network. This section will
only be populated if Comodo Dome Shield is active on your account. A setup link will shown if Dome Shield has not
been configured. Click the link to open the Dome Shield interface. See our help guide at
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https://help.comodo.com/topic-434-1-840-10755-Introduction-to-Comodo-Dome-Shield.html to how Dome Shield can
deliver real-time web monitoring and threat prevention to your network.

Dome Shield - Waiting Traffic Click to setup

PREVENTION SUMMARY WEB ACCESS OVERVIEW

Mo data available. Mo data available.

Events that require attention

Upgrade to
Dome Proxy

Malicious Site Visits File Download Site  Drive-by Download Botnet Servers

+  Click any bar chart to open the relevant detail page in the Dome Shield module.
«  The links below 'Events that require attention' take you to the reports page in Dome Shield

The 'Upgrade' button allows you to subscribe for other Dome products such as Dome Secure Web Gateway
and Dome Data Protection.

4.2 Notifications

Comodo pushes the latest news about Comodo One products and updates via in-app notifications.
To view the notifications

+  Click 'Dashboard' at the top then 'Notifications' from the options

/D0 ONE DASHBOARD APPLICATIONS MAMAGEMEN

hMse]

MNaotifications 132

Reports

Or
(12]

+  Click the notifications icon at the top right of the interface. The number on the icon shows how many
unread notifications you have.
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The interface contains two tabs
«  News
+  Notifications

News

The news tab displays latest release report posted by the Comodo One team. The subject will contain the date and
time of the application version release.

« Toexpand and view the complete message, click anywhere on the notification heading

2=
Comado One Portal Compdo One & Mews & Notifications:

News & Notifications

Haws Hatifications

Cormeds OME - IT Dperating Platform May Release [05/27/2017) - S/Z7/17 12203 AM
Hi everyone,

wie weould like 1o inform you that we are gong 1o have new releases over Comedo ONE - IT Operabing Flatform on Saturday (037277200 71 moming. Platform will be on mantenance mode for 4
Fronrs marly Saturday. We sapect bo have no service outage m general If pou obserse any brief connectiity issees, plesse relry aber i the day

¥ou can wist our fonum post to check the new Teature ==t and related dscussions

Frttpsifterom mepconsortium . com forumpredwets 1 1 686-oomiod o-one-E-onerading platformm-may-release-05-27.2017

Bosl mgands,

Gomoda ONE Team

Notifications

The notifications tab displays application related updates. Each row contains links to the licensed application's
interface where the update information is available. For example, if you install the CCS agent to a client's computer,
you will be notified when installation is complete. When you click the subject link, you will be taken to the device
properties interface with the 'MSI Installation State' tab open.

e
Camoda One Portal Comoda One * Mews & Nodifcations
&
News & Notifications
News Medifications
T
APPLICATIONS & SUBJECT o TYPE # DATE ¢ RECEIVED FROM 1§
@ Malsarn O The Windwe deyios & warning O5/30/2017 1731 Syabeen
@ M ted.. = warning DE/30/2017 1505 System
iTsn, 152002017 13 ] Syalemn
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Notifications - Table of Column Descriptions

Column Header Description
Applications The name of the licensed application.
Subject Displays the notification details.
Type Displays the status of event.
Date Displays the date of the notification.
Received From Displays the device type.

+  Click the column headers to display the notifications in ascending or descending order
«  Click the right arrow beside each notification to view detailed information about the notification

APPLICATIONS = SUBJECT = TYPE = DATE = RECEIVED FROM =+

0 @ Monitoring "CPU" has been executed on device... e warning 08/17/2017 21:59 System
Monitoring "CPU" has been executed on device DESKTOP-TTPOOPR -

Filter

w
«  Clicking the funnel button  *  at the top right end opens the filter options.
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Licensed Applications

13}

e A . =
oAl ) IT and Security Manager
\ J ¥ g
Date
o - 0
Type
All ~

Received From

- Tofilter the items for a specific notification based on 'Licensed Applications', 'Date’, ‘Type', and/or phone
number, enter the search criteria in part or full and click 'Apply Filter(s)'

You can use any combination of filters at-a-time to search for specific users.
« Todisplay all the items again, remove / deselect the search key from filter and click 'OK'".

+ By default ITSM returns 10 results per page. To increase the number of results displayed per page up to
200, click the arrow next to 'Results per page' drop-down.

Search Options:

- To search for a specific notification, enter your search criteria like a portion of the subject line or content in
the message in the search field and click the magnifier icon.

The notifications that match the search criteria will be displayed in the list.
«  Tomark a read message as unread, select it and click '‘Mark as Unread'
«  Tomark an unread message as read, select it and click 'Mark as Read'

4.3 Reports

The 'Reports' interface allows you to generate, view and manage reports on service desk tickets, patch
management, managed devices, Windows antivirus, file statistics and Valkyrie reports. You can also create
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schedules for automated report generation. All generated reports are displayed as a list in the 'Reports' screen.
Clicking on a report name, displays the full report.

To view the Reports interface
«  Click 'Dashboard' at the top then 'Reports' from the options

)
: DOWGNE DASHBOARD APPLICATIONS MANAGEMENT

Overview ement > Staff

Notifications  §ED

Reports

)

The 'On Demand Reports' screen will be displayed.

Comodo One Portal Comodo Ona » On Damand Reports
Creat *.mm = Wiew Scheduled Reporis
¥ I REPORT NAME # REPORT TYPE = DATE RANGE = STATUS = CREATION DATE =
L] 1 Loga and support ches report Exeoulive Ticked Summary Report 02D 20N 7 - D212 20 7 Ry 02147207 10630

O 1 Exgulive Patch Report WASEMT -2 32T i 02N 427123
1 BB DEvices Exacutive Managed Devices Report D/ 15/2007 - DRIR200T Ry 021452007 1230
1 AV Report Exscutive Windows Antivirus Feport 00,/ 15/2007 - D2/13/200 7 Feady 021472007 1230
O] 1. Eaich Arpard Exsoulive Paich Report 015200 7 - 02 30201 7 Ry 021472007 1230
O 1 Exegutive Ticke! Summary Report WASEMT -2 32T Ry 02427123
1 Loga chack raport Exacutivie Ticket Summary Reqort 02076 - DRRII T Fbﬁkdsl 02472007 10r36
1 Paich Acpart for Deer Executive Patch Report 014200 7 - DRMZ20 T Ry 02137207 1230
I 1. Managed Devices Executive Maraged Devices Report 017452017 - 0212570007 Ready 0227 12:30
O 1. A Repad Executive Windows Antiirua Report 0171472017 - 0211270017 Ready 023207 1230

€ Prew

Reports List - Column Descriptions

Column Header Description
Report Name Name of the report. You specify the report name during the report creation process.
Report Type Indicates the type of report that was created.
Date Range Indicates the period covered by the report.
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Status Indicates whether the report has been successfully generated, in-progress or failed. Please
review the settings you specified on any failed reports, and ensure all devices are reporting
correctly. Contact support if the issue persists.

Creation Date The precise date and time at which the report was generated.

Sorting and Filtering Options:

+  Click any column header to sort reports based on the column label

+  To search for a specific report, enter the name of the report in the search field and click the magnifying
glass icon.

This interface allows you to:
+  Create / Schedule reports

+  View the reports
«  View and manage report schedules
Creating New Reports

You can instantly generate reports for a specific period, or create a schedule to generate reports periodically. The
reports that can be generated are:

«  Executive Patch Report (available for MSP C1 account)
«  Executive Managed Devices Report
«  Executive Windows Antivirus Report
«  Executive Ticket Summary Report
«  Executive File Statistics Report
«  Executive Valkyrie Report
To generate a report or report schedule
+  Click 'Create New Report' and choose the report type from the options.

Create New Report -

Executive Ticket Summary Report

Executive Patch Report

Executive Managed Devices Report

[}
=
-+

Executive Windows Antivirus Report
Executive File Statistics Report

Executive Valkyrie Report

The 'Create New Report' dialog will be displayed:
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Executive Ticket Summary Report - Create New Report

Report Mame *

Date Range *

Company *

Salect Company, k
Email this report to

Set Schedule *
Oncea 5

+  Report Name - Enter a descriptive name for the report.
«  Date Range - Click inside the field to choose the time period to be covered by the report.

Executive Ticket Summary Report - Create New Report |

Report Name *

4 Date Range *
be ect Date Range...
Yesterday
Last Week
( :
Last 30 Days
This Month
£ Last Month

L

All Time * Scheduled reports are generated between 04:00 - 05:00 AM (+00:00).

Custom Range

Apply Cancel

« To enter a custom date range, click 'Custom Range' and choose specific start and end dates:
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Executive Ticket Summary Report - Create New Report

Report Name *

Date Range * %

| & 08/20/2017 | 8 08/202017

Last Week < Aug 2017 Sep 2017 >
Last 7 Days Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
Last 30 Days 30 31 1 2 3 4 5 27 28 29 30 31 1 2
This Month [} 7 8 g 10 11 12 3 4 5 6 7 8 g9

13 14 15 16 17 18 19 0 11 12 13 14 15 16
Last Month

20 21 22 23 24 25 26 17 18 19 20 21 22 23
All Time

27 28 29 30 31 1
Custom R#lge 3

Cancel

g%
%)
F=Y

25 26 27 28 29 30

9
on
[=.]

-]
[==)

9 1

&)
]
B
en
o

. |

+  Click 'Apply' to enter your date range

«  Company - For MSP C1 account, select the company from the drop-down whose activities should
be covered by the report. For enterprise account, the name of the company will be auto-filled.

«  Email this report to - If you want the report to be forwarded to administrator(s), select 'Email this
report to' then enter the email address of the administrator in the 'Contact Email' text field. You can
add multiple email addresses in the field. Press 'Enter' button after entering an email address.

Company *
Select Company... H

Email this report to
Contact Email(s) *
Add an email

Set Schedule *

Once H

* Scheduled reports are generated between 04:00 - 05:00 AM (+00:00).

«  Set Schedule - Select the frequency at which the report should be generated. Please note the 'Set
Schedule' feature will not be available for custom date range.
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Set Schedule *

Once

Diaily
Weekly
Monthhy

The available options are:
+  Once - A one-off report will be instantly generated
+  Daily - The report will be generated at midnight every day
« Weekly - The report will be generated weekly starting on the day of report creation
+  Monthly - The report will be generated monthly starting on the day of report creation
+  Click 'Save'.
If you have chosen to generate the report once, it will be generated instantly and added to the list of reports.

Scheduled reports will first be generated at midnight on the day of report creation, then every day/week/month as
applicable. Refer to the explanation of Viewing the Reports for more details.

Viewing the Reports

Reports generated manually and automatically will be available in the 'Reports’ screen and can be opened at any
time. Each report contains data for each day covered by the report period. You can also save any report in PDF
format for future analysis.

+  Click on the name of the report to view it.
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# IREPORT NAME = REPORT TYPE = DATE RANGE = STATUS = CREATION DATE =
O 2( Patch Report for Deer Executive Patch Report 07/22/2017 - 08... Ready 08/21/2017 12:30

O 2( Managed Devices Executive Managed De...  07/22/2017-08... Ready 08/21/2017 12:30

20 Executive Windows Ant 07/22/2017 - 08. Ready 08/21/2017 12:30
COMODO Page A1l
ONE Aug 21, 2017, 12:30 PM

C1 Portal Executive Managed Devices Report
Customer: Dithers Construction Company

Report type: Executive Report

Period: 2017-07-22/2017-08-20

Report Legend

TABLE COLUMMNS: DESCRIPTION

Total # of Devices Total number of devices for selected company

Total #of PCs Total number of PCa
Total # of Windows Servers Total number of Windows Servers
Total # of Smartphanes Total number of Smartphones
[£% Period Data Data between start date and end date of selected period

End Date Data Snapshot data for end date of selected period
TOTAL # OF DEVICES TOTAL £0FPCs TOTAL # OF WINDOWS SERVERS TOTAL # OF SMARTPHONES
1 i} ] 1

Device Types

oo

ASSET TYPE DISTIRIBUTION (%) o *
Total #of PCs 0% 7a
Total # of Windows Servers 0% 6o
Total # of Smartphones 100 % W SO

TETAL # OF PU TOTAL # OF T ]
WO W SMARTPFHOMNES
SERVERS

« To save the report as a .pdf file, click 'Export Report' at the top left.

«  Toremove unwanted reports from the list in the Reports screen, select them and click 'Delete Report(s)'
from the top left.
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O 20€ AV Report

[]  # 13 REPORT N2

. il Delete Report(s) View Scheduled Reports

= REPORT TYPE ~ DATE RANGE ~

Executive Windows Antivirus ...  07/22/2017 - 08/20/...

STATUS =~

20€ Patch Report for Deer Executive Patch Report 07/22/2017 - 08/20/...

20€ Managed Devices Executive Managed Devices ...  07/22/2017 - 08/20/...

Ready

CREATION DATE

08/21/2017 12:30

08/21/2017 12:30

08/21/2017 12:30

View and Manage Report Schedules

You can view the list of report schedules created for automated periodical report generation and manage them from
the 'Scheduled Reports' screen.

To view the 'Scheduled Reports' screen, click 'View Scheduled Reports' at the top right of the ‘On Demand Reports'

screen.
View On Demand Reports
O # = REPORT NAME = REPORT TYPE = PERIOD = SCHEDULE = STATUS = CREATION DATE =
0 1 Monthly Patch Report Executive Patch Report L\\) Last30days Monthly Inactive 06/30/2016 10:47
O 2 Ticket Summary Report Executive Ticket Summary Report Last30days Daily Active 07/05/2016 14:57
O 3 Patch Report Executive Patch Report Last30days Daily Active 07/05/2016 14:59
0 4 AV Report Executive Windows Antivirus Rep... Last30days Daily Active 07/05/2016 15:20
0 5 Managed Devices Executive Managed Devices Report Last30days Daily Active 07/05/2016 15:21
0 ] Patch Report for Deer Executive Patch Report Last30days Daily Active 07/05/2016 15:48

Scheduled Reports - Column Descriptions

Column Header Description

Report Name Name of the report generated as per the schedule. You specify the report name during the
report/schedule creation process.

Report Type Type of report.

Period Indicates the period covered by the report.

Schedule Indicates the frequency at which the report are generated.

Status Indicates whether the schedule is active. Reports will be generated periodically only for active
schedules.

Creation Date The precise date and time at which the schedule.

Sorting and Filtering Options:

+  Click any column header to sort scheduled reports based on the column label
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+  To search for a specific scheduled report, enter the name of the report as search criteria in the 'Search’ field
and click the magnifier icon.

Activate, deactivate and delete schedule reports

« To deactivate a schedule and temporarily stop generation of periodical reports, select the schedule and
click 'Inactivate Report' on the top.

« To activate an inactive schedule and resume periodical report generation, select the schedule and click
'Activate Report' on the top.

«  Toremove a schedule and stop periodical report generation, select the schedule and click 'Delete Report'
on the top.

5 Managing Administrators and Roles

The 'Staff Management' interface allows administrators to add staff members and assign them 'Admin’ or "Technician'
roles as required.

«  Click 'Management' on the menu bar then choose 'Staff' to view, edit and add staff members
+  Click 'Management' on the menu bar then choose 'Roles' to view, edit and add staff roles

C1 ships with three predefined roles - Account Admin, Admin and Technician. Each of these each has different
access privileges. You can also create custom roles with different privileges and assign them to staff members
appropriately.

comMoDo -ONE DASHBOARD APPLICATIONS MANAGEMENT STORE TOOLS PARTNER # auick Actions ~ =) Quick Start v

Comodo One Portal Comodo One > Management > Staff

Staff
(@ Newstaff  [# Edit Tl Delete

NAME + EMAIL = VERIFIED = ROLE = TWO-FACTOR AUTHENTICATION =
testas testat@Ifjlasdfjlas.com Technician

Coyote coyoteewile@yahoo.com Q Account Admin

Mikyway jupiterblackhole2@gmail.com Admin

Vega chennai@yopmail.com Admin

Dagwood avantistude@gmail.com a Technician

Steam Ship ssgalia@yahoo.com Technician

Click the following links for more details about adding staff and assigning roles to them:
+ Managing Administrators
+  Managing Roles

5.1 Managing Administrators

The 'Staff' screen allows administrators to add staff members and assign them to roles. You can also transfer the
account administrator privileges to another MSP/Enterprise administrator.

To open the 'Staff' screen
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+  Click 'Management' on the menu bar then choose 'Staff' from the options:

COMODO ONE
g DASHEOARD APPLICATIONSTDRE TOOLS

Comodo One Portal Comodo One » Dashboard » OfiEEtELC]

E Customer: All - Roles

Chnicl Actior Account

Applications

The 'Staff' interface will be displayed:

Comodo One Portal Comodo One > Management > Staff

Staff
(® Newstaff  [# Edit

NAME = EMAIL = VERIFIED = ROLE = TWO-FACTOR AUTHENTICATION =
Coyote coyoteewile@yahoo.com Account Admin
Mikyway jupiterblackhole2@gmail.com Admin
Dagwood avantistude@gmail.com Q Admin

Steam Ship ssqgalia@yahoo.com 0 App Restricted
Max maxlenin2016@outlook.com Q Technician
Morris Minor Oxford mmexford@yahoo.com Admin

testas testat@lfjlasdfjlas.com Technician
Gerald gerald@yopmail.com o Test Admin Role
Rockwell keor@yopmail.com Q Technician
Rocher rehcor@yopmail.com Test Admin Role

Staff List - Table of Column Descriptions

Column Header Description
Name The name of the staff member.
Email The email address of the staff member.
Verified Indicates whether the staff member has verified their email address by clicking the
verification link in the notification mail sent to them. Staff can login to C1 only after verifying
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their email address and creating a password.

Role Displays the role assigned to the staff member. The administrator who signs up for a C1
account will be automatically assigned the role of Account Admin with all available privileges.
A staff member with account admin role can add staff members and assign any role to them
except the 'Account Admin' role. Refer to the section 'Managing Roles' for more details about
default roles and how to create new roles.

Two-Factor Indicates whether or not a user has enabled two factor authentication. More details on this
Authentication are in Setting up Two-Factor Login Authentication.

Sorting and Filtering Options:
+  Click any column header to sort administrators in ascending or descending order according to the column
label.

+  Filter the list or search for specific staff member(s) by entering their name or email address in the search
field at top right in part or full.

The interface allows you to:

+ Add Staff members and assign roles

- Edit the details of a staff member

+  Remove a staff member

+  Reset Two Factor Authentication for a user
To add a staff member and assign a role

+  Click the 'New Staff' button in the 'Staff' interface
The 'New Staff' form will be displayed:
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Comodo One Portal Comodo One > Management > Staff

Staff

AME = EMAIL =

MName *

Email *

Role *

Select Role...

- Enter the name of the staff member in the 'Name' field.
- Enter the email address of the staff member. The account verification email will be sent to this address.

+  Select a role for the staff member. See the next section, 'Managing Roles', to read more about the
privileges associated with each role, and to learn how to create custom roles.

Note: Staff with '‘Admin’ privileges can be added only by the Account Administrator.

«  Click the 'Save' button.

A confirmation dialog will be displayed. The exact content of the message varies according to the assigned role and
whether you have an MSP or enterprise account:

Alert

Msp staff is created successfully.

«  Click 'OK'
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- Averification email will be sent to the email address of the new user.
+  After clicking the link in the mail, the user will be asked to set a unique password to log into Comodo One.

- After verification, new staff members will also be added to the Service Desk and ITSM modules at the same
role levels. The privileges for Admin and Technician roles differ for each module and can be altered to suit
the organizational requirements.

«  The ITSM module also allows you to add 'standalone’ staff that can only access ITSM. To clarify, staff
members created in C1 can access the ITSM module, whereas staff created in ITSM cannot access C1.

Editing the details of a staff member

A staff member with appropriate privileges can edit the names of other staff, assign different roles and transfer
account administrator rights to another administrator.

Note: Staff can be edited only after they have validated their email address by clicking the link in the verification
email.

To edit the details of a staff member

«  Select the staff member then click the 'Edit' button:

Comodo One Portal Comodo One > Management > Staff
Staff
(®) New Stat it Ti[ Delete
NAME = EMAIL = VERIFIED = ROLE = TWO-FACTOR AUTHENTICATION =
cyclist I/\\) bsachampstar@gmail.com g Technician
Peter Johnson johnson.peter38@gmail.con Test Admin Role
«Prev 2 Next »

The 'Edit Staff' dialog will open.
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Edit Staff

Name *

Max

Email *

maxlenin201 &@outlook.com

Role *

Technician

+  Update staff details as required. Please note the email address field cannot be edited.
The following confirmation dialog will be displayed:

Alert

Msp staff is edited successfully.

€ ok

+  Click 'OK'
To transfer account admin rights to a different administrator
Note - only the account administrator can reassign this role to another staff member.
+  Select the staff member and click the 'Edit' button
+ Inthe 'Edit Staff' dialog, click the 'Role' drop-down and select 'Account Admin Role'

cCOMODO

Creating Trust Online®
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Edit Staff

Name *

Coyote

Email *

coyoteewile@yahoo.com

Role *

Account Admin F

Select Role...

Account Admin

Admin
Technician

Test Admin Role
Test SD Role from C1

A confirmation dialog will be displayed:

Confirm

Your account admin rights will be transferred to selected staff. Do you want to
continue?

©Qcance ok

«  Click 'OK'" to confirm

Msp admin is edited successfully.You will be directed to login page now.
Please login again

@ ok

+  Click 'OK".
Account administrator rights will be transferred to the selected staff member and you will be logged out automatically.
You can login with the same credentials but will have only administrator privileges.
Removing an administrator or staff member
Staff and administrators who are no longer required can be removed from the 'Staff interface.
To delete a staff member
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+  Select the staff member that you want to remove from the list and click the 'Delete’ button:

Comodo One Portal Comodo One > Management > Staff

Staff

(®) Newstaff  [# Edit (i Delete

NAME = EMAIL = VERIFIED = ROLE = TWO-FACTOR AUTHENTICATION =

cyclist IA\; bsachampstar@gmail.com a Technician

Peter Johnson johnson.peter38@gmail.con Test Admin Role

« Pre 1 2 Next »

A confirmation dialog will appear:

Confirm

Do you really want to delete selected staff ?

©cancel D ok

«  Click 'OK" to confirm removal

Alert

Msp staff is deleted successfully.

@ ok

«  Click 'OK'
Deleted staff members will also be removed from Service Desk and ITSM, even if they have different roles in each.

To Reset Two Factor Authentication for a User

+  Select the staff member for whom you want to reset "Two Factor Authentication' from the list and then click
the 'Reset Two-Factor Authentication' button:
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Staff
(®) Newswat  [#) Edit i Delete
NAME = EMANL = VERIFIED = ROLE = TWO-FACTOR AUTHENTIC...
testas tgstat@ifjlasdfilas.com Technician
Coyote coyoteewile@yahoo.com ] Account Admin S
Mikyway jupiterblackhole2i@gmail.com Admin
Dagwood avantigtude@gmail. com Technician
Stearn Ship ssgalia@yahoo.com o Technician
Blax maxlenin201 s{@outlook.com a Technician
Morris Mingr Oxford mmoxferd@yahoo.com Admin
Giri anbugiridharani@yahoo.coin G Admin

gerald@yopmall.com

Once two-factor authentication is reset, the user will need to complete the two-factor authentication process again in
order to access their account. See Setting up Two-Factor Login Authentication to find out more about Two-Factor
Authentication.

5.2 Managing Roles

Roles are assigned to staff members and determine their C1 access privileges.
«  C1 ships with three built-in roles that cannot be edited or deleted - Account Admin, Admin and Technician.

- You can create custom roles by cloning the 'Admin’ or "Technician' roles then modifying their privileges. You
cannot clone the account admin role.

« All built-in and custom roles will be available for selection in the 'New Staff' and 'Edit Staff' screens
(explained in the previous section, 'Managing Administrators').

To open the 'Role’ screen
+  Click 'Management' on the menu bar then choose 'Roles' from the options:
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COMODO ONE
hMsP |

DASHBOARD APPLICATIONSTDRE TOOLS

Comodo One > Dashboard > Ofieaeleulcy

Comodo One Portal

Staff

I T Account

Applications

The 'Roles' interface will be displayed:

Comodo One Portal Comodo One > Management > Roles
Roles
ROLE = DEFINITION = MEMBERS =
Account Admin g no: edissble MSP Account Admin 1
AdMIN g nor editable MSP Admin 3
Technician g nor editable MSP Technician 4
Test Admin Role To test cloned admin role 3
Test SD Role from C1 To check C1 role in SD 1]
[Cloned] Test SD Role from C1 [Cloned] Test SD Role from C1 o
App Restricted [Cloned] Technician 1

Role List - Table of Column Descriptions

Column Header Description
Role The name of the role.
Definition The description provided for the role. The built in roles' definition will be prefixed with '"MSP'

or 'Enterprise' depending on your account type.

Members Displays the number of staff members that are assigned the role. Clicking the number will
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take you to the 'Staff interface displaying the details of staff members that are assigned this
role.

Sorting and Filtering Options:
+  Click any column header to sort the list of roles in ascending or descending order according to the column
label.

+  Filter the list or search for specific role(s) by entering the name or definition in the search field at top right in
part or full.

The interface allows account administrators and staff members with appropriate privileges to:
- Add custom roles
- Editarole
+  Remove arole

To add a custom role

Please note that you can create a role by cloning an existing role and selecting the privileges as required. You
cannot clone the '"Account Admin' role.

+  Click "Management' on the menu bar then choose 'Roles'
«  Select the role that you want to clone and click 'Clone Role":

Roles
#, Edit Rol [i] Delete Role
ROLE = DEFINITION = MEMEBERS =~
Accounf Admin g qor editable MSP Account Admin 1
Admig g nor cditabie MSP Admin 4
Teclfnician g nor editable MSP Technician 4
Teit Admin Role To test cloned admin role i}
Test SD Role from C1 To check C1 role in SD

The 'Clone Role" screen will be displayed:
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Comodo One Portal

Roles

C, ResettoDefault (%) Enable All

Edit Role

Name *

App Restricted

Definition *

[Cloned] Technician

Access Rights

v El Dashboard
Access Dashboard

Customize Dashboard

¥ B Licensed Applications
A Access All Licensed Applications

Service Desk
Patch Management
IT and Security Manager
Comodo Quote Manager
CWatch
cDome Standard
Dome Shield
CRM

v Reports

A On Demand Report
Create Report
View Report
Delete Report

hd Scheduled Report
Activate Report
Inactivate Report
Delete Report

Access Scheduled Report

(%) Disable All

Comodo One > Management » Roles > Edit Role

.7 Expand Al 7 Collapse All

hd Staff Management
v Staff
View Staff
[] New Staff
[] Edit Staff
[] Delete Staff
[] Reset Two-Factor Authentication
¥ [] Role
[] Access toRole

[] EditRole

b Tools
View Tools

Download Tool

¥ B4 Customer
View Customer
New Customer
Edit Customer

[] Delete Customer

¥ Bl Notifications

Access Notifications

# Back

¥ [] Management
¥ [] Account
[] View Account
[] Account Security Details
¥ [ ] comodo License Account Details

[] Link a Comodo License Account

¥ [ ] Applications
[] view Applications
¥ [] Subscriptions
[] View Subscriptions
[] View Usage
[] view Billing
[] View Settings

¥ [ | Partner Actions
[] Access to Partner Portal From
Menu
[] Access to "Become a Partner”

Button

The controls along the top allow you to:

+  Reset to Default - Will reset privileges to those of the role from which you are cloning

«  Enable All - All access rights will be selected.

+  Disable All - All access rights will be disabled.

«  Expand All - Access rights for the sub levels will also be displayed.

«  Collapse All - Only the top level access rights will be displayed.
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«  Save Changes - Allows to save your new role.

The 'Name' and 'Definition’ labels will be copied from the original role with the prefix ‘[Cloned]'. You can change these

labels as required.

The lower part of the screen allows you to configure specific C1 access rights for the role.

- You can search for a particular setting by typing few characters in the search field located on the top right of
the interface. The access rights that match the search term will be enabled while others will be grayed out.

o Click i Back {o return to the list of roles.

« You can expand or collapse sub-levels of each access right by clicking the arrow button ¥ beside it.

Access Rights
v Dashboard
Access Dashboard

Customize Dashboard

* Bl Licensed Applications
hd Access All Licensed Applications
Service Desk
Patch Management
IT and Security Manager

Comodo Quote Manager

Cwatch
cDome Standard
Dome Shield

CRM

* El Reporls

b On Demand Report
Create Report
View Report
Delete Report

* E Scheduled Report
Activate Report
Inactivate Repart

Delete Report

Access Scheduled Report

* B stalf Management
* Bl Staff
View Staff
Mew Staff
Edit Staff

Delete Staff

Reset Two-Factor Authentication

- Role
Access to Role

Edit Role

v Tools
View Tools

Download Tool

* El Customar
View Customer
New Customer
Edit Customer

Delete Customer

* B Motifications

Access Motifications

b Management
b Account
View Account
Account Security Details
v Comodo License Account Details

Link a Comodo License Account

w Applications
View Applications
i Subscriptions
View Subscriptions
View Usage
View Billing

View Settings

i Partner Actions
Access to Partner Portal From
Menu
Access to "Become a Partner”

Button

Access Rights

+  Dashboard - View C1 dashboard and customize the dashboard panes.

- Licensed Applications - Access and manage licensed applications that are integrated into C1 as modules.

+  Reports - Access reports menu and ability to create, view, schedule and delete reports. Also access
scheduled reports area to activate, deactivate and delete scheduled reports.

- Staff Management - Access and manage staff and roles. Staff management access rights allow you to
create new staff members, view, edit and delete staff members. Role management access rights allow you

to create and edit roles.

«  Tools - View and download Comodo tool sets.

«  Customer - View and manage enrolled customers, add new customers, edit and delete customers. Applies

to MSP accounts only.
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+  Notifications - View the latest news about Comodo One products via in-app notifications.

«  Management - View account details and update support details. Access the applications menu to view
current subscriptions, add new subscriptions, view details of application usage and billing.

«  Partner Actions - Allows to become Comodo resellers. Becoming a Comodo partner provides a host of
benefits such as getting Comodo products at discounted prices and more.

Select the required privileges from the options. You can opt to grant all privileges in a feature or selected sub level
privileges. For example, if you want a staff member to handle only SD and ITSM applications, create a new role and
select these two applications from the licensed applications options. The staff members assigned this role will be
able to access only these two applications.

To edit a custom role

Note: You cannot edit C1 built-in roles.

«  Click 'Management' on the menu bar then choose 'Roles'
+  Select the role that you want to update and click 'Edit Role":

Comodo One Portal Comodo One > Management > Roles
Roles
@ @ Clone Role '@' Delete Role
ROLE = DEFINITION = MEMBERS =
Accolnt ADmin g qor aditable MSP Account Admin 1
Admin - MSP Admin 3
Technicial g ror editable MSP Technician 4
Test Admin\Role To test cloned admin role 3
Test SD Role ffom C1 To check C1 role in SD 0
[Cloned] Test SD Role from C1 [Cloned] Test SD Role from C1
App Restricted [Cloned] Technician 1

The 'Edit Role' screen will be displayed:
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Roles

C, ResettoDefautt (%) Enable Al (%) Disable Al 7 ExpandAll 7 Collapse Al

Edit Role # Back

Name

Test SD Role from C1

Definition

To check C1 role in SD

Access Rights
o Dashboard v Staff Management ¥ [ | Management
Access Dashboard v Staff ¥ [] Account
Customize Dashboard View Staff [] View Account

New Staff [] Account Security Details
¥ P Licensed Applications

»  Update name, description details and access rights for the role.
+  Click 'Save' when done.
To delete a custom role

Note: You cannot delete C1 built-in roles and custom roles that are assigned to staff members. To remove a custom
role, make sure no staff members are assigned that role.

+  Click Management' on the menu bar then choose 'Roles'
«  Select the role that you want to remove and click 'Delete Role":

Roles
[#, editRole  [C) Clone Rote

ROLE = DEFINITION = MEMBERS =

Account Admin g MSP Account Admin

Admin g MSP Admin 4

¢ edvrabils MSP Technician

[F9

To test cloned admin role

Test SD Role from C1 To check C1 role in S0
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+  Click 'OK"in the confirmation dialog

Confirm

Do you really want to delete selected role ?

Ib 'a' Cancel 2 0K

5.3 Admin Privilege Levels

Staff with 'Account admin', '"Admin' and 'Technician' roles are added and managed via the C1 console at
one.comodo.com. The same built-in roles are also available by default in Service Desk and ITSM. The following
tables summarize the different privilege levels of each role in the C1 console and in the individual modules.

Comodo One Web Console

Role Description

Account Admin The account admin is the top level administrator and can access all areas of the C1
console and individual modules.

Account Administrators can:
«  Add and manage companies for the MSP / Enterprise account
«  Add and manage MSP / Enterprise staff members with admin role
+  Add and manage MSP / Enterprise staff members with technician role
+  Transfer account admin rights to another administrator
+  Add integrated modules to C1 from the 'App Store'
«  View and download tool sets
«  Subscribe for new products and renew licenses for C1 modules
+  Can access all licensed modules
«  Generate reports
+  Schedule report generation
«  Manage account
«  Manage settings
«  Manage subscriptions
+  View usage details for modules
«  View billing details for modules

Admin (MSP/ Enterprise) | MSP / Enterprise admins have the following privileges:
+ Add and manage companies for the MSP / Enterprise account

+  Add and manage MSP / Enterprise staff members with admin role
+ Add and manage MSP / Enterprise staff members with technician role
«  Viewroles

«  View and download tool sets
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+ Access all licensed applications
+  Generate reports
+  Schedule report generation

Technician MSP / Enterprise staff with the technician role have the following privileges:

(MSP/Enterprise) . Access all licensed applications

- View, add and edit customers
«  Generate reports

+  Schedule report generation

+  View and download tool sets
+  View staff members

Remote Management and Monitoring (RMM)

Role Privileges

Account Admin +  Create and apply monitoring policies to endpoints
+  View alerts for policy violations
+ Initiate support sessions and accept support requests from end-users

- Deploy diagnostic and repair tools, run procedures and execute jobs on
endpoints

+  Access endpoint computers through remote desktop connection to correct issues

Admin (MSP/ Same privileges as account admin.
Enterprise)

Technician Same privileges as account admin.
(MSP/Enterprise)

Service Desk

Role Privileges

Account Admin «  Access both admin panel and staff panel

«  Open tickets on behalf of users

+  Edit tickets

«  Post a ticket reply

+  Close tickets

«  Assign tickets to staff members

«  Transfer tickets between departments

+  Delete tickets

+  Add/remove emails from the banned list via the ticket interface
«  Add/update/disable/delete canned responses and attachments
«  Add/update/disable/delete knowledgebase categories and FAQs
«  View stats of other staff members in allowed departments
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Admin (MSP/ «  Same privileges as account admin except view stats of other staff members in
Enterprise) allowed departments

Technician MSP / Enterprise staff members with technician role have the following privileges:
(MSP/Enterprise) - Access the staff panel but not the admin panel

«  Open tickets on behalf of users

- Edit tickets

«  Post a ticket reply

«  Close tickets

« Assign tickets to staff members

+  Transfer tickets between departments
Delete tickets

ITSM
Role Privileges
Account Admin «  Manage devices (full control)

«  Manage users (full control)

« Manage profiles (full control)

+  Manage procedures

«  Manage LDAP account

«  Manage Google API token

«  Manage antivirus settings

«  Manage Apple Push Notification service certificate
«  Manage Android settings

«  Manage custom variables

«  Manage application repository

+  Manage EAS token

«  Manage email templates

+  Manage Procedures

«  Approve Procedures

«  Access to RBAC (full control)

«  Access to compliance page

+  Access to push statistic page

+  Access to threat report page

«  MS Exchange access management

«  Access right to antivirus (full control)

« Access to application on devices part (full control)
«  Access to subscription section

«  Access to dashboard part of the system
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«  Send reports switcher

« Allow end user role to login to portal. Send user creation email and reset
password email when required.

Admin (MSP/ Same privileges as account admin.
Enterprise)
Technician
(MSP/Enterprise) Same privileges as account admin.

6 Managing Companies

Note: The ability to add and manage companies is available for C1 MSP accounts only. Refer to the Appendix for
details about available products in C1 MSP and C1 Enterprise accounts.

Companies, organizations and departments added through the 'Customers' interface of C1 portal will become
available for selection in all integrated modules (Service Desk, Dome Shield, IT and Security Manager). Admins can
then import users and devices to these companies through the individual modules.

The Comodo Service Desk interface also allows customers to create 'standalone’ (aka 'Unmanaged') companies.
Companies created this way will not be visible in the C1 interface or available in the other modules. For more details
about adding companies to Service Desk, refer to the online help page at https://help.comodo.com/topic-289-1-625-
7888-Managing-Organizations.html.

To open the 'Customer’ screen

+  Click 'Management' on the menu bar then choose 'Customer'

COMODO ONE
- & D/SHBOARD APPLICATIONSTCIRE TOOLS

Comodo One Portal Comodo One » Dashboard » O
| staff
~ Customer: All - Roles
Al A ks Account
Applications

The 'Customer interface displays a list of customer organizations added to Comodo One.
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Comodo One Portal Comodo One > Management > Customer

Customer

G) New Customer

NAME = CONTACT EMAIL = ADDRESS = POSTAL CODE = DESCRIPTION =

Coyote coyoteewile@yahoo.com Enterprise

Dithers Construction Co... avantistude@gmail.com 1, Lake View Road, Riverdale. 654321 Dithers Construction Company
Deer Company impalachevvy@gmail.com Amirthi Forest TN 631501 Dealing with Forest Surveilla...
ABC TV Services dyanorat481@gmail.com Chennail 600001 TV services

Chennai IT Services

fiatliena@gmail.com

No 7, Chennai Street, Chennai I})GUDMZ

Provider of IT services

Sky walk skywalk@chennai.com MNungambaakam 600016 Test

Kanchi Customer ihcnak@yopmail.com Main Road, Kanchipuram 631501 To look after Kanchipuram c...
kanchiidly kanchiidly@kannan.com Mettupalayam St 631501 Idly Specialist

BigBasket bigbasket@yopmail.com No 10, New Jersey street 631916 supermarket

Chennai Manpower Agen... chmaag@yopmail.com MNo.859, Chennai Internation... 600042

Column Header

Name

Company List - Table of Column Descriptions

The name of the company.

Description

Contact Email

Email address of the contact person of the organization.

Address The address of the organization.
Postal Code The area postal code of the organization.
Description A short description of the organization.

Sorting and Filtering Options:

Click any column header to sort the list of companies in ascending or descending order according to the

column label.

Filter the list or search for specific company by entering their name, contact email address, address or
postal code in the search field at top right in part or full.

The interface allows Account and MSP Administrators to:

Add an organization

Edit the details of an organization

Remove an organization

To add an organization

Click the 'New Customer' button from the 'Customer' interface
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The 'New Customer' form will be displayed.

Customer

CONTACT EMAIL =

New Customer

MNama *

Contact Email *

Address *

Postal Code *

Description *

«  Complete each field on the form then click 'Save' to add the customer.

A confirmation message will be displayed

Alert

Mew company is added successfully.

£ ok

To edit the details of an organization

«  Select the organization that you want to update the details

cCOMODO

Creating Trust Online®

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved.

63



COMODO

Creating Trust Online®

@ Hew Customer ‘m E’ Delete
NAME = CONTACT EMAIL = ADDRESS = FOSTAL CODE = DESCRIFTION =
Coyote coyoteswile@yahoo.com Enterprige
Dithers Cogstruction Company avantistudeEqgmail, com 1, Lake View Road, Riverdabs 654271 Dithers Construction Company
Diesar Confpany impalachevwy@gmail.com Amirthi Forest TH 637501 Deealing vith Forest Survedlance £
ABC ervices dyanoratd 81 @gmallcom Chenna &00001 TV services
Chenglai [T Services hallienasEgrmail com Ma 7, Chennai Streel, Chennai GO0042 Prowider of IT services
Shyfealkc shoywalk@chennai com Mungambaakam 00016 Tast
Eghchi Customer ihcnak@yopmail.com Main Road, Kanchipuram 6531501 To look after Kenchipuram custo...
anchiidiy kanchiidiy@kannan com Metiupakayam St 631501 ldly Specialist
Harizan josephsaviouri@gmail com 116 Helen Dr. Pittsheld, MA 071201 mzo Horizan serices
abciyopmail.com 11 MNC road, Shanthi colony, Che... 600094 IT servicas company

The 'Edit Company' dialog will appear:
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Edit Customer

MName *

ABC company

Contact Email *

abc@yopmail.com

Address *

11 MMC road, Shamnthi colony, Chennai

Postal Code *

G000%4

Description *

IT services company

«  Update the details as required.
+  Click the 'Save' button
A confirmation dialog will be displayed.

Alert

Company is edited successfully.

£ ok

+  Click 'OK'
To remove an organization from the list
- Select the organization that you want to remove from the list
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@ Mew Customer B Edit
HAME = CONTACT EMAIL * ADDRESS # FOITAL CODE # DESCRIFTION =
Coyote coyoteswila@yahoo.com Entterprigs
Dithers Construction fompany avantistude@gmail com 1, Lake View Road, Riverdab 654371 Dithers Construction Company
Dear Company impalachavwy@gmail.com Amirthi Farest TH 5371500 Deealing with Forest Survesllance £
ARC TV Servics dyanoratd 81 {@gmallcom Chennat G00001 TV services
Chennai [T Sfrvices fiallbenas@agrnail oom Ma 7, Chennai Steesl, Chenng 600042 Provwidler af IT Services
Shky walk shywalk@chennai.com Mungambaakam 00016 Tast
Kan ustomer Ihcnak@yopmallcom Main Road, Kanchipuram 631501 To look after Kenchipuram custo...
kargthindiy kanchiidly@kannan_com Mettupakayam St 6371501 Idly Specialist
wriFon josephsaviourd@grnadl com 116 Helen Dr. Pittsheld, MA 01301 ozo Horizon services
abciyopmail.com 17 MIMC road, Shanthi colony, Cha... IT servicas company

«  Click the 'Delete’ button.
A confirmation dialog will appear.

Confirm

Do you really want to delete selected company ?

o Cancel O 0K

+  Click' OK" in the confirmation dialog.
The company will be removed from Comodo One.

Alert

Company is deleted successfully.

@ ok
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7 Accessing 1 Modules

The Comodo One interface allows you to add modules which expand the core functionality of the product. You can
access all available modules by clicking 'Applications' in the file menu.

Note: The modules available to you depend on whether you have a C1 MSP or a C1 Enterprise account. See the
Appendix for details about available products for MSP and Enterprise accounts.

The core modules available with C1 are:

Service Desk - Allows administrators and staff members to respond to support tickets, reassign tickets to
other departments or personnel, generate reports, create knowledge base articles and more.

«  IT and Security Management - Allows MSPs and Enterprises to manage, monitor and secure mobile
devices and Windows endpoints which connect to customer networks. The basic version of ITSM is
available by default to customers that signed up for Comodo One version 3.0 and later. Customers that
signed up for Comodo One prior to version 3.0 version can integrate ITSM to their console if required. Refer
to the section Adding / Upgrading IT and Security Manager for more details.

+  Remote Monitoring and Management (RMM) - An efficient endpoint monitoring application that allows
administrators to monitor and manage multiple endpoints from one centralized console. RMM is available
from the 'Applications' interface for customers that signed up for Comodo One prior to version 3.0.
Customers who signed up for version 3.0+ should use the RMM features in Comodo ITSM. Refer to
https://help.comodo.com/topic-214-1-771-9524-Remote-Management-of-Windows-Devices.html for more
details.

«  Comodo Dome Shield - An enterprise web filtering solution that allows MSPs and enterprises to provide
comprehensive DNS based security for networks. Comodo Dome Shield is available as an Saa$S solution
and allows you to configure granular security and category based web rules.

Account administrators can also add the following additional modules from the 'Store' interface:

+  Comodo Quote Manager - Allows administrators and staff to generate and forward price quotes for
requirements from the customer organizations and manage them.

« Acronis Cloud Backup - An easy-to-manage service that backs up any data from any source and recovers
to any destination or system.

«  cWatch - Cloud based security intelligence and event management product (SIEM) that features advanced
event log monitoring, built-in reporting, multiple pre-set queries, a powerful custom-query interface,
automatic assignment of incidents to personnel, customizable dashboards and real-time alerts.

«  Comodo Dome Antispam (Enterprise version only) - An antispam and threat prevention solution that uses
advanced filtering technologies, antivirus scanners and content analysis engines to quietly and effectively
prevent unsolicited mail from entering your network.

+  Comodo Dome Antispam - MSP (MSP version only) - An antispam and threat prevention solution that
monitors email traffic on your customers' networks. The solution uses a sophisticated array of spam filters,
anti-virus scanners and content analysis engines to block spam, email-borne viruses and other unwanted
mail from reaching your customer's networks.

«  Comodo Dome Secure Web Gateway - A real time web traffic scanning solution that is capable of providing
comprehensive web content and security control for your customers. Includes URL filtering, malware
protection, Valkyrie real-time file verdicting and portable containment.

«  Comodo Customer Relationship Management (CRM) - A sales automation solution that allows you to save
time and grow productivity by implementing automatic workflows to generate, nurture and close customer
leads and opportunities.

«  Comodo Dome Cloud Firewall - Offered as an SAAS service, Dome Cloud Firewall simplifies network
security by delivering a single interface through which administrators can control firewall policy, antivirus,
intrusion prevention, website filtering, traffic monitoring, VPN and proxy servers.
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«  Comodo Dome Firewall Virtual Appliance - The same Dome Firewall functionality as described above but
provisioned in OVA or ISO format. These formats can be installed on bare-metal appliances and virtual
servers such as Virtualbox and Vmware.

«  Comodo Dome Firewall Manager - A central console for remote management of multiple Comodo Firewall
Virtual appliances. MSP/Enterprise admins can remotely monitor and manage Firewall appliances deployed
on remote networks.

Refer to the chapter App Store for more details about how to add these applications to Comodo One.

Note: Additional modules require separate subscriptions. Licenses can be obtained from within the C1 console.

Fully integrated apps include Acronis Cloud Backup, Comodo Quote Manager, Comodo CRM, cWatch, Comodo
Dome Secure Web Gateway, Dome Cloud Firewall, Dome Firewall Virtual Appliance, Dome Data Protection and
Dome Antispam. Other products in the app store are currently 'standalone’ but we plan to integrate them with C1 in
upcoming versions.

To open a module from the Comodo One interface

«  Click 'Applications' on the menu bar and choose the application from the list:
COMODO ONE
hMsP)

DASHBOARD APPLICATIONS MANAGEMENT STORE

Comodo One Portal IT and Security Manager

RMM
atch Manageme
Roles Patch Management
Device Management
Procedures
ROLE = DE
Service Desk
Account Admin g .o: aditsble MS
Dome Shield
Admin g o editable MS
cDome Standard

Technician g o editable MS
Comodo Quote Manager

Test Admin Role Tot

CRM
Test SD Role from C1 CWatch T
[Cloned] Test SD Role fram C1 Patch Management [Clo
App Restricted All Applications [Clc

The selected module will open:
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a A
coMoDO Coyote ~ -
teewil hoo.
Quote Manayer 00 22 2017 1554 P EA ‘ ¢ coyoteewile@yahoo.com
v2.7.0
| M Home :
ull Search quote by title or contact Q, SEARCH New Quote, no template hd 4+ NEW QUOTE
a Quotes
B Contacts Awaitin J customer response
W s ServiceDesk: CPU Overheati... 510.00 USD
Drther's Constructicn Company, by C..  Aug 10, 2017 5:43 AM - .
£ remind 510.00 USD
|_D Templates awaiting
Drafts - T
M repors 0.00 USD
rejected
ServiceDesk: Disk error dete... 202.98 USD 5507
Deer Company, by Coyote Wile Jun 05, 2017 7:05 AM |
A archive
450 -
400 -
Installation Windows 0S 265.15USD 350 |
The Mosaic Company, by Coyote W.. Feb 09, 2017 12:00P... 300
@ archive -
200+
Apply Office Furniture 2,671.87 USD ki
£ archive

«  Alternatively, click 'Applications' on the menu bar and choose 'All Applications' from the drop-down.
All integrated modules for your account will be displayed:

+  Click on the module that you want to open
Please note, right-click option allows you to open a module in a separate tab or a new window.

8 App Store

Account administrators can integrate a range of additional Comodo network security and endpoint management
applications from the 'Store'. These applications are in addition to the core C1 modules ('Service Desk', 'IT and
Security Manager' and Dome Shield). Refer to Accessing C1 Modules for more details on each product. Some
additional applications require separate licenses to be purchased.

+  Click 'Store" on the menu bar to open the app store:

Comodo One also allows you to link additional Comodo Accounts Manager (CAM) / Comodo One accounts to this
C1 account. This allows you to share licenses and use of the products.

For example, if you have already purchased a license for Dome Secure Web Gateway on a different CAM account,
then you can add this CAM account here, set it as default then add the product as a module from the C1 store. Refer
to Comodo License Account Details for more details on linking additional accounts.

The validity period and the total usage of shared licenses depends on the individual product license.

Note: The products available in the store differ between MSP and Enterprise accounts. Refer to the Appendix for
more details.

Comodo products are available at discounted prices for MSPs that are also Comodo Partners / Resellers. The
discounted prices will be available for partners when purchasing Comodo products via the C1 Store. See 'Set an
MSP account as Comodo Partner' in the section 'Comodo License Account Details' for details about becoming a
partner.

The following applications are available from the Store:
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+  Acronis Cloud Backup (integrated)

«  Comodo Quote Manager (integrated)

+  cWatch (integrated)

«  Comodo Dome Secure Web Gateway (integrated)

«  Comodo Customer Relationship Management (CRM) (integrated)

«  Comodo Dome Cloud Firewall (integrated) (Available only for Enterprise customers)
«  Comodo Dome Firewall Virtual Appliance (integrated)

«  Comodo Dome Data Protection (integrated) (Available only for Enterprise customers)
«  Comodo Dome Antispam (integrated) (Available only for Enterprise customers)

«  Comodo Dome Antispam - MSP (integrated) (Available only for MSP customers)

«  Comodo Dome Firewall Central Manager (integrated)

+ IT and Security Manager (Only for customers that signed to Comodo One prior to version 3.0)

'Integrated' applications can be accessed from Comodo One through the 'Applications' interface. Other products are
currently 'standalone' but we plan to integrate them with C1 in upcoming versions. Selecting these applications
enables you to view the product description page and to subscribe for them.

To open the 'Store' interface
+  Click 'Store' on the menu bar
The available applications, integrated and stand-alone, will be displayed.

A
Comodo One Portal Coreely One » Stane
Store
e i 2

BCTONIS tegrated EOMODG

Bach Quote Manager
Aonores Back-up m Comnodo Quote Manager m
C::J T —— £OMODO DOME

The 'Store' interface features the following apps:

+  Acronis Cloud Backup - Enterprise backup solution that allows you to perform local backup and cloud
backup of all data from disks, partitions, servers and so on. In case of data loss, you can recover anything
easily and quickly, be it files, folders, applications or entire system. Acronis Cloud Backup can be integrated
with C1 and managed from the C1 web interface. To know more about how to add this application into C1,
see 'Add Acronis Backup'.

«  Comodo Quote Manager - An easy-to-use quotation management solution that provides high sales visibility
to MSP/Enterprise administrators and staff, such as number of accepted orders and their value, quotes that
are pending and those that are rejected. You can keep track of submitted quotes, send reminders to
customers, resolve customer queries almost instantly and view detailed sales reports. To know more about
how to add this application into C1, see 'Add Comodo Quote Manager'.
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«  Comodo cWatch - cWatch is a cloud based security intelligence and event management product (SIEM)
that features advanced event log monitoring, built-in reporting, multiple pre-set queries, a powerful custom-
query interface, automatic assignment of incidents to personnel, customizable dashboards and real-time
alerts. To find out more, see 'Add cWatch'.

«  Comodo Dome Secure Web Gateway - A real time web traffic scanning solution that is capable of providing
comprehensive web content and security control. This module is optional and can be added after creating a
Comodo One account. See 'Add Comodo Secure Web Gateway' for more details.

«  Comodo Customer Relationship Management (CRM) - A sales automation solution that allows you to save
time and grow productivity by implementing automatic workflows to generate, nurture and close customer
leads and opportunities. This module is optional and can be added after creating a Comodo One account.
See 'Add Comodo Customer Relationship Management' for more details.

«  Comodo Dome Cloud Firewall (available for Enterprises only) - Cloud Firewall includes a web-application
firewall, antivirus scanning, intrusion prevention, website filtering and traffic monitoring. This module is
optional and can be added after creating a Comodo One account. See 'Add Comodo Dome Cloud Firewall
for more details.

+  Click on 'Dome Cloud Firewall' to view a full product description and purchasing links.

+  You can view our online help guide for Comodo Dome Cloud Firewall at
https://help.comodo.com/topic-436-1-901-11511-Introduction-to-Dome-Cloud-Firewall.html.

«  Comodo Dome Firewall Virtual Appliance (available for Enterprises and MSP) - The same functionality as
the Cloud Firewall but provisioned in OVA or ISO format. These formats can be installed on bare-metal
appliances and virtual servers such as Virtualbox and Vmware. This module is optional and can be added
after creating a Comodo One account. See 'Add Comodo Dome Firewall Virtual Appliance' for more details.

+  Click on "Firewall Virtual Appliance" to view a full product description and purchasing links.

+  You can view our online help guide for Comodo Dome Firewall Virtual Appliance at
https://help.comodo.com/topic-436-1-912-11986-Introduction-to-Comodo-Dome-Firewall-—Virtual-
Appliance.html.

+  Comodo Dome Data Protection (available for Enterprises only) - A cloud based data protection enterprise
solution that enforces polices data in use, data in motion and data at rest to prevent data loss. This module
is optional and can be added after creating a Comodo One account. Refer to the section 'Add Dome Data
Protection' for more details.

«  Comodo Dome Antispam (available for Enterprises only) - An enterprise anti-spam and threat prevention
solution that uses a sophisticated array of spam filters, anti-virus scanners and content analysis engines to
prevent unsolicited mail from ever entering your customers' networks. This module is optional and can be
added after creating a Comodo One account. Refer to 'Add Comodo Dome Antispam' for more details.

+  Clicking on 'Comodo Dome Antispam' takes you to the product description page that contains the
details of the product, key features, system requirements, pricing information and a link to product
purchase page.

+ You can view our online help guide for Comodo Dome Antispam at https://help.comodo.com/topic-
443-1-898-11360-Introduction-to-Comodo-Dome-Anti-spam.html.

«  Comodo Dome Antispam - MSP (available for MSP customers only) - An antispam and threat prevention
solution that monitors email traffic on your customers' networks. The solution uses a sophisticated array of
spam filters, anti-virus scanners and content analysis engines to block spam, email-borne viruses and other
unwanted mail from reaching your customer's networks. See '‘Add Comodo Dome Antispam - MSP' for
more details.

+  Click on 'Comodo Dome Antispam - MSP" to view a full product description and purchasing links.

+  You can view our online help guide for Comodo Dome Antispam - MSP at
https://help.comodo.com/topic-445-1-914-12136-Introduction-to-Comodo-Dome-Antispam-—
MSP.html.

+  Dome Firewall Central Manager (available for Enterprises and MSP) - Firewall Central Manager allows you
to manage several Dome Firewall virtual appliances installed on customers' networks from a single console.
Dome Firewall Central Manager is free of cost.
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+  Click on 'Firewall Central Manager' to view a full product description and purchasing links.

+  |T and Security Manager (ITSM) - Manage and secure all endpoints and mobile devices that connect to
your customers' networks with a single management application. ITSM is offered as a core component with
Comodo One for customers that signed up to Comodo One version 3.0 or later. Customers that signed up
to Comodo One prior to version 3.0 can integrate ITSM to Comodo One from the 'App Store' interface.
Refer to the section 'Adding / Upgrading IT and Security Manager' for more details.

‘Tip: You can search for a specific module box at top-right and clicking the magnifying glass.

8.1 Add Acronis Backup

Acronis solves business data protection challenges with an easy-to-manage service that backs up data from any
source and recovers to any destination or system. Acronis Backup data centers are situated in three different
locations (US, UK and Germany), allowing you to choose the data center closest to you.

+  You can add Acronis Cloud Backup to your account by purchasing a new license in the Comodo One
console (‘Store' > Click 'Get Module' in the Acronis tile)

+  Alternatively, you can add the module by linking to another Comodo Accounts Manager (CAM) or C1
account that already has an Acronis Backup license. Usage of the service will be shared by both accounts.
Cumulative usage and validity are bound to the original license limitations.

Please read the following sections to learn more:
- Purchase a new license
+ Activate the license
Purchase a new license
New licenses for Acronis Cloud Backup can be purchased and activated from the 'Store' interface:
+  Click 'Store' on the menu bar
« Allavailable applications will be displayed. Click 'Get Module' in the 'Acronis Cloud Backup' tile:

Acronis Integrated

Cloud Backup

Acronis Back-up

+  This will open the product purchase page:
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Comodo One Portal Comodo One > Store > Shopping
Buy New Subscription Acronis Back-up

Login
1. Login =
2. Comodo Account Login *
3. Configure Subscription coyoteewile@yahoo.com
4. Customer Information

Password *
5. Payment Options

LA A1l
6. Order Confirmation
[5] Forgot Password
7. Order Summary
O .

Your login username will be pre-populated and cannot be changed.
+  Enter your Comodo One account password in the 'Password' field and click 'Login'

- Subscriptions assigned to this COMODO Account
. Login

2. Comodo Account You do not have any existing licenses. Please continue purchasing by clicking Buy New
button.

3. Configure Subscription

4. Customer Information

5. Payment Options

6. Order Confirmation

7. Order Summary

+  Click 'Buy New'
The configuration screen appears.

«  Choose the data center on which you want to store your data from the 'Data Center Region for Backups'
drop-down.

+  Choose your preferred subscription plan:
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Comodo One Portal Comodo One > Store > Shopping
Buy New Subscription Acronis Back-up
. Configure Subscription
1. Login
Data Center Region for Backups *
2. Comodo Accourt
United States ’T‘
3. Configure Subscription
(SIS RESemEeh Monthly, Prepaid Yearly, Prepaid Postpaid
5. Payment Options
6. Order Confirmation
7. Order Summary
100 Gb 500 Gb 1Tb 5Tb
$20.00 $95.00 $184.32 $819.20
per menth per menth per month per menth

«  Click 'Next'

«  Enter your company name, website and address details in the ‘Customer Information' section then agree to
the terms & conditions and click 'Next'":
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Customer Information

1. Login
2. Comodo Account Company Name
3. Configure Subscription Dodger
4. Customer Information
Company Website Phone Number *
5. Payment Options 048123456
6. Order Confirmation
Street Address * Street Address 2 *
7. Order Summary
202 W 10th St 202 W 10th St
City * Country ™
Alton United States F|
State or Province * Postal Code *

lowa ’T‘ 51003

Billing Information
The same as Contact Information

Terms and Conditions
| have read and agree the End User License/Service Agreement.

:i— Back | Mext

- Enter your payment card details then click 'Next' to proceed to the order confirmation page:

Payment Options
1. Login
2. Comodo Account
3. Configure Subscription VISA @
Credit Card Number
4. Customer Information
Enter Card Number 7
5. Payment Options
6. Order Confirmation Gard - Date
R
7. Order Summary s

What is it?

When paying by credit card, the billing information should be exactly as it appears
on your credit card statement. For credit card verification, please ensure that your
first and last name are entered as they appear on your card.
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+  Click 'Next' on the confirmation page to submit your order for processing.
+  For post-paid plans, you can enable auto-payments so you need not keep track of billing dates.

+  After the purchase is complete, Acronis Cloud Backup will appear in the 'Applications' interface. See the
description at the end of this section if you need more help to open the Acronis Backup interface.

Activate the license
«+ You can activate licenses for your C1 account through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process..

To add Acronis Backup by activating an existing license
+  Click 'Store' on the menu bar
+  Click 'Get Module' in the Acronis Backup tile

Acronis Integrated
Cloud Backup

Acronis Back-up ity Get Module

+  This will open the product purchase page:

1. Login Login
2. Comodo Account Login *
3. Configure Subscription impalachevvy@gmail.com
4. Customner Information
Password *

5. Payment Options

6. Order Confirmation
@ Forgot Password

7. Order Summary

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'
The 'Comodo Account' page will display Acronis licenses associated with the default account:
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Subscriptions assigned to this COMODO Account

Data Center Region for Backups*

2 Comodo Account
United States

2. Configure Subscription

4. Customaer Information
Select license you would like to activate.

5. Payment Options

ID: : -
Acronis Back-up (100 GB)

6. Order Confirmation

Start Date: 02/156/2017

7. Order Summary

£ ‘ Activate Selected ’ Buy Mew

«  Choose the data center on which you want your data to be stored from the 'Data Center Region for
Backups' drop-down.

«  Select the license you wish to activate and click 'Activate Selected'

Subscriptions assigned to this COMODO Account

Data Center Region for Backups*

United States 2

ID: bb2a2190-f5aa-4595-8836-cb09e94e7096

IN-USE Acronis Back-up (100 GB) Activation Complete @
Start Date: 02/15/2017

The license will be activated and Acronis Backup will be added to your list of 'Applications'.
To open the 'Acronis Backup' interface
+  Click 'Applications' on the menu bar then choose 'Acronis Backup'
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COMDDO% DASHBOARD{ APPLICATIONS ANAGEMENT STORE TOOLS

Comodo One Portal O TLEIE  Service Desk

Patch Management

E Customer: All IT and Security Manager

Patch Management

Quick Actions
RMM
| o o 1

Device Management
Procedures

Acronis Back-up

Cwatch

OR

+  Click 'Applications' on the menu bar and choose 'All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles:

Acronis
Cloud Backup

Acronis Back-up

Open Module

+  Click 'Open Module' on the 'Acronis Cloud Backup' tile
The Acronis Cloud Backup interface will open in a separate tab:
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Acronis Groups Trust Managed IT.. Ex3 Q © A

“ GROUPS —) Trust Managed IT Service Provider 0 0 0 0 o 0/100.0GB

Trust Managed IT Service Provider

[5) REPORTS CUSTOMERS

(IJ NAME SPACE USAGE 7-DAY BACKUP HISTORY

(0] Trust Managed IT Servic... 0 0 0 0 0 0

ACRONIS ANYDATA ENGINE

®  asour -+ Apocrour

For more details about how to use Acronis Cloud Backup, refer to the online admin guide at
http://www.acronis.com/en-us/support/documentation/Acronis_Backup_Cloud/index.html

8.2 Add Comodo Quote Manager

Comodo Quote Manager (CQM) allows MSP/Enterprise users to quickly generate price quotes for their customers.

+  Quotes can be forwarded to customers directly from the C1 interface. Customers can review, accept or
reject their quotes using the online viewer.

«  Feedback system lets your customers provide responses to your quotes
+  Built-in dashboard lets you easily keep track of the status of your quotes.

«  Other features include custom quote templates, custom email templates, quote reminders, sales reports
and more.

To add Comodo Quote Manager to C1
«  Click 'Store' on the menu bar and locate the 'Quote Manager tile.
+  Click 'Quote Manager' to view the product description.
+  Click 'Get Module' to start the integration process.

The end user license agreement will appear:
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Quote Manager

o o B @

2/’

Comodo Quote Manager Acceptance

__| have read and agree the End User License/Service Agreement.

0 Cancel

+  Read the EULA fully, select the check box and click 'OK'.
Comodo Quote Manager will be added to your C1 console and a confirmation will be displayed:

Alert

Application activation is completed successfully. Your portal will be ready in a few
minutes. Please check it under "Licensed Applications' menu later.

il

& OK

Once the module is added, you can access Comodo Quote M_anager from the 'Applications' interface.
To open the 'Comodo Quote Manager' interface
«  Click 'Applications' on the menu bar then choose 'Comodo Quote Manager'
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COMDE’O% DASHBOARD APPLICATIONS MANAGEMENT STORE TOOLS

Comodo One Portal IT and Security Manager

Patch Management
Store i
Device Management
Procedures
Service Desk

Acronis Back-up

Comodo Quote Manager

%

Dome AntiSpam MSP
Dome Secure Web Gateway

All Applications

OR

+  Click 'Applications' on the menu bar then choose 'All Applications'
+  Click 'Open Module' in the '‘Comodo Quote Manager" tile:

=

Comodo One Portal Comodo One > Applications
Applications
All

coMODO —— — .

comMono DOME [N COMODO DOME
Quote Manager coMobo boME R stangare

Comodo Quote Manager Dome AntiSpam Dome Firewall Virtual Appliance cDome Standard
Open Module Open Module Open Madule

The 'Comodo Quote Manager' interface will open:
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coMoDO Coyote
Quote Managzgl; Aug 22, 2017 1:54 PM
=
ull Home Search quote by title or contact Q. SEARCH
a Quotes
B conisess Awaiting customer response
W s ServiceDesk: CPU Overheati... 510.00 USD
Drther's Constructicn Company, by C..  Aug 10, 2017 5:43 AM
Q remind
|_D Templates
Drafts . T
m Reports 0.00 USD
rejected
ServiceDesk: Disk error dete... 202.98 USD 5507
Deer Company, by Coyote Wile Jun 05, 2017 7:05 AM |
A archive
450 o
400 -
Installation Windows 0S 265.15USD 350 |
The Mosaic Company, by Coyote W.. Feb 09, 2017 12:00P... 300
@ archive -
00
Apply Office Furniture 2,671.87 USD 1504
£ archive

For more details about how to use Comodo Quote Manager, see the online admin guide at
https://help.comodo.com/topic-289-1-778-9798-Introduction-to-Comodo-Quote-Manager.html

8.3  Add cWatch

cWatch is a next generation security information and event monitoring platform that allows MSPs to provide strong,
real-time protection for customer networks. It features advanced event log monitoring, built-in reporting, multiple pre-
set queries, a powerful custom-query interface, automatic assignment of incidents to personnel, customizable
dashboards and real-time alerts.

The basic version of cWatch is free for thirty days. Account administrators can upgrade to a full license from the
cWatch interface at any time.

+  You can add cWatch to your account by subscribing for a new trial license from the Comodo One console.

+  Alternatively, you can add cWatch by linking to another Comodo Accounts Manager (CAM) or C1 account
that already has a cWatch license. The service can then be used by both accounts. Cumulative usage and
validity are bound to the original license limitations.

Please read the following sections to learn more about:
+  Obtain a frial license
- Activate the license
Obtain a Trial License
+  Click 'Store' on the menu bar
All available applications will be displayed.
«  Click the cWatch tile to see product details and pricing
+  Click the 'Basic Version' button to claim your 30 day free trial
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This will open the product purchase page. No payment details will be required to set up the free trial.

Buy New Subscription CWatch

— Login
2. Comodo Account Login *
3. Configure Subscription sumeetdomestic@gmail.com
4. Customner Information
Password *

5. Payment Options

6. Order Confirmation
(5] Forgot Password

7. Order Summary

+  Enter your Comodo One account password in the 'Password' field and click ‘Login'.

Buy New Subscription CWatch

- Subscriptions assigned to this COMODO Account
. Login

2. Comodo Account You do not have any existing licenses. Please continue purchasing by clicking Buy New
button.

3. Configure Subscription

4. Customer Information

5. Payment Options

6. Order Confirmation

7. Order Summary —

m

+  Click 'Buy New'
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Buy New Subscription CWatch

. Configure Subscription
1. Login

2. Comodo Account
3. Configure Subscription

4. Customer Information

5. Payment Options

6. Order Confirmation

FREE
7. Order Summary per month
Select
+  Click 'Select'
Buy New Subscription CWatch

Customer Information
1. Login
2. Comodo Account Company Name
3. Configure Subscription Dodger
4. Custy Informati

S - Company Website Phone Number *

5. Payment Options 048123456
6. Order Confirmation

Street Address * Street Address 2*
7. Order Summary

202 W 10th 5t 202 W 10th St
City * Country *
Alton United States F‘
State or Province * Postal Code ™
lowa F| 51003

Billing Information
The same as Contact Information

Terms and Conditions

| have read and agree the End User License/Service Agreement.
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- Enter your company name, website and address details in the ‘Customer Information' section, then agree to
the terms & conditions and click 'Next'

The 'Order Confirmation' page will be displayed:

Order Confirmation

1. Login
2. Comodo Account
LICENCE FULL
PRODUCT
3. Configure Subscription PERIOD PRICE
4. Customer Information
cWatch Starter For Comodo One FREE 30 days (500 mb/day log volume) 30 days 50.00
5. Payment Options
TOTAL $0.00

6. Order Confirmation

7. Order Summary

+  Confirm your order and click 'Next'
The 'Order Summary' page will be displayed.
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Buy New Subscription CWatch

Q Congratulations! Your order is completed.
1. Login

2. Comodo Account

Order #34308539-8

3. Configure Subscription

4 Customer Inf tion Comodo Security Solutions, Inc.

1255 Broad Street Dodger
5. Payment Options Clifton, NJ 07013 202 W 10th St 202 W 10th St
United States Alton
6. Order Confirmation support.comodo.com IAUS

7. Order Summary
Subscription Details

PRODUCT NAME LICENSE KEY

cWatch Core For Comodo One FREE 30 days (50...  2e4d94fc-87f1-4de5-a2bf-4993f4826e68

INVOICE NUMBER 34308539-18 SUBSCRIPTION ID 1819843944
Order Details

Order Number 34308539-8

Order Date 2017-10-06

Order Total 50,00

Subscription Expires On 2017-11-05

«  Click 'Finish'

+  After the purchase is complete, cWatch will appear in the 'Applications' interface. See the description at the
end of this section if you need more help to open the cWatch interface.

Activate the license
+  You can activate licenses for your C1 account through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process..

To add cWatch by activating an existing license
«  Click 'Store' on the menu bar
«  Click 'Basic Version' on the cWatch tile.
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+  This will open the product purchase page:

1. Login Login
2. Comodo Account Login *
3. Configure Subscription impalachevwy@gmail.com
4. Customner Information
Password *

5. Payment Options

6. Order Confirmation
@ Forgot Password
7. Order Summary

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'
The Comodo Account page will display cWatch licenses associated with the default account:

Subscriptions assigned to this COMODO Account
1. Login

2 Comodo Account Select license you would like to activate.

3. Configure Subscription

|O- - ’ S —
cWatch Starter For Comodo One FREE 30 days (500 mb/day log volume)

4. Customer Information
Start Date; 02/16/2017

5. Payment Options

6. Order Confirmation

7. Order Summary

«  Select the license you wish to activate and click 'Activate Selected'
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Subscriptions assigned to this COMODO Account

10

IN-USE cWatch Starter For Comodo One FREE 30 days (500  activation Complete @
mb/day log volume)
Start Date: 02/16/2017

The license will be activated and cWatch will be added to your list of licensed 'Applications'.
To open the 'cWatch' interface
+  Click 'Applications' on the menu bar then choose 'CWatch' from the drop-down

COMODO% DASHBOARD APPLICATIONS MAMNAGEMENT STORE TOOLS

Comodo One Portal IT and Security Manager

Patch Management

E Customer: All RMM

Quick Actions Device Management

Procedures
: Service Desk
Dome Shield
Acronis Back-up

CRM

CWatch

' Dome AntiSpam MSP
|

Dome Secure Web Gateway

All Applications W
OR
+  Click 'Applications' on the menu bar then choose "All Applications'
All licensed modules for your account will be displayed.
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Gb cWatch

CWatch

+  Click 'Open Module' on the 'cWatch' tile

For more details about how to use cWatch, refer to the online admin guide at https://help.comodo.com/topic-325-1-
675-8359-Introduction-to-Comodo-NxSIEM.html.

8.4 Add / Upgrade IT and Security Manager

Comodo IT and Security Manager (ITSM) is a single, unified platform that allows administrators to protect and
manage mobile devices and Windows endpoints from a single console.

«  For customers that signed up for Comodo One prior to version 3.0 - ITSM is not available by default. The
Account Administrator can integrate ITSM from the App Store interface. To do that, go to Store, then click
on the ITSM tile to purchase the product. You can subscribe for a basic version by clicking the 'Basic
Version' button or Premium/Platinum version by clicking the 'Get Module' button. For customers that have
subscribed for the basic version, please see the section below to know how to upgrade to a higher version.

+  For customers that signed up for Comodo One version 3.0 and later - Account Administrators can upgrade
their license by clicking 'License Options' at the top of the ITSM interface and then purchase
Premium/Platinum version.

The rest of this section explains how you can upgrade the default basic ITSM to Premium/Platinum version.

You can upgrade ITSM by purchasing a new license from the Comodo One console. Alternatively, you can upgrade
ITSM by linking to another Comodo Accounts Manager (CAM) or C1 account that already has a ITSM license. The
service can then be shared by both accounts. The cumulative usage and validity are bound to the original license
limitations.

Please read the following sections to learn more about:
+  Purchase a new license
+ Activate the license
To upgrade ITSM to a higher version by purchasing a new license
- Click 'Applications' on the menu bar then choose 'IT and Security Manager' from the drop-down.
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DASHBOARD APPLICATIONS MAMAGEMENT STORE TOOLS

Comodo One Portal Comodo One 1T and m%ﬂh Manager

Patch Management

E Customer: All RMM

Quick Actions Device Management
Procedures
:I Service Desk
101

Acronis Back-up

Comodo Quote Manager

OR

+  Click 'Applications' on the menu bar then choose "All Applications' from the drop-down.

All licensed modules for your account will be displayed as tiles:
+  Click 'Open Module' on the 'IT & Security Manager' tile

Comodo One Portal Comodo One > Applications

Applications

coOMODO comono
W IT & SECURITY MANAGER @ SERVICEDESK

IT and Security Manager Service Desk

Open Module Open Module

o
COMODO DOME

shield

Dome Shield

Open Module

COMODO

Creating Trust Online®

The ITSM interface will open:
+  Click 'License Options' at the top
The 'Upgrade' screen will appear.

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved.

90



COMODO

Creating Trust Online®

COMODO ONE
hMsP |

DASHBOARD APPLICATIONS MANAGEMENT STORE TOOLS PA

IT & Security Manager

DASHEOARD

DEVICES

Core Premium Platinum

— Advanced Endpoint Protection (AEP)

7-layer Advanced Endpoint Protection with Default Deny
security posture

Valkyrie

30 days

Valkyrie

Patch management
Monitoring
Procedures
Remote Access
Full MOM

Full MAM

Full MSM

BYOD support

Community support

2477 professional support ® @_}

5 roscro

One platinum / premium license covers up to 5 mobile devices or 1 computer per user

«  Compare the features and click 'Upgrade Now' button for your preferred version.
This will open the product purchase page in your C1 account:

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 91



Comodo One-Administrator G comono

Comaodo One Portal Comado One » Store 3 Shopping

Buy New Subscription IT and Security Manager

1. Lagin Login
2. Compdo Account Login *
3. Configure Subscription sekchan@yopmail.com
4. Cuslomer Inforrmalion
Pazsword

5. Payment Options

&, Order Confirmalion
(5] Forget Password

7. Order Summany

Your login username will be pre-populated and cannot be changed.

«  Enter your Comodo One account password in the 'Password' field and click 'Login'

Comodo One Portal Comodo Ong » Store > Shopping

Buy New Subscription IT and Security Manager

o Subscriptions assigned to this COMODO Account
. Login

2 Comodo Aecount You do not have any avallable cense 1o activate. Please continue purchasing by chicking "BUY NEW" button.

2. Comfigure Subscription =

ITSM Subscription Basie Edition Fer Comods ONE Unlimitad

Start Dale 09/29/7015

4. Customer Infarmation
4 Paymant Options

6. Order Confirmation

7. Ordar Summary

=

The license details of the basic version will be displayed.
+  Click 'Buy New'
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Comodo One Portal Comode Ong > Store > Shopping

Buy New Subsecription IT and Security Manager

Configure Subscription

& IT and Security Manager Premium Edition

4. Cconfigure Subsaoriptian IT and Security Manager Platimem Edition

Compare License Oplions

4. Cuslomer Informalion
&, Paymenl Oplions
& Ordar Confirmation Amount of Users 1 Users

7. Ordar Summary

1 104 S00 el L]
|
$39.00 §35.10 $0.00 $0.00
per usear per user per user per user
Select Period
1 month 3 months 6 months 2 years 3 years

$39.00 p=r 1 user for year = 539.00

$39.00

+  Click 'Buy New'

+ Inthe configure subscription screen, select the ITSM version and select the number of users you require.
The per-user rate depends on the number of users.

«+  Select the period in the table. The minimum license period is for a month.
+  Click 'Compare License Options' to view the feature differences for Premium and Platinum versions.

«  Click 'Next' to continue to the customer information form:
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Comodo One Portal Comado Ong * Stora » Shopping

Buy New Subscription IT and Security Manager

Customer Information
1. Login
2. Comodo Account Company Marme
3, Configura Subscription Trust Managed IT Service Provider
4, Customer Infarmation .
Company Website Fhone Mumbar +
3. Payment Options:
S0
&. Order Conlirmalion
Street Address @ Sireet Address 2 &
7. Order Summany
Pachaiyappas College Periyar Magar
Clty ~ Country *
Kanchipuram Indka
State or Province Postal Code *
BI15M

Billing Infarmaltion
I The same as Contact Information

Terms and Conditions

B | have read and agree the End User License/Serdce Agreemend

- Enter your company name, website and address details in the 'Customer Information' section then agree to
the terms & conditions and click 'Next":
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Comodo One Portal Comods Ong > Store * Shopping

Buy New Subscription IT and Security Manager

. Payment Dptions
1. Login
2. Comodo Account
3. Configure Subscription VISA @
Crechl Card Humbsr

4. Customer Information

Enter Card Mumber o
5 Paymeni Oplions

&, Ordar Confirmation Card Holder Nama Expiration Dt

- oy
7. Order Surmmarny John Daa v v

Wha s i
‘When paying by credit card, the billing information should be exactly a3 it appears on your credit cand

statement. For credil card verification, please ensune thal your irsl and last name are entered as they

appear on your card

- Enter your payment card details then click 'Next' to proceed to the order confirmation page:

Comaodo One Portal Comede One » Store » Shopping

Buy New Subscription IT and Security Manager

Order Confirmation

1. Login
2 Comodo Account
PRODUCT LICENCE PERIXD USER QUANTITY FULL PRICE
3. Conhgune Subscription
A Customer Information COM_Subzeription_Prermium_Edilion (1-99) 2 Manths 4 S48 00
& Paymant Options TOTAL 548,00

& Order Confirmation

7. Qrdar Summary

+  Click 'Next' to view the order summary:

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 95



Comodo One-Administrator G comono

Comodo One Portal Comodo One » Store » Shopping

Buy New Subscription IT and Security Manager

_ o Congratulations! Your order is completed.
1. Login

2. Comoda Account

Order #709725-4

3. Configure Subscription

A Customer Infosrrstion Comodo Security Solutions, Inc.

1255 Broad Street Trust Managed IT Service Provider
5. Payment Options Clifton, NJ 07013 Pachaiyappas College Pariyar Nagar
United States Kanchipuram

£ Owder Confirmation suppart comode oom N

7. Onder Surmmary
Subscription Details

PRODUCT NAME LICENSE KEY

COM_Subscription_Fremium_Edition (1-89)

INVQICE NUMEBER T09T254 SUBSCRIFTION ID AIETAFDDE
Order Details

Qrdar Mumber M9TFIs-4

Order Date 20170220

Order Total £48.00

Subscription Expires On 2017-05-20

Product Details

Mumber of Uisers 4

LUlges Price £12.00

0

«  Click 'Print' to take a print of the order summary.
«  Click 'Finish' to complete the purchase process.

The license will be added to your account and can be viewed in the ITSM interface. To view the details, open ITSM >
'Settings' > 'Subscriptions' > 'List of Licenses' tab.
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IT & Security Manager = subscriptions > List of Licenses i i ) @ & Logout (coyoteewile@yahoo.com)
DASHBOARD
License Summary List of Licenses
DEVICES
USERS 5 Add New License ﬁ Remove License
LTl L ANyl f E e LICENSE TYPE LICENSE KEY ACTIVE PREMIUM OWNER EXPIRATION DATE
APPLICATION STORE
Valkyrie Free eb5c70c5-46b0-4e8... Yes No coyoteewile@yaho... 2018/06/21 08:04:21 PM
APPLICATIONS
IT and Security Man... 02b58eZb-2e33-4a... No No coyoteewile@yaho... 20717/03/04 05:31:36 FM
SECURITY SUB-SYSTEMS
Results per page: 20 v Displaying 1-2 of 2 results.
CERTIFICATES
System Templates
Portal Set-Up
Support

To upgrade ITSM to a higher version by activating the license

You can also activate licenses in linked accounts. To do this, you must first have linked an account and set it as
default. See Comodo License Account Details for more details on this process.

+  Click the 'Applications' on the menu bar then choose 'IT and Security Manager' from the drop-down.
OR
+  Click the 'Applications' on the menu bar and choose 'All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles:
+  Click 'Open Module' on the 'IT & Security Manager' tile
«  Click 'License Options' at the top
The 'Upgrade' screen will be displayed:

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 97



COMODO

Creating Trust Online®

COMODO ONE
h_MsP]

DASHBOARD APPLICATIONS MANAGEMENT STORE TOOLS P&

IT & Security Manager = Welcome

DASHBOARD

DEVICES

Core

Premium Platinum

— Advanced Endpoint Protection (AEP)

74ayer Advanced Endpoint Protection with Default Deny
security posture

Valkyrie

30 days

Valkyrie

30 days

Patch management
Monitoring
Procedures
Remote Access
Full MDM

Full Mam

Full MSM

BYOD support

Community support

24,7 professional support @ G}

5 rorcom

One platinum / premium flicense covers up to 5 mobile devices or 7 computer per user

«  Click the 'Upgrade Now' button for the version available for the license.
This will open the product purchase page in your C1 account:
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Comaodo One Portal Comado One » Store 3 Shopping

Buy New Subscription IT and Security Manager

1. Lagin Login
2 Comodo Account Login *
3. Configure Subscription sekchan@yopmail.com
4. Cuslomer Inforrmalion
Pazsword

5. Payment Options

&, Order Confirmalion
(5] Forget Password

7. Order Summany

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'

The Comodo Account page will display ITSM licenses associated with the default account:
[ ]

Comodo One Portal Comodo One » Stora » Shopping

Buy New Subscription IT and Security Manager

o Subscriptions assigned to this COMODO Account
. Login

2. Comoda Acoount. Select license you would like to activate.

3, Configure: Subsaription

oz
COM_Subscriplion_Platinium_Edition (1-99) 5

4. Customer Information
Start Date: 02202017

5. Payment Options
ICC

ITSM Subscription Basic Edition For Comodo ONE Unlimited
Start Date: 0295723017

&, Order Confernation

7. Order Summsary

«  Select the license you wish to activate and click 'Activate Selected'
The ITSM license will be upgraded and activated.
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Comodo One Portal Comodo Ong » Store > Shopping

Buy New Subscription IT and Security Manager

Subscriptions assigned to this COMODO Account
1. Login

2. Comado Acoount Select license you would like to activate.

3. Configure Subscription 0 BIE2bEIT-50D6-4853-aca4-ZefeIel4bans
COM_Subseription_Platinium_Editien (1-99) 5 Activation Complens @
Start Date: 02/20/2017

4. Customer Information

5, Payment Oplions

o ec055e80-1900-4073-00a6-a04014 a7 fab

6. Qrder Confamation IT3M Subscription Basic Edition For Comode ONE Unlimited

7. Order Surmnmary Start Date: 02A15/2007

Go o Iy Subsseriplions

+  Click 'Go to My Subscription' button to manage ITSM licenses for your account. Refer to the section
'Managing Subscriptions' for more details.

The license will be added to your account and can be viewed in the ITSM interface. To view the details, open ITSM >
'Settings' > 'Subscriptions' > 'List of Licenses' tab.

IT & Security Manager = subscriptions » List of Liconses [ +] @ A Logout sewile@yahoo, com)
OASHBOARD
License Summany
DEWICES
USERS E] Ao Mew License ﬁ Remove License
D LTt LICENSE TYPE LICENSE KEY ACTIVE FREMIUM OWNER EXFIRATION DMTE
APPLICATION STORE
u Walkyrie Free eb5e P 0eS-46b0-4el s s coyaleswilefyaho 201806521 DRD4-1 PM
APPLICATIONS
IT and Security Man OZb582Fh-Je33-4a L] No: coyoteswilegyaho 2017.03/04 05:31:36 FM
SECURITY SUB-SYSTEMS
Resuils per page: 20 - Displaying 1-2 of 2 results
CERTIFICATES
System Templates
Portal Set-Lp
I
Suppaort

For more details about how to use IT and Security Manager, refer to the online guide at
https://help.comodo.com/topic-399-1-786-10078-Introduction-to-Comodo-IT-and-Security-Manager.html.
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8.5  Add Comodo Dome Secure Web Gateway

Comodo Dome Secure Gateway is a real time web traffic scanning solution that is capable of providing
comprehensive web content and security control for your customers. Includes URL filtering, malware protection,
Valkyrie real-time file verdicting and portable containment.

+  The basic version of Comodo Dome Secure Web Gateway (SWG) is free for thirty days and can be added
to your account at any time.

+  You can upgrade to the fully-featured Comodo Dome SWG product by purchasing a new license from the
Comodo One console.

+  Once you have a Dome SWG license, you can expand the product with Dome Premium add-on modules.
Available modules are 'Dome Cloud Firewall', 'Dome Data Protection' and '‘Dome Antispam'.

«  Alternatively, you can add Dome SWG by linking another Comodo Accounts Manager (CAM) or C1 account
that already has a Dome SWG license. The service can then be shared by both accounts. Cumulative
usage and validity are bound to the original license limitations.

Please see the following sections to learn more:
+  Purchase a new license
+ Activate the license

Purchase a New License

New licenses for Comodo Dome SWG can be purchased and activated from the 'Store' interface:
+  Click 'Store' on the menu bar

All available applications will be displayed.

Integrated
COMODO DOME Integratec

standard

Dome Secure Web Gateway

+  Click 'Get Module' or 'Basic Version' depending on the version of Comodo Dome SWG you wish to add to
Comodo One.

You will be taken to the respective subscription page. The example shown below is for the basic version.
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Buy New Subscription Dome Secure Web Gateway

Login
1. Login
2. Comodo Account Login *
3. Configure Subscription raleighallsteel@gmail.com
4. Customer Information

Password *
5. Payment Options

SRR RRRN

6. Order Confirmation

@ Forgot Password
7. Order Summary

Your login username will be pre-populated and cannot be changed.
+  Enter your Comodo One account password in the 'Password' field and click 'Login'

+ Ifyou opted for a paid version, click the 'Buy New' button and select a subscription package. Click 'Next' to
provide your customer information.

«  If you opted for the basic version then, after logging-in, the process will jump straight to customer
information screen.
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Buy New Subscription Dome Secure Weo sateway

Customer Information

1. Login
2. Comodo Account Company Name
3. Configure Subscription cyclist
4. Customer Information .
Company Website Phone Number *
5. Payment Options
cyclist.com 0123456789
6. Order Confirmation
Street Address * Street Address 2 *
7. Order Summary
Theradi Gandhi Road
City * Country *
Kanchipuram India H
State or Province Postal Code *

B??j 631501

Billing Information
The same as Contact Information

Terms and Conditions

["] 1 have read and agree the End User License/Service Agreement.

Next

- Enter your company name, website and address details in the ‘Customer Information' section. Agree to the
terms & conditions and click 'Next":

The 'Order Confirmation' page will be displayed.
Buy New Subscription Dome Secure Web Gateway

Order Confirmation
1. Login

2. Comodo Account

PRODUCT LICENCE PERIOD FULL PRICE
3. Configure Subscription
£ BT i Dome SWG (FREE, Unlimited) 1 months $0.00
5. Payment Options TOTAL $0.00
6. Order Confirmation
7. Order Summary
& Back | Next

+  Review your order and click 'Next'
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Buy New Subscription Dome Secure Web Gateway

. 9 Congratulations! Your order is completed.
1. Login

2. Comodo Account
Order #723912-7

3. Configure Subscription

4. Custorner Information Comodo Security Solutions, Inc.

1255 Broad Street cyclist
5. Payment Options Cliften, NJ 07013 Theradi Gandhi Road
United States Kanchipuram
6. Order Confirmation support.comodo.com IN
7. Order Surnmary
Subscription Details
PRODUCT NAME LICENSE KEY
Dome SWG (FREE, Unlimited) 931ae181-4441-499a-be5s5-0f2dfoddc1bd
INVQICE NUMBER 7a3nnziay SUBSCRIPTION ID 60D0D32727
Order Details
Order Number 723912-7
Order Date 20017-1214

After the purchase is complete, Comodo Dome Shield will appear in the 'Applications' interface. See the description
at the end of this section if you need more help to open the Comodo Dome Shield interface.

Activate the License

FYI - This method also allows you to activate licenses from another C1 or Comodo Accounts Manager (CAM)
account.

+  Click 'Store' on the menu bar
All available applications will be displayed.
+  Click 'Get Module' in the 'Dome Secure Web Gateway' tile

e
COMODO DOME Integrated

standard

Dome Secure Web Gateway ¢+ Get Module

You will be taken to the subscription page.
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Buy New Subscription Dome Secure Web Gateway

Login
1. Login
2. Comodo Account Login *
3. Configure Subscription humbersafety@gmail.com
4. Customer Information

Password *
5. Payment Options

..l......ll

6. Order Confirmation
@ Forgot Password

7. Order Summary

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'
The Comodo Account page will display Dome SWG licenses associated with the default account:

Buy New Subscription Dome Secure Web Gateway

o Subscriptions assigned to this COMODO Account
. Login

2. Comodo Account Select license you would like to activate.

3. Configure Subscription ID: 71e84830-548b-4f82-af5h-5082e59e5620

Dome SWG / MSP (1 Node, 1-99 Users)
Start Date: 12/14/2017

4. Customer Information

5. Payment Options

6. Order Confirmation

7. Order Summary

£— Back Activate Selected

+  Select the license you wish to activate and click 'Activate Selected'
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Subscriptions assigned to this COMODO Account

ID: 71284830-548b-4f82-af5b-5082e59e5620
IN-USE Dome SWG / MSP (1 Node, 1-99 Users) Activation Complete @
Start Date: 12/14/2017

€— Bac Go to My Subscriptions

The license will be activated and Comodo Dome SWG will be added to your list of 'Applications’.
To open the 'Comodo Dome SWG' interface
«  Click 'Applications' on the menu bar then choose 'Dome Secure Web Gateway'

COMODO ONE
A

DASHBOARD APPLICATIONS MANAGEMENT STORE TOOLS

Comodo One Portal IT and Security Manager

Patch Management

E Customer: All RMM

Quick Actions Device Management

Procedures
Service Desk

Acronis Back-up

Dome Secure Web Gateway

All Applications
OR

+  Click 'Applications' on the menu bar and choose 'All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles:
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COMODO DOME

Secure Web Gateway

Dome Secure Web Gateway

Open Module

Click 'Open Module' on the 'Comodo Dome Secure Web Gateway' tile

For more details about how to use Comodo Dome Secure Web Gateway, refer to the online guide at
https://help.comodo.com/topic-436-1-842-10771-Introduction-to-Comodo-Dome-Standard.html

8.6  Add Comodo Customer Relationship Management

Comodo Customer Relationship Management (CRM) allows businesses to save time and grow productivity by
implementing automatic workflows to generate, nurture and close customer leads and opportunities.

To add Comodo CRM to C1
Click 'Store' on the menu bar and locate the 'Comodo CRM' tile.
Click 'Comodo CRM' to view the product description.
Click 'Get Module' to start the integration process.

COMODO CrRM Integrated

CRM

The End User License Agreement will appear:
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Customer Relationship Management Acceptance

[ | I have read and agree the End User License/Service Agreement.

o Cancel

+  Select the check box to agree to the EULA then click 'OK'.
Comodo CRM will be added to your C1 console and a confirmation message will be displayed.

Alert

Application activation is completed successfully. Your portal will be ready in a few
minutes. Please check it under 'Licensed Applications’ menu later.

O ox

After the CRM module is added, you can access it from the 'Licensed Applications' interface.
To open the 'Customer Relationship Management' interface
«  Click 'Applications' on the menu bar then choose 'CRM' from the drop-down.

comoaow DASHBOARD { APPLICATIONS) MAMNAGEMENT STORE TOOLS

! " ~

Patch Management

E Customer: All RMM

Device Management F

Quick Actions

Procedures

Service Desk

Dome Shield

Acronis Back-up

CRM

CWatch
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OR
Click 'Applications' on the menu bar then select 'All Applications' from the list.

All licensed modules for your account will be displayed:

COMODO DOM
A M

C’\-b cWatch

COMODO CrRM

Dome AntiSpam MSP

CWatch

H J U H H .
+  Click 'Open Module' in the Comodo CRM tile to open the CRM interface:
A Calendar Leads Organizations Contacts  Opportunities  Products Al
COMODO CRM All Records v n Advanced +
Home Add Widget
History Al B Total Amount by Sales stage Tag Cloud ox
Abrasive Alpha Argentina Primary_Harbor_Tools_vendor Purifier Romeo Wate
m added Peter johnson r cars_dithers pb1 price_for ser toy
.é Coyote restored Oliver Handsome 24 3083
. 4 & z
& Coyote deleted Oliver Handsome é_ﬁ" w',;'g %‘ £ ;‘
£ ¢ 3 g 4
. &£ k] s £ 5
é Coyote added oliver quote for Oliver Handsome & é}':’ 5 ;?:
s F £
E Coyote restored abc quote E-: g F
k- o
E Coyote deleted abc quote
Leads by Industry Leads by Status

E Coyote added abc quote

E Coyote restored Purchase cars at Tesla Motors

For more details about how to use Comodo Customer Relationship Management, refer to the online guide at
https://help.comodo.com/topic-289-1-845-10861-Introduction-to-Comodo-CRM.html.

Add Comodo Dome Cloud Firewall

Comodo Dome Cloud Firewall is a cloud based security application which incorporates a unified firewall for networks

and a secure VPN service.
Dome Firewall is available only to C1 Enterprise customers.
Dome Cloud Firewall, Dome Data Protection and Dome Antispam are premium add-ons for '‘Comodo Dome

Secure Web Gateway'. These add-ons can only be added to your account if you have Comodo Dome

Secure Web Gateway.
You can add Dome Cloud Firewall to your account by purchasing a new license from the Comodo One console.
Alternatively, you can add the Dome Cloud Firewall module by linking to another Comodo Accounts Manager (CAM)

109
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or C1 account that already has a Firewall license. The service can then be shared by both accounts. The cumulative
usage and validity are bound to the original license limitations.

Please read the following sections to learn more about:
+  Purchasing a new license
+  Activating the license
Purchasing a new license
New licenses for Dome Cloud Firewall can be purchased and activated from the 'Store' interface:
+  Click 'Store' on the menu bar
All available applications will be displayed.
+  Click 'Get Module' in the 'Dome Cloud Firewall' tile:

. Integrated

COMODO DOME
F I R E W a L L

Dome Cloud Firewall

[+
g
3
&

+  This will open the product purchase page:

Buy New Subscription Dome Cloud Firewall

Login
1. Legin
2. Comedo Account Login *
3. Configure Subscription lisadodier@gmail.com
4. Cust Informati
Ormer ion P d*

5. Payment Options

6. Order Confirmati
== SRS (5] Foraot Password

7. Order Summary

8. Informations

Your login username will be pre-populated and cannot be changed.
+  Enter your Comodo One account password in the 'Password' field and click 'Login'

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 10



Comodo One-Administ coMooo

Buy New Subscription Dome Cloud Firewall

Subscriptions assigned to this COMODO Account
1. Login

2. Comodo Account You do not have any existing licenses. Please continue purchasing by clicking Buy New
button.

3. Configure Subscription

4. Customer Information

5. Payment Options

6. Order Confirmation

7. Order Summary

8. Informations

+  Click 'Buy New'

+ Inthe 'Buy New Subscription Dome Cloud Firewall' screen, enter or select the number of users you require.
The per user rate depends on the number of users.

+  The minimum license period is for a year
+  Click 'Next' to continue to the customer information form:

Buy New Subscription Dome Cloud Firewall

Configure Subscription
1. Login
2. Comodo Account
— AmountofUsers | 12 |2 Users
3. Cenfigure Subscription
4 Customer Information 10 201 0 1001 2001 5001 7501 10001 99939
5. Payment Options §19.20 $17.19  $16.41 $15.34 $14.38  $1362 $1226 $11.74

6. Order Corfirmation PEr User peruser peruser peruser peruser peruser peruser peruser

7. Order Summary

8. Informations

Select Period|

1 year

$0.00 per 12 users for year = $0.00

$0.00
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- Enter your company name, website and address details in the 'Customer Information' section then agree to
the terms & conditions and click 'Next":

Buy New Subscription Dome Cloud Firewall

Customer Information

1. Login
2. Comodo Account Company Name
3. Configure Subscription Dodger
4. Customer Information
Company Website Phone Number *
5. Payment Options 048123456
6. Order Confirmation
Street Address * Street Address 2 *
7. Order Summary
202 W 10th St 202 W 10th St
8. Informations
City * Country *
Alton United States ’T‘
State or Province * Pestal Code ™

lowa H 51003

BEilling Information
The same as Contact Information

Terms and Conditions
| have read and agree the End User License/Service Agreement.

«  Enter your payment card details then click 'Next' to proceed to the order confirmation page:
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Buy New Subscription Dome Cloud Firewall

Payment Options
1. Login
2. Comodo Account
3. Configure Subscription VISA erCand
Credit Card Mllﬁer

4. Customner Information

Enter Card Number 7
5. Payment Options
6. Order Confirmation Gard Holder Expirution Date

John D B B o
7. Order Summary cnees
8. Informations What is it?

When paying by credit card, the billing information should be exactly as it appears
on your credit card statement. For credit card verification, please ensure that your
first and last name are entered as they appear on your card.

Next

«  Click 'Next' on the confirmation page to submit your order for processing.

«  After the purchase is complete, Dome Cloud Firewall will appear in the 'Applications' interface. See the
description at the end of this section if you need more help to open the Dome Cloud Firewall interface.

Activating the license

+ You can activate your license through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process.

To add Dome Cloud Firewall by activating an existing license
+  Click 'Store' on the menu bar
+  Click 'Get Module' on the 'Dome Cloud Firewall' tile.

I Infegrated
COMODO DOM
FI R EWA.L
Deme Cloud Firewall *y Get Module

+  This will open the product purchase page:
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Login
1. Lagin ?
2. Comodo Account Login *
3. Configure Subscription lisadod|erf@gmail com
4. Customer Information o *

5. Payment Options

6. Order Confirmation lﬁ"' Paseward

7. Order Summary

B. Informations

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'
The 'Comodo Account' page will display Dome Cloud Firewall licenses associated with the default account:

Buy New Subscription Dome Cloud Firewall

o Subscriptions assigned to this COMODO Account
- Lagin

2. Comada Ancount Salect license you would like to activats.

3. Configure Subscription o

Dome Firewall Platform (1 Mode, 1-100 Users)
Start Da

4. Customer Information

5. Payment Options

6. rder Confirmation

7. Drcler Surmmaary

£ Infoernations

+  Select the license you wish to activate and click 'Activate Selected'
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Buy New Subscription Dome Cloud Firewall

Subscriptions assigned 1o this COMODO Account

2. Comoda AcTount

i}

Dome Firewall Platform (1 Noda, 1-100 Users) Acﬁnﬁnnwm@
Start Date: 0zN72017

3. Configure Subscription

4. Customer Information
5. Payment Options
6. Order Confirmation

¥, Order Summary

B Infarmalions — Instructions

The license will be activated and Dome Cloud Firewall will be added to your list of licensed 'Applications'.

+  Click 'Instructions' to view the information about Dome Cloud Firewall service URL configuration by
Comodo. The URL information will be sent to your email within two business working days.

Buy New Subscription Dome Cloud Firewall

Inastructions
1. Login
2 Comoda Account You've seecessfully purchased subscription shown below:
3. Configure Subscription Dome Data Prodection

S T Comode Dome Supporl Team is currently in progress of provigioning your Dome Data Prodection Instance.

Thiz aperation may Lake al least 2 bugsiness days 1o finalize

5. Peyment Options
Once provisioning is complete, you will receive your Dome Data Proteclion Service URL from Comode Dome Support Team via an
&. Order Confirmation e-mail. Please put that URL into the popup that appears once you click Dome Data Pretection Module under Licensed
T Applications.
For guestions and assistance please contact:
B. Infarmations
domesupportipeomode, Com

Thank you being part of the community

The Comods One Tearm

+  Click 'Finish' to complete the purchase process.

To open the 'Dome Cloud Firewall' interface

Note: You should have configured the Dome Cloud Firewall URL details in the Settings tab under 'Management' >
'Applications'. Information about this will be shown at the end of product sign up process. The service URL will be
mailed to your email address when ready.

+  Click 'Applications' on the menu bar then choose the application from the list.
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. DASHBOARD APPLICATIONS MANAGEMENT 51
ey 1T and Security Manager
Patch Management
RMM
ns Device Management
Procedures
—— Service Desk
1]
Download Bulk Dome Shield
Enrollment Package
Dome Cloud Fir@vall
Dome Secure Web Gateway
= All Applications

OR
«  Click 'Applications' on the menu bar then choose 'All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles:
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Dome Cloud Firewall

Open Module

+  Click 'Open Module' on the 'Dome Cloud Firewall' tile

The 'Dome Firewall' interface will open. If you have not configured the URL in the Settings tab under ‘Management' >
'Applications’, then the 'Application Settings' dialog will be displayed.

Application Settings

Please insert your Dome Service URL provided. Edit option is also available from "Application
Settings” under Applications Management. Click fo go to menu.

Dome Service URL

9 Cancel

Enter the service URL that was sent to your email and click 'Save'.
The 'Dome Cloud Firewall' interface will open.
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8.8 Add Comodo Dome Data Protection

Dome Data Protection is a fully fledged data loss prevention solution that allows you to discover, monitor and control
the movement of confidential information in your organization's network.

+  Dome Data Protection is available only for C1 Enterprise customers.

+  Dome Data Protection, Dome Cloud Firewall and Dome Antispam are premium add-ons for '‘Comodo Dome
Secure Web Gateway'. These add-ons can only be added to your account if you have Secure Web
Gateway.

You can add Dome Data Protection to your account by purchasing a new license from the Comodo One console.
Alternatively, you can add the module to C1 by linking to another Comodo Accounts Manager (CAM) or C1 account
that already has a Data Protection license. The service can then be shared by both accounts. The cumulative usage
and validity are bound to the original license limitations.

Please read the following sections to learn more about:
+  Purchasing a new license
+ Activating the license

Purchasing a new license

New licenses for Dome Data Protection can be purchased and activated from the 'Store" interface:
+  Click 'Store' on the menu bar

All available applications will be displayed.

«  Click 'Get Module' in the 'Dome Data Protection' tile:

——..
COMODO DOME

DATA PROTECTION

C-Dome Data Protection

+  This will open the product purchase page:
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Comodo One Portal Comodo One > Store > Shopping

Buy New Subscription C-Dome Data Protection

1. Login Login
2. Comodo Account Login *
3. Configure Subscription lisadodjer@gmail.com
4. Customer Information
Password *

5. Payment Options
AL LE LR L L ddEl])

6. Order Confirmation
(5] Forgot Password

7. Order Summary

8. Informations

Your login username will be pre-populated and cannot be changed.

+  Enter your Comodo One account password in the 'Password' field and click 'Login'
I

Comodo One Portal Comodo One > Store > Shopping

Buy New Subscription C-Dome Data Protection

- Subscriptions assigned to this COMODO Account
. Login

2. Comodo Account You do not have any existing licenses. Please continue purchasing by clicking Buy New
button.
3. Configure Subscription

4, Customer Information

5. Payment Options

6. Order Confirmation
7. Order Summary

8. Informations

=

+  Click 'Buy New'

+ Inthe configure subscription screen, enter or select the number of users you require. The per-user rate
depends on the number of users.

+ The minimum license period is for a year
«  Click 'Next' to continue to the customer information form:
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Comodo One Portal Comodo One > Store > Shopping

Buy New Subscription C-Dome Data Protection

Configure Subscription

1. Login
2.C do A it
SR Amount of Users 101 5 |Users
3. Configure Subscription
4. Customer Information 101 20! 501 1001 2001 5001 7501 10001 99999
: [ ]
SR $19.20 $17.19 $16.41 $15.34 $14.38 §$13.62 $12.26 $11.74

&. Order Confirmation peruser peruser peruser peruser peruser peruser peruser peruser

7. Order Summary

8. Informations
Select Period

1 year

$19.20 per 101 users for year = $1,939.20

$1,939.20

«  Enter your company name, website and address details in the '‘Customer Information' section then agree to
the terms & conditions and click 'Next":
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Comodo One Portal Comodo One > Store > Shopping

Buy New Subscription C-Dome Data Protection

Customer Information

1. Login
2. Comodo Account Company Name
3. Configure Subscription Lisa Dodjer
4. Customer Information .
Company Website Phone Number *
5. Payment Options
’ op 048123456
6. Order Confirmation
Street Address * Street Address 2 *
7. Order Summary
1, Jersey Street 1, Jersey Street
8. Informations
City * Country *
New Jersey United States M
State or Province * Postal Code *
New Jersey H 60232

Billing Information
The same as Contact Information

Terms and Conditions
I have read and agree the End User License/Service Agreement.

«  Enter your payment card details then click 'Next' to proceed to the order confirmation page:
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Comodo One » Store » Shopping

Buy New Subscription C-Dome Data Protection

: Payment Options
1. Login

2. Comado Account

3. Configure Subscription VISA @

Credit Card Number

4. Customer Information
Emter Card Mumber -
5. Payment Options

&. Order Confirmation Card Holder Name Expiration Date
|E| IEI cvv

What ia it?

7 Order 5 ry John Doe

B. Informations

When paying by credit card, the billing information should be exactly as it appears on
your credit card statement. For credit card verification, please ensure that your first
and last name are entered as they appear on your card.

+  Click 'Next' on the confirmation page to submit your order for processing.

«  After the purchase is complete, you can open the Dome Data Protection module from the 'Licensed
Applications' interface. See the description at the end of this section if you need more help with this.

Activating the license
+ You can activate licenses for your C1 account through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process..

To add Dome Data Protection by activating an existing license
«  Click 'Store' on the menu bar
+  Click 'Get Module' in the 'Dome Data Protection' tile:
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—— Integrated
COMODO DOME '
DATA PROTECTION
C-Dome Data Protection Ii‘ Get Module

+  This will open the product purchase page:

Comodo One Portal Comodo Ong » Store » Shopping

Buy New Subscription C-Dome Data Protection

Login

Login *

imnpatachessyDgrmail corm

Password *

(5] Forgat Password

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default'
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'
The Comodo Account page will display Dome Data Protection licenses associated with the default account:
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Comodo One Portal Comods One > Store 3 Shapping

Buy New Subscription C-Dome Data Protection

Subseriptions assigned to this COMODO Account
1. Login

2 G A 1 Select license you would like to activate.

I
Dome Data Protection Platform (1 Mode, 1-100 Users)

3. Configure Subscription

Starl Dale: ozn 77

4. Custormer Information
5. Payment Optiona
6. Order Confirmation

7. Order Summary

8. Informations — Ba Acthvate Selectad m

+  Select the license you wish to activate and click 'Activate Selected'
[ — ]

Comodo One Portal Comode One » Store » Shopping

Buy New Subscription C-Dome Data Protection

Subscriptions assigned to this COMODO Account

2. Comode Account

n
Dome Data Protection Platform (1 Node, 1-100 Users) J.gmmlmcmpuu@

3. Configure Subacripticn

4. Customer Information

5. Payment Options

6. Order Confirmation

7. Order Summary

B. Informations

Instructions

The license will be activated and Comodo Dome Data Protection will be added to your list of 'Applications'.

+  Click 'Instructions' to view information about the Dome Data Protection service URL configuration by
Comodo. The URL information will be sent to your email within two business working days.
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Comodo One Portal

Buy New Subscription C-Dome Data Protection

Instructions
1. Login
Z. Comodo Account You've successfully purchased subscription shown below
3. Configure Subscription Dome Data Protection
4, Cusiomer Infarmation Comodo Danme Support Team is currently in progress of provigioning your Dome Data Prolection instance.

This operation may take at least 7 business days 1o fnalize.

&. Payment Oplions

Qnce provisionng is complate, you vl receva your Dome Data Protection Service URL from Comaoda Dome Suppart Team
via an e-mail, Please put that URL inta the popup that appears once you click Dome Data Protection Modula under Licensad
Applications

6. Order Confirmalion

For questions and assistance please contact:
domesupperEeomads.com
Thank you being part of the communily

The Comodo One Team

+  Click 'Finish' to complete the purchase process.
To open Dome Data Protection interface

Note: You should have configured the Dome Data Protection URL details in the Settings tab under 'Management' >
'Applications'. The details will be available in the 'Information' section at the end of the sign up process. The service
URL will also be emailed to you when ready.

Also you need to contact domesupport@comodo.com with the public IP address of your location to enable user
interface access and to configure web and endpoint policy settings.

«  Click 'Applications' on the menu bar then choose 'Dome Data Protection' from the list.
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COMU DASHBOARR, APPLICATIONS JMAMAGEMENT STORE TOOL

Comodo One Portal

Dome Shield

C-Dome Firewall

Quick Actions C-Dome Data Protection

IT and Security Manager
Patch Management
RiMM
Device Management
Procedures

All Applications

OR
+  Click 'Applications' on the menu bar then click 'All Applications' from the list.
All licensed modules for your account will be displayed.
+  Click 'Open Module' in the ‘Comodo Dome Data Protection' tile

The Dome Data Protection interface will open. If you have not configured the URL in the Settings tab under
'Management' > 'Applications' then the 'Application Settings' dialog will be displayed.

Application Settings

Please insert your Dome Service URL provided. Edit option is also available from "Application
Settings" under Applications Management. Click to go to menu.

Dome Service URL

o Cancel

+  Enter the service URL that was sent to your email and click 'Save'.

For more details about how to use Comodo Dome Data Protection, refer to the online guide at
https://help.comodo.com/topic-283-1-596-7050-Introduction-to-Comodo-Dome-Data-Protection.html.
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8.9  Add Comodo Dome Antispam

Comodo Dome Antispam is an advanced mail filtering and threat prevention solution for enterprises. The product
uses a powerful combination of filtering technologies, antivirus scanners and content analysis engines to quietly and
effectively block unsolicited mail from entering your network.

The basic version of Comodo Dome Antispam is free for thirty days. Account administrators can upgrade to a full
version at anytime.

«  Comodo Dome Antispam is available only to C1 Enterprise customers.
«  There are two ways to add Dome Antispam to your account:

«  Add-on module for '‘Comodo Dome Secure Web Gateway' - Dome Antispam is available as an
add-on at discounted prices for customers who have already purchased a Dome Secure Web
Gateway license. If you own a Dome Secure Web Gateway license then the add-on version will be
selected when you subscribe for Dome Antispam.

- Stand-alone version - The stand-alone version can be added to your account if you do not have a
Dome Secure Web Gateway license. You will receive the stand-alone version if you subscribe for
Dome Antispam but do not have a Dome Secure Web Gateway license.

+  Both stand-alone and add-on licenses can be purchased from the Comodo One console.

+  Alternatively, you can add Dome Antispam by linking to another Comodo Accounts Manager (CAM) or C1
account that already has a Dome Antispam license. The service can then be shared by both accounts.
Cumulative usage and validity are bound to the original license limitations.

Please read the following sections to learn more about:
+  Purchasing a new license
+ Activating the license

Purchasing a new license

New licenses for Comodo Dome Antispam can be purchased and activated from the 'Store' interface:
«  Click 'Store' on the menu bar

All available applications will be displayed.

f T |
integratrea
o

—
COMODO DOME
ANTISPAM

+  Click the 'Get Module' or 'Basic Version' depending on the version of Comodo Dome Antispam you wish to
add to Comodo One.

You will be taken to the respective subscription page. The example shown below is for the basic version.
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Buy New Subscription Dome AntiSpam

1. Login Login
2. Comodo Account Login *
3. Configure Subscription morevadai@yopmail.com
4. Customer Information
Password *

5. Payment Options

&. Order Confirmation

@ Forgot Password
7. Order Summary

8. informations

Your login username will be pre-populated and cannot be changed.
+  Enter your Comodo One account password in the 'Password' field and click 'Login'

+ Ifyou opted for a paid version, click the 'Get Module' button and select a subscription package. Click 'Next'
to provide your customer information.

+  If you opted for the basic version then, after logging-in, the process will jump straight to customer
information screen.

Buy New Subscription Dome AntiSpam

Customer Information

1. Login
2 Comodo Account Company Hame
3. Configuna Subscription Dithers Construction Company
4. Customer information
Company Websile Phone Mumber &
& Payment Oplions
123456
£ Order Conlimmalion
Street Address * Streel Address 2+
7. Oeeler Summary
Straet Streat 2
B Informations
City = Country *
Cily India
Stale or Province Postal Code *
600042

Billing Information

B The same as Contact Information

Terms and Conditions

| have read and agres the End Lser |icense/Serace Agreament
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- Enter your company name, website and address details in the ‘Customer Information' section. Agree to the
terms & conditions and click 'Next":

The 'Order Confirmation' page will be displayed.

Buy New Subscription Dome AntiSpam

. Order Confirmation
1. Logini
2. Comodi Account
PRODUCT LICENCE PERIOD FULL PRICE
3. Configuns Subscription
4 Custnmer inf tign Donme Ar:ispam Trial (1 Node, Unlimited Users, 1 manth) 1 resriths £0.00
5. Payment Options TOTAL $0.00

6. Order Confirmation

T Order Summary

8 Infoermations

+  Review your order and click 'Next'

Buy New Subscription Dome AntiSpam

o Congratulations! Your order is completed.

Order #708308-4

Comodo Security Solutions, Inc.

1255 Broad Streel Dithers Construction Camparyy
Chifton, NJ 07013 Street Streat 2
United States City
supporl.comoda.cam 1M
Subscription Details

PRODUCT NMAME LICENSE KEY

Dorme Antispam Trial {1 Node, Unlimated Users, 1 month)

INVHCE NUMEBER TOA208-14 SUBSCRIPTION ID C620791BD2

Order Details

After the subscription process is complete, the order summary page will be displayed.
+  Click 'Print' to take a print out of the subscription.
«  Click 'Finish' to return to C1 Dashboard.

Atfter the purchase is complete, Comodo Dome Antispam will appear in the licensed 'Applications' interface. See the
description at the end of this section if you need more help to open the Comodo Dome Antispam interface.

Activating the License
+  Click 'Store' on the menu bar
All available applications will be displayed.
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+  Click the 'Get Module'
You will be taken to the respective subscription page.

e Login

7 Comode Account Login *

3. Cenfigure Subscription impalachewy@gmail com
4. Custorner information Pesaword *

5. Payment Oplions

6. Order Confirmation
(5] Eorgot Password
7. Order Summary

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'
The Comodo Account page will display Dome Antispam licenses associated with the default account:

Subscriptions assigned to this COMODO Account

2. Comodo Account Select license you would like to activate.

3. Configura Subscription

1]
Dome Antispam Platform (cloud) (1 Mode, 1-25 Users)

4. Custarmer Information
Start Date: 0372072007

& Payrment Options

6. Order Confimation

¥, Ordar Summary

B. Informations

p——

Comodo One Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 130



Comodo One-Administrator Guid coHe

«  Select the license you wish to activate and click 'Activate Selected'

Subscriptions assigned to this COMODO Account

I
Dome antispam Platform (cloud) (1 Node, 1-25 Users) Activation Complete @
Start Date: 03/28/2017

The license will be activated and Comodo Dome Antispam will be added to your list of licensed 'Applications'.

+  Click 'Instructions' at the bottom to view the information about Dome Antispam service URL configuration by
Comodo. The URL information will be sent to your email within two business working days.

+  Click 'Finish' to complete the purchase process.
To open 'Comodo Dome Antispam' interface

Note: You should have configured the Dome Antispam URL details in the Settings tab under 'Management' >
'Applications'. Information about this will be shown at the end of product sign up process. The service URL will be
mailed to your email address when ready.

«  Click 'Applications' on the menu bar then choose 'Dome AntiSpam' from the drop-down.

COMU DASHBOARRK,_ APPLICATIONS JMAMNAGEMENT STORE TOOLS

Comodo One Portal ~ Dashboard > kil

Dome Shield
C-Dome Firewall
Quick Actions C-Dome Data Protection

IT and Security Manager )
Patch Management
RiM
Device Management
Procedures

W

All Applications
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OR
+  Click 'Applications' on the menu bar then choose "All Applications' from the drop-down.

All licensed modules for your account will be displayed as tiles:

Applications
L]

oA )

COMDO0 —
cCOMODO
@ SENACEDESK W T SECURTY WaRAGER COMODO DOME

Service Desk IT and Security Manager Dome AntiSpam

+  Click 'Open Module' on the 'Dome Antispam' tile

The 'Dome Antispam' interface will open. If you have not configured the URL in the Settings tab under 'Management'
> 'Applications' then the 'Application Settings' dialog will be displayed.

Application Settings

Flease insert your Dome Service URL provided. Edit option is also available from "Application
Settings" under Applications Management. Click o go to menu.

Dome Service URL *

a Cancel

- Enter the service URL that was sent to your email and click 'Save'.

For more details about how to use Comodo Dome Antispam, refer to the online guide at
https://help.comodo.com/topic-443-1-898-11360-Introduction-to-Comodo-Dome-Anti-spam.html.

8.10  Add Comodo Dome Antispam - MSP

Comodo Dome Antispam allows MSPs to secure their customers' email servers from spam and email-borne threats.
Comodo Dome Antispam - MSP is available only to MSP customers.

«  Comodo Dome Antispam - MSP licenses can be purchased from the Comodo One console
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+  Alternatively, you can add Dome Antispam - MSP by linking to another Comodo Accounts Manager (CAM)
or C1 account that already has a product license. The service can then be shared by both accounts.
Cumulative usage and validity are bound to the original license limitations.

Please read the following sections to learn more about:
+  Purchase a new license
+ Activate the license

Purchase a new license

New licenses for Comodo Dome Antispam - MSP can be purchased and activated from the 'Store' interface:
«  Click 'Store' on the menu bar

All available applications will be displayed.

Integrated

.
COMODO DOME
ANTISPAM

Dome AntiSpam MSP t*; Get Module

+  Click 'Get Module' in the 'Dome Antispam MSP" tile .
You will be taken to the subscription page.

Comodo One Portal Comodo One > Store > Shopping

Buy New Subscription Dome AntiSpam MSP

1. Login Login
2. Comodo Account Login *
3. Configure Subscription mmeoexford@yahoo.com
4. Customer Information
Password *

5. Payment Options

6. Order Confirmation
@ Forgot Password

7. Order Summary

8. Informations
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Your login username will be pre-populated and cannot be changed.

+  Enter your Comodo One account password in the 'Password' field and click ‘Login'.

«  The next step allows you purchase a new license or to activate any existing licenses.
Buy New Subscription Dome AntiSpam MSP

- Subscriptions assigned to this COMODO Account
. Login

2. Comodo Account You do not have any existing licenses. Please continue purchasing by clicking Buy New
button.

3. Configure Subscription

4. Customer Infermation

5. Payment Options

6. Order Confirmation

7. Order Summary

8. Informations

+  Click 'Buy Now' to purchase a new license
Buy New Subscription Dome AntiSpam MSP

Configure Subscription
1. Login
2. Comodo Account License Type: @ Base
3. Configure Subscription Dome Antispam MSP - Base License - 1 Domain 5 Users v
4. Customer Information
5. Payment Options
6. Order Confirmation Select Period

7. Order Summary
1 month 3 months 1 year 2 years 3 years

8. Informations

$7.00 for 1 month = $7.00

$7.00

- Select the license type and the number of users you wish to cover.
«  Select the validity period for your license. The minimum license period is one month.
+  Click 'Next' to continue.
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Buy New Subscription Dome AntiSpam MSP

Customer Information

1. Login
2. Comodo Account Company Name
3. Configure Subscription ACME Corp
4. Customer Information .
Company Website Phone Number *
5. Payment Options
. - 9876543210
6. Order Confirmation
Street Address * Street Address 2 *
7. Order Summary
Periyar Magar Little
8. Informations
City * Country *
Kanchipuram India H
State or Province Postal Code *
i 632541

Billing Information
The same as Contact Information

Terms and Conditions
[] 1 have read and agree the End User License/Service Agreement.

- Enter your company name, website and address details in the ‘Customer Information' section. Agree to the
terms & conditions and click 'Next":
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Buy New Subscription Dome AntiSpam MSP

Payment Options

1. Login

2. Comodo Account

3. Configure Subscription VISA @

Credit Card Number

4. Customer Information
Enter Card Number hd
5. Payment Options

6. Order Confirmation Card Holder Name Expiration Date

cvv
7. Order Summary Jonnbos

8. Informations
What is it?

When paying by credit card, the billing information should be exactly as it appears
on your credit card statement. For credit card verification, please ensure that your
first and last name are entered as they appear on your card.

- Enter your payment card details then click 'Next' to proceed to the order confirmation page:
Buy New Subscription Dome AntiSpam MSP

Order Confirmation
1. Login
2. Comodo Account
PRODUCT LICENCE PERIOD FULL PRICE
3. Configure Subscription
A EEET S GE D Dome Antispam MSP - Base License - 1 Domain 5 Users 1 month $7.00
5. Payment Options TOTAL $7.00

6. Order Confirmation

7. Order Summary

8. Informations

«  Click 'Next' on the confirmation page to submit your order for processing.
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Buy New Subscription Dome AntiSpam MSP

: 0 Congratulations! Your order is completed.
1. Login

2. Comodo Account

o Order #710539-10
3. Configure Subscription

4. Customer Information Comodo Security Solutions, Inc.

1255 Broad Street ACME Corp
5. Payment Options Clifton, NJ 07013 Periyar Nagar Little
United States Kanchipuram
6. Order Confirmation support.comodo.com IN

7. Order Summary

Subscription Details
8. Informations

PRODUCT NAME LICENSE KEY

Dome Antispam MSP - Base License - 1 Domain ... = fb505f51-07ca-4a14-96fa-865979bba932

INVOICE NUMBER 71053917 SUBSCRIPTION ID 1FF40D4BF2

Order Details

Order Number 710539-10

«  Click 'Next in the order completion page.

Buy New Subscription Dome AntiSpam MSP

Instructions
. Login

. Comodo Account A
You have successfully purchased Dome Antispam MSP subscription.

. Configure Subscription

. Customer Information Now, you can access your Dome Antispam MSP under your all applications in C1 Portal.

. Payment Options You can purchase additional users, domains or archive spaces under Management / Applications Add

New Subscription path in C1 Portal one by one.

. Order Confirmation
In order to activate the module for your staff, account administrator must login once to module

. Order Summary management interface.

For questions and assistance please contact:

. Informations

domesupport@comodo.com

Thank you being part of the community!

The Comodo One Team

Finish

+  Click 'Finish' to complete the purchase process.
«  After the purchase is complete, Dome Antispam - MSP will appear in the 'Applications' interface.
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«  See the description at the end of this section if you need more help to open the Dome Antispam - MSP
interface.

Activate the license

+ You can activate your license through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process.

To add Dome Antispam MSP by activating an existing license
+  Click 'Store' on the menu bar
+  Click 'Get Module' on the 'Dome Anispam MSP" tile.

Integrated
J—
cCOMODO DOME
ANTISPAM
Dome AntiSpam MSP t+; Get Module

+  This will open the product purchase page:

Buy New Subscription Dome AntiSpam MSP

Login
1. Login
2. Comodo Account Login *
3. Configure Subscription humbersafety@gmail.com
4. Customner Information

Password *
5. Payment Options

LA ALl d L]l

6. Order Confirmation
@ Forgot Password

7. Order Summary

8. Informations

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'

The 'Comodo Account' page will display Dome Antispam MSP licenses associated with the default account:
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Buy New Subscription Dome AntiSpam MSP

- Subscriptions assigned to this COMODO Account
. Login

2. Comodo Account Select license you would like to activate.

3. Configure Subscription

ID: 6f17d152-9e2d-4d21-ac19-f7a45c4cadbf

Dome Antispam MSP - Base License - 1 Domain 5 Users 5
Start Date: 12/15/2017

4. Customer Information

5. Payment Options
6. Order Confirmation
7. Order Summary

8. Informations

€— Back Activate Selected

+  Select the license you wish to activate and click 'Activate Selected'

Subscriptions assigned to this COMODO Account

1. Login

2. Comodo Account

ID: 6f17d152-9e2d-4d21-ac19-f7a45c4cadbf

Dome Antispam MSP - Base License - 1 Domain 5 Activation Complete @
Users 5

Start Date: 12/15/2017

3. Configure Subscription

4. Customer Information
5. Payment Options

6. Order Confirmation

7. Order Summary

8. Informations

€— Back Go to My Subscriptions

The license will be activated and 'Dome Antispam - MSP" will be added to your list of licensed applications.
+  Click 'Go to My Subscriptions' to view the information about Dome Antispam - MSP.

To open Dome Antispam - MSP
+  Click 'Applications' on the menu bar then choose 'Dome AntiSpam MSP' from the drop-down.
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CDM DDO ONE DASHBOARD{ APPLICATIONS Yy MANMAGEMENT STORE TOOLS
h  mse |
Comodo One Portal eeasenlone] IT and Security Manager 1o ‘

Patch Management

Customer: All RMM

Device Management
Procedures

Service Desk

Dome Shield

Dome Secure Web Gateway

All Applications

OR

+  Click 'Applications' on the menu bar then choose 'All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles:

e —
COMODO CrRM .‘ :b cWatch coMODO DOME

TI EPAM

CRM CWatch Dome AntiSpam MSP

o

+  Click 'Open Module' on the 'Dome Antispam MSP" tile

The 'Dome Antispam MSP" interface will open. For help to use Comodo Dome Antispam MSP, see
https://help.comodo.com/topic-445-1-914-12136-Introduction-to-Comodo-Dome-Antispam-—-MSP.html.
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8.11  Add Comodo Dome Firewall Virtual Appliance

Dome Firewall simplifies network security by delivering a single interface through which administrators can control
firewall policy, antivirus, intrusion prevention, website filtering, traffic monitoring, VPN and proxy servers. The product
is provisioned in OVA or ISO format which can be installed on bare-metal appliances and virtual servers such as
Virtualbox and Vmware. Comodo Dome Firewall Virtual Appliance is available for both to C1 Enterprise/MSP
customers.

+  You can add Dome Firewall Virtual Appliance to your account by purchasing a new license in the Comodo
One console ('Store' > Click 'Get Module' in the Dome Firewall Virtual Appliance tile)

Please read the following sections to learn more about:
+  Obtaining a trial license
« Activating the license
Obtaining a Trial License
«  Click 'Store' on the menu bar. All available applications will be displayed.
«  Click the 'Basic Version' button in the 'Dome Firewall Virtual Appliance' tile:

Integrated

—
COMODO DOME Bl
F I R E W A L L APPLIANCE

Dome Firewall Virtual Appliance

This will open the product purchase page.

Buy New Subscription Dome Firewall Virtual Appliance

Login
1. Login
2. Comodo Account Login *
3. Cm%ig.lre Subscription lisadodjer@gmail.com
4. Customer Information d*

5. Payment Options

5 ti g
6. Order Confirmation @ Forgot Password

7. Order Summary

8. Informations

Your login username will be pre-populated and cannot be changed.
+  Enter your Comodo One account password in the 'Password' field and click ‘Login'.
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Buy New Subscription Dome Firewall Virtual Appliance

- Subscriptions assigned to this COMODO Account
. Login

2. Comodo Account You do not have any existing licenses. Please continue purchasing by clicking Buy New
burtton.

3. Configure Subscription

4. Customer Information

5. Payment Optiona

6. Order Confirmation

7. Order Summary

B. Informations

+  Click 'Buy New'

- Enter your company name, website and address details in the ‘Customer Information' section then agree to
the terms & conditions and click 'Next":

Buy New Subscription Dome Firewall Virtual Appliance

Customer Information

1. Login
2. Comode Account Company Name
3. Configure Subscription Dodger
4. Cust Informati
S - Company Website Phone Number *
5. Payment Options 048123456
6. Order Confirmation
Street Address * Street Address 2*
7. Order Summary
202 W 10th St 202 W 10th St
8. Informations
City * Country *
Alton United States FI
State or Province * Pestal Code *

lowa ’T‘ 51003

Billing Information
The same as Contact Information

Terms and Conditions
[ I have read and agree the End User License/Service Agreement.
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The 'Order Confirmation' page will be displayed. No payment details will be required to set up the free trial.

Buy New Subscription Dome Firewall Virtual Appliance

Order Confirmation
1. Login
2. Comodo Accournt
ERDDI.I.'!T LICENCE PERIOD FULL PRICE
3. Configure Subscription
4. Customer Inforrmation Dame Firewall (VM) (FREE, Unlirmited) Unlimited $0.00
5. Payment Options TOTAL $0.00

6. Order Confirmation

7. Order Summary
B. Informations
Next
«  Confirm your order and click 'Next'. The 'Order Summary' page will be displayed:
Buy New Subscription Dome Firewall Virtual Appliance
. o Congratulations! Your order is completed.
1. Legin
2. Comodo Account
Order #34308539-6
3. Configure Subscription
4. Customer Information e e
1255 Broad Sireet Dodger
5 Pﬁymen‘[ﬂpﬂons DIrFI;mHJIJ?IHS 202 W 10th St 202 W 10th St
United States Alton
6. Order Confirmation support.comodo.com IAUS

7. Order Summary

Subscription Details
8. Informations

PRODUCT NAME LICENSE KEY
Dome Firewall (VM) (FREE, Unlimited) L L R - R
INVOICE NUMBER 3430853916 SUBSCRIPTION ID ETF91C59B6

Order Details
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«  Click 'Next' then click 'Finish'

- After the purchase is complete, Dome Firewall Virtual Appliance will appear in the 'Applications' interface.
See the description at the end of this section if you need more help to open the Dome Firewall Virtual
Appliance interface.

Activate the license

+ You can activate licenses for your C1 account through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process..

To add Dome Firewall Virtual Appliance by activating an existing license
+  Click 'Store' on the menu bar
«  Click 'Basic Version' on the Dome Firewall Virtual Appliance tile.

ntegrated

COMODO DOME Bl
F I R E WAL L APPLIANCE

Dome Firewall Virtual Appliance

+  This will open the product purchase page:

Buy New Subscription Dome Firewall Virtual Appliance

Login
1. Login
2. Comodo Account Login *
3. Cm%ig.lre Subscription lisadodjer@gmail.com
4. Customer Information d*

5. Payment Options

6. Order Confirmati
rder rmation [§) Forgot Password

7. Order Summary

8. Informations

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default'
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'

The Comodo Account page will display Dome Firewall Virtual Appliance licenses associated with the default account:
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Buy New Subscription Dome Firewall Virtual Appliance

o Subscriptions assigned to this COMODO Account
- Lagin

2. Comoado Account Salect license you would like to activats.

3. Confegure Subscription I

Dome Firewall Platform (1 Mode, 1-100 Users)
Start Date anr

4. Customer Information

5. Payment Options
6. Drder Confirmation
7. Owdler Surmmiary

B Infoermations

+  Select the license you wish to activate and click 'Activate Selected'

Buy New Subscription Dome Firewall Virtual Appliance

i Subscriptions assigned 1o this COMODO Account
. Lagin

2 Comada Account

0

IN-UISE Dome Firewall Platform (1 Noda, 1-100 Users) Actheation mm@,
Start Date: 021772017

4. Configure Subscription

4. Custarner Information
5. Paymant Options
6. Order Canfirmaticn

7. Order Summany

B Inlarmalians — Instructions

The license will be activated and Dome Firewall Virtual Appliance will be added to your list of licensed 'Applications'.

+  Click 'Instructions' to view the information about Dome Firewall Virtual Appliance service URL configuration
by Comodo. The URL information will be sent to your email within two business working days.

Buy New Subscription Dome Firewall Virtual Appliance

Inatructions
1. Login
2 Comoto Ascount Youve seecessfully purchased subseription shown below:
3. Configure Subscription Dome Data Predection

AT T Comode Dome Supporl Team is currently in progress of pravisioning your Dome Data Prodection Instance.
This speration may take a1 least 2 business days 1o finalize

5. Fayment Options

Once provisioning is complete, you will receive your Dome Data Protection Service URL from Comode Dome Support Team via an

6. Order Confirmatian e-mail. Please put that URL into the popup that sppears ance you click Dome Data Pretection Module under Licensed
atlons.
#, Order Surmmary Apphc
For guestions and assistance pleass contact:
B. Informations
domesupgorteomoks COM

Thank you being part of the community

The Comods One Tearm
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f

+  Click 'Finish' to complete the purchase process.
To open the 'Dome Firewall Virtual Appliance' interface
+  Click 'Applications' on the menu bar then choose 'All Applications'

All licensed modules for your account will be displayed.

——
VIRTLAL
COMOO0
FI R £ wi.}l.ﬂl.ME APPLIANCE

Dome Firewall Virtual Appliance

Open Module

0

+  Click 'Open Module' on the 'Dome Firewall Virtual Appliance ' tile

For more details about how to use Dome Firewall Virtual Appliance, refer to the online admin guide at
https://help.comodo.com/topic-436-1-912-11986-Introduction-to-Comodo-Dome-Firewall—Virtual-Appliance.html

8.12  Purchase Comodo Dome Firewall Central Manager
License

Comodo Dome Firewall Central Manager allows you to manage several Firewall Virtual appliances installed on your
customers' networks from a single central console.

+  You can purchases licenses for central manager from the Comodo One interface. Click 'Store' > 'Basic
Version' in the Dome Firewall Central Manager tile.

+  Once purchased and configured, you can access the central manager console as an external module.
Dome Firewall Central Manager can be setup in two ways:

+  Virtual Appliance:

+  Download the .ova file for Comodo Dome Firewall Central Manager from
https://download.comodo.com/dome-repo/dome-fw-image/domefirewallcm.ova.

+ Install the virtual appliance on your network and assign a public IP address to it.

«  Once installed, you can access the Dome Firewall Central Manager console at the URL
https://<IP Address of the virtual appliance>:8000

+  The default username is 'admin’ and password is ‘comodo’ (without quotes). You can change it
at anytime after your first login.

+  Cloud version:
«  Contact Comodo at provisiondome@comodo.com with your license key to setup the service.
+  Once setup, you will receive the IP address or the URL on which the service is hosted.
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+  You can access your Comodo Dome .Firewall Central Manager at the given URL or
https://<given IP address>:8000

+  The default username is 'admin' and password is ‘comodo’ (without quotes). You can change
it at anytime after your first login.

«  The basic trial version of the Dome Firewall Central Manager license is free of cost and covers unlimited
users for one year. The license can be upgraded at anytime from the Comodo One console.

«  Alternatively, you can add central manager by linking to another Comodo Accounts Manager (CAM) or C1
account that already has a Dome Firewall Central Manager license. The service can then be shared by both
accounts. Cumulative usage and validity are bound to the original license limitations.

Comodo Dome Firewall Virtual Appliance:
«  For more details about how to purchase licenses for and download the virtual appliance, see Add Comodo
Dome Firewall Virtual Appliance

+  For more details about how to use Dome Firewall Virtual Appliance, refer to the online admin guide at
https://help.comodo.com/topic-436-1-912-11986-Introduction-to-Comodo-Dome-Firewall---Virtual-
Appliance.html

Please read the following sections to learn more:
Purchase a new license
+ Activate the license

Purchase a new license

New licenses for Comodo Dome Firewall Central Manager can be purchased and activated from the 'Store' interface:
+  Click 'Store' on the menu bar

All available applications will be displayed.

e
COMODO DOME
FIREWALL CENTRAL MANAGER

Dome Firewall Central Manager

«  Click 'Basic Version' in the 'Dome Firewall Central Manager tile .

You will be taken to the subscription page.
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Buy New Subscription Dome Firewall Central Manager

_ Login
. Login
. Comodo Account Login *
. Configure Subscription humbersafety@gmail.com
. Customer Information
Password *

. Payment Options

. Order Confirmation
@ Forgot Password
. Order Summary

. Informations

Your login username will be pre-populated and cannot be changed.
«  Enter your Comodo One account password in the 'Password' field and click 'Login'.
«  The next step allows you purchase new license or to activate your existing licenses, if you have any.

Buy New Subscription Dome Firewall Central Manager

- Subscriptions assigned to this COMODO Account
. Login

2. Comodo Account You do not have any existing licenses. Please continue purchasing by clicking Buy New
button.

3. Configure Subscription

4. Customner Information

5. Payment Options

6. Order Confirmation

7. Order Surnmary

8. Informations

+  Click 'Buy Now' to purchase a new license
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Buy New Subscription Dome Firewall Central Manager

Customer Information

1. Login
2. Comodo Account Company Name
3. Configure Subscription Spokes and Wheels
4. Customer Information .
Company Website Phone Number *
5. Payment Options
9876543210
6. Order Confirmation
Street Address * Street Address 2 *
7. Order Surnmary
. Theradi Gandhi Road
8. Informations
City * Country *
Kanchipuram India
State or Province Postal Code *
631501

Billing Information
The same as Contact Information

Terms and Conditions
[] I have read and agree the End User License/Service Agreement.

«  Enter your company name, website and address details in the 'Customer Information' section. Agree to the
terms & conditions and click 'Next":

The order confirmation page will be displayed.
Buy New Subscription Dome Firewall Central Manager

Order Confirmation
1. Login

2. Comodo Account
PRODUCT LICENCE PERIOD  FULL PRICE

3. Configure Subscription

A @ R Dome Firewall Central Manager (FREE, Unlimited Users, 1 year) = 12 months 50.00

5. Payment Options TOTAL $0.00

6. Order Confirmation

7. Order Summary

8. Informations

+  Click 'Next' to confirm your order.
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1. Login

2. Comodo Account

- Order #736112-7
3. Configure Subscription

Comodo Security Solutions, Inc.
1255 Broad Street

Clifton, NJ 07013

United States
support.comodo.com

4. Customner Information
5. Payment Options

6. Order Confirmation

7. Order Summary

Subscription Details
8. Informations

PRODUCT NAME

INVOICE NUMBER

73611217

Order Details

Order Number

+  Click 'Next 'in the order completion page.

Buy New Subscription Dome Firewall Central Manager

Dome Firewall Central Manager (FREE, Unlimited...

COMODO

Creating Trust Online®

0 Congratulations! Your order is completed.

Spokes and Wheels
Theradi Gandhi Road
Kanchipuram

IN

LICENSE KEY

27f12ef5-4368-4a66-8e68-1d2e2923bf80

SUBSCRIPTION ID 4D10298CBA

736112-7

2017-12-15

The instructions page will provide guidance on setting up Comodo Dome Firewall Central Manager on your network.
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Buy New Subscription Dome Firewall Central Manager

Instructions

1. Login

2. Comodo Account If you seek assistance while installing Dome FW CM, please contact domesupport@comodo.com.

3. Configure Subscription
4. Customer Information How to Use

Method 1: Install the VM
5. Payment Options
You can download and install the Dome Firewall Central Manager into your own environment for

6. Order Confirmation managing Dome Firewall Virtual Appliances.

7. Order Summary NOTE: It's important to give a public IP for the Central Manager for using it on Comodo One.

8. Informations Installation Guide

Method 2: Comodo Hosted

You can contact Comodo for hosting your Dome Firewall Central Manager.

* Request Provisioning

«  Click 'Finish' to return to C1 Dashboard.

«  The license will be activated. You will receive an email containing instructions and a download link for the
virtual appliance.

Activating a License
+  You can activate your license through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process.

To add Dome Antispam MSP by activating an existing license
+  Click 'Store' on the menu bar
+  Click 'Basic Version' on the 'Dome Firewall Central Manager" tile.

Integrated

T
COMODO DOME
FIREWALL CENTRAL MANAGER

Dome Firewall Central Manager

This will open the product purchase page:
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Buy New Subscription Dome Firewall Central Manager

_ Login
. Login
. Comodo Account Login *
. Configure Subscription humbersafety@gmail.com
. Customer Information
Password *

. Payment Options

. Order Confirmation
@ Forgot Password

. Order Summary

. Informations

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'

The 'Comodo Account' page will display Dome Firewall Central Manager licenses associated with the default
account:

Buy New Subscription Dome Firewall Central Manager

- Subscriptions assigned to this COMODO Account
. Login

2. Comodo Account Select license you would like to activate.

SR ID: 2712ef5-4368-4a66-8e68-1d2e2923bfE0

Dome Firewall Central Manager (FREE, Unlimited Users, 1 year)
Start Date: 12/15/2017

4. Customer Information

5. Payment Options

6. Order Confirmation

7. Order Summary

8. Informations

€— Back Activate Selected

+  Select the license you wish to activate and click 'Activate Selected'
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- Subscriptions assigned to this COMODO Account
. Login

2. Comodo Account
ID: 27f12ef5-4368-4a66-8268-1d222923bf80

3. Configure Subscription IN-USE Dome Firewall Central Manager (FREE, Unlimited Activation Complete @

4. Customer Information Users, 1 year)
Start Date: 12/15/2017

5. Payment Options

6. Order Confirmation

7. Order Summary

B. Informations

€— Bac Go to My Subscriptions

The license will be activated. You will receive an email containing instructions and a download link for the virtual
appliance.

For more details about how to use Dome Firewall Central Manager, see the online admin guide at
https://help.comodo.com/topic-436-1-920-12359-Introduction-to-Comodo-Dome-Firewall-Central-Manager.html.

9  Quick Actions

The 'Quick Actions' menu contains shortcuts to important tasks in various C1 applications.

’ Quick Actions ~ =_ Quick Start v3.18.0 2 © ~ coyote

Download Bulk
Enrollment Package
Add New Device

Create New Ticket

Create New
Customer

Create New
Opportunity

Create New Quote

+  Download Bulk Enroliment Package: Allows you to download the ITSM agent setup files for offline
installation on Windows and Mac OS endpoints. The agent must be installed in order to enroll the endpoints
to ITSM. To find out more about bulk enroliment, see https:/help.comodo.com/topic-399-1-786-10853-
Enroll-Windows-and-Mac-OS-Devices-by-Offline-Installation-of-Agent.html.
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CDMDD 0 GNE DASHEOARD APPLICATIONS MANAGEMENT STORE TOOLS PARTNER
-—
IT & Security Manager =  Bulk Installation Package
DASHEOARD
Bulk Installation Package Comodo Remote Confrol
3 Dpevices
Device List
Lhzer *
| Bulk Installation Package
coyoteewile@yahoo com
USERS
CONFIGURATION TEMPLATES
Company *
APPLICATION STORE w
APPLICATIONS Device group
SECURITY SUB-SYSTEMS
————— Comodo Client
SETTINGS Choose operating system
Windows x64 -

Choose clients
Comodo Client - Communication

Comodo Client - Security

«  Add New Device : Opens the ITSM enroll device enroliment wizard. To find out more about this process,
see https://help.comodo.com/topic-399-1-786-10126-Enrolling-User-Devices-for-Management.html.

Enroll Devices

Please choose the device owner(s)

Show enrollment instructions Email enrollment instructions

«  Create New Ticket : Opens the new ticket interface in Service Desk. The interface allows you to create a
new ticket on behalf of a user. See https://help.comodo.com/topic-289-1-629-7981-Managing-Tickets.html
for more details on this process.
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Service Desk = Comodo One > Service Desk > Tickets > New Ticket

oo
5 DASHEOARD

2 users

| [2 TickeTs

New Ticket

Open (291)
Answered (13)
Unassigned (264)
My Tickets (26)
Overdue (293)
Closed (389)
Paused (25)

Materials

E|knowLeDGEBASE
[ My TIME sHEETS
| CALENDARS

[=] ProJECTS

|Z] conTrACTS

L. ADMIN PANEL

>

Open New Ticket
>

Lookup or create a user

@ Search existing users or add a new user.

Create New User: Please provide all the details

Email Address: *
Full Name: *
Phone Numikr.

Internal Notes

Assign To: Coyote

Backdated [ Work done in the past

Ext:

] ] (] [

tment, SLA Plan, Hours

time zone (GMT+5.30)

«  Create New Customer : Opens the C1 'New Customer' interface. This allows C1 MSP users to add new
customer organizations. Once added to C1, customer organizations will become available for selection as
companies in all C1 modules (ITSM, Service Desk, Quote Manager etc). To find out more, see
https://help.comodo.com/topic-289-1-716-8483-Managing-Companies.html
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COHGDG% DASHEOARD APPLICATIONS MANAGEMEMT STORE TOOLS PARTNER ’ﬂuid.‘.

Customer Mew Customer
@ B Customer Name
NAME = "OSTAL CODE #
Contact Email *
Coyate
Addreas *
Dithers Construction Compa G321
[Deer Company 31500
Postal Code *
ABC TV Services 000
Chennn T Services Dascription non42
Sky walk 001G
Kamchi Customer 3150
karchindly _ 3150

+  Create New Opportunity: Opens the 'Create New Opportunity' interface in the CRM module. This allows you
to quickly create a new opportunity from a sales lead. To find out more, see https:/help.comodo.com/topic-
289-1-845-10881-Add-an-Opportunity.html

A calendar Leads lk'ganizations Contacts  Opportunities  Products. s 0 ﬁ' Coyote
CUMODO CRM All Records v n +
Opportunities List ¢ Creating New Opportunity
Dashboard Opportunity Details
»  Recently Modified * Opportunity Name Organization Name || @ qQ +
Contact Name || @ Q + Amount | | §

* Expected Close Date

- 3

Type | Select an Option

Next Step

Lead Source | Select an Option

* Assigned To | Coyote

*Sales Stage | select an Option

Campaign Source || @ Q + Probability I

Forecast Amount

Description Details

Description

COMODO ONE

«  Create New Quote - Opens the new quote page in Comodo Quote Manager. This allows you to generate a
price quote for hardware, software and services which you provide to your customers. Quotes can be sent
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directly to your customers from the Quote Manager interface. To find out more, see
https://help.comodo.com/topic-289-1-778-10472-generating-a-new-quote.html

« QUOTES
Quote setup Add items Additional information Immary
Quote setup
*To Twne sear =1 o Name

*Subject
Expires  Nov 20,2017

on
Style The Mosaic company_new -

Private notes

Mote
heading

MNaote text

+ADD OME MORE NOTE
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10 Tool Set

Comodo One provides customers with a suite of complementary productivity and security tools that can be
downloaded from the "Tools' interface. Free of charge, each tool is designed to help customers accomplish specific
network and security tasks more efficiently.

To open the Tools' interface

«  Click 'Tools' on the menu bar.

=
Comodo One Portal Comods g » Tools

Tools
-9

[ -

2 G - @

Comodo Cleaning Essentials Network &ssessmemt Tool Unkmown File Humer Tool Barta Discovery and Deployment Toal

jore 1000 0.6781 Warsion: 1.3.00 5 1 Vari 00000732
09T ¥ e Dlste: 29000, 20078 Pebasn Clsbe: 00,12, 2N & Pabawan (isbe: 04 05, 3018

Cownioads: 1K Downbcads: 1K K

The following utilities are available:

«  Comodo Cleaning Essentials - Security software for Windows endpoints which contains tools designed to
identify and remove malware and unsafe processes from infected computers. Includes a fully customizable
malware scanner and an advanced system monitoring tool which allows users to kill unsafe processes with
a single click. To find out more, see 'Comodo Cleaning Essentials'.

«  Comodo Network Assessment Tool - Allows administrators to perform in-depth scans on customer networks
to identify a wide range of server, endpoint and network vulnerabilities. The tool will also prepare detailed
risk reports for scanned networks along with a risk mitigation plan containing actionable advice to address
each issue. To find out more, see 'Comodo Network Assessment Tool'.

+  Unknown File Hunter Tool - The Unknown File Hunter (UFH) is a lightweight scanner that identifies
unknown and potentially malicious files residing on networks. Scanned files are categorized as 'safe’,
'malicious’ or 'unknown'. Unknown files are those that were not found on either the safe-list or the blacklist
and could potentially contain zero-day threats. The UFH scanner allows you to upload such files to our
Valkyrie servers where they will undergo a battery of run-time tests designed to reveal whether or not they
are harmful. You can view the results of these tests in the UFH interface. To find out more, see 'Unknown
File Hunter Tool'.

+  Auto Discovery and Deployment Tool - Comodo Auto Discovery and Deployment Tool (CADDT) allows
network admins to remotely deploy applications to multiple endpoints via Active Directory, Workgroup or IP
address/IP range/host name. To find out more, see 'Auto Discovery and Deployment Tool'.

Comodo Network Assessment Tool

Comodo Network Assessment Tool (NAT) allows administrators to discover assets on customer networks, identify
vulnerabilities in the network and generate reports. The client risk report contains details of the risks identified on
each endpoint along with their risk score. The tool also offers a mitigation plan that contains advice to address each
issue. Setup is easy with a simple wizard which allows users to import networks via Active Directory, Workgroup or
IP range. For more details on how to install and use the application, refer to the online guide at
https://help.comodo.com/topic-289-1-783-10053-Introduction-to-Network-Assessment-Tool.html.

To download Comodo NAT
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+  Click the 'Network Assessment Tool tile to view a description of the product:
=2

Comada Ons Fortal Cormody One ¥ Tooks

) 9 M -
o I_I
Cleaning Essentials Metwork Assessment Tool Unknowm File Munter Tool Aute Mscovery and Deployment Tood

1 10088111 - 1308 e 3.1 e 1000 5
zane Date 02032017 R e 25.02.2014 R e Disbe: 03.72.2006 Ariepse Cate: 059,09, 2008

== ===

+  Click the 'Download' button to start the download process. A download dialog will appear as shown below:

Download

Flease accept the terms of service and select operating system.

| have read and agree to the End User License/Service Agreement.

Windows

[

«  Click the 'End User License/Service Agreement' link, read the EULA fully and select the check box.
«  Choose the operating system of the server on which the NAT tool is to be installed.
«  Click 'Download' to get the tool

Next, copy the setup file to your server and install. For more details on how to install and use the application, refer to
the guide at https://help.comodo.com/topic-289-1-783-10053-Introduction-to-Network-Assessment-Tool.html.

Comodo Cleaning Essentials

Comodo Cleaning Essentials (CCE) is a set of computer security tools designed to help users identify and remove
malware and unsafe processes from infected computers. CCE is a portable application which requires no
installation.

Maijor features include:

- Malware scanner - Fully customizable scanner capable of unearthing and removing viruses, rootkits, hidden
files and malicious registry keys hidden deep in your system.

+  KillSwitch - an advanced system monitoring tool that allows users to identify, monitor and stop any unsafe
processes that are running on their system.
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+  Autorun Analyzer - An advanced utility to view and handle services and programs that were loaded when
your system booted-up.

For more details on using the application, refer to the online user guide at https://help.comodo.com/topic-119-1-328-
3516-Introduction-to-Comodo-Cleaning-Essentials.html.

To download CCE
+  Click the 'Comodo Cleaning Essentials' tile to view a description of the product:

- 10007
a0 27 Rk Ciabe: 2903, 2006 R > Dt DR N2.2000 F e 05092016
1l Tikzads: 511 i 1K

& o & o =

+  Click the 'Download' button to start the download process. A download dialog will appear as shown below:

Download

Please accept the terms of service and select operating system.

| have read and agree to the End User License/Service Agreement.

32 bit Windows XP/Vista/7/8/8.1/10
| oownload

+  Click the 'End User License/Service Agreement' link, read the EULA fully and select the check box.

+  Choose the operating system from the drop-down
+  Click 'Download' to download a zip file containing CCE.

For more details on using the application, refer to the online user guide at https://help.comodo.com/topic-119-1-328-
3516-Introduction-to-Comodo-Cleaning-Essentials.html.

Unknown File Hunter Tool

The Comodo Unknown File Hunter Tool (UFH) tool is a lightweight scanner which identifies unknown, and potentially
malicious files, residing on your network. After scanning your systems, it will classify all audited files as 'Safe',
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'Malicious' or 'Unknown'. While 'Safe' files are OK and 'Malicious' files should be deleted immediately, it is in the
category of 'Unknown' that most zero-day threats are to be found. The UFH scanner allows you to upload these files
to our Valkyrie servers where they will undergo a battery of run-time tests designed to reveal whether or not they are
harmful. You can view the results of these tests in the UFH interface.

For more details about using the application, refer to the online user guide at https:/help.comodo.com/topic-400-1-
794-10426-Introduction-to-Comodo-Unknown-File-Hunter.html

To download the UFH tool
+  Click the 'Unknown File Hunter" tile to view a description of the product:
=2
Comade One Portal Gomodo ne > Teals
Tools
L]

Loall

3 9 = e

omodo Cleaning Essentials Hetmork Assessment Too (nkniowm File Hunter Tool furto Discovery and Deployment Tool

(LR RR] v 1.3.00 21 v o 100090732
s Db (1900, 2007 ks Tabe: 29 00, 2008 Hubawan Ciste; 03,72, 2008 Hulamas 09,05, 2074

1K K Dovnboads: 611 T 0

+  Click the 'Download' button to start the download process. A download dialog will appear as shown below:

Download

Flease accept the terms of service and select operating system.

| have read and agree to the End User License/Service Agreement.

Windows

Lo

«  Click the 'End User License/Service Agreement' link, read the EULA fully and select the check box.
«  Choose your operating system from the drop-down
+  Click 'Download'

For more details about using the application, refer to the online user guide at https://help.comodo.com/topic-400-1-
794-10426-Introduction-to-Comodo-Unknown-File-Hunter.html

Auto Discovery and Deployment Tool

Comodo Auto Discovery and Deployment Tool (CADDT) allows network admins to remotely deploy applications to
multiple endpoints via Active Directory, Workgroup or |P address/IP range/host name. The utility can be used to
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remotely install any .exe, .msi or .mst packages. CADDT is a portable app which does not require installation. Simply
double-click on ADDT.exe to run the application.

To download the Auto Discovery and Deployment tool

+  Click the 'Auto-Discovery and Deployment Tool' tile to view a description of the product:

Comade Ore Fortal Gomods Dne » Teals

Tools
o

Looadl

son: 100.06111 1.3.00
i Dat: 0050300 7 Rubasas Daka: 20 08 W6
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+  Click the 'Download' button to start the download process. A download dialog will appear as shown below:'

Download

Flease accept the terms of service.

| have read and agree to the End User License/Service Agreement.

(e |

+  Click the 'End User License/Service Agreement' link, read the EULA fully and select the check box.

+  Click 'Download' to download the application
+  Simply double-click on the file to start the application - no installation is required.

11 Managing your Account

The 'Account Details' interface allows you to edit company, license and account security details.
+  Account Details - Company contact details, company logo, support contact details.
«  License Details - Manage your C1 licenses. Link another Comodo account to your C1 account
«  Account Security - Set up two-factor authentication for additional login security.
To open the 'Account' interface
+  Click 'Management' > 'Account' on the top navigation:
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Staff

COMODO ONE
1P

MSP Account Details Roles

MSP Account Details Comodo License Accoum Security Details Remote Access Support

Company Name * Applications

i =g~ (MBgE Li ]
Coyote

Browse

You can upload PNG or JPG file. The resolution of image should be u

160x72(

Contact Email *
coyoteewile@yahoo.com

Logo Preview
Country :

United States FI
State
New Jersey H

Postal Code Support Email @

073021

Street Address Support Phone Number @

1, Jersey Street

Phone Number Notes

The Interface contains three tabs:
«  Account Details
Comodo License Account Details
+  Account Security Details
»  Remote Access Support

111 Updating C1 Account and Customizing Reports

The account details tab in the 'Management' section allows you to edit your account details as well as customize the
logo and support contact detail shown in reports. The name of the tab depends on whether you have an MSP or
Enterprise account.

To open account details,

«  Click 'Management' > 'Account’

« The interface will open at the 'Account Details' tab by default:
To edit your account details
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Comodo One Portal Comodo One > Management > Account

MSP Account Details

MSP Account Details Comodo License Account Details Account Security Details Remote Access Support

Company Name *

Upload Logo Image @
Coyote

Browse

il *
Contact Email You can upload PNG or JPG file. The resolution of image should be up to

160x120px.
coyoteewile@yahoo.com e
Logo Preview
Country
United States H
State
New Jersey H
Postal Code Support Email 0
073021
Street Address Support Phone Number i ]
1, Jersey Street
Phone Number Notes
Hl H2 H3 H4 H5 H6 P pre =9
B I U 5 = = C @
E E =E E E = o> E % Words:0 Characters:0

- Edit the details as required.
«  Enter any important company notes in the rich-text editor at the bottom.
+  Click 'Clear Form' to undo the changes
+  Click 'Save Changes' to apply your changes.
To customize reports

All reports display a logo at the top and support email and contact number in the footer. You can change the logo
which is displayed and the support details.

- To remove the existing the logo, click 'Remove' in the 'Log Preview' section.

«  To upload a new logo, click 'Browse' beside the 'Upload Logo Image', navigate to the location where it is
saved and click 'Open'.

«  Enter the email and contact number in the 'Support Email' and 'Support Phone Number' fields.
+  Click 'Clear Form' to undo the changes.
+  Click 'Save Changes' to apply your changes.

Click 'Dashboard' > 'Reports' to open the reports interface.
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11.2  Comodo License Account Details

+  The 'License Account Details' tab lists all C1 / Comodo Accounts Manager (CAM) accounts that you have
added to your account.

 Linkan account - Linking another CAM or C1 account lets you share licenses and funds with the other
account. CAM is the management portal used by Comodo customers and partners to track orders and
purchase licenses. A CAM account is automatically created when you subscribe to C1.You can log in to
CAM directly at https://accounts.comodo.com/login.

+  Set Partner - MSP account admins can also become a Comodo partner to resell Comodo products. As a
partner you can take advantage of discounted rates on all subscription-based services offered through C1
MSP. These include endpoint security, web security, data backup and network monitoring and protection.

To open the license account details,
+  Click 'Management' > 'Account'
«  Select the 'Comodo License Account Details' tab

Comodo One Portal Comodo One > Management > Account
Comodo License Account Details
MSP Account Details Comodo License Account Details Account Security Details Remote Access Support
Gy Link New

COMODO LICENSE... COMODO LICENSE AC... FIRST NAME + LAST NAME = PHONE... PARFNER = DEFAULT =
coyoteewile@yaho... coyoteewile@yahoo.c... 3214569... YES o
msspchen@yopma... msspchen@yopmail.c... 1234568... YES Set Defa...
newlicense@yopm...  newlicense@yopmail.... 0442259... YES Set Defa...
laimpoy@yopmail....  laimpoy@yopmail.com 1231231... YES Set Defa...

Comodo License Account Details - Table of Column Descriptions

Column Header Description

Comodo License Account Email | The email address of the CAM account.

Comodo License Account Login | The login details of the CAM account.

First Name First name provided for the account.

Last Name Last name provided for the account.

Phone Number Contact number provided for the account.

Partner Indicates whether the account is a Comodo partner.

Default The account which will be used for C1 purchases and communications. Please
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‘ ‘ note you can assign only one CAM account at a time.

Sorting Option:

+  Click any column header to sort items in ascending or descending order according to the column label.
The interface allows administrators to:

«  Link a CAM account to C1

- Seta CAM account as default

«  Set an MSP account as Comodo Partner
Link a CAM account to C1

A Comodo Accounts Manager (CAM) account is automatically created when you subscribe to C1. This will be listed
as the default in the Comodo License Account Details table.

If you already have CAM accounts with C1 licenses, these accounts can be linked to your C1 account. This will allow
you to add your existing products as C1 modules from the C1 store. For example, if you have already purchased a
license fo Dome Secure Web Gateway under a different account, you can add this account to C1, set it as default
then add Dome Secure Web Gateway from the store. You can also create new CAM accounts from here and add
them to C1 automatically.

To link a CAM account,
«  Click 'Management' > 'Account'
+  Select the 'Comodo License Account Details' tab
+  Click 'Link New" at the top right

Link New Comodo License Account %

Login *

FARTHNER = DEFAULT =

Pazsword *

(] Forget Password YES Set Default

Create Comodo License Account

«  Enter the CAM account login credentials and click the 'Link This Account' button. The account will be added
and listed in the table.

To create a new CAM account instead,
«  Click 'Management' > 'Account'
+  Select the 'Comodo License Account Details' tab
«  Click 'Create Comodo License Account'

The account setup form will be displayed:
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Setup Comodo License Account Details

Email *

Password *

Company Name *

Phone Number *

Country *

State or Province Postal Code *

+  Email - Provide a valid email address which will be used to login to your CAM account
«  Password - Enter a password for the CAM account

«  Company Name - The name of the company for which you want to create a new CAM account. This
company name needn't necessarily correspond to a C1 company name.

«  Phone Number - Enter your contact phone number
+  Country - Select your country from the drop-down
«  State or Province - Select the state\province from the drop-down
+  Postal Code - Enter the pin code of the area
+  Click the 'Submit' button

The newly created CAM account will be added to the list. You can login to your CAM account at
https://accounts.comodo.com/login and subscribe for Comodo products. To add licensed products from this account,
make sure you set this as the default CAM account in C1.

Set a CAM account as default

To obtain products using licenses from another CAM account, you have to make it the default account. When you
shop for products from the store, the default CAM login will be auto-filled and non editable.

To make a CAM account as default,
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+  Click 'Management' > 'Account’
- Select the 'Comodo License Account Details' tab
«  Click the 'Set Default' link under the 'Default’ column

Comodo One Portal Comodo One > Management > Account
Comodo License Account Details
MSP Account Details Comodo License Account Details Account Security Details Remote Access Support
G Link New

COMODO LICENSE ACCOUNT EMAIL  COMODO LICENSEACCOUNT LOGIN = FIRST NAME = LAST NAME = PHONENUMBER # PARTNER # DEFAULT =
coyoteewile@yahoo com coyoteewile@yahoo.com 321456987 YES o
msspchen@yopmail.com msspchen@yopmail.com 1234568789 YES Set Default
newlicense@yopmail com newlicense@yopmail com 04422591052 YES Set Default
laimpoy@yopmail com laimpoy@yopmail com 123123132123 YES Set Default

You have to provide the login credentials of the current default CAM account.

Enter Comodo License Account Details
Login *
coyoteewile@yahoo.com

Password *

sEsrsEEREE

@ Forgot Password

+  Enter the password and click 'Set Account as Default'

Alert

The account is set as default.

@ ox

«  Click 'OK'
The selected CAM account will be now set as default.
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Comeodo License Account Details

WISP Aseoin Detads Cosardo License Aceount Detsls Aot Security Detads Rerrusbe Aoteta Suppoil

B, Lk Mew

COMIDO LICENSE ACCOUNT EMAIL & COMODD LADENSE ACCOUNT LOGIN & FIRST NAME LAST HAME 5 PHOME NUMEBER & PARTHER 7 DEFRULT #

exvyi v dinhopa i 13 CErpatE e e yaban o 51 458087 (4] Sant D aaik

maspchesgyopsail com rmzapchen@popmal cors 1FI45aHTRT YES ]

rewicensedyopmall com newlicensafvopmal com DdazEIInGe HZ St Dedpu it

This default CAM account login will be auto-populated when subscribing for a product and adding it as a C1 module.

=
Comoda One Portel Comodo One + Store 3 Shopping
Buy New Subscription Acronis Back-up
Laigin
Legin®
Passwoend

(5] Farget Fasswond

See the 'App Store' section for details on how to subscribe for integrated products.
Set an MSP account as Comodo Partner

An MSP company in C1 can also become a Comodo partner. This brings a host of benefits, including discounted
purchase prices for Comodo products and more. Purchased products can then be re-sold to your customers. Please
note this feature is available to C1 MSP accounts only.

MSPs can add partner functionality in two ways:

{Q Become a Partner
+ By clicking the 'Become a Partner' button at the top of the interface. This button will
be available if the default CAM account is not already a partner.
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+ By selecting a CAM account in 'Comodo License Account Details' then clicking 'Set Partner' at top right.

The difference is that the former method automatically selects the default CAM account while the latter lets you
choose a non-default CAM account to be become a partner.

comMobo % DASHBOARD APPLICATIONS MANAGEMENT STORE TOOLS :- Quick St
Comodo One Portal Comodo One > Management > Account

R

Comodo License Account Details

MSP Account Details Comodo License Account Details Account Security Details Remote Access Support
% Link New
COMODO LICENSE ACCOU... COMO®O LICENSE ACCOUNT ...  FIRST NAME + LAST NAME = PHONE NUM... RARTNER = DEFAULT =

johnson_peter38@gmail.com  johnson.peter38@gmail com 048123456 NO

The partner account sign-up dialog will open:
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Sign Up for a Comodo Partner Account Details

1. Welcome Thank you for your interest in becoming a Comodo One MSP

2. Login Partner

3. Company Details Comodo ONE IT Operating Platform enables you to expand your client base
by offering enterprise-class subscription services while solving your

4. Address customers’ IT challenges more efficiently.

Boost productivity with seamless integration between award-winning
services, functions and toolsets and reduce costs with our complementary
platform and tools.

As a Comodo ONE pariner you'll have everything you need to increase
revenue and attract new customers while managing IT administration from a
single pane of glass.

Once you become a Comodo partner you can take advantage of discounted
rates on all of the subscription-based services offered through Comodo ONE
MSP including endpoint security, web security, data backup and network
monitoring and protection.

Become a Comodo One MSP Pariner Today

+  Click 'Become a Comodo One MSP Partner Today' button in the 'Welcome' dialog.

Sign Up for a Comodo Partner Account Details

1. Welcome Login Name *

2. Login S :
lzimpoy@yopmail.com

3. Company Details

4. Address Password *

[§| Forgot Password

«  The 'Login Name' will be auto-populated. This will be the default CAM account if you click the 'Become a
Partner' button at the top or the selected account from the list and clicking 'Set Partner'.

- Enter the password and click 'Next'. If you have forgotten the password, you can initiate a new password
request by clicking the 'Forgot Password' link.

The 'Company Details' dialog will be displayed:
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Sign Up for a Comodo Partner Account Details

1. Welcome Company Name *

2. Login Coyote

3. Company Details

4. Address Company Web Site Address *

Contact Email Address *

coyoteewile@yahoo.com

Phone Number *

321456989

This will be auto-populated with the details of the C1 account.
+  Edit the fields if required and click 'Next'
The address details of the C1 account will open.
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Sign Up for a Comodo Partner Account Details

1. Welcome Country *

2. Login
United States

3. Company Details
4. Address City *
New Jersey

State or Province *

MNew Jersey

Street Address *

1, Jersey Street

Postal Code *

073021

+  Edit the fields if required and click 'Next'
A congratulations message will be displayed:

Sign Up for a Comodo Partner Account Details

1. Welcome Congratulations!
2. Login You have successfully requested to becoming a Comode One MSP Partner.
3. Company Details Once your partnership has been approved, you will receive an email

nofification and also a new "Partner” icon in your Comodo One MSP
Toolbar will appear. This icon will direct you to your partnership/reseller
portal.

4. Address

A Partnership Success Manager will be in contaet with you to go over your
Partnership/Reseller Portal, your discount rates and provide you with a
demonsfration on how to utilize it.

Your initial starting discount percentage rate will be 5%. If you would like to
add funds to your partnership portal to change your discounted percentage
rate, and select a pricing band, please call 973-396-1233 during 9 am. - 6
p.m. EST or email C1-sales@comodo.com.

Discount Pricing Band Initial Deposit

&;ﬂ MSP - pay as you go SO
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+  Click 'Finish'
The application will be submitted to Comodo for approval. A status of 'Pending’ will be shown in the 'Partner' column

during this time. After Comodo has approved the account, the status will change to 'Yes'. A 'Partner' link will also
appear in the C1 file menu:

COMODO% DASHBOARD APPLICATIONS MANAGEMENT STORE TOOLS { PARTNER

Comodo One Portal Comodo One > Management > Account

MSP Account Details

MSP Account Details Comodo License Account Details Account Security Details Remote Access *

«  The 'Partner link leads to https://accounts.comodo.com/login
Now the partner can login and manage their account at https://www.comodo.com/login/comodo-members.php

Once an MSP has become a partner, Comodo products will be available at discounted prices which can be sold to
their customers via the reseller portal at https://accounts.comodo.com/reseller/management. Refer to our reseller
guide at https://help.comodo.com/topic-211-1-725-8860-The-Reseller-Portal.html for help to manage your reseller
account.

The discounted prices will also be available when purchasing products via the C1 Store. See the App Store and its
sub-sections for more details about subscribing for Comodo products in the C1 store.

11.3  Set up Two-Factor Login Authentication

Two-factor authentication adds additional login security by requiring staff to present two forms of authentication
before they can access C1.

«  Enabling the feature means that all users on the account will be taken through the Two-Factor setup
process the next time they login.

+  Setup involves installing the Google Authenticator app on staff member mobile devices. Each staff must pair
their device with C1 to obtain verification codes. Guidance on this is available in Pair an Authentication
Device.

+  Once setup, staff will need to enter a unique verification code generated by the app (this code changes
frequently) in addition to their C1 username and password.

«  Afterwards first login, staff have the option to disable two-factor authentication for the browser they are
currently using IF allowed by an administrator. They will need to pass two-factor authentication again in they
login using a different browser OR if they login from a different computer.

To configure two-factor authentication
+  Click 'Management' > 'Account'
+  Select the 'Account Security Details' tab
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Comodo One Portal Comodo One > Management > Account

Account Security Details

MSP Account Details Comodo License Account Details Remote Access Support

Account Security Details

Two-Factor Authentication adds another security level while verifying user identity. To sign-in, the user needs to enter both the password and a
verification code sent to Google Authenticator app on the user’s smartphone.

[ ] Enable Two Factor Authentication

* ITSM local admins, cDome and cWatch users will be able to login without Two-Factor Authentication from module login pages.

- Select 'Enable Two Factor Authentication'

Additional option for allowing the staff to disable two factor authentication for their browser will appear:

Account Security Details
MSP Account Details Comodo License Account Details Account Security Details Remote Access Support

Enable Two Factor Authentication

Two-Factor Authentication adds another security level while verifying user identity. To sign-in, the user needs to enter both the password and a
verification code sent to Google Authenticator app on the user's smartphone.

*[TSM local admins, cDome and cWatch users will be able to login without Two-Factor Authentication from module login pages.

Enable "Do not ask again for this browser option”
"Do not ask again for this browser option” enables your staff not to use Two Factor Authentication in the same browser when they sign in.

Save Changes

+  "Do not ask again for this browser option" - If enabled, staff members will be offered the option to disable
two-factor checks on future visits from this machine using their current browser. The option will be offered
after their first successful login. See Login using Two Factor Authentication for more details.

+  Click 'Save Changes'.
The "Two-Factor Authentication' dialog will open:

Two-Factor Authentication

Click OK to logout from C1 Portal to configure Two-Factor Authentication on your smart
device now. ¥ou can click on Configure Later to do the configuration in the next login.
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- Click 'Configure Later' to setup two factor authentication during the next login

+  Click 'OK' to setup the process now. Clicking 'OK" you will log out you immediately and ask you to login
again to continue the process.

Pair an Authentication Device

« Admins and staff should pair their authentication device for two factor authentication when they login to
Comodo One portal for the first time.

+  The following message will appear on first login after enabling two factor authentication:

= Logout

COMODO ONE

Two-Factor Authentication

Your account administrator has enabled twe-factor
authentication, please configure your authentication
application.

CONFIGURE MY AUTHENTICATOR

+  Click 'Configure My Authenticator'. The steps to complete the two-factor authentication will be
displayed.
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Enable Two-Factor Authentication = Logout

An authenticator app works by generating a new security code every 30 seconds. Once you have an authentication app
installed on your smart phone and paired with your account, you can always get a code - even if you have airplane mode
turned on, or are anywhere without cell service. You can use Google Authenticator for configuration

Just a few simple steps, and you'll be all set

Step 1

Please download Google Authenticator app on your smart device and open it

Google play

Step 2

Scan this QR-code

Open authentication app and:

- tap the "+"icon in the top-right of the app
- scan the image to the left, using your phone's camera

@ | can't scan the QR-code

Step 3
Enter Verification Code

Once the QR-code above s scanned, enter the 6-digits verification code
generated by the app

+  Download the 'Google Authenticator' app and install it on your iOS or Android device.
+  Open the 'Authenticator' app and tap the '+'"icon'
«  Scan the QR code displayed on the 'Enable Two-Factor Authentication' screen

«  Asix number authentication code will be generated automatically in the app. This code will change
frequently and is unique to your account.

«  Enter the code in the text field under 'Enter Verification Code' field.
+  Click 'Pair'
A success message will be displayed along with 10 backup codes in case you do not have the authentication device
with you. The codes can be used only once.
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Enable Two-Factor Authentication # Logout

Two-Factor Authentication has been enabled for your account, and you have been signed out of all other sessions

You have 10 unused backup codes

If you lose access to your authentication device, you can use one of these backup codes to login to your acconut. Each
code may be used only once. Make a copy of these codes, and store it somewhere safe

luv8f851b nrwewStkw
vy6zrzmb?2 pjloe756y
bkhz4wc6o 497umvbtn
cich2ubhc z1oilv7fm
yy582icex nénjzmhni

Keep a copy of the backup codes on your system for logging-in to C1 at times when you don't have access to your
authentication device.

Note: You can generate a new set of codes at any time. To do so:
+  Click 'Login name' > 'Settings' > "Two-Factor Authentication'.
+  Click 'View Backup Codes' then 'Generate New Codes' at the bottom.
+  Your old codes will expire after you have generated the new codes.

For more details, see reset two-factor configuration and regenerate backup codes in Configuring C1 Settings.

+  Click 'Next'. You will be logged in to your account.
Two-factor authentication is now configured.

«  Allusers (new and existing) will need to follow the Two Factor setup process described above the next time
they login.

+  On all subsequent logins, users need to open the Google Authenticator app on their mobile device, collect
their new verification code and enter it at the C1 verification screen.

+ Ifthe account admin resets two-factor authentication for a user, he/she will need to go through the setup
process again. Refer to 'Managing Administrators' to find about resetting two-factor authentication.

Login using Two Factor Authentication

The "Two-Factor Authentication' dialog will be displayed after entering your login credentials whenever an
administrator or staff logs-in after pairing their device.
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COMODO ONE

Two-Factor Authentication

Enter Verification Code

Don't ask again for this browser

Authenticator unreachable?

+  Enter Verification Code - Open the Google Authenticator app on your paired device and enter the
displayed code. Please note that the code changes frequently.
«  Don't ask again for this browser - Select if you want to disable two factor authentication on future
visits.
«  Foryour future login attempts, the two factor authentication dialog will not appear.
« You will be asked for a verification code again if you login from another computer or if you
login using a different browser. You will also be asked for a code if you clear your browser's
history/cache.

Note: 'Don't ask again for this browser' will only appear if enabled by an admin in 'Management' > 'Account' >
‘Account Security Details'.

+  Click 'Submit'
Use Backup Codes

Comodo One Two Factor Authentication allows you to use your backup codes in case you do not have your
authentication with you during a login attempt.

To login using a backup code
+  Click 'Authenticator unreachable?' link in the Two Factor Authentication' dialog
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Two-Factor Authentication

Enter One of Backup Code

«  Enter a backup code
+  Click "Submit'

After successful verification you will be logged into C1. See Reset two-factor configuration and regenerate backup
codes in Configuring C1 Settings for more details on backup codes.

11.4  Remote Access Support

Specify whether or not the Comodo support team should be allowed to remotely access your C1 account. Remote
access allows us to more effectively troubleshoot any issues you may be having and to activate new modules when
required.

+  Click 'Management' > 'Account’
+  Select the 'Remote Access Support' tab

Comodo One Portal Comodo One > Management > Account

Remote Access Support
MSP Account Details Comodo License Account Details Account Security Details Remote Access Support

Enable Remote Access Support

When you enable Remote Access Support, Comedo One Sales Engineer team can access to your Comodo One account and activate modules to
help your business. You can enable and disable Remote Access Support anytime. Comodo One team don't have any access to your account, unless
you enable remote access support.

(& Save Changes

«  Tick the 'Enable Remote Access Support' box to authorize remote access
+  Click 'Save Changes'
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12 Manage Sbscriptions, Usage, Billing
and Settings

«  Click 'Management' > 'Applications' to open the applications area.
« Click an application tile to view info about the app in the tabs below.
The section contains the followings tabs:
+  Subscriptions - View details of your current licenses and purchase new licenses if required
+  Usage - Statistics which show how much data has been used by a particular application.
+  Billing - View payment history and pending payments for each subscribed module
«  Settings - Configure URLs for the Comodo Dome Cloud Firewall and Data Protection applications.

-~

Comado One Partal Comoda One + Management * Applicotions
Applications
Applications
|
!
WEEﬂmﬂ_Eg ; C% Watch COMODO DOME COMODO DOME

T and Secusity Manager CWatch cliome Stondand Dome Shicld
Subscriplions Usage Billing Settings
Subseription List (® Add New Subscription
10— FREE Details
ACTIVE COM Subscription Basic Edition For Comodo ONE TRIAL
Undimited 365 daya Comedo License Account Usermame Date
covoteewilefyahoo.com 03/0472076

Module Hame Pericd
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12.1  Manage Subscriptions

The 'Subscriptions' tab shows details about licenses you have purchased for C1 applications. Details include
whether the license is active or not, the start date of the subscription, the name of the product and more.

+  Click 'Management' > 'Applications'
«  Click the 'Subscriptions' tab.
«  Click an application tile to view license information about that application.

Comado One Fartal Comodo One » Management > Applications
Applications
Applications
i
|
!
cOMODO | — —
@2z | QO vaen coMon0 R como0 SomE
|
|
T and Security Mansger i CWatch chome Stondand Dome Shickd
|
Subscriplions Usage El|iq Settings
Subscription List ® A New st E

|D: i ians FREE Details

Undimited 365 daya Comodo License Account Usemame Date
coyotzewdiedDyahon. com 03/04/2016

Module Mame= Period

Each license is shown on a separate row. The following information is available for each license:
Subscription List

+  Shows all your licenses for the selected product. Each license row contains basic information such as
license name, type, duration, start date and user/endpoint allowance.

« Mouse-over a row to view more details about the license:
Details
«  Comodo License Account Username - The email ID that was provided during account creation.
+  Module Name - The name of the application.
+  Product Name - Indicates the name, duration and user/node allowances of your subscription.
- Status - Indicates whether the license is active or not.
+  Subscription ID - The identification number provided for the subscription.
+ License Key - License key of the subscribed product.
+  Date - Indicates the date of subscription.
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+  Period - Indicates the license validity period

«  Number of users - Indicates the number of users that can enrolled for the product. This applicable for
products where end users are to be enrolled such as ITSM.

«  Price - The base price of the product.

+  Total Price - The total price paid for the product. This depends on the number of users, number of nodes
and validity period.

«  Payment Type - Indicates how payment was made for the product.

Click 'Add New Subscription' to renew, buy or add new license for the module. See 'App Store' for more details about
the license purchase process.

12.2  Viewing Usage Details

The 'Usage' screen displays statistics about the use of each C1 module. You can also view how much you have
used of your allowed quota.

To open the 'Usage' screen
+  Click 'Management' on the menu bar > 'Applications'
+  Click the 'Usage' tab.
«  Click an application tile to view usage information about that application.

For example, usage details for Acronis Cloud Backup show how much space you have used of your plan over-time,
the amount used by each company and whether the plan is prepaid or postpaid:
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Applications

Applications

COMOD0 DOME

w COMODOD
£ 1 HGT

Suibscriptiom @ R L gy

Your usage nformation wifl be updated after 2.4 hours

Subscription Usage
F
iC
F
-
GE
Subscription Usage List
# COMPANY
smckegd
Subscription Usage Quota
POSTPAID

en
[=1

COMOD0 DOME

USAGE

o

Acronis
~oud Backup C;\\’ cWatch

Show Total

Company. smokeqgd

USAGE UNIT

GB

PREPAID

+  Select 'Show Total' to view details for all companies in your account
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12.3  Viewing Billing Details

The 'Billing' screen displays payment information for each subscribed module.
To open the 'Billing' screen

+  Click 'Management' on the menu bar > 'Applications'

+  Click the 'Billing' tab.

«  Click an application tile to view billing information for that application.

For example, billing details for Acronis Cloud Backup show the monthly billing date, the due date, the total bill, the
usage allowed for your plan and the status of the bill. The 'Status' column will say 'Pending' or 'Paid' as appropriate.
For prepaid plans, it will say 'Recurring' under the 'Status' column.

The following image shows the billing details of Acronis Cloud Backup for an account.

Applications

§ — Acronis
COMODD ; OME G a
w & ST MR it e T Cloud Backup cWatch

Subscrptions Usage Sattings

COMODO HAS THE RIGHT TO DELETE YOUR BACK U DATA IF YOU ARE MORE THAN 14 DAYS OVERDUE OM PAYMENT
Billing List
CHARGING DATE DUE DATE TOTAL USAGE UNIT ETATUS PAID DATE
000752017 L2017 50000 1] Gi
DTN T 021412 7 5000 | a8
30820 7 03152m 7 5000 o 58
D820 7 04/45/2017 50000 b 58

124 Configuring Dome Service URL Settings

« The settings area lets you configure important URLs for Dome Cloud Firewall, Data Protection and
Antispam services.

« These URLs must be added to C1 in order to use the aforementioned modules in C1.

« URL details will be available at the end of each product's sign up process in the 'Information’ section. They
will also be emailed to your registered email address.

To open the settings interface:
+  Click 'Management' > 'Applications'.
+  Click the 'Settings' tab.
+  Click the Dome Cloud Firewall, Data Protection or Antispam tile
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Applications
Applications
—— ——— —
w comMoDo €OMODG BOME €OMODO DOME coMODO DOME ooy o
ity Wanege C-Dume Firewall - e sl Preiection Cod c =
Subscriplions Usage Billing /
Settings

DOmee Servion WRL

- Enter the URL and click the 'Save' button

Alert

Module settings are saved successfully.

oK

+  Click 'OK'

After configuration is complete, the Firewall, Data Protection and Antispam applications will be available under
'Applications'.

13 Configuring C1 Settings

« The 'Settings' interface allows you to change your password, set time-zones, configure application launch
preferences, reset two-factor authentication and generate backup codes.

« You can also set a particular module as the default application which opens after you login to C1.
To open the C1 Settings screen
+  Click the username of the currently logged-in user (top-right) then select 'Settings'
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Coyote

coyoteewile(@yahoo.com

Settings

Logout

The 'Settings' screen will open:
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Settings
Change Password Two-Facter Authentication
0ld Password * Configured on 03/29/2017
Mew Password *

Hew Password (&gain) *

Change Time Zone Comodo One Licensed Application Launch

Time Zone i@ Open licensed application an rew b

(#05:30) Asia/Calcutla W =
Comodo One Default Menu Scitings

Daylight Saving Time Open Comodo One menu as collapsed

i Open Comado One menu as extended

Open licensed application on curmant tab

Comodo One Login Page

@ Set Overview Fage as login page
Set Service Desk as login page
Set Patch Management as login page
Set IT and Security Manager as lagin page

Sel Comodo Quote Manager s logn page

The interface allows you to:

+  Change your password

+  Change time zone

Configure licensed application launch settings

+  Seta licensed application as your C1 login page

+  Reset two-factor configuration and regenerate backup codes
To change your password

«  Goto the 'Change Password' tile

+  Enter your current password in the 'Old Password' field

«  Enter your new password and confirm it in the respective fields

+  Click 'Clear Form' if you need to start again
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«  Click 'Save Changes' to register your new password

Alert

Your password is changed successfully.

0K
«  Click 'OK" in the alert screen.
To change the time zone
«  Goto the 'Change Time Zone' tile.
+  Click on the time zone drop-down and select your preferred zone from the list.
- Enable 'Daylight Saving Time' if applicable for your location.
+  Click 'Save Changes'
Alert
Time Zone is updated successfully.
0 ok

+  Click 'OK" in the alert screen.
To configure licensed application launch settings
In the 'Comodo One Licensed Application Launch' tile, the following options are available:

«  Open licensed application on new tab - If enabled, applications in the 'Applications' menu will open in a new
tab.

+  Select your option under 'Comodo One Default Menu Settings'. If the above option is selected then you
can configure whether the C1 menu should be displayed or collapsed in the licensed application tab.

«  Open licensed application on current tab - If enabled, licensed applications will open in the same tab with
C1 menu displayed by default.

+  Click 'Save Changes' to apply your changes.

Alert

Menu settings is updated successfully.

OK

+  Click 'OK'
To configure a licensed application as your C1 login page
The 'Comodo One Login Page' tile lists all licensed applications for your account.
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+  Select the application that you want to set as your C1 default.
- Click "Save Changes' to apply your changes.

Alert

User login page settings is updated successfully.

0K

Next time, when you login to your C1 account, the configured application will open automatically as your welcome
screen. Please note that the role assigned for you should have permission to access the configured application.
To reset two-factor configuration and regenerate backup codes

The "Two-Factor Authentication' tile allows you to reset two-factor authentication for the account admin as well
regenerate backup codes. This tile will be available only when two-factor is enabled.

+  Click 'Reset Configuration' at the bottom to reconfigure the two-factor authentication
+  Click 'OK"in the confirmation dialog

Alert

Two-factor authentication is reset successfully

0K

At the next login, you will be prompted to reconfigure two-factor authentication. This is applicable for account admins
only and other users need not reconfigure unless Two Factor is reset in 'Staff Management' > 'Staff'

«  Toregenerate backup codes, click 'View Backup Codes' link at the top
The 'View Backup Codes' dialog will be displayed:
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Two-Factor Authentication

Configured on 05/10/2017

View Bacﬁg Codes

View Backup Codes

You have 10 unused backup codes

If you lose access to your authentication device, you can use one of these backup codes to
login to your acconut. Each code may be used only once. Make a copy of these codes and
store it somewhere safe. Below codes are sent to your email address.

040x7v7It nZ2iruurgn
6123zcxqg o7hnr3m5b
f4yOm3cia qwq0qgfk6
fa3x63k1p rznk2mmzx
gkdfy81s6 v63h4jvt0

Keep a copy of the backup codes on your system for logging-in to C1 at times when you don't have access to your
authentication device.

«  Ifyou want to create a new set of backup codes for use in future, click the 'Generate New Codes' at the
bottom left of the dialog.

Anew set of verification codes will be generated and displayed. Save them for your future logins at times when you
do not have access to the authentication device. Once you generate new set of codes, the old codes cannot be used
for authentication.

14  Comodo One Support

Comodo is committed to providing the highest levels of support for its products. If you need technical assistance, we
offer the following convenient support services:

Online Help Guides

Comodo help guides for all products are available at https://help.comodo.com. You can navigate to any guide from
the main page.

+  To open the help guides from C1, click the help icon “* then 'Help Guides'
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¥ Quick Actions v _:G’) Quick Start v3.16.0 ® v  Coyote

Quick Start

@ Help Guides

® MSP Forum

®; Enterprise Forum

@ Open @HighPric & Email to Support

€ Contact Information

Each module of the application has its own dedicated help guide containing detailed descriptions.
Comodo Forums
Register at Comodo Forums and join thousands of other users discussing all aspects of our products.

You'll benefit from the expert contributions of developers and fellow users alike and can find answers to any
questions you may have.

«  Enterprises - please join at https://forum1.comodo.com.
«  Managed Service Provide (MSP) - please join at https://forum.mspconsortium.com
Email to Support

If you are unable to find a solution in either the help guides or the forums, then please email support at ¢1-
support@comodo.com

Contact Information
Provides the support phone numbers for US and international customers.
Submit a Ticket

You can submit support tickets to Comodo at https://support.comodo.com/. The site also contains an extensive
knowledge-base, FAQs and tutorials.

Quick Start

Opens the 'Get Started' page which contains guidance on how to quickly setup and use C1. The 'Quick Start' link
can be found by clicking the '?" icon in the top-right corner.

15 Viewing Release Notes

Release notes contain information about new features, improvements and bug-fixes in each version of C1.

- To view the release notes, click the version number at top right:
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coMoDO % DASHBOARD APDLICATIONS MAMAGEREWT STORE TOOLS DARTHER f fhick Actions - EG} Quick Start o k= w  Coyote

E [or—— = %) Customize

Release Notes

v3.16.0 - 21.10,2017 o @m, Quole Manager
v3.15.1 - DE.10.2017 o

¥2.15.0 - 16,09.2017 o @ iwice

v3.14.1 - 25,08,2017 o @mlm

v3.14.0 - 12.08.2017 o @ﬁ,u

¥3.13.1 - 15.07.2017 o @mu

¥3.13.0 - 02,07.2017 0 @%m

- Click the arrows at the end of the rows to view the full release notes for each version.
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Appendix - C1 Products

Depending on the type of C1 account either MSP or an Enterprise, the products available by default and licensed
vary. Refer to the following table for the list of products available for each business type.

S.No Products MSP Enterprise
Default
1 ITSM v v
2 Dome Shield v 4
3 Service Desk v v
4 RMM Plug-in v v
Licensed Applications (Integrated)
1 Service Desk (Ticketing) v v
2 IT and Security Manager v v
3 RMM Plug-in v v
4 Quote Manager v v
5 Acronis Cloud Backup v v
6 Customer Relationship Management v v
(CRM)
7 cWatch v v
8 cDome Secure Web Gateway v v
9 cDome Shield v v
10 cDome Cloud Firewall x v
11 cDome Data Protection x v
12 cDome Antispam Gateway x v
13 cDome Antispam Gateway - MSP v x
14 cDome Firewall Virtual Appliance v v
Other Products
1 cDome Firewall Central Manager v v
Tool Set
1 Network Assessment Tool v v
2 Comodo Cleaning Essentials v v
3 Unknown File Hunter v v
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‘4 ‘ Auto Discovery and Deployment Tool ‘ v ‘ v
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

The Comodo Threat Research Labs is a global team of IT security professionals, ethical hackers, computer
scientists and engineers analyzing and filtering input from across the globe. The team analyzes millions of potential
pieces of malware, phishing, spam or other malicious/unwanted files and emails every day, using the insights and
findings to secure and protect its current customer base and the at-large public, enterprise and internet community.
Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets. With offices in the US, China, Turkey, India, Romania and Ukraine, Comodo secures the online and offline
eco-systems of thousands of clients worldwide.

Comodo Security Solutions, Inc

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.888.266.6361

Tel : +1.703.581.6361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit https://www.comodo.com
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