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Creating Trust Online®

1 Introduct|on to Comodo One

Comodo One is the integrated platform for managed service providers (MSPs) and enterprises which combines
applications such as IT and Security Manager, Patch Management, Dome Shield, Service Desk and more in a
single, easy-to-use console.

) & & -- 2

Tl S0 Concct informaian ®Buw

Applications are available in three areas of the interface - 'Applications’, 'Store' and "Tools":

Licensed Applications. Available for immediate use and accessed by clicking 'Applications' on the menu bar at the
top. Licensed applications include:

«  Comodo IT and Security Manager (ITSM) - Allows MSPs and enterprises to manage, monitor and secure
mobile devices and Windows endpoints which connect to customer networks. Once an iOS, Android or
Windows device has been enrolled, administrators can quickly apply configuration profiles which determine
network access rights, security settings and general preferences. A powerful addition to any MSP /
Enterprise toolkit, Device Manager allows you to secure customer data regardless of the device that holds
it. ITSM is available by default to customers that signed up for Comodo One version 3.0 and later.
Customers that signed up for Comodo One prior to version 3.0 version can integrate CDM to their console,
if required.

«  Comodo Service Desk - A fully featured ticket management system which allows administrators to
implement strong and effective work-flows for internal and customer-facing support departments. Comodo
Service Desk allows administrators and staff members to respond to tickets, reassign tickets to other
departments or personnel, generate reports, create knowledge base articles and more.

«  Comodo Dome Shield - An enterprise web filtering solution that allows MSPs and enterprises to provide
comprehensive DNS based security for their customers and networks. Comodo Dome Shield is available as
an SaasS solution and allows you to configure granular security and category based web rules.

«  Comodo Remote Monitoring and Management (RMM) - Comodo RMM is an efficient endpoint monitoring
application that allows administrators to monitor and manage multiple endpoints from one centralized
console. RMM is available as an integrated module to customers that signed up for Comodo One prior to
version 3.0. The customers that signed up for the version 3.0 and later can access RMM through the ITSM
interface. Refer to the help page at https://help.comodo.com/topic-214-1-771-9524-Remote-Management-
of-Windows-Devices.html in the online ITSM Admin Guide for more details.

Store. The C1 Store contains optional applications which allow you to expand your service offerings. Once
downloaded, 'Integrated' applications can be used directly from the Comodo One console while non-integrated
applications are stand-alone. Most store applications include separate license fees.
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+  Acronis Cloud Backup - A perfect solution for all your backup and disaster recovery needs. This cloud-
based application has the ability to backup any application and system including Windows, Linux and Mac.
Available with pre and post-paid subscription models, this solution fits the needs of any enterprise.

«  cWatch - CWatch is available as Security-as-a-Service for the protection of the web applications and web
servers on your customers' networks. The servers are monitored 24x7x365 by experts from the Comodo
SOC who will handle incident response, and provide state of the art signature based, machine learning and
expertly hand crafted security prevention policies that are all constantly updated to ensure protection from
emerging threats.

«  Comodo Quote Manager - Comodo Quote Manager (CQM) is an end-to-end quote management solution
that allows Managed Service Providers (MSPs) and companies to quickly create, follow up and finalize
quotes for customers. You can keep track of submitted quotes, send reminders to customers, resolve
customer queries almost instantly and view detailed sales reports.

«  Comodo Dome Antispam - An enterprise antispam and threat prevention solution that uses a sophisticated
array of spam filters, anti-virus scanners and content analysis engines to prevent unsolicited mail from ever
entering your network. (Available only to C1 - Enterprise customers)

«  Comodo Dome Antispam - MSP - An antispam and threat prevention solution that monitors email traffic on
your customers' networks. The solution uses spam filters, anti-virus scanners and content analysis engines
to block unwanted/dangerous mail from reaching your customer's networks. (Available only to C1 - MSP
customers)

+  Comodo Firewall Central Manager - Firewall Central Manager allows you to manage several Firewall Virtual
appliances installed on your customers' networks from a single central console.

«  Comodo Dome Secure Web Gateway - A real time web traffic scanning solution that allows you to provide
comprehensive web content and security control to your customers. Includes URL filtering, malware
protection, Valkyrie real-time file verdicting and portable containment.

«  Comodo Customer Relationship Management (CRM) - A sales automation solution that allows you to save
time and grow productivity by implementing automatic workflows to generate, nurture and close customer
leads and opportunities.

«  Comodo Dome Firewall Virtual Appliance - The same Dome Firewall functionality as described above but
provisioned in OVA or ISO format. These formats can be installed on bare-metal appliances and virtual
servers such as Virtualbox and Vmware.

«  Comodo Dome Data Protection - A cloud based data protection enterprise solution that enforces polices on
data in use, data in motion and data at rest to prevent data loss. (Available only for C1 - Enterprise
customers)

+  cWatch EDR - A cloud based Endpoint Detection and Response solution that provides unrivaled visibility to
the activities in the Windows endpoints on your network environment. EDR allows you to view security
related incidents in a detailed timeline and generates instantaneous alerts if an attack occurs.

Tools. The following utilities are available for download from the 'Tools' area:

«  Comodo Cleaning Essentials - Security software for Windows endpoints which contains tools designed to
identify and remove malware and unsafe processes from infected computers. Includes a fully customizable
malware scanner and an advanced system monitoring tool which allows users to identify and kill any unsafe
processes with a single click.

«  Comodo Network Assessment Tool - Allows MSPs and enterprises to perform in-depth scans on networks
to identify a wide range of server, endpoint and network vulnerabilities. The tool will also prepare detailed
risk reports for scanned networks along with a risk mitigation plan containing actionable advice to address
each issue.

+  Unknown File Hunter Tool - A lightweight scanner that locates all files on your network that have an
‘unknown'’ trust rating. While safe and malicious files are identified easily, the files that do not fall into these
two categories are called 'Unknown'. It is in this category that most zero-day threats and APTs are to be
found. Unknown File Hunter allows you to upload unknown files to our 'Valkyrie' analysis service where they
will undergo a battery of tests to determine whether they are safe or malicious.
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+  Auto Discovery and Deployment Tool - Easily deploy applications to multiple endpoints via Active Directory,
Workgroup or IP address / IP range / host name.

« Comodo Remote Control - Remotely access Windows and Mac OS devices to solve issues, install third
party software or run system maintenance.

This guide is split into the following sections:
+  Signing up for a Comodo One account - How to create an account

«  Logging-in to your Account - How to login into the Comodo One interface
+  The Administrative Console - A snapshot of main functional areas of Comodo One

+  The Dashboard - Displays consolidated, ‘at-a-glance' statistical summary of vital information like statuses of
managed endpoints, available patches, tickets and more

+  Managing Administrators and Roles - Explains how to add administrators and manage roles

+  Managing Administrators - Explains how to add administrators and assign roles
+  Managing Roles - Explains how to create and manage roles
+  Admin Privilege Levels - Outline of administrative privileges

+ Managing Companies - Explains how to manage companies for an account

+  Accessing C1 Modules - Explains the methods you can open the modules
«  App Store - Explains how to buy other Comodo products and add CDM as a module in C1

+  Quick Actions - Explains how to access to important tasks in various C1 applications using shortcuts in the
C1 interface

«  Tool set - Explains how to download utility software for deployment on your customer networks

+  Managing your Account - Explains how to manage your account details, share licenses, upload your
company logo and provide support contact information. Company name, logo and support details will be
included in all reports that you generate.

«  Managing Application Subscriptions, Usage, Billing and Settings - Explains how to add new subscriptions,
view usage and billing details as well as how to configure Firewall and Data Protection URL settings

+  Reports - Explains how to schedule and generate reports
« Notifications - Explains how to view news and notifications from Comodo
+  View Audit Logs - Explains how to view log of events from Comodo One portal and Service Desk modules

+  Configuring C1 Settings - Explains how to change your password to login to C1 console and configure
application launch settings

+  Comodo One Support - Explains how to request support from Comodo.
- Viewing Release Notes - Explains how to view the release notes for all the versions of C1
«  Appendix: C1 Products - Provides the details of C1 products available for MSPs and Enterprises

2 Sign up for a Comodo One Account

Getting a Comodo One account is very easy and can be completed in a few steps.
+ \Visit https://one.comodo.com/
+  Click 'Get Now Free!" at the top right
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Call now! For a live demonstration Community Login ContactUs
- W (972) 649-9012

comono
Products  Services Howwehelp  CustomerSuccess  Resources  Company

THE ONLY COMPLETE,
SCALABLE IT MANAGEMENT PLATFORM

140,233 endpoints and counting are managed by
When you switch, you get:

All essential IT management tools, including Remote Manitoring and Management (RMM), Seruice Desk, and Patch Management in a single

customer suppoart, and marketing materials to grow your business
r custom scripts, and builds the platform to your business needs

365 support for everything from onboarding and configuration ta writing Pythan scripts for you
T .
And the best part? The software, the support, and the partnership are all 100% free.

GET NOW FREE!

+  Next, enter your email address for verification:

Enter your email

Get Free Access Now

+  Click 'Get Free Access Now'
A short enrollment form will appear:

+  Email - This will be pre-populated with the
MR CUMODO Qi ok address you provided in the previous step.
Enter a new email address if you wish to
Email * change it. You will receive the verification
link to this email address.

+ Password - Create a password for your C1
Password * account. Password rules:

- At least eight characters long

- Contain a mix of lower case and upper
case letters

- Contain at least one numeral

- Contain at least one of the following
special characters - '("#$%"&*")'

newc 1@yopmail.com

Telephone Mumber *

+  Telephone Number - Primary contact
Nt e number
Click here 10 «  End User License Agreement - Read the
reload above text. EULA fully by clicking the 'Terms and

Conditions' link. Select the 'l have read...'
+  Captcha — Enter the text shown in the

image to complete the verification process.
«  Click the 'Get Now for Free' button.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 7
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+  Averification mail will be sent to your email address.

COMODO

one

Hello,

Thank you for signing up to Comodo One. Please click on the link below to verify your
email address and activate your account.

s

Thank you for joining The Comodo One Community!

The Comodo One Team

Please do not reply to this email as this email address is not monitored.

Comodo One Technical Support
Call:

Email: ¢1-supportf@comodo.com

MSP Forum: hitpe i/ forum. mepconsortium. com
Enterprize Forum: hitps:/forumi.comodo.com

+  Click the 'Verify my email' button in the mail to activate your account:
You will be taken to the C1 login page after successful verification:

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 8
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Great to have you back!
Username ANMNOUNCEMENT

Comodo ONE hotfix is released! Check the list of
fixed issues, now!

Password Mare details: Cormnodo ONE Forum

[]remember Me Forgot password?

SIGN 1IN

Mew here? Creats an account

¥

' Apple Store 5 GOOGLE PLAY

«  Enter your email address and password and click 'Sign In".
+  You need to complete your account details after first-login:

Setup Account Details @ Logout

Business Type * (Compare Business Types)

() Managed Service Provider

() Enterprise

Subdomain/Company™

ACME.servicedesk.comodo.com

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 9
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«  Complete the form with your business type and sub-domain details to finalize account setup.
«  Business Type - This determines the version of Comodo One that you receive (either 'MSP' or
'Enterprise').
«  The default and licensed products vary according to the business type.

+  Click the 'Compare Business Types' link to see the products and features available with each
type. See Appendix for more details on C1 modules for each business type.

+  Subdomain - The sub-domain will form part of the unique URL you use to access modules such as
'Service Desk'.

«  For example, if you enter the sub-domain 'acme’, you will access the service desk module at
'https://acme.servicedesk.comodo.com'.

+  Click 'Submit'
The next screen shows a summary of your active services:

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 10
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Comodo ONE MSP = Logout

Free Services Out of Box

IT and Security Manager ~

Full Mobile Device Management

Full Mabile Application Management

Full Mobile Security Management

Bring Your Own Device Support

Endpoint Security Management for Windows Devices including World Best
Containment Technology (For the first month.)

¢ Community support

o o o o 0

Dome Shield S

DMNS Based Security
Domain Filtering
¢ Malware, Phishing and Botnet Protection

Service Desk ~

Service Automation Ticketing System
Multi-Site Help Desk Management
Fully Integrated / One View Dashboard for all 3 Free Tools

Comodo One MSP Forum Subscription

You are now a member of our M5P Forum partnership community
where you can provide your insight, engage in discussion boards as
well as gain support from a network of partners and highly skilled
technology developers.

Your MSP Forum username is your subdomain prefix that you've
created. The password is the same as your Comodo One MSP login.

+  Click 'OK" to finish setup. You will be taken to the Comodo One Dashboard. You will first see a 'Quick Start'
pop-up which links to short tutorials on how to use C1.
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Comodo ONE hotfix is released! Check the list of fixed issues, now!

comooo Welcome to Comodo One MSP _
ONC = i1 APPLICATIONS ~ % =0 @ 2 3 coyote

: I You can get acquainted with Comodo One with our video tutorials and guided tour : B o
;l ENROLL NEW DEVICE m NEW TICK to start managing and monitaring your devices. NEW OPPORTUNITY NEW QUOTE

Customer: All -

Ticket Status

&8 Customize

349
315
280 How to Add a New Device?

245
210
175
140
105

70

33

How to start using IT and Security
Manager? Management?

How to start using Patch

Tablet PC Windows Server

«  That'sit. You have successfully created a Comodo One account. Use the video tour guide to quickly learn
the C1 basics.

« You will also be shown a 'What's New' dialog with a list of new features in the latest version.

Activity Status

What's New

Cwatch EDR is in Store!
cWatch EDR module added to the store. ECR is available for both MSP and

Enterprise accounts.

+  Please note that this account will be automatically granted 'Account Admin' privileges and cannot be
deleted. You will be able to create 'Admins' and "Technicians' under this account. See 'Manage
Administrators' for more details.

+ You can login to your account at anytime at https://one.comodo.com/app/login.

+  You can also login at https://accounts.comodo.com/ with your C1 username and password to manage your
license and account details.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 12
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2.1 Login to your Account

You can login into Comodo One by visiting https://one.comodo.com/app/login in any internet browser. Alternatively,
visit https://one.comodo.com and click 'Login' at the top right.

AR CoN ot For alive gemonstration o J .
0”’6 ' (972) 649-9012
comono
Products  Services Howwehelp  CustomerSuccess  Resources  Company |ellSliicss

THE ONLY COMPLETE,
SCALABLE IT MANAGEMENT PLATFORM

140,233 endpoints and counting are managed by
When you switch, you get:

All essential IT management tools, including Remote Monitoring and Management (RMM), Service Desk, and Patch Management in a single

customer support, and marketing materials to grow your business
your custom scripts, and builds the platform to your business needs

arding and configuration to writing Python scripts for you

And the best part? The software, the sépport, and the partnership are all 100% free.

The 'Login' screen will be displayed:

Great to have you back!
Username ANNOUNCEMENT

Comodo OME hotfix is released! Check the list of
fixed issues, now!

Password More details: Comodo ONE Forum

[ ] remember Me

SIGN 1IN

¥

E
[ Apple Store # | GOOGLE PLAY

«  Enter your username and password to login to Comodo One console.

+ You will first see a 'Quick Start' pop-up which links to short tutorials on how to setup and start using C1.
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Comodo ONE hotfix is released! Check the list of fixed issues, now!

comooo Welcome to Comodo One MSP _
ONC = i1 APPLICATIONS ~ % =0 @ 2 3 coyote

: I You can get acquainted with Comodo One with our video tutorials and guided tour : B o
;l ENROLL NEW DEVICE m NEW TICK to start managing and monitaring your devices. NEW OPPORTUNITY NEW QUOTE

Customer: All -

Ticket Status

&8 Customize

315
280 How to Add a New Device?

245
210
175
140
105

70

33

How to start using IT and Security
Manager? Management?

How to start using Patch

Tablet PC Windows Server

+  Use the video tour guide to quickly learn the C1 basics if required. Click 'Skip, to exit the video tour.

Activity Status

« If you are logging-in for the first time, you will also be shown a 'What's New' dialog with a list of new
features in the latest version.

Cwatch EDR is in Store!
cWatch EDR module added to the store. EDR is available for both MSP and

Enterprise accounts.

+  Ifyou can't remember your current password, click 'Forgot Password?" in the login screen to set a new one.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 14
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Great to have you back!

Username ANNOUNCEMENT
Comodo ONE hotfix is released! Check the list of
fixed issues, now!

iaks U Mare details: Comnodo ONE Forum

[ ] remember Me Forgot password?

Mew here? Create an accoun

Password Reset Request

Email or Login

SEND REQUEST

- Enter your account email address and click 'Send Request'. Comodo will email password reset instructions
to the address provided.

«  C1 also has a two-factor authentication feature that provides additional login security. This can be enabled
in 'Management' > 'Account Security Details'. To find out more, see Setting up Two-Factor Login
Authentication.

+  Your C1 account can also be managed from your mobile device (iOS and Android supported). The C1 app
allows you to attend to customer's requests, read alerts and more. Click the Apple Store or Google Play link
on the sign in dialog to download the app:

L Availabl Androld A I
'. Apple Store 5 GOOGLE PLAY

Alternatively, you can download C1 mobile at the following URLSs:

Android users - Download C1 Mobile from https://play.google.com/store/apps/details?
id=com.comodo.one.mobile (or search for 'Comodo One Mobile' on Google Play)

iOS users - Download C1 Mobile from https://appsto.re/us/PNn2ab.i (or search for 'Comodo One Mobile' on
the Apple App Store)

Visit https://help.comodo.com/topic-289-1-844-10826-Introduction-to-C1-Mobile.html for more details about
C1 mobile.
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3 The Adminonsole

The admin console gives you fast access to all C1 applications and dashboard stats, and allows you to add new
modules, manage subscriptions, manage staff roles and more. Account admins can also add staff and manage
customer accounts from this interface.

f

) & & -- 2

o Pu

= o) '

. ST e o o o

The name of the user that is currently logged in is shown at top right. The menu bar at the top allows you to navigate
to different features.

Menu Items

COMODO Home - Click this to open the dashboard.
O h’E [ MsP C1 Dashboard - View the status of licensed applications, notifications and more.
Click here for more details.

C1 allows you to set a specific application to open whenever you log-in to your
account. See setting a licensed application as your login page in Configuring C1
Settings for more details.

The business type 'MSP' is displayed beside the C1 logo. If 'MSP" is not
mentioned then you have an 'Enterprise' account.

Applications - Access your account's licensed applications. Click here for more
nas details.

- Management - Allows MSP and Enterprise admins to:
¥ MANAGEMENT ~ +  Add and edit staff members and assign roles to them
«  Create custom roles with different privilege levels. These roles can then
be assigned to staff and administrators

=as  APPLICATIONS v

+  View and edit Comodo One account details, manage licenses and
access security settings.

+  View subscription, usage and billing details for your C1 applications
«  MSP admins can add, edit and remove customer organizations.
«  View audit logs from Comodo One portal and Service Desk

Click here for more details.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 16



CcCOMODO

Creating Trust Online®

Reports - View and manage reports on service desk tickets, patch management,
managed devices, Windows antivirus, file statistics and Valkyrie reports. Click
here for more details.

Store - Subscribe to Comodo products from this area. Click here for more details.

ﬁ TOOLS Tool Set - Download free tools and utilities. Click here for more details.
Partner - Available if you add a C1 MSP partner account. Click this icon to login
@Y PARTNER \
® to your Comodo account at https://accounts.comodo.com/login.
@ Become a Become a Partner - Click to start the process of becoming an MSP partner. See
N® Partner Comodo License Account Details to find out how to add an MSP account.

What's New - View a list of new features in the latest version of Comodo One:

' *
4 WHAT'S NEW
| e What's New

Cwatch EDR is in Store!

cWatch EDR module added to the store. EDR is available for both MSP and

Enterprise accounts

Quick Actions - Shortcuts to important tasks in various C1 applications. Click
here for more details.

Version Number - Available at the foot of the page. Click the version number to
ved. | v3.23.0 view the release notes page. This outlines new features and bug-fixes in the
current release. See 'View Release Notes' for more details.

Notifications - Displays alerts and notifications from C1 and licensed modules.
e Click here for more details.
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Help - Shows shortcuts to Comodo One help pages and forum pages. See
(2 1 'Comodo One Support' for more details.

Logged-in User Name Click your username to access the following options:

«  Settings - Change your password, time zone and application launch
settings. See 'Configuring C1 Settings' for more details.

+  Logout - Sign-out of C1

Dashboard - The dashboard is shown by default after login and can be accessed at any time by clicking the 'Comodo
One' icon at top-left.

- The dashboard provides statistics about service desk tickets, available patches, applications, device
operating systems, endpoint connection status and more. See 'The Dashboard' for more details.

+  You can change your default login page in the 'Settings' area (click your username at top-right > Settings >
'‘Comodo One Login Page'). See 'Configuring C1 Settings' for more details.

Applications - Allows account admins, MSP/Enterprise admins and staff members to access Comodo One modules.

«  Comodo Service Desk - Fully featured support ticketing system which allows enterprises to implement
strong and effective work-flows for internal and customer-facing support departments. The solution allows
admins and staff to track and manage tickets submitted by users, assign tickets to departments or
organizations, generate reports and much more.

«  Comodo IT and security Manager (ITSM) - ITSM allows administrators to manage, monitor and secure
mobile devices and Windows endpoints which connect to customer networks. Once an iOS, Android or
Windows device has been enrolled, administrators can quickly apply configuration profiles which determine
network access rights, security settings and general preferences. A powerful addition to any
MSP/Enterprise toolkit, ITSM allows you to secure customer data regardless of the device that holds it. See
Comodo IT and Security Manager guide for more details.

«  Comodo Remote Monitoring and Management (RMM) - A complete endpoint management solution which
combines endpoint monitoring and alerting with ultra-fast remote desktop sharing, a robust ticketing sub-
system, application life-cycle management, process and service management, endpoint security
management and custom scripting for automated break-fixing. See RMM guide for more details.

Note: The standalone RMM is a legacy product available only to customers that signed up to C1 prior to version
3.0. RMM functionality has now been transferred to the Comodo ITSM product.

«  Comodo Dome Shield - A DNS based web security solution that allows MSPs to provide strong, real-time
protection against internet threats for their customers. See the dedicated online help guide for Comodo
Dome Shield for more details.

+ Acronis Cloud Backup - Acronis Cloud Backup is capable of backing up data from any source and recovers
to any destination and system. This module is optional and can be added after creating a Comodo One
account. See 'Add Acronis Cloud Backup' for more details.

+  Comodo Quote Manager - This module is optional and can be added after creating a Comodo One account.
See 'Add Comodo Quote Manager' for more details. Comodo Quote Manager allows administrators and
staff to generate, manage and send customer price quotes.

+  cWatch - cWatch is a security intelligence and event management (SIEM) product that allows administrators
to monitor logs, create incidents and more. This module is optional (available for MSPs only) and can be
added after creating a Comodo One account. See 'Add cWatch' for more details.

«  Comodo Secure Web Gateway - A real time web traffic scanning solution that is capable of providing
comprehensive web content and security control. This module is optional and can be added after creating a
Comodo One account. See 'Add Comodo Secure Web Gateway' for more details.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 18


https://help.comodo.com/topic-434-1-840-10755-Introduction-to-Comodo-Dome-Shield.html
https://help.comodo.com/topic-434-1-840-10755-Introduction-to-Comodo-Dome-Shield.html

CcCOMODO

Creating Trust Online®

«  Comodo Customer Relationship Management (CRM) - An end-to-end sales automation solution that allows
you to assign, nurture and close customer leads faster than ever. This module is optional and can be added
after creating a Comodo One account. See 'Add Comodo Customer Relationship Management' for more
details.

«  Comodo Dome Firewall Virtual Appliance - The Dome Firewall includes a web-application firewall, antivirus
scanning, intrusion prevention, website filtering and traffic monitoring. The application is provisioned in OVA
or ISO format. These formats can be installed on bare-metal appliances and virtual servers such as
Virtualbox and Vmware. This module is optional (available for Enterprises and MSP) and can be added
after creating a Comodo One account. See 'Add Comodo Dome Firewall Virtual Appliance' for more details.

«  Comodo Dome Data Protection - Allows companies to prevent data leaks by implementing strict controls on
confidential data in motion and at rest. This module is optional (available for Enterprises only) and can be
added after creating a Comodo One account. See 'Add Comodo Dome Data Protection' for more details.
(Available only for C1 - Enterprise customers)

«  Comodo Dome Antispam - An enterprise antispam and threat prevention solution that uses a sophisticated
array of spam filters, anti-virus scanners and content analysis engines to prevent unsolicited mail from ever
entering your network. This module is optional and can be added after creating a Comodo One Enterprise
account. See 'Add Comodo Dome Antispam' for more details. (Available only for C1 - Enterprise customers)

«  Comodo Dome Antispam - MSP - An antispam and threat prevention solution that monitors email traffic on
your customers' networks. The solution uses spam filters, anti-virus scanners and content analysis engines
to block unwanted/dangerous mail from reaching your customer's networks. See Add Comodo Dome
Antispam - MSP for more details. (Available only for C1 - MSP customers)

+  Comodo Firewall Central Manager - Firewall Central Manager allows you to manage several Firewall virtual
appliances installed on your customers' networks from a single central console. See Add Comodo Dome
Firewall Central Manager for more details.

«  cWatch EDR - A cloud based Endpoint Detection and Response solution that provides unrivaled visibility to
the activities in the Windows endpoints on your network environment. EDR allows you to view security
related incidents in a detailed timeline and generates instantaneous alerts if an attack occurs. See Add
cWatch EDR for more details.

Management - Manage customer accounts, staff accounts, roles, subscriptions and more. The management area
contains the following sections:

«  Customer - Displays all customer organizations added by the account administrator. Available to MSP
customers only.

«  Any number of companies can be created depending your subscription level.

«  Companies added here are automatically added to all integrated applications (for example, Service
Desk, ITSM and Quote Manager). Companies will be visible to all MSP Admins when they are in those
modules.

+  Module-specific users and administrators can be added under these companies from within each
module.

«  See 'Managing Companies' for more details.

- Staff Management - Staff members added here can access all modules in Comodo One. You can set up
different privileges for each staff member.

«  Service Desk. Service desk staff that were originally added to C1 with admin privileges (aka an
'MSP/Enterprise Admin') can access both the admin and staff panels. Staff without admin privileges
can only access only the service desk staff panel.

«  New staff members will receive an account verification email and be asked to create a unique
password. See 'Managing Administrators' for more details.

+ Roles - Administrators can create new admin and staff roles with different privileges. Roles can be assigned
to stafffadmins as required. See Managing Roles for more details.

«  Account - Allows account administrators to personalize and edit account details such as name, email
address, address and phone numbers. You can also view your account license details. See 'Managing your
Account' for more details.
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+  Applications - Allows you to manage billing, usage, licenses and settings for each of your 'App Store'
purchases. See 'Manage Application Subscriptions, Usage, Billing and Settings' for more details.

+  Audit Logs - Admins and staff members can view event logs from Comodo One and Service Desk modules.
See View Audit Logs for more details.

Reports - Admins can generate reports on service desk, patch management, managed devices, file statistics and
more. You can also schedule automatic reports. See 'Reports' for more details.

Store - Displays Comodo applications that are available for C1 users. Some applications can be added as
'integrated' C1 modules and some are available as standalone applications. For a full list of applications available for
both MSP and enterprise customers, please refer to 'Appendix - C1 Products'. Refer to the section 'App Store' for
more details about how to add applications as integrated modules.

Tools - Allows administrator to download free utilities for use on customer networks. The available applications are:

+  Comodo Cleaning Essentials - Comodo Cleaning Essentials (CCE) is a set of computer security tools
designed to identify and remove malware and unsafe processes from infected computers.

Major features include:

+  KillSwitch - an advanced system monitoring tool that allows users to identify, monitor and stop any
unsafe processes that are running on their system.

+  Malware scanner - Fully customizable scanner capable of unearthing and removing viruses,
rootkits, hidden files and malicious registry keys hidden deep in your system.

+  Autorun Analyzer - An advanced utility to view and handle services and programs that were loaded
when your system booted-up.

CCE is a lightweight, portable application which requires no installation and can be run directly from
removable media such as a USB key, CD or DVD. For more details, refer to the CCE guide at
https://help.comodo.com/topic-119-1-328-3516-Introduction-to-Comodo-Cleaning-Essentials.html.

«  Comodo Network Assessment Tool - Comodo Network Assessment tool (NAT) allows network
administrators to perform in-depth scans on client networks to identify a wide range of server, endpoint and
network vulnerabilities. The tool will also prepare detailed risk reports for scanned networks along with a
risk mitigation plan containing actionable advice for each issue. Setup is easy with a simple wizard which
allows users to import networks via Active Directory, Workgroup or IP range.

+  Unknown File Hunter Tool - The Comodo Unknown File Hunter (UFH) tool is a lightweight scanner that is
capable of identifying unknown and potentially malicious files residing on your customer's network. After
scanning networks and systems, it will classify all audited files as 'Safe', 'Malicious' or 'Unknown'. While
‘Safe' files are OK and 'Malicious' files should be deleted immediately, it is in the category of '‘Unknown' that
most zero-day threats are to be found. The UFH scanner allows you to upload these files to our Valkyrie
servers where they will undergo a battery of run-time tests designed to reveal whether or not they are
harmful. You can view the results of these tests in the UFH interface.

+  Auto Discovery and Deployment Tool - Comodo Auto Discovery and Deployment Tool is an enterprise class
bulk application deployment tool that is capable of deploying applications remotely to endpoints on a
network. Remote bulk deployment methods include via Active Directory, Workgroup, or IP address/IP
range/host name.

« Comodo Remote Control Tool - Remotely access Windows and Mac OS devices to solve issues, install
third party software or run system maintenance.

4  The Dashboard

The 'Dashboard' contains statistics and charts with detailed information from all C1 modules. These include service
desk tickets, endpoint patch status, operating system breakdown, endpoint security policies and more.
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« Short cuts to Quick Actions are displayed as links below the menu bar:
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Clicking a link will open the module at the screen required to complete the task. For example, clicking 'New Ticket'

will open the new ticket interface on Service Desk.

«  Enroll New Device - ITSM. Opens the 'Device List' page. Click 'Enroll Device' to add an individual device.

« New Ticket - Service Desk. Opens the new ticket interface so you can quickly add a new ticket.

«  New Customer - C1 portal. Create new C1 customer (MSPs only). Once created, the customer will be
available in all integrated modules (ITSM, Service Desk etc).

+  Enroll Devices in Bulk - ITSM. Download the packages required to enroll multiple devices into ITSM . These
include Comodo Client - Communication, Comodo Client - Security and HTTPS proxy server agent.

«  New Opportunity - CRM. Opens the 'Create New Opportunity' page.

«  New Quote - Quote Manager. Opens the 'Quotes' page so you can create a new sales or service quotation.

MSP customers - the dashboard will show statistics from all companies enrolled for the account. Enterprise
customers - the dashboard will show only statistics for your company.

+  MSPs - Click the 'Customer' drop-down to view the dashboard for a particular company:

@Er: all

D

All
ACME Corp

Dithers Company

L]
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+  Select the company whose dashboard you wish to view:

The dashboard shows bar charts, pie-charts and tables related to the company. You can customize the dashboard to
view or hide or re-order items as required.

- To customize the dashboard, click 'Customize' at the far end of the interface:

[t
NEW QUOTE
Comodo Qewe > Dashiboand > Customiam

Customize @

A A A

-

z\ﬂ

«  Use the sliders on the right to show or hide an item. The number of dashboard components that are

o Customize

switched off will be displayed beside the 'Customize' icon

+  Drag and drop a row to re-order its position on the dashboard.

+  You can also reorder items on the dashboard itself. Click and hold the icon at the top-right of a
dashboard tile then drag it to your desired new location.

Ticket Status

Oper @ High Priority B Cverdus h_-hl'E 1o widget

8O
72
B4
36
43
a0
3z
24
16

2

0
02/19/2018 02/21/201802/22/2018 0272372018 D2/25/2018

Details of the Dashboard Panes

IT and Security Manager - Security Status

This pane displays security information about ITSM devices. This includes the number of devices that have inactive
CCS components, the number of clean and infected devices, the number of devices which are running out-dated
virus databases and the number of devices that are missing patches.
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Security Status

Inactive Antivirus Inactive Firewalls Inactive Sandbox

«  Clicking any link will take you to the relevant section of ITSM so you can investigate further.
Service Desk - Ticket Data

Displays key data about your service desk tickets. This includes how many tickets are open, overdue and so on. It
also displays the the number of tickets that were auto-created by applications such as ITSM and those created by
users.

Ticket Data

Accigned Unassigned Paused

A Automated
@ B user Generated

+  Clicking on the ticket links will open the respective page in Service Desk.
Service Desk -Tickets Status

Chart which shows the total number of service desk tickets that are overdue, open and high priority.
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Ticket Status

OCpen @High Priority @ Overdue

80
72
54
26
45
40
32
24
16

8

. j
02/19/2018 02/20/2018 022172018 022242018 022372018 0212472018 02/25/2018

Place your mouse cursor over a section to see the status of tickets for that particular date. If no tickets are available,
you instead will see link - 'Click Here to Create New Ticket'.

IT and Security Manager - Endpoint Patching Status

Break-down of your endpoint devices according to patch status. The pie chart shows how many of your devices are
missing critical or optional patches, and how many are fully patched.

Endpoint Patching Status

Up-to-date 4 (33.3%)

Up to Date

4

® Missing Critical Patches 2 (16.7%)

® Missing Optional Patches 6 (50%)

+  Placing the mouse cursor on a particular patch status sector will be display the number of endpoints with
the respective status.

+  Clicking on a link on the right will take you the respective devices pages on ITSM module.
IT and Security Manager - Activity Status

Displays the number of endpoints that are connected to ITSM versus those that are not connected. 'Inactive’ means
endpoints that have not connected for more than a day.
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Activity Status

Active 1 (7.7%)

® Inactive 12 (92.3%)

+  Placing the mouse cursor on a particular device status sector will be display the number of endpoints with
the respective status.

«  Clicking on a link on the right will take you to the respective device page on the ITSM module.
IT and Security Manager - Devices Type

Displays ITSM devices according to device type. Types include computers, servers, smartphones tablets and so on.
The names of the device types are displayed on the X-axis and the number of endpoints is displayed on the Y-axis.

Device Type

12

i

Windows Server

Unknown Smarphomns Tablet

+  Placing the mouse cursor on a particular device type will be display the number of endpoints on it.
«  Clicking on a bar chart will take you to the respective device list page on the ITSM module.
IT and Security Manager - Operating Systems

Displays ITSM devices by operating system. The names of the operating systems are displayed on the X-axis and
the number of endpoints is displayed on the Y-axis.
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+  Placing the mouse cursor on a particular OS type will be display the number of endpoints on it.
«  Clicking on a bar chart will take you to the respective device list page on the ITSM module.

«  Alink 'Click Here to Add Devices' will be displayed if no devices are enrolled. You can enroll a device in
ITSM by clicking this link.

IT and Security Manager - Profile Status

Shows how many devices have an active ITSM profile by operating system. The names of the operating systems are
displayed on the X-axis and the number of devices is displayed on the Y-axis.

Profile Status

12
10

a

o

=

4, £ O_n:-

o,

+  Placing the mouse cursor on a particular profile type will be display the number of endpoints on it.
+  Clicking on a bar chart will take you to the respective device list page on the ITSM module.
Quote Manager - CQM Sales Funnel

Pertains to the Comodo Quote Manager (CQM) module. Displays the number of quotes that have been accepted,
published and are in draft status. This widget will be available only if Comodo Quote Manager application is added to
the account.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 26



Comodo One - Administrator Guide ZETE

sales Funnel (Last 30 days)

Click Here to Add New Quote

=

Draft @ @ Published 0

Accepted O

+  Clicking on a status link on the right will take you to the respective page in the CQM module.
+  'Click Here to Add New Quote' will be displayed if no quotes are available.
Status Per Company (for MSPs only)

This dashboard pane provides details about devices enrolled for each company, including online/offline status, policy
status and patch requirements.

Status Per Company

OMNLIMNE DEVICES OFFLINE DEVICES PROFILES OPTIOMNAL PATCHES CRITICAL PATCHES
ITSM ITSM ITSM ITSM ITSM
kamal 0 > > -
victory 0 1 L 0
pradeep 1 6 7 3
ARR 0 0
Parthiban 0 0

Device Statuses for Companies - Table of Column Descriptions

Column Header Description
Company The name of the company. C1 companies can be created by administrators.
Online Devices Number of devices that are currently connected.
Offline Devices Number of devices that are enrolled but currently not connected.
Profiles Number of polices that are successfully applied to devices.

Optional Patches Number of optional patches that are required to be applied to devices.

Critical Patches Number of critical patches that are required to be applied to devices.
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Help Actions

In case of any issues or clarifications regarding the application, administrators can refer to help guides or write to
support to resolve them.

Help Actions

O

Quick Start Help Guides Forum

o o,

Email Support Contact Information

«  Quick Start - Leads to a short tutorial that helps to start using the application in seven easy steps.

+  Help Guides - Opens the online help page that contains links for help guides for C1 modules such as
Service Desk, ITSM and tool sets.

+  Forum - Opens the MSSP consortium forum page where you can ask questions or join in discussions.
«  Email Support - Send email to our support staff for any issues.
+  Contact Us - Details of support information.

Dome Shield

Displays statistics about threats blocked and overall browsing trends from devices in your network. This section will
only be populated if Comodo Dome Shield is active on your account. A setup link 'Enable Dome Shield" will be shown
if Dome Shield has not been configured. Click the link to open the Dome Shield interface. See our help guide at
https://help.comodo.com/topic-434-1-840-10755-Introduction-to-Comodo-Dome-Shield.html to know how Dome
Shield can deliver real-time web monitoring and threat prevention to your network.

Dome Shield - Mot enabled Enable Dome Shield
THREATS PREVENTED WEB ACCESS OVERVIEW
Mo data available. Mo data available.

Visits to dangerous sites

Upgrade to
Dome Proxy

Malicious sites File download sites  Drive-by-download Bomnet Servers
sites

+  Click any bar chart to open the relevant detail page in the Dome Shield module.
«  The links below 'Visits to dangerous sites' take you to the reports page in Dome Shield
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«  The 'Upgrade' button allows you to subscribe for other Dome products such as Dome Secure Web Gateway
and Dome Data Protection.

5 Manage Administrators and Roles

The 'Staff Management' interface allows administrators to add staff members and assign them 'Admin’ or "Technician'
roles as required.

- Click 'Management' on the menu bar then choose 'Staff' to view, edit and add staff members
+  Click 'Management' on the menu bar then choose 'Roles' to view, edit and add staff roles

C1 ships with three predefined roles - Account Admin, Admin and Technician. Each of these each has different
access privileges. You can also create custom roles with different privileges and assign them to staff members
appropriately.

TOMORD . . "
DME £if APPLICATIONS ~ “fy MANAGEMENT - B REPORTS '™ sTORE (G TOOLS WY PARTNER

R
Comodo One > Managemsnl » Staff

MKame * Email = Verified * Role = Two-Factor Authentication *
ks K Igye msil.cam & AECOUNE AEMIN

welans salanadrpopmalloom S A

Click the following links for more details about adding staff and assigning roles to them:
+  Managing Administrators
«  Managing Roles

5.1 Manage Administrators

The 'Staff' screen allows administrators to add staff members and assign them to roles. You can also transfer the
account administrator privileges to another MSP/Enterprise administrator.

To open the 'Staff' screen

+  Click 'Management' on the menu bar then choose 'Staff' from the options:
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Comodo One » Management » Customer
Staff %
‘-Staﬁ J
Customer + New Customer RoTe

Account

Applications

Audit Logs
Name % Contact Emaii = Address =

The 'Staff' interface will open:

Comoda One & Management » Staff

Staff BEEEE )

# Edit
Mame & Email & Verified @ Role & Two-Factor Authentication @
kamat kamal@yopmall.com [ ] Account Admin
selena selena@iyopmail.com @ Adrmin
Fichardson richardsondyopmailoom ﬁ Technidan

jacab jacobdyoomail.com . Technician

Staff List - Table of Column Descriptions

Column Header Description
Name The name of the staff member.
Email The email address of the staff member.
Verified Indicates whether the staff member has verified their email address by clicking the

verification link in the notification mail sent to them. Staff can login to C1 only after verifying
their email address and creating a password.

Role The type of role assigned to the staff member. Each role-type has different permissions
within the C1 interface.

+  The admin that signed up for the account will be automatically assigned the role of
‘Account Admin'. This role has all available privileges.

+  Account admins can add staff members and assign any role to them except the
‘Account Admin' role.

See 'Managing Roles' for more details about default roles and how to create new roles.
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Two-Factor
Authentication

Whether or not the staff-member has enabled two factor authentication. More details on this
are in Setting up Two-Factor Login Authentication.

Sorting and Filtering Options:

+  Click any column header to sort users in ascending or descending order according to the column label.

+  Filter the list or search for specific staff member(s) by entering their name or email address in the search
field at top right in part or full.

The interface allows you to:

+  Add staff members and assign roles

- Edit the details of a staff member

- Remove a staff member

- Reset Two Factor Authentication for a user

To add a staff member and assign a role
+  Click the 'New Staff' button in the 'Staff' interface
The 'New Staff' form will be displayed:
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MNew Staff

Mame *

Email *

Role *

Select Role... 1w

- Enter the name of the staff member in the 'Name' field.
- Enter the email address of the staff member. The account verification email will be sent to this address.

+  Select a role for the staff member. See the next section, 'Managing Roles', to read more about the
privileges associated with each role, and to learn how to create custom roles.

Note: Staff with 'Admin’ privileges can be added only by the Account Administrator.

«  Click the 'Save' button.

A confirmation dialog will be displayed. The exact content of the message varies according to the assigned role and
whether you have an MSP or enterprise account:
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Msp staff is created successfully.

+  Click 'OK'
+  Averification email will be sent to the email address of the new user.
+  After clicking the link in the mail, the user will be asked to set a unique password to log into Comodo One.

+  After verification, new staff members will also be added to the Service Desk and ITSM modules with the
same role levels. The privileges for 'Admin’ and "Technician' roles differ for each module and can be altered
to suit organizational requirements.

«  The ITSM module also allows you to add 'standalone’ staff that can only access ITSM. To clarify, staff
members created in C1 can access the ITSM module, whereas staff created in ITSM cannot access C1.

Edit the details of a staff member

A staff member with appropriate privileges can edit the names of other staff, assign different roles and transfer
account administrator rights to another administrator.

Note: Staff can be edited only after they have validated their email address by clicking the link in the verification
email.

To edit the details of a staff member

«  Select the staff member then click the 'Edit' button:

L

Comodo One > Management » Staff

Staff |l
Name Email * Verified # Role #
kamal kamal@yopmail.com Q Account Admin
celena celena@yopmail.com S Admin

AY
c:_u'::anu'dsc-' richardson@yopmall.com (] 15--:"|®

jacob jacob@yopmail.com Technidan

The 'Edit Staff' dialog will open.
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Mame *

| Richardson ‘

Email *

richardson@yopmail.com

Role *

Technician -

+  Update staff details as required and click 'Save'. Please note the email address field cannot be edited.

The following confirmation dialog will be displayed:

Msp staff is edited successfully.

+  Click 'OK'
To transfer account admin rights to a different administrator
Note - only the account administrator can reassign this role to another staff member.
+  Select the staff member and click the 'Edit" button
+  Inthe 'Edit Staff' dialog, click the 'Role’ drop-down and select 'Account Admin Role'
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Edit Staff

Mame *

selensz

Email *

selena@yopmail.com

Role *

Admin -

Select Role...

Account Admin
Admin
Technician

+  Click 'Save'
A confirmation dialog will be displayed:

Account admin rights will be
transferred to selected staff. Do you
want to continue?

«  Click 'OK' to confirm
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Msp admin is edited successfully. You
will be directed to login page now.
Please login again.

+  Click 'OK'.
Account administrator rights will be transferred to the selected staff member and you will be logged out automatically.
You can login with the same credentials but will have only administrator privileges.

Remove an administrator or staff member
Staff and administrators who are no longer required can be removed from the 'Staff' interface.
To delete a staff member
+  Select the staff member that you want to remove from the list and click the 'Delete’ button:

LI
Staff

Email = Werified & Role = Twao-Factor Authentication #
sunflame Sclar PancMincy esirpretneifyopmail.com ] Account Admin
1]
cﬂ—ﬂ. |smith1 23@gmailoom Technician ::
1-2 of 7 tems < Pre n

A confirmation dialog will appear:

Are you sure?

Do you really want to delete selected
staff?

Click 'Delete' to confirm removal
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Staff is deleted successfully.

+  Click 'OK'
Deleted staff members will also be removed from Service Desk and ITSM, even if they have different roles in each.

To Reset Two Factor Authentication for a User

«  Select the staff member then click the 'Reset Two-Factor Authentication' button:

Comods One > Management > Staff

# Edit B Debete |} Resst Two-Factor Authentication

Name # Emall # verified # Role Two-Factor Authentication 2
Sunflame Solar Paned Inc' eirpretned@yoprmasl.cam ] Accewnt Adrmin (]
T
@ fiathienadyopmail.com o Admin ﬁ
1 -2 of 2items < Prey n Mext > 1 11

After the reset, the user will need to complete the two-factor authentication process again in order to access their
account. See Setting up Two-Factor Login Authentication to find out more about Two-Factor Authentication.

5.2 Manage Roles

Roles are assigned to staff members and determine their C1 access privileges.
+  C1 ships with three built-in roles that cannot be edited or deleted - Account Admin, Admin and Technician.

+  You can create custom roles by cloning the 'Admin' or 'Technician' roles then modifying their privileges. You
cannot clone the account admin role.

«  All built-in and custom roles will be available for selection in the 'New Staff' and 'Edit Staff' screens
(explained in the previous section, 'Managing Administrators').

To open the 'Role’ screen
+  Click 'Management' on the menu bar then choose 'Roles' from the options:
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COMODOD

ONC = 11 APPLICATIONS ¥ (3 MANAGEMENT ~ B m:_p':

Comodo One > Management » Roles Customer

Applications

Audit Logs
Role = el -
& Account Admin MSP Account Admin

The 'Roles' interface will open:

[
Comodo One » Management » Roles

Roles
Role = Definition = Members =
& Account Admin MSP Account Admin 1
& Admin MSP Admin
& Technician MSP Technican 2
1-3of 3 itemns < Prey n Meaxt =

Role List - Table of Column Descriptions

Column Header Description
Role The name of the role.
Definition The description provided for the role. The built in roles' definition will be prefixed with 'MSP'

or 'Enterprise' depending on your account type.

Members The number of staff members assigned to the role. Click the number to see a list of the staff
members assigned to the role.

Sorting and Filtering Options:
+  Click any column header to sort the list of roles in ascending or descending order according to the column
label.

+  Filter the list or search for specific role(s) by entering the name or definition in the search field at top right in
part or full.

The interface allows account administrators and staff members with appropriate privileges to:
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- Add custom roles

- Editarole

+  Remove arole
To add a custom role

Please note that you can create a role by cloning an existing role and selecting the privileges as required. You
cannot clone the '"Account Admin' role.

«  Click "Management' on the menu bar then choose 'Roles'
«  Select the role that you want to clone and click 'Clone Role":

e
Comodo One » Management » Roles

Roles
B Delete
Definition # Mambears ¥
Admin MSP Account Admin
& Admin MSP Admin pd

B Techniclan MSP Techniclan

1
) S0 role termplate ]

SO Role for Techniclan (Cloned) Tech SO Role

1 -5 of 5 itemns < Prev WXt > 1 4

S0 Role (Clone:

The 'Clone Role' screen will be displayed:
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Clone Role

Clone Role Permissions
Name Definition *

50 Role 5D Role

E S C Reset ta Default (% Enable &[] Disable AN :’ Expand All

Access Rights
¥ | Dashboard ¥ 4 staff Management
o Access Dashboard * o Staff

o Customize Dashboard o wiew Staff

_ Mew Staff
w Li xd Applicati =
V| Licensed Applications 7 Edit Staff
* [ Access Al Licersed Application: Delete Staff

W Service Desk

IT and Security Manager

ol i Role

1 Acronis Back-up Access to Role
S DoMotlse Service Desk w3 DEV Edit Role

W] Cwaich

W] CRM * 4 Tools

S Dame Shield S View Tools

o] Dome Secure Web Gatewsy  |of Download Tool

& Dome Antipam M5P

* F Customer
¥ |/ Reports O View Customer
¥ [F O Demand Report o BEvw Customer
W Create Report o Edit Customer
W] Wiew Report Dielate Custamer
| Delete QEF‘.‘L" T

¥ | sScheduled Report T ¥ Netifications

| Acthate Report < Arcess Motificstions
o] Inactivate Repart
o Delsts Report
o

Access Scheduled Report

A Collapse All
* || Management
. Accoumnt
View Account
| sccount Securty Detalls
-

| Comaodo License Account Detalls

Link & Comoda License Account

Reset Two-Factor Authe vtication

- Applications
Wiew Applications
b Subscriptions
Wiew Subscriptioms
View Usage
View Billing
Wiew Settings

Audit LOES

| Partner Actions

Access to Partns Partal From

MeEnu

Access to "Become a Partner” Bulton
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The controls along the top allow you to:

«  Save - Apply your changes to the new role.

+  Reset to Default - Will reset privileges to those of the role from which you are cloning

«  Enable All - All access rights will be selected.
+  Disable All - All access rights will be disabled.

«  Expand All - Access rights for the sub levels will also be displayed.

«  Collapse All - Only the top level access rights will be displayed.

The 'Name' and 'Definition’ labels will be copied from the original role. You can change these labels as required.
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The lower part of the screen allows you to configure specific C1 access rights for the role.

+ You can search for a particular setting by typing few characters in the search field located on the top right of
the interface. The access rights that match the search term will be enabled while others will be grayed out.

« You can expand or collapse sub-levels of each access right by clicking the arrow button ™ beside it.

Access Rights

¥ o Dashboard * o Staff Management bt Management
« Access Dashboard ¥ o staff - Account
o Customize Dashboard W View Staff | Wiew Account
Mew Staff | Account Security Details
Y ] Uicensed Applications Edit Staff w Comoda License Account Details
Y bl AccessAll Licensad Appliratidns Delete Staff | Link a Camado License Account

< Service Desk
= Reset Two-Factor Authetication

o IT and Security Manager - N it Applications
= Role
hrronbe a | W applications
o Acronis Back-up Access to Role View Applications
oMot Service Desk w3 DEV - < cr ns
« [DoMNotUse Service Des b Edit Role | Subscriptio
< OWatch | Wiew Subscriptions
¥ CRM ¥ J Tools | wiew Usage
« [Dome Shield | Wiew Tools [ ] Wiew Billing
o Dome Secure Web Gateway  f] Download Tool | Wiew Settings
< Dome AntiSpam MSP | Awudit Logs
* o Customer
¥ |4 Reports o View Customer b Partner Actions
¥ [ On Demand Report W New Customer ] Accessto Partner Portal From Menu
o Creats Report o Edit Customer | | Accessto "Become 2 Partner” Button
< Wiew Report Delste Custamaer

« Delete Report

v [# Scheduled Report ¥ J Maotifications
4 Activate Report o Access Notifications
« Inactivate Report

« Delete Report

o

Access Schaduled Report

Access Rights
+  Dashboard - View C1 dashboard and customize the dashboard panes.
« Licensed Applications - Access and manage licensed applications that are integrated into C1 as modules.

+  Reports - Access reports menu and ability to create, view, schedule and delete reports. Also access
scheduled reports area to activate, deactivate and delete scheduled reports.

- Staff Management - Access and manage staff and roles. Staff management access rights allow you to
create new staff members, view, edit and delete staff members. Role management access rights allow you
to create and edit roles.

«  Tools - View and download Comodo tool sets.

+  Customer - View and manage enrolled customers, add new customers, edit and delete customers. Applies
to MSP accounts only.

+  Notifications - View the latest news about Comodo One products via in-app notifications.

«  Management - View account details and update support details. Access the applications menu to view
current subscriptions, add new subscriptions, view details of application usage and billing.
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+  Partner Actions - Allows to become Comodo resellers. Becoming a Comodo partner provides a host of
benefits such as getting Comodo products at discounted prices and more.

Select the required privileges from the options. You can opt to grant all privileges in a feature or selected sub level
privileges. For example, if you want a staff member to handle only SD and ITSM applications, create a new role and
select these two applications from the licensed applications options. The staff members assigned this role will be
able to access only these two applications.

«  Click 'Save' at the top or 'Save Changes' at the bottom to apply your changes.
To edit a custom role

Note: You cannot edit C1 built-in roles.

+  Click 'Management' on the menu bar then choose 'Roles'
+  Select the role that you want to update and click 'Edit";

Comoda One > Manapemenl > Roles

Roles o
I Clnn Delete
Role # Definition = Members =
& Account sdmin MER Account Admin
& Admin MS5F Admin Z
& Technician MS5P Technician 2
5D Role (Claned) 5D role template i]
k]
@:h"uclan Cloned Tech S Role __:> ]
1 -5 af 5 tems < Prev u

The 'Edit Role' screen will open:
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Edit Role

Edit Role Permissions
Mame * Definition *

5D Role for Techniclan Tech 50 Role

[El save { Resetto Default [ Enable Al [ Disabla Al

& Expand Al ¥ Collapse All
Access Rights
¥  Dashboard * |4 staff Management o Management
o Access Dashboard * [ Staff " Arcount
o Customize Dashboard o View Staff Wiew Account
Mew Staff Account Security Details
b Licensed Applications Edit Staff — Com

do License account Details

BLCESS A censsd Applications

+  Update name, description details and access rights for the role.
+  Click 'Save' or 'Save Changes' when done.
To delete a custom role

Note: You cannot delete C1 built-in roles and custom roles that are assigned to staff members. To remove a custom
role, make sure no staff members are assigned that role.

+  Click Management' on the menu bar then choose 'Roles'
+  Select the role that you want to remove and click 'Delete";

Roles
| Clans 4% Edin
Role = T Definition = Members =
& Account Admin MSP Account Admin
& Admin MSP Admin ri
& Technician MEP Technician
50 Aole (Cloned) 50 role template 0
@ an r Tech 5D Qr) g
1-5of 5items < Pre n Memxt = 1 M

+  Click 'Delete" in the confirmation dialog
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Are you sure?

Do you really want to delete selected
role ?

5.3  Admin Privilege Levels

+  Staff with "Account admin', 'Admin" and 'Technician' roles are added and managed via the C1 console at
one.comodo.com.

«  These three built-in roles are also available in Service Desk and ITSM.

+  The following tables summarize the different privileges of each role in the C1 console and the individual
modules.

Comodo One Web Console

Role Description

Account Admin The account admin is the top level administrator and can access all areas of the C1
console and individual modules.

Account Administrators can:
+ Add and manage companies for the MSP / Enterprise account
+  Add and manage MSP / Enterprise staff members with admin role
+  Add and manage MSP / Enterprise staff members with technician role
+  Transfer account admin rights to another administrator
+  Add integrated modules to C1 from the 'App Store'
+  View and download tool sets
+  Subscribe for new products and renew licenses for C1 modules
«  Can access all licensed modules
«  Generate reports
«  Schedule report generation
«  Manage account
+  Manage settings
«  Manage subscriptions
+  View usage details for modules
+  View billing details for modules

Admin (MSP/ Enterprise) | MSP / Enterprise admins have the following privileges:
«  Add and manage companies for the MSP / Enterprise account
+  Add and manage MSP / Enterprise staff members with admin role
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+  Add and manage MSP / Enterprise staff members with technician role
+ View roles

+  View and download tool sets

«  Access all licensed applications

«  Generate reports

+  Schedule report generation

Technician
(MSP/Enterprise)

MSP / Enterprise staff with the technician role have the following privileges:
«  Access all licensed applications
«  View, add and edit customers
«  Generate reports
«  Schedule report generation
«  View and download tool sets
+  View staff members

Remote Management and Monitoring (RMM)

Role

Privileges

Account Admin

+  Create and apply monitoring policies to endpoints
«  View alerts for policy violations
« Initiate support sessions and accept support requests from end-users

- Deploy diagnostic and repair tools, run procedures and execute jobs on
endpoints

«  Access endpoint computers through remote desktop connection to correct issues

Admin (MSP/ Same privileges as account admin.
Enterprise)

Technician Same privileges as account admin.
(MSP/Enterprise)

Service Desk

Role

Privileges

Account Admin

+  Access both admin panel and staff panel

«  Open tickets on behalf of users

- Edit tickets

 Post a ticket reply

+  Close tickets

« Assign tickets to staff members

«  Transfer tickets between departments

+  Delete tickets

+  Add/remove emails from the banned list via the ticket interface
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«  Add/update/disable/delete canned responses and attachments
+  Add/update/disable/delete knowledgebase categories and FAQs
« View stats of other staff members in allowed departments

Admin (MSP/ «  Same privileges as account admin except view stats of other staff members in
Enterprise) allowed departments

Technician MSP / Enterprise staff members with technician role have the following privileges:
(MSP/Enterprise)

+ Access the staff panel but not the admin panel
«  Open tickets on behalf of users

«  Edit tickets

«  Post a ticket reply

+  Close tickets

+  Assign tickets to staff members

«  Transfer tickets between departments

+  Delete tickets

ITSM
Role Privileges
Account Admin «  Manage devices (full control)

«  Manage users (full control)

«  Manage profiles (full control)

+  Manage procedures

«  Manage LDAP account

«  Manage Google API token

«  Manage antivirus settings

«  Manage Apple Push Notification service certificate
«  Manage Android settings

«  Manage custom variables

+  Manage application repository

«  Manage EAS token

«  Manage email templates

«  Manage Procedures

+  Approve Procedures

+  Access to RBAC (full control)

+  Access to compliance page

«  Access to push statistic page

+  Access to threat report page

«  MS Exchange access management
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«  Access right to antivirus (full control)

« Access to application on devices part (full control)
«  Access to subscription section

«  Access to dashboard part of the system

«  Send reports switcher

«  Allow end user role to login to portal. Send user creation email and reset
password email when required.

Admin (MSP/ Same privileges as account admin.
Enterprise)
Technician
(MSP/Enterprise) Same privileges as account admin.

6 Manage Companies

‘ Note: The ability to add and manage companies is only available for C1 MSP accounts.

«  Companies, organizations and departments added via the 'Customers' interface of C1 portal will become
available for selection in all integrated modules (Service Desk, Dome Shield, IT and Security Manager).

«  Admins can then import users and devices to these companies through the individual modules.

«  Comodo Service Desk also allows customers to create 'standalone' (aka 'Unmanaged') companies.
Companies created this way will not be visible in the C1 interface or available in other modules. For more
details about adding companies to Service Desk, see https://help.comodo.com/topic-289-1-625-7888-
Managing-Organizations.html.

To open the 'Customers' screen

+  Click 'Management' on the menu bar then choose 'Customers'

cCoMODD

Oh’e P ) APPLICATIONS ~ % MANAGEMENT + [ REPORTS
g ENROLL NEW DEVICE | NEW c““"’“fﬁ? NEW CUSTOMER
| ~—\
Staff
Customer: All - Roles
Account
elp Actions T—
; Applications
Audit Logs

The interface shows a list of customer organizations added to Comodo One:
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Cuscomers Q

Name * Contact Email % Address * Postal Code % Description %

Spokes and Wheels  humbersafety@gmail.com Enterprise

ACME Corp coyote@acmecorp.com Madras 600014

Dithers Construction jcdithers@dithersconstruction.com Chennai 600035 Dithers Construction Company
1-3of 3items < Prev Next = 1 |11

Company List - Table of Column Descriptions

Column Header Description
Name The name of the company.
Contact Email Email address of the contact person of the organization.
Address The street address of the organization.
Postal Code The zip or postcode of the organization.
Description A short description of the organization.

Sorting and Filtering Options:
«  Click a column header to sort companies in ascending or descending order according to the column label.

«  Filter the list or search for specific company by entering their name, contact email address, address or
postal code in the search field at top-right.

The interface allows account and MSP administrators to:

+ Add an organization

«  Edit the details of an organization

«  Remove an organization
To add an organization

+  Click the 'New Customer' button from the 'Customer' interface
The 'New Customer' form will open:
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Comodo One > Management > Customers

4+ Mew Customer

&

New Customer

Contact Email *

Address *

Postal Code *

Description

Cancel

«  Complete each field on the form then click 'Save' to add the customer.

A confirmation message will be displayed
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Alert

MNew customer is added successfully.

+  Click 'OK'
To edit the details of an organization
+  Click 'Management' > 'Customers'
«  Select the organization whose details you want to update
+  Click the 'Edit' button

Cuscomers ;

Contact Email + Address + Postal Code + Description #

Spokes and Whes humbersafety@gmail.com Enterprise

ACME Corp coyote@acmecorp.com Madras 600014
Dithers Construction jcdithers@dithersconstruction.com Chennai 600035 Dithers Construction Company

1-3of 3items < Prev - Next > 1 |41

The 'Edit Company' dialog will appear:
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Edit Customer

Mame *

ACME Corp

Contact Email *

coyote@acmecorp.com

Address *

Madras

Postal Code *

600014

Description

Cancel

«  Update the details as required.
+  Click the 'Save Changes' button
The following confirmation dialog will appear:

Customer is edited successfully.

+  Click'OK'
To remove an organization from the list

+  Click 'Management' > 'Customers'
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«  Select the organization whose details you want to remove
+  Click the 'Delete' button:

Comodo One » Management » Customers

Customers 5

# Ed

Name = Contact Email = Address = Postal Code + Description =
Spokes and Wheel?y, humbersafety@gmail.com Enterprise
@p coyote@acmecorp.com Madras E@
Dithers Construction jcdithers@dithersconstruction.com Chennai 600035 Dithers Construction Company
1-3of 3items < Prev Next > 1 (/1

«  Click 'Delete' in the confirmation dialog:

Are you sure?

Do you really want to delete selected
customer?

The company will be removed from Comodo One.

Alert

Customer is deleted successfully.

+  Click 'OK".
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7 Access C1 I\/Iodules

«  The Comodo One interface allows you to add modules which expand the core functionality of the product.

«  Click 'Applications'in the file menu to access all available modules.

Note: The modules available to you depend on whether you have a C1 MSP or a C1 Enterprise account. See the
Appendix for a list of products available in MSP and Enterprise accounts.

C1 core modules:

- Service Desk - Allows admins and staff to respond to support tickets, reassign tickets to other departments
or personnel, generate reports, create knowledge base articles and more.

+  IT and Security Management - Allows MSPs and Enterprises to manage, monitor and secure mobile
devices and Windows/MAC endpoints which connect to customer networks. ITSM also includes patch
management and RMM functionality.

«  Comodo Dome Shield - Advanced web filtering solution that allows MSPs and enterprises to provide
comprehensive, DNS-based security for networks. Comodo Dome Shield is available as an SaaS solution
and lets you configure granular security and category based web rules.

Account admins can add the following modules from the 'Store' interface:

«  Comodo Quote Manager - Allows administrators and staff to generate and forward price quotes for
requirements from the customer organizations and manage them.

+  Acronis Cloud Backup - An easy-to-manage service that backs up any data from any source and recovers
to any destination or system.

«  cWatch - Cloud based security intelligence and event management product (SIEM) that features advanced
event log monitoring, built-in reporting, multiple pre-set queries, a powerful custom-query interface,
automatic assignment of incidents to personnel, customizable dashboards and real-time alerts.

«  Comodo Dome Antispam (Enterprise version only) - An antispam and threat prevention solution that uses
advanced filtering technologies, antivirus scanners and content analysis engines to quietly and effectively
prevent unsolicited mail from entering your network.

«  Comodo Dome Antispam - MSP (MSP version only) - An antispam and threat prevention solution that
monitors email traffic on your customers' networks. The solution uses a sophisticated array of spam filters,
anti-virus scanners and content analysis engines to block spam, email-borne viruses and other unwanted
mail from reaching your customer's networks.

« Comodo Dome Secure Web Gateway - A real time web traffic scanning solution that is capable of providing
comprehensive web content and security control for your customers. Includes URL filtering, malware
protection, Valkyrie real-time file verdicting and portable containment.

«  Comodo Customer Relationship Management (CRM) - A sales automation solution that lets you automate
workflows to generate, nurture and close customer opportunities.

«  Comodo Dome Data Protection (available for Enterprises only) - Data-loss prevention solution that lets you
enforce strong polices on data in use, in motion and at rest.

«  Comodo Dome Firewall Virtual Appliance - The same Dome Firewall functionality as described above but
provisioned in OVA or ISO format. These formats can be installed on bare-metal appliances and virtual
servers such as Virtualbox and Vmware.

«  Comodo Dome Firewall Central Manager - A central console for remote management of multiple Comodo
Firewall Virtual appliances. MSP/Enterprise admins can remotely monitor and manage Firewall appliances
deployed on remote networks.

+  cWatch EDR - A cloud based Endpoint Detection and Response solution that provides unrivaled visibility to
the activities in the Windows endpoints on your network environment. EDR allows you to view security
related incidents in a detailed timeline and generates instantaneous alerts if an attack occurs.
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See App Store for more details about how to add these applications to Comodo One.

Note: Additional modules may require separate subscriptions. Licenses can be obtained from within the C1
console.

To open a module from the Comodo One interface
+  Click 'Applications' on the menu bar and select an application from the list:

OO

ONC c= III APPLICATIONS ~ ¢ MANAGEMENT - B RE

E IT and Security Manager

Patch Management

Customer: Al BEMM

Device Management
Help Actions
Procedures
Service Desk

= 50
=\ Dome Shield

CRM

CWatch

Dome AntiSpam MSP

The selected module will open:
- # ACME Conp + M Q LY : ::%:'
Cl, oo sami SLalus Tliry Bathup histery (g = =] (5] & 22 = =2
ill] Aing H =
Alternatively, click 'Applications' > 'All Applications' to open a screen which lists all modules:
54
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Applications

w coOMODO
1 ERCLATY MARBGER

IT and Security Manager

Comodo Device Management is single,

unified platform allows you to protect
and manage mobile devices and

COMDOQ

SERVICEDESK

service Desk

Comodo Service Desk provides
pI'GfE'SSkJ-‘Wa service automation to
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+  Click 'Open Module' to access a specific app.

8 App Store

+  Click 'Store" on the menu bar to open the app store:

+ Account admins can add a range of additional Comodo security and endpoint management apps from the
‘Store' interface.

«  These applications are in addition to the core C1 modules ('Service Desk', 'IT and Security Manager' and
Dome Shield). See Accessing C1 Modules for more details on each product.

+ Additional applications may require a separate license to be purchased.

+  You can also link additional Comodo Accounts Manager (CAM) / Comodo One accounts to this C1 account.
This allows you to share licenses and use of the products. See Comodo License Account Details for more
details on linking additional accounts.

+  Resellers. Comodo products are available at discounted prices for MSPs that are also Comodo resellers.
The discounted prices will be available when purchasing products via the C1 Store. See 'Set an MSP
account as Comodo Partner' for details about becoming a reseller.

Note: The products available in the store differ between MSP and Enterprise accounts. See Appendix for more
details.

The following applications are available from the store:
+  Acronis Cloud Backup (integrated)
«  Comodo Quote Manager (integrated)
+  cWatch (integrated)
«  Comodo Dome Secure Web Gateway (integrated)
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«  Comodo Customer Relationship Management (CRM) (integrated)

«  Comodo Dome Firewall Virtual Appliance (integrated)

«  Comodo Dome Data Protection (integrated) (Available only for Enterprise customers)

+  Comodo Dome Antispam (integrated) (Available only for Enterprise customers)

+  Comodo Dome Antispam - MSP (integrated) (Available only for MSP customers)

+  Comodo Dome Firewall Central Manager (integrated)

«  cWatch EDR (integrated)

«  IT and Security Manager (Only for customers that signed to Comodo One prior to version 3.0)

'Integrated' applications can be accessed from Comodo One through the ‘Applications' interface. Other products are
currently 'standalone’ but we plan to integrate them with C1 in upcoming versions. Selecting these applications
enables you to view the product description page and to subscribe for them.

To open the 'Store’ interface
«  Click 'Store' on the menu bar

This will oEen a list of all available aiilications:

Store

COMODD CRM

[ Casie Cussremir Belatiorshin Manager Taol (CAM]) K a poveriul ool

nal quotes and propock designed 2o manage all lead and contacts by campalgns and

OpDOrUnt e prepare quotes invokces so that you can Brow your
safims, impr.

Comada Quote Manager & ag
and Taster for MEP 10 generaie

=n e |

The 'Store' interface features the following apps:

«  Acronis Cloud Backup - Enterprise backup solution that allows you to perform local and cloud backup of
data from disks, partitions, servers and so on. In case of data loss, you can recover anything easily and
quickly, be it files, folders, applications or entire system. Acronis Cloud Backup can be integrated with C1
and managed from the C1 web interface. To know more about how to add this application into C1, see 'Add
Acronis Backup'.

«  Comodo Quote Manager - An easy-to-use quotation management solution that provides high sales visibility
to MSP/Enterprise administrators and staff, such as number of accepted orders and their value, quotes that
are pending and those that are rejected. You can keep track of submitted quotes, send reminders to
customers, resolve customer queries almost instantly and view detailed sales reports. To know more about
how to add this application into C1, see 'Add Comodo Quote Manager'.

«  Comodo cWatch - cWatch is a cloud based security intelligence and event management product (SIEM)
that features advanced event log monitoring, built-in reporting, multiple pre-set queries, a powerful custom-
query interface, automatic assignment of incidents to personnel, customizable dashboards and real-time
alerts. To find out more, see 'Add cWatch'.

+ Comodo Dome Secure Web Gateway - A real time web traffic scanning solution that is capable of providing
comprehensive web content and security control. This module is optional and can be added after creating a
Comodo One account. See 'Add Comodo Secure Web Gateway' for more details.
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«  Comodo Customer Relationship Management (CRM) - A sales automation solution that allows you to save
time and grow productivity by implementing automatic workflows to generate, nurture and close customer
leads and opportunities. This module is optional and can be added after creating a Comodo One account.
See 'Add Comodo Customer Relationship Management' for more details.

«  Comodo Dome Firewall Virtual Appliance (available for Enterprises and MSP) - The Dome Firewall includes
a web-application firewall, antivirus scanning, intrusion prevention, website filtering and traffic monitoring.
The application is provisioned in OVA or ISO format. These formats can be installed on bare-metal
appliances and virtual servers such as Virtualbox and Vmware. This module is optional and can be added
after creating a Comodo One account. See 'Add Comodo Dome Firewall Virtual Appliance' for more details.

+  Click on "Firewall Virtual Appliance" to view a full product description and purchasing links.

+  You can view our online help guide for Comodo Dome Firewall Virtual Appliance at
https://help.comodo.com/topic-436-1-912-11986-Introduction-to-Comodo-Dome-Firewall---Virtual-
Appliance.html.

- Comodo Dome Data Protection (available for Enterprises only) - A cloud based data protection enterprise
solution that enforces polices on data in use, data in motion and data at rest to prevent data loss. This
module is optional and can be added after creating a Comodo One account. See 'Add Dome Data
Protection’ for more details.

«  Comodo Dome Antispam (available for Enterprises only) - An enterprise anti-spam and threat prevention
solution that uses a sophisticated array of spam filters, anti-virus scanners and content analysis engines to
prevent unsolicited mail from ever entering your customers' networks. This module is optional and can be
added after creating a Comodo One account. See 'Add Comodo Dome Antispam' for more details.

«+  Clicking on 'Comodo Dome Antispam' takes you to the product description page that contains the
details of the product, key features, system requirements, pricing information and a link to product
purchase page.

+  You can view our online help guide for Comodo Dome Antispam at https://help.comodo.com/topic-
443-1-898-11360-Introduction-to-Comodo-Dome-Anti-spam.html.

+  Comodo Dome Antispam - MSP (available for MSP customers only) - An antispam and threat prevention
solution that monitors email traffic on your customers' networks. The solution uses a sophisticated array of
spam filters, anti-virus scanners and content analysis engines to block spam, email-borne viruses and other
unwanted mail from reaching your customer's networks. See 'Add Comodo Dome Antispam - MSP' for
more details.

+  Click on 'Comodo Dome Antispam - MSP" to view a full product description and purchasing links.

+  You can view our online help guide for Comodo Dome Antispam - MSP at
https://help.comodo.com/topic-445-1-914-12136-Introduction-to-Comodo-Dome-Antispam---
MSP.html.

«  Dome Firewall Central Manager (available for Enterprises and MSP) - Firewall Central Manager allows you
to manage several Dome Firewall virtual appliances installed on customers' networks from a single console.
Dome Firewall Central Manager is free of cost.

«  Click on 'Firewall Central Manager' to view a full product description and purchasing links.

+  You can view our online help guide for Comodo Dome Firewall Central Manager at
https://help.comodo.com/topic-436-1-920-12359-Introduction-to-Dome-Firewall-Central-
Manager.html.

«  cWatch EDR - A cloud based Endpoint Detection and Response solution that provides unrivaled visibility
into activities on Windows endpoints. EDR allows you to view security related incidents in a detailed
timeline and generates instantaneous alerts if an attack occurs.

+  Click on 'cWatch EDR' to view product details and purchasing links.

« The EDR user guide is available at https://help.comodo.com/topic-444-1-905-11905-Introduction-
to-Comodo-EDR.html.

«  IT and Security Manager (ITSM) - Manage and secure all endpoints and mobile devices that connect to
your customers' networks with a single management application. ITSM is offered as a core component with
Comodo One for customers that signed up to Comodo One version 3.0 or later. Customers that signed up
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to Comodo One prior to version 3.0 can integrate ITSM to Comodo One from the 'App Store' interface. See
'Adding / Upgrading IT and Security Manager' for more details.

‘Tip: You can search for a specific module using the search box at top-right.

8.1 Add Acronis Backup

Acronis solves business data protection challenges with an easy-to-manage service that backs up data from any
source and recovers to any destination or system. Acronis Backup data centers are situated in three different
locations (US, UK and Germany), allowing you to choose the data center closest to you.

+  You can add Acronis Cloud Backup to your account by purchasing a new license in the Comodo One
console (‘Store' > Click 'Buy' in the Acronis tile)

+  Alternatively, you can add the module by linking to another Comodo Accounts Manager (CAM) or C1
account that already has an Acronis Backup license. Usage of the service will be shared by both accounts.
Cumulative usage and validity are bound to the original license limitations.

Please read the following sections to learn more:
- Purchase a new license
+  Activate the license

Purchase a new license

New licenses for Acronis Cloud Backup can be purchased and activated from the 'Store' interface:
+  Click 'Store' on the menu bar

+ All available applications will be displayed. Click '‘Buy" in the 'Acronis Cloud Backup' tile:
Integrated

Acronis
Cloud Backup

Acronis Back-up Cloud is a comprehensive, yet simple, complete,
and cost-effective local and cloud backup and recovery
saolution that equips service providers to solve their customer...

Bty

+  This will open the product purchase page:
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Login

newc] @yopmiall.com

Password *

Lmmary

Your login username will be pre-populated and cannot be changed.

+  Enter your Comodo One account password in the 'Password' field and click 'Login'

Buy New Subscription Acronis Back-up

) Subscriptions assigned to this COMODO Account
1. Login

2. Comode Account You do not have any existing licenses. Please continue purchasing by clicking Buy New button.
3. Configure Subscoriptio
4. Customer Information

. Payment Options

Confirmation

e m

+  Click 'Buy New'
The configuration screen appears.

+  Region - Choose the location of the data center on which you want to store your data
+  Plans - Choose your subscription plan and click 'Select'
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Configure Subscription

Data Center Region for Backups *

United States -
Monthly, Prepaid Yearly, Prepaid Postpaid
100 Gb 500 Gb 1Th 5Tb

£30.00 £145.00 £286.72 £1,280.00

permont per mant per Mot pear mont
m

- Enter your company name, website and address details in the '‘Customer Information' section then agree to
the terms & conditions and click 'Next":

Buy New Subscription Acronis Back-up

tomer Informatior

1. Login

2, Comoxdo Account Company Mame

fipure Subscrption
EUre SubsCnptio newc msp

4, Customer Information
Company Website Phone Mumber *

5, Payment Options

6, Order Confirmation 04422501025

7. Order Summary Street Address * Street Address 2 *
City * Country
State or Province Postal Code *

Billing Information
| The sarme as Contact Infarmation

Terms and Conditions
have read and agree the Er ar Licer

Back Mext

- Enter your payment card details then click 'Next' to proceed to the order confirmation page:
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Buy New Subscription Acronis Back-up

ure Subsoription

Crede Card Number VISA e
4. Customer Information
-
5. Payment Options
Card Holder Name Expiratior, Date

firmation
r v ow
er Summary

when paying by credit card, the billing information should be exactly &s it appears om your
credit card statement. For credit card verificadon. please ensure that your flrst and last name
are entersd as they appear on your card.

«  Click 'Next' on the confirmation page to submit your order for processing.
+  For post-paid plans, you can enable auto-payments so you need not keep track of billing dates.

«  After the purchase is complete, Acronis Cloud Backup will appear in the ‘Applications' interface. See the
description at the end of this section if you need more help to open the Acronis Backup interface.

Activate the license

+  You can activate licenses for your C1 account through the 'Store' interface.

+ You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process..

To add Acronis Backup by activating an existing license
+  Click 'Store" on the menu bar
+  Click 'Buy' on the 'Acronis Backup' tile

Integrated

Acronis
Cloud Backup

Acronis Back-up Cloud is a comprehensive, yet simple, complete,
and cost-effective local and cloud backup and recovery
solution that equips service providers to solve their customer...

«  This will open the product purchase page:
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. Login
2. Comodo Account Login *
3 ( i Subsorip d

Configure Subscription preatowdi@yopmail.com

Customer Information

Password *
. Payment Options

&. Order Confirmation

o
L]
o
3
h

7. Order Surmmary

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'
The 'Comodo Account' page will display Acronis licenses associated with the default account:

Buy New Subscription Acronis Back-up

Subscriptions assigned to this COMODO Account

Login -

Data Center Region for Backups*

2. Comodo Account

_ United States w
. Configure Subscription

4. Customer Informabon

Select license you would like to activate.

5. Payment Options

0: Sedfd7ed-e015-4b87-B87hd-9eBd 502324

6. Order Confirmation
m Acronis Back-up (500 GB)

7. Oreler Summary Start Date: 03017208

«  Choose the data center on which you want your data to be stored from the 'Data Center Region for
Backups' drop-down.

«  Select the license you wish to activate and click 'Activate Selected'
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Subscriptions assigned to this COMODO Account

Data Center Region for Backups*

United States 1~

D: 5edf47e9-2015-4b87-87b4-9e8d502f3c24

m Acronis Back-up (500 GB) Activation Complete @

Start Date: 03/0172018

The license will be activated and Acronis Backup will be added to your list of 'Applications'.
To open the 'Acronis Backup' interface
«  Click 'Applications' on the menu bar then choose 'Acronis Backup'

OR

+  Click 'Applications' on the menu bar and choose 'All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles.

+  Click 'Open Module' on the 'Acronis Cloud Backup' tile
The Acronis Cloud Backup interface will open in a separate tab.

For more details about how to use Acronis Cloud Backup, see the online admin guide at http://www.acronis.com/en-
us/support/documentation/Acronis_Backup_Cloud/index.html

8.2  Add Comodo Quote Manager

Comodo Quote Manager (CQM) allows MSP/Enterprise users to quickly generate price quotes for their customers.

+  Quotes can be forwarded to customers directly from the C1 interface. Customers can review, accept or
reject their quotes using the online viewer.

+  Feedback system lets your customers provide responses to your quotes
Built-in dashboard lets you easily keep track of the status of your quotes.

«  Other features include custom quote templates, custom email templates, quote reminders, sales reports
and more.

To add Comodo Quote Manager to C1
+  Click 'Store" on the menu bar and locate the 'Quote Manager tile.
+  Click 'Quote Manager' to view the product description.
«  Click 'Free' to start the integration process.

The end user license agreement will appear:
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Integroted

COMODO

Quote Manager

Comodo Quote Manager is a quoting module
which makes it easier and faster for M5P to
generate professional quotes and proposals...

Comodo Quote Manager Acceplance

o | have read and agree the End U

+  Read the EULA fully, select the check box and click 'OK'".

Comodo Quote Manager will be added to your C1 console. You will see the following confirmation message:

Application activation is completed
successfully. Your portal will be ready
in a few minutes. Please check it
under "Applications’ menu later.

Once the module is added, you can access Comodo Quote Manager from the 'Applications' interface.
To open the "Comodo Quote Manager' interface

+  Click 'Applications' on the menu bar then choose 'Comodo Quote Manager'
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- EES APPLICATIONS ~ f3 MANAGEMENT
OMNE = == b

e IT and Security Manager

Patch Management
staff [l o
Device Management
Procedures
service Desk

Mame =
Doame Shield

new ] msp
| Quote Manager -

1-10of1iterns Al Applications

OR

+  Click 'Applications' on the menu bar then choose 'All Applications'
+  Click 'Open Module' in the '‘Comodo Quote Manager" tile:

The 'Comodo Quote Manager' interface will open:

coMoDO " Coyote ~ -
coyoteewile@yahoo.com
Quote Maﬂﬂqg'; Aug 22, 2017 1:54 PM = “ a

=
=l Mome Search quote by title or contact Q, SEARCH New Quote, notemplate ¥ + NEW QUOTE
a Quotes

B Contacts Awaiting customer response 0NN

W s ServiceDesk: CPU Qverheati... 510.00 USD accepted

Dither's Construction Company, by C..  Aug 10, 2017 5:43 AM - ) 0
Q remind 510.00 USD 0%
|_D Templates awaitir
Drafts - S
m Reports Accepte 0.00UsSD
rejected
ServiceDesk: Disk error dete... 202.98 USD 5503
Deer Company, by Coyote Wile Jun 05, 2017 7:05 AM el
A archive
450 -
400~
Installation Windows 0S 265.15USD 350
The Mosaic Company, by Coyote W_.  Feb 09, 2017 12:00 P 300
@ archive 250
200
Apply Office Furniture 2,671.87 USD =5
g archive

For more details about how to use Comodo Quote Manager, see the online admin guide at
https://help.comodo.com/topic-289-1-778-9798-Introduction-to-Comodo-Quote-Manager.html
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8.3 Add cWatch

cWatch is a next generation security information and event monitoring platform that allows MSPs to provide strong,
real-time protection for customer networks. It features advanced event log monitoring, built-in reporting, multiple pre-
set queries, a powerful custom-query interface, automatic assignment of incidents to personnel, customizable
dashboards and real-time alerts.

The basic version of cWatch is free for thirty days. Account administrators can upgrade to a full license from the
cWatch interface at any time.

+  You can add cWatch to your account by subscribing for a new trial license from the Comodo One console.

+  Alternatively, you can add cWatch by linking to another Comodo Accounts Manager (CAM) or C1 account
that already has a cWatch license. The service can then be used by both accounts. Cumulative usage and
validity are bound to the original license limitations.

Please read the following sections to learn more about:
+  Obtain a trial license
- Activate the license
Obtain a Trial License
+  Click 'Store" on the menu bar
All available applications will be displayed.
+  Click the cWatch tile to see product details and pricing
«  Click the 'Free' button to claim your 30 day free trial

Integrated

C:b cWaltch

Cwatch is a managed Breach Prevention and
Compliance solution that leverages a modular
Sequrity asa service platform to monitor th...

Free

This will open the product purchase page. No payment details will be required to set up the free trial.
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onfigure Subscription

Information

rder Confirmation

7. Order Summary

+  Enter your Comodo One account password in the 'Password' field and click 'Login'.

Buy New Subscription cWatch

Subscriptions assigned to this COMODO Account
1. Login

2. Comado Account You do not have any existing licenses. Please continue purchasing by clicking Buy New button,
% Configure Subscription
4, Custeaner Information

5. Payment Oplicns

+  Click 'Buy New'

Buy New Subscription cWatch

C Configure Subscription

2. Comodo Account i ]
3. Configure Sashscription
4. Customes Information

5. Payment Options

& Order Confirmation 30 D"".l'i"
7. Order Swmimary FREE
Select

Click 'Select'
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Customer Information
coount Company Name
ubscrigdtaon .
newcimsp

4, Customer Information
Company Websire
5, Payment Options

&, Drder Confirmation

7. Order Summary ctreet address *

State or Provinge

Billing Informartion

< The same as Contact Information

Terms and Conditions

W | have read and agree the End User License/Service Ag

Phone Number *
D442 2501075
Street Address 24

Country *

Postal Code *

- Enter your company name, website and address details in the '‘Customer Information' section. Agree to the

terms & conditions then click 'Next'
The 'Order Confirmation' page will be displayed:

Buy New Subscription cwatch

COrder Confirmation

FRODUCT LICEMNCE PERICD FULL FRICE
cWatch Starter For Comodo One FREE 30 days (500 mb/day log wolume) 30 days S0.00
. Payment Opdions
TOTAL $0.00

G Order Confirmation

7. Order Surmmany

= m

+  Click 'Next' to confirm your order.

The 'Order Summary' page will be displayed.
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Buy New Subscription cWatch

Congratulations! Your order is completed.
i. Login

2 Comodo A

Order #733022-6

Comodo Security Solutions, Inc

1255 Broad Street newcimsp
5. Payment Options Clifton, M| 07013 Street 1 Street 2

United States Chennai
& Order Confirmation A S

7. Ordes Sumimary

Subscription Details

PRODUCT MAME LICENSE KEY
cWakch Starter For Comodo One FREE 30 days (300 mbvday..,  caS080ed-894edac-adf2-a791 4fcd 2057
INVDICE NUMEBER 73902216 SUBSCRIPTION IR B4BEDEDITF

Order Details

Order Number 739022-5
Order Date 20180301
Order Tota 50,00
Subsoription Expires Of 2018-03-31

Product Details
MNumber of Units

Linit Brice £0.00

P m

«  Click 'Finish'
«  After the purchase is complete, cWatch will appear in the 'Applications’ interface. See the description at the
end of this section if you need more help to open the cWatch interface.

Activate the license

+  You can activate licenses for your C1 account through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process..

To add cWatch by activating an existing license
«  Click 'Store' on the menu bar
«  Click 'Free' on the cWatch tile.
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Integrated

C:b cWaltch

Cwatch is a managed Breach Prevention and
Compliance solution that leverages a modular
Security asa service platform to monitor th...

+  This will open the product purchase page:

Buy New Subscription cWatch

1. Login
Login *

greatowli@yopmail.com

Password *

7. Order Summany Forpot Pasoworg

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'
The Comodo Account page will display cWatch licenses associated with the default account:
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Buy New Subscription cWatch

. Subscriptions assigned to this COMODO Account
1. Login

2. Comodo Account Select license you would like to activate.

D: 27536fT2-91 bb-4c6e-B676-d4B0B7253497

m cWatch Starter For Comodo One FREE 30 days (500 mb/day log valume)
Start Date: 03/01/2018

+  Select the license you wish to activate and click 'Activate Selected'

Subscriptions assigned to this COMODO Account

ID: 27536ff2-91bb-4c6e-8676-048087253497

m cWatch Starter For Comodo One FREE 30 days (500 mb/day  Activation Complete @

log volume)
Start Date: 03/01/2018

The license will be activated and cWatch will be added to your list of licensed 'Applications’.
To open the 'cWatch' interface
+  Click 'Applications' on the menu bar then choose 'CWatch' from the drop-down
OR
+  Click 'Applications' on the menu bar then choose 'All Applications'
All licensed modules for your account will be displayed.
+  Click 'Open Module' on the 'cWatch' tile

For more details about how to use cWatch, refer to the online admin guide at https://help.comodo.com/topic-325-1-
675-8359-Introduction-to-Comodo-NxSIEM.html.

8.4  Add/Upgrade IT and Security Manager

Comodo IT and Security Manager (ITSM) is a single, unified platform that allows administrators to protect and
manage mobile devices and Windows endpoints from a single console.

«  For customers that signed up for Comodo One prior to version 3.0 - ITSM is not available by default. The
Account Administrator can integrate ITSM from the App Store interface. To do that, go to Store, then click
on the ITSM tile to purchase the product. You can subscribe for a basic version by clicking the 'Basic
Version' button or Premium/Platinum version by clicking the 'Get Module' button. For customers that have
subscribed for the basic version, please see the section below to know how to upgrade to a higher version.

«  For customers that signed up for Comodo One version 3.0 and later - Account Administrators can upgrade
their license by clicking 'License Options' at the top of the ITSM interface and then purchase
Premium/Platinum version.
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The rest of this section explains how you can upgrade the default basic ITSM to Premium/Platinum version.

You can upgrade ITSM by purchasing a new license from the Comodo One console. Alternatively, you can upgrade
ITSM by linking to another Comodo Accounts Manager (CAM) or C1 account that already has a ITSM license. The
service can then be shared by both accounts. The cumulative usage and validity are bound to the original license
limitations.

Please read the following sections to learn more about:
«  Purchase a new license
« Activate the license
To upgrade ITSM to a higher version by purchasing a new license
- Click 'Applications' on the menu bar then choose 'IT and Security Manager' from the drop-down.
OR

«  Click 'Applications' on the menu bar then choose 'All Applications' from the drop-down.
Al licensed modules for your account will be displayed as tiles:

+  Click 'Open Module' on the 'IT & Security Manager' tile.
The ITSM interface will open:

+  Click 'License Options' at the top
The 'Upgrade' screen will appear.
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coMooo

On’Em APPLICATIONS ~ “ﬂ, MAMNAGEMENT - E REPORTS W™ STORE = TOOLS

k2

IT & Security Manager = Welcome Licenseoptions | "D (D & Logoul [uraal:.i

DASHBOARD

Upgrade

Core : )
col _ Premium Platinum

— Advanced Endpoint Protection (AEP)

T-ayer Advanced Endpoint Protection with Default Deny
security posture :
30 days

valkyrie
30 days

Valkyrie
30 days

Patch management
Manitoring
Procedures
Remale Access

Full MDh

Full MAM

Full B8

BYOD support
Community support

2477 professional support

@
&

One platinum 7 premivm ficense covers up o 5§ mabile devices or 1 compuler per user

«  Compare the features and click 'Upgrade Now' button for your preferred version.
This will open the product purchase page in your C1 account:
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- Login

2. Comc n Login *

3. Configure Subscription greatowl@reopmail. oy

4, Customer Information

Password =
. Payment Options

6. Ordes Confirmation

7. Order Summia Iy

Your login username will be pre-populated and cannot be changed.
+  Enter your Comodo One account password in the 'Password' field and click 'Login'

Buy New Subscription IT and Security Manager

Subscriplions assigned to this COMODO Account
You do nol have any available Fcense ta activate, Please continue purchasimg by clicking "BUY MEW™ bution,
D 2e850500-eace-4ed1-B7C1-5e2682829213

4. Customer Information m ITSM Subscription Basic Edition Unlimited

Start Date: 100321 &
3. Payment Options

6, Order Confirmation

7. Order Summany

ek m

The license details of the basic version will be displayed.
«  Click 'Buy New'.
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— Configure Subscription
« Login
2. Comodo Account IT and Security Manager Premium Edition

3. Configure Subscription + IT and Security Manager Platinum Edition Compans Licenss Kiptha

4, Customer Information

5. I".;:I-Tr' ant Options

6. Order Confirmation Amount of Users 1 ) Lsers

7. Orrcler Summary

1 i 501 1001 9935
$54.00 $48.60 $42.60 $20.60
per user per user per user PeT user
Select Period
1 month 3months | 6 months 2 years 3 years

554.00 per 1 user for year = $54.00

$54.00

ek m

+  Click 'Buy New'

+ Inthe configure subscription screen, select the ITSM version and select the number of users you require.
The per-user rate depends on the number of users.

+  Select the period in the table. The minimum license period is for a month.
+  Click 'Compare License Options' to view the feature differences for Premium and Platinum versions.

«  Click 'Next' to continue to the customer information form:
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Customer Information

Company Mame

Good Company

Company Website Phone Mumber *
6. Dwrder Confirmation
7. Dedar Summary Street Address * Street Address 2™
City * Country *
-
State or Province Postal Code *

Billing Informaticn
« The same as Contact Information

Terms and Conditions
¥ | have read and agree the End User Licensessendos Agresment

«  Enter your company name, website and address details in the ‘Customer Information' section then agree to
the terms & conditions and click 'Next'":

Buy New Subscription IT and Security Manager

Payment Options

) dccount

ST T Credic Card Numbier VISA e

4. Customer Information
-
5. Payment Oplions -
Card Holder Name Expiration Dace

6. Drder Confirmation
L - O

7. Order Summary

What is it

when paying by credit card, the billing information should be exactly as it appears on your
credit card staterment. For credit card verification, please ensure that your first and last
name are entered as they appear on your card
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«  Enter your payment card details then click 'Next' to proceed to the order confirmation page:

Buy New Subscription IT and Security Manager
Order Confirmation

FRODUCT LICENCE PERIOD USER QUANTITY FULL PRICE

T5M_Subscription_Platinum_Edstion [1-100) 1 Year 1 §54.00
5. Payment Options

TOTAL $54.00
6. Order Confirmation
7. Orcher Summary
Back Mext

+  Click 'Next' to view the order summary:
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Buy Mew Subscription IT and Security Manager

Can 3 ns! Y der is completed
Rt Congratulations! Your order is completed.

2. Comod ount

Order #709928-8

3. Configure Subscription
4. Customer Information Comodo SEW"’-'}' Selutions, Inc,
1255 Broad Street Good Company
5. Payment Options Clifton, Nj 07013 Ship Street Street Address 2
United States Chennai
6, Order Confirmation S y— ™

7. Order Summany
Subscription Details

PRODUCT NAME LICENSE KEY
TaM_Subscription_Platinum_Edition [1-100] 9db161d4-01 23-abd5-E2ea-9aB0b23ch3e
INVOICE NUMBER J09928-18 SUBSCRIPTION ID 3DA30ABEH

Order Details

Order Mumber 7099288
Order Date 2018-03-01
Order Total $54.00
Subscripton Expires On 2019-03-01

Product Details
mMumber of Users 1

User Price $54.00

rlri“.l m

+  Click 'Print' to take a print of the order summary.
+  Click 'Finish' to complete the purchase process.

The license will be added to your account and can be viewed in the ITSM interface. To view the details, open ITSM >
'Settings' > 'Subscriptions' > 'List of Licenses' tab.
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@yopmail.com)

IT& Securﬂ? Maﬂager = SHubscriphons ¥ List of Licenses
DASHBOARD
Liconse Surmimany List of Licenses
DEVICES
USERS E Add Mew License ﬁ Remove License(s)
CIENFIILATIG TR LICEMSE TYPE LICEWEE KEY ACTIVE PREMILIM OWNER EXPIRATION DATE
APFLICATION STORE
TSM + Valkyne 2eES0500-cace-de Ho ] greaiowd Eyapma 2700211175 AM
TSM + Valkyne b1 61041234 Yos Yas gresioos Byapma 2079/0307 012028 PM

APPLICATIONS |

SECURITY SUB-SYSTEMS

— Results per paga: pai w

System Templates

Desplaying 1-2 of 2 resuits

Paorlal Sel-Up

|

Suppart

To upgrade ITSM to a higher version by activating the license

You can also activate licenses in linked accounts. To do this, you must first have linked an account and set it as
default. See Comodo License Account Details for more details on this process.

+  Click the 'Applications' on the menu bar then choose 'IT and Security Manager' from the drop-down.
OR
+  Click the 'Applications' on the menu bar and choose 'All Applications' from the drop-down.
Al licensed modules for your account will be displayed as tiles:
+  Click 'Open Module' on the 'IT & Security Manager' tile
+  Click 'License Options' at the top
The 'Upgrade' screen will be displayed:
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coMooo

On’Em APPLICATIONS ~ “ﬂ, MAMNAGEMENT - E REPORTS W™ STORE = TOOLS

k2

IT & Security Manager = Welcome Licenseoptions | "D (D & Logoul [uraal:.i

DASHBOARD

Upgrade

Core : )
col _ Premium Platinum

— Advanced Endpoint Protection (AEP)

T-ayer Advanced Endpoint Protection with Default Deny
security posture :
30 days

valkyrie
30 days

Valkyrie
30 days

Patch management
Manitoring
Procedures
Remale Access

Full MDh

Full MAM

Full B8

BYOD support
Community support

2477 professional support

@
&

One platinum 7 premivm ficense covers up o 5§ mabile devices or 1 compuler per user

+  Click the 'Upgrade Now' button for the version available for the license.
This will open the product purchase page in your C1 account:
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- Login

2. Com i Login *

3. Configure Subscriptian greatowl@reopmail. oy

4, Customer Information

Password =
. Payment Options
6. Order Confirmation

7. Order Summia Iy -

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
- Enter the password for the default account and click ‘Login'
The Comodo Account page will display ITSM licenses associated with the default account:

Buy New Subscription IT and Security Manager

Subscriptions assigned to this COMODO Account

3 Account Select license you would like to activate.

1D: 128fdd9-dded-4cte-bice-049739d 73706
MOM+VALKYRIE 100
Start Date: 0328 \

0: 9dbi161d4-0123-4bd5-E2ea-2a80b23ch23e
ITSM_Subscription_Platinum_Edition (1-100) 1

Start Date: 0370172018

O 2e850500-eace-4e91-8701-5e2bBee2 923

ITsM subscription Basic Edition Unlimited

Start Dates 1032016

QaE m

«  Select the license you wish to activate and click 'Activate Selected'
The ITSM license will be upgraded and activated.
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Buy New Subscription IT and Security Manager

Subscriptions assigned to this COMODO Account
1. Login -

2. Comodo Account
1D: 1259fdd03-dded-4cf6-b0C6-045730d 73706
MODM+VALIKYRIE 100 Activarion ['nmplﬂ:r@

Start Date: (32018

3. Confipure Subscription

4. Customer Information

5. Payment Optons
1D 9dbl 6l dd-c1 23-4dbd5-B2ea-9aBib23ch23e
ITSM_Subscription_Platinum_Edition (1-1007 1

Start Date: 0301 /2018

6, Drder Conferrmation

r Summary

D 28B50500-aCe-4691-8701 56268882923

ITSM Subscription Basic Edition Unlimited

start Date; 1002016

Back Go o My Subscriplions

+  Click 'Go to My Subscription' button to manage ITSM licenses for your account. See 'Managing
Subscriptions' for more details.

The license will be added to your account and can be viewed in the ITSM interface. To view the details, open ITSM >
'Settings' > 'Subscriptions' > 'List of Licenses' tab.

IT & Security Manager subscriptions B @ & Logout (greatowl@yopmal com)
DASHEOARD
License Eu“'ll'\'df:f
DEWICES
e ——
USERS 5 AddWewLicense  ll] Remove Licerss(s)
¥
e LICENSE TYPE LICENSE KEY ACTIVE PREMIUM OWHNER EXPIRATION DATE
APPLICATION STORE
ITEM + Walkyrie FeASO500-nare-da I Plar grelowd @yoprns AMTANTI 119115 AM
APPLICATIONS
ITEM + Valiyrie Sedbificd-ciZi4 Yies s gresow] @yoprma 2090307 013028 PM
SECURITY SUB-SYSTEMS
ITSM + Waliyrie (i) -cdel-Ac Yos o5 greadowd @yapm A0TH/ DT 123320 PM
| SETTINGS I
Results par page: 20 - Displaying 1-3 of 3 results,
Syatem Templatas
Partal Sel-Up
Support

For more details about how to use IT and Security Manager, refer to the online guide at
https://help.comodo.com/topic-399-1-786-10078-Introduction-to-Comodo-IT-and-Security-Manager.html.
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8.5  Add Comodo Dome Secure Web Gateway

Comodo Dome Secure Gateway is a real time web traffic scanning solution that is capable of providing
comprehensive web content and security control for your customers. Includes URL filtering, malware protection,
Valkyrie real-time file verdicting and portable containment.

+  The basic version of Comodo Dome Secure Web Gateway (SWG) is free for thirty days and can be added
to your account at any time.

+  You can upgrade to the fully-featured Comodo Dome SWG product by purchasing a new license from the
Comodo One console.

+  Once you have a Dome SWG license, you can expand the product with Dome Premium add-on modules.
Available modules are '‘Dome Data Protection' and 'Dome Antispam'.

+  Alternatively, you can add Dome SWG by linking another Comodo Accounts Manager (CAM) or C1 account
that already has a Dome SWG license. The service can then be shared by both accounts. Cumulative
usage and validity are bound to the original license limitations.

Please see the following sections to learn more:
+  Purchase a new license
+ Activate the license

Purchase a New License

New licenses for Comodo Dome SWG can be purchased and activated from the 'Store' interface:
+  Click 'Store" on the menu bar

All available applications will be displayed.

integrated

—
COMODO DOME

Benae Web [ Feaway

Comoda Dome is a revolutionary Cloud
Delivered Secure Web Platform that is
delivered as a Security as a-5envice (Sa3as)...

30 Days Free Trial Buy

+  Click 'Buy' or '30 Days Free Trial' depending on the version of Comodo Dome SWG you wish to add to
Comodo One.

You will be taken to the respective subscription page. The example shown below is for the basic version.
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1. Login

Z Comado Account Login *

newc 1 @yopmail.com

ymer Information
Password *
5. Payment Options

& Order Confirmation

Your login username will be pre-populated and cannot be changed.
+  Enter your Comodo One account password in the 'Password' field and click 'Login'

+ If you opted for a paid version, click the 'Buy New' button and select a subscription package. Click 'Next' to
provide your customer information.

+ If you opted for the basic version then, after logging-in, the process will jump straight to customer
information screen.

Buy Mew Subscription Dome Secure Web Gateway

Customer Information

1. Login
2, Comodao Aooo Company Mame
3. Configure § .
nEws 1 msp
4, Custormer Infaormation
Company Website Phone Mumbsr ®
5, Paymen|
1ewi 1 mEp.comm 0432501025
Street Address Street Address 2
Street 1 Street 2
City ™ Country *
Chennal india -
State or Provinge Postal Code
bl G00042
Ellling Information
o The same as Contact Information
Terms and Conditions
o | have read and agree the £ o LiCenseiService Agfeament,

+  Enter your company name, website and address details in the '‘Customer Information' section. Agree to the
terms & conditions and click 'Next":
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The 'Order Confirmation' page will open:

Buy Mew Subscription Dome Secure Web Gateway

Qrder Confirmation
1. Login
Account
PRODUCT LICENCE PERIOD FULL PRICE
tomer Infonmation D SWGE / MSP [FREE, Unlimited) 1 manths 0.00

5. Payment Chpdsones
TOTAL £0.00

6. Order Confirmation

7. Orger Summary

«  Review your order and click 'Next'

Buy Mew Subscription Dome Secure Web Gateway

Order #739022-8

Comado Security Solutions, Inc.

1255 Broad Street newcimsp
Clifton, M| 07013 Street 1 Street 2
United States Chennai
support.comoda.com N

Subscription Details

PRODUCT NAME LICEMSE KEY
Dome SWG / MSP [FREE, Undimited) EcaScl1e-32c0-4608-adbE-19d55646528a
INVOICE NUMBER 730022-18 SUBSCRIPTION 1D BEATESS0EE

Order Details

Order Mumier 7350228
theder Date 201 8-03-01
Qrder Tota 30,00
Subscription Expires On 2018-04-01

Product Details
Number of Usars Undimited

User Price 30.00
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+  Click 'Print' to take a print of the order summary.
«  Click 'Finish' to complete the purchase process.

After the purchase is complete, Comodo Dome Shield will appear in the 'Applications' interface. See the description
at the end of this section if you need more help to open the Comodo Dome Shield interface.

Activate the License

FYI - This method also allows you to activate licenses from another C1 or Comodo Accounts Manager (CAM)
account.

«  Click 'Store' on the menu bar
All available applications will be displayed.

«  Click 'Buy' or '30 Days Free Trial' in the 'Dome Secure Web Gateway' tile

Integrated

e
COMODO DOME

Beode Web v eanay

Comodao Dome is a revolutionary Cloud
Delivered Secure Web Platform that is
delivered as a Security as a-5ervice (Saas)...

30 Days Free Trial Buy

You will be taken to the subscription page.

Buy New Subscription Dome Secure Web Gateway

1. Login
Lagin *

Iption i
Iption newc 1 @yopmail.com

4. Customer Information
Paszword *

5 Payment Oplions

Confirmation

Summany Forpot Passwort

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
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+  Enter the password for the default account and click 'Login'
The Comodo Account page will display Dome SWG licenses associated with the default account:

Buy New Subscription Dome Secure Web Gateway

) Subscriptions assigned to this COMODO Account
. Login

- Comodo Account Select license you would like to activate.

I ca5TeY9s-5f7d-deds-a449-3072508be s

m Dome SWG (1 Node, 1-99 Users)

Start Date: 03012018

wer Information

. Payment Options

«  Select the license you wish to activate and click 'Activate Selected'

Subscriptions assigned to this COMODO Account

ID: ca576995-8f7d-4ed5-a449-a672308bes95

IN-USE Dome SWG (1 Node, 1-99 Users) Activation Complete @

Start Date: 03/01/2018

Back Go to My Subscriptions

The license will be activated and Comodo Dome SWG will be added to your list of 'Applications'.

«  Click 'Go to My Subscriptions' to manage SWG licenses for your account. See 'Managing Subscriptions' for
more details.

To open the 'Comodo Dome SWG' interface
+  Click 'Applications' on the menu bar then choose 'Dome Secure Web Gateway'
OR

+  Click 'Applications' on the menu bar and choose 'All Applications' from the drop-down.

All licensed modules for your account will be displayed as tiles.
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+  Click 'Open Module' on the 'Comodo Dome Secure Web Gateway' tile

For more details on how to use Comodo Dome Secure Web Gateway, see the online guide at
https://help.comodo.com/topic-436-1-842-10771-Introduction-to-Comodo-Dome-Standard.html

8.6  Add Comodo Customer Relationship Management

Comodo Customer Relationship Management (CRM) allows businesses to save time and grow productivity by
implementing automatic workflows to generate, nurture and close customer leads and opportunities.

To add Comodo CRM to C1
«  Click 'Store' on the menu bar and locate the ‘Comodo CRM' tile.
+  Click '"Comodo CRM' to view the product description.
«  Click 'Free' to start the integration process.

Integrated

COMODO CRM

Customer Relationship Manager Tool (CRM) is
a powerful tool designed to manage all lead
and contacts by campaigns and opportunitie...

The End User License Agreement will appear:

Customer Relationship Management Acceptance

+f | have read and agree the End User License/Service Agreement.

« Read the EULA fully and select the check box to agree, then click 'OK'".

Comodo CRM will be added to your C1 console and a confirmation message will be displayed.
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Application activation is completed
successfully, Your portal will be ready
in a few minutes, Please check it
under 'Applications’ menu later.

After the CRM module is added, you can access it from the 'Licensed Applications' interface.

cCOMODO

Creating Trust Online®

To open the 'Customer Relationship Management' interface
Click 'Applications' on the menu bar then choose 'CRM' from the drop-down.

OR
Click 'Applications' on the menu bar then select 'All Applications' from the list.

.
All licensed modules for your account will be displayed.
] ' : ; .
+  Click 'Open Module' on the Comodo CRM tile to open the CRM interface:
A calendar Leads Organizations  Contacts Opportunities  Products Al Ll s 0 'a' Coyote
COMODO CRM All Records v n Advanced +
Home Add Widget
History Al B Total Amount by Sales stage Tag Cloud ox
Abrasive Alpha Argentina Primary_Harbor_Tools_vendor Purifier Romeo Wate
m added Peter johnson r cars_dithers pb1 price_for ser toy
é Coyote restored Oliver Handsome 200 063
. g & &
& Coyote deleted Oliver Handsome *’E? g & g £
g £ £ g 2
. s i s £ 5
& Coyote added oliver quota for Oliver Handsome =] £ 5 I3
& 5
E Coyote restored abc quote st ‘g’; .,_E’ &
E Coyote deleted abc quote 5 days ago
Leads by Industry Leads by Status.

E Coyote added abc quote

& coyote restored Purchase cars at Tesla Motor

For more details about how to use Comodo Customer Relationship Management, refer to the online guide at
https://help.comodo.com/topic-289-1-845-10861-Introduction-to-Comodo-CRM.html.

Add Comodo Dome Data Protection

Dome Data Protection is a fully fledged data loss prevention solution that allows you to discover, monitor and control

the movement of confidential information in your organization's network.
Dome Data Protection is available only for C1 Enterprise customers.

Dome Data Protection and Dome Antispam are premium add-ons for 'Comodo Dome Secure Web
Gateway'. These add-ons can only be added to your account if you have Secure Web Gateway.

You can add Dome Data Protection to your account by purchasing a new license from the Comodo One console.
Alternatively, you can add the module to C1 by linking to another Comodo Accounts Manager (CAM) or C1 account

89
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that already has a Data Protection license. The service can then be shared by both accounts. The cumulative usage
and validity are bound to the original license limitations.

Please read the following sections to learn more about:
+  Purchasing a new license
« Activating the license
Purchase a new license
New licenses for Dome Data Protection can be purchased and activated from the 'Store' interface:
+  Click 'Store' on the menu bar
All available applications will be displayed.
+  Click 'Buy' on the 'Dome Data Protection' tile:

Integrated

—

COMODD DOME
PATA PROTECTION

Cloud Based Data Protection Module of Comodo Dome, a Cloud
Delivered Secure Web Platform delivered as a Security as a Service
(5aas5) cloud infrastructure. Comodo Dome Data Protection is &...

Buy

«  This will open the product purchase page:

Buy New Subscription C-Dome Data Protection

1. Login
2 Comodo Account Login =

3. Configure Subscription

Ereatowl@yopmail.com

4. Custemer Information
Password *
5. Payment Options

& Order Confirmation

T. Order Summary

& Informations

Your login username will be pre-populated and cannot be changed.

+  Enter your Comodo One account password in the 'Password' field and click 'Login'
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Buy New Subscription C-Doame Data Protection

Subscriptions assigned to t COMODO Account
1.I_|:g|n :

2. Comodo Acoount ¥ou do not have any existing llcenses. Please continue purchasing by clicking Buy New button.
3. Configure Subscription

4. Customer Information

5. Payment Options

6. Order Confirmation

I. Order Surmmary

B Infarmations

+  Click 'Buy New'

+ Inthe configure subscription screen, enter or select the number of users you require. The per-user rate
depends on the number of users.

+ The minimum license period is for a year

«  Click 'Next' to continue to the customer information form:

Buy New Subscription C-Dome Data Protection

Configure Subscription

Amount of Users 101 Users
3. Configure Subscription
4, Customer Informaton 1011 0 5O 1001 2001 5001 50 10001 ey
5. Payrnent Oplions
$19.20 $17.19 21641 £1534 £14.38 $13.62 312.26 $11.74
& O firmmiaticn [T USEr PET US2T PEr usar PEr user PEer user per user per user [T user

7 Drder Summary

Select Period

$19.20 per 101 users for 1 year = $1,939.20

$1,939.20

o “

+  Enter your company name, website and address details in the ‘Customer Information' section then agree to
the terms & conditions and click 'Next'":
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Buy MNew Subscription C-Dome Data Protection

Customer Information
1. Login

2 Comodo Account Comparty Mame
3 Configure Subscnpison cood Comp
00l L oy

4, Customer information

Company Website Pheone Mumber *
mnent Oplions
e Confir mation
Street Address * Street Address 2
City Country *
State ar Provinoe Postal Code

Billing Information
| The sarme as Contact Information

Terms and Conditions
1 | have read and agree the End User License/Serice Agree

- Enter your payment card details then click 'Next' to proceed to the order confirmation page:

Buy New Subscription C-Dome Data Protection

Fayment Qplion:

2. Comodo Account

3. Configure Sashscmption Credi= Card Number stA e

4, Custormer Indermation

=
T s -
Card Holder Namse Expiration Date

&, Order Confirmation
= O
7. Order Summary

& Informations

When paying by credit card, the billing information should be exactly as it appears on your
credit card statement. For credit card verification. please ensure that your first and last name
are entered as they appear on your card.

Fae m

«  Click 'Next' on the confirmation page to submit your order for processing.

«  After the purchase is complete, you can open the Dome Data Protection module from the 'Licensed
Applications' interface. See the description at the end of this section if you need more help with this.
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Activate the license
+  You can activate licenses for your C1 account through the 'Store' interface.

+ You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process.

To add Dome Data Protection by activating an existing license
+  Click 'Store" on the menu bar
«  Click 'Buy' on the 'Dome Data Protection' tile:

Integrated

p——
COMODD DOME
PATA PROTECTION

Cloud Based Data Protection Module of Comodo Dome, a Cloud
Delivered Secure Web Platform delivered as a Security as a Service
(5aas5) cloud infrastructure. Comodo Dome Data Protection is &...

Buy

+  This will open the product purchase page:

Buy New Subscription C-Dome Data Protection

. Login

Login *

esirpretned@yopmail.com

Password *
5. Payment Options

_ _ LLAT LI L]
6. Order Confirmation

7]

7. Order Summary

2. Inlormations

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
- Enter the password for the default account and click ‘Login'
The Comodo Account page will display Dome Data Protection licenses associated with the default account:
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Buy New Subscription C-Dome Data Protection

— Subscriptions assigned to this COMODO Account
- LOE

2. Comodio Account Select license you would like to activate.

3. Configure Subscriplicn

ID: 794151 -4ele-4676-830c-503149101432

m Dome Data Loss Prevention Cloud (101-200 Users)

start Date: 03/0218

4, Customer Information
. Paym ptions

. Order Confirmation

7. Order summary

k. Informations

+  Select the license you wish to activate and click 'Activate Selected'

Buy New Subscription C-Dome Data Protection

1. Login Subscriptions assigned to this COMODO Account
1. Lo

2. Comodo ACcount

D: 7df94151 -4e1e-4676-83cc-513F49f01432

m Dome Data Loss Prevention Cloud {101-200 Users) Acthation Complete @

4. Customer Information Start Date: O3/OE/H01E

3. Confipure Subscriplion

. Payment Options

&, Order Confrmation

7. Order Summary

. informations

Rl1rk m

The license will be activated and Comodo Dome Data Protection will be added to your list of 'Applications'.

+  Click 'Instructions' to view information about the Dome Data Protection service URL configuration by
Comodo. The URL information will be sent to your email within two business working days.
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Buy Mew Subscription C-Dome Data Protection

Instructions

1, Login

2. Comodo Accournt Youve successfully purchased subscription shown balow:
3. Configure Subscription Domie Data Protection

4. Customer Information Comodo Dome Support Team is currently in progress of provisioning your Dome Data Protection Instance.
This operation may take at least 2 business days 1o finalize.

Once provisioning is complete, you will receive your Dome Data Protection Service URL from Comodo Dome

support Team via an e-mail. Please put that URL Into the popup that appears once you click Dome Data
Protection Module under Licensed Applications.

r Summary

Far questions and assistance please contact:
8. Infarmations
domesupportE@comodo.com

Thank you being part of the community

The Comodo Cne Team

+  Click 'Finish' to complete the purchase process.
To open Dome Data Protection interface

Note: You should have configured the Dome Data Protection URL details in the Settings tab under 'Management' >
'Applications'. The details will be available in the 'Information’ section at the end of the sign up process. The service
URL will also be emailed to you when ready.

Also you need to contact domesupport@comodo.com with the public IP address of your location to enable user
interface access and to configure web and endpoint policy settings.

«  Click 'Applications' on the menu bar then choose 'Dome Data Protection' from the list.
OR
+  Click 'Applications' on the menu bar then click 'All Applications' from the list.
All licensed modules for your account will be displayed.
+  Click 'Open Module' on the '‘Comodo Dome Data Protection' tile

The Dome Data Protection interface will open. If you have not configured the URL in the Settings tab under
'Management' > 'Applications' then the 'Application Settings' dialog will be displayed.
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Application Settings

Please insert your Dome Service URL
provided. Edit option is also available
from "Application Settings" under
Applications Management. Click to go
to menu.

Dome Service URL *

Cancel

+  Enter the service URL that was sent to your email and click 'Save'.

For more details about how to use Comodo Dome Data Protection, see the online guide at
https://help.comodo.com/topic-283-1-596-7050-Introduction-to-Comodo-Dome-Data-Protection.html.

8.8  Add Comodo Dome Antispam

Comodo Dome Antispam is an advanced mail filtering and threat prevention solution for enterprises. The product
uses a powerful combination of filters, antivirus and content analysis to quietly and effectively block unsolicited mail
from entering your network.

The basic version of Comodo Dome Antispam is free for thirty days. Account administrators can upgrade to a full
version at anytime.

«  Comodo Dome Antispam is available only to C1 Enterprise customers.
«  There are two ways to add Dome Antispam to your account;

+  Add-on module for '‘Comodo Dome Secure Web Gateway' - Dome Antispam is available as an
add-on at discounted prices for customers who have already purchased a Dome Secure Web
Gateway license. If you own a Dome Secure Web Gateway license then the add-on version will be
selected when you subscribe for Dome Antispam.

- Stand-alone version - The stand-alone version can be added to your account if you do not have a
Dome Secure Web Gateway license. You will receive the stand-alone version if you subscribe for
Dome Antispam but do not have a Dome Secure Web Gateway license.

«  Both stand-alone and add-on licenses can be purchased from the Comodo One console.

+  Alternatively, you can add Dome Antispam by linking to another Comodo Accounts Manager (CAM) or C1
account that already has a Dome Antispam license. The service can then be shared by both accounts.
Cumulative usage and validity are bound to the original license limitations.

«  Purchase a new license
» Activate the license
Purchase a new license
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New licenses for Comodo Dome Antispam can be purchased and activated from the 'Store' interface:
+  Click 'Store" on the menu bar
All available applications will be displayed.

+  Click 'Buy' on the 'Dome Antispam' tile.

Integrated

Comodo Dome Antispam 15 an enterprise antispam and threat
prevention appliamce that uses asophisticated array of spam filters,
anti-virus scanners and content analysis engines 1o prevent unsolic...

+  This will open the product purchase page:

Buy New Subscription Dome AntiSpam

ogin
Login *

esirpretnegyopmail com

Passward *

Your login username will be pre-populated and cannot be changed.

«  Enter your Comodo One account password in the 'Password' field and click 'Login'
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Subscriptions assigned to this COMODO Account

2. Comodo Account ¥ou do not have any existing licenses. Please continue purchasing by clicking Buy New button.
3 'L-:-nl'lngr=. Subscription

4. Customer Information

5. Payment Oplions

. Order Confirmation

7. Order I':-UI'I'II'I'IE'I'}'

B. Informations

+  Click 'Buy New'

+ Inthe configure subscription screen, enter or select the number of users you require. The per-user rate
depends on the number of users.

+  The minimum license period is for a year
«  Click 'Next' to continue to the customer information form:

Buy New Subscription Dome AntiSpam

Configure Subscription

. Login

2, Comedo Account

Amount of Users 101 = Users
3. Configure Subscription
4. Customer Information a1 201 501 1007 2001 5001 7501 10001 W
5, Payment Options
- FAyTRAM Optiar $8.00 £7.50 £7.00 $6.50 $6.00 $5.50 5,00 54,50

PErUSEr  DEFUSEr  PErUSer  DErUsSer  per USer  PEruser  peruSer  Per user

Select Period

$3.00 per 101 users for 1 year = $208.00

$808.00

Back Mext

- Enter your company name, website and address details in the '‘Customer Information' section. Agree to the
terms & conditions and click 'Next":
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Customer Information

Company Mame
. Configure Su

Sunflamea Solar Panal Inch

. Custamer Information

Company Website Phone Mumber *
5 |-'E|':.|I'|'|E-I'|r_ Op
Street Address * Street Address 2 *
City * Country *
-
State or Province Postal Code *

Billing Information
' The same as Contact Information

Terms and Conditlons
o | hawe read and agree the End User LicensefService Agresment.

- Enter your payment card details then click 'Next' to proceed to the order confirmation page:

Buy New Subscription Dome AntiSpam

_ Payment Qptions
1. Login )

Eure Credit Card Mumber VISA @
w £ er Information
5. Payment Options -
Card Hodder Name Expirasion Dame
der Confirmatio
' w o
Er Summary
& informations
What

When paying by credit card, the billing information should be exactly as it appears on your
credit card statement. For credit card verification, please ensure that your first and last
name are entered as they appear on your card.

The 'Order Confirmation' page will open:
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Order Confirmation

PRODUCT LICENCE PERIOD FULL PRICE
3. Configure Subscription
4. Customer Information Dome Antispam P atform 1 Mode, 101-200 Users) 1 Year SEDE.OD
5. Payrnent Options
TOTAL SEDR.00

6. Order Confirmation
-

7. Dweler Summary

B, Informations

+  Review your order and click 'Next'

Buy New Subscription Dome AntiSpam

Cangratulations! Your order is completed.

coaurt

Order #724333-9

Comodo Security Solutions, Inc.

1255 Broad Street sunflame Solar Panel Inc\.
Clifton, M) 07013 Ship Street Ship Street 1
United States Chennai
support comodo.com IN

Subscription Details

PRODUCT MAME LICEMSE KEY

The order summary page will be shown after your order has been processed:
+  Click 'Print' to make a hard-copy of the summary.

+  Click 'Next' to view instructions on provisioning your Dome Antispam instance. The service URL will be sent
to your email within two business working days.

+  Click 'Finish' to complete the purchase process.

Atfter the purchase is complete, Comodo Dome Antispam will appear in the licensed 'Applications' interface. See the
description at the end of this section if you need more help to open the Comodo Dome Antispam interface.

Activate the License
«  Click 'Store' on the menu bar
All available applications will be displayed.

+  Click 'Buy' on the 'Dome Antispam' tile
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Integrated

Comodo Dome Antispam 15 an enterprise antispam and threat
prevention appliamce that uses asophisticated array of spam filters,
anti-virus scanners and content analysis engines 1o prevent unsolic...

You will be taken to the subscription page:

Buy New Subscription Dome AntiSpam

Login

3 Accounl Login *

3. Confipure Subscription greatowl@yopmail.com

4. Customer Information
Password *

5. Payrment O

6. Order Confirmation

7. Order Summary

8. Informations

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'

The Comodo Account page will display Dome Antispam licenses associated with the default account:
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Buy New Subscription Dome AntiSpam

Subscriptions assigned to this COMODO Account
1. Login -

2. Comoda Account Select license you would like to activate.

3. Configure Subsoription

ID: 59b25bb0-bETf-40cd-be36-4a57718e51ce

m Dome Antispam Platform (clowd) (1 Mode, 101-250 Users)

Start Date: 03022ME \

4, Customer Information

+  Select the license you wish to activate and click 'Activate Selected'

Buy New Subscription Dome AntiSpam

Subscriptions assigned to this COMODO Account

Acoount
. I; 59h25hb0-bE7F-40cd-be36-4a5771BeS 1 co
3. Configure SCTiption
Dome Antispam Platform (cloud) (1 Node, 101-250 Users) Activation Complets @
4, Customaer Information Start Date: 0302018

5. Payment Options

onfirmation

Summary

&, Informations

The license will be activated and Comodo Dome Antispam will be added to your list of licensed 'Applications'.

«  Click 'Instructions' at the bottom to view the information about Dome Antispam service URL configuration by
Comodo. The URL information will be sent to your email within two business working days.

+  Click 'Finish' to complete the purchase process.
To open "Comodo Dome Antispam' interface

Note: You should have configured the Dome Antispam URL details in the Settings tab under 'Management' >
‘Applications'. Information about this will be shown at the end of product sign up process. The service URL will be
mailed to your email address when ready.

+  Click 'Applications' on the menu bar then choose 'Dome AntiSpam' from the drop-down.
OR
+  Click 'Applications' on the menu bar then choose 'All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles.
+  Click 'Open Module' on the 'Dome Antispam' tile
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The 'Dome Antispam' interface will open. If you have not configured the URL in the Settings tab under ‘Management'
> 'Applications', then the 'Application Settings' dialog will open.

Application Settings

Please insert your Dome Service URL
provided. Edit option is also available
from "Application Settings" under
Applications Management. Click to go
to menu.

Dome Service URL *

Cancel

+  Enter the service URL that was sent to your email and click 'Save'.

For more details about how to use Comodo Dome Antispam, see the online guide at https://help.comodo.com/topic-
443-1-898-11360-Introduction-to-Comodo-Dome-Anti-spam.html.

8.9  Add Comodo Dome Antispam - MSP

Comodo Dome Antispam allows MSPs to protect customer networks from spam and email-borne threats. This
product is only available only to MSP customers.

«  Licenses can be purchased from the Comodo One console
«  The basic version is free for thirty days and can be added to your account at any time.
+ You can upgrade to the full product by purchasing a new license from the Comodo One console.

+ If you already have a Dome Antispam - MSP license on another Comodo account, you can link it to
this account if required. The service can then be shared by both accounts. Cumulative usage and
validity are bound to the original license limitations.

+  Click 'Management' > 'Account' > '‘Comodo License Account Details' > ‘'Link New', to link an
account.

«  See Link a CAM account to C1 if you need more help.
«  Purchase a new license

- Activate the license

Purchase a new license

New licenses for Comodo Dome Antispam - MSP can be purchased and activated from the 'Store' interface:
+  Click 'Store" on the menu bar

All available applications will be displayed.
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—
COMDDO DOME
ANTISPAM

Comodo Dome Antispam is an enterprise antispam and threat
prevention appliance that uses a sophisticated array of spam
filters, anti-virus scanners and content analysis engines to...

30 Days Free Trial

«  Click 'Buy' or '30 Days Free Trial' on the 'Dome Antispam' tile depending on the version of Comodo Dome
Antispam MSP you wish to add to Comodo One..

You will be taken to the respective subscription page. The example shown below is for the basic version.
Buy New Subscription Dome AntiSpam MSP

Login
1. Login g

2. Comodo Account Login *
2 Confistesab=cnton herculespopular22@gmail.com
4. Customer Information

Password *

5. Payment Options

6. Order Confirmation

Passwor
7. Order Summary Forgot Password

8. Informations

+  Your login username is pre-populated and cannot be changed.
+  Enter your C1 password in the 'Password' field and click 'Login'.

«  If you opted for a paid version, click the '‘Buy New' button and select a package. Click 'Next' to provide your
customer information.

+  If you opted for the basic version then, after logging-in, the process will jump straight to the customer
information screen.
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Customer Information

. Login
2. Comodo Account Company Name
3. Configure Subscription frontfork
4. Customer Information
Company Website Phone Number *
5. Payment Options
6. Order Confirmation 9876543121
7. Order Summary Street Address * Street Address 2
. Informations
City * Country *
State or Province Postal Code *

Billing Information
| The same as Contact Information

Terms and Conditions
I I have read and agree the End User License/Service Agreement.

- Enter your company name, website and address details in the '‘Customer Information' section.

«  Click the 'End User License/Service Agreement' link, read the terms and conditions and agree to it by
selecting the check box

+  Click 'Next":
The 'Order Confirmation' page will appear:

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 105



Comodo One - Administrator Guide comono

) Order Confirmation
. Login

2. Comodo Account
LICENCE FULL

o S PRODUCT

3. Configure PERIOD  PRICE
Subscription

4. Customer Dome Antispam MSP 30 days Trial (3 Domains, 70 Users, 10 GB Archieve space) | 30days = $0.00

Information

5. Payment Options TOTAL 50.00

6. Order
Confirmation

7. Order Summary

8. Informations

«  Review your order and click 'Next'
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Lopi Congratulations! Your order is completed.
. Login
2. Comodo Account

Order #741840-5

3. Configure Subscription

e ET [T TE Comodo Security Solutions, Inc.
1255 Broad Street frontfork
. Payment Options Clifton, NJ 07013 Periyar Nagar
United States Kanchiouram
6. Order Confirmation support.comodo.com IN

. Order Summary
) Subscription Details
. Informations

PRODUCT NAME LICENSE KEY

Dome Antispam MSP 30 days Trial (3 Domains,

0focdc3-9f48-4c39-9e1c-ccBad4340c8
70 Users, 10 GB Archieve space) surecsc € eleess o8

INVOICE NUMBER 741840-15 SUBSCRIPTION ID 2932052878

Order Details

Order Number 741840-5
Order Date 2018-04-30
Order Total $0.00
Subscription Expires On 2018-03-30

Product Details

Number of Units

Unit Price $0.00

+  Click 'Print' to make a hard-copy of the order summary.
«  Click 'Next' to view support details and instructions.
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) Instructions
. Login

2. Comodo Account )
You have successfully purchased Dome Antispam MSP subscription.

3. Configure Subscription

4. Customer Information Now, you can access your Dome Antispam MSP under your all applications in C1 Portal.

. Payment Options You can purchase additional users, domains or archive spaces under Management /

Applications Add New Subscription path in €1 Portal one by one.
6. Order Confirmation

In order to activate the module for your staff, account administrator must login once to
. Order Summary module management interface.

. Informations For questions and assistance please contact:

domesupport@comodo.com

Thank you being part of the community!

The Comodo One Team

+  Click 'Finish' to complete the purchase process.

«  See the description at the end of this section if you need more help to open the Dome Antispam - MSP
interface.

Activate the license

+  You can activate your license through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process.

To add Dome Antispam MSP by activating an existing license
+  Click 'Store' on the menu bar

+  Click 'Buy' or '30 Days Free Trial' in the ‘Comodo Dome Antispam' tile, depending on the license type
possessed by the linked account

—
COMODO DOME
A NTI S P AM

Comodo Dome Antispam is an enterprise antispam and threat
prevention appliance that uses a sophisticated array of spam
filters, anti-virus scanners and content analysis engines to...

30 Days Free Trial

+  This will open the product purchase page:
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domeasgateway 1 @yopmall.com
4, Customer Information

Password

5. Payment Oplions

6. Order Conlirmation

7. Order Summary Qrgar Password

B. Informations

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'

The 'Comodo Account' page will display Dome Antispam MSP licenses associated with the default account:

Login Subscriptions assigned to this COMODO Account

2. Comodo Account Select license you would like to activate.
3. Configure Subscripti
Sfthatiremar ID: e0f6cAC3-9f48-4c39-9e1 c-ccBa44340c8e
Dome Antispam MSP 30 days Trial (3 Domains, 70 Users, 10 GB Archieve
space) 70

Start Date: 04/30/2018

4. Customer Information
. Payment Options

6. Order Confirmation

. Order Summary

ID: 8de19fdc-069c-4757-85ec-7985c25d4599

Dome Antispam MSP - Base License - 1 Domain 5 Users 5
Start Date: 04/30/2018

. Informations

Back Activate Selected ‘

«  Select the license you wish to activate and click 'Activate Selected'
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1. Login Subscriptions assigned to this COMODO Account

2. Comodo Account Select license you would like to activate.

3. Configure Subscription ID: e0f6CAC3-948-4c39-9e1 c-Cc8a44340c8e

Dome Antispam MSP 30 days Trial (3 Domains, 70 Users, 10 GB Archieve
space) 70
Start Date: 04/30/2018

4. Customer Information

5. Payment Options

6. Order Confirmation

ID: 8de19fdc-069c-4757-85ec-7985c25d4599

Dome Antispam MSP - Base License - 1 Domain 5 Users Activation Complete @
5

Start Date: 04/30/2018

7. Order Summary

8. Informations

Back Go to My Subscriptions

The license will be activated and 'Dome Antispam - MSP" will be added to your list of licensed applications.

+  Click 'Go to My Subscriptions' to view the information about Dome Antispam - MSP.
To open Dome Antispam - MSP
+  Click 'Applications' on the menu bar then choose 'Dome AntiSpam MSP' from the drop-down.
OR
+  Click 'Applications' on the menu bar then choose "All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles.
«  Click 'Open Module' on the 'Dome Antispam MSP' tile

The 'Dome Antispam MSP" interface will open. For help to use Comodo Dome Antispam MSP, see
https://help.comodo.com/topic-445-1-914-12136-Introduction-to-Comodo-Dome-Antispam---MSP.htm.

8.10  Add Comodo Dome Firewall Virtual Appliance

Dome Firewall simplifies network security by delivering a single interface through which administrators can control
firewall policy, antivirus, intrusion prevention, website filtering, traffic monitoring, VPN and proxy servers. The product
is provisioned in OVA or ISO format which can be installed on bare-metal appliances and virtual servers such as
Virtualbox and Vmware. Comodo Dome Firewall Virtual Appliance is available for both C1 Enterprise/MSP
customers.

+  You can add Dome Firewall Virtual Appliance to your account by purchasing a new license in the Comodo
One console ('Store' > 'Dome Firewall Virtual Appliance' > 'Get Module' )

Please read the following sections to learn more about:
«  Obtain a trial license
- Activate the license
Obtain a Trial License
+  Click 'Store' on the menu bar. All available applications will be displayed.
+  Click 'Free' on the 'Dome Firewall Virtual Appliance' tile:
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comMoDo DOME RS
Fi.ﬁ';’w.ll.r. APPLIANCE

Dome Firewall virtual Appliance is a free of charge Unified Threat
Management solution that can be installed into any hardware ar
virtualization solution within your company network. Dome Firewa...

Free

This will open the product purchase page.
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Buy New Subscription Dome Firewall Virtual Appliance

1. Lagin

2. Comodo Accoun Login *

3. Configure Subscriplon i :
domeasgateway 1 @yopmail.cam

4, Customer Infieemation

Password *

5 |-"5:_-"|'|E|'|r. Qptions

%, Order Confirmation

7. Ordes : Fargat Passwer

Your login username will be pre-populated and cannot be changed.

+  Enter your Comodo One account password in the 'Password' field and click 'Login'.
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scriptions assigned to this COMODO Account

You do not have any existing licenses. Please continue purchasing by clicking Buy New button.

F SUMMMmary

8. Infermations

+  Click 'Buy New'

«  Enter your company name, website and address details in the '‘Customer Information' section then agree to
the terms & conditions and click 'Next'":

Buy New Subscription Dome Firewall Virtual Appliance

Customer Information

Account Company Name
3 Configure Subscription
. domeasp
4. Customer Information
Comparry Website Phone Mumber *
5. Paymnient Options
. (o Confirmation
Order Summary Street Address * Street Address 2 *
B Iy
Clty Country *
State or Province Postal Code *

Billing Information
| The same as Contact Information

Terms and Conditions
o | have read and agree the End User License/Senvice Agreement,

Edr-k m

The 'Order Confirmation' page will open. No payment details will be required to set up the free trial.
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Buy MNew Subscription Dome Firewall Virtual Appliance

Qrder Confirmatio
1. Login
2. Compdo A
PRODUCT LICEMNCE PERIOD FULL PRICE
3. Config
Diarme Firewall (Wk) (FREE, Uinlimited) Unlimated 0,00

5 Payment Options
TOTAL .00
. Order Confirmation

7. Order Summary

B. Infarmations

Ak

«  Confirm your order and click 'Next'. The 'Order Summary' page will open:

Buy MNew Subscription Dome Firewall Virtual Appliance

Login

2. Comeedo ACCoUNt

Order #739141-6

ffigure Subscription

4, Customer Information Comodo Security Solutions, Inc.
1255 Broad Street domeasp
rment Options Cliftom, M| 07013 Street 1 Street 2
United States Chenmai
EETITIEET SO O L Lo L0 IN

7. Ordar Summary

Subscription Details
2. Informatsons

FPRODUCT NAME LICENSE KEY

+  Click 'Print' to make a hard-copy of the summary
+  Click 'Next' to view support information.
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nstructions

ceaunt If you seek assistance while installing Dome Firewall Virtual Appliance, please contact
. _ . domesupport@comado, oo
Conlig Subscrplion

4. Custonmes bnilormation

Dome Firewall Virtuzl Appliance 150 File

5. Payrnent Options
nilzad 150 = How to Install
Confirrmation = Jom Ahe LSCussern

Dome Firewall Virtual Appliance OVA File

LADWTL D30 VA

«  Click 'Finish'

+  After the purchase is complete, Dome Firewall Virtual Appliance will appear in the ‘Applications' interface.
See the description at the end of this section if you need more help to open the Dome Firewall Virtual
Appliance interface.

Activate the license

+  You can activate licenses for your C1 account through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process..

To add Dome Firewall Virtual Appliance by activating an existing license
«  Click 'Store' on the menu bar
+  Click 'Basic Version' on the Dome Firewall Virtual Appliance tile.

integrated

VIRTUAL

Dome Firewall virtual Appliance is a free of charge Unified Threat
management solution that can be installed into any hardware or
virtualization solution within your company network. Dome Firewa...

«  This will open the product purchase page:
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Login *

esirpretne@yopmailocom

Password *

& Ordar Summany

&, Informatsoms

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
- Enter the password for the default account and click ‘Login'
The Comodo Account page will display Dome Firewall Virtual Appliance licenses associated with the default account:

Buy Mew Subscription Dome Firewall Virtual Appliance

Subscriptions assigned to this COMODO Account
1. Login -

L Comado Account select license you would like to activate.

O: 2829081 b-451f-4392-223b-9albb B0 TREF
Dome Firewall (VM) (FREE, Unlimited)
Start Date: QW05 8

\

7. Order Summany

& informations

+  Select the license you wish to activate and click 'Activate Selected'
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51 1ptio ed to th oMoDo L
0 eBe9091b-451f-43%92-a23b-9a0bb802 ToBf
Dome Firewall (WM} (FREE, Unlimited) Activation Complets @
4, Customer information Start Date: 0352018

5 Payment Options
riation
7. Order Summary

& Informations

o

The license will be activated and Dome Firewall Virtual Appliance will be added to your list of licensed 'Applications'.

«  Click 'Instructions' to view information about the firewall service URL configuration. The URL information will
be sent to your email within two business working days.

Buy New Subscription Dome Firewall Virtual Appliance

nslruchions

If you seek assistance while installing Dome Firewall Virtual Appliance, please contact
Mesypeori@comodo. om

Dome Firewall Wirtual Appliance 150 Fle

rad |50 ¢ How [0 Instal?

Dome Firewall Virtual Appliance OVA File

T Summary

B. Informations

+  Click 'Finish' to complete the purchase process.
To open the 'Dome Firewall Virtual Appliance' interface

+  Click 'Applications' on the menu bar then choose 'All Applications'
All licensed modules for your account will be displayed.

+  Click 'Open Module' on the 'Dome Firewall Virtual Appliance ' tile

For more details about how to use Dome Firewall Virtual Appliance, see the online admin guide at
https://help.comodo.com/topic-436-1-912-11986-Introduction-to-Comodo-Dome-Firewall---Virtual-Appliance.html

8.11  Add Comodo Dome Firewall Central Manager

Firewall Central Manager lets you manage all Dome Firewall installations on your customer networks.
+  Click 'Store' > 'Dome Firewall Central Manager' > 'Basic Version' to purchase a license
+  Once purchased and setup, you can access the central manager interface from the Comodo One console.
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Dome Firewall Central Manager can be setup in two ways:

+  Virtual Appliance:

+  Download the .ova file for Comodo Dome Firewall Central Manager from
https://download.comodo.com/dome-repo/dome-fw-image/domefirewallcm.ova.

« Install the virtual appliance on your network and assign a public IP address to it.

«  Once installed, you can use any browser to access the central manager console at https://<IP
address of the virtual appliance>

+  The default username is 'admin’ and password is '‘comodo’ (without quotes).
+ Activate the product by entering the license key purchased through Comodo One

+  Enable 'Single Sign-On' on the firewall appliance and integrate it with your Comodo One
account to access the central manager console from Comodo One. See
https://help.comodo.com/topic-436-1-920-12642-Integrate-Central-Manager-with-Comodo-
One.html for help with this.

+  Cloud version:
«  Contact Comodo at provisiondome@comodo.com with your license key to setup the service.
+  Once setup, you will receive the IP address or the URL on which the service is hosted.
+  You can access your central manager instance at https://<given IP or domain>

+  The default username is 'admin' and password is ‘comodo' (without quotes). You should
change this after your first login.

+ Activate the product by entering the license key purchased through Comodo One
+ Integrate central manager with your Comodo One account by entering your access URL
(https://<given address>) as the 'Dome Service URL'". See https://help.comodo.com/topic-436-
1-920-12642-Integrate-Central-Manager-with-Comodo-One.html if you need help with this.
«  The basic trial version of the Dome Firewall Central Manager license is free and covers unlimited users for
one year. The license can be upgraded at anytime from the Comodo One console.

+  If you already have a firewall central manager license on another Comodo account, you can link it
to this account if required. The service can then be shared by both accounts. Cumulative usage
and validity are bound to the original license limitations.

+  Click 'Management' > 'Account' > '‘Comodo License Account Details' > 'Link New', to link an
account.

+  See Link a CAM account to C1 if you need more help.

Comodo Dome Firewall Virtual Appliance:

+  For more details about how to purchase licenses for and download the virtual appliance, see Add Comodo
Dome Firewall Virtual Appliance

+  For more details about how to use Dome Firewall Virtual Appliance, refer to the online admin guide at
https://help.comodo.com/topic-436-1-912-11986-Introduction-to-Comodo-Dome-Firewall---Virtual-
Appliance.html
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Please read the following sections to learn more:
+  Purchase a new license
«  Activate the license

Purchase a new license

New licenses for Comodo Dome Firewall Central Manager can be purchased and activated from the 'Store' interface:
+  Click 'Store" on the menu bar

All available applications will be displayed.

B
COMODO DOME
FIREWALL CENTRAL MANAGER

Dome Firewall Central Manager is a free of charge Central
Management Solution for Dome Firewall Virtual Appliances that can
be installed into any hardware or virtualization solution within yo...

Free

«  Click 'Free" in the 'Dome Firewall Central Manager' tile.

You will be taken to the subscription page.
Buy New Subscription Dome Firewall Central Manager

Login
1. Login 8

2. Comodo Account Login *

3. Configure Subscription

herculespopular22@gmail.com

4, Customer Information

Password *
5. Payment Options

6. Order Confirmation

7. Order Summary Forgot Password

8. Informations

Your login username will be pre-populated and cannot be changed.
+  Enter your Comodo One account password in the 'Password' field and click 'Login'.
«  The next step allows you purchase new license or to activate your existing licenses, if you have any.
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Losi Subscriptions assigned to this COMODO Account
. Login

. Comodo Account You do not have any existing licenses. Please continue purchasing by clicking Buy
New button.
. Configure Subscription
4. Customer Information
. Payment Options
6. Order Confirmation

. Order Summary

. Informations

Click '‘Buy Now' to purchase a new license

Customer Information

. Login
2. Comodo Account Company Name
. Configure Subscription frontfork
. Customer Information
Company Website Phone Number *
. Payment Options
6. Order Confirmation frontforkhercules.com 9876543121
- Order Summary Street Address * Street Address 2

. Informations )
Periyar Nagar

City * Country *
Kanchiouram India -
State or Province Postal Code *
- 6531501

Billing Information
| The same as Contact Information

Terms and Conditions
J| | have read and agree the End User License/Service Agreement.

«  Enter your company name, website and address details in the 'Customer Information’ section.
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+  Click the 'End User License/Service Agreement' link, read the terms and conditions and agree by ticking the
check box

+  Click 'Next"
The 'Order Confirmation' page will appear:

_ Order Confirmation
1. Login

2. Comodo Account

LICENCE FULL
3. Configure Subscription PRODUCT PERIOD PRICE
4. Customer Information
Dome Firewall Central Manager (FREE, Unlimited Users, 1 year) 12 months $0.00
. Payment Options
6. Order Confirmation TOTAL $0.00

. Order Summary

. Informations

«  Click 'Next' to confirm your order.
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Lopi Congratulations! Your order is completed.
. Login
2. Comodo Account

Order #741840-7

3. Configure Subscription

e ET [T TE Comodo Security Solutions, Inc.
1255 Broad Street frontfork
. Payment Options Clifton, NJ 07013 Periyar Nagar null
United States Kanchiouram
6. Order Confirmation support.comodo.com IN

. Order Summary
) Subscription Details
. Informations

PRODUCT NAME LICENSE KEY

Dome Firewall Central Manager (FREE,

- 46201c3a-404b-418f-87a0-96d6f8d026b5
Unlimited Users, 1 year)

INVOICE NUMBER 741840-17 SUBSCRIPTION ID 945A87E2CD

Order Details

Order Number 741840-7
Order Date 2018-04-30
Order Total $0.00
Subscription Expires On 2019-04-30

Product Details

Number of Units Unlimited

Unit Price $0.00

+  Click 'Next 'in the order completion page.
The instructions page has guidance on how to set up Comodo Dome Firewall Central Manager on your network.
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) Instructions
. Login

2. Comodo Account If you seek assistance while installing Dome FW CM, please contact
domesupport@comodo.com.

3. Configure Subscription

4, Customer Information
How to Use

- Payment Options Method 1: Install the VM

6. Order Confirmation You can download and install the Dome Firewall Central Manager into your own

environment for managing Dome Firewall Virtual Appliances.
. Order Summary ging pe

NOTE: It's important to give a public IP for the Central Manager for using it on Comodo

Oone.

Method 2: Comodo Hosted

. Informations

¥ou can contact Comodo for hosting your Dome Firewall Central Manager.

#* Request Provisioning

«  Click 'Finish' to return to C1 Dashboard.

«  The license will be activated. You will receive an email containing instructions and a download link for the
virtual appliance.

Activate a License

+  You can activate your license through the 'Store' interface.

+ You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process.

To add Dome Firewall Central Manager by activating an existing license
+  Click 'Store" on the menu bar
+  Click 'Free' on the 'Dome Firewall Central Manager" tile.

o~
COMODO DOME
FIREWALL CENTRAL MANAGER

Dome Firewall Central Manager is a free of charge Central
Management Solution for Dome Firewall Virtual Appliances that can
be installed into any hardware or virtualization solution within yo...

Free
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This will open the product purchase page:

Buy Mew Subscription Dome Firewall Central Manager

5 Accounk Login *
mfigure: Subsription dormeasgateway@yopmail.com
asgatewayByapmail.co
nformation
Pasaword *

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'

The 'Comodo Account' page will display Dome Firewall Central Manager licenses associated with the default
account:

Buy New Subscription Dome Firewall Central Manager

Subscriptions assigned to this COMODO Account
1. Login

select license you would like to activate,

[: ac20793f-8a33-dead-AGac-7d05ch333ehd
Dome Flrewall Central Manager (FREE, Unlimited Users, 1 year)
Start Date: 0305208 \

S Payrment O

6. Order Confirmation

7, Order Summarny

& Informations

o @

«  Select the license you wish to activate and click 'Activate Selected'
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1. Login

2 Comnmodo Arcount

33f Ba39-dead-Beac- 7d05ch933eh3

m Dome Firewall Central Manager (FREE, Unlimited Users, 1 year) Activacion Complete @

T Dates 03/)%20E

Back G te My Subscriptions

+  Click 'Go to My Subscriptions' to view the information about Dome Firewall Central Manager

The license will be activated. You will receive an email containing instructions and a download link for the virtual
appliance.

To open Dome Firewall Central Manager

Note: You should have entered the address of central manager as the 'Dome Service URL' in the C1 interface:
+ Login into C1 at https://one.comodo.com/app/login

+  Click 'Management' > 'Applications'

+  Click the 'Comodo Firewall Central Manager tile.

+  Click the 'Settings' tab

+  Enter your URL in the space provided and click 'Save'.

See https://help.comodo.com/topic-436-1-920-12642-Integrate-Central-Manager-with-Comodo-One.html for more
help with this.

+ Login into C1 at https://one.comodo.com/app/login
«  Click 'Applications' > 'Dome Firewall Central Manager'
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COMODOD

ONC = 231 APPLICATIONS ~ ¢ MANAGEMENT ~ B REPORTS

g e iR 2 l: |Tand Security Manager

Patch Management

Customer: All RMM

PO, Ccvce Venssement —
Procedures

Service Desk

Dome Shield

Dome Firewall Central Manager

All Applications

OR
+  Click 'Applications' on the menu bar then click 'All Applications' from the list.
All licensed modules for your account will be displayed.
«  Click 'Open Module' on the '‘Comodo Dome Firewall Central Manager' tile

The Dome Firewall Central Manager interface will open. If you have not configured the URL in the Settings tab under
'Management' > 'Applications' then the 'Application Settings' dialog will be displayed.

Application Settings

Please insert your Dome Service URL
provided. Edit option is also available
from "Application Settings" under
Applications Management. Click to go
to menu.

Dome Service URL *

Cancel

For more details about how to use Dome Firewall Central Manager, see the online admin guide at
https://help.comodo.com/topic-436-1-920-12359-Introduction-to-Comodo-Dome-Firewall-Central-Manager.html.
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8.12  Add cWatch EDR

cWatch Endpoint Detection and Response (EDR) is a powerful event analysis solution that provides the highest
levels of visibility into activities on Windows endpoints. EDR allows you to view security related incidents in a
detailed timeline while its instantaneous alerts keep you informed if an attack occurs.

+  EDR ships with Comodo's recommended security policy for realtime monitoring and detection of malicious
activities.

+  You can also add any number of policies with granular rules to identify threats under various event
categories.

Al unknown files and event types are analyzed by 'Valkyrie' - Comodo's cloud based file verdict system that
allows you to view detailed reports on identified threats.

«  The basic version of cWatch EDR is free for one year, covers unlimited endpoints and has a data-retention
of 3 days. It can be added to your account at any time.

+  You can upgrade to paid version by purchasing a new license from the Comodo One console. The number
of endpoints covered and the data retention period depends on the license purchased.

+ Ifyou already have a cWatch EDR license on another Comodo account, you can link it to this
account if required. The service can then be shared by both accounts. Cumulative usage and
validity are bound to the original license limitations.

+  Click 'Management' > 'Account' > '‘Comodo License Account Details' > 'Link New', to link an
account.

+  See Link a CAM account to C1 if you need more help.
Please read the following sections to learn more:

- Purchase a new license
+  Activate the license
Purchase a new license
New EDR licenses can be purchased and activated from the 'Store' interface:
+  Click 'Store' on the menu bar
+  Locate the 'cWatch EDR' tile
+  Click 'Buy' or 'Free' depending on the version you wish to add:

C Watch

O EDR

cWatchEDR is a cloud-based endpoint detection and
response solution that gives unrivalled visibility into
what's happening in your environment.

You will be taken to the respective subscription page.
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Login
. Login &

2. Comodo Account Login *

. Configure Subscription humbersafety@gmail.com

1. Customer Information

Password *
. Payment Options

6. Order Confirmation

Forgot Password

. Order Summary

«  Your login username is pre-populated and cannot be changed.

«  Enter your C1 password in the 'Password' field and click 'Login'.

Login Subscriptions assigned to this COMODO Account

2. Comade Account You do not have any existing licenses. Please continue purchasing by clicking Buy
New button.

3. Configure Subscription

4, Customer Information

. Payment Options

6. Order Confirmation

. Order Summary

+  Click 'Buy New' to subscribe for a new license
« If you opted for a paid version, select a package in the following 'Configure Subscription' screen.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 127



CcCOMODO

Creating Trust Online®

: Configure Subscription
. Login

2. Comodo Account e Premium Cwatch EDR, 30 days data
retention
3. Configure Subscription
Enterprise Cwatch EDR, S0 days
4. Customer Information data retention
. Payment Options

6. Order Confirmation

. Order Summary Amount of Demains 30 $ |Domains

Select Period

1 month 2 years 3 years

$29.90 per 30 domains for 1 year = $897.00

$897.00

Back Next

«  Select the version of EDR. The available versions are Premium and Enterprise
+  Enter the number of endpoints in the 'Amount of Domains' combo-box
«  Select the license validity period
«  The price will be auto-calculated
+  Click 'Next' to provide your customer information.
+ If you opted for the free version, your package will be pre-selected.
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. Login Configure Subscription

2. Comodo Account
. Configure Subscription

4, Customer Information

. Payment Options
3 days data retention

6. Order Confirmation Unlimited Endpoints
FREE

. Order Summary

«  Click 'Select' to move to the 'Customer Information' screen.

. Customer Information
. Login

2. Comodo Account Company Name
3. Configure Subscription

Spokes and Wheels

4, Customer Information

Company Website Phone Number *
. Payment Options
_ — = . 9376543210
. Order Confirmation
. Order Summary Street Address * Street Address 2
Mount Road
City * Country *
Madras India 1™~
State or Province Postal Code *
600035

Billing Information
| The same as Contact Information

Terms and Conditions
| have read and agree the End User License/Service Agreement.

Back Next

- Enter your company name, website and address details in the '‘Customer Information' section.
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+  Click the 'End User License/Service Agreement' link, read the terms and conditions and agree to it
by selecting the check box

«  Click 'Next"
- If you opted for a paid version, enter your payment card details then click ‘Next' to proceed to the order
confirmation page.

Payment Options
. Login y P

2. Comodo Account

3. Configure Subscription

Credit Card Number V'ISA @
4, Customer Information

Enter Card Number -
Card Holder Name Expiration Date

6. Order Confirmation
John Doe V ~ lalyn
. Order Summary

What is it?

When paying by credit card, the billing information should be exactly as it
appears on your credit card statement. For credit card verification, please
ensure that your first and last name are entered as they appear on your
card.

Back Next

+ If you opted for the free version, you will be directly taken to the 'Order Confirmation' page.

) Order Confirmation
1. Login

2. Comodo Account

PRODUCT LICENCE PERIOD FULL PRICE

3. Configure Subscription
4. Customer Information tWatch EDR FREE 1 year 12 months $0.00
5. Payment Options

TOTAL $0.00
6. Order Confirmation
7. Order Summary

Back MNext

«  Click 'Next' to confirm your order and view the order summary.
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Login Congratulations! Your order is completed.

2. Comodo Account

Order #736112-19

3. Configure Subscription

A. Customer Information Comodo Security Solutions, Inc.
1255 Broad Street Spokes and Wheels
. Payment Options Clifton, N) 07013 Mount Road null
United States Madras
6. Order Confirmation support.comodo.com IN

. Order Summary
Subscription Details

PRODUCT NAME LICENSE KEY
cWatch EDR FREE 1 year 8e309515-2d31-48c2-902¢c-edabab5c3588
INVOICE NUMBER 736112-19 SUBSCRIPTION ID 8999133812

Order Details

Order Number 736112-19
Order Date 2018-06-04
Order Total $0.00

Subscription Expires On 2019-06-04

Product Details

Number of Units 1

Unit Price £0.00

«  Click 'Print' to make a hard-copy of the order summary.

+  Click 'Finish' to complete the purchase process.

+  See the description at the end of this section if you need more help to open the cWatch EDR interface.
Activate a license

+  You can activate your license through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process.

To add cWatch EDR by activating an existing license
+  Click 'Store' on the menu bar

+  Click 'Buy' or 'Free' in the 'cWatch EDR' tile, depending on the license type possessed by the linked account
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CWatch

O EDR

cWatchEDR is a cloud-based endpoint detection and
response solution that gives unrivalled visibility into
what's happening in your environment.

KN a

«  This will open the product purchase page:

Buy New Subscription CWatch EDR

Login
. Login &

2. Comodo Account Login *

3. Configure Subscription humbersafety@gmail.com

4. Customer Information
Password *

. Payment Options

6. Order Confirmation

Forgot Password

. Order Summary

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the 'Default’
account. For more details, see Comodo License Account Details.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 132



CcCOMODO

Creating Trust Online®

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'
The 'Comodo Account' page will display cWatch EDR licenses associated with the default account:

1 Lot Subscriptions assigned to this COMODO Account
. Login

2. Comodo Account select license you would like to activate.

3. Configure Subscription
ID: 82309515-2d31-48c2-902c-edaba65c358!

4. Customer Information cWatch EDR FREE 1 year
Start Date: 06/04/2018
5. Payment Options

6. Order Confirmation

7. Order Summary

Back Activate Selected

«  Select the license you wish to activate and click 'Activate Selected'

Loni Subscriptions assigned to this COMODO Account
. Login

. Comodo Account You do not have any available license to activate. Please continue purchasing by clicking "BUY

NEW" button.
3. Configure Subscription

ID: 88309515-2d31-48c2-902c-edabab5c3588

IN-USE cWatch EDR FREE 1 year

Start Date: 06/04/2018

4. Customer Information

. Payment Options

6. Order Confirmation

. Order Summary

The license will be activated and 'cWatch EDR' will be added to your list of licensed applications.

+  Click 'Go to My Subscriptions' to view the information about cWatch EDR.

To open cWatch EDR
«  Click 'Applications' on the menu bar then choose 'cWatch EDR' from the drop-down.
OR

«  Click 'Applications' on the menu bar then choose 'All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles.
«  Click 'Open Module' on the 'cWatch EDR' tile
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The 'cWatch EDR' interface will open. For help to use cWatch EDR, see https://help.comodo.com/topic-444-1-905-
11905-Introduction-to-Comodo-EDR.html.

9  Quick Actions

«  The 'Quick Actions' menu contains shortcuts to important tasks in various C1 applications.
+  Click the 'Quick Actions' icon at top-right to view the options:

o f wharsnen® SO @ M ) swings -

Enroll Devices In Bulk E NEW QUOTE

Enroll New Device
Create New Ticket & Customize

Create New Opportunity

Create New Quote

«  Quick actions are also available as buttons on the dashboard below the menu bar:

comono

ONC o= £i% APPLICATIONS v ¢ MANAGEMENT ~ Bj REPORTS '™ sTore [ TooLs gy Beomea g whaTsnew® =@ - @ - A 0-«

Lot
g ENROLL NEW DEVICE NEW TICKET & NEW CUSTOMER E_J ENROLL DEVICES IN BULK @ INEW OPPORTUNITY NEW QUOTE

«  Enroll Devices in Bulk: - ITSM: Download the packages required to enroll multiple devices into ITSM .
These include Comodo Client - Communication, Comodo Client - Security and HTTPS proxy server agent.
To find out more about bulk enroliment, see https://help.comodo.com/topic-399-1-786-11273-Bulk-
Enroliment-of-Devices.html
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CDMDD O GNE DASHEOARD APPLICATIONS MANAGEMENT STORE TOOLS PARTNER
-—
IT & Security Manager =  Bulk Installation Package Licenge Options O M S Logout {coyoteewile@yahoo
DASHEOARD
Bulk Installation Package Comodo Remote Confrol
3 Dpevices
Device List
Lhzer *
| Bulk Installation Package
coyoteewile@yahoo com
USERS
CONFIGURATION TEMPLATES
Company *
APPLICATION STORE -
APPLICATIONS Device group
SECURITY SUB-SYSTEMS
————— Comodo Client
SETTINGS Choose operating system
Windows x64 -

Choose clients
Comodo Client - Communication

Comodo Client - Security

«  Enroll New Device - ITSM: Opens the 'Device List' page. Click 'Enroll Device' to add an individual device.
To find out more about this process, see https://help.comodo.com/topic-399-1-786-10126-Enrolling-User-
Devices-for-Management.html.

D EES

Please choose the device owner(s)

Show enrollment instructions Email enrollment instructions

«  Create New Ticket - Service Desk: Opens the new ticket interface so you can quickly add a new ticket. See
https://help.comodo.com/topic-289-1-629-7981-Managing-Tickets.html for more details on this process.
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Service Desk = Comodo One > Service Desk > Tickets > New Ticket

55 DASHEOARD >
Open New Ticket
2 users >
| [2 TickeTs
Lookup or create a user
New Ticket
Open (291)

@ Search existing users or add a new user.
Answered (13)

Unassigned (264} Search by email, phone or name

My Tickets (26)

Overdue (293) Create New User: Please provide all the details
Closed (389) Email Address: *
Paused (25)
Full Name: *
Materials
Phone Numi}r. Ext: IZI
E|knowLeDGEBASE
Internal Motes |Z|
[ My TIME sHEETS
| CALENDARS B
[=] ProJECTS tment, SLA Plan, Hours
|Z] conTrACTS
12 ADMIN PANEL i time zone (GMT+5.30)

Assign To: Covyote IZI

Backdated [ Work done in the past

+  Create New Customer - C1 Portal: Create a new customer in C1 (MSPs only). Once created, the customer
will be available in all integrated modules (ITSM, Service Desk etc). To find out more, see
https://help.comodo.com/topic-289-1-716-8483-Managing-Companies.html

B MAMACEMENT B RrEronTd W LTOSE

Mew Clistomaer

Customers i I -
Mami ¥ Canta Email Dscrigtion ¥
ACWE Cop coymirmsiis@yancns Erirerpeine
Coithert Company Pt e GEter Comutrurtioe Company
1-Zod 2 Hems Posi . 1 i1

+  Create New Opportunity - CRM: Opens the 'Create New Opportunity' page in the Customer Relationship
Manager module. To find out more, see https://help.comodo.com/topic-289-1-845-10881-Add-an-
Opportunity.html
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A Calendar Leads (kganizations  Contacts  Opportunities ~ Products s 0 ﬁ' Coyote

COMUDO CRM All Records +
Opportunities List ¢ Creating New Opportunity Save
Dashhoard Opportunity Details

* Opportunity Name Organization Name
N — PF ) 2 (=] a + ‘
act Name || @ a + Amount
Type | | Select an Option v * Expected Close Date =

Lead Source || salect an Option v Next Step

* Assigned To | | Coyote v * Sales Stage | | Select an Option

Camr n [x] Q + babi
e Amoun
Description Details

Save

COMODO ONE

«  Create New Quote - Quote Manager: Opens the 'Quotes' page so you can create a new sales or service

quote in Comodo Quote Manager. To find out more, see https://help.comodo.com/topic-289-1-778-10472-
generating-a-new-quote.html
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« QUOTES
Quote setup Add items Additional information Summary
Quote setup
*To Type to search recipient by Name

*Subject
Expires  Nov 20,2017

on
Style The Masaic company_new -

Private notes

Mote
heading

MNote text

+ADD ONE MORE NOTE
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10 Tool Set

Comodo One provides customers with a suite of complementary productivity and security tools that can be
downloaded from the "Tools' interface. Free of charge, each tool is designed to help customers accomplish specific
network and security tasks more efficiently.

To open the "Tools' interface

«  Click "Tools' on the menu bar.

COMODO

ONC = I APPLICATIONS ~ “ MANAGEMENT ~ [E§ REPORTS W STORE [m TOOLS @Y PARTNER

Comodo One » Tools

Tools
' 2
e
Comodeo Cleaning Essentials Network Assessment Tool Unknown File Hunter Tool
Version: 10.0.0.6111 Version: 1.3.0.0 Version: 2.1
Release Date: 09.03.2017 Release Date: 29.03.2016 Release Date: 03.12.2016
Downloads: 6K Downloads: 7K Downloads: 3K

@ B

Auto Discovery and Deployment Tool Comode Remote Control
Version: 1.0.00907.32 Windows Version: 6.17.11325.18031
Release Date: 09.09.2016 Mac 05 Version: 6.17.11326.18031
Downloads: 7K Downloads: 359

The following utilities are available:

«  Comodo Cleaning Essentials - Security software for Windows endpoints which contains tools designed to
identify and remove malware and unsafe processes from infected computers. Includes a fully customizable
malware scanner and an advanced system monitoring tool which allows users to kill unsafe processes with
a single click. To find out more, see 'Comodo Cleaning Essentials'.

«  Comodo Network Assessment Tool - Allows administrators to perform in-depth scans on customer networks
to identify a wide range of server, endpoint and network vulnerabilities. The tool will also prepare detailed
risk reports for scanned networks along with a risk mitigation plan containing actionable advice to address
each issue. To find out more, see 'Comodo Network Assessment Tool'.

+  Unknown File Hunter Tool - The Unknown File Hunter (UFH) is a lightweight scanner that identifies
unknown and potentially malicious files residing on networks. Scanned files are categorized as 'safe’,
'malicious’ or 'unknown'. Unknown files are those that were not found on either the safe-list or the blacklist
and could potentially contain zero-day threats. The UFH scanner allows you to upload such files to our
Valkyrie servers where they will undergo a battery of run-time tests designed to reveal whether or not they
are harmful. You can view the results of these tests in the UFH interface. To find out more, see 'Unknown
File Hunter Tool'.
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+  Auto Discovery and Deployment Tool - Comodo Auto Discovery and Deployment Tool (CADDT) allows
network admins to remotely deploy applications to multiple endpoints via Active Directory, Workgroup or IP
address/IP range/host name. To find out more, see 'Auto Discovery and Deployment Tool'.

«  Comodo Remote Control Tool - Remotely access Windows and Mac OS devices to solve issues, install
third party software or run system maintenance. To find out more, see ‘Comodo Remote Control Tool'.

Comodo Network Assessment Tool

Comodo Network Assessment Tool (NAT) allows administrators to discover assets on customer networks, identify
vulnerabilities in the network and generate reports. The client risk report contains details of the risks identified on
each endpoint along with their risk score. The tool also offers a mitigation plan that contains advice to address each
issue. Setup is easy with a simple wizard which allows users to import networks via Active Directory, Workgroup or
IP range. For more details on how to install and use the application, see https://help.comodo.com/topic-289-1-783-
10053-Introduction-to-Network-Assessment-Tool.html.

To download Comodo NAT

+  Click the 'Network Assessment Tool tile to view a description of the product:

-

What is Comodo Network Assessment Tool?

Network Assessment Tool {MAT) is a powerful tool designed to conduct a detailed
assessment about your client network including computers, servers, users,
applications and more.

What is the benefit?

* Key reports to open doors for new clients

* Bestway 1o show what your clients need

+ Proof of what you've done and what you will do

& Deeper look to serve better

+ Ohjective monitoring metrics without the need of installing agents
* Discovery of unsupported operating systems to upgrade new ones
* Pinpoint key risk items to prioritize the work

Client Risk Report

This report will be your assetl It allows you to summarize your client with overall
risk score based details with user-friendly dashboards. Each task you performed
shows problematic areas which creates a new opportunity for you to offer a
solution. It does not only show problems but also helps you to find cut how can
VOU Serve your customers better.

Let's check out what you will have in detail;

* With "Discovery Tasks", you can see what kind of tasks are performed

+  Click the 'Download' button to start the download process. A download dialog will appear as shown below:
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Download

Please accept the terms of service and select operating system.

Windows b

| | have read and agree to the End User License/Seryice Agreement.

«  Click the 'End User License/Service Agreement' link, read the EULA fully and select the check box. The
'Download' button will appear after you agree to the EULA.

«  Choose the operating system of the server on which you want to install the NAT tool. Currently only
'Windows' is supported.

+  Click 'Download' to get the tool

Next, copy the setup file to your server and install. For more details on how to install and use the application, see
https://help.comodo.com/topic-289-1-783-10053-Introduction-to-Network-Assessment-Tool.html.

Comodo Cleaning Essentials

Comodo Cleaning Essentials (CCE) is a set of computer security tools designed to help users identify and remove
malware and unsafe processes from infected computers. CCE is a portable application which requires no
installation.

Major features include:

+  Malware scanner - Fully customizable scanner capable of unearthing and removing viruses, rootkits, hidden
files and malicious registry keys hidden deep in your system.

+  KillSwitch - an advanced system monitoring tool that allows users to identify, monitor and stop any unsafe
processes that are running on their system.

+  Autorun Analyzer - An advanced utility to view and handle services and programs that were loaded when
your system booted-up.

For more details on using the application, see https://help.comodo.com/topic-119-1-328-3516-Introduction-to-
Comodo-Cleaning-Essentials.html.

To download CCE
+  Click the 'Comodo Cleaning Essentials' tile to view a description of the product:
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What is Comodo Cleaning Essentials?

Comodo Cleaning Essentials (CCE) is a set of powerful security tools designed to
help users identity and remove malware and unsate processes from Windows
computers. Designed as a portable application, the software reguires no installation
and can bea run directly from removable media such as a USB key.

KillSwitch

An advanced system manitoring tool that allows users to identify, monitor and step
patentlally unsafe processes that are running on endpoint systems. Uniquely for a
product of its type. KillSwitch leverages Comodo's huge whitelist database to isolate
untrusted processes with an extremely high degree of accuracy € Improving IT
operational effictency by reducing false positives and cutting the amount of time
spent troubleshooting an endpoint machine,

Malware scanner

Fully featured malware scanner capable of unearthing and removing viruses,
rootkits, hidden files and malicious registry keys hidden deep within a system. The
scanner is highly configurable. uses the latest hauristic technigues to detect
previously unknown virusas, features first-class malware removal capabilities and is
capable of detecting hidden drivers and services loaded during system start-up.

+  Click the 'Download' button to start the download process. A download dialog will appear as shown below:

Download

Please accept the terms of service and select operating system.

32 bit Windows XPMNista/ 78581010 b

| | have read and agree to the End User License/Service Agreement.

+  Click the 'End User License/Service Agreement' link, read the EULA fully and select the check box. The
'Download' button will appear after you agree to the EULA.

+  Choose the operating system from the drop-down
+  Click 'Download' to download a zip file containing CCE.

For more details on using the application, see https://help.comodo.com/topic-119-1-328-3516-Introduction-to-
Comodo-Cleaning-Essentials.html.

Unknown File Hunter Tool

The Comodo Unknown File Hunter Tool (UFH) tool is a lightweight scanner which identifies unknown, and potentially
malicious files, residing on your network. After scanning your systems, it will classify all audited files as 'Safe',
‘Malicious' or 'Unknown'. While 'Safe’ files are OK and 'Malicious' files should be deleted immediately, it is in the
category of 'Unknown' that most zero-day threats are to be found. The UFH scanner allows you to upload these files
to our Valkyrie servers where they will undergo a battery of run-time tests designed to reveal whether or not they are
harmful. You can view the results of these tests in the UFH interface.
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For more details about using the application, see https:/help.comodo.com/topic-400-1-794-10426-Introduction-to-
Comodo-Unknown-File-Hunter.html

To download the UFH tool
+  Click the 'Unknown File Hunter' tile to view a description of the product:

Details

What is Unknown File Hunter Tool?

Unknown File Hunter tool is a lightweight scanner capable of identifying APT's
and other zero-day threats.

All executables are classified as "Trusted™ which is known good, "Malicious™ which
is known bad and all other as "unknown" (not known as good or bad). All APTS
and zero-days fall under this category and it is not address by AV industry,
Comodo is the only company which has enarmeous list of good and bad files to
gliminate from equation and capability to identify / act on "Unknown" threats.

The Comodo Unknown File Hunter tool allows administrators to scan and assess
their networks against all unknown threats. [t enables to determine the trust level
of all files on the targeted endpoints.

It would give you visibility on your customers' network as well as the objective
reasoning to offer "Advanced Endpoint Protection” solution,

What are the benefits?

* Key tool to identify "Unknown” threats like zero days and APTs

* Bestway to assess and show trust level categorization of files in targeted
network

= Ahility to find out the true nature (good or bad) of detected unknown files
by submitting to "alkyrie” - Cloud File Intelligence Service, after scan

* By assessing and reporting the risks show your value to custorner as well as

e Afer bobum ool L = FPt S £ Lelectice

+  Click the 'Download' button to start the download process. A download dialog will appear as shown below:

Download

Please accept the terms of service and select operating system.

Mindows -

+ | have read and agree to the End User License/Service Agreement.

«  Click the 'End User License/Service Agreement' link, read the EULA fully and select the check box. The
'Download' button will appear after you agree to the EULA.

+  Choose your operating system from the drop-down. Currently only 'Windows' is supported.
+  Click 'Download'

For more details about using the application, see https:/help.comodo.com/topic-400-1-794-10426-Introduction-to-
Comodo-Unknown-File-Hunter.html
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Auto Discovery and Deployment Tool

Comodo Auto Discovery and Deployment Tool (CADDT) allows network admins to remotely deploy applications to
multiple endpoints via Active Directory, Workgroup or IP address/IP range/host name. The utility can be used to
remotely install any .exe, .msi or .mst packages. CADDT is a portable app which does not require installation. Simply
double-click on ADDT.exe to run the application.

To download the Auto Discovery and Deployment tool

+  Click the 'Auto Discovery and Deployment Tool' tile to view a description of the product:

Details

What is Auto Discovery and Deployment Tool?

Comodo Auto Discovery and Deployment Tool (ADDT) is a compact discovery and
deployment tool, which allows IT admins to remotely deploy applications to
multiple endpoints via Active Directory, Workgroup or IP address/IP range/host
name. Designed to deploy and install any application remotely, e.g. deploying
ITSM agent.

What is the benefit?

& Automatically discovers endpoints in a network,

* Deploy any .exe. .msi or .mst package to multiple workstations at once,
« |nstall applications to waorkstations in the background without disturbing
users,

& Auto Discovery and D-.-_-F_:Iq::.rnn-,'l'[ Tool is a portable application which does
not require installation.

Deploying Applications / Packages
You can deploy applications to remote endpoint in two short steps:
1. Select the packages to be deployed to discovered endpoints

* Optional - add command line parameters/switches to modify installer
behawvior.

& QOptional - specify different installers for 32 bit and 64 bit operating
systemns. Comodo ADDT will detect the endpoint OS type and deploy the

+  Click the 'Download' button to start the download process. A download dialog will appear as shown below:'

Download

Please accept the terms of service.

+| | have read and agree to the End User License/Service Agreement.

- Click the 'End User License/Service Agreement' link, read the EULA fully and select the check box. The
'Download' button will appear after you agree to the EULA.

«  Click 'Download' to download the application
+  Simply double-click on the file to start the application - no installation is required.
Comodo Remote Control Tool
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Technicians and admins who are not physically in the enterprise location may access to your computer, network to
manage servers, desktops, applications and mobile devices from a remote distance for troubleshooting issues more
efficiently. They can review performance data and roll out patches, updates and service configurations to address
issues remotely.

You have the following configuration options:
+  You can take remote control of device without permission from the user

+  You can ask for permission and take control if the user allows, or if the user does not respond within a
certain time

+  Disable remote control entirely
Benefits you get:
+  Monitoring and control of devices connected to the network
- Faster troubleshooting from remote
+  Access to files located on devices or servers connected to the network
«  Accessibility rights to files and folders can be defined for different categories of users
+  Faster access to files enables quicker and more efficient business response
To download Comodo Remote Control tool

«  Click the 'Comodo Remote Control Tool' tile to view a description of the product:

Details

What is Comodo Remote Control?

Establishing a direct connection to customer endpoints is a vital partof a IT
personnel’s job. It allows them to troubleshoot issues, install updates, run
maintenance, gain access to networked resources and more. However, while
overall monitoring of a client's network will be done from a central console, IT
personnel have traditionally had to interrupt their workflows by resorting to 3rd
party tools when they need an RDP connection. Using these 3rd party solutions
often means the IT department has to pay another license fee, and often for
over-specced software which contains features they don't especially need. IT
personnel may also be burdened with interoperability issues, requiring them to
juggle additional codecs, Flash players and more just so they can get their
solution to work with their customers.

Comodo Remote Control allows users to easily take control of any endpoint
under their management, direct from the Comodo One device inventory. Remote
connections to a device can also be made direct from a service desk ticket or by
using the convenient desktop application. Once connected, administrators can
view and interact with the remote PC and run any maintenance / update /
monitoring tasks that are required.

How it works?

CRC is seamlessly integrated with the endpoint monitoring interfaces of Comodo
One, allowing IT departments to view the results of any updates they make to the

marhinn in ranl Hione etk roven #he deasien insenntoeg cnlonet sone e faeont doasicen

+  Select the operating system from the drop-down.
«  Click the 'Download' button to start the download process.
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«  Save a setup file.
«  Launch the set up file to start the installation wizard.

For more details about using the application, see https://help.comodo.com/topic-399-1-786-12348-Download-and-
Install-the-Remote-Control-Tool.html.

11 Manage your Account

The 'Account Details' interface allows you to edit company, license and account security details.
+  Account Details - Company contact details, company logo, support contact details.
+  License Details - Manage your C1 licenses. Link another Comodo account to your C1 account
+  Account Security - Set up two-factor authentication for additional login security.
To open the 'Account’ interface
+  Click 'Management' > 'Account' on the top navigation:

COMODD

ONC = 5% APPLICATIONS -« B3 MAMAGEMENT ~ B REPORTS ™ sToRe g TOOLS

1
1

Q ENROLL NEW DEVICE i Customers &' NEW CUSTOMER
1

Staff
Custormer: All Roles

Azure Active Directory

Help Actions

Applications .
EO | e Audit Logs Ioate Prdea

Quick Start Help Guides Farum

The Interface contains four tabs:
«  Account Details
«  Comodo License Account Details
+  Account Security Details
+  Remote Access Support

111 Update Account details and Customize Reports

The account details tab in the 'Management' section allows you to edit account information as well as customize the
logo and support info shown in reports. The name of the tab depends on whether you have an MSP or Enterprise
account.

To open account details,
+  Click 'Management' > 'Account’
«  The interface will open at the 'Account Details' tab by default:
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Partner

Comodo One > Management > Account

MSP Account Details

MSP Account Details Comodo License Account Details Account Security Details Remote Access Support

Your Account Logo

Company Name *

Choose files to upload
ACME Corp You can upload PNG or |PG file.The resolution of image should be up to 160x120px.

Contact Email * X Upload

coyoteewile@yahoo.com

Country State Support Email

India 1~ State =
I

Postal Code Support Phone Number

632541 Example (123)

Street Address

Periyar Nagar

Phone Number

9876543210

Notes

T
1
I
T
i
T
1
o
b
=
s
=
it
il
Q
®
]
(13
il
I
il
il

Save Changes

+  You can edit the details as required.
+  You can add notes in the rich-text editor at the bottom.
+  Click 'Clear Form' to undo your edits.
«  Click 'Save Changes' to apply your changes.
To customize reports

All reports show a logo at the top and support email and contact number in the footer. You can change the logo
which is displayed and the support details.

«  Toremove the existing the logo, click 'Remove' in the 'Log Preview' section.
+  Click 'Browse' to upload a new logo. Logos must be smaller than 20 kb.

+  Enter your support email and phone numbers in the appropriate fields.

«  Click 'Clear Form' to undo your changes.

+  Click 'Save Changes' to apply your changes.
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+  Click 'Dashboard' > 'Reports' to generate a new report and view your changes.

11.2  Comodo License Account Details

+  The 'License Account Details' tab lists all C1 / Comodo Accounts Manager (CAM) accounts that you have
added to your account.

+  Link New - Linking to another CAM or C1 account lets you share licenses and funds with the other account.
CAM is the management portal used by Comodo customers and partners to track orders and purchase
licenses. A CAM account is automatically created when you subscribe to C1.You can log in to CAM directly
at https://accounts.comodo.com/login.

+  Set Partner - MSP account holders can also become a Comodo partner to resell Comodo products. As a
partner you can take advantage of discounted rates on all subscription-based services offered through C1
MSP. These include endpoint security, web security, data backup and network monitoring and protection.

To open the license account details,
+  Click 'Management' > 'Account’
«  Select the 'Comodo License Account Details' tab

EOrdad e .
ONC @@ i APPLICATIONS - B MAMAGEMENT - [Bj REPORTS '™ STORE ' TOOLS

Comodo One * Management » Account

Comodo License Account Details

MSP Account Deta Gﬂu License M:ountDDx::c.. it Security Details Remote Access Support

+ Link New
Comodo License Accoun... Comodo License Account L.,  First MName # Last Mame = Phone Mu... Partner = Default =
ramoxdforddyahon.com mmuaxfordiyahoo.com O a
impalachewnyigmail.com impalachewy@gmallcom Q0T8T NO St Dafault
surneeldomastic@grnail.c... sumeatdomestic@gmail.corm Chafl Surmsal ([ a] Cal Dwalaull
humbersafety@gmail.com humbersafety@gmail.com 9B7E543210 NO Set Default

1. 4ofditems = Prov “ hepct t |[F1

Comodo License Account Details - Table of Column Descriptions

Column Header Description

Comodo License Account Email | The email address of the CAM account.

Comodo License Account Login | The login details of the CAM account.

First Name First name provided for the account.

Last Name Last name provided for the account.

Phone Number Contact number provided for the account.

Partner Indicates whether the account is a Comodo partner.

Default The account which will be used for C1 purchases and communications. Please
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‘ ‘ note you can assign only one CAM account at a time.

The interface allows you to:

+  Link a CAM account to C1

+  Seta CAM account as default

Setan MSP account as Comodo Partner
Link a CAM account to C1

« A Comodo Accounts Manager (CAM) account was automatically created when you subscribed to C1. This
is listed as the default in the Comodo License Account Details table.

«  If you have another CAM account with C1 licenses, it can be linked to your current C1 MSP account. This
will allow you to add your existing products as C1 modules from the C1 store.

«  For example, if you have already purchased a license for Dome Secure Web Gateway under a different
account, you can add this account to C1, set it as default then add Dome Secure Web Gateway from the
store.

+  You can also create new CAM accounts from here link them with C1 automatically.
To link a CAM account,

+  Click 'Management' > 'Account’

+  Select the 'Comodo License Account Details' tab

+  Click 'Link New" at the top right

EOHO o : 2
0 hrE‘ [ieso JHHH APPLICATIONS "‘ﬁ MAMNAGEMENT E REPORTS = STORE EE

Comodao One » Manag it » Acoount

Comodo License Account Details

M5P Account Details Comodo License Account Details Account Security Details Remote Access Support

Link Mew Comodo License Account

Comoda License Accoun... Partnor £ Dofault *

mmoford@yahas.com f Logn* MO o
impalachewy@gmail.com i MO Set Default
Passwond
sumeetdomesticgmall.c.. = MO St Defalt
hmnhqrsaf?tyw,:um P (s Set Dafault
ot Pacs
1-4ofditems 150

+  Enter the CAM account login credentials and click the 'Link This Account' button. The account will be added
and listed in the table.

To create a new CAM account instead,
«  Click '"Management' > 'Account'
- Select the 'Comodo License Account Details' tab
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«  Click 'Create Comodo License Account'

The account setup form will open:

Setup Comodo License Account Details

Email *

Password *

Company Name *

Phone Mumber *

Country *

State or Province Postal Code *

+  Email - Provide a valid email address which will be used to login to your CAM account
+  Password - Enter a password for the CAM account

«  Company Name - The name of the company for which you want to create a new CAM account. This
company name needn't necessarily correspond to a C1 company name.

«  Phone Number - Enter your contact phone number
«  Country - Select your country from the drop-down
- State or Province - Select the state\province from the drop-down
+  Postal Code - Enter the zip/post code of the area
«  Click the 'Submit' button

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 150



cCOMODO

Creating Trust Online®

The newly created CAM account will be added to the list. You can login to your CAM account at
https://accounts.comodo.com/login and subscribe for Comodo products. To add licensed products from this account,
make sure you set this as the default CAM account in C1.

Set a CAM account as default

To obtain products using licenses from another CAM account, you have to make it the default account. When you
shop for products from the store, the default CAM login will be auto-filled and non-editable.

To make a CAM account as default,
+  Click '"Management' > 'Account'
+  Select the 'Comodo License Account Details' tab
+  Click the 'Set Default' link under the 'Default' column

OO — . ~ -
ONGC @@ i APPLICATIONS - T MANAGEMENT B nerorTs W STORE e TOOLS

R
Comodo One » Management » Account

Comodo License Account Details

ccount Details Comodo License Account Details Account Security Details REMOtE ACCess SUppOrt
+ Link Mew
Comode License Accoun... Comodo License Account L. First Mame = Last Mame = Phone Nu... Partner = Default =
mmaxford@yahoo.com rmaxford@yahoooom N O
Impalachensy@egmall.com impalachewnabamaill.com OB40TIETS N
sumeetdomestic@gmail.c..  sumestdomestic@gmail.com Cheff Sumeet NC Set Default
humbersalety@email.com humbersafety@grmail.cam 9ETE543210 L] Set Default

1-4of 4 items < Pray n Mext = 1

You have to provide the login credentials of the current default CAM account.
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Enter Comodo License Account Details

Login *

mmoxford@yahoo.com

Password *

Forgot Password

Cancel

+  Enter the password and click 'Set Account as Default'

The account is set as default.

«  Click 'OK'
The selected CAM account will be now set as default.
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Comodo License Account Details
MSP Account Detalls Comado License Account Detalls Account Security Detalls Remote ACcess Support

& Link Mew  [T3 Set Partner

Comoda License Accoun.. Camede License Account L... First Name = Last Mame = Phone Mu... Partner = Default #
mmoxfordd@yahoo.com mmaxfordiyahoo.com WO Set Default
impalachewsymgmail.com impalachewy@gmail.com 9B40T1E74 NO 5t Dwafault
sumeemonestlc@gmall--:- g SUWEEthmE‘StltﬁgmB'E-CDm Cheff Sumest N :ﬂ

humbersalety@grnail.com humbersalety@gmail com QETESA3IN0 NO Sel Default

1 -4 of 4 tems < Prev - Next > 1 1

This default CAM account login will be auto-populated when subscribing for a product and adding it as a C1 module.

Buy New Subscription Dome Firewall Central Manager

1. Lagin
2 odo Account
3. Configure Subscription

4. Custosmes Information

firmation

Irder Summany e

8. Informations

See the 'App Store' section for details on how to subscribe for integrated products.
Set an MSP account as Comodo Partner

An MSP company in C1 can also become a Comodo partner. This brings a host of benefits, including discounted
purchase prices for Comodo products and more. Purchased products can then be re-sold to your customers. Please
note this feature is available to C1 MSP accounts only.

MSPs can add partner functionality in two ways:

ﬁ"l PARTNER

By clicking the 'Partner’ button at the top of the interface. This button will be available
if the default CAM account is not already a partner.

« By selecting a CAM account in 'Comodo License Account Details' then clicking 'Set Partner' at top right.

The difference is that the former method automatically selects the default CAM account while the latter lets you
choose a non-default CAM account to be become a partner.
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Comodo One » Management » Account

Comodo License Account Details

MSP Account Details Comodo License Account Details Account Security Details Remote Access Support
o Link Mew ( L& Set Parlne)
Comodo License jee...  Comodo License Accoun...  First Name & Last Name & Phone Nu... Partner 3 Default 5
mmoxford@yahogecom  mmoxford@yahoo.com MO Set Default
impalachewsy@gmpil.c..  impalachewypEEgmail.com S24071874 MO Set Default
@umeﬂl{@g‘na... sumeetdomestic@gmail.c..  Cheff Sumest MO a
humbersafety@gmail.c.. humbersafetyn@gmail.com 9876543210 NO Set Default

1 - 4 of 4 items < Prey n Mext = 111

The partner account sign-up dialog will open:
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Sign Up for a Comodo Partner Account Details

1. Welcome Thank you for your interest in becoming a Comodo One MSP Partner

2. Login

Comodo ONE IT Operating Platform enables you to expand your client base by offering
enterprise-class subscription services while sohving your customers’ IT challenges more
4. Address efficiently.

3. Company Details

5. Conclusion Boost productivity with seamless integration between award-winning services, functions
and toolsets and reduce costs with our complementary platform and tools.

As a Comodo ONE partner you'll have everything you need to increase revenue and attract
new customers while managing IT administration from a single pane of glass.

0Once you become a Comodo partner you can take advantage of discounted rates on all of
the subscription-based services offered through Comodo OME MSP including endpoint
security, web security, data backup and network maonitoring and protection.

+  Click 'Become a Comodo One MSP Partner Today' button in the "Welcome' dialog.

Sign Up for a Comodo Partner Account Details

1. Welcome Logwn
2. Login Login *
3. Company Details

sumeetdomestic@gmail.com
4, Address

1 *
5. Conclusion Passwaord

Forgol Password

«  The 'Login Name' will be auto-populated. This will be the default CAM account if you click the 'Become a
Partner' button at the top or the selected account from the list and clicking 'Set Partner'.

+  Enter the password and click 'Next'. If you have forgotten the password, you can initiate a new password
request by clicking the 'Forgot Password' link.

The 'Company Details' dialog will be displayed:
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Sign Up for a Comodo Partner Account Details

| 1. Welcome Company Details
2 Logm First Name * Last Name *
[ 3. Company Details
Wile E Coyote
4, Address
5. Conclusion Gender Birthday
[ Choose Your Gender bt Please select birthda |
|
Contact Email Address * Phone Number *
coyoteawile@yahoo.com 9276543210

This will be auto-populated with the details of the C1 account.
Edit the fields if required and click 'Next'
The address details of the C1 account will open.

Sign Up for a Comodo Partner Account Details

1. Welcome Address
2. Login
& 156 Country * City *
3. Company Details
India 1% Kanchipuram
4. Address
5. Conclusion State or Province Postal Code *
63251

Street Address *

Periyar Magar

+  Edit the fields if required and click 'Next'
A congratulations message will be displayed:
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Sign Up for a Comodo Partner Account Details

1. Welcome Q Congratulations!

2. Login :
& You have successfully requested to becoming a Comodo One MSP Partner.

3. Company Details
pany Once your partnership has been approved. you will receive an email notification and also a

4, Address new "Partner” icon in your Comodo One MSP Toolbar will appear. This icon will direct you

5. Conclusion to your partnershipfreseller portal.

A Partnership Success Manager will be in contact with you to go over your
Partnership/Reseller Portal, your discount rates and provide you with a demonstration on
how to utilize it.

Your initial starting discount percentage rate will be 5%. If vou would like to add funds to
your partnership portal to change your discounted percentage rate, and select a pricing
band, please call +1 973 859 4000 x 3025 during 9 a.m. - & p.m. EST or email C1-
sales@comodo.com,

Please contact with your account manager to discuss and set up your discount structure.

If you don't know your account manager contact details, you can call +1 973 859 4000 x

3025,

+  Click 'Finish'
The application will be submitted to Comodo for approval. A status of 'Pending' will be shown in the 'Partner' column

during this time. After Comodo has approved the account, the status will change to 'Yes'. A 'Partner' link will also
appear in the C1 file menu:

«  The 'Partner' link leads to https://accounts.comodo.com/login

Now the partner can login and manage their account at https://www.comodo.com/login/comodo-members.php

COMODD

L] - A o 3 o = r
ONGC o i APPLICATIONS - "G MANAGEMENT ~ [Bj REPORTS 'w STORE @O TOOLS Mg PARTNER

Comodo One » Management » Account

MSP Account Details

MSP Account Details Comodo License Account Details Account Security Details Remote Access Support

Your Account Logo

Choose files to upload
4 PG file.The resolution of imege should be u)

«  Once an MSP has become a partner, Comodo products will be available at discounted prices which can be
sold to their customers via the portal at https://accounts.comodo.com/reseller/management.

+  See our reseller guide at hitps://help.comodo.com/topic-211-1-725-8860-The-Reseller-Portal.ntml for help
to manage your reseller account.

«  The discounted prices will also be available when purchasing products via the C1 Store. See the App Store
and its sub-sections for more details about subscribing for Comodo products in the C1 store.
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11.3  Set up Two-Factor Login Authentication

Two-factor authentication adds additional security by requiring staff to present two forms of authentication before
they can login to C1.

+  Enabling the feature means all users on the account will be taken through the two-factor setup process the
next time they login.

«  Setup involves installing the Google Authenticator app on staff member mobile devices. Each member of
staff must pair their device with C1 to obtain verification codes. Guidance on this is available in Pair an
Authentication Device.

+  Once setup, staff will need to enter a unique verification code generated by the app in addition to their C1
username and password. The verification code changes frequently.

- If allowed by an admin, staff have the option to disable two-factor authentication for future logins using their
current browser. They will need to pass two-factor authentication again in they login using a different
browser OR if they login from a different computer.

To configure two-factor authentication
+  Click 'Management' > 'Account’
«  Select the 'Account Security Details' tab
+  Select 'Enable Two Factor Authentication'

Comodae One » Management » Account

Account Security Details

Two-Factor Authentication adds another security level while verifying user identity. To sign-in, the user needs to enter both the password and
a verification code sent to Google Authenticator app on the user's smartphone.

MSP Account Details Comodo License Account Details Remote Access Support

Enable Two Factor Authentication

* ITSM local admins, cDome and cWatch users will be able to login without Two-Factor Authentication from module login pages

You can then choose whether staff can disable two-factor authentication on subsequent login attempts:
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Account Security Details

MSP Account Details Comodo License Account Details Account Security Details Remote Access Support

Enable Two Factor Authentication

Two-Factor Authentication adds another security level while verifying user identity. To sign-in, the user needs to enter both the password and a
verification code sent to Google Authenticator app on the user's smartphone.

* ITSM local admins, cDome and cWatch users will be able to login without Two-Factor Authentication from medule login pages.

Enable "Do not ask again for this browser option”

"Do not ask again for this browser option” enables your staff not to use Two Factor Authentication in the same browser when they sign in.

+  "Do not ask again for this browser option" - If enabled, staff members will be offered the option to disable
two-factor checks on future visits from this machine using their current browser. The option will be offered
after their first successful login. See Login using Two Factor Authentication for more details.

+  Click 'Save Changes'.
The "Two-Factor Authentication' dialog will open:

Two-Factor Authentication

Click OK to logout from C1 Portal to configure Two-Factor Authentication on your
smart device now. You can click on Configure Later to do the configuration in the
next login.

Configure Later ‘ “

- Click 'Configure Later' to setup two factor authentication during the next login

+  Click 'OK' to setup the process now. Clicking 'OK" will log you out immediately and ask you to login again to
continue the process.

Pair an Authentication Device

«  Admins and staff should pair their authentication device for two factor authentication when they login to
Comodo One for the first time.

+  The following message will appear on first login after enabling two factor authentication:
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= Logout

Two-Factor Authentication

Your account administrator has enabled

two-factor authentication, please configure
your authentication application.

CONFIGURE MY AUTHENTICATOR

«  Click 'Configure My Authenticator' to start the configuration process:
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Enable Two-Factor Authentication @ Logout

An authenticator app works by generating a new security code every 30 seconds. Once you have an
authentication app installed on your smart phone and paired with your account, you can always get a code - even
if you have airplane mode turned on, or are anywhere without cell service. You can use Google Authenticator for
configuration.

Just a few simple steps, and you'll be all set

Step 1

Please download Google Authenticator app on your smart device and open it.

Google play

Step 2

Scan this QR-code

Open authentication app and:

- tap the "+" icon in the top-right of the app
- scan the image to the left, using your phone's camera

B can't scan the QR-code

Step 3
Enter Verification Code

Once the QR-code above is scanned, enter the 6-digits verification code
generated by the app

- Download the 'Google Authenticator' app and install it on your iOS or Android device.
+  Open the 'Authenticator' app and tap the '+'icon'
- Scan the QR code displayed on the 'Enable Two-Factor Authentication' screen.

« Asix number authentication code will be generated automatically in the app. This code will change
frequently and is unique to your account.

+  Enter the code in the text field under 'Enter Verification Code' field.
+  Click 'Pair'
A success message will be displayed along with 10 backup codes in case you do not have the authentication device
with you. The codes can be used only once.
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Enable Two-Factor Authentication

= Logout
Two-Factor Authentication has been enabled for your account, and you have been signed out of all other
sessions.

You have 10 unused backup codes

If you lose access to your authentication device, you can use one of these backup codes to login to your account.
Each code may be used only once. Make a copy of these codes, and store it somewhere safe.

opt9rg5hx thn59ek38
gmxgeoxz2 6c40f965s

xjyetv3tu 950e7sktc
wqxn37675 qv7gurl22
zmozvz06g 1pacxyqjf

Keep a copy of the backup codes on your system for logging-in when you don't have access to your authentication
device.

Note: You can generate a new set of codes at any time. To do so:
+  Click 'Login name' > 'Settings' > 'Two-Factor Authentication'.
+  Click 'View Backup Codes' then ‘Generate New Codes' at the bottom.
+  Your old codes will expire after you have generated the new codes.
For more details, see reset two-factor configuration and regenerate backup codes in Configuring C1 Settings.

+  Click 'Next'. You will be logged in to your account.
Two-factor authentication is now configured.

«  Allusers (new and existing) will need to follow the Two Factor setup process described above the next time
they login.

«  On all subsequent logins, users need to open the Google Authenticator app on their mobile device, collect
their new verification code and enter it at the C1 verification screen.

«  Ifthe account admin resets two-factor authentication for a user, he/she will need to go through the setup
process again. See 'Managing Administrators' to find about resetting two-factor authentication.
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Login using Two Factor Authentication

The "Two-Factor Authentication' dialog will be displayed after entering your login credentials whenever an
administrator or staff logs-in after pairing their device.

ONC

cCoMOD0o

Two-Factor Authentication

Enter Verification Code

Don't ask again for this browser

Authenticator unreachable?

+  Enter Verification Code - Open the Google Authenticator app on your paired device and enter the
displayed code. Please note that the code changes frequently.

«  Don't ask again for this browser - Select if you want to disable two factor authentication on future
visits.
«  For your future login attempts, the two factor authentication dialog will not appear.

« You will be asked for a verification code again if you login from another computer or if you
login using a different browser. You will also be asked for a code if you clear your browser's
history/cache.

Note: 'Don't ask again for this browser' will only appear if enabled by an admin in 'Management' > 'Account' >
‘Account Security Details',

+  Click 'Submit'
Use Backup Codes

Comodo One Two Factor Authentication allows you to use your backup codes in case you do not have your
authentication with you during a login attempt.

To login using a backup code
+  Click 'Authenticator unreachable?' link in the "Two Factor Authentication' dialog

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 163



Comodo One - Administrator Guide”™  someze

NC

cCoMOoDOoO

Two-Factor Authentication

Enter One of Backup Code

+  Enter a backup code
+  Click "Submit'

After successful verification you will be logged into C1. See Reset two-factor configuration and regenerate backup
codes in Configuring C1 Settings for more details on backup codes.

11.4  Remote Access Support

Specify whether or not the Comodo support team should be allowed to remotely access your C1 account. Remote
access allows us to more effectively troubleshoot any issues you may be having and to activate new modules when
required.

+  Click 'Management' > 'Account’
«  Select the 'Remote Access Support' tab
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Comodo One » Management » Account

Remote Access Support

MSP Account Details Comodo License Account Details Account Security Details Remote Access Support

| Enable Remote Access Support

When you enable Remote ACCess support, Comodo One Sales Engineer team Can aCCess to your Comodo One account and activate modules
to help your business. You can enable and disable Remote AcCess Support anytime. Comodo One team don't have any access 1o your
account. unless you enable remote access support,

+  Tick the 'Enable Remote Access Support' box to authorize remote access
+  Click 'Save Changes'

12 Manage Subscriptions, Usage, Billing
and Settings

+  Click 'Management' > 'Applications' to open the applications area.
+  Click an application tile to view info about the app in the tabs underneath.
The section contains the followings tabs:
+  Subscriptions - View details of your current licenses and purchase new licenses if required
«  Usage - Statistics which show how much data has been used by a particular application.
+  Billing - View payment history and pending payments for each subscribed module

«  Settings - Configure URLs for the Comodo Dome Firewall Central Manager, Dome Antispam and Dome
Data Protection applications.
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Applications
Acronis —
comopo  AOTOT .,  COMODO BoME
Cloud Backup e
IT and Security Manager Acronis Back-up Dome Secure Web Gateway
<
Subscriptions Usags Billing cettings
ID: fb5f55845a Free Details
CDM Subscription Basic TRIAL m
Edition 365 days Comodo License Account
Start Date: 02A43/2015 o
mmofordi@yahoo.com
Module Name
IT ard Security Manager
Product Name

CDM Subscription Basic Edition
Status

12.1 Manage Subscriptions

/

cCOMODO

Creating Trust Online®

C% cWal

cWatch
Date
QBM032015
Period
365 days
Number of Users
Price
$0.00
Total Price

The 'Subscriptions' tab shows details about licenses you have purchased for C1 applications. Details include
whether the license is active or not, the start date of the subscription, the name of the product and more.

+  Click 'Management' > 'Applications'
+  Click the 'Subscriptions' tab.
+  Click an application tile to view license information about that application.
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Comodo One » Management » Applications

Applications

Acronis —
coMoDo | s | comopooomE  CN
Cloud Backup - cWal
IT and Security Manager Acronis Back-up Dome Secure Web Gateway cWatch
<
Subscriptions Usags Billing cettings
Subscription List + Add New Subscription
ID: fb5f55845a Free Details
CDM Subscription Basic TRIAL m
Edition 365 days Comodo License Account Date
Start Date: 02A43/2015 "'“"":U""; o (el
mmofordi@yahoo.com Period
Module Name 365 days
IT ard Security Manager Number of Users
Product Name Price
CDM Subscription Basic Edition $0,00

Status

Total Price

Each license is shown on a separate row. The following information is available for each license:
Subscription List

«+  Shows all your licenses for the selected product. Each license row contains basic information such as
license name, type, duration, start date and user/endpoint allowance.

«  Mouse-over a row to view more details about the license:
Details
«  Comodo License Account Username - The email ID that was provided during account creation.
+  Module Name - The name of the application.
+  Product Name - Indicates the name, duration and user/node allowances of your subscription.
- Status - Indicates whether the license is active or not.
+  Subscription ID - The identification number provided for the subscription.
+  License Key - License key of the subscribed product.
+  Date - Indicates the date of subscription.
«  Period - Indicates the license validity period

«  Number of users - Indicates the number of users that can enrolled for the product. This applicable for
products where end users are to be enrolled such as ITSM.

«  Price - The base price of the product.
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+  Total Price - The total price paid for the product. This depends on the number of users, number of nodes
and validity period.

«  Payment Type - Indicates how payment was made for the product.

Click 'Add New Subscription' to renew, buy or add new license for the module. See 'App Store' for more details about
the license purchase process.

12.2  View Usage Details

The 'Usage' screen displays statistics about the use of each C1 module. You can also view how much you have
used of your allowed quota.

To open the 'Usage' screen
+  Click 'Management' > 'Applications'
+  Click the 'Usage' tab.
+  Click an application tile to view information about that application.

For example, billing details for Acronis Cloud Backup show the monthly billing date, the due date, the total bill, the
quota allowed for your plan, and the status of the bill. The 'Status' column will say 'Pending' or 'Paid' as appropriate.
For prepaid plans, it will say 'Recurring' under the 'Status' column.

The following image shows the billing details of Acronis Cloud Backup for an account.
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Applications

Acronis — —
COMODO C:b
-~ - COMODO DOME COMODO DOME
W'“““""m Cloud Backup | = e cWatch AT
IT and Security Manager Acranis Back-up Dame Secure Web Gateway cWatch Dome Shild
< >

wseriptions e Biliing Settings

Wour usape information will be updated after 24 hours.

Show Total

Subscription Usage

Vaies

P AW
+ Dith

+ Serly

Subscription Usage List

" COMPANY USAGE USAGE UNIT
1 ALME Corp o BB
] Dethers Company o GEE
3 Script Groug a GE

Subscription Usage Quota

FOSTRAID FREPAID

«  Select 'Show Total' to view details for all companies in your account
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12.3  View Billing Details

The 'Billing' screen displays payment information for each subscribed module.
To open the 'Billing' screen

+  Click 'Management' on the menu bar > 'Applications'

+  Click the 'Billing' tab.

«  Click an application tile to view billing information for that application.

For example, billing details for Acronis Cloud Backup show the monthly billing date, the due date, the total bill, the
usage allowed for your plan and the status of the bill. The 'Status' column will say 'Pending' or 'Paid' as appropriate.
For prepaid plans, it will say 'Recurring' under the 'Status' column.

The following image shows the billing details of Acronis Cloud Backup for an account.

Applications

Acronis —— ——
coMODO - M M { 'b | COMODO DOME
w IT & EECURITY MAMAGER Cloyud Backuo B2l le DD F cWatch shieid

IT and Security Manager Brronis Back-up Do Secure Web Gateway cWWatch Dome Shisld

COMODED HAS THE RIGHT TO DELETE YOUR BACK LIP DATA IF YOU ARE MORE THAN 14 DAYS OVERDUE QN PAYMENT

Billing List
CHARGING DATE DUE DATE TOTAL LISAGE uUNIT ETATUS FAID DATE
02415/2017 02222017 50,00 100 GB m
LEETR TR dRE OF2X2018 L3000 100 GB @

D2RI0T 530,00 100 GR

12.4  Configure Dome Service URL Settings

«  The settings area lets you configure important URLs for Dome Firewall Central Manager, Data Protection
and Dome Antispam.

«  These URLs must be added to C1 in order to use the aforementioned modules in C1.

+  URL details will be available at the end of each product's sign up process in the 'Information’ section. They
will also be emailed to your registered email address.

To open the settings interface:
+  Click 'Management' > 'Applications'.
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+  Click the 'Settings' tab.
+  Click the Dome Firewall Central Manager, Data Protection or Antispam tile

+  Enter the URL and click the 'Save' button. As mentioned earlier, the URL you need is shown at the end of
each product's sign up process in the 'Information’ section. The URL is also emailed to you.

Module settings are saved
successfully.

+  Click 'OK'

After configuration is complete, the Firewall Central Manager, Data Protection and Antispam applications can be
directly accessed from the 'Applications' menu.

13 Reports

- The 'Reports’ interface lets you to generate and view reports on service desk tickets, managed devices,
viruses, file statistics and Valkyrie.

+  You can also create schedules for automated report generation. All generated reports are displayed as a list
in the 'Reports' screen. Click a report name to view the full report.

To view the Reports interface
+  Click 'Reports' menu item:

EMENT - [ REPORTS W STORE [

The 'On Demand Reports' screen will open:
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Reports

On Demands Reports

# | Report Name =

L

[+ ]

-

Reports for windows an...

Executive Winodws Antiv...

Executive Valkyrie Reports

Executive M Fl"lﬁEPl."I Devl..

Excuthve Fibes

Report 1 - Executive Tick...

of & items

Scheduled Reports

Report type

Executive Windows Anth...

Executive Windows Antiv...

Executive Valkyrie Report

Executive Ma "|HEP'."| Devil...

Executive File Statistics R..

Executive Ticket Summa...

Date Range =

Q22672018 - D3V...

03/04/2018 -

01/01/2018 -

030172018 - 03

03/01/2018 -

02/26/2018 -

Q

Status =

Mo Report Data

Mo Report Data

Failed

Mo Report Data

Failed

Ready

Creation Date =

03/05,2018 13:08

03/05/2018 13.08

03/05/2018 13:07

03/05,°2018 13:07

03/05/2018 13:06

03/05/2018 13:06

Column Header

Reports List - Column Descriptions

Description

Report Name Name of the report. You specify the name when you create the report.

Report Type Module which the report concerns. For example, 'Valkyrie report', 'Managed devices report',
'File statistics' report.

Date Range The period covered by the report.

Status Options include successfully generated, in-progress or failed.

Please review the settings you specified on any failed reports, and ensure all devices are
reporting correctly. Contact support if the issue persists.

Creation Date

Sorting and Filtering Options:

+  Click any column header to sort reports based on the column label

Date and time at which the report was generated.

«  To search for a specific report, enter the name of the report in the search field and click the magnifying
glass icon.

This interface allows you to:
+  Create / Schedule reports

+  View the reports

«  View and manage report schedules

Create a New Report
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You can instantly generate reports for a specific period, or create a schedule to generate reports periodically. The
reports that can be generated are:

«  Executive Managed Devices Report
«  Executive Windows Antivirus Report
«  Executive Ticket Summary Report
«  Executive File Statistics Report
«  Executive Valkyrie Report

To generate a report or report schedule
+  Click 'New Report' on the top

=2i  APPLICATIONS ~ “f% MANAGEMENT ~ [ REPORTS

omodo One > Reports

zepors

On Demands Reports Scheduled Reports

L] # li Report Name 3% Report type =

+  Choose the report type from the options.
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Create New Report

Report Type *

§5E|Eft Report Type... F

Select Report Type...

Executive Ticket Summary Report

Executive Managed Devices Report
Executive Windows Antivirus Report
Executive File Statistics Report

P [Freeneers

Executive Valkyrie Report

The 'Create New Report' dialog will open:
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Create New Report

Report Type *
Executive Ticket Summary Report

Report Name *

Date Range *

Select Date Range...
Company *
Select Company... 1w
|| Email this report to
Set Schedule *
Once 1
* Scheduled reports are generated between 04:00 - 05:00 AM (+00:00).

Report Name - Enter a descriptive name for the report.
Date Range - Click inside the field to choose the time period to be covered by the report

175
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m
m
~+
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[x¥]
i
m
1]
[+ ¥}

Yesterday
Last Week ]
Last 7 Days

Last 30 Days

This Month
Last Month

Scheduled reports are generated between 04:00 - 05:00 AM (+00:00).
All Time

Custom Range

« To enter a custom date range, click 'Custom Range' and choose specific start and end dates:
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Create New Report

Report Type *

Executive Ticket Summary Report e

Report Name *

Date Range *

Yesterday | B 041372018 8 04/13/2018
Last Week < Apr 2018 May 2018 >
Last 7 Days Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
Last 30 Days 25 26 27 28 29 30 31 28 30 1 2 3 4 5
E— 1 2 2 4 5 & 7 6 7 8 9 10 11 12

2 9 10 11 12 13 14 12 14 15 16 17 18 19
Last Maonth

15 16 17 18 19 20 21 20 21 22 23 24 25 26
All Time

22 23 24 25 26 27 28 27 28 20 30 31 1 2
Custom Range 29 30 1 5 3 4 5 3 4 5 B 7 =B g

+  Click 'Apply" to enter your date range

«  Company - For MSP C1 account, select the company from the drop-down whose activities should
be covered by the report. For enterprise account, the name of the company will be auto-filled.

- Email this report to - Enter the addresses of any admins that you want to receive the report. You
can add multiple email addresses in the field. Press 'Enter' button after each address.

Company *

Select Company... T
+f| Email this report to
Contact Email(s) *

Add an ema

«  Set Schedule - Select the frequency at which the report should be generated. Please note, the 'Set
Schedule' feature is not available for custom date range.
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Set Schedule *

: Once

Daily

Weekly
Monthhy

The available options are:
+  Once - A one-off report. There will be a slight delay while the report is generated. The report will appear
in the list when it is ready.
«  Daily - The report will be generated every day
« Weekly - The report will be generated every week on the day the report was created.

+  Monthly - The report will be generated once per month on the day of the month that the report was
created.

+  Click 'Save'.
Note: Daily, weekly and monthly reports are generated between 04:00-05:00 AM (UTC).

View Reports

Reports generated manually and automatically will be available in the 'Reports' screen and can be opened at any
time. Each report contains data for each day covered by the report period. You can also save any report in PDF
format for future analysis.

+  Click on the name of the report to view it.
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2  Excutive Files Executive File Statistics R.. 0370172018 - 03/... Failed 03/05/2018

Report 1 - Executive Tick.. Executive Ticket Summa..  02F26/2018 - 03/... Ready 03/05/2018 12

5 of 6 items = Prev n MNext > 1

Page 1

BN‘E Mar 5 2018, 1306 PR

cOMODO

Executive C1 Portal Ticket Summary Report
Customer: Sunflame Sclar Panal inc'.

Report type: Execulive Reporl
Period: 201 8-02-26/2018-03-04

Report Lagend

TABLE COLUMNS DESCRIPTION

Date The apecified date of period

e e Tatal numbser of tickets opened for sach date within the report period

Closed Totsl number of Bickels closed for each deate within the repor period

Aemainirg Opsen Tatal number of tickets remains open for sach dabe within the repan pericd

Dpen Tickei Age Apge of tickets caloulated s difference between closure e and created time

<1 Day Tartad numiber of tickets have ticket age less than 1 day

1107 days Tatal number of tidkets have tickot age between 1 and 7 days

Tio 4 days Tartad numiber of ichets have ticket age between 7 and 14 days

=14 days Tatal number of ticke1s have ticket age greater than 14 day

Ticket Tyne Type of tickets as Automated snd User Generated

Auleerated Tatal numiber of tchets which ane generated automatically by the sysiem

User Generated Tatal numbser of uwser generated lickets

Ticket Priority The priceity of tickets such as Nomnal, Low, High, Critical

Average Time 10 Resclution The average time (in kours) 1o dasure of tickets par prioity

Tickets Clased cn SLA Tatal Humber of dosed tickels property with respect 1o SLA :‘;
Tickets Mot Cloasd on SLA Tatal Hurmbar of nal closed tickets propery with respect 1o SLA

Ticket Sounce The sowcs of opened tickels classified as Email, Phone, Othar

Total Spent Hours Tatal nurmber of hours thal afe spent 1o dose tekets in specfied perod +
Bilkable Tire {Hrj Tartal numiber of hours that are spent 1o close tickets specified &s *Billable® in specified period

Mot Billable Time (Hr) Tatal number of not beliab e hours that are spent o close tickets in specified period

Depariment The name of department which tickets related io i
Opaned Tickes Tatal numbsr of Tickets for related departmans

Sperd Hours On Tickets Tatsl spant h

« To save the report as a .pdf file, click 'Export Report' at the top left.
- To remove unwanted reports from the list, select them and click 'Delete’ icon at top-left.
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Comodo One » Reports

Reports for windows anti...

Executive Winodws Antiv.,

Executive Valkyrie Reports

Executive Managed Devi..

Executive Windows Antiv...

Exeoutive Windows Anti...

Executive Walkyrie Report

Executive Managed Devi.

]

&
a

=]

03/047 2018 - 03/,

01/ L2018 - D40,

030172018 - 03/0...

018 - 03/0...

Wo Report Diatas

Mo Report Data

Failed

Mo Report Diata

Reports + Mew Report a
On Demands Reports Scheduled Reports
E’ Delete
# | Report Name # Report type * Date Range ¥ Status ¥ Creation Date *
Execunve tickets weskiy Executive Ticket Summar.. 02/26/2018 - 03/0... Ready 03/05/2018 13118

03/05/2018 13.08

03/05/2018 12:08

03/05,/2018 13:07

03/05/2018 13:07

Excutive Files Executive File Statistics R..  03/01/2018 - 03/0... Failed 03/05/2018 13:06
Report 1 - Executive Tick. Executive Ticket Summar.. 027267318 - 030, Ready 03/05/2018 13:06
View and Manage Report Schedules
The 'Scheduled Reports' screen lets you manage all existing scheduled reports.
«  Click 'Scheduled Reports' tab at the top of reports screen:
On Demands Reports Scheduled Reports
# - Report Name = Report Type = Period = Schedule = Status = Creation Dat
Executive tickets \‘JE"E‘I{I",F Executive Ticket Summar... Lastwesk Week Y Active DEMO520M81
11 of 1 items = Py n Mext > 1

Scheduled Reports - Column Descriptions

Column Header

Description

Report Name Name of the report generated as per the schedule. You specify the report name during the
report/schedule creation process.

Report Type Type of report.

Period Indicates the period covered by the report.

Schedule The frequency at which the report should be generated.

Status Indicates whether the schedule is active. Reports will be generated only for active schedules.
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‘ Creation Date ‘ The precise date and time at which the schedule.

Sorting and Filtering Options:

+  Click any column header to sort scheduled reports based on the column label

+  To search for a specific scheduled report, enter the name of the report as search criteria in the 'Search’ field
and click the magnifier icon.

Activate, deactivate and delete schedule reports

«  To deactivate a scheduled report, select the schedule and click 'Inactivate Report'. Click 'Activate' to resume
scheduled report generation.

- Toremove a schedule, select the schedule and click 'Delete Report' at the top.

14  Notifications

Comodo pushes the latest news about Comodo One products and updates via in-app notifications.
To view the notifications

+  Click the notifications icon E at the top right of the interface. The number on the icon shows how many
unread notifications you have.

Mews & Motifications

Hizis

Como do OHE - IT Dpenaticn Flatlonm March Rebsass [03/03/2016] - 2/22/18 757 FM

The interface has two tabs:
«  News
+ Notifications
News

The 'News' tab shows reports posted by the Comodo One team. This includes information about new versions,
scheduled maintenance and so on.

«  To expand and view the complete message, click anywhere on the notification heading

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 181



Comodo One - Administrator Guide ZEE

f

Hi arrucanions ~ ' waMaceminT -~ B RoroaTs B TOOLS @R PARTNIR = - B N kamai -

Mews & Notifications

Mews

Gz OME » IT Oparation Platharm March Ralesse (03/032018) - 277218 7:57 PM

eTyTTe,

Thes dooumenl conans. devebd robig aboul the Gomedo Dne Mwch 3 8 ek, sovedubad 00 ve Sateday Srd Masch D8O E N d) The rebease i esperied wo 1okt & howrs o feplay, during shich ime Comodo Grewlbe in
resinransnse mads

IT and Security Manager

New Features

x Wea baeve akdul @ ren lobel swmrch e ot devecs D, muaking o mhoke kot ssair b yo 1o fied devens. ou can sasch by dewes nasss, OF, comgany, s or by sy clbe pees ol deta i e cakarn besdes, Yow can sles sarch
bry e uiang T Telleavag Sosnata

Notifications
The 'Notifications' tab shows application related updates.
Each row contains links to the licensed application's interface where the update information is available. For

example, if you install the CCS agent on a client's computer, you will be notified when installation is complete. When
you click the subject link, you will be taken to the device properties interface with the 'MSI Installation State' tab

open.

Mews & Notifications
Natifications
Applicatoms ¥ Sulject ¥ Typs = Date ¥ Fecwsnd From ¢
w s#rTor OXNINE 1700 System
Q . warmor 027202018 1702 Syatem
@ ----- OIINFHE 115 Sysiem
=

Notifications - Table of Column Descriptions

Column Header Description
Applications Name of the licensed application.
Subject Notification details.
Type Status of the event.
Date Time and date of the notification.
Received From System that generated the notification.

+  Click the column headers to display the notifications in ascending or descending order
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«  Click the arrow beside each notification to view detailed information about the notification

Applications ¢ Subspecr ¥ Type & are Redaived Frem §

@ ! o 1 ’ 20D IREE0NEIT0] System //O
You have exceed the maximum rumber of users allowed by your license (8, Flease purchase addtonal Bcerses by dicking e folowing [ink- You can ses your loense detalls using the following link

Filter
+  Click the funnel button at the top-right to open the filter options.

Filter

Applications
1
All v
{ lim
Date
i ]
Typee
Al -

Received From

You can use any combination of filters at-a-time to search for specific users.
« Todisplay all the items again, remove / deselect the search key from filter and click 'OK'".
Search Options:

«  To search for a specific notification, enter your search criteria like a portion of the subject line or content in
the message in the search field and click the magnifier icon.

The notifications that match the search criteria will be displayed in the list.
« Tomark a read message as unread, select it and click 'Mark as Unread'
«  To mark an unread message as read, select it and click 'Mark as Read'
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15 View Audit Logs

+  Click 'Management' on the top menu and select 'Audit Logs'
Comodo One keeps event logs from the C1 portal and Service Desk for up to seven days.
«  The log viewer allows you to view logs from both Service Desk and C1.
+  You can filter log entries to according to module and event type.
+ Queries can be combined to view logs for several event types in chronological order.
+  Logs can be exported to a .csv file for later analysis
To view the Audit Logs
+  Click 'Management' on the top menu and select 'Audit Logs'

Comodo One » Management > Audit Logs

Audit Data Logs

CUSTOMER L33 CREATION DATE STAFF COMPONEMT NAME EVENT HAME ACTION TYPE
Sunflame Sclar Faned Inch, 0E/05/2018 Sunflame Sciar Faned Inc', C1 Fartal lesg_in enker
Sunflame Solar Faned Inch A0S 2018 Sunflame Sciar Fared Inch C1 Porial create_scheduiedeport cresie
Sunflame Sclar Panel Inch. 0E08/ 2078 Sunflame Sclar Fanel Inc', C1 Paortal create_ondemandrepart create
Sunflame Sodar Fansd Inc 030572018 Sunflame Solar Parsd Inc, 1 Paorial cregte_andemandrepart craaie
Sunflame Solar Paned Inct. [e=tpi B b Sunflame Sclar Fared Inch, €1 Partal loxg_in enber
Sunflama Solar Fansd Inct OEM52018 Sunflame Scdar Farsd Inc', C1 Partal craate_ondemandrepart craais
Sunfllame Solar Pane] Inch. ettt Sunflame Solar Faned Inc 1 Portal cresle ondemandrepoart cresle
Sunflama Selar Fansd Incy O3/ 05/2018 Sunflame Solar Farsd Inc), 1 Partal craate_ondemandrepart craaia
Sunfame Solar Famesd Inc [t il Sunflame Solar Parsd Inc 1 Parlal cregle_anderandiepon Ciesale
Sunflame Sclar Fanel Inct, DE/05/2018 Sunflame Sclar Farsd Inc!, ©1 Partal le=g_in anter
Sunflame Solar Pamsd Inc [eati R g ] Sunflame Solar Parsd Inc C1 Paral eyt el
Sunflame Sclar Fanel Incy, C2/08/2008 Sunflame Sclar Pared Inc', C1 Partal actraate_liconse create
Sunflame Solar Pansd Inc 05052018 Sunflame Solar Parsd Inc 1 Partal e _im BTRS

Audit Data Logs - Table of Column Descriptions

Column Header Description

Customer The customer company involved in the event.

Note: The 'Customer' column is only available for Comodo One MSP customers.

Log Creation Date | The date of the event.

Staff The administrator or the staff member that executed the action.

Component Name | The Comodo One module in which the action was executed. The possible values are:
« Comodo One Portal
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«  Service Desk

Event Name The identifier of the event.

Action Type The action executed on the event

The following columns can be added to the table by clicking the 'Customize' button at the top right. See
'Add/Remove Columns in the Log Viewer' for more details.

Extra Information Additional details, if any, for the event.

Old Value +  Click the 'Detail' link to view the value of the parameter before the change.

1 Portal edit_ﬁtaﬁ 5797072ccch02886351 3edfa - = 04t

Detail

{"name":"Steam Ship™,"email™:"ssgaliallyahoo.com”, "roleld™:309, "roleName™: "App
Reatricted”™}

Session ID The identifier of the admin/staff login session during which the event occurred.

Affected Object The identifier of the parameter that was changed.

New Value Click the 'Detail' link to view the value of the parameter after the change.

Add/Remove Columns in the Log Viewer

Six columns are displayed by default in the 'Audit Data Log' interface. You can add more columns if you want to view
additional details or hide columns that you do not want to be displayed.

To add or remove columns
+  Click the 'Customize' button at the top right
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1 Portal

Customize Audit Table Columns

[ | Log Creation Date Staff

Component Name Event Name Affected Object

Action Type old Value New Value
Extra Information Session ID

«  Use the check-boxes to enable or disable columns as required

cCOMODO

Creating Trust Online®

Note: Mandatory columns will appear gray and cannot be disabled.

+  Click 'Save' to apply your changes
The following sections explain more about filtering and searching the logs
+  Select the time period to view the logs
«  Use advanced search query to filter logs
+  Use saved search queries to filter logs
«  Export the logs as .csv file
Select the Time Period to View Logs

Logs are available for up to seven days prior to the current date. Use the 'Time Range' field at top-left to choose the

log display period.
To view logs for a specific time period

«  Click the calendar icon at the right of the 'Time Range' field
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Comodo One » Management > Audit Logs

Audit Data Logs

Time Range:  4/13/2018-4/13/2018

Last 7 Days s} Mar 2018 =5
Last 3 Days Su Mo Tu We Th Fr Sa Su
Today 25 26 27 28 1 2 3 25
Custom Range 4 5 & 7 & 98 W0 .
25 286 X 28 29 320 A 22
1 2 3 4 B & 7 a9

+  Select the time period:

« Last 7 Days - Event logs for the previous seven days

+ Last 3 Days - Event logs for the previous three days
»  Today - Event logs for the current day

§
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¥

tha

& &
B

8
.

Apr 2018

i

b

We

B

"

i3

[Ts]

Bog

B OE o~

J
1a]

qn

-

«  Custom Range - Get event logs for a specific date range. Select the start and end dates from the

calendars.
+  Click 'Apply'
Use Advanced Search Query to Filter Logs

Custom search queries let you filter logs for specific events on a specific module. The query can also be saved for

use in future use.
To filter logs using an advanced search query

«  Click the 'Advanced Query' button on the top
The 'Advanced Query' dialog will open.
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Comodo One » Management » Audit Logs

Audit Data Logs

Time Range: 3/05/2018 - 2/05/2018 \ Advanced Query

m Advanced Query

CUSTOMER
Advanced Query Name
sunflame Solar Pame | ir Pangl Inch,
Sunflame Solar Panel | Custormer ar Panel Inch,.
Sunflame Solar Panel | ar Panel Inch,.
Component
sunflame Solar Pame | ir Pangl Inc\
All
Sunflame Solar Panel | ar Panel Inch,.
Event Name
Sunflame Solar Panel | all ar Fanel Inch.
Sunflame Solar Panel ! ir Panel Inch,
Action Type
sunflame Solar Panel l Al ir Panel Inc\.
i
Staff

Selact Staff - |

«  Complete the form parameters:

Advanced Query - Form Parameters

Column Header Description

Advanced Query Enter a name to describe the query. Ideally this should clearly identify the purpose of the

Name query.
Customer Enter the customer company name to view the logs relating to that company,
Component Select the Comodo One Module which you want to search. The available options are:
« Al
+  C1 Portal

- Service Desk

Event Name Select the event identifier from the drop-down
Action Type Select the action of the event.
Staff Select the staff involved in the event.

«  Click 'Search' to filter logs based on the conditions in your query.
«  Click 'Save' to save the query for future use. See Use Saved Search Queries to Filter Logs for more details.
« To clear an active filter, click 'Advanced Query' > click 'Clear Form' > click 'Search'.
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Use Saved Search Queries to Filter Logs
«  Comodo One lets you save search queries and use them in future to view events of a specific type.
«  See the explanation above for guidance on creating and saving search queries.
«  You can also use the queries in combination

To filter logs using saved search queries

+  Click the 'Manage Query' button at the top

Comodo One » Management » Audit Logs

Audit Data Logs

Time Range: 3052008 - 3/05/2018 E

CUSTOMER ' ' STAFF

~
Select all
Sunflame Solar Panel Inch, y Sunflame 5
€1 Login
Sunflame Solar Panel Inch, sunflame 5
i C1 Logout
Sunflame Solar Panel Inc\, ] Ticket Reassignment Sunflame Sc
L
- s
Sunflame Solar Fanel Inch,. Sunflame S
' (o [omioe
Sunflame Solar Fanel Inc\, 03/05/2018 Sunflame S

«  All saved queries will be listed in the drop-down.
«  Select the queries you want from the drop-down. You can select any number of queries at a time.

Tip: Type first few letters of a query name in the 'Search' box to quickly find a specific query.

+  Click 'Select & Search'
The logs will be filtered and only those meeting the search queries will be displayed.

+  Select queries and click the trash can icon ﬂ to remove them from the list of saved queries.
Export the Logs as .csv File

The currently displayed logs can be exported to a comma separated value (CSV) file for later analysis and
troubleshooting.

To export logs to csv file:
+  Click the 'Export to CSV' button.

The log file will be downloaded as a .csv file. The file can be opened with spreadsheet applications like Microsoft
Excel and OpenOffice Calc.
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16 Configure 1 Settings

«  The 'Settings' interface allows you to change your password, set time-zones, configure application launch
preferences, reset two-factor authentication and generate backup codes.

+  You can also set a particular module as the default application which opens after you login to C1.
To open the C1 Settings screen
+  Click your username at top-right then select 'Settings'

- ¥4 @+ A 05unﬂame solar Panel ...

£ Settings

= Logout

The 'Settings' screen will open:
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Settings
Change Password Two-Factor Authentication
Oid Password * Configured on 022772018

Jlew Backup Codes

Mew Password *

Miew Password (Again) *
Reser Configuration
Change Time Zone Comodo One Application Launch
Tine Zone ' Open licensed application on new tab

T TR i
(+05:30) Asia/Calcuma Comodo One Default Menu Settings

Daylight Saving Time Cpen Comodo One menu as collapsed

+ Open Comodo One menu as extendad

Open licensed application on current tab

Comodo One Login Page

® 52t Overview Page as [ogin pags
Sat Service Desk as login page
52t IT and Security Manager &= login page
S2t Dome Shield as login page
s2t Deme Secure Web Gateway as login page
5ol Dome Cloud Firewall as login page

Set C-Dome Data Protection as login page

L -

The interface allows you to:
+  Change your password
«  Change time zone
«  Configure application launch settings
Seta licensed application as your C1 login page
+  Reset two-factor configuration and regenerate backup codes
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To change your password
+  Click your username at top-right then select 'Settings'
+ (o to the 'Change Password' tile
- Enter your current password in the 'Old Password' field
+  Enter your new password and confirm it in the respective fields

«  Click 'Clear Form' if you need to start again
+  Click 'Save' to register your new password

Your password is changed
succassfully.

+  Click 'OK" in the alert screen.
To change the time zone
+  Click your username at top-right then select 'Settings'
+  Go to the 'Change Time Zone' tile.
+  Select your preferred zone from the drop-down menu.

- Enable 'Daylight Saving Time'" if applicable for your location.

«  Click 'Save'

Time Zone is updated successfully.

+  Click 'OK"in the alert screen.

To configure application launch settings
+  Click your username at top-right then select 'Settings'
«  Scroll to the 'Comodo One Application Launch' tile.

The tile lets you choose whether you want modules opened from the 'Applications' menu to open in a new tab, or the
same tab.

« Open licensed application in new tab - If selected, you can also choose whether the C1 menu is visible
above the application interface.

+  Open licensed application on current tab - Applications will open in the same tab with the C1 menu
displayed by default.
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+  Click 'Save' to apply your changes.

Wenu settings is updated successfully.

+  Click 'OK'
To configure a licensed application as your C1 login page
+  Click your username at top-right then select 'Settings'
« Scroll to the 'Comodo One Login Page' tile.
The 'Comodo One Login Page' tile lists all licensed applications for your account.
- Select the application that you want to see immediately after you login to C1.
+  Click 'Save' to apply your changes.

User login page settings is updated
successfully.

Next time, when you login to your C1 account, the configured application will open automatically as your welcome
screen. Please note that your role permissions need to allow you to access the configured application.
To reset two-factor configuration and regenerate backup codes

+  Click your username at top-right then select 'Settings'

«  Scroll to the "Two Factor Authentication' tile.

The tile lets you reset two-factor authentication for the admin account and regenerate backup codes. This tile is only
available if two-factor is already enabled.

+  Click 'Reset Configuration' at the bottom to reconfigure two-factor authentication
+  Click 'OK"in the confirmation dialog

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 193



CcCOMODO

Comodo One - Administrator Guide

f

Two-factor authentication is reset

successfully

You will be prompted to repeat the two-factor authentication process at next login. This is applies to account admins
only. Other users need not reconfigure unless two factor is reset in 'Staff Management' > 'Staff'.

+  Click the 'View Backup Codes' link to see your backup codes:

Settings

Change Password Two-Factor Authentication

Configured an 022772018

il Password
Mew Passevord *

M Password (Agan) *

View Backup Codes

You have 10 unused backup codes

If you lose access to your authentication device, you can use one of these backup
codes to login to your account. Each code may be used only once. Make a copy of
these codes and store it somewhere safe, Below codes are sent to your emai

(ed

address,
3b82d6vkc 9vzsocqj6
4pjiik36g bytget6h3
S5skbmlymm drt2z7f1c
“ 9porvsdg7 pO6uUsi49a
9vhxIx3bi s8dyomjac

Keep a copy of the backup codes so you can login to C1 when you don't have access to your authentication device.
Click 'Generate New Codes' if you want to create a new set of codes for future use.

After you generate a new set of codes, you cannot use the old codes.
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17 Comodo One Support

Comodo is committed to providing the highest levels of support for its products. If you need technical assistance, we
offer the following convenient support services:

Online Help Guides

Comodo help guides for all products are available at https://help.comodo.com. You can navigate to any guide from
the main page.

+  Click the help icon then 'Help Guides' to view C1 user guides

gy Secomea g wHATSNEW ™ =@ - 0 A 0

: & Guide Tour

6 Help Guides

0
% Forum Customize
e &4 Send Email to Support B

Contact Us

Each module of the application has its own dedicated help guide containing detailed descriptions.
Guide Tour

Opens a selection of video tutorials that teach you how to use Comodo One.

Comodo Forums

Register at Comodo forums and join thousands of other users discussing all aspects of our products.

You'll benefit from the expert contributions of developers and fellow users alike and can find answers to any
questions you may have.

+  Click 'Forum' to open the community portal at https://c1forum.comodo.com/
Email to Support
If you are unable to find a solution in either the help guides or the forums, then please email support at
c¢1-support@comodo.com
Contact Us
Support phone numbers for US and international customers.
Submit a Ticket

You can submit support tickets to Comodo at https://support.comodo.com/. The site also contains an extensive
knowledge-base, FAQs and tutorials.

Quick Start

Opens the 'Get Started' page which contains help on how to quickly setup and use C1. The 'Quick Start' link can be
found by clicking the ﬁ) icon in the top-right corner.

Feedback and New Feature Requests
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Comodo encourages our users to take an active role in the future development of our products. Our voting area
allows you to propose new features and vote on existing proposals.

- Visit https://one.comodo.com/voting
«  Login using your C1 account credentials

18 View Release Notes

Release notes contain information about new features, improvements and bug-fixes in each version of C1.

- To view the release notes, click the version number at the bottom of the dashboard screen:
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- Click the arrows at the end of the rows to view the full release notes for each version.
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Appendix - C1 Products

Depending on the type of C1 account either MSP or an Enterprise, the products available by default and licensed
vary. Refer to the following table for the list of products available for each business type.

S.No Products MSP Enterprise

Default

1 ITSM v v
2 Dome Shield v v
3 Service Desk v v
4 RMM Plug-in v v

Licensed Applications (Integrated)
1 Service Desk (Ticketing) v v
2 IT and Security Manager v v
3 Quote Manager v v
4 Acronis Cloud Backup v v
5 Customer Relationship Management v v
(CRM)
6 cWatch v v
7 cDome Secure Web Gateway (Dome v v
Standard)

8 cDome Shield v v
9 cDome Data Protection x v
10 cDome Antispam Gateway x v
" cDome Antispam Gateway - MSP v x
12 cDome Firewall Virtual Appliance v v
13 cDome Firewall Central Manager v v
14 cWatch EDR v v
Tool Set

1 Network Assessment Tool v v
2 Comodo Cleaning Essentials v v
3 Unknown File Hunter v v
4 Auto Discovery and Deployment Tool v v
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About Comodo ecurity Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

The Comodo Threat Research Labs is a global team of IT security professionals, ethical hackers, computer
scientists and engineers analyzing and filtering input from across the globe. The team analyzes millions of potential
pieces of malware, phishing, spam or other malicious/unwanted files and emails every day, using the insights and
findings to secure and protect its current customer base and the at-large public, enterprise and internet community.
Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets. With offices in the US, China, Turkey, India, Romania and Ukraine, Comodo secures the online and offline
eco-systems of thousands of clients worldwide.

Comodo Security Solutions, Inc

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.888.266.6361

Tel : +1.703.581.6361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit https://www.comodo.com
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