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1 Introduct|on to Comodo One

Comodo One is an integrated platform for managed service providers (MSPs) and enterprises which
combines essential productivity and management into a single, easy-to-use console.
Ti APPLCATIONS - Y5 MANAGEMENT - [§ seroats W ctoes N TOOLS o 2D
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Applications are available in three areas of the interface - 'Applications', 'Store' and 'Tools":
Applications — Click 'Applications' on the top-menu to view all integrated apps.

- Endpoint Manager - Manage, monitor and secure mobile devices and endpoints which connect to your
networks. After enrolling a device, you can quickly apply configuration profiles which determine its network
access rights, security settings and general preferences.

«  Comodo Service Desk - A fully featured ticket management system which allows administrators to
implement strong and effective work-flows for internal and customer-facing support departments. Comodo
Service Desk allows administrators and staff members to respond to tickets, reassign tickets to other
departments or personnel, generate reports, create knowledge base articles and more.

«  Comodo Dome Shield - An enterprise web filtering solution that allows MSPs and enterprises to provide
comprehensive DNS based security for their customers and networks. Comodo Dome Shield is available as
an Saa$S solution and lets you configure granular security and web-category rules.

«  Comodo Remote Monitoring and Management (RMM) — (Legacy product). Comodo RMM is an efficient
endpoint monitoring application that lets you monitor and manage multiple endpoints from one centralized
console. RMM is available as an integrated module to customers that signed up for Comodo One prior to
version 3.0. Customers that signed up after v.3.0 can access RMM functionality in the Endpoint Manager
interface.

Store - Click 'Store' on the top-menu to view this interface. The store contains optional applications which let you
expand your service offerings.

+  Acronis Cloud Backup - A perfect solution for all your backup and disaster recovery needs. This cloud-
based application has the ability to backup any application and system including Windows, Linux and Mac.
Available with pre and post-paid subscription models, this solution fits the needs of any enterprise.

«  cWatch - CWatch is available as Security-as-a-Service for the protection of the web applications and web
servers on your customers' networks. The servers are monitored 24x7x365 by experts from the Comodo
SOC who will handle incident response, and provide state of the art signature based, machine learning and
expertly hand crafted security prevention policies that are all constantly updated to ensure protection from
emerging threats.
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+  Quote Manager - An end-to-end quote management solution that lets you quickly create, send and
manage quotes for customers. You can keep track of submitted quotes, send reminders to customers,
resolve customer queries almost instantly and view detailed sales reports.

«  Comodo Dome Antispam - An enterprise antispam and threat prevention solution that uses a
sophisticated array of spam filters, anti-virus scanners and content analysis engines to prevent unsolicited
mail from ever entering your network. Available only to 'C1 Enterprise' customers.

«  Comodo Dome Antispam - MSP - An antispam and threat prevention solution that monitors email traffic on
your customers' networks. The solution uses spam filters, anti-virus scanners and content analysis engines
to block unwanted/dangerous mail from reaching your customer's networks. Available only to C1 - MSP
customers.

- Comodo Firewall Central Manager - Firewall Central Manager allows you to manage several Firewall
Virtual appliances installed on your customers' networks from a single central console.

«  Comodo Dome Secure Web Gateway - A real time web traffic scanning solution that provides
comprehensive web content and security control to your customers. Includes URL filtering, malware
protection, Valkyrie real-time file verdicting and portable containment.

«  Customer Relationship Management (CRM) - Sales automation tool which lets businesses create fluid
workflows to generate, nurture and close customer leads.

«  Comodo Dome Firewall Virtual Appliance - Control firewall policy, antivirus, intrusion prevention, website
filtering, traffic monitoring, VPN and proxy servers through a single interface. The firewall is provisioned in
OVA or ISO format. These formats can be installed on bare-metal appliances and virtual servers such as
Virtualbox and VMware.

- Comodo Dome Data Protection - A cloud based data protection enterprise solution that enforces polices
on data in use, data in motion and data at rest to prevent data loss. Available only to 'C1 Enterprise'
customers.

«  cWatch EDR - Endpoint Detection and Response. A solution that provides unrivaled visibility into activity on
Windows endpoints on your network. EDR lets you view all security related incidents in a detailed timeline
and generates instant alerts if an attack occurs.

Tools. Click "Tools' on the top-menu to view this area. The following utilities are available:

« Comodo Cleaning Essentials - Security software for Windows endpoints which contains tools designed to
identify and remove malware and unsafe processes from infected computers. Includes a fully customizable
malware scanner and an advanced system monitoring tool which allows users to identify and kill any unsafe
processes with a single click.

+  Network Assessment Tool - Allows MSPs and enterprises to perform in-depth scans on networks to
identify a wide range of server, endpoint and network vulnerabilities. The tool will also prepare detailed risk
reports for scanned networks along with a risk mitigation plan containing actionable advice to address each
issue.

+  Unknown File Hunter Tool - A lightweight scanner that locates all files on your network that have an
‘unknown' trust rating. While safe and malicious files are identified easily, the files that do not fall into these
two categories are called 'Unknown'. It is in this category that most zero-day threats and APTs are to be
found. Unknown File Hunter allows you to upload unknown files to our 'Valkyrie' analysis service where they
will undergo a battery of tests to determine whether they are safe or malicious.

+  Auto Discovery and Deployment Tool - Easily deploy applications to multiple endpoints via Active
Directory, Workgroup or IP address / IP range / host name.

+  Remote Control by ITarian - Remotely access Windows and Mac OS devices to solve issues, install third
party software or run system maintenance.

This guide is split into the following sections:
«  Signing up for a Comodo One account - How to create an account

+ Logging-in to your Account - How to login into the Comodo One interface
«  The Administrative Console - A snapshot of main functional areas of Comodo One
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«  The Dashboard - Displays consolidated, 'at-a-glance' statistical summary of vital information like statuses
of managed endpoints, available patches, tickets and more

+ Managing Administrators and Roles - Explains how to add administrators and manage roles

« Managing Administrators - Explains how to add administrators and assign roles
«  Managing Roles - Explains how to create and manage roles
«  Admin Privilege Levels - Outline of administrative privileges

+ Managing Companies - Explains how to manage companies for an account

«  Accessing C1 Modules - Explains the methods you can open the modules
«  App Store - Explains how to buy other Comodo products and add CDM as a module in C1

+  Quick Actions - Explains how to access to important tasks in various C1 applications using shortcuts in the
C1 interface

+  Tool set - Explains how to download utility software for deployment on your customer networks

« Managing your Account - Explains how to manage your account details, share licenses, upload your
company logo and provide support contact information. Company name, logo and support details will be
included in all reports that you generate.

«  Managing Application Subscriptions, Usage, Billing and Settings - Explains how to add new
subscriptions, view usage and billing details as well as how to configure Firewall and Data Protection URL
settings

+  Reports - Explains how to schedule and generate reports
+ Notifications - Explains how to view news and notifications from Comodo
+  View Audit Logs - Explains how to view log of events from Comodo One portal and Service Desk modules

+  Configuring C1 Settings - Explains how to change your password to login to C1 console and configure
application launch settings

«  Comodo One Support - Explains how to request support from Comodo.
+ Viewing Release Notes - Explains how to view the release notes for all the versions of C1

«  Appendix: C1 Products - Provides the details of C1 products available for MSPs and Enterprises

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 6
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2 Sign up fora Comodo One Account

Getting a Comodo One account is very easy and can be completed in a few steps.
Visit https://lone.comodo.com/
Click 'Get Now Free!" at the top right

. (973) B59 4000 ext 3025

THAT'S 'IOO% FREE

NOQ OTHER IT VENDCI'R f

f / |, ALL FOR FREE
PLUS GET THE QUALITY YOU DESERVE !

GET FREE IT MANAGEMENT!

Next, enter your email address for verification:

Free Signup

Get Free Access Now

Click 'Get Free Access Now'

Complete the short enrollment form:

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 7
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«  Email Address - Pre-populated with the
address you provided in the previous step.
You will receive the verification link to this
email address.

+  Password - Create a password for your C1
Fassword account. Password rules:
Password .
. - At least eight characters long
- Contain a mix of lower case and upper

case letters
- Contain at least one numeral

- Contain at least one of the following
special characters - '("#$%"&*")'
By clicking "GET STARTED NOW", you agree to our terms and conditions ° Phone - anary Contact number
«  Click the 'Get Started Now' button.

100% Free - No Payment Information required

Email Address

cmaill@yopmail.com

+  You will receive a verification mail to confirm your email address:

Xe

You're almost there!

Please Verify your Account.

Verification Email sent to

cmaill@yopmail.com

Wrong Email Address? Edit

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 8
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Hello,

Thank you for signing up to Comodo One. Please click on the link below to verify your email
address and activate your account.

Verify my email

Thank you for joining The Comodo One Community!

The Comodo One Team

Please do not reply to this email as this email address is not monitored.

Comodo One Technical Support

Forum: hitps:iiciforum.comodo.com

+  Click the 'Verify my email' button in the mail to activate your account:

You will be taken to the C1 login page after successful verification:

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 9
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Great to have you back!

#) Welcome to Comodo OME. You can now login
with your email and password.

Username
Password

Remember Me Forgot passwaord:

MWew here? Creagte anaccount
F
' Apple Store 5 GOOGLE PLAY

+  Enter your email address and password and click 'Sign In'.

+  You need to complete your account details after first-login:

Setup Account Details & Logout

cCOMODO

Creating Trust Online®

Business Type * (Compare Business Types)

e Managed Service Provider

Enterprise

Subdomain/Company™

chennaimsp

chennaimsp

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved.
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«  Complete the form with your business type and sub-domain details to finalize account setup.
+  Business Type - This determines the version of Comodo One that you receive (either 'MSP' or
'Enterprise’).
«  The default and licensed products vary according to the business type.

+  Click the 'Compare Business Types' link to see the products and features available with each
type. See Appendix for more details on C1 modules for each business type.

+  Subdomain/Company - The sub-domain will form part of the unique URL you use to access
modules such as 'Service Desk'.

+  Forexample, if you enter the sub-domain 'acme’, you will access the service desk module at
'https://acme.servicedesk.comodo.com'.

«  Click "Submit!

The next screen shows a summary of your active services:

Comodo ONE MSP

Free Services Out of Box

Service Desk ~

o Service Automation Ticketing System
o  Multi-5ite Help Desk Management
o  Fully Integrated / One View Dashboard for all 3 Free Tools

Endpoint Manager ~

o Full Mobile Device Management

a Full Mobile Application Management

o Full Mobile Security Management

o  Bring Your Own Device Support

a Endpoint Security Management for windows Devices including World Best
Containment Technology (For the first month.)

o Community support

Dome Shield Y

o DMNS Based Security
& Domain Filtering
o Malware, Phishing and Botnet Protection

Comodo ONE MSP Forum Subscription

¥ou are now a member of cur M5P Forum partnership community
where you can provide your insight, engage In discussion boards as
well as gain support from a network of partners and highly skilled
technology developers.

Your M5P Forum username is your subdomain prefix that you've
created. The password is the same as your Comodo ONE M5F

login.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. "
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«  Click 'OK' to finish setup. You will be taken to the Comodo One Dashboard. The "Welcome' pop-up contains
help videos to get you started:

Eif APPLICATIONS = g MANAGIMINT - [ seronms e cToRs g TODLS

o
[ e men oewce (] wewrser HL wew custower [ enou oences s Q) ewomokTuNTY

«  That's it. You have successfully created a Comodo One account.

+  Note - This account will be automatically granted 'Account Admin' privileges and cannot be deleted. You will
be able to create 'Admins' and ‘Technicians' under this account. See '‘Manage Administrators' for more
details.

+ You can login to your account at anytime at https://one.comodo.com/app/login.

+  You can also login at https://accounts.comodo.com/ with your C1 username and password to manage
your license and account details.

2.1 Login to your Account

+  Visit https:/lone.comodo.com and click the 'Login’ link

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 12
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. (973) B59 4000 ext 3025

HOWY WE CAM HELP CUSTOMRER SUCCESS RESOURCES

00% FREE

NQ OTHER IT VENDOR ~¢

. | . v, ALL FOR FREE
PLUS GET THE QUALITY YOU DESERVE !

GET FREE IT MANAGEMENT!

Enter your username and password to login:

Great to have you back!

Username

Password

| Remember Me Eor

Mew here? Create an account

L4 4
' Apple Store 5 GOOGLE PLAY

Click 'Forgot Password?" to reset your password if you can't remember it.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 13
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« (1 also has a two-factor authentication feature that provides additional login security. This can be enabled
in 'Management' > 'Account Security Details'. See Setting up Two-Factor Login Authentication to find
out more.

+ Your C1 account can also be managed from your mobile device (iOS and Android supported). Click the
Apple Store or Google Play link on the login box to download the app.

3  The Admin Console

The admin console gives you fast access to all C1 applications and dashboard stats, and allows you to add new
modules, manage subscriptions, manage staff roles and more.

5T Tii APFLICATIONS - B seroRTs e sToes BB TOOULS e fram

[] wewreer
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Ticket Stotus

The name of the user that is currently logged in is shown at top right. The menu bar at the top allows you to navigate
to different features.

Menu ltems

cOMODO Home - Click this to open the dashboard.

o n’e [ MsP C1 Dashboard - View the status of licensed applications, notifications and more.
Click here for more details.

Your business type, 'MSP' or 'Enterprise', is shown beside the logo.
TIP: You can change which application automatically opens after you login.

- See setting a licensed application as your login page in Configure
C1 Settings for more details.

+  Click the C1 logo at top-left to open the dashboard

—_— Applications - Access your account's licensed applications. Click here for more
222 APPLICATIONS - [N

Management - Allows MSP and Enterprise admins to:

]
¥ MANAGEMENT «  Add and edit staff members and assign roles to them

- Create custom roles with different privilege levels. These roles can then
be assigned to staff and administrators

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 14
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+  View and edit Comodo One account details, manage licenses and
access security settings.

+  View subscription, usage and billing details for your C1 applications
«  MSP admins can add, edit and remove customer organizations.
+  View audit logs from Comodo One portal and Service Desk

Click here for more details.

Reports - View and manage reports on service desk tickets, patch management,
managed devices, Windows antivirus, file statistics and Valkyrie reports. Click
here for more details.

B REPORTS

Store - Subscribe to Comodo products from this area. Click here for more
details.

™ STORE

Tool Set - Download free tools and utilities. Click here for more details.

b

== TOOLS

Partner - Available if you add a C1 MSP partner account. Click this icon to login
PARTNER .
to your Comodo account at https://accounts.comodo.com/login.

4

@ Become a Become a Partner - Click to start the process of becoming an MSP partner. See
S® Partner Comodo License Account Details to find out how to add an MSP account.

What's New - View a list of new features in the latest version of Comodo One:
WHAT'S NEW "

Quick Actions - Shortcuts to important tasks in various C1 applications. Click
here for more details.

w3.27.0 Version Number - Available at the foot of the dashboard page. Click the version
number to view the release notes page. This outlines new features and bug-fixes
in the current release. See 'View Release Notes' for more details.

254 Notifications - Displays alerts and notifications from C1 and licensed modules.
=y .
. Click here for more details.
Help - Shows shortcuts to Comodo One help pages and forum pages. See
(2 'Comodo One Support' for more details.
Logged-in User Name Click your username to access the following options:

+  Settings - Change your password, time zone and application launch
settings. See 'Configuring C1 Settings' for more details.

«  Logout - Sign-out of C1

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 15
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This icon appears at the bottom-right of the interface and provides assistance
with common tasks:

+  Help - Alist of help topics. Click a topic and follow the walk-through to
complete it.

+  Tasks — Covers basic tasks such as enrolling new device and so on.
Click a task to open the guide.

+  Click 'What else do you want to see?" and submit a request for a new
help topic.

«  Click here for more information.

Dashboard - The dashboard is shown by default after login and can be accessed at any time by clicking the
'‘Comodo One' icon at top-left.

«  The dashboard provides statistics about service desk tickets, available patches, applications, device
operating systems, endpoint connection status and more. See 'The Dashboard' for more details.

+ You can change your default login page in the 'Settings' area (click your username at top-right > Settings >
'‘Comodo One Login Page'). See 'Configuring C1 Settings' for more details.

Applications - Allows account admins, MSP/Enterprise admins and staff members to access Comodo One
modules.

+  Service Desk - Fully featured support ticketing system which allows enterprises to implement strong and
effective work-flows for internal and customer-facing support departments. The solution allows admins and
staff to track and manage tickets submitted by users, assign tickets to departments or organizations,
generate reports and much more.

«  Endpoint Manager — Manage, monitor and secure mobile devices and endpoints which connect to your
networks. After enrolling a device, you can quickly apply configuration profiles which determine its network
access rights, security settings and general preferences. See the Endpoint Manager guide for more
details.

«  Comodo Remote Monitoring and Management (RMM) - A complete endpoint management solution
which combines endpoint monitoring and alerting with ultra-fast remote desktop sharing, a robust ticketing
sub-system, application life-cycle management, process and service management, endpoint security
management and custom scripting for automated break-fixing. See RMM guide for more details.

Note: The standalone RMM is a legacy product available only to customers that signed up to C1 prior to version
3.0. RMM functionality has now been transferred to the Comodo ITSM product.

«  Dome Shield - A DNS based web security solution that allows MSPs to provide strong, real-time protection
against internet threats for their customers. See the dedicated online help guide for Dome Shield for more
details.

+  Acronis Cloud Backup - Acronis Cloud Backup is capable of backing up data from any source and
recovers to any destination and system. This module is optional and can be added after creating a Comodo
One account. See 'Add Acronis Cloud Backup' for more details.

+  Quote Manager - Quote Manager lets you generate, manage and send customer price quotes. This
module is optional. See 'Add Quote Manager' for more details.

«  cWatch - cWatch is a security intelligence and event management (SIEM) product. This module is available
for MSP customers only. See 'Add cWatch' for more details.

«  Comodo Dome Secure Web Gateway - A real time web traffic scanning solution that provides
comprehensive web content and security control. This module is optional. See 'Add Comodo Secure Web
Gateway' for more details.
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»  Customer Relationship Management (CRM) - An end-to-end sales automation solution that allows you to
assign, nurture and close customer leads faster than ever. This module is optional. See '‘Add Comodo
Customer Relationship Management' for more details.

«  Comodo Dome Firewall Virtual Appliance - The Dome Firewall includes a web-application firewalll,
antivirus scanning, intrusion prevention, website filtering and traffic monitoring. The application is
provisioned in OVA or ISO format. These formats can be installed on bare-metal appliances and virtual
servers such as Virtualbox and Vmware. This module is optional (available for Enterprises and MSP) and
can be added after creating a Comodo One account. See 'Add Comodo Dome Firewall Virtual
Appliance' for more details.

- Comodo Dome Data Protection - Allows companies to prevent data leaks by implementing strict controls
on confidential data in motion and at rest. This module is optional and is only available for enterprise
customers. See 'Add Comodo Dome Data Protection' for more details. (Available only for C1 - Enterprise
customers)

«  Comodo Dome Antispam - An enterprise antispam and threat prevention solution that uses a
sophisticated array of spam filters, anti-virus scanners and content analysis engines to prevent unsolicited
mail from ever entering your network. This module is optional and is only available for enterprise customers.
See 'Add Comodo Dome Antispam' for more details. (Available only for C1 - Enterprise customers)

«  Comodo Dome Antispam - MSP - An antispam and threat prevention solution that monitors email traffic on
your customers' networks. The solution uses spam filters, anti-virus scanners and content analysis engines
to block unwanted/dangerous mail from reaching your customer's networks. This module is optional and is
only available for MSP customers. See Add Comodo Dome Antispam - MSP for more details.

«  Comodo Firewall Central Manager - Firewall Central Manager allows you to manage several Firewall
virtual appliances installed on your customers' networks from a single central console. See Add Comodo
Dome Firewall Central Manager for more details.

«  cWatch EDR - A cloud based Endpoint Detection and Response solution that provides unrivaled visibility to
the activities in the Windows endpoints on your network environment. EDR allows you to view security
related incidents in a detailed timeline and generates instantaneous alerts if an attack occurs. See Add
cWatch EDR for more details.

Management - Manage customer accounts, staff accounts, roles, subscriptions and more. The management area
contains the following sections:

«  Customer - Displays all customer organizations added by the account administrator. Available to MSP
customers only.

+  You can add any number of companies depending your subscription level.

«  Companies you add here are automatically added to all integrated applications (Service Desk,
Endpoint Manager and Quote Manager). Companies are visible to all MSP admins when they are in
those modules.

+  Module-specific users and administrators can be added under these companies from within each
module.

+  See 'Managing Companies' for more details.
- Staff Management - Staff members added here can access all modules in Comodo One. You can set up
different privileges for each staff member.

«  Service Desk. Service desk staff that were originally added to C1 with admin privileges (aka an
'MSP/Enterprise Admin') can access both the admin and staff panels. Staff without admin privileges
can only access only the service desk staff panel.

«  New staff members will receive an account verification email and be asked to create a unique
password. See 'Managing Administrators' for more details.

+ Roles - Administrators can create new admin and staff roles with different privileges. Roles can be assigned
to staff/admins as required. See Managing Roles for more details.
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«  Account - Allows account administrators to personalize and edit account details such as name, email
address, address and phone numbers. You can also view your account license details. See 'Managing
your Account' for more details.

«  Applications - Allows you to manage billing, usage, licenses and settings for each of your 'App Store'
purchases. See 'Manage Application Subscriptions, Usage, Billing and Settings' for more details.

+  Audit Logs - Admins and staff members can view event logs from Comodo One and Service Desk
modules. See View Audit Logs for more details.

Reports - Admins can generate reports on service desk, patch management, managed devices, file statistics and
more. You can also schedule automatic reports. See 'Reports' for more details.

Store - Displays Comodo applications that are available for C1 users. Some applications can be added as
integrated' C1 modules and some are available as standalone applications. For a full list of applications available for
both MSP and enterprise customers, please refer to 'Appendix - C1 Products'. Refer to the section 'App Store' for
more details about how to add applications as integrated modules.

Tools - Allows administrator to download free utilities for use on customer networks. The available applications are:

«  Comodo Cleaning Essentials - Comodo Cleaning Essentials (CCE) is a set of computer security tools
designed to identify and remove malware and unsafe processes from infected computers.

Major features include:

+  KillSwitch - an advanced system monitoring tool that allows users to identify, monitor and stop
any unsafe processes that are running on their system.

«  Malware scanner - Fully customizable scanner capable of unearthing and removing viruses,
rootkits, hidden files and malicious registry keys hidden deep in your system.

«  Autorun Analyzer - An advanced utility to view and handle services and programs that were
loaded when your system booted-up.

CCE is a lightweight, portable application which requires no installation and can be run directly from
removable media such as a USB key, CD or DVD. For more details, see the CCE guide at
https://help.comodo.com/topic-119-1-328-3516-Introduction-to-Comodo-Cleaning-Essentials.html.

«  Network Assessment Tool - Network Assessment tool (NAT) allows network administrators to perform in-
depth scans on client networks to identify a wide range of server, endpoint and network vulnerabilities. The
tool will also prepare detailed risk reports for scanned networks along with a risk mitigation plan containing
actionable advice for each issue. Setup is easy with a simple wizard which allows users to import networks
via Active Directory, Workgroup or IP range.

+  Unknown File Hunter Tool - The Unknown File Hunter (UFH) tool is a lightweight scanner that is capable
of identifying unknown and potentially malicious files residing on your customer's network. After scanning
networks and systems, it will classify all audited files as 'Safe', 'Malicious' or 'Unknown'. While 'Safe' files
are OK and 'Malicious' files should be deleted immediately, it is in the category of 'Unknown' that most zero-
day threats are to be found. The UFH scanner allows you to upload these files to our Valkyrie servers where
they will undergo a battery of run-time tests designed to reveal whether or not they are harmful. You can
view the results of these tests in the UFH interface.

+  Auto Discovery and Deployment Tool - Comodo Auto Discovery and Deployment Tool is an enterprise
class bulk application deployment tool that is capable of deploying applications remotely to endpoints on a
network. Remote bulk deployment methods include via Active Directory, Workgroup, or IP address/IP
range/host name.

+  Remote Control by ITarian - Remotely access Windows and Mac OS devices to solve issues, install third
party software or run system maintenance.
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4  The Dashboard

The 'Dashboard' contains statistics, charts and important information from all C1 modules. This includes service desk
tickets, endpoint patch status, operating system breakdown, endpoint security policies and more.
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«  The Quick Action toolbar contains short-cuts to key tasks in various C1 products:

£ enhouw wew pewce [::] e TICKET g KEW CUSTOMER L_1'+ ERROLL BVICES I BULE D new cemaaTuRTy

«  Enroll New Device - Endpoint Manager. Opens the 'Device List' page. Click 'Enroll Device' to add an
individual device.

«  New Ticket - Service Desk. Lets you create a new support ticket in the Service Desk module.

+  New Customer - C1 portal. Create a new C1 customer (MSPs only).Customers you create here will be
available in all integrated modules (Endpoint Manager, Service Desk, Quote Manager etc).

+  Enroll Devices in Bulk - Endpoint Manager. Download the packages required to enroll multiple devices
into Endpoint Manager. These include the communication and security clients, and HTTPS proxy server
agent.

«  New Opportunity - CRM. Opens the 'Create New Opportunity' page.
«  New Quote - Quote Manager. Opens the 'Quotes' page so you can create a new sales or service quotation.

MSP customers - The dashboard shows combined stats for all companies you have added to the account. You can
change this to show individual companies if required:

+  Click the 'Customer' drop-down on the left
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« 'All' - View statistics for all companies

or
+  Select a specific a company. The dashboard will auto-update with your chosen statistics.

Enterprise customers - the dashboard only shows stats for your company.
Customize Dashboard Charts

The dashboard shows bar charts, pie-charts and tables related to the company. You can view, hide or re-order items
as required.

«  Click 'Customize' at the far end of the interface to change dashboard layout:

™ newguoTe

Coam o
Customize - @

+  Use the switches on the right to show or hide an item.

«  The changes are automatically applied. Click the ‘Comodo One' logo to return to the dashboard.

- The number of disabled components is shown next to the 'Customize' link; L% CUstomize
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+  Drag-and-drop a row to re-order it on the dashboard or click the menu icon on a tile and move to a new

position.
Ticket Status

Open @ High Priarity B Overdus

BOD
72
B4
36

0LM920E 024Z21/2018 027222018 0272372018 D2r2s/iznna

Dashboard Panes
Endpoint Manager - Security Status
+  Security information about devices you have added to Endpoint Manager. Statistics include:
+  How many devices have the firewall, antivirus or sandbox disabled
«  How many devices need virus database updates
+  How many devices are infected and how many are clean

«  How many devices have operating system patches outstanding

Security Status

Inactive Antivirus |mactive Firewall Inactive Sandbox
Durdated Virus Database Infected Clean
Latest Virus Database Installed Device(s) with Critical Patch Device(s) with Optional Patches
Available

+  Click any link to open the device list page in endpoint manager. From here you can fix items as required.
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Service Desk - Ticket Data
+  Key data about your service desk tickets. Statistics include:
«  How many tickets are open, overdue and so on.
«  Number of tickets auto-created by C1 applications like Endpoint Manager.

«  Number of tickets created by users.

Ticket Data

High Priority Dpe Cyerdues
Assigned Unassigned Total Tickets

o
0

SLA expiring Auto - Generated User - Generated

«  Click any link to view the relevant list of tickets in Service Desk. Click here for more details about managing
SD tickets.

Service Desk -Tickets Status

«  The number of overdue, open and high priority at various points in time.

Ticket Status

Open @ High Prioriy ® Overdue
80 .

72 B
64
36
48
7] —
32
24
16

2

o )
02/19/2018 02/20/2018 02/21/2018 02/22/2018 02/23/2018 02/24/2018 02/25/2018

«  Place your mouse cursor over a section to see the status of tickets for that particular date.

- If no tickets are available, you instead will see link - 'Click Here to Create Your First Ticket'. See
'https://help.comodo.com/topic-289-1-625-7854-Manage-Tickets.html#create_new_user' for help to
create tickets.
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Endpoint Manager - Endpoint Patch Status

+  Shows how many of your devices are missing patches, and how many are fully patched.

Endpoint Patching Status

® dashboard_widgets.available_patches.inactive_devices
2 (66.7%)

Critical
2

Up-to-date 1 (33.3%)
@® Missing Optional Patches 0 (0%)

+  Place your mouse on a sector to view the number of endpoints with the respective patch status.
«  Click a link on the right to view the relevant list of devices in Endpoint Manager.
Endpoint Manager - Activity Status

«  Shows how many of your devices are currently connected to Endpoint Manager.

+ 'Inactive' means devices that have not connected for more than a day.

Activity Status

Active Devices 2 (28.6%)

Active

2

@ Inactive Devices 5 (71.4%)
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+  Place your mouse on a sector to view the number of endpoints with that status.

+  Click a link on the right to view the relevant list of devices in Endpoint Manager.
Endpoint Manager - Device Type

«  Shows enrolled devices by device type.

«  Types include PC, servers, smartphones and tablets.

+  Device types are on the X-axis and quantity of endpoints on the Y-axis.

Device Type

1 - -
0

Unknown Smartphone Tablet

Windows Server

+  Place your mouse on a bar to view the number of endpoints of that type.
+  Click a bar to view the relevant list of devices in Endpoint Manager.
Endpoint Manager - Operating Systems

«  Shows enrolled devices by operating system.
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«  Place your mouse on a bar to view the number of endpoints of that OS.
+  Click a bar to view the relevant list of devices in Endpoint Manager..

 Ifyou haven't added any devices yet, then this area will instead show a link - 'Click Here to Add Your First
Device'.

«  This opens the 'Device Management' interface. See 'https://help.comodo.com/topic-399-1-786-10126-
Enrolling-User-Devices-for-Management.html' for help to to enroll a device.

Endpoint Manager - Profile Status
«  How many devices of each operating system have an active Endpoint Manager profile installed.

+  Operating systems are on the X-axis. The number of devices is on the Y-axis.

Profile Status

12

m

i

=

+  Place your mouse on a bar to view the he number of endpoints of that category.
+  Click a bar to view the relevant list of devices in Endpoint Manager.
Quote Manager - Sales Funnel

«  The number of quotes that have been accepted, published and are in draft status.
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+  This widget is only available if Quote Manager is enabled.

Sales Funnel {Last 30 days)

Click Here to Add New Quote

=

Draft @ @ Published 0

Accepted O

+  Click a link on the right to open the relevant list of quotes in Quote Manger.
Endpoint Manager - Status Per Company (MSPs only)
«  Summary of device status for each company you have added to C1. Includes:

«  number of devices online/offline (connected to Endpoint Manager)
«  number of devices with a profile installed

«  number of devices that require patches.

Status Per Company

OMNLINE DEVICES OFFLINE DEVICES PROFILES OPTIOMAL PATCHES CRITICAL PATCHES

EM EM EM EM EM
kamal 0 5 5 -
victory 0 1 L 0
pradeep 1 6 7 3
ARR 0 0
Parthiban 0 0

Dome Shield

Threats blocked and browsing patterns on devices in your network. This section is only populated if
Comodo Dome Shield is active on your account.

+  See the Dome guide at https://help.comodo.com/topic-434-1-840-10755-Introduction-to-Comodo-
Dome-Shield.html for more about the product.
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Dome Shield

THREATS PREVENTED WEEB ACCESS OVERVIEW

Mo data available. Mo data available.

Visits to dangerous sites

Upgrade two
Dome Proxy

Malicious sites File download sites  Drive-by-download Botnet Servers
sites

+  Click any bar chart to open the relevant detail page in Dome Shield.
«  Thelinks below 'Visits to dangerous sites' take you to the reports page in Dome Shield widgets

«  The 'Upgrade' button allows you to subscribe for other Dome products such as Dome Secure Web Gateway
and Dome Data Protection.

Help Actions

In case of any issues or clarifications regarding the application, administrators can refer to help guides or write to
support to resolve them.

Help Actions

Help Guides Forum Email Support

S

Contact Information

+  Help Guides - View help guides for C1 modules such as Service Desk and Endpoint Manager.
+  Forum - Opens the MSSP consortium forum page where you can ask questions or join in discussions.
«  Email Support - Send email to our support staff for any issues.
«  Contact Us - Details of support information.
The 'Need Help' menu
+  Click the question mark at bottom-right to view interactive guides on key tasks in C1:
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+  Click icon to get started. The following menu opens:

How can we help you?

Help

() Enroll new Device

(>) Go over device details

Tasks

cCOMODO

Creating Trust Online®

«  The lower half of the window shows interactive tutorials on specific tasks. For example 'Enroll new device'

tells you how to add a device to Endpoint Manager.

+  Click 'Search for more topics here' to look for help on a specific topic. This will open a list of corresponding

C1 help articles:
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How can we help you?

Help Tasks

=+

Select Patch Management

Deploy OS5 Patchl(es) From The Patch Manage...
How to Check Patch status of 3rd Party Applic...
How to create patch procedure and run on de...

How to apply OS5 patches on devices?

0 0 0 0 0 0

How to apply 3rd party patches on devices

+  Click 'What else do you want to see?" if you would like to suggest we create interactive tour on a particular
topic:
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How can we help you?

Help

) What else do yo want@

0 How to (Reck Patch status of 3rd Party Applic...

How to creata A4 narty natch nrocedure and o

What else do you want to add as a guided
tour?

How to create Linux profile In Endpoint Manager

Click 'Submit' to send the suggestion to C1.

5 Manage Admins, Staff and Roles

Click '"Management' > 'Staff' to view, edit and add staff members
Click '"Management' > 'Roles' to view, edit and add staff roles

C1 ships with three predefined roles - 'Account Admin', 'Admin" and 'Technician'. Each of these each has different
access privileges. You can also create custom roles with different privileges and assign them to staff appropriately.
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Comodo One » Management » Staff

staff [l .

& Ed Diel
Kame = Email = Verified = Role = Two-Factor Authentication =
kamal karmal@yopmal.cam g Account Admin
selens selenagyopmalloem Admim

[+

Click the following links for more details about adding staff and assigning roles to them:
+  Manage Admins and Staff
- Manage Roles

«  Admin Privilege Level

5.1 Manage Admins and Staff

«  Click 'Management' > 'Staff

The 'Staff' screen lets you add staff members and assign them to roles. You can also transfer account admin
privileges to another MSP/Enterprise administrator.

+  Click 'Management' > 'Staff' in the top-navigation:

COMODO

ONC = =11 APPLICATIONS ¥ {3 MANAGEMENT ~ B REPORTS ™ STORE

g EMROLL NEWY DEVICE

Customer: All Roles
Account
Applications
Audit Logs

The 'Staff' interface will open:
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Compda One & Management » Staff

staff | Kl

# Edit
Mame & Email & Verified @ Role 3 Two-Factor Authentication @
Lamal kamal@yopmall.oom Acoownt Admin
selena selena@iyoprmail.com Q Admin
FHNE 0s0n richardsend@yopmaiioom O Technigian

jacobrgonmail.com Technician

Staff List - Table of Column Descriptions

Column Header Description
Name The full name of the staff member.
Email The email address of the staff member.

Staff should use their email address to login to C1.

Verified Whether the staff member has confirmed their email address.
«  Staff receive an account activation mail after you first create them

«  They must click the link in the mail then set their password to become 'Verified'

- Staff can login to C1 only after verifying their email address.

Role A'role’ determines the permissions that a staff member has within the C1 interface.

« (1 has three built-in roles —'Admin’, 'Account Admin' and 'Technician'. Technician is
a good starting role for staff.

+  You cannot edit the built in roles, but you can clone them and edit the clone.

«  The person that signed up for the account is assigned 'Account Admin'. This role
has all available privileges.

«  Account admins can add staff and assign them any role except '‘Account Admin'.

See 'Manage Roles' for more on default roles and creating new roles.

Two-Factor Whether or not additional login security is setup for the staff member. More details on this
Authentication are in Set-up Two-Factor Login Authentication.

+ You can navigate to different pages by clicking 'Next', 'Prev' or the page number at the bottom.

Sorting and Filtering Options:
- Click any column header to sort users in ascending or descending order according to the column label.

Filter the list or search for specific staff member(s) by entering their name or email address in the search
field at top right in part or full.

The interface allows you to:

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 32



cCOMODO

Creating Trust Online®

+  Add staff members and assign roles

+  Edit the details of a staff member

+  Remove a staff member

+  Reset Two Factor Authentication for a user
To add a staff member and assign a role

+  Click 'Management' > 'Staff' in the top-navigation

+  Click the 'New Staff' button in the 'Staff' interface
The 'New Staff' form will be displayed:

Comodo One » Management » Staff

Staff ‘ + New Staff '

MNew Staff

Mame *

Email *

Role *

Select Role... 1w

- Name - The full name of the new staff member
- Email - The email address of the staff member. This also acts as the staff member's username.

+  The account activation email is sent to this email address.
«  Staff must click the activation link in the mail then create a password
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«  The staff member can login to C1 after completing the steps above.
+  Role - Select the privilege level for the staff member.
+  See 'Managing Roles' for general help with roles.
+  See 'Admin Privilege Levels' for a list of the permissions with each built-in role

Note: Staff with 'Admin’ privileges can only be created by the account admin.

«  Click the 'Save' button.

A confirmation message will appear. The content of the message varies according to the role and account type:

Msp staff is created successfully.

+  Click 'OK'

« Anaccount activation mail is sent to the new user. An example is shown below:
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Healla,

Thank you for signing up to Comodo One. Please click on the link below to verify your email
address and activate your account.

Thank you for joining The Comodo One Community!

The Comodo One Team

Please do not reply to this email as this email address is not monitored.

Comodo One Technical Support
Call: 973-396-1232 (24/7)

Email:c1-support(@comodo.com
Forum: hitps:ficliorum. comodo. com

- Staff should click 'Verify my email' then set a unique password to log into C1.
«  After verification, the staff member can login to C1 with their email address and password.
«  The new staff member is also added to Service Desk and Endpoint Manager at the same role level.

«  Two factor authentication — If enabled, staff will also need to enter a code which is sent to their phone. See
Set up Two-Factor Login Authentication for more details.

+  Endpoint Manager also lets you add 'standalone' staff who can only access Endpoint Manager. Staff
created in C1 can access endpoint manager, but staff created in endpoint manager cannot access C1.

Edit staff details

A staff member with appropriate privileges can edit the names of other staff, assign different roles and transfer
account admin rights to another administrator.

Note: Staff can be edited only after they have validated their email address by clicking the link in the verification
email.

To edit the details of a staff member

+  Click 'Management' > 'Staff
- Select the staff member then click the 'Edit' button:
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Name Email = Verified = Role =

kamal kamal@yopmail.cam a Account Admin

selena selena@yopmail.com S Admin
C:_Elrirdsc“ * richardson@yopmall.com (] 19-:'1@

jacob jacob@yopmail.com Technidan

The 'Edit Staff' dialog will open.

Edit Staff

Mame *

Richardson

Email *

richardson@yopmail.com

Role *

Technician -

«  Update staff details as required and click 'Save'. Please note the email address field cannot be edited.

A confirmation dialog will appear:
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Msp staff is edited successfully.

+  Click 'OK'
Transfer account admin rights to a different administrator
Note - only the current account admin can perform this task.
+  Click 'Management' > 'Staff
«  Select the admin to whom you want to transfer rights and click the 'Edit' button

«  Click the 'Role' drop-down and select 'Account Admin'":

Edit Staff

Mame *

selena

Email *

selena@yopmail.com

Role *

Admin

Select Role...

Account Admin

Admin
Technician

«  Click 'Save'
+  Click 'OK" in the confirmation dialog:
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Account admin rights will be
transferred to selected staff. Do you
want to continue?

«  Account admin rights are transferred immediately. You will be logged out and redirected to the login page:

Msp admin is edited successfully. You
will be directed to login page now.
Please login again.

+  Click 'OK'".
«  You can still login with the same credentials but will have only regular admin privileges.
Remove an administrator or staff member

Note - deleted staff will also be removed from Service Desk and Endpoint Manager, even if they have different roles
in each.

+  Click 'Management' > 'Staff
+  Select the staff member that you want to remove
+  Click the 'Delete' button:

LT
Comodo One > Management » Stafff

Staff

Email Verified # Role & Two-Factor Authentication &
Sunflame Sclar PaneRinc. esirpresnei@yopmail.com Q Account Admin
1]
c—--_l-__ﬂ__m" |smith 1 23@emailoom Technidan _—__-__:
1.-2of 2 rems < Prev .

A confirmation dialog will appear:
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Are you sure?

Do you really want to delete selected
staff?

«  Click 'Delete' to confirm removal

+  Click OK in the confirmation dialog:

Staff is deleted successfully.

Reset Two Factor Authentication for a User

- Select the staff member then click the 'Reset Two-Factor Authentication' button:

Comodo One » Management > Staff

staff |
# Edit ] Delete |} Reset Two-Factor Authentication

Mame = Emall = Verified = Role = Tweo-Facter Authentication =
Sundlame Sodar Pane Inch esirpretne@yopmal.caom a Acccwnt Adrmin Q
[
t@ fiatiena@yopmail.com o Admin ﬂ

1-2of 2items < Prew n Maxt = 1 /1

Atfter the reset, the user will need to complete the two-factor authentication process again in order to access their
account. See Setting up Two-Factor Login Authentication to find out more about Two-Factor Authentication.
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5.2 Manage Roles

+  Click 'Management' > 'Roles'.
Roles are assigned to staff members and determine their C1 access privileges.

«  C1 ships with three built-in roles that cannot be edited or deleted - 'Account Admin', ‘Admin' and
"Technician'.

+  You can create custom roles by cloning the 'Admin' or 'Technician' roles then modifying their privileges. You
cannot clone the account admin role.

+ Al built-in and custom roles are available for selection when creating or editing staff (see the previous
section, Manage Admins and Staff).

To manage roles in C1

+  Click 'Management' > 'Roles'

COMODO

ONC = 2ii APPLICATIONS v ‘¥% MANAGEMENT + [ REPORTS '™ STORE

g EMROLL NEW DEVICE

Customer: All

Account
Applications
Audit Logs

& =

The 'Roles' interface will open:

Comodo One » Management » Roles
Roles
Raole = Definition = Members =
& Account Admin MSP Account Admin i
& Admin MSP Admin z
& Technician MSP Technican 2
1-3 of 3 items < Prey n Mext =
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Role List - Table of Column Descriptions

Column Header Description
Role The label of the role. Arole is a set of permissions and privileges within C1.
Definition A short description of the role. Built-in roles are prefixed with '"MSP' or 'Enterprise’ depending

on your account type.

Members The number of staff assigned to that role.
+  Click the number to see all staff with the role.

+  You can navigate to different pages by clicking 'Next', 'Prev' or the page number at the bottom.

Sorting and Filtering Options:
+  Click any column header to sort the list of roles in ascending or descending order according to the column
label.

+  Filter the list or search for specific role(s) by entering the name or definition in the search field at top right in
part or full.

The interface allows account administrators and staff members with appropriate privileges to:
« Add custom roles
- Editarole
+ Remove arole
Add a custom role
+  You can add a custom role by cloning an existing role then modifying the privileges as required.
+  You cannot clone the 'Account Admin' role.
To add a new role
«  Click 'Management' > 'Roles'

+  Select the role that you want to use as template and click 'Clone":

Comodo One » Management » Roles

Definition = Mambars =
& Account Admin MZP Account Admin
& Admin RSP Admin
& Technician MEP Techniclan
1
S0 role bernplate i)
SO Role fior Techniclan (Cloned) Tech S0 Role

1 -5 of 5 items Prev MEXE > 1
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The 'Clone Role' screen will appear:

Comodo One » Management » Roles » Clone Role

Wf] Service Desk
IT and Security Manager —

Acronis Back-up

DoNotUse Service Desk w3 DEV

Clone Role a
Clone Role Permissions
Mame Definition *
50 Role 5D Role
[El save O ResettoDefault [ Enable Al [ Disable All " Expand All A Collapse All
Access Rights
¥ | Dashboard ¥ 4 staff Management * || Management
o Access Dashboard * o Staff * [ | Account
o] Customize Dashbeard o Wiew Staff View Account
Mew Staff | Account Security Detalls
- Li d Applicati -
o] Licanzad Applications Edit Staff * [ | Comodo License Account Detalls
bt Access Al Licersed Applications
] Access Mll Licansed Applicatian Delete Staff 1 uink a Comedo License Account

Reset Two-Factor Authe vtication

Role

Arcess to Role

CRM

A

A

My

o] CWwatch
o

of| Dome Shield
'
o]

Dome Antipam M5P

Edit Role

* 4 Tools

o View Tools

Dame Secure Web Gatewsy | Download Tool

* F Customer

-

Applications
Wiew Applications
b Subscriptions
Wiew Subscriptioms
View Usage
View Billing
Wiew Settings

Audit LOES

¥ |/ Reports O View Customer * [ | Partner Actions
¥ [F O Demand Report o BEvw Customer Accpss to Pactres Poartal From Menu
W Create Report o Edit Customer Access to "Become a Partner” Bulton

W] Wiew Report Dielate Custamer

W Delete Report

¥ | sScheduled Report T ¥ Netifications

/1 Activate Report < Arcess Motificstions
o] Inactivate Repart

o Delsts Report
o

Access Scheduled Repart
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+  Name - Type a label for your new role

«  Definition - Enter a short description of your new role
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The following list explains the permissions you can assign to a role:
«  Dashboard - View C1 dashboard and customize dashboard panes.

« Licensed Applications - Choose C1 modules that the role can access. Examples include Service Desk
and Endpoint Manager.

+  Reports - Access the 'Reports' menu. Create, view, schedule and delete reports.

- Staff Management - Access and manage staff and roles. Staff management rights let you create and edit
staff members. 'Role’ access lets you create and edit roles.

+ Tools - View and download C1 tool sets.
+  Customer - View and manage existing customers and add new customers. Applies to MSP accounts only.
+ Notifications - View the latest news about Comodo One products via in-app notifications.

+  Management - View account details and update support details. Access the applications menu to view
current subscriptions, add new subscriptions, view details of application usage and billing.

«  Partner Actions - Allow role members to become a C1 resellers. Resellers get C1 products at discounted
prices.

«  Click "Save' at the top, or 'Save Changes' at the bottom to create your role.

To edit a custom role

Note: You cannot edit built-in roles C1.

+  Click 'Management' > 'Roles'

+  Select the role that you want to update and click 'Edit";

=
Comodo One » Manapemenl > Roles
Roles o
P c|n.1 Delete
Role # Definition = Members =
& Account Admin MEP Account Admin
& Admin M52 Admin 2
& Technician MSP Techmacian 2
5D Role (Claned) =D role template o
L]
C@E:h"uclan Cloned Tech S Role D 0

The 'Edit Role' screen will open:
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S
Edit Role
Edit Role Permissions
Mame * Definition *
5D Role for Techniclan Tech 50 Role
[El save & Resetto Default [ Enable Al [ Disabla Al ™ Expand &l 2 Collapse All
Access Rights
¥  Dashboard * |4 staff Management o Management
o Access Dashboard * [ Staff " Arcount
o Customize Dashboard o View Staff Wiew Account
Mew Staff Account Security Details
b Licensed Applications Edit Staff — Cormodo License Account D
access Al Ucensed Applications

+  Update name, description details and access rights for the role.
+  Click 'Save' or 'Save Changes' when done.

«  The changes in the privileges to the staff members assigned with the role will take effect from their next

login.

To delete a custom role

role, make sure no staff members are assigned that role.

Note: You cannot delete C1 built-in roles and custom roles that are assigned to staff members. To remove a custom

+  Click Management' > 'Roles'

«  Select the role that you want to remove and click 'Delete”:

Roles

7] Clame " Edin
Role = T

Definition =
& Account Admin MEP Account Admin
a Admin MSP Admin
& Techr 1 MEP h i
50 Role [T E 50 role template
@ an Tech 5D Qr)
4 of 5 iams

e n e

Mambers =
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+  Click 'Delete" in the confirmation dialog

Are you sure?

Do you really want to delete selected
role ?

5.3  Admin Privilege Levels

«  There are three built in roles in C1 - 'Account admin', 'Admin' and 'Technician'.

+  These roles are also available in the C1 modules, 'Service Desk' and 'Endpoint Manager'.
+  The following tables show the privileges of each role in the C1 console and the individual modules.

Comodo One Console

Role Description

Account Admin Can access all areas of the C1 console and all modules (Endpoint Manager, etc).
Account admins can:
+ Add and manage companies for the account

+ Add and manage admins

«  Add and manage staff who have the technician role
- Transfer account admin rights to another admin

+  Access all licensed modules

+ Add applications from the 'App Store'

«  View and download tool sets

«  Subscribe for new products and renew licenses for C1 modules
«  Generate reports

«  Schedule reports

«  Manage account settings and licenses

+  View module usage details

+  View module billing details

Admin (MSP/ Enterprise) | MSP / Enterprise admins have the following privileges:
«  Add and manage companies for the account

« Add and manage admins
+  Add and manage staff who have the technician role

«  Viewroles
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View and download tool sets
Access all licensed modules
Generate reports

Schedule report generation

Technician
(MSP/Enterprise)

MSP / Enterprise staff with the technician role have the following privileges:

Access all licensed applications
View, add and edit customers
Generate reports

Schedule report generation
View and download tool sets

View staff members

Service Desk

Role Privileges

Account Admin

Access both admin panel and staff panel

Open tickets on behalf of users

Edit tickets

Post a ticket reply

Close tickets

Assign tickets to staff members

Transfer tickets between departments

Delete tickets

Add/remove emails from the banned list via the ticket interface
Create and manage canned responses and attachments
Create and manage knowledgebase categories and FAQs

View details of other staff members in allowed departments

Admin (MSP/ «  Same privileges as account admin except view stats of other staff members in
Enterprise) allowed departments

Technician MSP / Enterprise staff members with technician role have the following privileges:
(MSP/Enterprise) .

Access the staff panel but not the admin panel
Open tickets on behalf of users

Edit tickets

Post a ticket reply

Close tickets

Assign tickets to staff members

Transfer tickets between departments

Delete tickets
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Endpoint Manager
Account Admin «  Manage devices (full control)
«  Manage users (full control)
« Manage profiles (full control)
«  Manage procedures
«  Manage LDAP account
«  Manage Google API token
«  Manage antivirus settings
«  Manage Apple Push Notification service certificate
«  Manage Android settings
«  Manage custom variables
«  Manage application repository
+  Manage EAS token
«  Manage email templates
« Manage Procedures
«  Approve Procedures
«  Access to RBAC (full control)
«  Access to compliance page
+ Access to push statistic page
+  Access to threat report page
«  MS Exchange access management
« Access right to antivirus (full control)
«  Access to application on devices part (full control)
«  Access to subscription section
« Access to dashboard part of the system
«  Send reports switcher
«  Allow end user role to login to portal. Send user creation email and reset
password email when required.
Admin (MSP/ Same privileges as account admin.
Enterprise)
Technician
(MSP/Enterprise) Same privileges as account admin.
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6 Manage Companies

«  Click 'Management' > 'Customers'

Note: Only C1 MSP accounts can add new companies.

«  Customers created in C1 will be available for selection in all integrated modules:

«  They are available as 'Organizations' in Service Desk
«  They are available as 'Organizations' in CRM
«  They are available as 'Companies' in Endpoint Manager
«  They are available as 'Companies' in Dome Shield
«  You can import users and devices to these entities through the individual modules.

«  Service Desk also lets you create 'standalone’ (unmanaged) companies. Standalone companies are
not visible in C1 or other modules. See https://help.comodo.com/topic-289-1-625-7888-Managing-
Organizations.html if you need more help with this.

To manage customer organizations/companies

+  Click 'Management' > 'Customers'

COMODO

ONC = 3% APPLICATIONS * ¥% MANAGEMENT -~ [ REPORTS '™ STORE

i i
| |
g EMROLL NEW DEVICE [ " [
| |
| |

Staff
Customer: All Roles
Account
Applications
Audit Logs

S [=] =

The interface shows all customer organizations added to Comodo One:
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Cusormers Q

Name % Contact Email + Address Postal Code *+  Description #

Spokes and Wheels  humbersafety@gmail.com Enterprise

ACME Corp coyote@acmecorp.com Madras 600014

Dithers Construction jcdithers@dithersconstruction.com Chennai 600035 Dithers Construction Company
1-3of 3items < Prev n Next = 1|41

«  Use the search box to look for a specific company

«  Click 'Next', 'Prev' or the page number to move between pages.
The interface allows admins to:

+ Add an organization

+  Edit the details of an organization

+  Remove an organization
Add a customer organization/company

+  Click 'Management' > 'Customers'

«  Click the 'New Customer' button:
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Comodo One > Management > Customers

4+ Mew Customer

&

New Customer

Contact Email *

Address *

Postal Code *

Description

Cancel

«  Complete each field on the form then click 'Save' to add the customer.

+  Click 'OK" in the confirmation dialog:
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Alert

MNew customer is added successfully.

Edit an organization
+  Click 'Management' > 'Customers'
«  Select the organization whose details you want to update
+  Click the 'Edit' button:

Cuscomers ;

Contact Email + Address + Postal Code + Description #

Spokes and Whes humbersafety@gmail.com Enterprise
ACME Corp coyote@acmecorp.com Madras 600014
Dithers Construction jcdithers@dithersconstruction.com Chennai 600035 Dithers Construction Company

1-3of 3items < Prev - Next > 1 |41

+  Update the company details as required:
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Edit Customer

Mame *

ACME Corp

Contact Email *

coyote@acmecorp.com

Address *

Madras

Postal Code *

600014

Description

Cancel

+  Click 'Save Changes'

+  Click 'OK"in the confirmation dialog:

Customer is edited successfully.

Remove a customer organization from C1
+  Click 'Management' > 'Customers'

+  Select the organization you want to remove
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«  Click the 'Delete' button:

Comodo One > Management > Customers

Customers N

Name # Contact Email = Address = Postal Code + Description =
Spokes and Wheels\, humbersafety@gmail.com Enterprise
@ -coyote@acmecorp.com Madras @
Dithers Construction jcdithers@dithersconstruction.com Chennai 600035 Dithers Construction Company
1-3of3items < Prev n Mext > 1 |11

+  Click 'Delete' in the confirmation dialog:

Are you sure?

Do you really want to delete selected
customer?

The company will be removed from Comodo One.

Alert

Customer is deleted successfully.

+  Click 'OK".
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7 Access C1 Modules

«  Amodule is an enterprise application which is integrated with C1. Examples include 'Endpoint Manager',
‘Service Desk' and 'CRM',

«  Each C1 module answers a specific security, productivity or management need. Together, they form a suite
of tools which will streamline your workflows, increase your productivity and improve the service you
provide to customers.

+  Click 'Applications' in the top-menu to access all available modules.

Note: The modules available depend on whether you have an MSP or enterprise account. See the Appendix for a
list of products available in MSP and enterprise accounts.

C1 core modules:

+  Service Desk - Fully fledged ticketing system which lets you offer dynamic support services to internal and
external clients. Respond to support tickets, generate reports, create knowledge base articles and more.

- Endpoint Manager - Manage, monitor and secure mobile and fixed devices which connect to customer
networks. Also includes patch management and remote control functionality.

«  Dome Shield - Advanced web filtering solution which provides comprehensive, DNS-based security for
networks. .

Account admins can add the following modules from the 'Store' interface:
+  Quote Manager — Powerful solution that lets you quickly construct, send and manage customer quotes.

«  Acronis Cloud Backup - Online backup and disaster recovery. Powered by one of the leading names in
business continuity, Acronis backs up any data from any source, and restores it with ease to any
destination.

«  cWatch - Cloud based security intelligence and event management product (SIEM).

«  Comodo Dome Antispam — Spam and threat prevention solution that uses an array of advanced
technologies to prevent junk mail from entering your network. Available only to 'C1 - Enterprise’ customers.

«  Comodo Dome Antispam - MSP - Antispam and threat prevention solution that monitors email traffic on
your customers' networks. Available only to 'C1 - MSP' customers.

«  Comodo Dome Secure Web Gateway - Real time web traffic scanning solution that provides
comprehensive web content and security control to your customers. Includes URL filtering, malware
protection, Valkyrie real-time file verdicting and portable containment.

«  Customer Relationship Management (CRM) - Sales automation platform. Create fluid workflows to
create, nurture and close customer leads.

« Comodo Dome Data Protection - Data loss prevention solution. Enforce policies to control data in use, in
motion, and at rest. Available only to 'C1 - Enterprise' customers.

«  Comodo Dome Firewall Virtual Appliance - Control firewall policy, antivirus, intrusion prevention, website
filtering, traffic monitoring, VPN and proxy servers.

« Comodo Dome Firewall Central Manager - A central console for remote management of multiple Comodo
Firewall Virtual appliances. MSP/Enterprise admins can remotely monitor and manage firewall appliances
on remote networks.

«  cWatch EDR - Endpoint Detection and Response. Unrivaled visibility into the activities of Windows
endpoints on your network. View security related incidents in a detailed timeline and receive instant alerts if
an attack occurs.

See App Store for more details about how to add these applications to Comodo One.

Note: Additional modules may require separate subscriptions. Licenses can be obtained from within the C1
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‘ console.

To open an integrated module from the C1 console
+  Click 'Applications' on the menu bar and select an application from the list:

el Lo dele]

ONC = 31 APPLICATIONS ~ %3 MANAGEMENT « [ RE

g IT and Security Manager

Patch Management
Customer: &l RMM
Device Management
Help Actions
Procedures

Service Desk

—_ 30
=\ Dome Shield

CRM

CWatch

Dome AntiSpam MSP

The selected module will open:

[ #h ACWE Corp + M Q @ ::%:'
same Sl Tliry Bathup histery (g = H v} iy HE = =
ill] Amam H A

Acronis

«  Alternatively, click 'Applications' > 'All Applications' to open a screen which lists all modules:
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Compda » Applicatisns

Applications

©

i5 single, wnif
you Lo protect and manage mal
‘Windows endpaints frem a dngle

B rerorts w sTore O TOOLS

@mw

Corvice Deck provides profecsional seride
automation Lo manage your help and sendce

requests. work arders and alerts o deliver guaity...

«  Click 'Open Module' to access a specific app.

8 App Store

+  Click 'Store' on the menu bar to open the app store

f

e
COMODO DOME

shiald
Comods Dome Shield is a Cloud Delivared DS

Based Security a5 a-Senice (53a5) solution that
provides compeehansive domain filtering and

«  The app store contains a range of additional security and productivity solutions. These tools expand the
core functionality of C1 and let you build a custom platform tailored to your needs

- 'Integrated' apps are those which you can access from the C1 console after installation.

Note: The products available in the store differ between MSP and Enterprise accounts. See Appendix for more

details.

The following applications are available in the store:

+ Acronis Cloud Backup (integrated)

+  Quote Manager (integrated)

+  cWatch (integrated)

«  Comodo Dome Secure Web Gateway (integrated)

+  Customer Relationship Management (CRM) (integrated)

«  Comodo Dome Firewall Virtual Appliance (integrated)

«  Comodo Dome Data Protection (integrated) (Available only for Enterprise customers)

«  Comodo Dome Antispam (integrated) (Available only for Enterprise customers)

+  Comodo Dome Antispam - MSP (integrated) (Available only for MSP customers)

«  Comodo Dome Firewall Central Manager (integrated)

«  cWatch EDR (integrated)

+  Endpoint Manager (Only for customers that signed to Comodo One prior to version 3.0)

'Integrated' applications can be accessed from the C1 console, through the ‘Applications' interface.

To open the 'Store' interface
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«  Click 'Store' on the menu bar

This will open a list of all available applications:

comooD e _ X - _
ONE cm P2 arpucamioNs ~ 3 MANAGEMENT - B REPORT: W stone (EE TOOULS
Lo
Camade Cne » Store
Acronis
Cloud Backup C% cWatch GQuote Manager
Acronis Back-up Cloud is a comgranensive, yet Watch i a managed Breach Prevention and Quate Manager i a quoting madule which makes &
simgle, comglete, and cast-effective local and cloud Compliance solution that leverages a modular easier and faster for M5P to generate profescional
backup and recovery selution that eguips senice.. Security asa Service platform to monitor the data guates and progosats. T alows you 1o create,...
oo | ]

The 'Store' interface features the following apps:

+  Acronis Cloud Backup - Online backup and disaster recovery. Powered by one of the leading names in
business continuity, Acronis backs up any data from any source, and restores it with ease to any
destination. See 'Add Acronis Backup'.

«  Quote Manager - Powerful solution that lets you quickly construct, send and manage customer quotes.
See 'Add Quote Manager'.

«  Comodo cWatch - Cloud based security intelligence and event management product (SIEM). See 'Add
cWatch'.

«  Comodo Dome Secure Web Gateway - Real time web traffic scanning solution that provides web content
security to your customers. See 'Add Comodo Secure Web Gateway' for more details.

+  Customer Relationship Management (CRM) - Sales automation solution. Save time and grow profits by
creating workflows to generate, nurture and close customer leads. See 'Add Customer Relationship
Management' for more details.

«  Comodo Dome Firewall Virtual Appliance (available for Enterprises and MSP) - Control firewall policy,
antivirus, intrusion prevention, website filtering, traffic monitoring, VPN and proxy servers. See '‘Add
Comodo Dome Firewall Virtual Appliance' for more details.

« Comodo Dome Data Protection (available for Enterprises only) - Data loss prevention solution. Enforce
policies to control data in use, in motion, and at rest. See '"Add Dome Data Protection' for more details.

«  Comodo Dome Antispam - Spam and threat prevention solution that uses an array of advanced
technologies to prevent junk mail from entering your network. Available only to 'C1 - Enterprise’ customers.
See 'Add Comodo Dome Antispam' for more details.

«  Comodo Dome Antispam - MSP (available for MSP customers only) - Antispam and threat prevention
solution that monitors email traffic on your customers' networks. See 'Add Comodo Dome Antispam -
MSP' for more details.

«  Dome Firewall Central Manager (available for Enterprises and MSP) - Firewall Central Manager lets you
manage several Dome Firewall virtual appliances on customer networks from a single console. See Add
Comodo Dome Firewall Central Manager.
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«  cWatch EDR - Endpoint Detection and Response. Unrivaled visibility into the activities of Windows
endpoints on your network. View security related incidents in a detailed timeline and receive instant alerts if
an attack occurs. See Add cWatch EDR.

«  Endpoint Manager- Manage and secure all endpoints and mobile devices that connect to your customers'
networks with a single management application. Endpoint Manager is offered as a core component with
Comodo One for customers that signed up to Comodo One version 3.0 or later. Customers that signed up
to Comodo One prior to version 3.0 can integrate Endpoint Manager to Comodo One from the 'App Store'
interface. See 'Adding / Upgrading IT and Security Manager' for more details.

8.1 Add Acronis Backup

Acronis solves business data protection challenges with an easy-to-manage service that backs up data from any
source and recovers to any destination or system. Acronis Backup data centers are situated in three different
locations (US, UK and Germany), allowing you to choose the data center closest to you.

+  Click 'Store" > scroll to the Acronis tile > Click 'Buy'

+  Alternatively, you can link this C1 account to another Comodo account that already has an Acronis
license. Use of the service will be shared by both accounts. Quotas and validity are bound to the
original license limits.

Please read the following sections to learn more:
« Purchase a new license
« Activate the license

Purchase a new license

New licenses for Acronis Cloud Backup can be purchased and activated from the 'Store' interface:
+  Click 'Store' on the menu bar

+  Click 'Buy' in the 'Acronis Cloud Backup' tile:

Acronis
Cloud Backup

Acronis Back-up Cloud is a comprehensive, yet simple, complete,
and cost-effective local and cloud backup and recovery solution
that equips service providers to solve thelr customer...

+  This will open the product purchase page:
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Login *

newstagingcl Syopmallcom

Password *

Login

Your login username will be pre-populated and cannot be changed.

+  Enter your Comodo One account password in the 'Password' field and click 'Login'

Buy New Subscription Acronis Back-up

ONE Account You do not have any existing licenses, Flease continue purchasing by dicking Buy New button.
Subseription
4, Customer Information
5. Payment Options

6. Order Sumimary

+  Click 'Buy New'

The next step is to select your subscription options:
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. Configure Subscription
. Login

Data Center Region for Backups *
2. Comodo ONE Account

. Configure Subscripticn United States )
4. Customer Information Select Your Usage Qption

. Payment Options

5. Order Summary Acronis Backup - Prepaid Options Acronis Backup - Postpaid Options

Amount of Acronis Cloud Usage

$216.00

Amount of Acronis Local Usage

100 GB -
$108.00

Select Period

1 manth 3 YEArs 5 VEArs

tora: $324.00

- Data Center Region for Backups - Choose the location of the data center on which you want to store your
backups

«  Select Your Usage Option - Choose a prepaid or post paid plan, your storage space requirement and
subscription period

+  Click 'Next'
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Customer Information
. Login

2. Comodo OME Account Company Mame
3. Configure Subscripticn frontfork

4. Customer Information

Company Website
. Payment Options

6. Order Summary

Street Address *

City *

State or Province

Billing Information
¥ The same as Contact Information

Terms and Conditions

I have read and agree the End User License/Service

Phone Number *

Street Address 2

Country *

+  Enter your company name, website and address details in the '‘Customer Information' page

+  Click the 'End User License/Service Agreement' link to read the terms & conditions

«  Select the checkbox below Terms and conditions' to agree to them

+  Click 'Next' to proceed to the payment page:

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved.

61



Comodo One - Administ Coreono

~

Buy New Subscription Acronis Back-up

Or “onfirmation
1. Login
2. Comodo OME Account
FRODUCT LICENSE PERIOD FULL PRICE
3. Configure Subscription
4. Customer Information Acronis 100GE Cloud 100GE Local Prepal 1 month 130.00

3. Payment Options
TOTAL 530.00

6. Order Summary

Payment Options

Credit Card Number v"s‘n c

= ; : -
Card Hodder Name Expiration Daze

¥ ¥ vy

when paying by credit card, the billing information should be exactly as it
appears on your credit card statement. For credit card verification, please
ensure that your first and last name are entered as they appear on your

card.

+  Your order will be submitted and subscription details displayed. You will receive a confirmation mail with the
order details and the license key.

«  Enter your card details then click 'Next' to proceed.
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Buy New Subscription Acronis Back-up

) CongratL lations! Your order is completed
. Login
2. Comodo ONE Account

Order #741840-13

3. Configure Subscription

4. Customer Information Comodo Security Solutions, Inc.
1255 Broad Street frontfork
5. Payment Options Clifton, N) 07013 Gandhi Road
United States Kanchipuram
6. Order Summary support.comodo.com IN

Subscription Details

PRODUCT NAME LICEMSE KEY
Acranis 100GE Cloud 100GE Local Prepaid b76ad72e-63d4-415f-bSed-b2d02d7687ec
INVOICE NUMBER 741840-18 SUBSCRIPTION ID ASECSBAZFC

Order Details

Order Mumber 74184013
Order Date 2018-10-04
Order Tota £30.00

Subscription Expires On 2018-11-04

Product Details
Number of Units

Unit Price £30.00

Prln{ m

«  For post-paid plans, you can enable auto-payments so you need not keep track of billing dates.

«  After the purchase is complete, Acronis Cloud Backup will appear in the 'Applications' interface. See the
description at the end of this section if you need more help to open the Acronis Backup interface.

Activate the license
+  You can activate licenses for your C1 account through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo One License Account Details for more details on this process.

To add Acronis Backup by activating an existing license
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«  Click 'Store' on the menu bar

«  Click 'Buy' on the 'Acronis Backup' tile

Acronis
Cloud Backup

Acronis Back-up Cloud is a comprehensive, yet simple, complete,
and cost-effective local and cloud backup and recovery solution
that equips service providers to solve their customer...

«  This will open the product purchase page:

Buy New Subscription Acronis Back-up

Login

. Login
2. Comodo ONE Account Login *

: N
> Bl 5 L) B ET herculespopular2Z@gmail.com

4. Customer Information

Password *
. Payment Options

6. Order Summary

Forgot Password
Login

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the
'Default' account. For more details, see Comodo One License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'

The 'Comodo Account' page will display Acronis licenses associated with the default account:
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Buy New Subscription Acronis Back-up

Subscriptions assigned to this Comodo One Account
i l-:-p_:ln =

Data Center Region for Backups*

2. Comodo OME Account

3. Configure Subscription Hrited States

4. Customer Information

) Select license you would like to activate.

5. Payment Options

D: a311e9fd-a288-4b4d-b031-111ce40003c9
Acronis 100GB Cloud 100GB Local Prepaid

6. Order Summany

Start Date; 10/04/2018

| v
ID: b7ead72e-63d4-415f-b9eD-b2do2d 768 7ec
Acronis 100GB Cloud 100GB Local Prepaid

start Date: 10/042018

Back Go to My Subscriptions |

- Data Center Region for Backups - Choose the location of the data center on which you want to store your
data

« Licenses - Select the license you wish to activate and click 'Go to My Subscriptions'

Buy New Subscription Acronis Back-up

Subscriptions assigned to this Comodo One Account
1. Login N

Data Center Region for Backups®*

2 Comodo OME Account

3. Configure Subscription United States

4. Customer Information

Select license you would like to activate.
5. Payment Options

0 a311e9fd-a288-4b4d-b031-11 12400039
Acronis 100GE Cloud 100GE Local Prepaid

Start Date: 10/04/2018

6. Order Summary

D b76ad72e-63d4-415f-b9el-b2d02d76B7ec
Acronis 100GE Cloud 100GE Local Prepaid Acthvation Complets @

Start Date: 10042018

The license will be activated and Acronis Backup will be added to your list of 'Applications'.
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To open the 'Acronis Backup' interface

+  Click 'Applications' on the menu bar then choose 'Acronis Backup'

OR

«  Click 'Applications' on the menu bar and choose 'All Applications' from the drop-down.

All licensed modules for your account will be displayed as tiles.

Acronis
Cloud Backup

Acronis Back-up Cloud is a comprehensive, yet
simple, complete, and cost-effective local and
cloud backup and recovery solution that equips
service provider...

+  Click 'Open Module' on the 'Acronis Cloud Backup' tile

The Acronis Cloud Backup interface will open on a new tab or in the current tab as configured in 'Settings' >
'‘Comodo One Application Launch'. See Configure application launch settings in Configure C1 Settings for more
details.

h Spokes and Wheels Q @ ®

@ OVERVIEW BACKUP {g’}

Cloud resources. Local backup  Data sources
@ @ B8 =]

£} ACME Corp © Acive e 0GB 0GB

6'2'& CLIENTS Name T Status 7-day history

€§3 USERS

[
Y-
SRR -
s c@

1]

0
G} Dithers Construction © Acive ] 0GB 0GB 0
]

o o o

£% Spokes and Wheels @ Adive e 0GB 0GB

REPORTS
@ AUDIT LOG
{§} SETTINGS

Acronis Data Cloud

For more details about how to use Acronis Cloud Backup, see the online admin guide at
http:/lwww.acronis.com/en-us/support/documentation/Acronis_Backup_Cloud/index.html
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8.2  Add Quote Manager

Quote Manager (QM) allows you to quickly cost, generate and send quotes to your customers.

«  Quotes can be forwarded to customers directly from the C1 interface. Customers can review, accept or
reject their quotes using the online viewer.

«  Feedback system lets your customers provide responses to your quotes
+  Built-in dashboard lets you easily keep track of the status of a quote.

«  Other features include custom quote templates, custom email templates, quote reminders, sales reports
and more.

To add Quote Manager to C1
+  Click 'Store" on the menu bar and locate the 'Quote Manager tile.
+  Click 'Quote Manager' to view the product description.
«  Click 'Free' to start the integration process.

The end user license agreement will appear:

Quote Manager

Quote Manager is a quoting module which
makes it easier and faster for M5P to generate
professional quotes and proposals. It allows yo...

Quote Manager Acceptance

| have read and agree the End End User License/Service Agreement .

Cancel

+  Read the EULA fully, select the check box and click 'OK'.

Quote Manager will be added to your C1 console. You will see the following confirmation message:
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Application activation is completed
successfully. Your portal will be ready
in a few minutes. Please check it
under 'Applications” menu later.

Once added, you can access '‘Quote Manager' from the 'Applications' interface.

«  Click 'Applications' > 'Quote Manager'

COMOOH

- P51 APPLICATIONS ~ MANAGEMENT ~
ONC = © =

Endpoint Manager
Patch Management
R
Device Management

Acronis Back-up Clowe ey

and cost-effective loc:

Endpoint Protection
that equips serv

Service Desk
Dame Shield

‘ Quote Manager )

all Applications

OR

+  Click 'Applications' on the menu bar then choose 'All Applications'

+  Click 'Open Module' in the ‘Comodo Quote Manager" tile:
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Quote Manager

Quote Manager is a quoting module which makes it easier and faster
for MSP to generate professional quotes and proposals. It allows you
to create, manage and send Quotes...

Open Module

The Quote Manager interface will open in a new tab or in the current tab as configured in 'Settings' > '‘Comodo One
Application Launch'. See Configure application launch settings in Configure C1 Settings for more details.

Quote Manager || <. 1. ceou A L remssrsemomaicon

=
] Home 0, SEARCH Mew Quate, no template - + NEW QUOTE

A

| | IS
|E| Templates
m -

For more details about how to use Quote Manager, see the online admin guide at https://help.comodo.com/topic-
289-1-778-10458-Introduction-to-Quote-Manager.html
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8.3 Add cWatch

«  cWatch is a next generation security information and event monitoring (SIEM) platform that allows MSPs to
provide strong, real-time protection to customer networks.

+ ltfeatures advanced event log monitoring, built-in reports, a powerful query system, auto-assignment of
incidents, customizable dashboards and real-time alerts.

+  The basic version of cWatch is free for thirty days. Account admins can upgrade to a full license from the
cWatch interface at any time.

+  You can add cWatch to your account by subscribing for a new trial license from the Comodo One
console.

+  Alternatively, you can add cWatch by linking to another Comodo Accounts Manager (CAM) or C1
account that already has a cWatch license. The service can then be used by both accounts.
Cumulative usage and validity are bound to the original license limitations.

Please read the following sections to learn more about:
+  Obtain a trial license
« Activate the license
Obtain a Trial License
+  Click 'Store' on the menu bar
All available applications will be displayed.
+  Click the cWatch tile to see product details and pricing

«  Click the 'Free' button to claim your 30 day free trial

C;B cWaltch

Cwatch is a managed Breach Prevention and
Compliance solution that leverages a modular
Sequrity asa service platform to monitor th...

Free

This will open the product purchase page. No payment details will be required to set up the free trial.
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Buy New Subscription cWatch

1. Login
HE ACcount Login *
newstagingcl @yopmail.com
Password *
5 Order Confirmation

B Order Swmenary

+  Enter your Comodo One account password and click 'Login'.
Buy New Subscription cWatch
) Subscriptions assigned to this Comodo One Account
1. Login
Z Comodo ONE Account You do not have any existing licenses. Please continue purchasing by clicking Buy New button.
3. Configure Subscription
4. Customer Information
5. Order Confirmation
£ Order Sumanary
Back Buy Mew
+  Click 'Buy New'
Buy Mew Subscription cWatch
Configure Subscription
J I

lgure Subscription [

omer Information
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+  Click 'Select' in the 'Configure Subscription' page

Buy New Subscription cWatch

Customer Information

Company Name

newcimsp

4. Custarmer Information

Company Websire Phaone Number *
5. Payment Options

0447 3951075

&, Drder Confirmation a o
7. Qrder Summary ctreet address Street Address 2 *

City * Country *

State or Province Postal Code *

Billing Informartion
<" The same as Contact Information

Terms and Conditions
o | hawve read and agree the End User LicensefService Agresment.

Fark m

+  Enter your company name, website and address details in the '‘Customer Information' page
+  Click the 'End User License/Service Agreement' link to read the terms & conditions

«  Select the checkbox below Terms and conditions' to agree to them

+  Click 'Next'.

The 'Order Confirmation' page will appear:

Buy New Subscription cWatch

Drder Confirmatio
FRODUCT LICEMNCE PERIOD FULL FPRICE
A4, Customer Information cWatch Starter For Comodo One FREE 30 days (500 movday log wolume) 30 days £0.00
5. Paymient Ophons
TOTAL £0.00

& Order Confirmation

7. Drder Sumrmary
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+  Click 'Next' to confirm your order.

The 'Order Summary' page will be displayed.

Buy Mew Subscription cWatch

Congratulations! Your order is completed.
1. Login

o OME ACcount
Order #739022-6

igure Subscription

4. Customer Infarmation Comodo Security Solutions, Inc.

1255 Broad Street newwc 1 msp
Cliften, M 07013 Streel 1 Street 2
£ Order Con 1CHT United States N chennal

7. Order Sumemary

Subscription Details

PRODUCT MAME LICENSE KEY
cWeatch Starter For Comodo One FREE 30 days (500 mbiday...  caS020ed-393edarc-a3f2-3 a1 4fcd 2027
INVDICE NUMBER 73902216 SUBSCRIFTION 1D BABEDGDATF

Order Details

Order Mumbar 739023-5
Order Date 20182-03-01
Order Total 50,00
Subesrription Expires Or 21803-31

Product Details
Mumber of Units

uinit Price 0000

+  Click 'Finish'
+ Your order will be completed and the subscription details will be displayed. You will also receive a mail with
the order details and the license key.

«  After the purchase is complete, cWatch will appear in the 'Applications' interface. See the description at
the end of this section if you need more help to open the cWatch interface.

Activate the license
+  You can activate licenses for your C1 account through the 'Store' interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo License Account Details for more details on this process..

To add cWatch by activating an existing license
«  Click 'Store' on the menu bar
«  Click 'Free' on the cWatch tile.
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C:b cWaltch

Cwatch is a managed Breach Prevention and
Compliance solution that leverages a modular
Sequrity asa service platform to monitor th...

Free

+  This will open the product purchase page:

Buy New Subscription cWatch

o OME Account Login *
3. Configure Subscription greatowl@yopmail.com
¥ il

4. Customer Information
Password *
5. Payrment Oplions

G, Orcher Condirmation

7. Order Summary ot Passworg

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the
'Default' account. For more details, see Comodo One License Account Details.
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The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'

The Comodo One Account page will display cWatch licenses associated with the default account:

Subscriptions assigned to this Comodo One Account
. Login :

2. Comodo ONE Account Select license you would like to activate.
3. Configure Subscription
HHEHE SR ID: 723f190b-fedd-4681-a14b-c2e1825b50c2

4. Customer Information cWatch Starter For Itarian FREE 30 days (500 mb/day log volume)
Start Date: 10/04/2018

5. Order Confirmation

5. Order Summary

Back

+  Select the license you wish to activate and click 'Go to my Subscriptions'

Subscriptions assigned to this Comodo One Account

ID: 723f190b-fcdd-4681-a14b-c2e1e25b50c2

IN-USE cWatch Starter For Itarian FREE 30 days (500 mb/day Activation Complete @

log volume)
Start Date: 10/04/2018

The license will be activated and cWatch will be added to your list of licensed 'Applications'.
To open the ‘cWatch' interface

«  Click 'Applications' on the menu bar then choose 'CWatch' from the drop-down
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ONC = Bz APPLICATIONS ~ g3 MAMAGEMENT -

Endpoint Manager
Comodo One » Store P E

Patch Management
Store RMM
Device Management
Procedures
Endpaint Protection
Service Desk
Dome Shield
Acronls Back-up {'Int_
and cost-effective loci
that equips servl Quote Manager

All Applications

OR
+  Click 'Applications' on the menu bar then choose 'All Applications'
All licensed modules for your account will be displayed.
+  Click 'Open Module' on the 'cWatch' tile

CQ) cWaltch

CWatch is a managed Breach Prevention and Compliance solution
that leverages a modular Security asa Service platform to monitor
the data from various sensors spread acro...

Open Module

The cWatch interface will open in a new tab or in the current tab as configured in 'Settings' > 'Comodo One
Application Launch'. See Configure application launch settings in Configure C1 Settings for more details.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 76



cCOMODO

Creating Trust Online®

m Welcome, ‘ {:
E] Dashbeard » Sitwatignal Awareness =
Custamars (%] Log Collection  Security Dvents  Incidents @ Lestidhours v

all

Logs per Minute Logs per Collector
Humier of Open Incidents 0 . . .

chennaimsp
Mumiber of Open Incdents: 0

For more details about how to use cWatch, see the online guide at https://help.comodo.com/topic-285-1-833-
10528-Introduction-to-Comodo-cWatch-Network.html

8.4 Add / Upgrade Endpoint Manager

Endpoint Manager is the single pane of glass that allows you to protect and manage mobile devices and endpoints
across your entire network.

«  The basic version of Endpoint Manager is integrated with your C1 account
+ You can upgrade your license to 'Premium' or 'Managed' version in two ways:

+ By purchasing a new license from the Comodo One console.

+ By linking to another Comodo Accounts Manager (CAM) or Comodo One account that already has
an Endpoint Manager license. The service can then be shared by both accounts. The cumulative
usage and validity are bound to the original license limitations.

Please read the following sections to learn more about:
+  Purchase a new license
« Activate the license
To upgrade Endpoint Manager to a higher version by purchasing a new license
+  Click 'Applications' on the menu bar then choose 'Endpoint Manager' from the drop-down.
OR

«  Click 'Applications' on the menu bar then choose "All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles:

+  Click 'Open Module' on the 'Endpoint Manager tile.
The Endpoint Manager interface will open:

+  Click 'License Options' at the top

The 'Endpoint Manager License Options' screen will appear.
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COMOD0

ONC = 233 APPLICATIONS ~ 3 MANAGEMENT -

Endpoint Manager = Welcome

Endpoint Manager License Options

— Advanced Endpoint Protection {AEP) JE\"iC es
T-tayer Advanced Endpoint Protection with Defaull Deny
security posture
hps Y enlerprise T COMY BdVancs )0 daya v w &r
incl:gin_:g World's best Contalnment technalogy
{;-ul'.uu|u|1tr:|:'ll?lt?.||:;'glilli-: ;f_'rl‘l-l;cl‘eul‘ijh.':iili! 30 days v v
WEIGHE - ril= intelligence service o o
(manual analysis by human experis) 30 dawys
Patch management v v v
ERISHRE - ~roactive manitaring o w v
PRSI - 1=ndalone mstruction scripts v b v
ERGIREERES - Formote Desktop connestion W W w
FUIINEEM | 14obile Device Managament) L LS o
M (Maobile Application Managemest) W " w'
FEIRESE (10bile Security Management) o u" w
EREDIREEE (pring Your Own Device support) L e o
Commanity support v v v
24/7 professional suppart 4 v v
Managed Security x x v
One Premium / Managed license covers one device with enabled securfty

«  Compare the features and click 'Upgrade Now' button for your preferred version.

This will open the product purchase page in your C1 account:

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 78



CcCOMODO

Creating Trust Online®

Login *

newstagingci @yopmail.com

Password *

Fargot Pa
Your login username will be pre-populated and cannot be changed.
+  Enter your Comodo One account password and click 'Login'
Buy Mew Subscription Endpoint Manager
Subscriptions assigned to this Comoda One Account

1. Login

2. Comsdo ONE Account

omer Information

¥ou do not hawe any avallable license to activate. Please continue purchasing oy clicking "BUY NEW' button.

Di boaTlaze- 0901 -41ed-Sc2e-326Lcdbatela

m Advanced Endpoint Protection Basic Edition For Comodo OME Unlimited

Start Date: 10232018

e m

The license details of the basic version will appear.
+  Click 'Buy New'.

The next step is to configure your subscription package.
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Configure Subscription

= FEndpeoint Manager Premium Edition

3. Configure Subscription Endpoint Manager Managed Edition COMBANE Licanss Dptions
prions
6, Order Summary Amount of Users 1 Users
10 ] 1004 24
$39.00 33510 £33.15 $31.20
per user per user PEr USEr PET User
Select Period
1 manth 3 manths & manths 2 years 3 years

$39.00 per 1 user for 1 year = $35.00

$39.00

+  Click 'Compare License Options' to view the feature differences for 'Premium' and 'Managed' versions.
+  Select the Endpoint Manager version and select the number of user licenses you require.

«  The per-user rate depends on the number of users.

«  Each license covers one mobile device or one Windows / Mac / Linux endpoint for a single user.
Additional licenses are required for each device for a user.

+  Select the license period. The minimum license period is one month.

«  Click 'Next' to continue to the customer information form:

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 80



CcCOMODO

Creating Trust Online®

Luslomer inrormalior

N L.:.gln
2, Comodo OME Account Company Mame
scription
=criptic chennaimsp
4. Customer Information
Company Website Phone Number *
. Paynrent Options
4422591 025
itreet Address * Street Address 2
City * Country *
State or Provinge Postal Code *

Billing Infarmation
1 The same as Contact information

Terms and Conditions
o | have read and agree the End User License/Service Agresmer

HE'Ck

«  Enter your company name, website and address details in the 'Customer Information' page
«  Click the 'End User License/Service Agreement' link to read the terms & conditions
+  Select the checkbox below Terms and conditions' to agree to them

+  Click 'Next' to move to order confirmation and payment page:
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Coniirmation
OME Account
PRODUCT LICEMSE PERIOD USER QUANTITY FULL PRICE

figure Subsoriplson

tomser Information Advanced Endpoint Protectson Premium Editioe {159 1 Year 1 £ 3000
ient Cyptions
TOTAL 539,00
Payme ti

Credit Card Nurmnber VISA e
-
Card Helder Name Expiranon Dace -

‘When paying by credit card, the billing information should be exactly as it appears on your
credit card statement. For credit card verification, please ensure that your first and last name
are entered as they appear on your card.

«  Enter your payment card details then click 'Next' to complete the order:
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Buy New Subscription Endpoint Manager

Congratulations! Your order is completed.
1. Lagin

2 Comodo ONE Account
Order #752959-6

3. Configure Subsoription

4. Customer Information Comodo Security Solutions, Inc.

1255 Broad Street chennaimsp
5. Payment Oplions Cliftan, M) 07013 9th Main Road 9th Main Road
United States Chennai
6. Order Summarny suppart.romodn. com N

Subscription Details

FRODUCT NAME LICEMNSE KEY
Advanced Fridpaint Protection Bremium Edition [1-684)] abb1 4404.58 74 40er-bhE7 - 937 Sacd8cc 440
INVOICE NUMBER 752055-16 SUBSCRIPTION D ES2626C7FD

Order Details

Order Numbsear F52959-6

Order Date 2018-10-25
Order Tota £30.00
Subscripbion Experes On 2 -10-26

Product Details
Murmber af Users

User Price $39.00

r-lI”: m

+  Click 'Finish' to complete the purchase process.

The license will be added to your account and can be viewed in the Endpoint Manager interface. To view the details,
open Endpoint Manager > 'Settings' > 'Subscriptions' > 'List of Licenses' tab.
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Endpoint Manager = Subscrptions ¢ List of Licensas 2 O S L egoit (newelagings | @yopmailoom)
DASHIOMRE
CENGE SUTIEy Liat ol Licensey
DEVICES
USERE El.ﬂ.ddﬂcwllmn ﬁ- Hemaove License
CONFIGURATION TEMPLATES LICENSE TYPE LICENSE KEY AETIVE PREMIUM CWNER EXPIRATIGN DATE
APPLICATION STORE
EM # Valkyrin saitato09n] Alos Yeos Mo neWSTagnge Sy PN 10/T4 D4:20°57 AM
AFPLICATICHNS
I EM + Valkyrie abnlasda-L878-a0ec Yes Yes newslagroc @yop. 2MN0r26 04.29:55 AM I

SECURITY SUB-SYSTEMS

_ FEsulls per page 0 -

System Templabes
Postal Sat-Up

Subacriptions

Support

Cisplaying 1-2 of I resufis

To upgrade Endpoint Manager to a higher version by activating the license

You can also activate licenses in linked accounts. To do this, you must first have linked an account and set it as
default. See Comodo One License Account Details for more details on this process.

+  Click the 'Applications' on the menu bar then choose 'Endpoint Manager' from the drop-down.
OR
+  Click 'Applications' on the menu bar and choose 'All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles:
+  Click 'Open Module' on the 'Endpoint Manager' tile

«+  Click 'License Options' at the top (Note - If 'License Options' button is not available, go to 'Management' >
‘Applications' > 'Endpoint Manager' > 'Subscriptions' then click 'Add New Subscription' to open the product
purchase page)

The 'License Options' screen will appear:
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COMOD0

ONC = 233 APPLICATIONS ~ 3 MANAGEMENT -

Endpoint Manager = Welcome

Endpoint Manager License Options

— Advanced Endpoint Protection {AEP) JE\"iC es
T-tayer Advanced Endpoint Protection with Defaull Deny
security posture
s e erprise T iy )y w w =
|n|:||_Em4 World's best Containment technology
{;-ul'.uu|u|1tr:|:'ll?lt?.||:;'glilli-: ;f_'rl‘l-l;cl‘eul‘ijh.':iili! 30 days v v
WEIGHE - ril= intelligence service o o
(manual analysis by human experis) 30 dawys
Patch management v v v
ERISHRE - ~roactive manitaring o w v
PRSI - 1=ndalone mstruction scripts v b v
ERGIREERES - Formote Desktop connestion W W w
FUIINEEM | 14obile Device Managament) L LS o
M (Maobile Application Managemest) W " w'
FEIRESE (10bile Security Management) o u" w
EREDIREEE (pring Your Own Device support) L e o
Commanity support v v v
24/7 professional suppart 4 v v
Managed Security x x v
One Premium / Managed license covers one device with enabled securfty

«  Click the 'Upgrade Now' button for the version available for the license.

This will open the product purchase page in your C1 account:
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Login *

newstagingcl @yopmail.com

Password *

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the
‘Default' account. For more details, see Comodo License Account Details.

The username for the default account will be pre-populated.
- Enter the password for the default account and click 'Login'

The Comodo One Account page will display Endpoint Manager licenses associated with the default account:

Buy New Subscription Endpoint Manager

Subscriptions assigned to this Comodo One Account

2. Comoda ONE Account Select license you would like to activate

2. Confipure Subsoription
. P 10 B9055f3f-afia-dbaa-aB2c.0adc1 8772276
Customer Information Advanced Endpaint Protection Managed Editlon (101-500) 104
Start Date; Wriaime

5. Payment Options

. Order Summary b
-acB07da-c His-d0eb-Obe3-Re Ti3abcdead
3-Cila-S0eb-YbI-5e FlSalcdees

Advanced Endpeint Protection Managed Edition (1-100) 1

start Date: 1025001

0 abbi 44d4.5874-20ec-bhB7-9375ac490056

m advanced Endpoint Protection Premium Edition (1-99)1

Start Dare: 107252018

D 59a7fa2e-09b1-41e4-9c2e-326ccababefa

#Aduanced Endpoint Protection Basic Edition For Comodo ONE Unlimited

Start Date: 10/23/2018

- O —

+  Select the license you wish to activate and click 'Go to My Subscriptions' / 'Activate Selected'

The Endpoint Manager license will be upgraded and activated.
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ID: 89055f3f-afba-4baa-a82c-0adc1877e276
Advanced Endpoint Protection Managed Edition (101-500) 101 Activation Complets @
start Date: 10/25/2018

The license will be added to your account and can be viewed in the Endpoint Manager interface. To view the details,
open Endpoint Manager > 'Settings' > 'Subscriptions' > 'List of Licenses' tab.

Endpoint Manager Subrssiptions ¢ List of Licenses | ® & Logout (newstagings] @yopmail.com)
DASHEDARD
Licomnoe Sumr |:'_.'
DEVICES
USERS B nsomewvicense T Femone Licenseis
B [IARILATER LICENSE TYPE LIGENSE KEY ACTIVE FREMILM OMNER EXPIRATION DATE
APBLICATION STORE
(- ] kol ES05STH Yo ¥ n B 0 1 05:20:59 Ak ]
APPLICATIONS
EM + Valiyris SELV44C4-S8T4400C..  Yas Yoz newstagingeTErop 2019/ 10776 04:29:59 AM

SECURITY SUB-SYSTEMS

Systemn Templales

Porlal SelUp

Support

For more details about how to use Endpoint Manager, see the online guide at https://help.comodo.com/topic-399-
1-786-10078-Introduction-to-Endpoint-Manager.html

8.5  Add Comodo Dome Secure Web Gateway

Comodo Dome Secure Gateway is a real-time web security solution which provides protection against internet
threats for your customers. The product includes URL filtering, malware protection, Valkyrie real-time file verdicting
and portable containment.

+  The basic version of Comodo Dome Secure Web Gateway (SWG) is free for thirty days and can be added
to your account at any time.

+  You can upgrade to the full product by purchasing a new license from the C1 console.

+  Once you have a Dome SWG license, you can expand the product with Dome Premium add-on modules.
Available modules are 'Dome Data Protection' and 'Dome Antispam'.

+  Alternatively, you can add Dome SWG by linking this account to another Comodo account that already has
a license.

Please see the following sections to learn more:
+  Purchase a new license
+ Activate the license

Purchase a New License

New licenses for Comodo Dome SWG can be purchased and activated from the 'Store' interface:
«  Click 'Store' on the menu bar

All available applications will be displayed.
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N
COMODO DOME

Secue Wild Galeawry

Comodo Dome is a revolutionary Cloud
Delivered Secure Web Platform that is delivered
as a Security as a-Service (5aas) solution that...

30 Days Free Trial

+  Click 'Buy' or '30 Days Free Trial' depending on the version of Comodo Dome SWG you wish to add to
Comodo One.

You will be taken to the respective subscription page. The example shown below is for the basic version.

Buy New Subscription Dome Secure Web Gateway

Login *

newstagingc@yopma) l.oom

Password *

Your login username will be pre-populated and cannot be changed.
«  Enter your Comodo One account password in the 'Password' field and click 'Login'

+ If you opted for a paid version, click the 'Buy New' button in the ‘Comodo One Account' page then select a
subscription package in the 'Configure Subscription' page . Click 'Next' to provide your customer
information.

+ If you opted for the basic version then, after logging-in, the process will jump straight to customer
information screen.
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Z. Compdo ONE Account Company Mams
3. Configure Subscription

chennalmsp

4, Customer Infermation

Company Wehsite Phane Mumber *
er Confirmation
1472551025
wder Summary 0442355102
street Address Streat Address 2
Clty * Country *
State or Province Postal Code *

Billing Infarmation
Jf| The same as Contact Information

Terms and Conditions
| have read and agree the End Uiser LiCense/Se ARreemenl,

+  Enter your company name, website and address details in the '‘Customer Information' page

+  Click the 'End User License/Service Agreement' link to read the terms & conditions

«  Select the checkbox below Terms and conditions' to agree to them

+  Click 'Next'

+ If you opted for a paid version, you will be taken to the 'Order Confirmation and Payment' page.

«  Review your order, enter your card details then click 'Next' to proceed to order completion.
«  If you opted for the basic version then, the order confirmation page will appear.
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Buy Mew Subscription Dome Secure Web Gateway

Crder Confirmation
1. Login
2. Comodo ONE acocount
PRODUCT LICENSE PERIOD FULL PRICE
Diome SWHE # MSE (FREE, Unlimeted] 1 manths £0.00

5. Order Confirmation
TOTAL 50.00

. Order Summary

+  Review your order and click 'Next'

+ Your order will be submitted and subscription details displayed. You will receive a confirmation mail with the
order details and the license key.
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Congratulations! Your order is completed

Order #752959-10

4. Customer Information Comodo Security Solutions, Inc.
1255 Broad Street chennaimsp
3. Orger Confirmation Clifton, N) 07012 Sth Main Road 9th Main Road
United States Chennai
6, Order Summary oport . O N

Subscription Details

PRODUCT NAME LICENSE KEY
Diome SWiG ¢ MSP [FREE, Unlimited) D10ccd 31-5013-4953-a71 2-bafafdafT1e5
INVOICE NUMBER 752055110 SUBSCRIFTION ID Dass15809

Order Details

Order Mumber 75295910
Order Date 2018-10-25
Order Tota $0.00

Subscription Expiras On 2018-11-26

Product Details
Mumber of Usess Unlimited

User Price .00

+  Click 'Print' to take a print of the order summary.
«  Click 'Finish' to complete the purchase process.

After the purchase is complete, Comodo Dome Shield will appear in the 'Applications' interface. See the description
at the end of this section if you need more help to open the Comodo Dome Shield interface.

Activate the License
+ You can activate licenses for your C1 products through the 'Store’ interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo One License Account Details for more details on this process.

To add Dome Secure Web Gateway by activating an existing license
+  Click 'Store' on the menu bar
All available applications will be displayed.
+  Click 'Buy' or '30 Days Free Trial' in the 'Dome Secure Web Gateway' tile
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N
COMODO DOME

Secue Wild Galeawry

Comodo Dome is a revolutionary Cloud
Delivered Secure Web Platform that is delivered
as a Security as a-Service (5aas) solution that...

30 Days Free Trial

You will be taken to the subscription page.

Buy New Subscription Dome Secure Web Gateway

1. Login
2, Comodo ONE Account Login *

3, Configure Subscription v
ol e P newstagingcTi@yopmail,oem
L tomer Information

Password *
irmation

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the
'Default’ account. For more details, see Comodo One License Account Details.

The username for the default account will be pre-populated.
«  Enter the password for the default account and click 'Login’

The Comodo Account page will display Dome SWG licenses associated with the default account:
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Buy New Subscription Dome Secure Web Gateway

1. Login Subscriptions assigned to this Comodo One Account

2. Comodo ONE Account Select license you would like t Livate

3. {'runFing Subscription

ID: 4c77da24-f605-dc0e-9d5a-2bd3fS7Bb7E7
Dome SWG 7 M5P (1 Node, 1-99 Users)
Start Date: 10/05/2018

4, Customer Information

5. Payment Options

6. Order Sum mary

ID:; Babc2o62-adc2-Ac8f-bdd3-bo0d 1 acBb 311
Dome SWG F MSP (FREE, Unlimited)
Start Date: 10/05/2018

+  Select the license you wish to activate and click 'Go to My Subscriptions'

Select license you would like to activate.

ID: 4c77da24-f605-4c9e-9d5a-2bd3f578b787

IN-USE Dome SWG / M5SP (1 Node, 1-99 Users) Activation Complete @

Start Date: 10/05/2018

The license will be activated and Comodo Dome SWG will be added to your list of 'Applications'.

To open the ‘Comodo Dome SWG' interface

+  Click 'Applications' on the menu bar then choose 'Dome Secure Web Gateway'
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ONC =3 :i1 APPLICATIONS ~ 3 MANAGEMENT ~ E§ |

g e il 2 i Endpoint Manager

Patch Management

Customer: &l RMM

Device Management

Help Actions
Procedures

Endpoint Protection

E Service Desk

Dome Shield

Help Guides

cWatch

‘ Dome Secure Web Gateway
% Quote Manager
All Applications

Contact Information

OR

+  Click 'Applications' on the menu bar and choose 'All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles.

+  Click 'Open Module' on the '‘Comodo Dome Secure Web Gateway' tile

P
COMODO DOME

Secwre Web Gateaway

Comodo Dome is a revolutionary Cloud
Celivered Secure Web Platform that is delivered
as a Security as a-Service (Saas) solution that...

«  The 'Dome Secure Web Gateway' interface will open in a new tab, or the current tab if configured in
'Settings' > 'Comodo One Application Launch'. See Configure application launch settings in Configure
C1 Settings for more details.

For more help to use Comodo Dome Secure Web Gateway, see https://help.comodo.com/topic-436-1-842-10771-
Introduction-to-Comodo-Dome-Secure-Web-Gateway.html.
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8.6 Add Customer Relationship Management

The Customer Relationship Management (CRM) tool helps businesses save time and grow productivity by
implementing processes to generate, nurture and close customer leads.

To add CRM to C1
+  Click 'Store' on the menu bar and locate the 'CRM' tile.
+  Click '"CRM' to view the product description.
«  Click 'Free' to start the integration process.

The End User License Agreement will appear:

CRM

Customer Relationship Manager Tool (CRM) is a
powerful tool designed to manage all lead and
contacts by campaigns and opportunities...

Customer Relationship Management Acceptance

1 I'have read and agree the End End User License/Service Agreement .

Cancel

« Read the EULA fully and select the check box to agree, then click 'OK'".

CRM will be added to your account. You will see the following confirmation message:
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Application activation is completed
successfully, Your portal will be ready
in a few minutes, Please check it
under 'Applications’ menu later.

Open the CRM
«  Click 'Applications' > 'CRM' on the menu bar:

COMODD

ONC = PiL APPLICATIONS ~ '3 MANAGEMENT ~ Bj R

Comodo One > Skore Endpoint Manager

Patch Management
St‘D re RAIM
Device Management
Procedures
Endpoint Protection
service Desk
Dome Shield

Acronis Back-up
and cost-effective

that equips servi  cwatch

Dome Secure Web Gateway
Quate Manager

All applications

OR
+  Click 'Applications' on the menu bar then select 'All Applications' from the list.
+  Click 'Open Module' on the 'CRM' tile

«  The CRM interface will open in a new tab or the current tab as configured in 'Settings' > 'Comodo One

Application Launch'. See Configure application launch settings in Configure C1 Settings for more
details.
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A  Calendar Leads Customers Contacts Opportunities Products Al s 0O {3 frontfork
‘ RM All Records = | Type keyword and press enter n Advanced +

Customer List <€ | Actions + Add Customer ¥ All Customers v 103 S € | B >

C D E ? G H ! J K L M N o] P Q R 5] T U A w X z

Dashboard A B

» Recently Modified
Customer Name Billing City Website Primary Phone Assigned To

Search

Fork Springs Regicnal Transports Administrator
Saddle and Pedals Administrator

frontfork Administrator

For help to use the CRM, see the online guide at https://help.comodo.com/topic-452-1-952-13231-Introduction-
to-CRM.html

8.7 Add Comodo Dome Data Protection

Dome Data Protection is a powerful solution that lets you monitor and control the movement of confidential
information in your network.

+  Dome Data Protection is available only for C1 Enterprise customers.

«  Dome Data Protection and Dome Antispam are premium add-ons for '‘Comodo Dome Secure Web
Gateway'. These add-ons can only be added to your account if you have Secure Web Gateway.

+  The basic version of Comodo Dome Data Protection is free for thirty days and can be added to your
account at any time.

+  You can upgrade to the full product by purchasing a new license from the Comodo One console.

+  Alternatively, you can add Dome Data Protection by linking another Comodo Accounts Manager (CAM)
or Comodo One account that already has a Dome Data Protection license. The service can then be
used by both accounts. Cumulative usage and validity are bound to the original license limitations.

The following sections explain how to purchase and activate a license:
«  Purchasing a new license
+ Activating the license

Purchase a new license
+  Click 'Store' on the menu bar

- Locate the 'Dome Data Protection' tile
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s
COMODO DOME
DATA PROTECTION

Cloud Based Data Protection Module of Comodo Dome,
a Cloud Delivered Secure Web Flatform delivered as a
Security as a Service (5aas) cloud infrastructure.
Comodo Dome Data Protection is a cloud ...

30 Days Free Trial Buy

+  Click 'Buy' or '30 Day Free Trial' depending on the version you require.
You will be taken to the respective subscription page. The example shown below is for the trial version.

«  This will open the product purchase page:

Buy New Subscription C-Dome Data Protection

Login
. Login &

2. Comodo OMNE Account Login *

e TR herculespopular24@gmail.com

1. Customer Information

Password *
. Order Confirmation

6. Order Summary

Forgot Password

. Information

Your login username is pre-populated and cannot be changed.
+  Enter your Comodo One account password and click 'Login'

«  If you choose the paid version, click the 'Buy New' button in the '‘Comodo One Account' page then select a
subscription package. Click 'Next' to provide your customer information.

« Ifyou chose the trial version then you'll go straight to the customer information screen after login.
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. Login
. Comodo ONE Account
rure Subscription
4. Customer Information
. Order Confirmation
6. Order Summary

7. Information

Customer Information

Company Name

saddieandpedals

Company Website

saddleandpedals.com

Street Address *

| Gandhi Road

City *

I Kanchipurarm

State or Province

-

Billing Information
» The same as Contact Information

Terms and Conditions
o | have read and agree the End Liser License

CcCOMODO

Creating Trust Online®

Fhone Number *

9876543210

Street Address 2

Country *

India -

Postal Code *

631501

ervice Agreement,

Back Mext
«  Customer Information - Enter your company name, website and address details
«  Agree to the terms and conditions and click 'Next'
- Paid version — you will be taken to the 'Order Confirmation and Payment' page.
«  Review your order, enter your card details then click 'Next' to proceed.
«  Trial version — you will be taken to the the order confirmation page:
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. Login
2. Comado OME Account
3. Configure Subscription
4, Customer Information

5. Order Confirmation

6. Order Summary

7. Information

Order Confirmation

PRODUCT

Dome Data Loss Prevention Cloud (Trial : 600 users)

+  Review your order. Click 'Back' if you want to make changes.

+  Click 'Next' to submit your order.

CcCOMODO

Creating Trust Online®

LICENSE PERIOD FULL PRICE
30 days $0.00

TOTAL $0.00

+  You will see the following summary page after your order has been processed:
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Buy New Subscription C-Dome Data Protection

Losin Q Congratulations! Your order is completed.
. LOogin

2. Comodo ONE Account
Order #741826-5

3. Configure Subscription

4. Customer Information Comodo Security Solutions, Inc.
1255 Broad Street saddleandpedals
5. Order Confirmation Clifton, Nj 07013 Gandhi Road
United States Kanchipuram
. Order Summary support.comodo.com IN

7. Informaticn

Subscription Details

PRODUCT NAME LICEMSE KEY

Dome Data Loss Prevention Cloud (Trial : 600

et 31e40f54-093d-42e2-bb9d-051623cadb4f
users)

INVOICE NUMBER T41828-15 SUBSCRIPTION ID 967EF7ATE2

Order Details

Order Mumber 741826-5
Order Date 2018-10-05
QOrder Total £0.00
Subscription Expires On 2013-11-04

Product Details

Number of Units 600

Unit Price $0.00

+  You will also receive an email confirmation which contains your license key.

«  Click 'Next' on the order confirmation screen.
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) Instructions
1. Login
2. Comodo ONE Account You've successfully purchased subscription shown below:
3. Configure Subscription Dome Data Protection

Comodo Dome Support Team is currently in progress of provisioning your Dome Data
Protection Instance.

4. Customer Information

5. Order Confirmation

e e This operation may take at least 2 business days to finalize.

6. Order Summary Once provisioning is complete, you will receive your Dome Data Protection Service URL
from Comodo Dome Support Team via an e-mail. Please put that URL into the popup that
appears once you click Dome Data Protection Module under Licensed Applications.

. Information

For guestions and assistance please contact:

domesupportEcomodo.com

Thank you being part of the community

The Comodo One Team

«  We will send you an email with the URL of your instance after our support team has finished setting it up.
+  You need to enter this URL when you first login to the application.

Activate the license

«  Click 'Store' on the menu bar

+  Click 'Buy' on the 'Dome Data Protection' tile:

—
COMODO DOME
DATA PROTECTION

Cloud Based Data Protection Module of Comodo Dome,
a Cloud Delivered Secure Web Flatform delivered as a
Security as a Service (5aas) cloud infrastructure.
Comodo Dome Data Protection is a cloud ...

30 Days Free Trial Buy

+  Enter the password for the account and click 'Login'
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Buy New Subscription C-Dome Data Protection

Login

. Login

2. Comodo ONE Account Login *

. Configure Subscription

herculespopular24@gmail.com

4. Customer Information

Password *
. Order Confirmation

6. Order Summary

Forgot Password

. Information

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the
'Default’ account. For more details, see Comodo One License Account Details.

«  The next page shows licenses associated with the account:

Buy New Subscription C-Dome Data Protection

: Subscriptions assigned to this Comodo One Account
1. Login

2. Comodo ONE Account Select license you would like {o activate

3. Configure Subscription i o B
D 31e40f54-093d-42682-bb9d-051623cadedf

Dome Data Loss Prevention Cloud (Trial : 600 users)
Start Date: 107052018

4. Customer Information

-

1. Payment Options

6. Order Summary

7. Information

+  Select the license you wish to activate and click 'Go to My Subscriptions'
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ID: 31e40f54-093d-42e2-bb9d-051623cadeaf

IN-USE Dome Data Loss Prevention Cloud (Trial : 600 Activation Complets @

users)
Start Date: 10/05/2018

The license will be activated and Comodo Dome Data Protection will be added to your list of applications.

+  Click 'Instructions' to view information about the Dome Data Protection service URL configuration by
Comodo. The URL information will be sent to your email within two business working days.

Buy New Subscription C-Dome Data Protection

. Instructions
1. Login
2. Comodo ONE Account You've successfully purchased subscription shown below:
3. Configure Subscription Dome Data Protection

Comodo Dome Support Team is currently in progress of provisioning your Dome Data
Protection Instance.

4. Customer Information

5. Order Confirmatio

It This cperation may take at least 2 business days to finalize.

6. Order Summary Once provisioning is complete, you will receive your Dome Data Protection Service URL
from Comodo Dome Support Team via an e-mail. Please put that URL into the popup that
appears once you click Dome Data Protection Module under Licensed Applications.

7. Information

For questions and assistance please contact:

domesupport@comodo.com

Thank you being part of the community

The Comodo One Team

«  Click 'Finish' to complete the purchase process.

To open Dome Data Protection interface

Note: You should have configured the Dome Data Protection URL details during your first login or through the
Settings tab under 'Management' > 'Applications'. The details will be available in the 'Information’ section at the
end of the sign up process. The service URL will also be emailed to you when ready.

Also you need to contact domesupport@comodo.com with the public IP address of your location to enable user
interface access and to configure web and endpoint policy settings.

«  Click 'Applications' on the menu bar then choose 'Dome Data Protection' from the list.
OR
+  Click 'Applications' on the menu bar then click 'All Applications' from the list.
All licensed modules for your account will be displayed.
+  Click 'Open Module' on the '‘Comodo Dome Data Protection' tile
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The Dome Data Protection interface will open. If you have not configured the URL in the Settings tab under
'Management' > 'Applications' then the 'Application Settings' dialog will be displayed.

Application Settings

Please insert your Dome Service URL
provided. Edit option is also available
from "Application Settings" under
Applications Management. Click to go
to menu.

Dome Service URL *

Cancel

+  Enter the service URL that was sent to your email and click 'Save'.

For more details about how to use Comodo Dome Data Protection, see the online guide at
https://help.comodo.com/topic-283-1-596-7050-Introduction-to-Comodo-Dome-Data-Protection.html.

8.8 Add Comodo Dome Antispam

Comodo Dome Antispam is an advanced mail filtering and threat prevention solution for enterprises. The product
uses a powerful combination of filters, antivirus and content analysis to quietly and effectively block unsolicited mail
from entering your network.

+  Comodo Dome Antispam is available to C1 Enterprise customers.
«  There are two ways to add Dome Antispam to your account:

+  Add-on module for 'Comodo Dome Secure Web Gateway' - Dome Antispam is available as an
add-on at discounted prices for customers who have already purchased a Dome Secure Web
Gateway (SWG) license. If you own an SWG license then the add-on will be selected when you
subscribe for Dome Antispam.

- Stand-alone version - The stand-alone version can be added to your account if you do not have a
Dome Secure Web Gateway license.

+  Both stand-alone and add-on licenses can be purchased from the Comodo One console.

+  Alternatively, you can add Dome Antispam by linking to another Comodo Accounts Manager (CAM) or C1
account that already has a Dome Antispam license. The service can then be shared by both accounts.
Cumulative usage and validity are bound to the original license limitations.

Please read the following sections to learn more about:

«  Purchase a new license
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« Activate the license

Purchase a new license

New licenses for Comodo Dome Antispam can be purchased and activated from the 'Store' interface:
«  Click 'Store' on the menu bar

All available applications will be displayed.

+  Click 'Buy' on the 'Dome Antispam' tile.

)

oMD
N T

-

=
wld

Comodo Dome Antispam is an enterprise antispam and
threat prevention appliance that uses asophisticated
array of spam filters, anti-virus scanners and content

analysis engines to prevent unsolic...

Buy

+  This will open the product purchase page:

Buy New Subscription Dome AntiSpam

Login
. Login &

2. Comodo ONE Account Login *

3. Configure Subscription humbersafety@zmail.com

4. Customer Information

Password *
. Payment Options

6. Order Summary

Information Forgot Password

Your login username will be pre-populated and cannot be changed.

+  Enter your Comodo One account password and click 'Login'
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: Subscriptions assigned to this Comodo One Account
1. Login
2 Comodo ONE Account You do not have any existing licenses. Please continue purchasing by dlicking Buy
MNew button.

3. Configure Subscription
4, Customer Information
3. Payment Options

6. Order Summary

7. Information

+  Click 'Buy New'
«  The next step is to configure your subscription package:

Buy New Subscription Dome AntiSpam

Configure Subscription

1. Login

2 o OME Acoount
Amount of Lisers 101 = Users

3. Configure Subscription

4, Customer Information 1l 201 501 100 2001 5001 7501 10001 5G9
5, Payment Oplions

. FETIEM Dption $8.00 $7.50 $7.00 56.50 $6.00 $5.50 $5.00 5450

6. Order Confirmatian per user per user per user per user per user per user per user per user

#. Order Summary

Select Period

£8.00 per 101 users for 1 year = $208.00

$808.00

Back Mext

+  Enter or select the number of users you require. The per-user rate depends on the number of users.
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+  Select the subscription duration. The minimum license period is one year

«  Click 'Next' to continue to the customer information form:

Customer Information

. Login
2. Comado ONE Account Company Name
3. Configure Subscriptiol )
onfigure Subscription cyclist
4, Customer Information
Company Website Phone Number *
5. Payment Options
o~ | frontforkwebsite.com | ‘ 0876543210
1. Order 5 ummary
7. Information Street Address * Street Address 2
| Gandhi Road |
City * Country *
| Kanchipuram | ndia o
State or Province Postal Code *
b ‘ 631501
Bllling Information
o The same as Contact Information
Terms and Conditions
o | have read and agree the End User License/Service Agresment.

+  Customer Information - Enter your company name, website and address details
+  Agree to the terms and conditions and click 'Next'

The next step is to confirm your order and enter payment details.
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. Login

2. Comodo OME Account

PRODUCT LICEMSE PERIOD FULL FRICE
3. Configure Subscription

4. Customer Information Dome Antispam Platform (1 Node, 101-200 Users) 1 Year 3808.00

5. Payment Options

TOTAL $B08.00
6. Order Summary
7. Information
Payment Options
Credit Card Number VISA @
Card Hodder Mame Expiration Date -
v v L—' “‘,l

When paying by credit card. the billing information should be exactly as it
appears on your credit card statement. For credit card verification, please
ensure that your first and last name are entered as they appear on your
card.

+  Review your order and enter your payment details
+  Click 'Next'

+  Your order will be submitted and subscription details displayed. You will receive a confirmation mail with the
order details and license key.

«  The order summary page is shown after your order has been processed:
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Buy New Subscription Dome AntiSpam

: Congratulations! Your order is completed.
. Login
2. Comodo OME Acoount

Order #741840-22

3. Configure Subscription

4. Customer Information Comodo Security Solutians, Inc.,
1255 Broad Street cyclist
. Payment Opticns Clifton, Nj 07013 Gandhi Road
United States Kanchipuram
. Order Summary support.comodo.com IN

7. Information

Subscription Details

PRODUCT NAME LICEMSE KEY

Dome Antispam Platform (1 Mode, 101-200 Users)  8ca22219-879¢-4dc9-ae16-cada2fed544d1

INVOICE NUMBER r41840-117 SUBSCRIPTION ID CO7FBOB1ED
Order Details

Order Mumbser 741840-22

Order Date 2018-10-08

Order Total £808.00

Subscription Expires On 2019-10-08

Product Details
Number of Units 101

Unit Price 53.00

+  Click 'Print' to make a hard-copy of the summary.

Click 'Next' for instructions on how to provision your Dome Antispam instance:
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Buy New Subscription Dome AntiSpam

nstructions

1. Login

2. Comodo ONE Account You've successfully purchased subscription shown below:
3. Configure Subscription Dome Antispam

Comodo Dome Support Team is currently in progress of provisioning your Dome Antispam
Instance.

4, Customer Information
. Payment Options . . N
rhis operation may take at least 2 business days to finalize,
. Order Summan kg 7 - . .
: ST Once provisioning is complete, you will receive your Dome Antispam Service URL from
Comodo Dome Support Team via an e-mail. Please put that URL into the popup that appears
once you click Dome Antispam Module under Licensed Applications.

. Information

For questions and assistance please contact

Thank you being part of the community

The Comodo One Team

«  Click 'Finish' to complete the purchase process.

+  You will receive the Dome service URL for your account through email after our support team sets up your
DAS portal.

+  After the purchase is complete, you can open the Dome Antispam module from the 'Licensed Applications'
interface. See the description at the end of this section if you need more help with this.

+  You need to enter the Dome service URL you received via mail to finish setting up the application.

Activate the License
+  You can activate licenses for your Comodo One products through the 'Store" interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo One License Account Details for more details on this process.

To add Dome Data Antispam by activating an existing license
«  Click 'Store' on the menu bar
All available applications will be displayed.

+  Click '‘Buy' on the 'Dome Antispam' tile
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Comodo Dome Antispam is an enterprise antispam and
threat prevention appliance that uses asophisticated
array of spam filters, anti-virus scanners and content

analysis engines to prevent unsolic...

Buy

You will be taken to the subscription page:

Buy New Subscription Dome AntiSpam

Login
. Login &

2. Comodo OMNE Account Login *

3. Configure Subscription humbersafety@gmail.com

4. Customer Information

Password *
. Payment Options

6. Order Summary

. Information Forgot Password

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the
'Default' account. For more details, see Comodo One License Account Details.

The username for the default account will be pre-populated.
- Enter the password for the default account and click 'Login'

The Comodo One account page shows Dome Antispam licenses associated with the default account:
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Logi Subscriptions assigned to this Comodo One Account
. Log

. Comodo ONE Account Select license you would like to activate.

3. Configure Subscription

ID: Bca22219-879c-4dc9-ae16-cala2feds4d1

m Dome Antispam Platform (1 Node, 101-200 Users)

Start Date: 10/08/2018

4, Customer Information

. Payment Options

6. Order Summary

7. Information

Back

+  Select the license you wish to activate and click 'Go to my Subscriptions'.

Subscriptions assigned to this Comodo One Account

ID: Bca22219-879c-4Adc9-ae16-cala2fe054d

IN-USE Dome Antispam Platform (1 Node, 101-200  Activation Complete @

Users)
Start Date: 10/08/2018

The license will be activated and Comodo Dome Antispam will be added to your list of licensed 'Applications'.
+  Click 'Instructions' at the bottom to view information about Dome Antispam service configuration.
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1. Login
2. Comodo OME Account
3. Configure Subscription
4. Custormer Information
. Payment Options
. Order Summary

7. Information

nstructions

You've successfully purchased subscription shown below:
Dome Antispam

Comodo Dome Support Team is currently in progress of provisioning your Dome Antispam
Instance.

This operation may take at least 2 business days to finalize.

Once provisioning is complete, you will receive your Dome Antispam Service URL from
Comodo Dome Support Team via an e-mail. Please put that URL into the popup that appears
once you click Dome antispam Module under Licensed Applications.

For questions and assistance please contact:

@comodo.com

Thank you being part of the community

The Comodo One Team

The information page provides instructions to set up Dome Antispam.

+  Click 'Finish' to complete the purchase process.

+  You will receive the Dome service URL for your account through email after our support team sets up your

DAS portal.

+  You need to enter the Dome service URL you received via mail to finish setting up the application.

+  Click 'Finish' to complete the purchase process.

To open 'Comodo Dome Antispam’ interface

mailed to your email address when ready.

Note: You should have configured the Dome Antispam URL details in the Settings tab under 'Management' >
‘Applications'. Information about this will be shown at the end of product sign up process. The service URL will be

«  Click 'Applications' on the menu bar then choose 'Dome AntiSpam' from the drop-down.
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ONMNC === APPLICATIONS ~ "3 MAMNAGEMENT ~

B evrownewoence

Patch Management

RMM

Device Management
Help Actions .
Procedures

Endpoint Protection

E Service Desk

Dome Shiald

Help Guides
‘ Dome AntiSpam

Dome Data Protection

% Dome Secure Web Gateway
All Applications

Contact Information

OR
+  Click 'Applications' on the menu bar then choose "All Applications' from the drop-down.
All licensed modules for your account will be displayed as tiles.

+  Click 'Open Module' on the 'Dome Antispam' tile

e
COMDDO DOME
ANTISPAM

Comodo Dome Antispam is an enterprise
antispam and threat prevention appliance that
uses asophisticated array of spam filters, anti-

virus scanners and content analysis e...

Open Module
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The 'Dome Antispam' interface will open. If you have not configured the URL in the Settings tab under 'Management'
> 'Applications', then the 'Application Settings' dialog will open.

Application Settings

Please insert your Dome Service URL
provided. Edit option is also available
from "Application Settings" under
Applications Management. Click to go
to menu.

Dome Service URL *

Cancel

+  Enter the service URL that was sent to your email and click 'Save'.

For more details about how to use Comodo Dome Antispam, see the online guide at
https://help.comodo.com/topic-443-1-898-11360-Introduction-to-Comodo-Dome-Anti-spam.html.

8.9 Add Comodo Dome Antispam - MSP

Comodo Dome Antispam lets MSPs protect customer networks from spam and email-borne threats. This product is
only available only to MSP customers.

+  Licenses can be purchased from the Comodo One console

«  The basic version is free for thirty days and can be added to your account at any time.

+  You can upgrade to the full product by purchasing a new license from the Comodo One console.

+  Alternatively, you can add Dome Antispam by linking another Comodo account that already has a license.
The following sections explain how to:

« Purchase a new license

+ Activate the license
Purchase a new license

+  Click 'Store' on the menu bar

+  Locate the 'Comodo Dome Antispam' tile:
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Comodo Dome Antispam is an enterprise antispam and threat
prevention appliance that uses a sophisticated array of spam
filters, anti-virus scanners and content analysis engines to...

30 Days Free Trial

+  Click 'Buy' or '30 Day Free Trial' depending on the version you require.

+ You will be taken to the respective subscription page. The example shown below is for the basic version.

Buy New Subscription Dome AntiSpam MSP

Login
1. Login =

2. Comodo ONE Account Login *

3. Configure Subscription herculesswing@yopmail.com

4. Customer Information

Password *
5. Order Confirmation

6. Order Summary

7. Information

Your login username is pre-populated and cannot be changed.
+  Enter your Comodo One account password and click 'Login'.

+  Paid version - Click the '‘Buy New' button in the '‘Comodo One Account' page then select a package.
Click 'Next' to provide your customer information.

- Trial version — You will go straight to the customer information screen after login.
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Buy New Subscription Dome AntiSpam MSP

Customer Information

1. Login
2. Comodo ONE Account Company Name
3. (runFigurF Subscription swings
4, Customer Information
Company Website Fhone Number *
5. Order Confirmation
_ swingswebsite.com 9876543210
6. Order Summary
7. Information Street Address * Street Address 2

Kamarajar Street

City * Country *
Kanchipuram India ul
State or Province Postal Code *
- 631501

Billing Information
+1 The same as Contact Information

Terms and Conditions
J | have read and agree the End User License/Service Agreement.

Back Hext

- Customer Information - enter your company name, website and address details
«  Agree to the terms and conditions
+  Click 'Next'
+  Paid version - You will be taken to the order confirmation and payment page.

+  Review your order, enter your card details then click 'Next' to submit your order.
+  Trial version - The order confirmation page will appear.
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Buy New Subscription Dome AntiSpam MSP

Order Confirmation

1. Login

2. Comodo ONE Account

PRODUCT

3. Confi EUTe Su biscri ption

4. Customer Information
Dome Antispam MSP 30 days Trial (3 Domains, 70 Users, 10 GB Archieve space)
5. Order Confirmation

6. Order Summary

7. Infarmation

«  Review your order and click 'Next'

CcCOMODO

Creating Trust Online®

LICENSE FULL
PERIOD  PRICE

0 days  $0.00

TOTAL 50.00

Back MNext

+  Your order will be submitted. You will receive an order confirmation email which contains your license key.
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1. Login

2. Comaodo OME Account

N e— _ Order #743178-5

3. Configure Subscription

Comado Security Solutions, Inc.
1255 Broad Street

5. Drder Confirmation Clifton, NJ 07013

United States

6. Order Summary -

support.comodo.com

. Infermation
Subscription Details

PRODUCT NAME
Dome Antispam MSP 30 days Trial (3 Domains, 70

Users, 10 GB Archieve space)

INVOICE NUMBER 743178-15

Order Details

Order Number
Order Date
Order Total

Subscription Expires On

Product Details
HNumber of Units

unit Price

+  Click 'Print' to make a hard-copy of the order summary.

«  Click 'Next' to view support details and instructions.

CcCOMODO

Creating Trust Online®

Q Congratulations! Your order is completed.

swings
Kamarajar Street
Kanchipuram

IN

LICEMSE KEY

2ef1da7e-fre0-4d13-9259-b3c94823ad30

SUBSCRIPTION ID G9F21EQ0692

7431785
2018-10-08
§0.00

20181107

S0.00
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Instructions
1. Login

2. Comodo ONE Account _ o
You have successfully purchased Dome Antispam MSP subscription.

3. Configure Subscription

4. Custorner Information MNow. you can access your Dome Antispam MSP under your all applications in C1 Portal
5. Payment Options ¥ou can purchase additional users, domains or archive spaces under Management /
Applications Add Mew Subscription path in C1 Portal one by one.

6. Order Confirmation

In order to activate the module for your staff, account administrator must login once to
7. Order Summary module management interface

8. Informations For guestions and assistance please contact:

domesupport@comodo. cor

Thank you being part of the community!

The Comodo One Team

The information page explains how to setup Dome Antispam MSP.
+ You will receive your antispam service URL via email after our support team sets up your portal.

«  Click 'Licensed Applications' > 'Dome Antispam' to open the interface. See the description at the end of
this section if you need more help with this.

«  Onyour first access, you need to enter the service URL we sent you over email.
Click 'Finish' to complete the purchase process.
Activate the license
+  You can activate licenses for your Comodo One products through the 'Store" interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo One License Account Details for more details on this process.

Activate an existing license
+  Click 'Store' on the menu bar

+  Click 'Buy' or '30 Days Free Trial' in the '‘Comodo Dome Antispam' tile, depending on the license type
possessed by the linked account
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Comodo Dome Antispam is an enterprise antispam and threat
prevention appliance that uses a sophisticated array of spam
filters, anti-virus scanners and content analysis engines to...

30 Days Free Trial

+  This will open the product purchase page:

Buy New Subscription Dome AntiSpam M5P

Login
1. Login =

2. Comodo ONE Account Login *

3. Configure Subscriptio . .
SRS E S pHol herculesswing@yopmail.com
4. Customer Information

Password *

5. Order Confirmation

&. Order Summary

7. Information

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the
'Default' account. For more details, see Comodo One License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'

The 'Comodo Account' page will display Dome Antispam MSP licenses associated with the default account:
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Buy New Subscription Dome AntiSpam MSP

_ Subscriptions assigned to this Comodo One Account
1. Login 5

2. Comodo ONE Account select license you would like to activate,

3. Configure Subscription . e e
u = : 10: e0fbcdc3-9f48-4c39-9e1c-ccBad4340cBe

4. Customer Information m Dome Antispam MSP 30 days Trial (3 Domains, 70 Users, 10 GB
Archieve space) 70

5. Payment Options I
. Start Date: 09/30/2018

6. Order Summary

1D: 8de19fdc-069c-4757-85ec-7985c25d4599
Dome Antispam MSP - Base License - 1 Domain 5 Users 5
Start Date: 09/30V20M8

7. Information

«  Select the license you wish to activate and click 'Go to My Subscriptions'

Subscriptions assigned to this Comodo One Account

ID: e0fecdc3-9f48-4c39-9e1c-ccBadd340c8e

m Dome Antispam MSP 30 days Trial (3 Domains, 70 Users, 10 GB

Archieve space) 70
Start Date: 09/30/2018

ID: 8de19fdc-069c-4757-85ec-7985c25d4599
Dome Antispam MSP - Base License - 1 Domain 5 Activation Complete @
Users 5

Start Date: 09/30/2018

The license will be activated and 'Dome Antispam - MSP" will be added to your list of licensed applications.

+  Click 'Go to My Subscriptions' to view the information about Dome Antispam — MSP.
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To open Dome Antispam - MSP
+  Click 'Applications' > 'Dome AntiSpam MSP'

II APPLICATIONS ~ ‘¥F MANAGEMENT -~ B R

Endpoint Manager
j Patch Management
RMM
Device Management
‘ Procedures -

Endpoint Protection

Service Desk

Dome Shield

A
All Applications ‘h

OR
+  Click 'Applications' All Applications'

Al licensed modules for your account will be displayed as tiles.

:-|:1
2
L

Comodo Dome Antispam is an enterprise antispam and threat
prevention appliance that uses a sophisticated array of spam filters,
anti-virus scanners and content analysis ...

Open Module

+  Click 'Open Module' on the 'Dome Antispam MSP" tile

The 'Dome Antispam MSP" interface will open. For help to use Comodo Dome Antispam MSP, see
https://help.comodo.com/topic-445-1-914-12136-Introduction-to-Comodo-Dome-Antispam---MSP.html.
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8.10  Add Comodo Dome Firewall Virtual Appliance

«  Dome Firewall simplifies network security by delivering a single interface through which you can control
firewall policy, antivirus, intrusion prevention, website filtering and more.

«  The product is provisioned in OVA or ISO format which can be installed on bare-metal appliances and
virtual servers such as Virtualbox and VMware.

+  Thefirewall is free to Comodo One Enterprise and MSP customers. You can add the firewall to your
account by getting a free license from the Comodo One console.

+  Alternatively, you can add Dome Firewall by linking to another Comodo Accounts Manager (CAM) or
Comodo One account that already has a Dome Firewall license. The service can then be used by both
accounts.

Please read the following sections to learn more about:
+  Obtain a trial license
 Activate the license
Obtain a Trial License
+  Click 'Store" on the menu bar to view all available applications.

+  Click the Comodo Dome Firewall Virtual Appliance tile to see product details and features.

VIRTUAL

APPLIANCE

Dome Firewall Virtual Appliance is a free of charge
Unified Threat Management solution that can be
installed into any hardware or virtualization solution
within your company network. Dome Firewa...

Free

+  Click 'Free' on the 'Dome Firewall Virtual Appliance' tile to subscribe for a free license.

This will open the product purchase page.
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Buy New Subscription Dome Firewall Virtual Appliance

Login

. Login

2. Comodo OME Account Login *

3. Configure Subscription

herculespopular22@gmail.com

4, Customer Information
Password *
. Order Confirmation

6. Order Summary

. Information Forgot Password

Your login username will be pre-populated and cannot be changed.

+  Enter your Comodo One account password and click 'Login'.

Buy New Subscription Dome Firewall Virtual Appliance
. subscriptions assigned to this Comodo One Account
1. Lljgln =
2. Comodo ONE Account You do not have any existing licenses. Please continue purchasing by clicking Buy
- _— New Dutton.
3. Configure Subscription
4. Customer Information
5. Order Confirmation
& Order Summary
7. Information
Back Buy New

+  Click 'Buy New'

+  You will be taken to the 'Customer Information' page.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 126



Comodo One - Administ Coreono

~

Buy New Subscription Dome Firewall Virtual Appliance

Custom nformation
1. Login
2. Comodo ONE Account Company Mame
3. Configure Subscription frontork
4. Customer Information
Company Website Phone Nurmber *
5. Order Confirmation
£ r i QRT7E5432
6. Order Summary rontforkwebsite.com = 6543210
7. Information Street Address * Street Address 2
Gandhi Road
City * Country *
Kanchipuram India -
State or Province Postal Code #
A 631501
Billing Information
+f| The same as Contact Information
Terms and Conditions
| | have read and agree the End User License/Senvice Agreement.

«  Customer Information - Enter your company name, website and address details
«  Agree to the terms and conditions and click 'Next'

The 'Order Confirmation' page will appear:
Buy New Subscription Dome Firewall Virtual Appliance

Order Confirmation
1. Login

2. Comodo ONE Account

PRODUCT LICENSE PERIOD FULL PRICE
3. Configure Subscription
4, Customer Information Dorme Firewall (W) (FREE, Unlimited) Unlimited 30.00
5. Order Confirmation
TOTAL 50.00

6. Order Summary

7. Information

+  Click 'Next' to confirm your order.

The 'Order Summary' page will be displayed.
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Buy New Subscription Dome Firewall Virtual Appliance

Congratulations! Your order is completed.
1. Login
2. Comodo ONE Account

Order #741840-23

3. Configure Subscription

4. Customer Information Comode Security solutiens, Inc.
1255 Broad Street frontfork
5. Order Confirmation Clifton, NJ 07013 Gandhi Road
- - United States Kanchipuram
6. Grvier Summany support.comodo.com IN

7. Information
Subscription Details

PRODULT MAME LICEMSE KEY
Dome Firewall (VM) (FREE. Unlimited) Sca3f0ad-2896-4bol-9bhd-0f1 Ge99eada?
INVOICE NUMBER T41840-118 SUBSCRIPTION ID GAIEADB23F

Order Details

Order Mumber 741840-23
Order Date 2018-10-08
Order Tota £0.00

Subscription Expires On 2118-10-08

Product Details

Mumber of Units Unlimited

Unit Price £0.00

«  Click 'Next'.

«  The next page contains links to download the firewall and instructions on how to install the appliance:
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Buy New Subscription Dome Firewall Virtual Appliance

Instructions

1. Login

2. Comodo ONE Account If you seek assistance while installing Dome Firewall Virtual Appliance. please contact

QOMESLPROTECOmMOoad, COIm.

3. Configure Subscription

Dome Firewall Virtual Appliance 150 File

Download 150 * How to install

4. Customer Information

5. Order Confirmation . in the Discussior

Dome Firewall Virtual Appliance OVA File

6. Order summary

ownload QWA

7. Information

+  Click the 'Download ISO'" or 'Download OVA' link as required
+  Click 'How to install?' for help to setup the appliance.
+  Click 'Finish'

+  See the description at the end of this section if you need more help on setting-up the appliance.

Activate the license
+  You can activate licenses for your Comodo One account through the 'Store" interface.

+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo One License Account Details for more details on this process..

To download Dome Firewall Virtual Appliance by activating an existing license
+  Click 'Store' on the menu bar

+  Click 'Free' on the 'Comodo Dome Firewall Virtual Appliance' tile.

VIRTUAL

APPLIANCE

Dome Firewall Virtual Appliance is a free of charge
Unified Threat Management solution that can be
installed into any hardware or virtualization solution
within your company network. Dome Firewa...

Free

+  This will open the product purchase page:
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Buy New Subscription Dome Firewall Virtual Appliance

Login
1. Login &

2. Comodo OME Account Login *

3. Configure Subscription

herculespopular22@gmail.com

4, Customer Information
Password *
. Order Confirmation

6. Order Summary

. Information Forgot Password
Login

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the
'Default' account. For more details, see Comodo One License Account Details.

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'

The 'Comodo One Account' page shows licenses associated with the account:

Buy New Subscription Dome Firewall Virtual Appliance

Login Subscriptions assigned to this Comodo One Account

- Comodo ONE Account select license you would like to activate.

3. Configure Subscripti
S e ID: 5ca380a4-2896-4bc0-9bbd-0f1 6e99ed4n

1. Customer Information / J Dome Firewall (VM) (FREE, Unlimited)

Start Date: 10/08/2018
. Order Confirmation

6. Order Summary

. Information

Back Go to My Subscriptions

+  Select the license you want to activate and click 'Go to My Subscriptions'
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Subscriptions assigned to this Comodo One Account

ID: 5ca380a4d-2896-4bc0-9bbd-0f16e99ed4a2

IN-USE Dome Firewall (VM) (FREE, Unlimited) Activation Complete @

Start Date: 10/08/2018

The license will be activated for this Comodo One account. You can now download the setup files for the virtual
appliance.

+  Click 'Instructions' to view installation help and/or download the OVA/ISO files.

uy New Subscription Dome Firewall Virtual Appliance

Instructions

1. Login

2. Comodo OMNE Account If you seek assistance while installing Dome Firewall Virtual Appliance, please contact

1I0MEesUPROIMTECOMOQ0, COM.

3. Configure Subscription

Dome Firewall Virtual Appliance 150 File

4. Customer Information

5. Order Confirmation e » Join the Discussior

6. Order Summary

7. Information

«  Click 'Download ISO' or 'Download OVA' as required.
«  Click 'How to install?' for help to setup the appliance.
+  Click 'Finish'

To setup Dome Firewall virtual appliance

+  See https://help.comodo.com/topic-451-1-936-12767-Install-Dome-Firewall-and-Login-to-the-
Administrative-Console.html for help to install the appliance.

+  See the user guide at https://help.comodo.com/topic-436-1-912-11986-Introduction-to-Comodo-Dome-
Firewall---Virtual-Appliance.html for help on configuration and usage.
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8.11  Add Comodo Dome Firewall Central Manager

Firewall Central Manager lets you manage multiple Dome Firewall installations on customer networks.

«  Click 'Store' > 'Dome Firewall Central Manager' > 'Free' to obtain a free license

+  Once setup, you can access central manager by clicking 'Applications' > 'Dome Firewall Central Manager'.
There are two ways you can setup the central manager:

+ Virtual Appliance:

+  Download the .ova file for Comodo Dome Firewall Central Manager from
https://download.comodo.com/dome-repo/dome-fw-image/domefirewallcm.ova.

+ Install the virtual appliance on your network and assign a public IP address to it.

«  Once installed, you can use any browser to access the central manager console at https://<IP
address of the virtual appliance>

+  The default username is 'admin' and password is 'comodo’ (without quotes).
+ Activate the product by entering the license key purchased through Comodo One

+  Enable 'Single Sign-On' on the firewall appliance and integrate it with your Comodo One
account to access the central manager console from Comodo One. See
https://help.comodo.com/topic-436-1-920-12642-Integrate-Central-Manager-with-
Comodo-One.html for help with this.

+  Cloud version:
«  Contact Comodo at provisiondome@comodo.com with your license key to setup the service.
«  Once setup, you will receive the IP address or the URL on which the service is hosted.
+  You can access your central manager instance at https://<given IP or domain>

+  The default username is 'admin' and password is 'comodo’ (without quotes). You should
change this after your first login.

« Activate the product by entering the license key purchased through Comodo One

+ Integrate Dome Firewall Central Manager with your Comodo One account by entering your
access URL (https://<given address>) as the 'Dome Service URL'. See
https://help.comodo.com/topic-436-1-920-12642-Integrate-Central-Manager-with-
Comodo-One.html if you need help with this.

+  The basic trial version of the Dome Firewall Central Manager license is free and covers unlimited users for
one year. The license can be upgraded at anytime from the Comodo One console.

+  You can upgrade Dome Firewall Central Manager on your account by subscribing for a new
license from the Comodo One console.

«  Alternatively, you can link to another Comodo account that already has a Dome Firewall Central
Manager license. The service can then be used by both accounts. Cumulative usage and validity
are bound to the original license limitations.

«  Click 'Management' > 'Account' > '‘Comodo One License Account Details' > 'Link New', to link
an account.

«  See Link a CAM account to C1 if you need more help.

Comodo Dome Firewall Virtual Appliance:

«  For more details about how to purchase licenses for and download the virtual appliance, see Add
Comodo Dome Firewall Virtual Appliance

+  For more details about how to use Dome Firewall Virtual Appliance, see the online admin guide at
https://help.comodo.com/topic-436-1-912-11986-Introduction-to-Comodo-Dome-Firewall---Virtual-
Appliance.html
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Please read the following sections to learn more:
+  Obtain a new license
+ Activate a license

Obtain a new license
+  Click 'Store' on the menu bar

+  Click the Comodo Dome Firewall Central Manager tile to see product details

e
COMODO DOME
FIREWALL CENTRAL MANAGER

Dome Firewall Central Manager is a free of charge Central
Management Solution for Dome Firewall Virtual Appliances that can
be installed into any hardware or virtualization solution within yo...

Free

+  Click 'Free"in the 'Dome Firewall Central Manager' tile to claim your free license.
You will be taken to the subscription page.
Buy New Subscription Dome Firewall Central Manager

Login

. Login

2. Comodo ONE Account Login *

e herculespopular22@gmail.com

1, Customer Information

Password *
. Order Confirmation

6. Order Summary

Forgot Password

. Information

Your login username is pre-populated and cannot be changed.
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+  Enter your Comodo One account password and click 'Login'.
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Creating Trust Online®

«  The next step allows you purchase new license or to activate your existing licenses, if you have any.

Buy New Subscription Dome Firewall Central Manager

. Subscriptions assigned to this Comodo €
1. Login

2 Comodo ONE Account You do not have any existing licenses. Please continue purchasing by clicking Buy

_ - New button.
3. Configure Subscription

4, Customer Information

5. Order Confirmation

6. Order Summary

7. Information

Back

Ine Account

Buy New

+  Click 'Buy New' to purchase a new license
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Buy New Subscription Dome Firewall Central Manager
: Customer Information
1. Login
2. Comodo OMNE Account Company Name
i.’n::llr'ii'._{urp Subscription Swings
. Customer Information
Company Website Phone Number *
. Order Confirmation
0876543210
6. Order Summary
7. Infermation Street Address * Street Address 2
City * Country *
State or Province Postal Code *
Billing Information
Jf| The same as Contact Information
Terms and Conditions
I have read and agree the End User License/Service Agreement.

«  Customer Information - Enter your company name, website and address details
«  Agree to the terms and conditions and click 'Next'

The 'Order Confirmation' page will appear:
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Buy New Subscription Dome Firewall Central Manager

Order Confirmation
1. Login

2, Comodo OME Account

LICENSE FULL
3. Configure Subscription FRCIOLCT, PERIOD PRICE
4. Customer Information
Dome Firewall Central Manager (FREE, Unlimited Users, 1 year) 12 months $0.00
5. Order Confirmation
6. Order Summary TOTAL 50.00

7. Information

«  Click 'Next' to confirm your order.

The 'Order Summary' page will open:
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1. Login

2. Comodo ONE Account
Order #743178-6

3. Co m"igurF f-;uh'=.rri|,'|ﬁnr1

4. Customer Information Comaodo Security Solutions, Inc.
1255 Broad Street

5. Order Confirmation Clifton, N] 07013
United States

&. Order Summary support.comodo.com

7. Information
Subscription Details

PRODUCT NAME
Dome Firewall Central Manager (FREE,

Unlimited Users, 1 year)

INVOICE NUMBER FA43178-16

Order Details

Order Number
Order Date
Order Total

Subscription Expires On

Product Details

Mumber of Units

unit Price

Congratulations! Your order is completed.

s
Gandhi

Kanchipuram

LICEMSE KEY

Shd6a7df-5583-451 b-ae52-7eebfb72f4d1

SUBSCRIPTION ID 679CB5AACT

743178-6

2018-10-08

$0.00

2018-10-08

Unlimited

$0.00

wings
Road

]

«  Click 'Next' to view help to set up central manager on your network:
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Instructions
. Login

. Comodo OME Account If you seek assistance while installing Dome FW CM, please contact domesupporti@comado com.

4. Customer Information How to Use

. - _ ) mMethod 1: Install the VM
5. Drder Lr_'ur'uflrrr'|=|1||:1'1

You can download and install the Dome Firewall Central Manager into your own environment for
managing Dome Firewall Virtual Appliances.

7. Information NOTE: It's important to give a public [P for the Central Manager for using it on Comodo One.

Download 15t

Method 2: Comodo Hosted

¥ou can contact Comodo for hosting your Dome Firewall Central Manager.

Setup Dome Firewall Central Manager Virtual Appliance

+  Click the 'Download' button to get the central manager OVA file.
You can install central manager on bare-metal appliances and VMs such as Virtualbox and VMware.

«  Click 'Installation Guide' for help to setup the appliance
Setup Dome Firewall Central Manager - Cloud Version
«  Click the 'Request Provisioning' button.
This will send a request to our support dept. to create a central manager instance for you. You will receive
an email with the IP address/URL of the console within two working days.

+  You can use this IP address/URL to access the console as a stand-alone application. Alternatively, you can
enter it in Comodo One to access central manager from C1.

Method 2: Comodo Hosted

Your provisioning request is sent to Comodo Dome Team. Provisioning of your Dome Firewall
Central Manager may take couple of days based on queue. If you have any questions during this
period please contact domesupport@comodo.com.

«  Click 'Finish'
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Activate a License
+  You can activate licenses for your Comodo One products through the 'Store" interface.

+ You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo One License Account Details for more details on this process.

To add Dome Firewall Central Manager by activating an existing license

«  Click 'Store' on the menu bar

__',_..--—--n...,_\\
COMODO DOME
FIREWALL CENTRAL MANAGER

Dome Firewall Central Manager is a free of charge Central
Management Solution for Dome Firewall Virtual Appliances that can
be installed into any hardware or virtualization solution within yo...

Freg

+  Click 'Free"in the 'Dome Firewall Central Manager' tile.
You will be taken to the subscription page.
Buy New Subscription Dome Firewall Central Manager

Login
1. Login &

2. Comodo ONE Account Login *

£ St ST T herculespopular22@gmail.com

4, Customer Information

Password *
. Order Confirmation

6. Order Summary

Forgot Password

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the
'Default' account. For more details, see Comodo One License Account Details.

. Information

The username for the default account will be pre-populated.
+  Enter the password for the default account and click 'Login'
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The 'Comodo One Account' page will display Dome Firewall Central Manager licenses associated with the default
account:

Buy New Subscription Dome Firewall Central Manager

) ned to this Comodo One Account
1. Login

2. Comodo OME Account Select license you would like to activate.

3. (IZ]J'EF'EIJIF Subscription

ID: 5b46a7di-5583-451b-ae52-7eebfb72i4d1

m Dome Firewall Central Manager (FREE, Unlimited Users, 1 year)

Start Date: 10/08/2018

4, Customer Information

5. Order Confirmation

6. Order Summary

7. Information

Back

«  Select the license you wish to activate and click 'Go to My Subscriptions'

Subscriptions assigned to this Comodo One Account

ID: 5b4ba7df-5583-451b-ae52-7eebfb72f4d1

IN-USE Dome Firewall Central Manager (FREE, Activation Complete @

Unlimited Users, 1 year)
Start Date: 10/08/2018

The license will be activated.

+  Click 'Instructions' to view the information page that contains guidance on how to set up Comodo Dome
Firewall Central Manager on your network.
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Instructions
. Login

. Comodo OME Account If you seek assistance while installing Dome FW CM, please contact domesupporti@comado com.

4. Customer Information How to Use

. - _ ) mMethod 1: Install the VM
5. Drder Lr_'ur'uflrrr'|=|1||:1'1

You can download and install the Dome Firewall Central Manager into your own environment for
managing Dome Firewall Virtual Appliances.

7. Information NOTE: It's important to give a public [P for the Central Manager for using it on Comodo One.

Download 15t

Method 2: Comodo Hosted

¥ou can contact Comodo for hosting your Dome Firewall Central Manager.

Setup Dome Firewall Central Manager Virtual Appliance

+  Click the 'Download' button to download the OVA file.
The file can be used to install the central manager on bare-metal appliances and virtual servers such as
Virtualbox and VMware.

+  Click 'Installation Guide' for help to set the firewall Central Manager Virtual Appliance
Setup Dome Firewall Central Manager - Cloud Version

+  Click the 'Request Provisioning' button.
Comodo One will send a request to Dome support to create a Dome Firewall Central Manager instance for
you. You will receive an email with the IP address/URL of the console within two working days.

+  You can use this IP address/URL to access the console as a stand-alone application. Alternatively, you can
enter it in Comodo One console to access the console from the Comodo One interface.

Method 2: Comodo Hosted

Your provisioning request is sent to Comodo Dome Team. Provisioning of your Dome Firewall
Central Manager may take couple of days based on queue. If you have any questions during this
period please contact domesupport@comodo.com.

«  Click 'Finish'
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To open Dome Firewall Central Manager

Note: You should have entered the address of central manager as the 'Dome Service URL' in the C1 interface:
+  Login into C1 at https://lone.comodo.com/app/login

+  Click 'Management' > 'Applications'

+  Click the 'Comodo Firewall Central Manager' tile.

+  Click the 'Settings' tab

+  Enter your URL in the space provided and click 'Save'.

See https://help.comodo.com/topic-451-1-939-12863-Integrate-Central-Manager-with-Comodo-One.html for more
help with this.

+ Login into C1 at https://one.comodo.com/app/login

+  Click 'Applications' > 'Dome Firewall Central Manager'

S11 APPLICATIONS v %% MANAGEMENT ~ 5 §

Endpoint Manager
Patch Management

RMM

Device Management F
Procedures

Endpoint Protection

Service Desk

Dome Shield

Dome Firewall Central Manager

All Applications

OR
+  Click 'Applications' on the menu bar then click 'All Applications' from the list.
All licensed modules for your account will be displayed.
+  Click 'Open Module' on the '‘Comodo Dome Firewall Central Manager" tile

The Dome Firewall Central Manager interface will open. If you have not configured the URL in the Settings tab
under 'Management' > 'Applications' then the 'Application Settings' dialog will be displayed.
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Application Settings

Please insert your Dome Service URL
provided. Edit option is also available
from "Application Settings" under
Applications Management. Click to go
to menu.

Dome Service URL *

Cancel

For more details about how to use Dome Firewall Central Manager, see the online admin guide at
https://help.comodo.com/topic-436-1-920-12359-Introduction-to-Comodo-Dome-Firewall-Central-
Manager.html.

8.12  Add cWatch EDR

cWatch Endpoint Detection and Response (EDR) is a powerful event analysis solution that provides the highest
levels of visibility into activities on Windows endpoints. EDR lets you view security related incidents in a detailed
timeline while instant alerts keep you informed if an attack occurs.

+  EDR ships with Comodo's recommended security policy for realtime monitoring and detection of malicious
activities.

+  You can also add any number of policies with granular rules to identify threats under various event
categories.

«  Allunknown files and event types are analyzed by 'Valkyrie' - Comodo's cloud based file verdict system that
allows you to view detailed reports on identified threats.

+  The basic version of cWatch EDR is free for one year, covers unlimited endpoints and has a data-retention
of 3 days. It can be added to your account at any time.

+  You can upgrade to paid version by purchasing a new license from the Comodo One console. The number
of endpoints covered and the data retention period depends on the license purchased.

+ Alternatively, you can add the product by linking to another Comodo account that already has an
EDR license.

+  Click 'Management' > 'Account' > '‘Comodo One License Account Details' > 'Link New' to link an
account.

The following sections explain how to:
«  Purchase a new license
«  Activate the license

Purchase a new license
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New EDR licenses can be purchased and activated from the 'Store' interface:
+  Click 'Store' on the menu bar
+  Click the cWatch EDR tile to see product details and pricing:

cWatchEDR is a cloud-based endpoint detection and
response solution that gives unrivalled visibility into
what's happening in your environment.

«  Click 'Buy' or 'Free' depending on the version you wish to add:

You will be taken to the respective subscription page.
Buy New Subscription CWatch EDR

Login

. Login

2. Comodo OME Account Login *

e herculespopular24@gmail.com
4. Customer Information

Password *
. Order Confirmation

6. Order Summary

Forgot Password

Your login username is pre-populated and cannot be changed.
+  Enter your Comodo One account password and click 'Login'.

« The next step is to buy a new license or activate an existing license.
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Buy New Subscription CWatch EDR

: Subscriptions assigned to this Comodo One Account
1. Login '

2. Comodo ONE Account You do not have any existing licenses. Please continue purchasing by clicking Buy

= - New button.
3. Configure Subscription

4. Customer Information
5. Order Confirmation

6. Order Summary

Back Buy New

«  Click 'Buy New' to subscribe for a new license

+  Select your package in the 'Configure Subscription' screen:

Buy New Subscription CWatch EDR

Configure Subscription

1. Login

2. Comodo ONE Account & Premium Cwatch EDR, 30 days data

retention
2. Configure Subscription

Enterprise Cwatch EDR. 90 days
4, Customer Information data retention

5. Payment Options
6. Order Summary

Number of Endpoints 10 = Endpoints

Select Period

1 year 2 years 3 years

$2.90 per 10 endpoints for 1 month = $29.00

$29.00

«  Select the version of EDR, 'Premium' or 'Enterprise’.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 145



CcCOMODO

Creating Trust Online®

+  Choose the number of endpoints you want to protect and select license validity period

Buy New Subscription CWatch EDR

: Configure Subscription
. Login

2. Comodo ONE Account
3. Configure Subscription

1. Customer Information

. Order Confirmation

3 days data retention

6. Order Summary Unlimited Endpoints
FREE

«  Click 'Select' to move to the 'Customer Information' screen.
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Buy New Subscription CWatch EDR

Customer Information

1. Login
2. Comodo ONE Account Company Name

3. l.’n:mFii'._{urF Subscription

saddleandpedals

4, Customer Information

Company Website
3. Payment Options

6. Order Summary

Street Address *

City *

State or Province

Billing Information
o] The same as Contact Information

Terms and Conditions

Phone Number *

GE7G543210

Street Address 2

Country *

Postal Code *

I have read and agree the End User License/Service Agreement.

«  Customer Information - Enter your company name, website and address details

«  Agree to the terms and conditions and click 'Next'

- Paid versions - You will be taken to the payment page.

«  Review your order, enter your card details then click 'Next' to proceed.

+  Free version - The order confirmation page will appear.
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) Order Confirmation
. Login

2. Comodo ONE Account

PRODUCT LICENSE PERIOD FULL PRICE
3. Configure Subscription
4. Customer Information cWatch EDR FREE 1 year 12 months $0.00
5, Order Confirmation
TOTAL 50.00
6. Order Summary
Back MNext

«  Click 'Next' to confirm your order and view the order summary.
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Buy New Subscription CWatch EDR

: Congratulations! Your order is completed.
1. Login o
2. Comodo ONE Account

Order #743178-7

3. Co I'IFiE:lH’F Subscription

4. Customer Information Comodo Security Solutions, Inc.
1255 Broad Street swings
5. Order Confirmation Clifton, Nj 07013 Gandhi Road
United States Kanchipuram
TEE L support.comodo.com IN

Subscription Details

PRODUCT NAME LICENSE KEY
cWatch EDR FREE 1 year 68923cd9-fhac-4e4d-8925-508cf1411a4c
INVOICE NUMBER T43178-17 SUBSCRIFTION ID 2208435C70

Order Details

Order Number T43178-7
Order Date 2018-10-09
Order Total £0.00
Subscription Expires On 2015-10-09

Product Details

Mumber of Units 1

Unit Price £0.00

orint m

+  Click 'Print' to make a hard-copy of the summary.
«  You will also receive an email confirmation which contains your license key.
+  Click 'Finish' to complete the purchase process.

«  See the description at the end of this section if you need more help to open the cWatch EDR interface.

Activate a license

+  You can activate licenses for your Comodo One products through the 'Store" interface.
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+  You can also activate licenses in linked accounts. To do this, you must first have linked an account and set
it as default. See Comodo One License Account Details for more details on this process.

To add cWatch EDR by activating an existing license
«  Click 'Store' on the menu bar

+  Click 'Buy' or 'Free' in the 'cWatch EDR' tile, depending on the license type possessed by the linked account

cWatchEDR is a cloud-based endpoint detection and
response solution that gives unrivalled visibility into
what's happening in your environment.

«  This will open the product purchase page:

Buy New Subscription CWatch EDR

Login

. Login

2. Comodo ONE Account Login™*

e herculespopular24@gmail.com

4, Customer Information

Password *
. Order Confirmation

6. Order Summary

Forgot Password

Reminder: If you are activating a license from a linked account, ensure that the linked account is set as the
'Default' account. For more details, see Comodo One License Account Details.

The username for the default account is pre-populated.
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+  Enter the password for the default account and click 'Login'

The 'Comodo Account' page will display cWatch EDR licenses associated with the default account:
Buy New Subscription CWatch EDR

1. Login Subscriptions assigned to this Comodo One Account

2. Comodo ONE Account Select license you would like to activate.

3. Configure Subscription

ID: d8275076-ff5b-45a0-a1e4-0ff466a1cd9e

m cwWatch EDR Premium 30 Days Data Retention :

4. Customer Information
Start Date; 10/09/2018

5. Payment Options

6. Order Summary

«  Select the license you wish to activate and click 'Go to My Subscriptions'.

Subscriptions assigned to this Comodo One Account

You do not have any available license to activate. Please continue purchasing by clicking 'BUY
MEW' butten.

ID: d8275076-ff5b-45a0-a1e4-0ff466a1cd9e

IN-USE cWatch EDR Premium 30 Days Data Retention

Start Date: 10/09/2018

The license will be activated and 'cWatch EDR' will be added to your list of licensed applications.

+  Click 'Go to My Subscriptions' to view the information about cWatch EDR.
To open cWatch EDR
+  Click 'Applications' > 'cWatch EDR'
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"33 APPLICATIONS v 'I¥ MANAGEMENT v [ REPC

Endpoint Manager
Patch Management
RIMM
Device Management .
‘ Procedures !
Endpoint Protection
Service Desk
Dome Shield

U

Dome AntiSpam MSP

Dome Firewall Central Manager

OR
+  Click 'Applications' > 'All Applications'

CWatch

QI EDR

cWatchEDR is a cloud-based endpoint detection
and response solution thatgives unrivalled visibility
into what's happening in yourenvironment.

Open Module

«  Click 'Open Module' on the 'cWatch EDR' tile
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EDR =

| @ Dashboard Malware & Suspicious Activity Endpoint Overview
‘ Alerts Maost Alerting Process —
Total # of Alerts
Palicy Management B B No data found
Most Alerted Endpoint Most Alerted User
'J Detection
m Endpoints Most Found Malware Last Found Malware

Q, Investigation

> Bvenl Search Endpoint Health Status Attack Vectors
» Computer Search

Safe 0 Email 0%
» Hash Search

Detections 0 Browser 0%

& Download Agent

For help to use cWatch EDR, see https://help.comodo.com/topic-444-1-905-11905-Introduction-to-Comodo-
EDR.html.

9  Quick Actions

«  The 'Quick Actions' menu contains shortcuts to important tasks in Comodo One modules.

«  Click the clock icon in the menu bar to view all tasks:

W ot o wharsnew Q- @ A O swings

%

Enroll Devices In Bulk % NEW QUOTE

Enroll New Device
Create New Ticket o Customize

Create New Opportunity

Create New Quote

- Quick actions are also available as buttons on the dashboard below the menu bar:
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-
g ENROLL NEW DEVICE NEW TICKET & NEW CUSTOMER  ? I:_J ENROLL DEVICES IN BULK @ INEW OPPORTUNITY NEW QUOTE

+  Enroll Devices in Bulk: - Endpoint Manager: Download the packages you need to enroll multiple devices
into Endpoint Manager. See https://help.comodo.com/topic-399-1-786-11273-Bulk-Enrollment-of-
Devices.html

Endpoint Manager = Bulk Instalation Packaga -+ )] 2 Logaut (newslaginge 1 @yopmail com)
DASHEOARD
Bulk Instaflation Package Remnote Cangral by Tarlan
T oevices
Device List
Lser *

Bult Installation Packags
newstagmgc @yopmail.com

USERS

CONFIGURATION TEMPLATES i
AFFLICATION STORE chennaimsp
APPLICATIONS it gFip

Jefault Group - chenna msp
SECURITY SUB-SYSTEMIS

Package Options

«  Enroll New Device - Endpoint Manager: Add user devices to Endpoint Manager. See
https://help.comodo.com/topic-399-1-786-10126-Enrolling-User-Devices-for-Management.html for
more on this.

Enrcll Devices

Plemse choose the device ower(s)

| newstaginge 1 @yopmail comscienn ...-...

Show ennoliment insiructions Email enrollment instructions

«  Create New Ticket - Service Desk: Add a new Service Desk ticket on behalf of a user. See
https://help.comodo.com/topic-289-1-625-7854-Manage-Tickets.html for more details on this process.
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- B wm

= Service Desk > Tickets » Mew Tickel

Open New Ticket

Hew Ticket

Uzer Information:

Rearch User

B Crests new uses

Email Addresas: *

«  Create New Customer - Comodo One Portal: MSPs can add new customers to Comodo One.
Customers that you add will become available in all integrated applications:

«  They are available as 'Organizations' in Service Desk
«  They are available as 'Organizations' in CRM
«  They are available as 'Companies' in Endpoint Manager
«  They are available as 'Companies' in Dome Shield
« Tofind out more, see https://help.comodo.com/topic-289-1-716-8483-Managing-Companies.html

Mami 1 cantat Email 1 [T
ACME Cop oymirewieByatons Enierpeie
AT s
Dither Compary aventideggmaler Teters Conuitnaction Company

1-Zod 2 Hems . 1|

«  Create New Opportunity - CRM: Add a new sales opportunity to Customer Relationship Management
(CRM) module. See https://help.comodo.com/topic-289-1-845-10881-Add-an-Opportunity.html if you
need more help with this.
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COMDOD

ONCom - s B = &

@ Calendar Leads Ovganbations Contacts Oppornnities  Products  All

CRM all Records - +
Opportunities List ¢ Creating Mew Opportunity m o
Dashboard Oppartunity Details

¢ Recontly Modified . il - | o i

= Q +

I paian - &
Selet an Option
chennamsp Lz RS MRS | Select an Option -
o a +

+  Create New Quote - Quote Manager: Add a new sales or service quote in Quote Manager. See
https://help.comodo.com/topic-289-1-778-10472-generating-a-new-quote.html to find out more.

ﬂmnga-"ager | F_ _-. ‘_ ._ ﬂ nEwstagingeli@yopmail com

a8 Hame 0. SEARCH meew Guote, no template - + NEW QUOTE

m
lEI S

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 156


https://help.comodo.com/topic-289-1-778-10472-generating-a-new-quote.html

10 Tool Set

«  Click "Tools' on the menu bar.
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The 'Tools' area contains a suite of complimentary productivity and security tools. Free of charge, each tool is
designed to help customers accomplish specific management and security tasks more efficiently.

To download Comodo One tools

«  Click 'Tools' on the menu bar.

[ (g
&

Comedo Cleaning Essentials HMetwork Assessment Tool

@ 0

Aute Discovery ard Deplayment Tool Esmote Comtral by iTarian

GO 100

| e | dowiens | N TN

The following utilities are available:

B :
S

Unkmown File Hunter Teol

N e

- Comodo Cleaning Essentials - Security software for Windows which identifies and removes
malware/unsafe processes from infected computers. Includes a fully customizable malware scanner and a
tool which lets you kill unsafe processes with a single click. To find out more, see '‘Comodo Cleaning

Essentials'.

«  Network Assessment Tool - Scan customer networks to identify a wide range of server, endpoint and
network vulnerabilities. The tool also generates detailed reports and risk mitigation plans with actionable
advice to address each issue. See 'Network Assessment Tool' to find out more.

«  Unknown File Hunter Tool - Unknown file hunter (UFH) is a lightweight scanner that identifies unknown
and potentially malicious files residing on networks. Scanned files are categorized as 'safe’, 'malicious' or
‘unknown'. Unknown files are those that were not found on either the safe-list or the blacklist and could
potentially contain zero-day threats. The UFH scanner allows you to upload such files to our Valkyrie
servers where they will undergo a battery of run-time tests designed to reveal whether or not they are
harmful. You can view the results of these tests in the UFH interface. See 'Unknown File Hunter Tool' to

find out more.

«  Auto Discovery and Deployment Tool - Remotely deploy applications to multiple endpoints via Active
Directory, Workgroup or IP address/IP range/host name. See 'Auto Discovery and Deployment Tool' to

find out more.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved.

157



Comodo One - Administrator Guide ZETE

f

+  Remote Control by ITarian - Remotely access Windows and Mac OS devices to solve issues, install third
party software or run system maintenance. See 'Remote Control by Itarian' to find out more.

Network Assessment Tool

+  Scan customer networks to identify all vulnerabilities and threats.

+  Detailed client risk report assigns a score to each threat found on an endpoint.

+  Risk mitigation plans contain advice to address every discovered issue.

«  Easy setup lets you import networks via Active Directory, Workgroup or IP range.
To download NAT

+  Click 'Tools' in the top-menu

+  Locate the Network Assessment Tool' tile

+  Click the 'Download' button.

«  Select the operating system of the server on which you wish to install NAT.

Download

Please accept the terms of service and select operating system.

32 bit Windows XP/Vista/7/8/8.1/10 b

| have read and agree to the End User License/Service Agreement.

+  Click 'Download' to get the tool

Next, transfer the setup file to your server and install. For more details on how to install and use the application, see
https://help.comodo.com/topic-289-1-783-10053-Introduction-to-Network-Assessment-Tool.html.

Comodo Cleaning Essentials

Comodo Cleaning Essentials (CCE) is a set of computer security tools designed to help users identify and remove
malware and unsafe processes from infected Windows computers. CCE is a portable application which requires no
installation.

Maijor features include:

«  Malware scanner - Fully customizable scanner capable of unearthing and removing viruses, rootkits,
hidden files and malicious registry keys hidden deep in your system.

- KillSwitch - an advanced system monitoring tool that allows users to identify, monitor and stop any unsafe
processes that are running on their system.

+  Autorun Analyzer - An advanced utility to view and handle services and programs that were loaded when
your system booted-up.

For more details on using the application, see https://help.comodo.com/topic-119-1-328-3516-Introduction-to-
Comodo-Cleaning-Essentials.html.

To download CCE
+  Click 'Tools' in the top-menu

+  Click the 'Info" button in the 'Comodo Cleaning Essentials' tile to view a description of the product:
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What is Comodo Cleaning Essentials?

Comodo Cleaning Essentials (CCE) is a set of powerful security tools designed to
help users identify and remove malware and unsafe processes from Windows
computers. Designed as a portable application, the software requires no installation
and can be run directly from removable media such as a USE key.

KillSwitch

An advanced system monitoring tool that allows users to identify, monitor and stop
potentlally unsafe processes that are running on endpoint systems. Uniguely for a
product of its type. Killswitch leverages Comodo's huge whitellst database to isolate
untrusted processes with an extremely high degree of accuracy a€” Improving IT
operational efficiency by reducing false positives and cutting the amount of time
spent troubleshooting an endpoint machine,

Malware scanner

Fully featured malware scanner capable of unearthing and removing viruses,
rootkits, hidden files and malicious registry keys hidden deep within a system. The
scanner is highly configurable. uses the latest heuristic technigques to detect
previously unknown viruses, features first-class malware removal capabilities and is
capable of detecting hidden drivers and services loaded during system start-up.

«  Click the 'Download' button

Download

Please accept the terms of service and select operating system.

B4 bit Windows XP/Vista/7/8/8.1/10 b

| have read and agree to the End User License/Service Agreement.

«  Windows version - select the version appropriate to the endpoints on which you want to use CCE.

+  Click the 'End User License/Service Agreement' link, read the EULA fully and select the check box to agree
to it. The 'Download' button will appear after you agree to the EULA.

+  Click 'Download' to get the tool.

For more details on using the application, see https://help.comodo.com/topic-119-1-328-3516-Introduction-to-
Comodo-Cleaning-Essentials.html.

Unknown File Hunter Tool

«  Unknown File Hunter (UFH) is a lightweight scanner which identifies unknown, potentially malicious, files on
your network.

«  After scanning your systems, it classifies all audited files as 'Safe', 'Malicious' or 'Unknown'.

« 'Safe'files are OK and 'Malicious' files should be quarantined or deleted.
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+  'Unknown' files are those which cannot be classified as 'safe' or 'malicious’. All viruses and zero-day threats
start life as an 'Unknown’ file.

«  UFH lets you upload these files to our Valkyrie servers for analysis. Valkyrie tests unknown files with a
battery of run-time tests to reveal whether or not they are harmful. You can view the results of these tests in
the UFH interface.

For more details about using the application, see https://help.comodo.com/topic-400-1-794-10426-Introduction-
to-Comodo-Unknown-File-Hunter.html

To download the UFH tool
+  Click 'Tools' in the top-menu
+  Locate the 'Unknown File Hunter' tile
+  Click the 'Download' button.
«  Select the operating system of the server on which you wish to install the tool.
«  Agree to the terms and conditions

«  Click 'Download'

Download

Please accept the terms of service and select operating system.

Windows b

| | have read and agree to the End User License/Seryice Agreement.

+  Click the 'End User License/Service Agreement' link, read the EULA fully and select the check box. The
'Download' button will appear after you agree to the EULA.

«  Choose your operating system from the drop-down. Currently only 'Windows' is supported.
+  Click 'Download'

For more details about using the application, see https://help.comodo.com/topic-400-1-794-10426-Introduction-
to-Comodo-Unknown-File-Hunter.html

Auto Discovery and Deployment Tool

«  Remotely deploy applications to multiple endpoints via Active Directory, Workgroup or IP address/IP
range/host name.

«  The utility can be used to remotely install .exe, .msi or .mst packages.

- ADDT is a portable app which does not require installation. Simply double-click on ADDT.exe to run the
application.

To download the Auto Discovery and Deployment tool
+  Click 'Tools' in the top-menu
+  Locate the 'Auto-Discovery and Deployment' tile
+  Click the 'Download' button
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«  Agree to the terms and conditions

«  Click 'Download":

Download

Please accept the terms of service.

| | have read and agree to the End User License/Service Agreement.

+  Simply open the file to run the application - no installation is required.

Remote Control by ITarian

+  Remotely access Windows and Mac endpoints enrolled to Endpoint Manager.

+  From here, you can solve issues, install third party software, run system maintenance and more.
To download the remote control tool

+  Click Tools' in the top-menu

+  Locate the 'Remote Control' tile

+  Click the 'Download' button.

+  Select the operating system of the admin computer on which you wish to install the tool.

+  Click the 'Download' button:

Download

Please select operating system.

Windows -

For more details about using the application, see https://help.comodo.com/topic-399-1-786-12348-Download-
and-Install-the-Remote-Control-Tool.html.
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11 Manage your Account

«  Click 'Management' > 'Account’
The account area lets you manage the following items:
«  Account Details - Company contact and support information. Manage your company logo.

+  License Details - Manage your Comodo One licenses. Link other Comodo Accounts Manager (CAM) or
Comodo One accounts to your account and share product licenses.

«  Account Security - Set up two-factor authentication for additional login security.
«  Remote Access Support — Enable Comodo One sales engineers to access your account for support.
To open the 'Account’ interface

+  Click 'Management' > 'Account':

COMODO

ONC = 133 APPLICATIONS ~ 'f% MANAGEMENT v [ REPORTS '™ STORE

I
|
g EMROLL MEW DEYICE }
|
|

Staff

Customer: All Roles
Account :)
Applications

Audit Logs

The interface has four tabs:
«  Account Details
+ Comodo One License Account Details
«  Account Security Details

+  Remote Access Support

111 Update Account Details and Customize Reports

+  Click 'Management' > 'Account' > 'MSP/Enterprise Account Details'

«  The account details page lets you edit company information and personalize your reports.
To open account details

+  Click 'Management' > 'Account’

«  The interface will open at the 'Account Details' tab by default:
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B REPORTS ™ STORE E= TOOLS Mgy Becomea

Partner - o b

Comodo One > Management > Account

MSP Account Details

MSP Account Details Comodo License Account Details

Account Security Details

Remote Access Support
Your Account

Logo
Company Name *

ACME Corp

Choose files to upload
Contact Email *

You can upload PNG or |PG file.The resolution of image should be up to 160x120px.

& Upload
coyoteewile@yahoo.com

Country State
—
India

Support Email
1~ State

Postal Code

Support Phone Number
632541

Street Address
Periyar Nagar
Phone Number

9876543210

Notes

iii
i
Q
®
o
e
il
i
il
il

Save Changes

Your Account

Edit details about your company, including name. address, contact email and phone number.
Add any notes in the rich-text editor at the bottom.

Click 'Save Changes' to apply your mods.
Customize Reports

Comodo One reports contain a logo in the header and support/contact details in the footer. This section lets you
provide the logo and support details shown in these reports.

The Comodo One logo is shown on reports if you don't upload your own.

The footer is blank if you don't supply support/contact details.
To customize reports

Click '"Management' > 'Account’

Click the 'MSP/Enterprise Account Details' tab
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+  Click the 'Upload' button then browse to the image file you want to use. Images should be .png or .jpg
format with a resolution of 160x120px.

«  Enter your support email and phone number in the respective fields

+  Click 'Save Changes'

11.2  Comodo One License Account Details

«+  Click 'Management' > 'Account' > '‘Comodo One License Account Details'

+  This tab lists all Comodo One / Comodo Accounts Manager (CAM) accounts that you have linked to your
account.

+  Link New - Associate another CAM or Comodo One account with this account. This lets you share licenses
and funds with the other account. CAM is the management portal used by our customers and partners to
track orders and purchase licenses. A CAM account is automatically created when you subscribe to
Comodo One. You can log in to CAM directly at https://accounts.comodo.com/login.

«  Set Partner - MSP account holders can also become Comodo One partner to resell Comodo/ITarian
products. Partners get discounted rates on all subscription-based services. These include endpoint security,
web security, data backup and network monitoring and protection.

To open the license account details
«  Click 'Management' > 'Account’

«  Select the 'Comodo License Account Details' tab

Comodo One » Management » Account

Comodo One License Account Details

DeLails Cormado One License Accaunt Details pccount Security Details

+ LinkMew
Comedo License fccount E..  Comodo License Account Login # First Name # Last Name ¥ Phone Num...  Partner # Default #
postprodmep@yopmail.com pestprodemspi@yopmail. com TBIRI\IZIZIZ YES G
dfwsmnchecki@yopmail.com dfwrncheck@yopmail.com 84512354 MO L
-2 of 2items < Prey - Mexr > T

Comodo One License Account Details - Table of Column Descriptions

Column Header Description

Comodo License Account Email | The email address associated with the linked CAM/Comodo One account.

Comodo License Account Login | The username of the CAM/Comodo One account.

First Name First name of the account holder.

Last Name Last name of the account holder.
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Phone Number Contact number provided for the account.

Partner Indicates whether the account is a Comodo partner.

Default Indicates whether the account is set as default for purchasing licenses for your
account.

Please note you can assign only one CAM account at a time as default
account. See Set a CAM/Comodo One account as default for more details.

+ You can navigate to different pages by clicking 'Next', 'Prev' or the page number at the bottom.

The following sections explain how to:
+ Link a CAM account to your Comodo One account
+ Seta CAM/Comodo One account as default
«  Set an MSP account as Comodo Partner

Link a CAM account to your Comodo One account

+ A Comodo Accounts Manager (CAM) account was automatically created when you subscribed to Comodo
One. This is designated as the 'default' account.

«  You can link other accounts to the current account. The current account can then use any product licenses
held in the other account.

+  You can also create new CAM accounts from here link them with Comodo One automatically.
To link a CAM account,

+  Click 'Management' > 'Account’

+  Select the 'Comodo License Account Details' tab

+  Click 'Link New' at the top right

e~ B

Comodao One » Management > Acoouwnt

55 Support

Comodo License Account E...  Com

Fassword *
postprodmsp@yepmall.com posty 2 YES

1-1of1 tems 151

+  Enter the CAM / Comodo One account login credentials and click the 'Link This Account' button. The
account will be added and listed in the table.
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To create a new CAM / Comodo One account
+  Click 'Management' > 'Account’
+  Select the 'Comodo One License Account Details' tab
+  Click 'Link New'
The 'Link New Comodo One License Account' dialog opens.
+  Click 'Create Comodo One License Account'

The account setup form will open:

Setup Comodo One License Account Details

Email *

Password *

Company Name *

Phone Number *

Country *

State or Province Postal Code *

- Email - A valid email address to be associated with the new account.
- Password - Password for the CAM account.

«  Company Name - The name of the company for which you want to create a new CAM account. This
company name needn't necessarily correspond to a Comodo One company name.

«  Phone Number - Enter your contact phone number
+  Country - Select your country from the drop-down
«  State or Province - Select the state\province from the drop-down
+  Postal Code - Enter the zip/post code of the area
+  Click the 'Submit' button
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The newly created CAM account is added to the list. You can login to your CAM account at
https:/laccounts.comodo.com/login and subscribe for Comodo / ITarian products. Make sure you set this as the

default CAM account.
Set a CAM / Comodo One account as default

You have to set an account as 'default' to use licenses in another CAM / Comodo One account:

+  Click 'Management' > 'Account'
«  Select the 'Comodo One License Account Details' tab
«  Click the 'Set Default' link beside the account you want to set as default

MEF Account Details

# LinkMew L3 Set Partner
Comodo License Account ..  Con - ...
postprodmsp@yopmalloom  pos
diwwmcheck@yopmailoom difir

1-2of 2 items -
Lance

+  Enter the password of the current default account and click 'Set Account as Default'.

The account is set as default.

+  Click 'OK'

The selected CAM \ Comodo One account will be now set as default.
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COrDOND

ONE ==

Comodo One » Management » Account

Comodo One License Account Details
P ACcount Details Comado Gne License Account Details Account Security Details Remaote Access Support
+ Link New I8 Set Partner

Comedo License Account ...  Comodo License Account Lo..  First Name = Last Mame = Phone Num... Partner = Default =

costprodmsp@yopmail oo postprodmsp@yosmail.com IMIEIRIIFIIT  VES

dfwemcheck@yopmall.com  dfwwmcheckByopmail.ocom DB451 2354 NO v ]

1-2of2Rems Pra n exl > 1 M1

The login of the default account is automatically used when purchasing a new license:

Buy New Subscription Dome AntiSpam MSP

dfwvmchecki@yopmail.com
Password *

6. Order Summary

7. Infarmaton

«  See the 'App Store' section for details on how to subscribe for integrated products.
Set an MSP account as Comodo Partner

An MSP company in Comodo One can also become a Comodo partner. This brings a host of benefits, including
discounted purchase prices for Comodo products and more. Purchased products can then be re-sold to your
customers. Please note this feature is available to Comodo One MSP accounts only.

MSPs can add partner functionality in two ways:

Become :
Lo @ Pgrr.r':gr = . . . . .
+ By clicking the 'Partner' button at the top of the interface. This button will be available if
the default account is not already a partner.

By selecting an account in 'Comodo One License Account Details' then clicking 'Set Partner' at top right.

The difference is that the former method automatically selects the default account while the latter lets you choose a
non-default account to be become a partner.
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> Management » Account

Comodo One License Account Details

MSP Account Detalls Comado One License Account Detalls Account Security Detalls Remote Access Support

Comoedo License Account .. Comodo License Actount Le.. First Name = Last Name # Phone Mum.. Partner # Default &

pedtpredmep@yopmail.cormn  postprodmep@yeprmailoom 383820332302 YEL Sat Default

@Dmall.mn‘ dfsvmncheckyopmad.oom 984512354 NO _}
1-2of2items < Prey n Next > 1|

The partner account sign-up wizard opens:

Comodo ONE

1. Welcome Thank you for your interest in becoming a Comodo ONE MSP Partner

2. Login

3. Company Details Comodo ONE IT Operating Platform enables you to expand your client base by offering
- =SnyLe enterprise-class subscription services while solving your customers” IT challenges more
d. Address efficiently.

&. Conclusion Boost productivity with seamless Integration between award-winning services, functions

and toolsets and reduce costs with our complementary platform and tools.

As a Comodo ONE partner you'll have everything you need to increase revenue and attract
new customers while managing IT administration from a single pane of glass.

Once you become a Comodo partner you can take advantage of discounted rates on all of
the subscription-based services offered through Comodo One MSP including endpoint
security, web security. data backup and network monitoring and protection.

+  Click 'Next' in the Welcome' dialog.
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Comodo ONE
1. Welcome LOEIr
2. Login Login *

3. Company Details i :
Ur‘.'-".'l'll:.'l':Lﬁ'.:'-,"L: PMcEiC0m

4. Address

&. Conclusion Fassword *

Frasmmney

q
T
o

« The 'Login Name' is auto-populated.
«  Enter the password and click 'Next'.

The next step is to enter the company details:

Comodo ONE

1. Welcome Company Delails

2, Login

- Lol First Name * Last Name *

3. Company Details
Royce postprodcompany

4. Address

5. Conclusion Gender Birthday
Male - H

Contact Email Address * Phone Number *
postprodmsp@yopmail.com 383838332322
e

This is auto-populated with the details of the Comodo One account.
+  Edit the fields if required and click 'Next'

The address details of the Comodo One account will open.
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Comodo ONE

1. Welcome Address

Z. Login

T Country * City *

3. Company Details
United States - mycitynycity

4. Address

el State or Province * Postal Code *
Mew York - 00303

Street Address *

stresaddresisthis

This is auto-populated with the details of the Comodo One account.
+  Edit the fields if required and click 'Next'

«  The conclusion step describes the benefits of Comodo One partner account.

Comodo ONE

1. Welcome 6 Congratulations!

2. Login
- = You have successfully requested to becoming a Comodo One MSP Partner.

3. Company Details i
) Once your partnership has been approved. you will receive an email notification and also a

4. Address new "Partner” icon in your Comodo One MSP Toolbar will appear. This icon will direct you
SR - to your partnership/reseller portal.

A Partnership Success Manager will be in contact with you to go over your
Partnership/Reseller Portal, your discount rates and provide you with a demonstration on
how to utilize it.

Your initial starting discount percentage rate will be 5%. If you would like to add funds to
your partnership portal to change your discounted percentage rate. and select a pricing
band. please call +1 973 859 4000 x 3025 during 9 a.m. - 6 p.m. EST or email C1-
sales@comodo.com.

Please contact with your account manager to discuss and set up your discount structure,

If you don't know your account manager contact details, you can call +1 973 859 4000 x
3025.

Finish

«  Click 'Finish'

The application will be submitted to Comodo for approval. A status of 'Pending’ will be shown in the 'Partner' column
during this time. The status will change to 'Yes' after your account has been approved. A 'Partner' link will also
appear on the file menu.

«  The 'Partner' link leads to https://accounts.comodo.com/login
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Partners can login and manage their account at https://www.comodo.com/login/comodo-members.php

L ToTer T S _ _ & . 3 — o
On’em == APPLICATIONS ~ f% MANAGEMENT - % REFORTS W STORE QJoR TOCOLWS @ PARTNER

Comodo Cne » Management » Account

Comodo One License Account Details

Comodo One License Account Details Account Security Details Remote Access suppd

Comodo License Account Email = Comodo License Account Login = First Name = Last Mame 3

+  Once an MSP has become a partner, Comodo products will be available at discounted prices which can be
sold to their customers via the portal at https://accounts.comodo.com/reseller/management.

«  See our reseller guide at https://help.comodo.com/topic-211-1-725-8860-The-Reseller-Portal.html for
help to manage your reseller account.

«  The discounted prices will also be available when purchasing products via the Comodo One Store. See the
App Store and its sub-sections for more details about subscribing for Comodo products.

11.3  Set up Two-Factor Login Authentication

+  Click 'Management' > 'Account' > 'Account Security Details'

+  Two-factor authentication adds additional security by requiring staff to present two forms of authentication
before they can login to Comodo One.

«  They need to enter their regular UN/PW + a unique code sent to their mobile device.

+  Enabling the feature means all users on the account will be taken through the two-factor setup process the
next time they login.

+  Setup involves installing the Google Authenticator app on staff mobile devices. Each member of staff must
pair their device with Comodo One to obtain the verification codes. Guidance on this is available in Pair an
Authentication Device.

« Tologin, staff will enter a unique code generated by the app as well as their username and password. The
verification code changes frequently.

- Ifallowed by an admin, staff have the option to disable two-factor authentication for future logins using their
current browser. They will need to pass two-factor authentication again if they login using a different
browser OR if they login from a different computer.

To configure two-factor authentication
+  Click 'Management' > 'Account'
+  Select the 'Account Security Details' tab

«  Select 'Enable Two Factor Authentication'

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 172


https://help.comodo.com/topic-211-1-725-8860-The-Reseller-Portal.html
https://accounts.comodo.com/reseller/management
https://www.comodo.com/login/comodo-members.php

cCOMODO

Creating Trust Online®

Comodao One * Management ¥ Acoount

Account Security Details

MSP Account Details Comodo One License Account Detaily Account Security Details Remote ACCESS SUpport

Enable Two Factor Authentication

Two-Factor Authentication adds another security level while verifying user identity. To sign-in, the user needs to enter both the password and a

verfication code sent to Google Authenticator app on the user's smartphons

* Endpaint Manager local admins, clome and cWatch users will be able to login without Two-Factor Authentication from module login pages.

You can then choose whether staff can skip two-factor authentication on subsequent visits:

Account Security Details

MSP Account Detalls Comodo One License Account Detalls Account Security Detalls Remaote ACCESS SUPPOrt

+| Enable Two Factor Authentication

Two-Factor Authentication adds anather security level while lying user identity. To sign-in, the user needs 1o enter bolh the password and a

2 on the user's smartphone.

verification code sent to Google Authenticat

* Endpoint Manager local admins, cDome and cWatch users will be able o login withoul Two-Factor Authentication from module login pages.

| Enable "D not ask again for this browser option®

‘Do ot ask again for this browser option” enables your staff not to use Two Factor Authentication in the same browser when they sign in.

+  "Do not ask again for this browser option" - If enabled, staff members will be allowed to disable two-factor
checks on future visits from their current computer using their current browser. The option is offered after
their first successful login. See Login using Two Factor Authentication for more details.

«  Click 'Save Changes'.
The "Two-Factor Authentication' dialog opens to pair your device and setup two factor authentication:
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Two-Factor Authentication

Click OK to logout from Comodo Portal to configure Two-Factor Authentication on
your smart device now. You can click on Configure Later to do the configuration in
the next login.

Configure Later ‘ n

- Click 'Configure Later' to setup two factor authentication during the next login

+  Click 'OK' to setup the process now. Clicking 'OK" will log you out immediately and ask you to login again to
continue the process.

Pair an Authentication Device

« Admins and staff should pair their authentication device for two factor authentication when they login to
Comodo One for the first time.

«  The following message will appear on first login after enabling two factor authentication:

% Logout

Two-Factor Authentication

Your account administrator has enabled
two-factor authentication, please configure
your authentication application.

CONFIGURE MY AUTHENTICATOR

«  Click 'Configure My Authenticator' to start the configuration process:
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Enable Two-Factor Authentication @ Logout

An authenticator app works by generating a new security code every 30 seconds. Once you have an
authentication app installed on your smart phone and paired with your account, you can always get a code - even
if you have airplane mode turned on, or are anywhere without cell service. You can use Google Authenticator for

confliguration.

Just a few simple steps, and you'll be all set

Step 1

Please download Google Authenticator app on your smart device and open it.

Step 2
Scan this QR-code

Open authentication app and:

- tap the '+' icon in the top-right of the app
- scan the image to the left, using your phone's camera

F =mit eran tha o_rowl
H 1 can't scan the QR-code

Step 3
Enter Verification Code

Once the QR-code above Is scanned, enter the 6-digits verification code
generated by the app

Code generated by app

«  Step 1- Download the 'Google Authenticator' app and install it on your iOS or Android device.
«  Open the 'Authenticator' app and tap the '+'icon'

«  Step 2 - Scan the QR code with the device camera. This will cause the Google app to generate
the 6 digit code you need to complete pairing.
+ 'I'can't scan the QR code' - Click this to reveal the token if you cannot use the QR code. You
should manually type the token into the Google Authenticator app.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 175



cCOMODO

Creating Trust Online®

@I can't scan the QR-code

ou're Unabl et aesrametaa=taeam-alL [O ) 350 enter it manually:
@njg 66jm pjde 2nka j5sf gsck ees@

«  Step 3 - After completing steps 1 and 2, a six digit authentication code is generated in the Google
app. This code changes frequently and is unique to your account.

+  Enter the verification code in the field provided on the form.
+  Click 'Pair'
«  Asuccess message is shown along with 10 backup codes.
+  You can use the backup codes to complete two-factor authentication if you do not have the

authentication device with you. Please make a copy of the codes. Each code can only be used
once.

Enable Two-Factor Authentication BLogout

Twao-Factor Authentication has been enabled for your account, and you have been signed out of all other sessions.

You have 10 unused backup codes

If you lose access to your authentication device, you can use one of these backup codes to login to your account. Each
code may be uzed only once. Make a copy of these codes, and store it somewhere safe.,

107d9%twy 8s0dne5p0
ed5loymgu i2you95mj
y2uooaj’h aSknbrxui
Oanck36s2 tiw35gvsy
Op9vbimca yjeius3vt

Note: You can generate a new set of codes at any time. To do so:
+  Click 'Login name' > 'Settings' > "Two-Factor Authentication'.
+  Click 'View Backup Codes' then 'Generate New Codes' at the bottom.
«  Your old codes will expire after you have generated the new codes.

For more details, see reset two-factor configuration and regenerate backup codes in Configuring C1
Settings.
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+  Click 'Next'. You will be logged in to your account.
Two-factor authentication is now configured.

« Allusers (new and existing) need to follow the two factor setup process described above the next time they
login.

+  On all subsequent logins, users need to open the Google Authenticator app on their mobile device, collect
their new verification code and enter it at the Comodo One verification screen.

« Ifthe account admin resets two-factor authentication for a user, he/she will need to go through the setup
process again. See '‘Manage Admins and Staff' to find about resetting two-factor authentication.

Login using Two Factor Authentication

The "Two-Factor Authentication' dialog is shown after staff have entered their username and password:

Two-Factor Authentication

Enter Verification Code

Don't ask again for this browser

Authenticator unreachable?

+  Enter Verification Code - Open the Google Authenticator app on your paired device and enter the
displayed code. Please note that the code changes frequently. See earlier in this section if you
have not yet paired your authentication device.

- Don't ask again for this browser - Select if you want to disable two factor authentication on
future visits.

«  The two factor authentication dialog will not appear in future when using the current browser
and endpoint.

+  You will be asked for a verification code again if you login from another computer or if you
login using a different browser. You will also be asked for a code if you clear your browser's
history/cache.

Note: 'Don't ask again for this browser" will only appear if enabled by an admin in 'Management' > 'Account' >
'Account Security Details".

«  Click 'Submit'
Use Backup Codes
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Comodo One Two Factor Authentication allows you to use your backup codes in case you do not have your
authentication with you during a login attempt.

To login using a backup code

+  Click 'Authenticator unreachable?' link in the Two Factor Authentication' dialog

Two-Factor Authentication

Enter One of Backup Code

+  Enter a code from the backup you saved when you paired your device
+  Click 'Submit'

Atfter successful verification you will be logged into Comodo One. See Reset two-factor configuration and
regenerate backup codes in Configuring C1 Settings for more details on backup codes.

114  Remote Access Support

+  Click 'Management' > 'Account' > 'Remote Access Support'

+  You can specify whether or not the Comodo One support team should be allowed to remotely access your
Comodo One account.

+  Remote access allows us to more effectively troubleshoot any issues you may be having and to activate
new modules when required.

To authorize remote access
+  Click 'Management' > 'Account'

+  Select the 'Remote Access Support' tab

R
Comodo One » Management » Account

Remote Access Support

MEP Account Details Comode One License Account Details Account Security Details Remobe Access Support

Enable Remate Access Support

¥hen you enable Remote Access Support, Comodo One Sales Engimeer team can access to your Comodo One account and activate modules to help your

ou can enable and disable Remaote Access Support anytime, Comado One team dom't have any access to your account, unless you enable
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+  Select 'Enable Remote Access Support'

+  Click 'Save Changes'

12 Manage Subscriptions, Usage, Billing
and Settings

+  Click 'Management' > 'Applications' to open this area.

+  Click an application tile to view info about the app in the tabs underneath.

Comoda One > Managerment » Applications

Applications
COMODO DOME coMODO DOME
shiats @cWalch i
Erlpoint Manager Deme Shield cWatch Dome Secure Web Gateway
Subscriptlons Isage Billing Settings
Subscription List [ NIRRT TH T
o EREE: Details
SHOTeS TRIAL m
35 Unlimited 365 daps Comodo License Account Usernams Date
Sare Dpss 1000503018 newstagingri@yogmail.com 122018
Medule Name Periad
Endpoint Manager 365 days
Ll Advanced Engpoins Frocectian Basic e Product Mams MNuomber of Users
532 Ediitiar TRIAL m Advanced Endpoint Protection Basic Editaan Unfrmited
— - Far Comoda ONE "
R Unlimited Price
Status £0.00
3 Total Price
Subscription 1D 10.00
L0 Te a3 Raymant Type
License Hay FREE
sGa7fare-00h1-41e4-0c2e-326ccabateta

The section contains the followings tabs:

«  Subscriptions - View details of your current licenses and purchase new licenses if required

+ Usage - Statistics which show how much data has been used by a particular application.

+  Billing - View payment history and pending payments for each subscribed module

+  Settings - Configure URLs for the Comodo Dome Firewall Central Manager, Dome Antispam and Dome

Data Protection applications.
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12.1  Manage Subscriptions

The 'Subscriptions' tab shows details about licenses you have purchased for Comodo One applications. Details
include whether the license is active or not, the start date of the subscription, the name of the product and more.

To view and purchase licenses for a Comodo One product
+  Click 'Management' > 'Applications'
«  Select an application

+  Click the 'Subscriptions' tab to view existing licenses for that application.

Caomoda One » Managemenl » Applications

Applications

COMDDO DOME coMOD0O DOME
shiwid C%cWa[ch e

Endpoint Manages Dome Shield cWatch Dome Secure Web Gateway
Subscriptions Usage Bllling Settings

subscription List [ XS EREAT i TH T

o Actvanced Endpeire Protection Basic FREE Details
SH0TeS0 Ecktian For Comada ONE TRIAL m
3% Unlimited 365 dars Comodo License Account Usernams Date
Stare D 1v25rdng newstagingcl@yopmail.com 1232018
Module Nama Periad
Endpoint Manager 365 days
o Shc FRCE Prosluct Nams Mumber of Users
532 TRIAL m Achvanced Endpoint Probection Bazsic Editian Unifrmited
. &ar Comoda ONE 2
B Price:
Status 30.00
ACTIV
(S Total Price
Subscription ID 40.00
6bO7e34035
Payment Type
License Hay FREE

o 00h1-41e4-0r2e-306rcdhacets

Each license is shown on a separate row. The following information is available for each license:
Subscription List

«  Shows all your licenses for the selected product. Each license row contains basic information such as
license name, type, duration, start date and user/endpoint allowance.

«  Click a row to view more details about the license.
Details

«  Comodo License Account Username - The email ID associated with the account for which the license was
originally purchased.

+  Module Name - The name of the application.

+  Product Name - Indicates the name, duration and user/node allowances covered by the license.
«  Status - Whether the license is active or not.

+  Subscription ID - The identification number provided for the subscription.

+ License Key - License key of the subscribed product.
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+  Date - The date of subscription.
«  Period - The license validity period.

«  Number of users - How many end users are covered by the license. This is applicable for products where
end users are to be enrolled such as Endpoint Manager.

«  Price - The base price of the product.

«  Total Price - The total price paid for the product. This depends on the number of users, number of nodes
and validity period.

+  Payment Type - Indicates how payment was made for the product.

Click 'Add New Subscription' to renew, buy or add new license for the module. See 'App Store' for more details
about the license purchase process.

12.2  View Usage Details

+  Usage details tell you how much data has been used by each Comodo One module. You can also view how
much you have used of your allowed quota.

«  For example, Acronis Cloud Backup shows the data used by each Acronis account you have integrated with
C1.

To open the ‘Usage’ screen
+  Click 'Management' > 'Applications'
«  Select an application
+  Click the 'Usage' tab
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Applications

e — Acronis ——
COMODO DOME - —~ COMODO DOME
B k sl d L.

N - o | o = '
_ACUC BaCkup FIREWALL CENTRAL MANAGER

Endpoint Manager Dame Shield Acronia Back-up Dome Firewall Central Manager

Your usapge infarmation will be updated after 24 hours.

Subscription Usage

€ DR

CWatch EDR

Show Total

12.3  View Billing Details

The billing tab shows payment information for each product you have purchased on your account.
+  Click 'Management' > 'Applications'
+  Select an application
+  Click the 'Billing' tab

The following image shows the billing details of Acronis Cloud Backup:
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Applications

— Acronis —

COMODO DOME ) o] T . COMODO DOM

L ' AU BaCEUD FIREWALL CENTRAL MANAG

Endpaint 'ulnruutu‘r Diame Shield Beranis Back-up Dame Firewall Cantral Ma

Billing
COMOD HAS THE REGHT TD DELETE YOUR BACK LIF DATA IF ¥OU ARE MORE THAM 14 DEYS CWERDLIE O PAYMEMT
CHARGING DATE UE DATE TOTAL UsSAE LOCAL USAGE MIT STATUS FAID DATE
a - m

124  Configure Dome Service URL Settings

« Aservice URL is the address where your account is hosted. It is a unique URL for each customer that we
set up for you after sign up. We will email this link to you once we have created your instance.

+  The settings tab lets you specify the service URLs for Dome Firewall Central Manager, Dome Data
Protection, and Dome Antispam. Once done, you can access these applications direct from the Comodo
One console.

To enter service URL for Dome applications
+  Click 'Management' > 'Applications'.
«  Select an application ('Dome Firewall Central Manager', 'Dome Data Protection' or 'Dome Antispam’)
+  Click the 'Settings' tab.
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Applications

— ——
COMODO DOME COMODO DOME cob
shield ANTI &P AWM
Endpoint Manager Dome Shield Dome AntiSpam Dom
b
Subscriptions Usage Billing Settings

Settings

Dome Service URL *

«  Enter the Dome Service URL you received over email
«  Click the 'Save' button.

Module settings are saved
successfully.

+  Click 'OK'

+  You can now access the product directly from the 'Applications' menu.
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«  Click 'Reports' on the menu bar
«  The 'Reports' interface lets you generate and view reports on:
+  Service desk tickets
«  Managed devices
+  Malware identified on managed devices
«  Files discovered on managed devices
+  Files submitted to Valkyrie for analysis and their verdicts
+  You can generate a report on demand or schedule automatic reports at set intervals
To open the reports interface

«  Click 'Reports' on the menu bar

roncan
DME EEE APPLICATIONS ~ "ﬁ. MAMAGEMIENT E REFORTS 'l_||l STORE - TOOLS @rnunﬂ_n

S
Comoda One » Reports

| Reports

On Demands Reports

# ¥ Report Hame # Repori Type # Date Range # Status Creation Date #

Executive Windiows Anthvins Repart g 2046 - 10M0IE Aeacty

Executive valkyne Report G0 2006 - 1N e Ready TR0 11:43

The interface has two tabs:
«  On Demand Reports - Manually generated reports

+  Scheduled Reports - These reports are automatically generated at intervals you choose.

Reports List - Column Descriptions

Column Header Description
Report Name Label of the report. You specify the report name when you create the report.
Report Type Module which the report concerns. For example, 'Executive Ticket Summary Report',
'Executive Managed Devices Report' and 'Executive File Statistics Report'
Date Range / Time period covered by the report.
Period
Schedule Report frequency. Applies to scheduled reports only.
Status The current stage of the report.
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On-demand reports may have the following statuses:
Waiting - Report is waiting to be added to queue

+  Requested — Report is queued
In-progress — Report is currently being generated
« Ready - Report is available to view and download.
- Failed - Comodo One encountered an error when creating the report.

For scheduled reports, the possible values are:
«  Active — The report will be generated at the scheduled times.

« Inactive — The report schedule is disabled.

You can activate or deactivate a schedule using the options at the top. See View and
manage report schedules for more details.

Creation Date Date and time at which the report was generated.

 You can navigate to different pages by clicking 'Next', 'Prev' or the page number at the bottom.
+  Click any column header to sort reports based on the column label

- To search for a specific report, enter the name of the report in the search field and click the magnifying
glass icon.

The following sections explain how to:

»  Create / Schedule reports

« View the reports

« View and manage report schedules
Create a New Report

You can instantly generate reports for a specific period, or create a schedule to generate reports periodically. The
reports that can be generated are:

«  Executive Managed Devices Report
«  Executive Windows Antivirus Report
+  Executive Ticket Summary Report
+  Executive File Statistics Report
«  Executive Valkyrie Report

To generate a report or report schedule
+  Click 'Reports' on the menu bar

+  Click 'New Report' on the top
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Reports

On Demands Reports Scheduled Reports

# i Report Mame + Report Type = Date

Create New Report

Report Type *

Select Report Type... hd

+  Choose the report type from the options.

The 'Create New Report' dialog appears for the selected report type:
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Create New Report

Report Type *

Executive Ticket Summary Report -

Report Name *

Date Range *

Company *
Select Company... -
Email this report to
Set Schedule *

Once -

* MALET e T

Scheduled reports are generated between 04:00 - 05:00 AM (+00:00).

«  Report Name - Enter a descriptive label for the report.
- Date Range - Click inside the field to choose the time period covered by the report.
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Date Range *

Wl
i}
m
m
~+
)
[x¥]
i
m
1]
[+ ¥}

Yesterday
Last Week ]
Last 7 Days

Last 30 Days

This Month
Last Month

Scheduled reports are generated between 04:00 - 05:00 AM (+00:00).
All Time

Custom Range

+  Click 'Custom Range' to choose specific start and end dates:
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Create New Report

Report Type *

Executive Ticket Summary Report e

Report Name *

Date Range *

Yesterday | B 041372018 8 04/13/2018
Last Week < Apr 2018 May 2018 >
Last 7 Days Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
Last 30 Days 25 26 27 28 29 30 31 28 30 1 2 3 4 5
E— 1 2 2 4 5 & 7 6 7 8 9 10 11 12

2 9 10 11 12 13 14 12 14 15 16 17 18 19
Last Maonth

15 16 17 18 19 20 21 20 21 22 23 24 25 26
All Time

22 23 24 25 26 27 28 27 28 20 30 31 1 2
Custom Range 29 30 1 5 3 4 5 3 4 5 B 7 =B g

«  Click 'Apply' to enter your date range

«  Company - Organization whose devices/ files/ tickets are covered by the report
+  MSP customers - Select the target company from the drop-down
«  Enterprise customers - Cannot change the target company

«  Email this report to - Enter the addresses of any admins that you want to receive the report. You
can add multiple email addresses in the field. Press 'Enter' button after each address.

Company *

Select Company... T

+f| Email this report to

Contact Email(s) *

Add an ema

«  Set Schedule - Select the frequency at which the report should be generated. Please note, the
‘Set Schedule' feature is not available for custom date range.
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Set Schedule *

: Once

Daily

Weekly
Monthhy

The available options are:
+  Once - A one-off report. There will be a slight delay while the report is generated. The report will appear
in the list when it is ready.
«  Daily - The report will be generated every day
«  Weekly - The report will be generated every week on the day the report was created.

«  Monthly - The report will be generated once per month on the day of the month that the report was
created.

«  Click 'Save'.

Note: Daily, weekly and monthly reports are generated between 04:00-05:00 AM (UTC).

View Reports
«  Click 'Reports' on the menu bar

+  Click 'On-Demand Reports' to view manually generated reports or 'Scheduled Reports' to view auto-
generated reports

+  Click on the name of a report to view it.
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On Demands Reports

Report Name =~

Malware |dentified 101118

Reports

Scheduled Reports

Report Type ~

Executive Windows Antivirus

L

2 File sent to Vakyrie

Executive Valkyrie Report

Report

Customer: frontfork
Report type: Executive Repart
Period: 2016-01-01/2018-10-10

Report Legend

Executive Windows Antivirus Report

Pags A1
Oct 11, 2018, 11:51 AM

TABLE COLUMNE

Tonal # of AV Protected Devices
Total @ of AV Mot Protected Devices
Total # of Clean Devices

Tetal # of Infected Devices

Total # of Unknown Devices
Makaare Status

Scan Status

L. Periad Data

End Date Data

DESCRIFTION

Total numbser of Antivinus probecied devices

Tatal Aumber of Artivinas nol protected devices

Total number of clean devices

Total number of infected devices

Tatal number of devices withcut any prior complete scan

Actions taken for Applications such as "Quarantined”, * Ignared” and "Deleted”

The scan status of &Y such as “Scanming”, "Unkmown”, “Scan Command Semt”, "Complete”

Data between siart date and end daie of sebected period
Snapshot data For end date of selected period

«  The report will open in pdf format. Click the download button to save a copy.

«  Toremove reports from the list, select them and click 'Delete’
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Reports
On Demands Reports Scheduled Reports
# * Report Name = Report Type = Date Range -~
1 Malware |dentified 101118 Executive Windows Antivirus R...  01/01/2016 -
2 File =ent to Valkyrie Executive Valkyrie Report 01/01/2016
3 Deices as on 101118 Executive Managed Devices Re...  01/01/2016

View and Manage Report Schedules
«  Click 'Reports' on the menu bar
+  Click the 'Scheduled Reports' tab
+  Click a report name to view it as a pdf

+  Select reports using the check-boxes on the left to perform the following actions:

i
Reports a i
On Demands Reports Scheduled Reports
(¥) Activate Repart T Delete
# ¥ Report Name # Report Type = Period * Schedule # Status * Creation Date #
Weekly Valkyrie Report Executive Valkyrie Report LastTdays Weekhy Active 1012018 1402
e 2 Daily Mabkware Report Executive Windows Antivirus R.. LastTdays Weekly InaCthve 10M1201E 1213
1-20f2iterns oF - Mexi

+ Inactivate Report — Stops the report from being generated at the scheduled times.
+ Activate Report — Resume automatic report generation at the scheduled times
+  Delete — Removes the schedule from the list.
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14 Notifications

Comodo One uses in-app notifications to push the latest news about products and updates.

+  Click the notifications icon E at the top-right of the interface. The number on the icon shows how many
unread notifications you have.

COMO00 - ) . _ _
DME EII APPLICATIONS ~ 3 MAMAGEMENT ~ [§ REPORTS ' STORE o TOOLS MW PARTMER -9 & N-

Comode One * Mews & Motifications

MNews & MNotifications

Mews

Comodo One-IT Operations Platform October Release - 10/24/18 10:13 AM

‘W are excited 1o mform you that we & planning 1o have new rekeases over Gomada ONE and [Terian on Saturday (1027°2018) mermng! The release is expecied to take 4
nours o deploy, dunng which tme Comodo One will ba in maintenance mode:

Introducing ITarian

Afer serving IT Adminsirators around the word, we reaized aur name does nol refliect what we do

The interface has two tabs:
+  News
+ Notifications
News

The 'News' tab shows reports posted by the Comodo One team. This includes information about new versions,
scheduled maintenance and so on.

«  Click anywhere on the news heading to view the complete message:
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b C o= EI APPLICATIONS -~ 3 MAMAGEMENT - [ REPORTS Y& STORE o TOOLS Mg PARTMER

L& ]
Comode One » Mews & Motifications

News & Notifications

Mews Notificatior

Comodo One-IT Operations Platform October Release - 10/24/18 10:13 AM

‘W are excited 1o mform you that we & planning 1o have new rekeases over Gomada ONE and [Terian on Saturday (1027°2018) mermng! The release is expecied to take 4
nours to deploy, dunng which time Comodo One will ba in maintenance mode:
Introducing ITarian

Afer semving IT Adminsitatons arcund the world, we reaized aur name does nol reflect what we do

Notifications
«  The 'Notifications' tab shows updates from Comodo One applications .
- Each row contains links to the licensed application's interface where the update information is available.

«  Forexample, if you install the CCS agent on a client's computer, you will be notified when installation is

complete. When you click the subject link, you will be taken to the 'Device Details' interface with the 'MSI
Installation State' tab open.

—
Comoda One > News & Notifications

MNews & Motifications

MoLifications

Applications & Subjecy # Type & Date = RBecerved From =

e Your Appie b Mgt 158r s (AP NS) crrbificah e WEfTOr DE04/2008 1511 System
e il Al f... @ GToF 05725/2018 1125 System
v BrTOr DF 162078 1321 System
g error DZF19/2018 16205 System

+  You can navigate to different pages by clicking 'Next', 'Prev' or the page number at the bottom.
«  Click the column headers to display the notifications in ascending or descending order

«  Click the arrow beside each notification to view detailed information about the notification

Filter
+  Click the funnel button at the top-right to open the filter options.
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Filter

| Applications
{
| All -
;: lin
| Date
= =
Type
Al -

Received From

You can use any combination of filters at-a-time to search for specific users.
« Todisplay all the items again, remove / deselect the search key from filter and click 'OK'".
Search Options:

+  To search for a specific notification, enter your search criteria like a portion of the subject line or content in
the message in the search field and click the magnifier icon.

The notifications that match the search criteria will be displayed in the list.
«  Tomark a read message as unread, select it and click 'Mark as Unread'

«  To mark an unread message as read, select it and click 'Mark as Read'
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+  Click 'Management' > 'Audit Logs'

f

Comodo One stores event logs from the console and Service Desk for up to seven days.
«  The log viewer lets you view logs from both Service Desk and the Comodo One console.
+  You can filter logs by module and event type.
+ You can run simple or complex queries to view specific logs. You can also save queries for repeat searches.
«  Logs can be exported to a .csv file for later analysis
+  You can customize which columns are shown in the interface.
To view the Audit Logs
+  Click 'Management' > 'Audit Logs'

T
Comodo One 3 Management > Audit Logs

Audit Data Logs

Time Range: 10711200038 - 1001142018 = Advanced Query Manage Quary = Q, search & Exportto OS¢ ¥ Custommize

Custamer Log Creation Date Stall Compenent Mame Event Name Action Type

frantfork 10/11/2018 frontfork C1 Pora Iog_bn ENCET
frantfork 1012018 frontfork C1 Porta delete_andemandrepart delets

frontfork 10112018 frontfork C1 Parta create scheduledreport create

Audit Data Logs - Table of Column Descriptions

Column Header Description

Customer The client company involved in the event.

Note: The 'Customer' column is only available for Comodo One MSP customers.

Log Creation Date | Time the log was generated.

Staff Person who executed the action described in the log.

Component Name | The Comodo One module responsible for the action. Possible values are:
+  Comodo One Portal

«  Service Desk

Event Name The label assigned to the event.

Action Type The activity performed in the event
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The following columns can be added to the table by clicking the 'Customize' button at top-right. See 'Add/Remove
Columns in the Log Viewer' for more details.

Extra Information Additional details, if any, for the event.

Old Value +  Click the 'Detail' link to view the value of the parameter before the change.

C1 Portal edit_staff 5797072cccb028863513edfa 4 : g4fq

Detail

]

{"name":"Steam Ship", "email™:"sagaliafyahoo.com™, "roleId™:309, "roleName™: "Lpp
Bestricted”™}

Session ID The identifier of the admin/staff login session during which the event occurred.

Affected Object The identifier of the parameter that was changed.

New Value Click the 'Detail' link to view the value of the parameter after the change.

+  You can navigate to different pages by clicking 'Next' or 'Prev' at the bottom.

Add/Remove Columns in the Log Viewer

Six columns are displayed by default in the 'Audit Data Log' interface. You can add more columns if you want to view
additional details. You can also hide columns that you don't want displayed.

To add or remove columns
+  Click the 'Customize' button at top-right
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hemrpandnyl

& Exportto CSV

iponent Name Event Name Action Type
log_in enter
elete_ondemangteport elete

Customize Audit Table Columns

i | Log Creation Date | Staff

V| Component Name | Event Mame | Affected Object
V| Action Type _| Old Value | New Value

|| Extra Information || Session ID

«  Use the check-boxes to enable or disable columns as required

Note: Mandatory columns are grayed-out and cannot be disabled.

+  Click 'Save' to apply your changes
The following sections explain more about filtering and searching the logs

+  Select the time period to view the logs

+ Use advanced search query to filter logs

+  Use saved search queries to filter logs

«  Export the logs as .csv file
Select the Time Period to View Logs

«  Logs are available for up to seven days prior to the current date.

+  Use the 'Time Range' field at top-left to choose the log display period.
To view logs for a specific time period

«  Click the calendar icon at the right of the 'Time Range' field
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Audit Data Logs

Time Range: 10/11/2018 - 10/11/2018

Last 7 Days

Last 3 Days ation Date Staff
Today

Custom Range

Apply Cancel

«  Select the time period:

 Last 7 Days - Event logs for the previous seven days

« Last 3 Days - Event logs for the previous three days
+ Today - Event logs for the current day

+  Custom Range - Get event logs for a specific date range.

LD B Sep 2018 B Oct 2018
Last3 Days Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
Today 26 27 28 29 36 3% 4 3 + 2 3 4 5 6
2 3 4 5 & 7 8 7 8 9 10 11 42 43
nopty R 9 19 1 12 13 M4 15 4 15 16 7 18 19 20
6 47 48 19 20 21 22 2% 22 23 24 25 26 27
23 24 25 26 27 28 20 28 29 38 3% 4+ 2 3
36 + 2 3 4 5 6 4 5 & 7 & 5 18

- Select the start and end dates from the calendars.
+  Click 'Apply'
Use Advanced Search Query to Filter Logs

Custom search queries let you filter logs for specific events on a specific module. The query can also be saved for
use in future use.

To filter logs using an advanced search query
+  Click the 'Advanced Query' button on the top
The 'Advanced Query' dialog will open.
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Audit Data Logs

‘
Time Range:  10/11/2018-10/11/2018 (8 (CIELC RN 2 )
e ——

Customer Log Creation Date

Advanced Query

Advanced Query Name
Customer

Component

All

Event Mame

All

Action Type

All

Staff

Select Staff -

Save

Clear Form

+  Complete the form parameters:

Advanced Query - Form Parameters

Column Header Description
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Advanced Query Create a label for the query. Ideally this should clearly identify the purpose of the query.

Name

Customer Search for logs which concern specific clients.

Component Search foArI:ogs which concern specific Comodo One modules. The available options are:
«  Comodo One (the Comodo One umbrella console)
+  Service Desk

Event Name Search for logs that have a specific label

Action Type Search for logs which feature a specific activity.

Staff Search for logs which involved specific personnel.

«  Click 'Search' to filter logs based on the conditions in your query.

«  Click 'Save' to save the query for future use. See Use Saved Search Queries to Filter Logs for more
details.

« To clear an active filter, click 'Advanced Query' > click 'Clear Form' > click 'Search'.

Use Saved Search Queries to Filter Logs

« Comodo One lets you save search queries for use in future
Use a saved query

«  Click the 'Manage Query' button at the top

Audit Data Logs

Time Range: 1041172018 - 10/11/2018 58]

Customer Log Creation Date staf jon
| Select All
| Service Desk Avanti Tickets
|| Portal Login Hercules

_| Ticket Updates Hercules

-

n select & Search

+  Select the queries you want to use from the drop-down. You can select any number of queries at a time.

Tip: Type first few letters of a query name in the 'Search' box to quickly find a specific query. ‘
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«  Click 'Select & Search'

The logs will be filtered and only those meeting the search queries will be displayed.

+  Select queries and click the trash can icon n to remove them from the list of saved queries.
Export the Logs as .csv File

The currently displayed logs can be exported to a comma separated value (CSV) file for later analysis and
troubleshooting.

To export logs to csv file:
«  Click the 'Export to CSV" button.

The log file will be downloaded as a .csv file. The file can be opened with spreadsheet applications like Microsoft
Excel and OpenOffice Calc.

16 Configure C1 Settings

+  Click your username at the top-right and select 'Settings'

- The 'Settings' interface lets you change your password, set your time-zone, configure launch preferences,
switch from Comodo One skin to ITarian skin, reset two-factor authentication, and generate backup codes.

« You can also choose a particular module to open right after you login to Comodo One.
To open the Comodo One Settings screen

+  Click your username at top-right then select 'Settings'

~ O postprodcompany ~

& Settings

[ Logout |

Action Type

The 'Settings' screen will open:
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Settings
Change Password Two-Factor Authentication
Obd Password * cConfigured on 10/31/2018

Mew Passwiord *

New Password (Again) *

Reset Configuration

Change Time Zone Comodo One Application Launch

Time Zone Open licensed application o new Lab

{=03300) Europe/! = -
{+05aMH ELrapedosome = Open licensed zpplication on current tab

Daylight Saving Time

Comodo One Login Page Activate me on [Tarian
= Sel Qverview Page as login page ITarian skin &
Set Service Desk as login page ——

Set Endpolnt Manager as login page

) - B ™ & 1
Set Dome Secure Web Gateway as login page LA L R —
[ o - - L] & -
set Dome Shield a5 login page
- i S ———
Sel Dome Firewall Central Manager as login page I-————— " o .

< | Accept the En

The interface allows you to:
+  Change your password
+ Change time zone
«  Configure application launch settings
- Seta licensed application as your Comodo One login page

+ Reset two-factor configuration and regenerate backup codes
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»  Switch Comodo One portal skin to ITarian portal skin

To change your password
+  Click your username at top-right then select 'Settings'
«  Goto the 'Change Password' tile
«  Enter your current password in the 'Old Password' field
«  Enter your new password and confirm it in the respective fields

«  Click 'Clear Form"if you need to start again
+  Click 'Save' to register your new password

Your password is changed
successfully.

+  Click 'OK" in the alert screen.

To change the time zone
+  Click your username at top-right then select 'Settings'
+ (o to the 'Change Time Zone' tile.

+  Select your preferred zone from the drop-down menu.

«  Enable 'Daylight Saving Time' if applicable for your location.

Time Zone is updated successfully.

«  Click 'Save'

+  Click 'OK" in the alert screen.

To configure application launch settings
- Click your username at top-right then select 'Settings'
«  Scroll to the 'Comodo One Application Launch' tile.

The tile lets you choose whether you want modules opened from the 'Applications' menu to open in a new tab, or the
same tab.
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+  Open licensed application in new tab - If selected, the application you choose from the 'Application' menu
will open in a new browser tab. You can also choose whether the Comodo One menu should be visible
above the application interface.

Comodo One Application Launch

+ Open licensed application on new tab

Comodo One Default Menu Settings
Open Comado One menu as collapsed

« Open Comodo One menu as extended

Open licensed application on current tab

«  Open Comodo One menu as collapsed - The Comodo One menu bar is not shown on the new
browser tab. You can open the menu bar by clicking the down arrow at center top.

«  Open Comodo One menu as extended - The Comodo One menu bar is shown on the new browser
tab.

«  Open licensed application on current tab - Applications will load in the same tab. The Comodo One menu
bar is displayed by default.

+  Click 'Save' to apply your changes.

Menu settings is updated successfully.

+  Click 'OK'
To set a licensed application as your Comodo One login page
«  Click your username at top-right then select 'Settings'
- Scroll to the 'Comodo One Login Page' tile.
The tile shows all licensed applications added to your account.
«  Select the application that you want to see immediately after you login to Comodo One.

+  Click 'Save' to apply your changes.
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User login page settings is updated
succassfully.

The chosen application will open automatically the next time you login to your account. Please note that your role
permissions need to allow you to access the configured application.
To reset two-factor configuration and regenerate backup codes
+  Click your username at top-right then select 'Settings'
«  Scroll to the "Two Factor Authentication' tile.
The tile lets you reset two-factor authentication for the admin account and regenerate backup codes.
- Click 'Reset Configuration' at the bottom to reconfigure two-factor authentication

+  Click 'OK" in the confirmation dialog

Two-factor authentication is reset
successfully

You will be prompted to repeat the two-factor authentication process at next login. This is applies to account admins
only. Other users need not reconfigure unless two factor is reset in 'Staff Management' > 'Staff'.

+  Click the 'View Backup Codes' link to see your backup codes:
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Settings
Change Password Twao-Factor Authentication
Ol Passwiond * Configured on 02/27/2018

Mew Passevord *

View Backup Codes

You have 10 unused backup codes

If you lose access to your authentication device, you can use one of these backup
codes to login to your account. Each code may be usad only once. Make a copy of [
these codes and store it somewhere safe. Below codes are sent to your email
address.

3b82d6vkc 9vzsocqj6
4pjiik36g bytgetéh3
S5skbmlymm drt2z7f1c
_ 9porvsdg7 pO6usi49a
9vhxIx3bi s8dyomjac

Keep a copy of the backup codes so you can login to Comodo One when you don't have access to your
authentication device.

+  Click 'Generate New Codes' if you want to create a new set of codes for future use.
After you generate a new set of codes, you cannot use the old codes.
Switch Comodo One to ITarian Portal Skin

Select whether you want to use the Comodo One console or the ITarian branded console. You can access all your
apps and account details from both skins.

Note - You cannot switch [Tarian skin to Comodo One skin. Contact support@itarian.com if you wish to switch to
the Comodo One skin.

To change Comodo One portal skin to ITarian portal skin
+  Click your username at top-right then select 'Settings'

«  Scroll to the 'Activate me on ITarian' tile.
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Activate me on ITarian

of [Tarian skin -

o1 | accept the End User Licencs Agreement

+  Select '[Tarian skin' to migrate from 'Comodo One' to '[Tarian' skin
+  Agree to EULA and Click 'Save'

+  Your interface will change immediately to ITarian skin. Note — you cannot switch back to Comodo One skin
from the settings screen. Contact support@itarian.com if you wish to switch back to Comodo One skin.

17 Comodo One Support

Comodo One is committed to providing the highest levels of support for its products. If you need technical
assistance, we offer the following convenient support services:

Online Help Guides

Comodo help guides for all products are available at https://help.comodo.com. You can navigate to any guide from
the main page.

+  Click the help icon then 'Help Guides' to view Comodo One user guides

S 20- Q- &

@ Help Guides

% Forum
& Send Email to Support

Contact Us

Each module of the application has its own dedicated help guide containing detailed descriptions.
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Forum
Register at Comodo One forums and join thousands of other users discussing all aspects of our products.

You'll benefit from the expert contributions of developers and fellow users alike and can find answers to any
questions you may have.

+  Click 'Forum' to open the community portal at https://c1forum.comodo.com/
Send Email to Support

If you are unable to find a solution in either the help guides or the forums, then please email support at ¢1-
support@comodo.com

Contact Us
Support phone numbers for US and international customers.
Submit a Ticket

You can submit support tickets to Comodo at https://support.comodo.com/. The site also contains an extensive
knowledge-base, FAQs and tutorials.

18 View Release Notes

Release notes contain information about new features, improvements and bug-fixes in each version of Comodo One.
+  Click the Comodo One logo at top-left to open the dashboard

«  Click the version number at the bottom:

& 2018 Comodo DME Cogyrighe - Al Righes Resers .’

¥3.27.0- 27.10.2018 1 E SERVICEDESK

v3.26.0 - 22.09.2018 1 [ Jm——

©
©
S -
°
Q

v3.24.0- 14.07.2018 “’f [ ) PR

«  Click the arrow at the end of a row to read the notes for a specific version.

Comodo One Admin Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 210


https://support.comodo.com/
mailto:c1-support@comodo.com
mailto:c1-support@comodo.com
https://c1forum.comodo.com/

Comodo One - Administrator Guidg™ ~ omeee

Appendix - C1 Products

There are two types of Comodo One account - 'Comodo One MSP' and 'Comodo One Enterprise'.

The following table shows the products available with each type:

S.No Products MSP Enterprise

Default

1 Endpoint Manager v v
2 Dome Shield v 4
3 Service Desk v v
4 RMM Plug-in v v

Licensed Applications (Integrated)
1 Service Desk (Ticketing) v v
2 Endpoint Manager v v
3 Quote Manager v v
4 Acronis Cloud Backup v v
5 Customer Relationship Management v v
(CRM)
6 cWatch v v
7 cDome Secure Web Gateway (Dome v v
Standard)

8 cDome Shield v v
9 cDome Data Protection x v
10 cDome Antispam Gateway x v
" cDome Antispam Gateway - MSP v x
12 cDome Firewall Virtual Appliance v v
13 cDome Firewall Central Manager v v
14 cWatch EDR v v
Tool Set

1 Network Assessment Tool v v
2 Comodo Cleaning Essentials v v
3 Unknown File Hunter v v
4 Auto Discovery and Deployment Tool v v
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About Comodo ecurity Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or Linkedin.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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