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1 Introduction to Comodo One MSP

Comodo One MSP is the integrated platform for Managed Service Providers which combines Device Management,
Remote Monitoring, Service Desk and Patch Management modules in a single, easily navigated console.

# Comoda One MSP 5 Dashboard > Dwerview
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Applications are available in three areas of the interface - 'Licensed Applications', 'Store" and 'Tool Set'":

Licensed Applications. Available for immediate use and accessed by clicking 'Licensed Applications' in the left-hand
menu. Licensed applications include:

«  Comodo Service Desk - A fully featured ticket management system which allows enterprises to implement
strong and effective work-flows for internal and customer-facing support departments. Comodo Service
Desk allows administrators and staff members to respond to tickets, reassign tickets to other departments
or personnel, generate reports, create knowledge base articles and more.

- Comodo Patch Management - Provides administrators and MSPs with granular control over the
deployment of updates to operating systems and 3rd party applications on network endpoints. Featuring an
easy to use interface, Comodo Patch Manager allows administrators to define patching policies and
schedules and to remotely monitor the deployment of Windows and Linux operating system updates.

«  Comodo IT and Security Manager (ITSM) - Allows MSPs to manage, monitor and secure mobile devices
and Windows endpoints which connect to customer networks. Once an iOS, Android or Windows device
has been enrolled, administrators can quickly apply configuration profiles which determine network access
rights, security settings and general preferences. A powerful addition to any MSP toolkit, Device Manager
allows you to secure customer data regardless of the device that holds it. ITSM is available by default to
customers that signed up for Comodo One version 3.0 and later. Customers that signed up for Comodo
One prior to version 3.0 version can integrate CDM to their console, if required.

«  Comodo Remote Monitoring and Management (RMM) - Comodo RMM is an efficient endpoint
monitoring application that allows administrators to monitor and manage multiple endpoints from one
centralized console. RMM is available as an integrated module to customers that signed up for Comodo
One prior to version 3.0. The customers that signed up for the version 3.0 and later can access RMM
through the ITSM interface. Refer to the help page at https://help.comodo.com/topic-214-1-771-9524-
Remote-Management-of-Windows-Devices.html in the online ITSM Admin Guide for more details.
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Store. The C1 Store contains optional applications which allow you to expand your service offerings. Once
downloaded, 'Integrated' applications can be used directly from the Comodo One console while non-integrated
applications are stand-alone. Most store applications include separate license fees.

+  Acronis Cloud Backup - A perfect solution for all your backup and disaster recovery needs. This cloud-
based application has the ability to backup any application and system including Windows, Linux and Mac.
Available with pre and post-paid subscription models, this solution fits the needs of any enterprise.

«  cWatch - cWatch is a cloud based next generation security information and event monitoring platform that
allows MSPs to provide high level of security service to their customers. It features advanced event log
monitoring, built-in reporting, multiple pre-set queries, a powerful custom-query interface, automatic
assignment of incidents to personnel, customizable dashboards and real-time alerts.

«  Comodo Quote Manager - Comodo Quote Manager (CQM) is an end-to-end quote management solution
that allows Managed Service Providers (MSPs) and companies to quickly create, follow up and finalize
quotes for customers. You can keep track of submitted quotes, send reminders to customers, resolve
customer queries almost instantly and view detailed sales reports.

«  Comodo KoruMail - An enterprise antispam and threat prevention solution that uses a sophisticated array
of spam filters, anti-virus scanners and content analysis engines to prevent unsolicited mail from ever
entering your customers' networks.

« Comodo Antispam Gateway (CASG) - CASG is a cloud based email anti-spam protection for corporate
mail servers that can reduce spam by up to 97%.

- Comodo Korugan VM - Korugan is a Unified Threat Management (UTM) solution that provides multiple,
essential security services by controlling firewall policy, antivirus, intrusion prevention, gateway antispam,
website filtering, traffic monitoring, VPN, DNS and proxy servers, in a single package. Korugan needs an
appliance installed as a Virtual Machine (VM) on the customer network to be protected. Upon subscription
of the service, you can download the ISO image of the virtual machine, to be installed on the customers'
networks.

«  Comodo Korugan Central Manager - Korugan Central Manager allows you to manage several Korugan
VMs/appliances installed on your customers' networks from a single central console.

«  Comodo Dome Shield — An enterprise web filtering solution that allows MSSPs to provide comprehensive
DNS based security for their customers. Comodo Dome Shield is available as an SaaS solution and allows
you to configure granular security and category based web rules.

« Comodo Dome Standard - A real time web traffic scanning solution that is capable of providing
comprehensive web content and security control for your customers. Includes URL filtering, malware
protection, Valkyrie real-time file verdicting and portable containment.

Tool set. The following utilities are available for download from the "Tool Set' area of the interface:

«  Comodo Network Assessment Tool - Allows MSPs to perform in-depth scans on customer networks to
identify a wide range of server, endpoint and network vulnerabilities. The tool will also prepare detailed risk
reports for scanned networks along with a risk mitigation plan containing actionable advice to address each
issue.

«  Comodo Cleaning Essentials - Security software for Windows endpoints which contains tools designed to
identify and remove malware and unsafe processes from infected computers. Includes a fully customizable
malware scanner and an advanced system monitoring tool which allows users to identify and kill any unsafe
processes with a single click.

+  Unknown File Hunter Tool - A lightweight scanner that is capable of identifying Advanced Persistent
Threats (APT) and other zero-day threats. While the good and malicious files are identified easily, the files
that do not fall into these two categories are called 'Unknown’. It is in this category of 'Unknown' that most
zero-day threats and APTs are to be found. Unknown File Hunter Tool allows to upload these unknown files
to 'Valkyrie' — cloud based servers where these files undergo a battery of tests to determine whether they
are safe or malicious.

Chapter 1 of this guide covers account set up, an introduction to the Comodo One MSP web interface and initial
configuration of administrators and staff members.
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+ Introduction to C1 MSP

«  Signing up for an account - How to create an account

«  The Comodo One MSP Web Interface - A snapshot of main functional areas of Comodo One MSP
+  Managing Administrators - Explains how to add administrators and staff members

«  Admin Privilege Levels - Outline of administrative privileges

+ Managing Companies - Explains how to manage companies for an account

A dedicated guide for the Comodo One interface is also available at https://help.comodo.com/topic-289-1-716-8478-
Introduction-to-Comodo-One.html.

Chapters 2 and beyond cover usage of the RMM module. Detailed descriptions other modules can be found in their
own dedicated guides.

1.1 Sign Up for an Account

Getting a Comodo One MSP account is very easy and can be completed in a few steps.

+ Visit https:/lone.comodo.com/

COMODDO

- Call now! For a live demonstration Community | About Comodo | SignUp | Lagin
one @ (972) 649-9012

MEMU

Comodo One MSP

Advanced IT Management

+  Click 'Get It Now', then enter your email address in the box. Alternatively, click 'Sign Up' or 'Login' > 'l don't
have an account > Sign Up' link.

Enter your email to get all three Free
Comodo ONE Products

Comodo One MSP - RMM - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved. 6
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«  Complete the short enrollment form.
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+ Ifyou are a new customer, choose the 'l AM ANEW USER' tab and fill a short enrollment form

1AM I HAVE A COMODO
A NEW USER LICENSE ACCOUNT

Email *
bsky60127@gmail.com

Password *
Telephone Number *

C1 have read EULA and accept it.

Click here to

reload above text.

+  Email - This field will be pre-populated with
email address provided. Enter a new email
address if you wish to change it. You will
receive the verification link to this email
address.

+  Password: Enter the password for logging-
in to your C1 account. The password
should be of at least eight characters, and
must contain a combination of lower case
and upper case characters, at least one
numeral and at least one special character
chosen from '("#$%"&*")'

«  Telephone Number: Enter your contact
number.

« End User License Agreement: Read the
EULA fully by clicking the 'EULA'" link and
select the 'l have read EULA and accept it'
check box.

+  Captcha: Enter the Captcha value to verify
your application

«  Click the 'Submit' button.

A verification email will be sent to the email address
registered at the time of your Comodo account creation.
If by chance the verification mail is not delivered, you
can login to the C1 account and click the "Your email has

! not been verified yet. Resend the email again' link.

+ Ifyou already have an account with Comodo, click the  HAVE A COMODO LICENSE ACCOUNT'

tab and fill a short enroliment form

Comodo One MSP - RMM - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved. 7
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- Comodo License Account Login / Email
- Enter your username or email address
used fo login to your Comodo account at
https://accounts.comodo.com. You will
receive the verification link to the email
address you entered while registering your
account with Comodo.

«  Password: Enter your Comodo Account
password. The same password should be
used to logging-in to the your C1 account.

« End User License Agreement: Read the
EULA fully by clicking the 'EULA'" link and
select the 'l have read EULA and accept it'
check box.

- Captcha: Enter the Captcha value to verify
your application

«  Click the 'Submit' button.

A verification email will be sent to the email address
registered at the time of your Comodo account creation.
If by chance the verification mail is not delivered, you
can login to the C1 account and click the "Your email has
not been verified yet. Resend the email again' link.

1 AM | HAVE A COMODO

A NEW USER LICENSE ACCOUNT

Comodo License Account Login / Email *

Password *

Forgot Your Password?

have read EULA and accept it.

[ J
MM
Click here to
reload above text.

Comodo One MSP - RMM - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved. 8
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Comodo ONE Sign-up Verification /e & B

no-reply@comodo.com 206 PM (2 minutes ago) - -
to me (=

cCOMODO

one

Hella

Thank you for your interest on Comodo OME. Please click on link below to verify your email
address and set your password

Verify my email

Thank you being part of the community!

The Comodo One Team

Please do not reply to this email as this email address is not monitored

Support Telephone: Support Email: c1-supporti@comodo com
US: +1.703.637 9361 Enterprise Forum: hifps.fforum1 comodo com

International: 1-88-256-26-08 MSP Farum: hitps Marim mspoonsorum com

+  Click the 'Verify my email' link
Upon successful verification, you will be taken to the C1 login page.

Comodo One MSP - RMM - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved. 9
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COMODO ONE

Email or Login
Password

|| Remember Me Forgot password?

| don't have an account = Sign Up

+  Enter your email address and password to login to C1. Upon your first log-in, 'Account Details' form will be
displayed.

Comodo One MSP - RMM - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved. 10
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Complete Account Details  Logout

Email

bskyB0127@gmail.com

Business Type *

Managed Service Provider (MSP) v

Company Name *

Subdomain *
(7]

ACME . servicedesk.comodo.com
ACME.cmdm.comodo.com

Phone Number *

04472345678

Country

State Postal Code

SUBMIT

«  Email - This field will be pre-populated with the email address entered during account creation.
You cannot edit this field.

+  Business Type - The drop-down allows you to choose the service type of Comodo One. To
subscribe for Comodo One MSP service, choose Managed Service Provider (MSP) from the drop-
down.

«  Company Name - Enter the name of the company that you want to enroll for Comodo One MSP.

+  Subdomain - Enter the sub-domain name for creating the URL to access the Comodo One MSP
modules, like Service Desk module . For example, if you enter the sub-domain 'milkyway' then you
can access the Service Desk module by entering the URL
'https:/imilkyway.servicedesk.comodo.com'

«  Phone Number - Enter the phone number of your company
«  Country - Choose your country from the drop-down

+  Fill-in the form with the details for your C1 account

Comodo One MSP - RMM - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved. 11
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- State - Choose your state/province country from the drop-down
«  Postal Code - Enter the postal code/zip code of your city.
Time Zone — Select your preferred time zone.
+  Click "Submit'
The activation dialog for your free products will appear.

IT and Security Manager Activation ® Logout

Existing Licenses

A There are no existing IT and Security Manager license. You can select an available
license below.

Available Licenses

® IT and Security Manager Subscription Basic Edition (Unlimited Users - Free)

«  Click 'Next'
Your free modules will be activated.

Comodo One MSP - RMM - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved. 12
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Comodo ONE MSP ® Logout
Free Services Out of Box

@ IT and Security Manager READY A

Full Mobile Device Management

Full Mobile Application Management

Full Mobile Security Management

Bring Your Own Device Support

Endpoint Security Management for Windows Devices including World Best
Containment Technology (For the first month.)

o  Community support

o o o o O

& Service Desk READY A

o Service Automation Ticketing System
o Multi-Site Help Desk Management
o  Fully Integrated / One View Dashboard for all 3 Free Tools

(<]

Patch Management READY A

Automated Patch Management

Supports Windows, Mac, Linux

Fully Integrated / One View Dashboard for all 3 Free Tools
Multi-Tenant

o o o 0

+  Click 'OK' on completion. You will be taken to Comodo One MSP Dashboard.

That's it. You have successfully created a Comodo One MSP account. Please note that this account will be
automatically granted 'Account Admin' privileges and cannot be deleted. This is effectively the ‘Master Admin'. You
will be able to create '"MSP Admins' and Staff under this account. Refer to the section 'Managing Administrators' for
more details. You can login to your account at anytime at https://one.comodo.com/app/login.

1.2 The Comodo One MSP Web Interface

The Comodo One MSP interface allows account administrators and MSP Administrators/Staff to manage and use
integrated C1 Modules, add new modules, view dashboard statistics, manage subscriptions and more. Account
administrators can also add MSP Administrators and Staff members from this interface.

Comodo One MSP - RMM - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved. 13
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COMODO ONE w0 = & T 0w ~ ] vazoe B @ Coyote

# Comodo One MSF > Dashboard » Overview

% Customize

@ Open @ High Priory @ Overdue Task Status

@ ™ High Prionity
L Open

@O Overdue

&= Unassigned
Assigned

il Paused

@ Total Tickets

0000000
]

@
@ Explring SL&

Ticket generated by

& 7 Automated
04/27/2016 06/20/2016 06/30/ 20716 07/01/2016 07/03/2018 @ = User Generated

The name of the user that is currently logged in is shown at top right. The menu bar at the top allows administrators
to navigate to different features. A menu icon in red color indicates the respective feature is in use.

Menu Icons

COMODO ON Home - Click this to return to C1 dashboard from any interface including
licensed applications.

C1 Dashboard - Allows you to view the statuses of licensed appliances,
s notifications and more.

Licensed Applications — Allows you to open the licensed applications included

=S for your account.

Customer — You can add new organizations, edit and delete existing
- organizations.
w Staff — Allows to add and edit administrators belonging to the account.
- Store - You can subscribe for more Comodo products from this area.

Comodo One MSP - RMM - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved. 14
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~ Tool Set — Download free utility tools from here.
(7] Management — Allows you to manage your MSP account.
vV 3.2.0 Version Number - Clicking the version number opens the Release Notes page

containing new features added and bugs fixed in the current version.

‘ Notifications — Displays notifications to the administrators from C1.

9 Help - Clicking the 'Help' link displays shortcuts to visit Comodo One help pages
and forum pages.

Logged-in User Name Clicking on the username allows the following options:

+  Settings - Opens the 'Settings' interface that allows the currently
logged-in administrator to change their password.

«  Logout - Allows the currently logged-in administrator to logout from C1.

Dashboard - The 'Dashboard' is displayed by default on logging into the console. It contains the following sections:

«  Overview - Displays pie-charts and bar-charts showing statistical summaries of status of service desk
tickets, patches available for enrolled endpoints, application status of patch management policies to
endpoints, statistics of operating systems of network endpoints, their online/offline status and more.

+  Notifications - Comodo pushes the latest news about Comodo One products as notifications. The number
of new notifications will be displayed beside 'Notifications' under 'Dashboard' in the left slider pane. Clicking
'Notifications' opens the 'Notifications' screen that displays a list of these notifications.

+  Reports - Comodo One allows the administrator to manually generate reports on service desk performance
reports and to schedule automated report generation. The 'Reports' screen displays a list of reports
generated.

Licensed Applications - Allows the Account Admin, MSP Admins and Staff members to access the modules
available in Comodo One MSP.

«  Comodo Service Desk - A fully featured ticket management system which allows enterprises to implement
strong and effective work-flows for internal and customer-facing support departments. The support ticketing
management system allows administrators and help desk staff to keep track of tickets raised by users,
attend to them, reassign them to appropriate department or organizations, generate reports and more.
Refer to the dedicated Service Desk guides for more details.

«  Comodo Patch Management - Allows granular control over the deployment of updates to operating
systems and 3rd party applications on network endpoints. Featuring a centralized, easy to use interface,
Comodo Patch Manager allows administrators to carry out various functions remotely such as deploy OS
updates for both Windows and Linux machines, update 3 party applications and more. Refer to the
dedicated Patch Management guide for more details.

«  Comodo IT security and Management (ITSM) - ITSM allows administrators to manage, monitor and
secure mobile devices and Windows endpoints which connect to customer networks. Once an iOS, Android
or Windows device has been enrolled, administrators can quickly apply configuration profiles which
determine network access rights, security settings and general preferences. A powerful addition to any MSP
toolkit, ITSM allows you to secure customer data regardless of the device that holds it.

«  Comodo Remote Monitoring and Management (RMM) - A complete endpoint management solution
which combines endpoint monitoring and alerting with ultra-fast remote desktop sharing, a robust ticketing
sub-system, application life-cycle management, process and service management, endpoint security

Comodo One MSP - RMM - Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved. 15
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management and custom scripting for automated break-fixing.

Note: RMM is available under 'Licensed Applications' interface only to customers that signed up for Comodo One
prior to version 3.0. The customers that signed up for the version 3.0 and later, can access RMM through the ITSM
interface. Refer to the help page at https://help.comodo.com/topic-214-1-771-9524-Remote-Management-of-
Windows-Devices.html in the online ITSM Admin Guide for more details.

«  Acronis Cloud Backup - This module is optional and can be added after creating a Comodo One MSP
account. This is a cost effective tool for MSPs to render backup and disaster recovery services for their
customers. Available both in local and in cloud for backups, this tool is capable of backing up data from any
source and recovers to any destination and system.

«  Comodo Quote Manager - This module is optional and can be added after creating a Comodo One MSP
account. Comodo Quote Manager allows MSP Administrators and staff to generate and forward price
quotes for requirements from the customer organizations and manage them.

«  cWatch - This module is optional and can be added after creating a Comodo One MSP account. cWatch is
a cloud based next generation security information and event monitoring platform that allows MSPs to
provide high level of security service to their customers.

« Comodo Dome Standard — This application is a real time web traffic scanning solution that is capable of
providing a comprehensive web content and security control. This module is optional and can be added
after creating a Comodo One account.

- Comodo Dome Shield — This application is an enterprise web access restriction solution that allows
administrators to provide comprehensive DNS based security for their customers. This module is optional
and can be added after creating a Comodo One account.

Customer - Displays Organizations added by Account Administrator to manage their IT issues and requirements.
Any number of companies/departments can be created for the account depending on subscription levels. Companies
added here are automatically added to all the integrated modules and be viewed by all MSP Admins when they are
in those modules. Module-specific users and administrators can be added under these companies from within each
module itself. Refer to the section 'Managing Companies' for more details.

Staff - Admins added here can access all modules in Comodo One and have administrator privileges. For Service
Desk, the privileges differ depending on whether the staff member was added with admin privileges (aka an 'MSP
Admin') or not. Staff without admin privileges can access only the staff panel in Service Desk while staff member with
MSP Admin privileges can access both admin and staff panels in Service Desk. After an MSP Admin or Staff has
been created, they will receive an account verification email and be asked to create a unique password. Refer to the
section 'Managing Administrators' for more details.

Store: Displays Comodo applications that are available for C1 users. Currently Comodo Quote Manager, Acronis
Cloud Backup, cWatch, Comodo Dome Standard, Comodo Dome Shield applications are available as optional
modules and can be added as a fully integrated C1 module. All other applications are 'standalone' and planned to be
integrated in the upcoming versions.

Tool Set: Allows administrator to download free utility software for use on customer networks. The available
applications are:

«  Comodo Cleaning Essentials - Comodo Cleaning Essentials (CCE) is a set of computer security tools
designed to identify and remove malware and unsafe processes from infected computers.

Maijor features include:

+  KillSwitch - an advanced system monitoring tool that allows users to identify, monitor and stop
any unsafe processes that are running on their system.

«  Malware scanner - Fully customizable scanner capable of unearthing and removing viruses,
rootkits, hidden files and malicious registry keys hidden deep in your system.

«  Autorun Analyzer - An advanced utility to view and handle services and programs that were
loaded when your system booted-up.
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CCE is a lightweight, portable application which requires no installation and can be run directly from
removable media such as a USB key, CD or DVD. It allows users to quickly and easily run scans and
operate the software with the minimum of fuss. For more details, refer to the online help guide of CCE at
https://help.comodo.com/topic-119-1-328-3516-Introduction-to-Comodo-Cleaning-Essentials.html

+  Comodo Network Assessment Tool - Comodo Network Assessment tool (NAT) allows network
administrators to perform in-depth scans on client networks to identify a wide range of server, endpoint and
network vulnerabilities. The tool will also prepare detailed risk reports for scanned networks along with a
risk mitigation plan containing actionable advice to address each issue. Setup is easy with a simple wizard
which allows users to import networks via Active Directory, Workgroup or IP range. This guide takes users
through the initial installation and configuration processes before moving onto more detailed descriptions of
settings and program usage.

+  Unknown File Hunter Tool — The Comodo Unknown File Hunter (UFH) tool is a lightweight scanner that is
capable of identifying unknown and potentially malicious files residing on your customer's network. After
scanning networks and systems, it will classify all audited files as 'Safe', 'Malicious' or 'Unknown'. While
'Safe' files are OK and 'Malicious' files should be deleted immediately, it is in the category of 'Unknown' that
most zero-day threats are to be found. The UFH scanner allows you to upload these files to our Valkyrie
servers where they will undergo a battery of run-time tests designed to reveal whether or not they are
harmful. You can view the results of these tests in the UFH interface.

Management: Enables the Account Administrator to manage their Comodo One MSP account.

«  Account - Allows the account administrator to personalize and edit the account details such as name, email
address, address, phone numbers and notes.

. Subscriptions - Provides information about your App Store purchases such as product types, payment
types and the subscription period.

« Usage - Provides the module usage information such as the storage used for backup module including total
quota and total usage.

« Billing - Allows account administrators to view past bills as well as current bill invoiced.
Clicking on the logged in user name at the top right allows settings and logout options.

« Settings - Opens the 'Settings' interface that allows the currently logged-in administrator to change their
password and configure preferred time zone.

« Logout - Allows the currently logged-in administrator to logout from C1.

Help - Clicking the 'Help' icon displays shortcuts to visit Comodo One help pages and forum pages.

v3zo A % Coy

& Help Guides

®, MSP Forum
Irc ®; Enterprise Forum

&% Email to Support

Version Number - Clicking the version number opens the 'Release Notes' page containing new features added and
bugs fixed in the current version.
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1.3 Managing Administrators

The 'Staff' screen allows Account Administrators to add MSP Administrators. Once created, these users will be able
to login into C1 at https://one.comodo.com and will be able to access the service desk, patch management, ITSM
and other licensed modules. You can also transfer the account administrator privileges to another MSP administrator.

To open the 'Staff' screen

«  Click on the staff icon w from the menu bar

The 'Staff' interface will be displayed:

Staff List - Table of Column Descriptions

Column Header Description
Name The name of the administrator or staff member
Email The email address of the administrator or staff member
Verified Indicates whether the administrator or staff member has verified their email address by

clicking the verification link in the notification mail sent to them. The administrator/staff can
login to C1 interface only after verifying their email address and creating a password for
them.

Admin Indicates whether the user has MSP Admin privileges. If no check mark is present then it
indicates that the user is a staff member. An MSP administrator can create only staff
members. The master Account Admin can create both MSP Administrators and staff
members.

Account Admin Indicates whether the user is the 'Master' administrator of the Comodo One MSP account.
Only one account admin is allowed for a Comodo One account. Only the Account Admin has
the privileges to add MSP administrators and staff members for this account and to add
additional modules like Comodo Device Manager, Comodo Quote Manager and so on .

Sorting and Filtering Options:
+  Click any column header to sort the list of administrators in ascending or descending order according to the
column label.

- Filter the list or search for specific administrator(s) by entering their name or email address in the search
field at top right in part or full.

The interface allows account administrators to:

+  Add MSP Administrators/Staff

+  Edit the details of MSP Administrators/Staff

+  Remove MSP Administrators/Staff
To add MSP Administrators/Staff

+  Click the 'New Staff' button from the 'Staff' interface
The 'New Staff' form will be displayed:
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S|
w| MNew Staff

Dy Admin

Name

Chennai Staff

Email

admin@chennalitservices.com

x Cancel Eﬂ Save

Select the 'Admin' check box if you want to add an MSP Administrator. Leave it blank if you want to add a
staff member.

Note: Staff with 'Admin’ privileges can be added only by the Account Administrator.

+  Enter the name of the Administrator or Staff in the 'Name' field.
+  Enter the email address of the Administrator or Staff to which the verification email will be sent.
+  Click the 'Save' button.

A confirmation dialog will be displayed.

Alert

Msp staff is created successfully.

W oK

+  Click 'OK'
A verification email will be sent to the email address. After clicking the verification link in the mail, the recipient will be
asked to set a unique password for accessing Comodo One.
Editing the details of administrators/staff

The Account Administrator can edit the name of an administrator/staff, assign/remove administrative privileges and
transfer account administrator rights to another administrator. The administrator can edit only the name of a staff
member.

Note: A staff can be edited to assign/remove admin privileges only after they validate his/her email address by
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‘ clicking the link in their verification email.

To edit a staff/administrator

«  Select the MSP Administrator/Staff then click the 'Edit' button:

© Hew st iy oot Search...

HAME ¥ EMAIL ¥ VERIFIED ¥ ADMIN ¥ ACCOOUNT ADH
Dagweood avantistudedgmail com w

Mikyway Jupiterblackhale2@gmail.com "

Steam Ship ssgalia@yahoo com o

tranatarstudebake nfyahoo. comr

Coyote coyoteswile@yahoo.com " w L

The 'Edit Staff' dialog will open.

Edit Staff
! Account Admin
| Admin

Name

Transtar

Email

transtarstudebaker@yahoo.com

x Cancel

+  Update the details as required. Please note the email address field cannot be edited.
+  Click the 'Save' button
The following confirmation dialog will be displayed:
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Alert

Msp admin is edited successfully.

W oK

+  Click 'OK'

To transfer the account admin rights to a different administrator
+  Select the administrator and click the 'Edit' button
+ Inthe 'Edit Staff' dialog, select Account Admin checkbox.

Edit Staff

# Account Admin

“ Admin

Name

Transtar Admin

transtarstudebaker@yahoo.com

x Cancel Save

A confirmation dialog will be displayed:

Confirm

Your account admin rights will be transferred to selected staff. Do you want to continue?

V 0K I Cancel

«  Click 'OK'" to confirm
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Msp admin is edited successfully. You will be directed to login page now. Please login
again
W oK
+  Click 'OK".

The account administrator rights will be transferred to the selected administrator and you will be logged out
automatically. You can login with the same credentials but will have only administrator privileges.

Removing an administrator or staff member

Staff and Administrators who are no longer required to access the Comodo One console can be removed from the
Staff interface.

To delete MSP Administrators or Staff:
+  Select the administrator/staff member that you want to remove from the list and click the 'Delete’ button:

€D Hew st ﬂEdﬂ Search... Q

HAME = EMAIL = VERIFIED = ADMIN = ACCOUNT ADMIN

Dagwood avantistudefgmail com '

Mikyway Jupiterblackhola2@gmail.com L
Steam Ship sagalia@yashoo.com "
Transtar Admin transtarstudebaker@yahoocom o o v
Cayole coyoleawilefyahoo com w L
|4 E | | ] *| i = |items par page 1- & of & items

A confirmation dialog will appear.

Confirm

Do you really want to delete selected staff ?

& 0K ¥ Cancel

«  Click 'OK" to confirm removal.
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Alert

Msp staff is deleted successfully.

& 0K

1.3.1 Admin Privilege Levels

Account Admins, MSP Admins and MSP Staff for Comodo One modules are added and managed via the Comodo
One MSP web console at one.comodo.com. The following tables summarize the privileges of these user types in the
web console itself and each of the individual modules.

Comodo One MSP Web Console

Role Description

Account Admin The Account Administrator is the top level administrator and can access all areas and
functionality of the Comodo One MSP Administrative console and the individual modules.

From the Comodo One MSP web console, the Account Administrator can:
« Add and manage companies for the MSP account
« Add and manage MSP administrators
« Add and manage MSP staff members
« Transfer the account admin rights to another administrator
« Add integrated modules from the 'App Store' in to C1
«  Subscribe for new products and renew licenses for added modules
«  View subscriptions details
« View usage details for modules
«  View billing details for modules

MSP Admin An MSP Administrator has privileges to create new companies and staff members and has
all the privileges of staff.

From the Comodo One MSP web console, the MSP Administrator can:
« Add and manage companies to the MSP account
« Add and manage MSP staff members
«  Cannot add new admins

MSP Staff A MSP Staff member can access individual modules and can execute RMM, Service Desk
and Patch Management tasks.

A MSP Staff member can login and view the Comodo One MSP web console but:
«  Cannot add or edit companies enrolled to the MSP account
« Cannot add fellow MSP staff members

Remote Management and Monitoring (RMM)
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Role Privileges

Account Admin « Add endpoints for monitoring and management
« Create and apply monitoring policies to endpoints

- View service desk requests for policy violations
- Initiate support sessions and accept support requests from end-users

« Deploy diagnostic and repair tools, run procedures and execute jobs on
endpoints

« Access endpoint computers through remote desktop connection to correct issues

MSP Admin Same privileges as account admin
MSP Staff Same privileges as account admin
Service Desk

Role Privileges
Account Admin o Access both admin panel and staff panel

«  Enroll and manage end-users from different companies

« Attend to and manage support tickets from end-users.

« Assign and reassign tickets to staff members

« Create new tickets on behalf of end users

« Setglobal prices for attending to different types of devices
« View dashboard and system logs

«  Configure service desk via the 'settings' interface

«  Manage help topics, SLA plans, ticket filters and more.

. Create and manage privilege based user groups and assign staff members to
them.

. Create and manage departments for the MSP and assign staff members to them.
«  Generate announcements for staff members

«  Generate and view reports

« Update knowledgebase articles like FAQ's and canned responses

MSP Admin - Same privileges as account admin

MSP Staff - Staff members can access the staff panel but not the admin panel
«  Enroll and manage end-users from different companies

« Attend to support tickets from end-users
« View the dashboard
. Create and manage knowledgebase articles like FAQs and canned responses

The following privileges are conditional on the privileges of the group to which the staff
member belongs:

 Assign and reassign tickets to other staff

« Create new tickets on behalf of end users

«  Set prices for attending different types of devices for specific company
« Update knowledgebase articles like FAQ's and canned responses.
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Note: The restriction for staff members from accessing the admin panel is not
implemented in this version. The restriction will come to force in the next version.

Patch Management

Role Privileges

Account Admin «  Enroll Endpoints for remotely installing and uninstalling patches and applications
« Add tags to endpoints and create groups of endpoints for bulk management

- Remotely install recent OS patches and applications on to endpoints and
schedule patch/application installation policies

«  Remotely restart/shutdown endpoints
« View patch management operations and reports
«  Configure remote logging and notification settings

MSP Admin «  Same privileges as account admin

MSP Staff Same privileges as account admin except:
- Configure remote logging and notification settings

ITSM
Role Privileges
Account Admin «  Manage devices (full control)

«  Manage user (full control)

«  Manage profiles (full control)

«  Manage procedures

«  Manage LDAP account

«  Manage Google API token

«  Manage antivirus settings

«  Manage Apple Push Notification service certificate
«  Manage Android settings

«  Manage custom variables

+  Manage EAS token

«  Manage email templates

+  Access to RBAC (full control)

«  Access to compliance page

«  Access to push statistic page

+  Access to threat report page

« MS Exchange access management

Access right to antivirus (full control)

+  Access to application on devices part (full control)
«  Access to subscription section
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MSP Admin Same privileges as account admin

MSP Staff Same privileges as account admin

1.4 Managing Companies

Companies, organizations and departments added through the C1 'Customers' interface will become available for
selection in all integrated modules (Service Desk, Patch Management and IT Security and Manager). Admins can
then import users and devices to these companies through the individual modules.

The Comodo Service Desk interface also allows customers to create 'standalone' (aka 'Unmanaged’) companies.
Companies created this way will not be visible in the C1 interface or available in the other modules. For more details
about adding companies to Service Desk, refer to the online help page at https://help.comodo.com/topic-289-1-
625-7888-Managing-Organizations.html.

To open the 'Customer’ screen

+  Click the customer icon - on the menu bar
The Customer interface displays a list of customer organizations added to Comodo One MSP.

A Con ne WMEP > Customer
0 Maw Customer Search... Q
HAME = CONTACT EMAIL # ADDRESS = POSTAL CODE = DESCRIFTION &
Coyole coyoleswilelyaheo.com Enlerprise
Dithers Construction Comp...  awvantistude@gmail.com 1, Lake View Road, Riverdale. 634321 Dithers Construction Comp..
Dear Comipany impalacheviyi@gmail.com Amirthi Ferest TN 631501 Dealing with Foreat Survelll.
ABC TV Services dyanorat481@gmail.com Cheannai 600001 TV sarvices
Channai IT Services J'|=|iu'~|'\|:||;_i gmail.com Mo 7, Chennai Streal, Chann 600042 Provider of IT services
|4 El » * 10w | ilems per page 1-5 of 5 tems

The Customer interface displays the list of customer organizations added to Comodo One.

Company List - Table of Column Descriptions

Column Header Description
Name The name of the company
Contact Email Email address of the contact person of the organization.
Address The address of the organization
Postal Code The area postal code of the organization
Description A short description of the organization
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Sorting and Filtering Options:
+  Click any column header to sort the list of companies in ascending or descending order according to the
column label.

«  Filter the list or search for specific company by entering their name, contact email address, address or
postal code in the search field at top right in part or full.

The interface allows Account and MSP Administrators to:

« A