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1 Introduction to Remote Monitoring
and Management Module

Comodo Remote Monitoring and Management (CRMM) grants Managed Service Providers complete visibility and
control over the systems they manage. It combines comprehensive endpoint monitoring and alerting with ultra-fast
remote desktop sharing, professional services automation (PSA), powerful policy and job creation interfaces,
automatic support ticket generation and custom scripting for automated break-fixing. RMM is the single-pane-of-
glass that helps MSPs and enterprises to improve the efficiency of their workflows and take the quality of service
they provide to customers to the next level.

g
RMM Administration Console 6.1,397172.522 = m) x

All(10) Offline(7) Not Compliant(2) In Se
Company/Site/Hostname Operating system Device type Logge Internal IP External IP Compliant  Applied policy name  Description Action
ABC TV Services
i+ Chennai IT Services
o Coyote
= Default Site
ADMIN-PC Windows Vista (TM) Business - x86  Waorkstation 10.108.51.130 68.4.80.244 No Workstation monit... 3 Unavailable
ALICE-PC Windows Vista (TM) Business - xB6  Waorkstation ALICE-PChadmin 10.108.51.80 182.74.23.22 N/A MN/A 3 Unavailable
BOB-PC Windows Vista (TM) Business - x86  Waorkstation BOB-PC\admin 10.108.51.120 182.74.23.22 N/A MN/A 3 Unavailable
BOB-PC Windows Vista (TM) Business - xB6  Waorkstation BOB-PC\admin 10.108.51.119 182.74.23.22 No Workstation monit... 3 Unavailable
= Deer Company
= Default Site
DESKTOP-8B38R40 Windows 10 Pro - x64 Waorkstation DESKTOP-8B38R40'Bob S... 10.108.51.172 182.74.23.22 N/A MN/A 3 Unavailable
- DESKTOP-8B38R40 Windows 10 Pro - x64 Waorkstation 10.108.51.172 182.74.23.22 N/A MN/A H3 Unavailable
DESKTOP-8B38R40 Windows 10 Pro - x64 Waorlkstation DESKTOP-8B38R40'Bob S... 10.02.15 182.74.23.27 N/A N/A % Takeover
[=-_Dithers Construction Compan:
&
Refresh Apply Poliy  Run Procedure

Comodo RMM setup and management involves two components - the admin console and the endpoint agent.

«  The admin console is the chief management software and is used to monitor endpoints, define policies and
configure/respond to endpoint service desk tickets. The console should be installed on a local workstation
or server and can be downloaded from the ITSM.

«  The endpoint agent is a small piece of software installed on managed endpoints for communication with the
admin console. The agent is responsible for forwarding the monitored data from the endpoints to the
console and to apply policies/running procedures at the endpoints. The endpoint agent is automatically
installed on each endpoint upon its enroliment to ITSM, so that it is automatically added to the RMM
console for management. For more details on adding Windows endpoints to ITSM, refer to the online help
page at https://help.comodo.com/topic-399-1-786-10126-Enrolling-User-Devices-for-
Management.html.

Also, you can manually install the agent at an endpoint if needed, from the ITSM console. For details, refer
to the online help page at https://help.comodo.com/topic-399-1-786-10139-Remotely-Installing-
Packages-onto-Windows-Devices.html.

To Launch the download Screen and Install screen:
You can download the RMM console setup file from the ITSM console interface.
+  Log into the Comodo One at https://lone.comodo.com/appl/login with your user name and password

+  Click the 'Licensed Applications' icon from the top and select 'IT and Security Manager', to open the ITSM
console.
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+  Click the 'Devices' link on the left and choose 'Device List'

+  Click the 'Device Management' tab at the top of the main configuration pane
Alist of all devices enrolled to ITSM will be displayed by default.

«  Choose a 'Windows' device, click ‘Takeover' from the top then 'With RMM Plugin'

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 4
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= Device List

1 £ E Group Management Device Management
180

. . O allDevbess 00200 e =
| Device List All Devices |;| 4 'ﬂ
ABC TV Services Enroll Device  Manage Profiles Ingtall or Update
Packages

Bulk Installation Package

USERS Chennai IT Services

With RMM Plugin

Coyolte
CONFIGURATION TEMPLATES
Deer Company With Comodo Client Viewer
& Sams e
APPLICATION STORE Default Company
sogfo. OODE
APPLICATIONS Dithers Conatruction C.

PR REE B

Horizon
SECURITY SUB-3YSTEMS

Comodo Remote Device Management Takeover

Step 1

If you didn't download and install the Technician Conscle before, Please download it from
Download Download
*

«  Proceed to download by choosing the type of Operating system.
RMM Features and Benefits

+  Up-to-the-second inventory of all managed devices in a single console

below

+  Easily configure endpoint security policies using the intuitive policies interface
« Automatically create a service desk ticket if an endpoint falls out of compliance with its policy
+  Panoramic, real time information allows you to make better, more informed decisions

«  Multiple plug-ins allow you to observe running processes, services, active connections, auto-run
applications, browser extensions, system restore points and more

+  Ability to run system and registry clean operations with a single click

- Easily transfer files between your computer and endpoint machines

+  Built-in RDP software allows you to access client machines directly from the management console
+  Run commands in multiple interpreter languages

+  Craft and execute procedures which can be used and re-used for common endpoint tasks

+  Advanced Procedure Wizard allows you to create and run commands in sequential order

«  Remotely restart and shutdown endpoints with the integrated power manager

« Agentruns as a service, the endpoint need not be logged in

+  Patent pending rescue option allows administrators to restart endpoints in rescue mode

Guide Structure

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 5
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This guide is intended to take you through the configuration and use of Comodo RMM and is broken down into the
following main sections. The guide can be navigated using the bookmark links on the left.

+ Introduction to Remote Monitoring and Management Module
+  Quick Start Guide
- System Requirements
+ Installing RMM Administrative Console
«  Logging-in to the RMM Administrative Console
«  The RMM Administrative Console
+  The Devices Interface
« Applying Policies
+  Running Procedures
+  The Sessions Interface
«  Support Sessions Interface - An Overview
+ Handling Support Sessions
+  The Jobs Interface
«  Managing Jobs
«  Executing Jobs on Endpoints
+  The Procedures Interface
«  Managing Procedures
«  Running Procedures on Endpoints
« The Policies Interface
- Managing Policies
«  Appendix - Issue Codes for Monitors

1.1 Quick Start Guide

This tutorial briefly explains how an admin can setup Comodo Remote Monitoring and Management (RMM).

Note - To use Comodo RMM, you must have an active Comodo One Account (https://one.comodo.com) and have
added devices and users to the Comodo IT and Security Manager (ITSM) module. Once you have added devices
to ITSM, you will be able to download the RMM console and push the RMM client to managed endpoints.

For more details on enrolling users and adding devices in ITSM, see https://help.comodo.com/topic-214-1-771-
9485-Creating-New-User-Accounts.html and https://help.comodo.com/topic-214-1-771-9486-Enrolling-User-
Devices-for-Management.html.

Basic Setup:

i.  Add devices, endpoints and users to Comodo IT and Security Manager as described above.

ii. Enable the RMM extension in Comodo IT and Security Manager ('Settings' > 'Extensions' > set RMM switch
to 'ON’)

jii.  Install the RMM Admin console. The console is used to monitor endpoints, define policies and configure
endpoint service desk tickets, and should be installed on a local workstation or server. To download the
console, open ITSM > 'Devices' > 'Device List' > 'Device Management'. Select any endpoint from the list
and click 'Takeover'. This will allow you to download the console setup files to your local machine.

iv. Install the RMM client software on target endpoints. The agent facilitates communication between endpoints
and the admin console. The agent is automatically installed on managed endpoints once the RMM

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 6
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extension is enabled in ITSM (step ii, above). Should the need arise, you can also install the agent
manually by clicking Devices > Device List' > 'Device Management', selecting your target endpoints then
clicking 'Install or Update Packages' > 'Install Additional Comodo Packages' > 'Install RMM Plug-in Agent'.

Basic Concepts:

«  Action - Atask which can be run on target endpoints. Examples include install an application, reboot an
endpoint, create a system restore point, run a registry cleaning task and more. Actions are added to
procedures.

«  Procedure - A collection of one or more actions. Procedures can be directly run on target endpoints or can
be added to a 'Job’

« Job - Acollection of one or more procedures. Multiple procedures can be added to a job to create
sophisticated tasks.

«  Policy - Policies are designed to monitor target endpoints and when issues are identified, service desk
tickets are automatically generated and sent to the administrator if certain conditions are met. You can then
investigate the service desk ticket created and run a procedure/job on the endpoint if required.

The guide will take you through the basic setup and usage of Comodo RMM. Click any link to go straight to the
section you need help with.

+  Step 1- Login to Comodo One and download the technician console
«  Step 2 - Install Technician Console
- Step 3 - Login to Technician Console

+  Create procedures
+ Create and execute jobs
+  Create and apply monitoring policies
+ Handle support sessions
«  The Support Sessions Interface
+  Execute pre-defined actions on the endpoint

«  Access the Endpoint through Remote Desktop Connection

+ Run aprocedure

Step 1 - Login to your Comodo One Account and Download the Technician Console
You can download the RMM console setup file from the ITSM console interface.
«  Log into the Comodo One at https://one.comodo.com/app/login with your user name and password

«  Click the 'Licensed Applications' icon from the top and select 'IT and Security Manager', to open the ITSM
console.

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 7
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Quick Actions

RMM

Device Management
Procedures

Comodo Quote Manager

rCwWateh

+  Click the 'Devices' link on the left and choose 'Device List'

+  Click the 'Device Management' tab at the top of the main configuration pane
Alist of all devices enrolled to ITSM will be displayed by default.

«  Choose a 'Windows' device, click ‘Takeover' from the top then 'With RMM Plugin'

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 8
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= Device List

1 £ E Group Management Device Management
U

| Device List O All Devices |;.'I =4 B

Bulk Installation Package

ABC TV Services Enroll Device  Manage Profiles Ingtall or Update
Packages

USERS Chennai IT Services

With RMM Plugin

Coyolte
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Deer Company With Comodo Client Viewer
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PR REE B

Horizon
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Comodo Remote Device Management Takeover

Step 1

If you didn't download and install the Technician Conscle before, Please download it from
Download Download
*

The setup file is available for 32-bit and 64-bit versions of Windows.

below

«  Choose the version appropriate to the system upon which you want to install the RMM console and click
'Download'.

Step 2 - Install the Technician Console

+  Double click on the setup file to start the console installation wizard:

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 9
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ﬁ! RMM Administration Conscle - Install Wizard

Welcome to the Install Wizard for RMM
Administration Console 6.1.128

The Install Wizard will install RMM Administration Console on
your computer, To continue, dick Mext.

WARMNIMG: This program is protected by copyright law and
international treaties.

+  Follow the wizard and complete the installation.

Step 3 - Login to Technician Console

After installation, the console should automatically open at the login screen. Enter your Comodo One username
(email address) and password in the respective text fields and click 'SIGN IN'.

r ™
s RMM Administration Console —m{—t

Sign in

B Remember my username and password
¥

SIGN IN CAMCEL

Don't have an account?

You can open the console in future by clicking the RMM desktop shortcut or by clicking ‘Start' > 'All Programs' >
'‘COMODO' > 'RMM Administration Console' > 'RMM Administration Console'.

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 10
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Statistics Summary
Indicates numbers of Endpoints, Notification lcon Contains
Sessions, Jobs and Policies in shortcuts
different statuses, depending on }Indicates occurrence of events| to view
Switch to different Jthe displayed configuration screen)| and generation of alerts by the About
configuration screens] Tabs also act as filters to view onlyl| blinking. Clicking the icon dialog and
of the console those items in respective status. || expands the Notification pane|| online help

policy nams b

Search Field

Expand or collapse the RMM console

ADRA-PL Window Vista (TW) Beamem - S8 Worketation admin-FC admin 10 108 59057 ERAED 24 MiA

" Enables you to search
for specific item by
entering a keyword.

] )

|
Task Bar

Contains controls to perform various tasks, depending on the displayed configuration screen.

The console will open.

[

8 RMM Administratior The drop-down the top left enables you to switch between configuration interfaces:

+  Devices - Displays enrolled endpoints. You can run procedures and apply
policies to endpoints.
« Jobs - Lists jobs that are completed and in progress. You can create new jobs

J"bfi' with a set of procedures and execute them on desired endpoints.

1 ?Ej"'_'ces — . - Procedures - Lists all procedures available for deployment to endpoints.
-_'5' b2 Procedures can be run directly on endpoints and/or can be used in jobs to be
Procedures executed on selected endpoints.

Policies

- Policies - Displays active monitoring policies which have been deployed to
endpoints. Service desk tickets are generated if a policy is violated. You can view all policies, create new
policies and deploy policies to endpoints by clicking the 'Policy Manager' button at the bottom of the
interface.

Create Procedures

A 'Procedure’ is a sequence of one or more actions which is run on managed endpoints. Procedures can be run ad-
hoc on any endpoint and multiple procedures can be added to an RMM 'Job".

To open the procedures interface, choose 'Procedures' from the drop-down at top left. The interface will list any
procedures that have already been created.

To create a new procedure

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. "
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Windows

Systern Cleaner

In the new procedure dialog:

«  Enter a name and a short description for your procedure and choose the operating system of the target
endpoints

+  Choose an action from the 'Action’ list and click the right arrow to add it to your procedure.

«  Next, you need to configure each action you add to your policy. The following table lists the default actions
and associated parameters:

Action Parameters Required

Application Installer Choose one of the following install operations:
«  Application Install
«  Enter the following parameters:
«  Download URL of the application
«  Name of the setup file and any command line switches
- Failsafe command for canceling the installation
«  Patch Management Install

Power Manager Choose one of the following power control operations:
« Restart
+  Restart in safe mode
+  Shutdown

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 12
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Action Parameters Required

System Restore Choose whether to create a restore point or to restore the system to a previous state.

«  Enter the name of the restore point to be created or the name of the restore
point, to which the system needs to be rolled back.

Shell Execute Run a particular file on a managed endpoint
Basic
«  Enter the execution command for the process

- Enter the parameters to be passed to the process

Advanced
- Enter the working directory for the process

«  Choose the execution options:

«  Wait for process to finish - Completes the process before termination
+  Hide Window - Executes the process at the background

File Transfer Enter the path of the source file to be copied from the host computer at which the
technician console is installed. The file will be copied to the folder c:\Ips-templfile-
transfer at the endpoint.

System Cleaner Execute one of the following system scanning and cleaning tasks:
- Disk Cleaner

+  Registry Cleaner

+  Repeat the process to add more actions to the procedure. Actions will be executed in order from top-to-
bottom.

«  Click 'SAVE' to save your procedure.

+  Your new 'Procedure' will be listed in the 'Procedures' interface. It will be available for inclusion in any job
created for target endpoints. The procedure can also be run ad-hoc on any endpoint.

+  Repeat the process to add more procedures as required.

Tip: You can create new procedures using an existing procedure as a template. To do so, select an existing
procedure and click 'Create From' at the bottom of the interface. Next, edit procedure actions and parameters as
required and click 'Save'.

To run a procedure
«  Click 'Run Procedure' from the bottom of the interface.

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 13
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‘rocedures a Run Procedure

Mame Select procedure:

Procedure 1

Procedure 1 [Windows op

Job description:

142 Valid name of Procedure| [Windows op

146 SC Job [Windows op

Procedure 2 [Windows col

Operating system Status
Enterprise
us

CHNCATOZ2-W7U... Windows 7 Ultimate - x64

WILLSMITH-PC Windows 7 Professional - x86
Kanchipuram

Customer2

Premium

T03-W7-32BIT-PC Windows 7 Professional - x86

SMITH-COMPUTER ~ Windows 7 Professional - 164
Chennai

Default company

Default site

CHNWTHPG4 Windows 7 Home Premium - x54 Test for update

Customerl

8} ® D = £

+  Choose the procedure you want to run from the drop-down at the top

+  Choose the endpoints on which you want to run the procedure and click the 'RUN PROCEDURES' button
A new 'Job' will be automatically created when you directly run a procedure.
Create and Execute Jobs

A'Job' is a collection of one or more RMM procedures. You can construct sophisticated jobs by adding multiple
procedures to a single job.

«  To open the Jobs interface, choose 'Jobs' from the drop-down at the top left. The 'Jobs' interface displays
the jobs created and executed by all admins belonging to your MSP / organization

To create a new job

+  Click 'Job Manager' from the bottom of the interface:

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 14



cCOMODO

Creating Trust Online®

Mame i tart Hir

Test Job

Job from Sessiol

228
2

[» 222 Job from Sessio
20

MName Description Owner Support group Compatibility

4 Job from Sessiof | 257 Testlob hertriumph@gmai..  ComodoTest Windows
b 205 illution b 256 Restart To restart computer in session avantistude@gmai.. ComodoTest Windows
b 204 illution 3 230 illution check samplesystemsl5..  ComodoTest Windows
203 illution inti

[ 226 Job1l pesiphengiioh comodoonel 5@g... ComodoTest Windows
> 202 illution

3 218  Example job ops@grrla ComodoTest Windows

201  Job from Device

> 200 Job from Device

> 199 Job from Sessio

> 198  Job from Sessio

> 194  Job from Device

All jobs created so far will be displayed.
+  Click 'CREATE' from the top of the 'Job Manager' dialog.

The job creation wizard will start.

1

Description Zowner Support group Compatibility

Tindows

B Create a new job - Step 1 of 3

indows

[ ; endpoints
Job description:

To rur re an and dis an operaion omputers in sa

Select job's target informations:

Operating system: Windows
Distribution [Linux only):
Platform:

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 15
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Step 1 - Job Description
«  Enter the job details:
« Job Name - Enter a name for the job
+  Job Description - Enter a short description of the job
- Operating System - Choose the operating system of the target endpoints
+  Platform - Choose operating system version
+  Click 'NEXT" to continue.
Step 2 - Select Procedures

+  Select the procedures you wish to add to the job. If you have not yet created any procedures, please refer
to this section of the guide.

- ]

a Create a new job - Step 2 of 3

(=] & |
REFRESH CREATE FROM CHETE

rantistude@gmail.com )

¥ alid name of Procedure (Windows) [ ops@grrla)

Tip: You can add new procedures from this interface too by clicking 'NEW' from the top of the interface. Refer to the
previous section 'Create Procedures' for more details.

+  Click 'Next'
Step 3 - Select Target Endpoints
+  Select the endpoints on which you want to execute the job:

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 16
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& Create a new job - Step 3 of 3 [o] @ |3
| Company/Site/Hostname Operating system Platform Status
~ Rmm
4  Defaul Site
T CHMNC4-TOZ-... Windows 7 Ultimate Unavailable
~ WILLSMITH-PC  Windows 7 Professia.., Unavailable
0 TO3-W7-32BIT..  Windows 7 Professia.., Unavailable

B SMITH-COMP..  Windows 7 Professio... Available

REFRESH BACK FINISH

+  Click 'FINISH'
The job will be added to the list in the 'Job Manager' interface and will be available for execution at any time.
To execute a saved job

+  Click 'Job Manager' from the task bar

+  Choose the job(s) you want to execute

aas Job manager EI |

iption

Clean 5ales dept endpoints To run registry clean and disk clean o..  avantistude@gmai.. ComodoTest Windows

> [O] 257 TestlJob hertriurmph@gmai..  ComodoTest Windows

[7] 256 Restart To restart computer in session avantistude@gmai... ComodoTest Windows

+  Click 'RUN' from the title bar of the Job Manager interface.

The job(s) will be started and their status will be indicated in the 'Jobs' interface.

All (16) Starting (2) In progress (1) Completed (13)

v
Mame Description Start time Status Started by

Clean Sales dept endpoints To run registry clean and disk clean operaions ... 6/5/201512:23 Starting avantistude@gmail.com

> 235 Restart To restart computer in session 6/5/201512:12  Starting samplesystems15@gmail.com

[ 234  TestJob 6/5/201512:03  Inprogress  samplesystems15@gmail.com

Test Job 5/5/201510:03  Completed  hertriumph@gmail.com

““““

Create and Apply Monitoring Policies

RMM monitors enrolled endpoints based on the policies applied to them. You can create policies to monitor various
system events, and define whether service desks tickets are created if an endpoint violates the policy. Admins can

remediate the issues by running jobs or procedures on the endpoint or by initiating a support session with the end-
user.
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«  To open the 'Policies' interface, choose 'Policies' from the drop-down at the top left. The interface displays
which policy is in effect on an endpoint and whether or not the endpoint is compliant with its policy. New
policies can be created by clicking the 'Create’ button at the bottom of the interface.

Policy Mame Description
Tratfic Palicy i} K

a  Test pimg rule To test COM machine 1 Alarrm

Montors
4 Devices
Yimfotronicsi Cochim COM Applied

Secunty Departrment Monitanng palices for secunty department i} QK
RAM Policy L} QK
15 RAM Policy To check RAM usage of 15 system ] QK
CPU Policy a 0K

bl R Sl

Refresh  Apply Policy  Create  Create from  Delete  Stop Policy

To create a new policy
«  Click 'Create' from the bottom of the interface

The 'Create policy' interface will open.

E reate policy @‘

EY

Policy setup

CPU Monitor Triggers an alert if | Any v | of the following conditions are met:

| *

| ‘ min

File Size Monitor

Processes Monitor [fPi.J Usage -

|rnc-'91han L

@®

Services Monitor

[Fu:ur Period v

|n1c-.re1h:|n v

Folder Size Monitor
Web Monitor

EventMon

Free Disk Space Monitor
Hack on

TCP Service Monitor

Ping Monitor

Disk Health Monitor

Traffic Monitor

RAM Monitor Monitor can check if one of the cores exceeded a bottom threshold for more than

a specified time periad and trigger alert.
Miss Lt T LT T ety
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«  Enter a name and a short description for the policy in the respective fields
+  Choose the monitoring module from the left.
The parameters pane for the chosen module will open on the right.

+  Specify the conditions and thresholds of the rule in the right pane. Your rules are automatically saved as
you go along, so you can freely select other modules on the left if you wish to add more rules to the policy.

Tip: You can add any number of conditions for a particular rule by clicking the '+' button at the right. To remove a
condition, click the 'X" button to the right.

+  Add more modules to the policy by selecting them on the left.
A green check-mark is shown next to modules which are included in the current policy.
+  Click 'Create' to save your policy.

The policy will be added to the list in the 'Policy Manager' interface and will be available for application to desired
endpoints at any time.

To apply a policy to endpoints
Policies can be applied from the 'Devices' and 'Policies' interfaces.

«  Click 'Apply Policy' from either of these interfaces

PN
Cliablad O ot (0

Fefreshs Apply Poli Create  Create from Delete St::up.F'-:-:

The 'Apply Policy' dialog will open with a list of endpoints enrolled for your account.

rﬁﬁpply i ——. 1
[LPU Palicy u'l
Running Policy Policy Status Operating system AR
4[] infotronics
4 [F] Cochin
SMITH-COMPLU...  N/A Pending Stop Policy Windows T Professiona R
4 COM WA RS -
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+  Select the policy you wish to apply from the drop-down at the top

B Apply Policy — |t
|U—‘U Policy b v
CPU Policy "

RAM Policy
Traffic Policy
15 RAM Palicy

COMPU... DN/A Pending Stop Polic Windows 7 Professiona Available

4 COM MS& Policy Not Applied Windows 7 Ultimate Available

«  Choose the endpoints to which the policy should be applied and click 'Apply Policy'.

The policy will be implemented on the selected endpoints and will be listed in the main 'Policies' interface.

Poliges

Policy Name

Traffic Policy 1] oK
@ Test ping rule To test COM machine 1 Alarm
@ Manitors
e Devices
| \infotronicst Cochin\ COM | Applied
+ Security Department Monitoring pelices for security department 0 oK
RAM Policy 0 oK
15 RAM Policy To check RAM usage of J5 system
CPU Policy

Tip: Clicking the arrow at the right of a policy name displays the policy's rules.

If any of the monitored parameters exceed the thresholds set by the policy, the endpoint will be indicated as non-
compliant (under the 'Compliant' column) in the Devices interface. Also, a support ticket will be automatically created
in Service Desk. The Administrator can view the details of the breach by logging-into the Service Desk and resolve
the issue by:

«  Running procedures;
« Executing jobs;
Or
+ Initiating a support session and taking remote access of the endpoint(s).
Handle Support Sessions

The support session enables you to take remote desktop control of the client computer and perform maintenance
tasks and resolve issues identified in them. By establishing a support session you can:

+  Perform actions like cleaning the client's computer, power management, system restore, file transfer,
system inventory audit and so on.
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+  Run procedures to correct issues identified by policy violation service desk tickets.
Initiating a support session from the technician console

If you require to perform a maintenance operation or run procedures you can initiate the session by clicking
"Takeover' from the 'Devices' interface.

+  Open the 'Devices' interface by choosing Devices from the drop-down at the top-left

ifoirosdcs  Cochin SWITH-COM, Windoree T Professaonad - o Winsfertadioe SWITH-COMPUTERN Chand.. 11017233 10008LT 233 LI KA @

mfgtromics  Cochan oM Winaors T UITImate - il WAt (e COTVLEST A EITAaT (AL NS Ly 101067160 He Test ping e 1 Tekeeer

+  Click 'Take Over' under 'Action' in the row of the device (endpoint) to which the support session is to be
started.

Left Hand Side Navigation — Contains
controls for running procedures,
transferring the session and a list of tools for
use in providing support and auditing the endpoint

= e

System Inventory ©

A gent Information
v [H Categories Salect the information that needs to be extracted and press the 'Get information” button.,
B System Dhverview
0O Operating Systern
O Hardware

O Metwork

5 Established

Main Configuration and Information Area
Each tool deployed on to the endpoint opens a new tab.
The configuration/information screen
for the tool is displayed under the respective tab

A session will be established.The Support Session Interface

Left Hand Side Navigation - The left hand side navigation contains controls and buttons for various tasks like

running a procedure, deploying tools on to the endpoint to perform various actions and audits, transfer the support
session to other clients and so on.

«  END - Concludes the support session and closes the session window for the endpoint.

+  RUN PROCEDURE - Allows you to run procedures on the endpoint. You can select procedures from those
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that are available in the 'Procedures' interface. Refer to the section Run a Procedure for more details.

+  Deploy Tool - Allows you to select tools for performing various tasks such as system cleaning, power
management, system restore and so on. Refer to the section Execute pre-defined actions on the endpoint
for more details

Main Configuration and Information Area - The main configuration and information area displays the configuration
screens for the tools selected from the 'Deploy Tool' drop-down.

Next, see:
«  Execute pre-defined actions on the endpoint
+  Access the Endpoint through Remote Desktop Connection

« Run aProcedure

Execute Pre-Defined Actions on the Endpoint

The 'Deploy Tool' drop-down contains handy diagnostic and repair tools
which can be deployed to endpoints. For example, you can view all running
processes and kill unnecessary processes, access the command line
interface of the endpoint, run system clean operations and so on. The
service session window console allows any number of tools to be deployed
Autoruns Manager . . o
Browser Addons Manager congurrenltly on to the eqdpomt. Eaph tool opens a new tgp in the 'main
File Transfer configuration area and displays options and results pertaining to the tool. The
Hardware Monitor Tool following table provides the list of tools available for deployment.

Power Manager
Process Explorer
Remote Desktop
Shell Execute

System Cleaner

Deploy Took

Active Connections Manage

Table of Available Tools for Deployment on to Endpoint

Description
Active Connections Allows you to view all currently active network connections (applications, processes
Manager and services), individual connections that each application is responsible for and

terminate any unsafe processes that are running on the endpoint.

Autoruns Manager Allows you to view and edit start-up items, services, drivers, system programs and so
forth, that are loaded when the endpoint boots up.

Browser Add-Ons Manager | Allows you to to identify the browser add-ons installed on the browsers and to remove
unsafe or malicious add-ons.

File Transfer Allows you to transfer any file between the your computer and the endpoint.

Hardware Monitoring Tool «  Allows you to track and monitor the hardware index to check whether the
computer is overheating or voltage is out of the acceptable range to preclude
an operating system failure.

Power Manager Allows you to shut down and restart the endpoint, if required after a critical operation
like editing the Windows Registry of the endpoint.

Process Explorer Allows you to quickly identify, monitor and terminate any unsafe processes that are
running on the endpoint. The Process Explorer shows ALL running processes, even
those triggered by malware in the computer and those that were invisible or very
deeply hidden.
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Remote Desktop Allows you acquire control of the client's computer through Remote Desktop
connection in order to investigate and resolve issues. Refer to the section 'Access the
Endpoint through Remote Desktop Connection' for more details.

Shell Execute Allows you to open the command prompt window of the endpoint and execute shell
commands.
System Cleaner Allows you to perform Registry clean operation to remove obsolete and unwanted

registry entries to boost up system performance and disk clean operations to remove
junk or garbage files which occupy a considerable space in the endpoint.

System Inventory Allows you to view the hardware and software resources of the endpoint. The 'System
Inventory' audit provides a valuable information for determining compatibility of the
hardware with the operating systems, and identifying any changes to a system that
might develop problems.

System Restore Allows you to revert the endpoint to a previously created restore point (including
system files, installed applications, Windows Registry, and system settings) to that of a
previous point in time.

You can also create a restore point with the present configuration of the endpoint to
restore it to the present condition in future.

Access Endpoints through Remote Desktop Connection

Deploy Took

Browser Addens Manager RMM allows you to gain remote desktop access to the endpoint and execute
File Transfer necessary actions to solve issues.
Hardware Monitor Tocl

Power Manager

Process Explarer To initiate a remote desktop connection
FRemote Desktop

Shell Execute Take over the endpoint having the RMM client installed and a session is
Systern Cleaner established. Click the remote desktop option and then you can perform tasks like

Systern Inventory 'Run Procedure'.
System Restore

The desktop of the endpoint will open in a new 'Remote Desktop' tab in the main configuration area.
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RUM PROCEDURE

At | shift |BLOCK USER INPUT [ 8-bits per pixel - = |[Fit to Height

Run Procedures
You can also execute pre-defined procedures on the endpoint from the support session interface.

To run a procedure

== s

2 ADMIN-PC

LRun Procedure © |

System Inventory

Agent Information

The selected procedure contains the following actions:

System Restore before CIS insallation
System Restore for.. CIS installation

RUM PROCEDURE

Deploy Toot

) CREATE PROCEDURE EXECUTE
== Established

«  Click RUN PROCEDURE from the left.

Anew Run Procedure tab will open in the main configuration area. The Select Procedure drop-down will display the
pre-configured procedures which are available at the 'Procedures' interface. For more details on creating and
managing procedures, refer to the section Create Procedures.

«  Choose the procedure to be run at the endpoint from the 'Select procedure' drop-down.

The sequence of actions contained in the chosen procedure will be displayed in the list at the right.
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Repeat the process to add more procedures by clicking the '+' button at the right end
Click 'Execute’.

A job will be created with the list of selected procedures for the endpoint and will be executed.

1.2 System Requirements

The list below shows supported operating systems and hardware requirements for endpoints running the RMM
agent.

Supported Operating Systems

Microsoft Windows client family
Windows XP (32 bit)
Windows Vista (32 bit and 64 bit)
Windows 7 (32 bit and 64 bit)
Windows 8 (32 bit and 64 bit)
Windows 10 (32 bit and 64 bit)

Microsoft Windows Server family

Windows 2003 Server (SP2 or higher) x86 and x64 editions
Windows 2003 Small Business Server

Windows 2003 Small Business Server R2

Windows 2008 Server (SP2 or higher) x86 and x64 editions
Windows 2008 Small Business Server

Windows 2008 Server R2

Windows 2011 Small Business Server

Windows 2012 Server

Minimum Hardware Requirement

Disk space - 100 MB
Memory - 100 MB

Processor - Single core 1.8 GHz or better

2 Install RMM Administrative Console

Download the RMM Console setup file
You can download the RMM console setup file from the ITSM console interface.
Log into the Comodo One at https://one.comodo.com/app/login with your user name and password

Click the 'Licensed Applications" icon from the top and select 'IT and Security Manager', to open the ITSM
console
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COMODO ONE oo
hMsP |

Comodo One Portal

E Customer: All

Quick Actions

RMM

Device Management
Procedures

Comodo Quote Manager

rCwWateh

«  Click the 'Devices' link on the left and choose 'Device List'

+  Click the 'Device Management' tab at the top of the main configuration pane
Alist of all devices enrolled to ITSM will be displayed by default.

+  Choose a 'Windows' device, click 'Takeover' from the top then 'With RMM Plugin’
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= Device List

1 £ E Group Management Device Management
U

. . O allDevbess 00200 e =
| Device List All Devices QI 7 4 'ﬂ
Bulk Installation Package M

ABC TV Services Enroll Device  Manage Profiles Ingtall or Update
Packages

USERS Chennai IT Services

With RMM Plugin

Coyolte
CONFIGURATION TEMPLATES
Deer Company With Comodo Client Viewer
& samsum I
APPLICATION STORE Default Company
5 » 05 COOE
APPLICATIONS Dithers Conatruction C.

PR REE B

Horizon
SECURITY SUB-3YSTEMS

Comodo Remote Device Management Takeover

Step 1

If you didn't download and install the Technician Conscle before, Please download it from
Download Download
*

Choose the operating system of the computer on which you have planned to install the console and download the
file.

Install the Console

below

«  Double click on the RMM console setup icon

Step 1: Welcome Screen
The set up program will start automatically and the "Welcome screen' of the installation wizard will be displayed.
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15 RMM Administration Console - Install Wizard ==

Welcome to the Install Wizard for RMM
Administration Console 5.18.162

The Install Wizard will install RMM Administration Console on
your computer. To continue, dick Next.

WARMIMG: This program is protected by copyright law and
international freaties.

< Back - Next= | [ Cancel

«  Click 'Next' to continue.

Step 2: End User License Agreement
Complete the initialization phase by reading and accepting the End User License Agreement (EULA).

r — )
%) RMM Administration Console - Install Wizard - 88 m

-

END USER LICENSE AGREEMENT -
COMODO ONE

IMPORTANT—FPLEASE READ THIS AGEEEMENT CAREFULLY BEFORE
SUBSCRIBING TO OR USIMG THE COMODO ONE PRODUCT ("COMODO
OME™ or the "PRODUCTT). BY SUBSCRIBING TO OF USING THE PRODUCT
DR BY CLICKING OM I ACCEFT” BELOW. YOU ACKNOWLEDGE THAT 1)

YOU HAVE READ THIS AGREEMENT, 2) YOU UNDERSTAND IT. AND 3)
YOIl AGRFF TN THFE TFRMS HERFIN  IF YOI NN NOT AGRFF TN THFE

i@ I accept the terms in the license agreement:

1 I do not accept the terms in the license agreement

€T

-

Installshield

«  Click 'l Agree' to continue installation. If you want to cancel the installation, click ‘Cancel'.
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Step 3: Ready to Install

The next stage is confirmation of the installation settings.

4 RMM Administration Console - Install Wizard [t o]

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

InstallShield

[ < Back ][ '&‘JIHSEII ] [ Cancel ]

The program will be installed in the default location C:\Program Files\Comodo\RMM Administration Console
« If you want to review the installation settings, click 'Back’. To continue with the installation, click 'Install'.

Step 4: Setup Progress
Installation will begin and the progress will be displayed.
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Flease wait while the Install Wizard installs MM Administration Consale,
This may take several minutes.

Status:

InstallShield

[[as}
T

Step 5: Finalizing the Installation

On completion, the 'Install Wizard Completed' dialog will be displayed.

1 RMM Administration Console - Install Wizard e

Install Wizard Completed

The Install Wizard has successfully installed RMM
Administration Consale, Click Finish to exit the wizard.

m
I'u
i
m
J
=)
[
i)
T
m

«  Click 'Finish' to complete installation and exit the wizard.

On completion, the login dialog will open. Refer to the next section 'Logging-in to the RMM Administrative
Console' for more details.
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2.1 Login to the RMM Administrative Console

After installation, the RMM Administrative Console can be started from the Windows Desktop or from the Start menu.
Start Menu
+  Click 'Start' and select All Programs > Comodo > RMM Administration Console

1-Zip

ACceErsanes
. Comodo

. Dragon

b leeDragen

. MM Administration Consale
. Games
. Google Chrome
. Maintenance
. Mlicrosoft Ssheerlight
. Motepads»
LT
. OCS Inventory NG
. OpenOffice.org 3.3
. PDFCreator

4 Back

Windows Desktop

+ Just double click the RMM icon m in the desktop to start RMM Administrative console
The RMM 'Sign in" screen will be displayed.
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B Remember my username and password

allaly 1 LANCCL

Don't have an account?

«  Enter the Comodo One Client Security credentials or that was reset by you on clicking the verification link in
the 'Admin Verification' email.

« If you are using the portable version, just double click on the file and enter the Comodo One Client Security
credentials.

On successful verification, the RMM Administration Console will be displayed.

3  The RMM Administrative Console

The Administrative Console is the nerve center of Comodo Remote Monitoring and Management (CRMM), allowing
administrators to view details of monitored endpoints, create policies, automatically run procedures and more, on the
endpoints.
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Statistics Summary
Indicates numbers of Endpoints,
Sessions, Jobs and Policies in Notification lcon Title Bar Controls
different statuses, depending on
Switch to different | the displayed configuration screen. ||Clicking the icon Contains shortcuts to
configuration screens | Tabs also act as filters to view only expands the view the About dialog
of the console those items with respective statuses. |Notification Pane. and online help

B Mk & minintration Carnole 6.1 3350 266 (= e ]

. Search Field

4 Defwk Sae
ARSI ‘Windouy Vicks (T8 Buw e - B Workdston 10 30€51 10 B0 B 144 H=

Enables to search for

HUCEFC Windesws Vista [TA) Busireens < 385 Workstation BUCEFCadmin 10 30651 171 IERMBI Hia
BOE-FC Windows Vigka [TM) Business - 80 Workssion  BOE-FCudmin NIEILIM  IEEMIEE WA specific item by entering
oS Windpews Vicks (TAR) Business - 88 Workstaton RO admin 1036651 10 ML W [ a ke}'wam

QO = £3

#afremh Apphy Paby  Aun Proceduss

Task Number

Contains shortcuts to perform various tasks depending on the configuration screen displayed.

The console consists of the following main areas that can be selected from the drop-down menu near the top left -
'Devices', 'Jobs', 'Procedures' and 'Policies'.

Main Functional Areas

Devices

~ Devices

Site

Site BOB-

Coyote Drefault Site ALTCE

«  Devices - View the list of monitored devices and manage them. You can run procedures and apply
configuration policies on endpoints.

« Jobs - View the jobs that are completed, started and in progress. You can also stop the job from this
interface.

«  Procedures - Create procedures from a set of predefined actions such as 'System Restore', 'File Transfer’,
'Shell Execute' and run them on endpoints

+ Policies - Create policies and deploy them onto endpoints so as to generate service desk tickets if policies
are violated.

Notification Icon

The notification icon k& at the top right of the interface blinks to alert the admin when an endpoint in session is

disconnected or reconnected.

«  Click on the icon to view the messages
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Session Mo, 1304 Customer reconnected!

l Session Mo, 1303 Customer reconnected!
Session No. 1303 Customer discenneced! Waiting to recennedt...
Session Mo, 1303 Customer reconnected!
Sescion Mo. 1304 Customer disconnectied! Waiting to reconnedt..
Session Mo, 1303 Customer disconnected! Waiting to reconnedt...
Session Mo. 1303 Customer reconnected!
Session Mo, 1303 Customer disconnected! Waiting to reconnect...
Session Mo, 1303 Custamer recannected]

Session No, 1303 Customer disconnected! Waiting ta reconnect...

The messages that are in bold indicate that they are not read.
+  Click the 'Mark as read' link below the message window after viewing the messages
+  Click the 'Clear' link to remove the messages from the window.
+  Click on the notification icon again to close the message window.

About

Opens the 'About' dialog of RMM admin console that contains the version number, copyright information, license
information and option to purchase and change the license key.

'

s FMM Administration Conscle @

:'m.m' RMM Administration Console

About
Product version: 6.1.383696.266
Platform target Microsoft Windows
8 - 2016 COMODO Security Solutions, Inc
Warning

This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and will be
prosecuted under the maximum extent possible under law.

Help
Opens the online help guide main page. The RMM admin help guide contains detailed explanations of the
functionality and usage of the application.
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4  The Devices Interface

The 'Devices' screen allows admins to view and manage company endpoints which are monitored by the RMM
interface. The interface provides address, system and user details about each endpoint and allows administrators to
directly apply policies and run procedures.

«  To open the 'Devices' screen, choose 'Devices' from the drop-down at the top left.

Ing’
am RMM Administration Censcle 6.1.397172.522 = [m] X

) Not Compliant(2) In

Operating system Device type Logged user Internal IP External IP Compliant  Applied policy name ~ Description

i ABC TV Services
Chennai IT Services
= Coyote
= Default Site
- ADMIN-PC Windeows Vista (TM) Business - x86  Workstation 10.108.51.130 69.4.80.244 Mo Workstation moenit... 2 Unavailable
- ALICE-PC Windeows Vista (TM) Business - x86  Workstation ALICE-PChadmin 10.108.51.80 182.74.23.22 MNFA MNFA 1 Unavailable
- BOB-PC Windeows Vista (TM) Business - x86  Workstation BOB-PC\admin 10.108.51.120 182.74.23.22 MNFA MNFA " Unavailable
- BOB-PC Windeows Vista (TM) Business - x86  Workstation BOB-PC\admin 10.108.51.119 182.74.23.22 Mo Workstation monit... 2 Unavailable
=1 Deer Company
(= Default Site
- DESKTOP-8B38R40 Windows 10 Pro - x64 Workstation DESKTOP-8B38R404Bob S... 10.108.51.172 182742322 N/A N/A .':J Unavailable
DESKTOP-8B38R40 Windows 10 Pro - xb4 Workstation 10.108.51.172 182.74.23.22 MN/A N/A .'1,1 Unavailable
DESKTOP-BB38R40 Windows 10 Pro - x64 Workstation DESKTOP-8B38R404Bob 5... 100215 182.74.23.22 N/A N/A % Takeover
= Dithers Construction Compan
i
Refresh Apply Policy Run Procedure

The list of all Windows devices that are enrolled through for your ITSM console and enabled for management
through RMM console by installing the RMM agent will be displayed with their details.

Tip: New endpoints for management through RMM can be added only through ITSM console. Once an endpoint is
enrolled to ITSM, the RMM agent will be automatically installed on it, to add it for management by RMM. For more
details on enroliment of endpoints to ITSM, refer to the online help page at https://help.comodo.com/topic-399-1-
786-10126-Enrolling-User-Devices-for-Management.html.

Devices - Column Description

Column Header Description
Company The name of the company under which the devices are enrolled.
Site The device's location of a company. session - column description
Hostname The name of the enrolled device.

Operating system | The operating system of the enrolled device

Device type Indicates whether the device is a workstation or a server

Logged user The name of the logged user for the device

Internal [P The IP address of the device inside the internal network

External IP The IP address of the device in the external network

Compliant Indicates whether the device is compliant or non-compliant for applied policies. Refer to the

section 'Managing Policies' for more details.

Applied policy name | Displays the name of the policy applied for the device
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Description The description provided for the device while adding

Action Indicates whether the device is ready for remote session, in session or not available for
remote session

To view the details of endpoints enrolled for companies at different sites under a single column, click the ‘Company'
header twice.

The 'Company/Site/Hostname' headers will be clubbed under a single column and the details displayed.

«  Click the * button beside a row to expand or collapse the section
From the 'Devices' interface an admin can:

« Apply Policies

« Run Procedures

4.1 Apply Policies

Policies help your team respond to potential issues on managed endpoints by allowing you to set thresholds for CPU
usage, RAM usage, Drive Space and more. Policies are constructed by setting conditions in one or more 'Monitors'.
If the conditions of a monitor are met then a ticket is created in the Service Desk module. For example, you can
configure the 'RAM Monitor' to notify you/create a ticket if RAM usage exceeds a certain % for a certain length of
time.

Policies are created from the 'Policy Manager' interface and can be deployed from there as well as from the 'Devices'
screen. Refer to the section 'The Policies Interface' for more details about creating policies.

To apply a policy from the 'Devices' screen, click the 'Apply Policy' button at the bottom of the interface
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2 Apply Policy =)

[CF‘U Pelicy v ]

4[] infotronics

4 [ Chennai
| ] COMODOD-PC N/A Policy Mot Applied ~ Windows 7 Ultimate Available
W2KB-5TD-AD Traffic Policy Pending 5top Policy Windows Server (R) 2008 ...  Unavailable
SMITH-COMPU... RAM Policy Policy Applied Windows 7 Professional Available

The 'Apply Policy' dialog will be displayed.

+  Select the policy to be applied from the drop-down. The policies are created from the 'Policies' screen.
Refer to the section 'Managing Policies' for more details.

&= Apply Policy et

RAM Policy
Traffic Policy

15 RAM Policy
Security Department
Test ping rule

COMODOQ-PC MN/A Policy Not Applied Windows 7 Ultimate HAovailable

«  Next, select the endpoint(s) that should be deployed the chosen policy. Please policies can be applied to
endpoints that are 'Available’ under the 'Status' column
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(B8 Apply Policy (S

Ih:-st ping rule 'l
Runming Policy Policy Status Operating system Device Status
4 [7] infotronics
4 [T Chennai
/| COMODO-PC NSA Policy Not Applied Windows 7 Ultimate Available
VZEB-5TD-AD Traffic Policy Pending Stop Pohcy Windows Server (R) 2008 ... Unavailable
SMITH-COMPLL... RaM Policy Pelicy Applied Windows 7 Professiona Lvailable

+  Click the 'Apply Policy' button at the bottom.

The policy will be deployed onto the selected endpoint(s) and displayed on the 'Devices' screen.

Techaniding
Horwest Cor benchanis
a4 infomsonic
# Chernai
I COMDDD-FT Wisederers T Uiirniale - 586 Werkilation 10108 17245 1817 T L il ey rube B Takeoee ]
SITH-DOMPUTER Winsdieas T Prafesdonal - ¥4 W ORI O 101mirin BLNLE A o] Mo FAM Policy =R O
WIKR-ETD-E0 Whredueas Berver [F) 2008 Stan. Wipricstabicn 101m 171 1012817 240 L L g
Cochin
AN P I X

If you want to stop a policy applied to an endpoint, it can be done from the 'Policies' interface. Refer to the section
‘Managing Policies' for more details.

4.2 Run Procedures

A 'Procedure' is a set of actions such as 'Restart' in 'Power Manager' to be run on an endpoint. You can also
configure a series of actions with parameters, to be performed in sequence while creating a procedure. The
'Procedures' are created in 'The Procedures Interface' and you can run a procedure from the 'Devices' screen as
well as from the 'Procedures' screen. Refer to the section ‘The Procedures Interface' for more details about how to
create and manage procedures.

To run a procedure from the 'Devices' screen, click the 'Run procedure' button at the bottom of the interface
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Select procedure:

Clean Dk

Clean Registry

Operating system
infotronics

® Chennai

2KB-5TD-AD ows Server (R) 2008 Standard - » Unavailable
SMITH-COMPUTER  Windows 7 Professional - x64 Available
Cochin
Chennai Techwriting
Chennai

Honest Car Merchants

«  Select the procedure that you want to run from the 'Select procedure' drop-down at the top. Refer to the
section 'Managing Procedures' for more details about how to create and manage procedures.

+  Enter the name of the job in the 'Job description' field
+  Select the endpoints from the 'Devices' list that you want to run the procedure
+  Click the 'Run Procedures' button at the bottom

The procedure will be run on the selected endpoints and it will be created as a job and displayed in the 'Jobs'
interface with its status showing 'Starting', 'In-progress' or 'Completed'. Refer to the section 'The Jobs Interface’ for
more details.
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5 The Sessions Interface

CRMM allows admins to establish support sessions with users and take over endpoints remotely in order to assess
the nature of problem and then take corrective actions such run procedures and deploy tools. You can also transfer a
session to another admin from the support sessions interface.

To open the 'Sessions' screen, click 'In Sessions' from the top middle pane.

Sessions - Column Description

Column Header Description
Company The name of the company under which the devices are enrolled.
Site The device's location of a company.
Hostname The name of the enrolled device.

Operating system | The operating system of the enrolled device

Device type Indicates whether the device is a workstation or a server
Logged user The name of the logged user for the device

Internal IP The IP address of the device inside the internal network
External IP The IP address of the device in the external network

Applied policy name | Displays the name of the policy applied for the device

Description The description provided for the device while adding

Action Indicates whether the device is ready for remote session, in session or not available for
remote session

Applied policy name | Displays the name of the policy applied for the device

5.1 Support Sessions Interface - An Overview

The Support Sessions Console has a streamlined interface that provides fingertip access and control over all the
features and functions of the service.

The left hand side of the interface contains the sessions area which contains the controls for transferring a session,
running procedures and a list of tools for use in providing support. The deploy tools drop-down, which contains a set
of diagnostic tools that can be deployed on a remote computer. These utilities are an invaluable resource when
troubleshooting issues on a client computer.

Left Hand Side Navigation - The left hand side navigation contains controls and buttons for various tasks like
running a procedure, deploying tools on to the endpoint to perform various actions and audits, transfer the support
session to other clients and so on.

«  END - Concludes the support session and closes the session window for the endpoint.
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Left Hand Side Navigation — Contains
controls for running procedures,
transferring the session and a list of tools for
use in providing support and auditing the endpoint

System Enventory ©

ent Information
v (@ Cstegaries Select the informaton that needs to be extracted and press e 'Get infarmation” bution.
B System Overview
0 Dperating Systern
O Hardware
O Metwork

(=) v
Deploy Tool

5 Extablished _ - -

Main Configuration and Information Area
Each tool deployed on to the endpoint opens a new tab.
The configuration/information screen
for the tool is displayed under the respective tab

+  RUN PROCEDURE -Allows you to run procedures on the endpoint. You can select procedures from those
that are available in the 'Procedures' interface. Refer to the section 'Running Procedures from Support
Sessions Interface' for more details.

»  Deploy Tool - Allows you to select tools for performing various tasks such as system cleaning, power
management, system restore and so on. Refer to the section 'Using RMM Tools' for more details

Main Configuration and Information Area - The main configuration and information area displays the configuration
screens for the tools selected from the 'Deploy Tool' drop-down.

| Version 4.77.350542.200 ‘

Houthame BOE-DOMPLTER
ot "

TR, STl SR -

5.2 Handle Support Sessions

The support sessions interface allows admins to accept support requests from customers through emails or service
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desk requests. By establishing a support session you can:
+  Take remote desktop control of the client computer

+  Perform actions like cleaning the client's computer, power management, system restore, file transfer,
system inventory audit and so on.

A support session can be initiated from the RMM admin console. Refer to the section 'Initiating a support session
from the RMM admin console' for more details.

Initiating a support session from the RMM admin console

If you require to perform a maintenance operation or run procedures you can initiate the session by clicking
‘Takeover' from the 'Devices' interface.

To start a support session
+  Open the 'Devices' interface by choosing 'Devices' from the drop-down at the top-left

Irbsrral P

a4 Nnchipersm
BOE-C CoAP U TR Wensowa T Profesaral - 4 Wk rkabioen BOE-COMPUTER joheerath 1010817177 BEIGHATIIE L L]
4 5

WISHPAASTH Wenaows T Piofeisanal - il TS COMODOH e 10108871 L0488 51 L] Ll O Tsksaver

WAL ST B Wingaws T Profesarnal - 86 W rarphak oo wilpmat- PO W g 1% BELIGHIT HE Mh [

+  Click 'Take Over' under 'Action’ in the row of the device (endpoint) to which the support session is to be
started.

A session will be established.

B METFC S -
Agent Infarmation bl
[ 3
Leiedt prooesure: The igiected pracedure costans the {olowang acdions:
Sythern ciwwr * || System Cleaner
Applation Insaller @

Now, the action will have the status 'In_session' that indicates that the session is taken over and will be available in
the 'Devices' and the 'Sessions' screens.

Windowa Ynts [Thf) Besmen. . ‘Workststion L A ED 244 Woskstaton menic
Coyobe Delaull Sl BOE-PC Windowa ks [TA) Besnesi..  ‘Warksation BOB-FCademin L3103 51 0m 132743227 L) LY
Cayote Dot St ALICE-FC 'Winde Wiita [T Botnesi.  ‘Workstation ALICE-PCadrrin LT L1 laarema A LY =
Copose Duelaudi Site BO8-PC Windows viks (TR Business..  ‘Workstation BOB-FCademin L3103 51 6 132743307 A WA 0 Tabeewer

The Support Session Interface
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Refer to the section 'Support Sessions Interfaces - An Overview' for more details about the interface.
«  To conclude a support session and close the session window, click the 'End' button

Refer to the following sections for more details about:
« Run aProcedure
+  Using RMM Tools

Sprbem Irwentory © | Bun Prothduis 0

Saleet proceduis: The ielected pracedurs costans he lolewng ilicns:

SpTaTs e || Spamenn Clesnes
Apphcation Insale @

5.2.1 Run Procedures from a Support Session

'Procedures' that are created in 'The Procedures Interface' can be executed on an endpoint from the support
session interface. A 'Procedure’ is a set of predefined actions that can be run on endpoints. For example, you can
execute Disk and Registry clean-up, enable/disable Windows Processes, manage System Restore points, configure
power management, install third-party applications and so on. Refer to the section 'Managing Procedures' for more
details about creating a new procedure.

To run a procedure from the 'Support Sessions' interface, click the 'Run Procedure' button on the left

&= ADMIN-PC For =

System Inwentory ©_Run Procedure & |

Agent Information

SeiegFprocedurne: The selected procedure contains the following adions:

| System Pedtare before CO5 insallation
| System Restore for., CI5 installation

i patih instal

5

skem glean
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Anew 'Run Procedure' tab will open in the main configuration area.

+  Click the 'Select procedure' drop-down

System Inventory © | Run Procedure © ]

Select procedure: The selected procedure contains the following actions:

Clean Disk v | Systemn Cleaner

Shut Down @
Clean Registry

Scan Disk and Registr

The drop-down will display available procedures. Refer to the section 'Managing Procedures' for more details about
creating a new procedure.

«  Select the procedure that you want to run on the endpoint

The sequence of actions contained in the chosen procedure will be displayed in the list at the right.

+  Repeat the process to add more procedures by clicking the # button on the right
«  Click the 'Execute’ button at the bottom

A job will be created with the list of selected procedures for the endpoint and will be executed in sequence. The 'Run
Procedure' tab will no longer be available in the support session interface after the procedure is executed. Refer to
the section 'The Jobs Interface' for more details about jobs.

Tip: You can add new procedures from this interface too by clicking the 'Create Procedure' button at the bottom of
the interface. Refer to the section 'Managing Procedures' for more details.

5.2.2 Use RMM Tools

CRMM ships with a set of handy diagnostic and repair tools that allow admins to quickly analyze and run fixes on an
endpoint. For example, you can view all running processes, kill unnecessary processes, access the command line
interface of the endpoint, run system clean operations and so on. The support session window allows you to deploy
any number of tools onto the endpoint. Each tool opens a new tab in the main configuration area and displays
options and results pertaining to the tool.

To deploy a tool
+  Click on the 'Deploy Tool' drop-down from the support sessions interface
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Active Connections Manage
Autoruns Manager

Browser Addons Manager
File Transfer

Hardware Monitor Tool
Power Manager

Process Explorer

Remote Desktop

Shell Execute

System Cleaner

Status  Established

«  Choose the tool that you want to deploy on the endpoint in session from the drop-down

Tip: You can choose several tools concurrently from the drop-down to be deployed on to the endpoint

The selected tools will be available as separate tabs in the main configuration area and each tab displays options
and results pertaining to the tool.

+  Click on a tab to open the tool page to view the tool options.

The following sections provide detailed explanations on the available tools:

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 45




/..,‘

Comodo One - RMM - Administrator Guide comoo

Creating Trust Online®

»  Remote Desktop

«  Autoruns Manager

+  System Cleaner

- Power Manager

«  Browser Add-Ons Manager
+  Active Connections Manager
«  System Restore

«  Hardware Monitoring Tool
+  Shell Execute

«  Process Explorer

«  System Inventory

«  File Transfer

5.2.2.1 Access Endpoints through Remote Desktop Connection

RMM allows you to gain remote desktop access to the endpoint and execute necessary actions to solve issues.
During the time that you are working with the endpoint, the end-user can view the actions taken by you and can
operate the computer if required.

To initiate a remote desktop connection
+  Select 'Remote Desktop' from the 'Deploy Tool' drop-down on the left

Spthem Irnerbary Remone Desidap

The desktop of the endpoint will open in a new 'Remote Desktop' tab in the main configuration area. You can take all
the necessary measures to rectify the problems in the endpoint.

9.2.2.2 Manage Autoruns

The Autoruns Manager tool allows admins to view and edit endpoint start-up items which are loaded when the
system boots-up. Unnecessary start-up items can hog system resources and lead to the system becoming sluggish
Oor unresponsive.

Start-up items can also have a significant impact on the security of the computer. Some forms of malware will add a
start-up item to run in the background which facilitates the execution of key loggers, rootkits, buffer overflows and
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Denial of Service (DoS) attacks.

To deploy the Autoruns Manager tool

+  Select 'Remote Desktop' from the 'Deploy Tool' drop-down on the left

Deploy Tool:

Femote Desktop

Systern Cleaner

Power Manager

Browser Addons Manager
Active Connections Manage
Systern Restore

Hardware Monitor Tool
Shell Execute

Process Explorer

A new 'Autoruns Manager' tab will be created in the main configuration area.
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APTAGIam Files COMODTUD s e Man g ement| COMG gant. s HKEY_CURRENT_USERLSorftwans’ M raSof Winoows C imenthe
agiain Fled COMODINC ofmeds Oae Client - Commusicaion DI CAgestae HEEY_LOCAL MACHINE Softmiie Mic iosol W ndewa Cusrent’
agrarm Filed Mg DU byDUR Dektop. Dwiktep Tray e HEEY_LOCAL MACHINE! Sedtmane' bic raeoit Windews Custent’

A Ho (R hed
COMOD0 Davice Mansgement Hok Tl bud
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Select the category of the start-up item from the drop-down at the bottom:

- Startup Applications - Displays the autorun items identified from
Smic;s dt standard autostart locations such as the Startup folder for all users,
Drivers the Registry Run keys, and standard application launch locations.
Mative Applications
Startup Applications h

«  Services - Displays the modules loaded as Windows Services.

- Drivers - Displays the kernel-mode drivers that are in currently
enabled on the system.

« Native Applications - Displays the native system applications that
are currently running on the system.
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Startup Applications

Selecting 'Startup applications' displays the autorun items identified from standard autostart locations such as the
Startup folder for all users, the Registry Run keys, and standard application launch locations, whether they are
digitally signed, the path and source of the application.

Autoruns Manager ©

“CA Signed Ch\Program Files (x86)\Comoda'\RMM Agent\launcherexe HEEY_LOCA
GoogleChromeAutoLaunch_361C1D022E1256C5B68316A32E8B1949 Signed C:\Program Files (86)\ Google\Chrome\Application\chrome.exe HKEY_CURR]
launcher.exe Signed C\Program Files (860\Comoda\RMM Agentilauncher.exe CAProgram

tvncentrol Signed CA\Program Files (B8)\Common Files\COMODO\RMMRSP.exe  HKEY_LOCAJ

Startup Applicatians -

- To remove a startup application, select it and click the 'Remove' button at the bottom. The selected item will
be removed only from the startup item. The user will be able to run the application manually in future.

Services

Selecting 'Services' applications displays Windows Services that are currently loaded in to the system with their
current running status, whether the service is digitally signed and the path of the application.

:Al.rhnmﬂuupet L=}
:_'..;q-..:tun_- Start Type
ALG Stopped Mot Found ChAWindows\Systemn3\alg.eve Auto Start
AeLockupSve Stopped Mot Signed C\Windows\System3\svchost.exe
ApplD&ve Stopped Mot Signed CAWindows\ System32\svchost.axe
Apphgmt Stopped Mot Signed CAWindows\System32\svchost.exe
Appinfo Stopped Mot Signed CAWindows\ System32\svchost.exe
AudicEndpointBuilder Running Mat Signed C\Windows\System32\svchost.exe
AudioSry Funning Not Signed C\Windows\Systemn32\svchost.exe
LodnstSV Stopped Mot Signed CAWindowsi System3disvchost e
BDESVC Stopped Mot Signed C\Windows\ System32\svchost.exe
EFE Running Not Signed CAWindows\ Systern3 X svchost.exe
BITS Running Mot Signed C\Windows\System32\svchost.exe
Erowser Stopped Mot Signed C\Windows\Systemn32 svchost.exe
CLPSLauncher Running Signed C\Program Files {x36)\Common Filest COMODOaunch
COMSysApp Stopped Mot Signed CAWindows\ Systemn32\dilhostexe
CertPropSve Stopped Nat Signed Ch\Windows\ System3 2\ svchost.exe
CryptSve Running Mot Signed CAWindows\ System3\svchost exe
CscService Running Mot Signed CAWindows) System32\svchost.exe
DPS Running Mot Signed CAWindows\ Systemn32\svchost.exe
Deomlaunch Running Mat Signed C\Windows\System3d\svchost.exe
Dhcp Running Mot Signed CAWindows' System32svchost.exe
Dnscache Running Mot Signed CAWindows\ System3dsvchost e
EF5S Stopped Mot Found C:\Windows' Systemn32\lsass.exe
EapHost Stopped Mot Signed C\Windows\ Systern3Xsvchost.exe
EventSystem Running Mot Signed C\Windows'\System32isvchost.exe
FDResPub Running Mot Signed CWindows'System32svchost.exe
Fax Stopped Mot Found C\Windowssystem3 D fussve exe
FontCache Running Mot Signed CAWindows) System32\svchost.exe
FontCached.0.00 Stopped Signed C\Windows\ Microsoft. Net' FrameworkS4'w3.00\WPF Pre:
HomeGrouplistener Stopped Mot Signed CAWindows\ System3\svchost.exe
HomeGroupProvider Stopped Mot Signed ChAWindows\Systemn3\svchost.exe
IEEtwCollectorService Stopped Mot Found CAWindows\system3EEbwC ollectonexe
o] [

«  To view the start type of a service, select it and the 'Start Type' drop-down displays its status

+  To totally remove a service from the computer, select it and click 'Uninstall’
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+  To stop a running service, select it and click 'Stop'
« Torestart a stopped service, select it and click 'Start'

«  To change how a service should start, select it, choose the option from the 'Start Type' drop-down and click
'Apply'.

Start Type

Auto Start h
Auto Start

Disabled

Drivers

Selecting Drivers displays the device drivers that are currently loaded into the system with their current running
status and whether the driver is digitally signed.

Status Signature Action State Start Type
13%4chai Stopped Mot Found Boot Start
ACPI Running Mat Found
AFD Running Mot Found Error
AcpiPrmi Stopped Mot Found Severe
AmdKE Stopped Mot Found e
AmdPPM Stopped Not Found i
ApplD Stopped Mot Found Drriver
AsyncMac Running Mot Found
BETHMODEM Stopped Mot Found
Beep Running Mot Found
BrFiltLo Stopped Mot Found
BrFiltUp Stopped Mot Found
BroerWdm Stopped Mot Found
BrUsbMdm Stopped Mot Found
BrUshSer Stopped Mot Found
Brserid Stopped Mot Found
CLFS Running Mot Found
CNG Running Mot Found
CsC Running Mot Found
CmBatt Running Mot Found
Compbatt Running Mot Found
CompositeBus Running Mot Found
DXGKrnl Stopped Mot Found
DfsC Running Mot Found
Disk Running Mot Found
E1G60 Running Mot Found
ErrDev Stopped Mot Found
Filelnfo Running Mot Found
Filetrace Stopped Mot Found
Fithigr Running Mot Found
FsDepends Stopped Mot Found
HM&iARie Stanned Mt Feaimd

oo [

+  Toremove a driver from the system, select it and click 'Uninstall’

+  To start/stop a driver, select it and click the 'Start/Stop' button
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To change the way a driver should start,select it and choose the option from Stark Type
the 'Start Type' drop-down

Boot Start

System Start
Auto Start
Manual
Disabled

Driver j

To change the error severity of a driver, select it and choose the option from
'Error' drop-down

Errar

Critical

Ignore

Marmal
To change the file type of a driver, select it and choose the option from the Mormal 4
"Type' drop-down Type

File System
Filter

+  Click 'Apply' for your changes to take effect

Native Applications

Selecting Native Applications displays the native system applications currently loaded into the system.

Autoruns Manager ©

Mame Status Signature Action State

autochk Ch\Windows\System3\autochk.exe Mot Signed

Mative Applications

«  Toremove an application, select the item and click 'Remove'.

5.2.2.3 System Cleaner

The System Cleaner tool allows admins to improve the security, performance and usability of systems of damaging
and/or wasteful files which generally enhances the performance of the system. It optimizes and repairs your
Windows registry and erases your digital paper trail by cleaning history, cache, cookies, needless archives.
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To run the System Cleaner

+  Select 'System Cleaner' from the 'Deploy Tool' drop-down on the left

Deploy Tool:

Remote Desktop
Autoruns Manager
System Cleaner

Power Manager

Browser Addons Manager

Active Connections Manage
Systemn Restore

Hardware Monitor Tool
5hell Execute

Process Explorer

A new 'System Cleaner' tab will be created in the main configuration area.

Stem Claanar ©

Fiker Entnies

Db

Wirduen Errer Repoting

Wirdow Explorer Thumtnaily Cache
Wirdows Log Files

Wiedows Temp Files

+  Select the category of the clean-up task from the drop-down at the bottom:

+ Disk Cleaner - Scans and removes junk or garbage files, potentially

- -

i¥aner r unwanted files from a computer. (temporary files, trash, old backups

Dick and web caches, local shared objects, log files or any other trace and
isk Cleaner 'Q - 50 on)

+  Registry Cleaner - Cleans and repairs Windows registry by scanning
and removing unnecessary and corrupted entries to increase the performance and stability boost.

Disk Cleaner
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Selecting 'Disk cleaner ' displays the list of items to be scanned such as Filter Entries, Windows Error Reporting and
SO on.

System Cleaner &

Items to scan

Filter Entries

Other

Windows Error Reporting

Windows Explorer Thumbnails Cache
Windows Log Files

Windows Ternp Files

+  Select the items to be scanned
+  Click 'Scan'
The scanner will start and identify the files to be cleaned.
«  Click 'Back' to select the new item(s) to be scanned.

+  Click 'Clean' to remove junk files.
Dizk Cleaner v “ CLEAM

The scanner will remove the junk files. Click 'OK' to return to the 'Disk Cleaner' screen.

Registry Cleaner
Selecting 'Registry Cleaner' from drop-down displays the items that might maintain invalid entries.
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|5}'stem Cleaner © |

Items to scan

Applications Paths
COM 8L ActiveX
File Extensicns

Font Locations

Help Locations
Menu Order
Registry Filter Entries
Shared Dlls

Shared Folders
Software

Startup Locations
System Services
Uninstall Locations

REQISUY Cleaner Y “

«  Select the item to be scanned
«  Click 'Scan'

The scanning process will start.

Registry Cleaner - Scanning...

«  Click 'Stop' to abort the scan process.

Registry Cleaner - “ CLEAM

«  Click 'Back' to select the new item(s) to be scanned

«  Click 'Clean' to remove invalid entries

The scanner will remove the junk entries. Click 'OK' to return to the 'Registry Cleaner' screen.

9.2.2.4 Power Management

The 'Power Manager tool in the support session window enables the technician to shut down and restart an
endpoint, if required after a critical operation like editing the Windows Registry of the client's computer.

To deploy the Power Manager tool
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+  Select 'Power Manager' from the 'Deploy Tool' drop-down on the left

Deploy Took

Remote Desktop
Autoruns Manager
Systern Cleaner
Power Manager

Browser Addons Maftager
Active Connections Manage
Systemn Restore

Hardware Monitor Tool

Shell Execute
Process Explorer

A new 'Power Manager' tab will be created in the main configuration area.

Pawar Manager ©

O Bastart in safe mads with refeorking
O Resiat
(=] ] Erable “Srustdenn’ opbon

Select the power-off option

«  Toreboot the endpoint in Safe Mode, select 'Restart in Safe Mode with networking'. Upon restarting, the
endpoint will automatically reconnect to your support session.

«  To reboot the endpoint, select 'Restart'. Upon restarting, the endpoint will automatically reconnect to your
support session.

+  To shutdown the endpoint, select 'Shutdown'. The Shutdown option is not enabled by default. If you need
the option, first select the 'Enable Shutdown option' check box.

«  Click the 'Execute' button at the bottom.

The power-off action as per your selection will be executed immediately.

9.2.2.5 Manage Internet Browser Add-ons

Some of the websites and program downloaded from Internet install browser extensions silently on to the browsers
in the computers, without the knowledge of the user. These add-ons, like extensions, plug-ins and so on, can be
used by hackers to execute malicious activities on the user computers, including stealing confidential and sensitive
information like credit card numbers and passwords typed in the web-based forms. The 'Browser Addons Manager'
tool in the support session console enables the admin to identify the browser add-ons installed on the browsers and
to remove unsafe or malicious add-ons.
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To deploy the Browser Addons Manager tool

+  Select 'Power Manager' from the 'Deploy Tool' drop-down on the left

Deploy Took

Remote Desktop
Autoruns Manager
Systern Cleaner
Power Manager

Browser Addons Manager a
Active Connections Managej
Systern Restore

Hardware Maonitor Tool

Shell Execute

Process Explorer

A new 'Browser Addons Manager' tab will be created in the main configuration area.

Eeowaer Adgans Manager O

* 1 Iekeimet Explores

The tab will display all the browsers on the endpoint.

«  Click on the » beside a browser to expand it to a tree structure
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|Bruwser Addons Manager & |

v Internet Explorer

v Addons to delete
HTML Document
IeUrlFilter Class
COMODO Verification Engine Extension
Windows Media Player
Javaitm) Plug-In 55Y Helper
Javaitm) Plug-In 2 35V Helper
Microsoft Silverlight
AMLHTTP Request
XMLHTTP
PrivDog Extension
ettings

Oo0o0oo0o0oo0oo0OoOo|Oo

» O

Lo

REFRESH

«  Toremove a browser add-on(s), select the check boxes(s) beside them and click the 'Apply' button at the
bottom

|Eruwser Addons Manager & |

Lu:u_;
All addons have been deleted!

All the selected add-ons will be removed at-once from the endpoint.
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«  Click 'OK'" to switch back to the list of browser add-ons.

5.2.2.6 Active Connections Manager

The 'Active Connection Manager' tool provides a high-performance solution for technicians to view all currently
active connections (applications, processes and services), individual connections that each application is responsible
for and terminate any unsafe processes that are running on an endpoint.

To manage active connections

«  Select 'Active Connections Manager' from the 'Deploy Tool' drop-down on the left

Deploy Toolk

Remote Desktop

Autoruns Manager

System Cleaner

Power Manager

Browser Addons Manager

Active Connections Mzgnage

Systermn Restore L
s

Hardware Monitor Tool

Shell Execute

Process Explorer

A new 'Active Connections Manager' tab will be created in the main configuration area.

v pwchosteos 1103

skt 158
jeva e 28
LI a3z
il e ns
¢ ODCCSanicemm 2
b RByDL P ErcdPoing Sarvscs s T
¥ OO CAgent exe k)
roungE 1516
* COCEese L=

b [System Preces] o
b ounibom 1o

The tab will display all the active connections on the endpoint.
«  Protocol - Displays a list of applications and system process that are running on the endpoint.
+  Pid - Displays the Process Identification number of the processes invoked by the application.
«  Source - Shows the source IP address and source port that the application is connecting through
+  Destination - Shows destination port address that the application is connecting to.
+ To close unsafe connections, select the connection to be closed and click the 'Close Connection'.

«  To stop an active process, select the connection and click the 'Kill Process'.
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5.2.2.7 Restore a Client System

The 'System Restore' tool enables an admin to revert an endpoint to a previously created restore point (including
system files, installed applications, Windows Registry, and system settings) and also create a new restore point for
future use.

To create a 'System Restore' point
+  Select 'System Restore' from the 'Deploy Tool' drop-down on the left

Deploy Took

Systern Cleaner

Power Manager

Browser Addons Manager
Active Connections Manage

Systemn Restore
Hardware Monitar Tool
5hell Execute

Process Explorer
System Inventory

File Transfer

Anew 'System Restore' tab opens in the main configuration area. From here you can create a restore point manually
or restore system.

Instalied Comedo One Chent - Communscation hpplication installstion D306 152607
Eemoved Compds Ome Client - Coemamanication Application urenssl 0006 15T
Bamagved EL dgent Service, Apphcebion urenstal 2-003- 2004 L5201
Inssaled PR Adminishertion Console Apphietion iratallation 24-03-200% 1211405
Instalied Comodo Dne Client - Comemunsction Application installation 24-03- 2004 L1143
Emaved FMSI Aqent Service. AppRCEton LRIl PA-03- 2008 L1 3650
Femezved Comods MyDLP Apphoation urensal 2403 014 195327
Fomved Comods SeouredBas Apphcation urenstal 2403 L6 13:54:14
Faerrerved Comode Dea Cliert - Comrrmunicriion Application uninaal 403 006 105104
Instaled Comedo One Chest - Communeaten Application ifbalstion 134033008 17:1 3403
Fereved Comode Ore Client - Communicrion Apphcation urenstal pcRic i (LRRE HES
Bisereved Camods WyDLP Appication uninil 1308-T008 152537

Barricved EhA Admisistration Conecle. Application urineall 350300 LE 00

v RMA dggent Service. Application uninisl 15062016 16:13:36

+  Type a description of the restore point and click ‘Create' to start the process. On successful completion, the
newly created restore point will appear in the session window.

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 58



Creating Trust Online®

Comodo One - RMM - Ad mjl_r,]_,i__siratﬁ‘r"GfL]_iaé cOMODO

| System Restore ©
Descripticn ype Date and Time
Installed RMM conscle Manual B/7/2015 2:43:24 PM
Windows Update Unknown 8/3/2005 305:31 AM

Type here the descrption for a new restore point. . - Restore point successfully created! -

«  Torestore the endpoint to a previous point, select it from the list and click the 'Restore' button at the bottom

A system restore request will be sent to the endpoint and the system will be set to be restored. The user now can
restore the system to the restore point selected by the admin.

5.2.2.8 Hardware Monitor Tool

Hardware Monitor tool displays real time temperature of each processor core of CPU.
To monitor endpoint's hardware

+  Select 'Hardware Monitor Tool' from the 'Deploy Tool' drop-down on the left

Deploy Tool:

Systemn Cleaner

Power Manager

Browser Addons Manager
Active Connections Manage
Systemn Restore

Hardware Monitor Tool Y
Shell Execute
Process Explorer

System Inventory

File Transfer

A new 'Hardware Monitor Tool' tab will be displayed in the main configuration area.
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«  Sensor - Displays the details of the endpoint's CPU
+  Value - Real time temperature of a core in centigrade

+  Max - The maximum temperature recorded for a core

5.2.2.9 Access Command Prompt Window of Client System

Highly infected computers would not allow the command prompt window to be opened in the computer to perform
the corrective actions. But the 'Shell Execute' tool in the support session window allows an admin to open the
command prompt window of the endpoint. The administrator can execute programs to cleanup and repair highly
infected computers, from the command line through the Shell Execute tool.

To deploy the 'Shell Execute' tool

«  Select 'Shell Execute' from the 'Deploy Tool' drop-down on the left
.

Deploy Took

Systern Cleaner

Power Manager

Browser Addons Manager
Active Connections Manage

Systern Restore
Hardware Monitor Tool
Shell Execute

Process Explorer
Systern Inventory
File Transfer

Anew 'Shell Execute' tab opens in the main configuration area. From here you can install script languages and run
the commands.
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Microgoft Windows [Version 6060037
Copyright (c) 7006 Migrogeft Corporatiom, &11 rights reserved,

Crindomay | pyetenils

+  To execute a Windows Shell command or a DOS command, type the command in the field beside 'Run
command' and press ‘Run command'.

«  Torun third-party scripts languages, select the scripts

language from the drop-down :
Perl
Ruby ]
Python v INSTALL

+  Click 'Install' to install the language interpreter to interact with the operating system.

5.2.2.10 Manage Currently Running Processes

The 'Process Explorer' is an advanced system monitoring tool that allows admins to quickly identify, monitor and
terminate any unsafe processes that are running on endpoints. The Process Explorer shows ALL running processes,
even those triggered by malware in the computer and those that were invisible or very deeply hidden. The
administrator can identify which of those running processes are unsafe and shut them down with a single click.

To deploy the 'Process Explorer' tool

+  Select 'Process Explorer' from the 'Deploy Tool' drop-down on the left

Deploy Toolk

Systemn Cleaner

Power Manager

Browser &ddons Manager
Active Connections Manage

Systemn Restore
Hardware Monitor Tool
Shell Execute

Process Explorer -
Systern Inventory %
File Transfer

A new 'Process Explorer' tab opens in the main configuration area. All the processes currently running on the
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* el 2140 % 188008 CAPROGRA-1 M DLPERLEID-1 4., CHPROGRA-1\MyDLR
b pmplorereee M1z % 138808 LAWindgws:Explones DAL o Winddigwer' Explorec I
Systerm bale Porcess b &% nia

«  Click onthe * beside an item to expand it to a tree structure

- To view the dependent processes, handles and DLLs of a process, select the process from the list. The
dependent processes will be displayed on the next pane.

Process Explorer ©

Process ) cPU Working S5et Size  Command Line C:\Windows \system3Z\apphelp. di
* System 4 0% nfa Ciiwindows\system32UMM32.0LL
CEr55.Exe 340 0% 3352K %eSystemRoot%\sys
A nare 388 0% 4388K wininit.exe C:Windows\syswowSHADVAPT32.dl
LSrE5.EE 400 0% 6352K %eSystemRoot%\sys| C: Windows\syswowSHCRYPTI2.dI
winlogon.exe 440 0% 5672K winlogon.exe
v explorerexe C: {Windows\syswowe\CRYPTBASE. dil
»  swriter.exe "32 1868 0% 4020K “C:AP CAwindows\syswows4\csbguard 32.dl
RMMRSP.exe 32 2845 0% 4476K “C:\Program Files (x
System Idle Process 0 95% n/a C:YWindows\syswows4\GDI32.dI
C:Windows\syswows4kermnel32.dll
C:YWindows\syswows4WERNELBASE . di
C:Windows\syswowe4\LPK.dll
C:\Windows\syswows4HMSASN 1.dll
C:Windows\syswowe4\MSCTR.di
C:YWwWindows \syswowsedmsvort.dil
C:\Windows\syswowS4\NSLLdll
®eo C: Windows\SysWOWs4\ntdl.di
g Ic*'erP‘ah C:Windows\syswows4\ole32.dI
Sl C: Windows\syswowEHOLEALUT32.dl
8 Working Set Size
@] Pa?h;gg Usage C:iwindows\syswows4\RPCRT4.dl
] Peak Page File Usage
O Quota Nonpaged Poll Usage Criwindows\SysWOWEeSsechost.di
O Quota Peak Nonpaged Pol Usage
a 3.;13 Paged pmagg oy C: Windows\syswowSHSHELL 32.dI
[ Quota Peak Paged Poll Usage
eeessss— | P22k Working Set Size s s a1 WAPT. ol

] Page Fault Count

By default, the Process Explorer window displays the details of the process under five columns. To view more
granular details of each process, an admin can add more columns to the window.
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«  To add more columns, click on the '‘Columns' drop-down and select the details to be displayed for each

process.

Column

Process Explorer - Descriptions of Columns

Description

PID Displays the Process Identification number. Clicking on the column header enables sorting
the entries in ascending or descending order of the PID numbers.

CPU Displays the CPU usage of the process as a portion of overall CPU usage by the process in
percentage. Clicking on the column header enables sorting the entries based on the CPU
usage.

File Path Displays the location of the executable that has initiated the process

Command Line

Displays the command line command of the executable that has initiated the process

Working Set Size

Shows the size (in KB) of the virtual memory, occupied by the page files, referenced by the
process. Clicking on the column header enables sorting the entries based on working set.

Background Note: The working set of a process is the collection of information referenced
by the process periodically. This collections are stored as page files in the secondary
memory, such as the portion of the hard disk partitions allotted as virtual memory.

Page File Usage

Indicates the memory space occupied by the process in the virtual memory, created in the
hard disk drive

Peak Page File
Usage

Indicates the highest memory space occupied by the process in the virtual memory since
the process has been started.

Quota Nonpaged Poll
Usage

Indicates the quota amount of physical memory space (in KB) allotted for non paged pool
usage by the process. The non paged memory pool consists of virtual memory addresses
that would reside in physical memory as long as the corresponding kernel objects of the
process are allocated.

Quota Peak
Nonpaged Poll Usage

Indicates the maximum quota amount assigned for non paged pool usage for the process
since the process has been started.

Quota Paged Poll Indicates the quota amount of virtual memory space (in KB) allocated for the process for
Usage paging.

Quota Peak Paged | Indicates the maximum quota amount of virtual memory space (in KB) for the paged pool
Poll Usage usage by the process since it has been started.

Peak Working Set Indicates the maximum working set size of the process, since it has been started.

Size

Page Fault Count Indicates the number of interrupts occurred during the read/write access by the process to

the virtual memory location, that is marked 'not present'.

+ To terminate unsafe or unwanted process, select the process and click the 'Kill' button at the bottom.
Repeat the process to terminate more processes.

5.2.2.11

Obtain System Inventory Information

The System Inventory tool enables an admin to retrieve the hardware and software resources of endpoint. The
'System Inventory' report provides a valuable information to the admin for determining compatibility of the hardware
with the operating systems, and identifying any changes to a system that might develop problems.

To deploy 'System Inventory' tool
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«  Select 'System Inventory' from the 'Deploy Tool' drop-down on the left

Deploy Took

Systern Cleaner

Power Manager

Browser Addons Manager
Active Connections Manage
Systemn Restore

Hardware Manitor Toal

Shell Execute
Process Explorer

System Inventor 9
File Transfer

Anew 'System Inventory' tab will be displayed in the main configuration area.

Systen Insemory ©

+ O Categess Sekect the nforrabon thal needs 1= be extracted arel sreis e 'Getl nformatey’ button.

«  Click onthe * beside 'Categories' to expand/collapse the category list
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| System Inventory ©

* M Categories Computer Name :COMODO-PC
[ Systern Overview Domain Hame S\WORKGEROUP
B Operating System .

O Hardware Operating System
O Metwork
Name sMicrosoft Windows 7 Ultimate
Version VB0 - 1
Service Pack H
Service Pack Minor Hi
System Time :15:55
System Up Time :Ofours : 52min

Number of Installed Applications : 13
Number of Running Processes  :52
Number of Running Services 61

Last Logged On User + Administrator

Logged On User +Administrator

session Type :Interactive

Number of Open Sessi 1

Number of Logged Sessions 4

Default User scomado

Organizathon Mot Avalable

Primary H =]

Language :Emglish

Serial Number : 00426-383-319734997-06906
Architecture 132-bit

System Device +\Device \Harddiskviolume 2
Windows Directory :C\iindows

System Directory :Cr\Windowes\system 32
Percent of Memory Usage :50%

Tatal Phvsical Memary = 1N?3MA

_ oo e O _ -

«  Select the category(ies) of information you wish to view.

+  Click 'Get Information'
The information on the selected category(ies) will be displayed in the next pane.

+  To search for a specific information, type the search criteria in the 'Search specific details here' text box and
click 'Find Next' or 'Find Previous'

9.2.2.12 Transfer Files From / To Client System
The 'File Transfer' tool allows an administrator to transfer files both ways between the host and endpoints.
To transfer files

«  Select 'File Transfer' from the 'Deploy Tool' drop-down on the left

Deploy Tool:

Systern Cleaner

Power Manager

Browser Addons Manager
Active Connections Manage
Systern Restore

Hardware Monitor Tool

Shell Execute

Process Explorer
System Inventor
File Transfer
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& 3

+ Navigate to the location using the 'Drive' drop-downs and select the source/destination for file

transfer
+  Select the files to be transferred to host/user computer

Click the @ button to go back to the parent folder

«  Click the @ button to refresh the list

+  Click the ° button to transfer files from host to endpoint

+  Click the o button to transfer files from endpoint to the admin computer

The file transfer progress will be displayed at the bottom.

Atternpting to transfer the file 'paddy_whack.odt' to technician...

+  Click the 'Cancel' button to abort the file transfer process

A confirmation message will be displayed at the bottom.

The 'paddy_whack.odt' file has been successfully transferred to technician in 'C:' folder.

6 The Jobs Interface

A'Job' is a collection of procedures compiled to run on selected endpoints. You can create new jobs by including
the existing procedures and selecting the endpoints for execution. Procedures that are run from the 'Devices,
'Procedures' and 'Sessions' interfaces are also created as jobs and displayed on the 'Jobs' screen.
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Jobs - Column Description

Column Header Description

ID The ID number of the job

Name Name of the job provided while creating. Procedures that are run from the 'Devices',
'Procedures’ and 'Sessions' interfaces are also created as jobs and their names displayed on
the 'Jobs' screen.

Description Description of the job
Start time Details of date and time when the job was executed
Status Displays the status of the job whether it is 'Starting', 'In Progress' or '‘Completed'

Started by Displays the details of the admin who executed the job

«  Click the button " beside a row to expand or collapse the Job details section

D Marme Description Start tirme Seatus Started by :
@ 249 Testlob 5 To test available endpoints T/A5/A1510:22  Completed  hertriumph@gmail.cc
@ SMITH-COMPUTER Completed 20of2
Test Procedure 1 Completed 100%
Test Procedure 2 Completed 99%
G} CHNWTHPE Comgleted 2 of 2
Test Procedure 1 Completed 100%
Test Procedure 2 Completed 99%
248 Ter.tjr'E-J. To check execution r.\f_ink:-r. omn available and un... 7572015 1006 Completed hertrium
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The expanded section for a Job ID displays the names of the endpoints and below them, the names of procedures
that were executed.

Filter and search options

The filter buttons at the top of the interface provide at-a-glance statuses of jobs executed.

All (26) Starting (1) In progress (0) Completed (25)

«  Click on any of the item to display the filtered entries
«  To search for a particular item, enter the details partly or fully in the search field on the right side.

+  Click on a column header to sort the items in alphabetical/ascending/descending order

From the 'Jobs' interface an admin can:
«  Manage Jobs

«  Execute Jobs on Endpoints

6.1 Manage Jobs

The 'Jobs' interface allows admins to create new jobs that are to be executed on endpoints. A new job created
cannot be edited but can be deleted from the list.

To create jobs, click the 'Job Manager' button at the bottom of the 'Jobs' interface

Descnption Start time

Deserption Suppert group Compatibility
5 ,: '] 280 Testlab s Ta test available endpaints hetriumph@gmai.. Comodolest Windows
i [ 219 Testjob 4 To check esecution of jobs on availabl..  hertriumph@gmai.. ComodoTest Windows
3 I ] 278 Test job 3 To check unavailable endpoints hertriumph@gmai..  ComodoTest Windows
12 [7] 776 Test Job2 Book of Jobs hertriumph@gmai.. ComodoTest Windows
P [ 266 sample3 samplesystemsl5..  ComodoTest Windows
L 7] 265  sample samplesysternslS.. ComodoTest Windows
% [[] 257  Testlob hertriumph@gmai.. ComodoTest Windows
738 ) . 7] 256 Restart To restart computer in session avantistude@gmai.. Comodolest Windows {
3 7 [7] 230 illution check samplesysternsl5..  ComodoTest Windows
nr o 26 kbl e L comodoonel5@g.. ComodoTest Windows
35 1 [[1 218 Example job opsi@grls ComodoTest Windows |
1
m |
m o)
m )
N5 iy 0
04 iy
. .
203 illwtion check J0/4/2015 13N\inplttad samplesystems1 3@ gmal.com
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Job Manager - Column Description

Column Header Description
D The ID number of the job
Name Name of the job provided while creating.
Description Description of the job
Owner Username of the admin who created the job
Support group Displays the name of the customer account
Compatibility Displays the name of OS for which the job can be executed

«  Click on a column header to sort the items in alphabetical/ascending/descending order
The 'Job Manager' screen allows an admin to:

» Create a new job

+  View details of a job

+ Delete a job

- Execute a job on endpoints

To create a new job
«  Click the 'Create' button at the top of the interface
Step 1

Select job's target informations:
Operating systemm:
Platform:
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+  Enter the name of the job in the 'Job name' field
«  Enter an appropriate description for the job in the 'Job description' section

«  Select the OS details of the endpoints for which the job should be executed below the 'Select job's target
information' section at the bottom of the screen

+  Click the 'Next' button
Step 2
The next step is to select the procedures that are pre populated in the screen for the job.

=Cr=atean=w1nh ﬁtep?-:rf! b= g

You can also create a new procedure afresh or from an existing procedure from the screen by clicking the 'New' or
'Create From' buttons. Refer to the section 'Managing Procedures' for more details about how to create
procedures.

+  Click the 'Refresh’ button to update the procedures list in the screen
+  Select the procedure(s) from the list that you want to add for the job
+  Click the 'Next' button

Step 3

The next step is add the endpoints onto which the job should be executed.

Comodo One - RMM - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved. 70



cCOMODO

Creating Trust Online®

Operating sysbem

Defaul Site

G BOB-COMPU..  Windows 7 Professio... Available
TO3-W7-32BIT..  'Windows 7 Professio.. Unawvailzble

G SMITH-COMP..  Windows 7 Professia... In session

+  Select the endpoints from the list and click the 'Finish' button

A success confirmation message will be displayed.

F N
e MM Administration Console u

[ ]
' Mew job created with success!

+  Click 'OK'

The new job will be created and be listed on the screen.

Tip: You can create new jobs using an existing job as a template. To create a new job, select an existing job and
click the 'Create From' button. The 'Create a new job' dialog will open with the actions pertaining to the existing job
preselected. You can edit the parameters and create a new job.

Now that a job is created you can run it anytime. Refer to the section 'Executing Jobs on Endpoints' for more
details.

To view details of a job

+  Click the button * beside a row to expand or collapse the Job details section
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Description Ownier Support group Compatibili
@ [[]280 Testlob5 To test available endpoints hertriumph@gmai.. ComodoTest Windows
@ Devices
WILLSMITH-PC
CHNWITHPS4
@ Procedures

Test Procedure 1

Test Procedure 2

The expanded section for an Job ID displays the names of the endpoints below 'Devices' and below the names of
procedures below 'Procedures'.

To delete a job

+  Select the job(s) from the list that you want to remove

Compatibaliy

280 Test Job 5 To test available endpaints hertriumph@gmai.. ComodoTest Windows
19 Test job 4 To check execution of jobs on availabl.,  hertriumph@gmai.. ComodoTest Windaws
T8 Testjob3 To check unavailable endpoints hertriumph@gmai.. ComodoTest Windows
76 Test Job2 Book of lobs hertriumph@gmai.. ComodoTest Windows
266 sample 3 samplesysternsl5... ComodoTest Windows
25 sample samplesysterns15,.. ComodoTest Windows
257 Test Job hertriumph@gmai.. ComodoTest Windows
I 256  Restart To restart computer in session avantistude@gmai.. ComodoTest Windows
i 230 illution check samplesysternsls... ComodoTest Windows
i 26 Jebl Description of Job } 5@ ComadoTest Windows
28 Esamnple job aps@grria ComedoTest Windaws

+  Click the 'Delete’ button at the top right
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6.2 Execute Jobs on Endpoints

Jobs that are created can be run anytime from the 'Job Manager' interface. Please note that only one job can be
executed at a time.

To execute a job, click the 'Job Manager' button at the bottom of 'Jobs' interface

Start tirme Started by

0 Test rn Job manager A A R ST B T T h
19 Test m— .

1 Test| B
T Test Descripbion T Support group Compatibality
MG Job [F] 288 TestJob® To run test simultaneous jobs hertriurmnph@gmai..  ComodoTest Windows
W5 Cle [T 27 Testlob7 To run a job test hetriumph@gmai..  ComodoTest Windows
4 Job 1280 TestlobsS Te test svailable endpoints hetriurmph@gmai..  ComodoTest Windows
H3 Job (1219 Testjobd To check execution of jobs on svailabl..  hertiumph@gmai..  ComodaTest Windows
47 Job [ 218 Testjob 3 To check unavailable endpoints hertnumphi@gmai..  ComodoTest Windows
sl dob [F1 276  Test Job2 Book of Jobs hertriumph@gmai..  ComodoTest Windows
H0 Job 7] 266 sample3 samplesysternsl5... ComodoTest Windows
1% Cled ! ] 2685 sample samplesystensl5..  ComodoTest Windows
33 Job M [ 257 Test lob hertriumph@gmai_.  ComedaTen Windows
134 Test D 256 Rlestart To restart compuler mn SEssion crvant'r'sludl.-ﬂgmai... ComodaTest Windows
17 Job ” : C 230 iution check ;amplcﬁyﬂ:mﬂs... ComodaTest Windows
235  Rest 226 Jobl Lol comodognel 38g..  ComodeTest Windows
T [F] 218 Example job ops@gmrela ComodaTest Windaws
1 lob
271 lob
X Job
206 dluty \

e 5

24 dlutson check 30472015 IB:Wc&d samplesystemnzl 3@ gmiail com

- From the 'Job Manager' screen, select the job that you want to execute and click the 'Run’ button at the top

The selected job will start and its stages of execution will be displayed in the 'Jobs' screen.

Start time

. 25 TestlobB To run tet simultanesus jobe &/5/2015 07:35 @ hertsiumph@gmail.com

The stages of a job execution are, 'Starting', 'In progress' and '‘Completed'

To stop a job midway, click the button “ beside a row, select the device below 'Devices' and click the 'Stop' button.
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Dezeription Shart time Stabus Started by

4 261 File transfer job To test file tranfer B/5/201508:15  Inprogress  hertriumph@gmail.com

Inprogress 1 ofl

BOB-COMPUTER Mot started  N/A

Lo©

The job execution will be canceled.

7  The Procedures Interface

A'Procedure’ is a set of actions to be run on endpoints. CRMM is shipped with a set of predefined actions such as
'Application Installer', 'Power Manager', 'System Restore' and you can define parameters for each of the action. The
configured actions in a procedure are performed in sequence while executing it. A procedure can be run ad-hoc on
any endpoint and can also be used while creating a job to be executed on specific endpoint(s).

To open the 'Procedures' screen, click 'Procedures' from the drop-down at the top left.

L Frocedure 1 Descriphion of procedune Whnie sk

14z ‘ahd nae of Precaduse Testing fer the sarme Wingow opslgrl

146 5 lob Winzau opsligrrhy

151 Frocedure 2 Tezr Wl oy R3Ot 2 vt | Cony

155 Rmstart To matan Windowa muntitudel) grailcom

1™ Syrbem. Slean Windows gridhannacemede. com

m Sl it WinnSiv kRl Je pmailiom

i rattart winzean wamplerystarral S gmail.oom

m Pearaler Window sempleyReral M pmailiom

1% Test Procedure 1 To et procedures Windows hemsurngh g mad cem

in Test Procedure I To test for jode Winzaw hemrumghgmail com

130 Pile ransier b st Aie nearet e Whndowe: oo nd s el C e

1B e i samphoyaterml S @ gmail com

143 Fliest To test file frander Windows hesrumgh@gmad.com
I . N ..

Procedures - Column Description

Column Header Description

ID The ID number of the procedure

Name Name of the procedure provided while creating
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Description Description of the procedure
Compatibility Displays on which operating system the procedure can be run
Owner The user name of the admin who created the procedure

«  Click the button * beside a row to expand or collapse the 'Procedure’ details section

[er_sr_-lp'.lnn

G) 141 Procedure 1 Description of procedure
1 Apphication Installer
@ 142 ¥alid name of Procedure Testing for the same
1 Power Manager
146 5C Job
O 180 Procedure 2 Test
1 Povwrer Manages
2 Systern Restore

165 Rectart Tor restart

The expanded section of a 'Procedure’ displays the names of the configured actions in sequence below the name of
a procedure.

Sort and search options
- To search for a particular item, enter the details partly or fully in the search field on the right side.
+  Click on a column header to sort the items in alphabetical/ascending/descending order

From the 'Procedures' interface an admin can:
« Manage Procedures

+  Run Procedures on Endpoints

7.1 Manage Procedures

The 'Procedures' interface allows admins to create new procedures that are to be executed on endpoints. A new
procedure created cannot be edited but can be deleted from the list.

The 'Procedures' screen allows an admin to:
+  Create a new procedure
+  Delete a procedure

+  Run a procedure on endpoints

To create a new procedure
+  Click 'Create' from the bottom

The 'Crete a new procedure' dialog will displayed.
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Tast

[ u Create a new prtu:ud.ur!

Achions
Application Installer

er

«  Enter a name and a short description in the respective fields and choose the operating system from the
drop-down at the left.

«  Choose an action from the 'Action' list at the left and click the - button to add the action to the list at
the right

+  Repeat the process to add more actions
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~FAPREER R

r -
Create a new procedure

1€ ) Restart in safe mode
| @ Shutdown [ Restart in rescue mode

Systermn Cleaner

«  To remove an action from the right side, click the @] button at the top right of the respective action

«  Toremove all the actions from the right side, click the - button on the center

«  Select the options and/or set the parameters for the action.

Action Parameters Required

Application Installer Enter the following parameters:
«  Download URL for the application

«  Name of the setup file and command line parameters

«  Command for canceling installation for failsafe reasons

Power Manager Choose the power control operation from:
+  Restart
+  Restart in safe mode
+  Shutdown

«  Restart in rescue mode

System Restore Choose whether to create a restore point or to restore the system to a previous state.
«  Enter the name of the restore point

Shell Execute Basic
«  Enter the execution command for the process

+  Enter the parameters to be passed to the process

Advanced
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Action Parameters Required

- Enter the working directory for the process

«  Choose the execution options:

Wait for process to finish - Completes the process before termination
«  Hide Window - Executes the process at the background

File Transfer Enter the path of the source file to be copied from the host computer at which the

technician console is installed. The file will be copied to the folder c:\Ips-templfile-
transfer at the endpoint.

System Cleaner Select the cleaner modules to be applied:
«  Disk Cleaner

+  Registry Cleaner

Click the 'Save' to save the procedure. Upon running the procedure, the actions will be executed
sequentially.

The 'Procedure’ will be added to the list and will be available for inclusion in a job created for a specific endpoint.
The procedure can also be run ad-hoc on any desired endpoint. Refer to the section ‘Running Procedures on
Endpoints' for more details.

«  Repeat the process to add more procedures as required.

Tip: You can create new procedures using an existing procedure as a template. To create a new procedure, select
an existing procedure and click 'Create From' from the bottom. The 'Create a new procedure' dialog will open with

the actions pertaining to the existing procedure preselected. You can edit the parameters and create the new
procedure.

To delete a procedure

«  Select the procedure from the list that you want to remove

177 Test Procedure 2 test fior jobs
180 file transfer to test file transfer Windows
Windows
To test file transfer Windows
183 change Windows
185 ping procedure Windows

o) e
Refresh Run procedo =

«  Click the 'Delete' button at the bottom

7.2 Run Procedures on Endpoints

Procedures that are created can be run anytime from multiple interfaces - The 'Procedures’ interface, the 'Devices'
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interface and the 'Sessions' interface.

To run a procedure from the 'Procedures' screen, click the 'Run procedure’ button at the bottom of the interface .

Select procedure:
Procedure 1

Job description:

Operating system
Enterprise
Kanchipuram
BOB-COMPUTER Windows 7 Professional - x64
Us
LSMIMAQTS Windows 7 Professional - x4
WILLSMITH-PC Windows 7 Professional - x86
Customer2
Premiurm
SMITH-COMPUTER Windows 7 Professional - x54
TO3-W7-32BIT-PC Windows 7 Professional - x86

Chennai

Default company

Default site

CHMNWTHPE4

T === ]

«  Select the procedure that you want to run from the 'Select procedure' drop-down at the top. Refer to the
section 'Managing Procedures' for more details about how to create and manage procedures.

+  Enter the name of the job in the 'Job description' field
+  Select the endpoints from the 'Devices' list that you want to run the procedure
+  Click the 'Run Procedures' button at the bottom

The procedure will be run on the selected endpoints and it will be created as a job and displayed in the 'Jobs'
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interface with its status whether 'Starting', 'In-progress' or ‘Completed'. Refer to the section 'The Jobs Interface' for
more details.

8 The Policies Interface

Policies help MSPs/organizations/departments to monitor endpoints effectively and efficiently. RMM allows
administrators to create policies based on predefined system parameters such as RAM monitor, traffic monitor, disk
health monitor and so on. You can configure settings for each monitored item while creating a policy then deploy it to
endpoints.

To open the 'Policies' screen, click 'Policies' from the drop-down at the top left.

Traftic Pelicy 5 aK

M Pokicy o aK
J5 REM Policy T ek RAM wgage of 15 sritem 1 Alaim
Dvrvw Spaca Policy L QK
PRI Bglncy 5 ak

CASG Pakcy Wearitodn g CASD meb AleTale (OANETTIN ¥ oK

Policies - Column Description

Column Header Description
Policy Name Displays the name of the monitoring policies
Description The description provided for the policy while creating it
Endpoints Indicates the number of endpoints a policy is applied
Status Indicates whether the applied policy is violated or not

«  OK - Policy is not violated

«  Alarm - Policy is breached. A service desk ticket is also automatically created in the
Service Desk module.

+  Click the  button beside an applied policy to expand or collapse the section
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Dezenption

Deviices
Moritors
@ 15 RAM Palicy To check RAM usage of 15 systern 1 Alarrm
Dewices
Monitors
Dwive Space Policy oK
RAM Policy oK

Traffic Palicy oK

e s e &

CASE Policy Monitaring CASG web intedface connection

The monitor details of the policy and endpoints that are applied the policy will be displayed below it. Refer to the
section 'View details of a policy' for more details.

Filter and search options

The filter buttons at the top of the interface provide at-a-glance statuses of the policies.

A7) Broken(l) Mot Broken(g)

«  Click on any of the item to display the filtered entries

« To search for a particular item, enter the details partly or fully in the search field on the right side.
+  Click the 'Refresh' button to update the interface

«  Click on a column header to sort the items in alphabetical/ascending/descending order

The buttons at the bottom of the 'Policies' interface allows admins to create policies, deploy them on endpoints, stop
the applied policies and delete policies. Refer to the section 'Managing Policies' for more details.

8.1 Manage Policies

The 'Policies' interface allows admins to create new policies and apply them onto endpoints as per an organization's
requirement. For example you can create a policy by including multiple monitoring modules such as "Traffic Monitor',
'RAM Monitor', 'Disk health Monitor' and so on in order to meet the specific needs of an organization/department and
apply the policy to endpoints.

If a policy is violated by an endpoint, a service desk ticket will also be created in the Service Desk module. A new
policy created cannot be edited but can be deleted from the list.

To manage policies, open the 'Policies' screen, by clicking 'Policies’ from the drop-down at the top left
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Secusty Depantmmest Mioriliving pabies far ecuiity depatsen 2 ax

FaRA Bolicy 113
15 RAM Pglay T check BAM gsage of 15 mrtem 1 Mg
ISP e 1 wystern & aK
Dirive Space Bolicy H aK
CPU Polcy 1 K
CASG Pedicy Manitonng CASE e riterace connectan & QK

The interface displays all the created policies.
From the 'Policies' screen an admin can:

»  Create a new policy

+  View details of a policy

«  Delete a policy

«  Apply policy to an endpoint

- Stop an applied policy

To create a new policy
«  Click the 'Create' button at the bottom of the interface

P
Cubfeda® et

Fefresh Apply Poli Create J) Create from Delete Stnp-F'-:uI

The 'Create Policy' dialog will be displayed:
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—

a Create policy

Policy setup

CPU Monitor Triggers an alert if | Any v | of the following conditions are met:

RAM Monitor

Dirrve Space Monitor I CPU Usage v ]

more than 'l

Traffic Monitor

IF-JrPeri-:-c 'l maore than 'l

sk Health Monitor

Hacker Monitor

File Size Monitor

Folder Size Monitor

Free Disk Space Monitor

Drive Space Change Monitor
Processes Monitor

Services Monitor

Event Monitor

TCP Service Monitor Monitor can check if one of the cores exceeded a bottom threshold for more than ~REATE
a specified time period and trigger alert. B

The monitoring modules are displayed on the left side of the screen and on the right side, you can configure the
parameters for a selected a module. The table below provides the details of the monitoring modules.

Monitoring Modules

Description

RAM Monitor Checks if RAM memory usage exceeds a bottom threshold for more than a specified time
and generates a service desk ticket.

Traffic Monitor Checks if network traffic exceeds a bottom threshold for more than a specified time and
generates a service desk ticket.

Disk Health Monitor | Uses 'Windows Management Instrumentation' (WMI) to check if any 'Self-Monitoring,
Analysis and Reporting Technology' (SMART) disks are reporting errors to the OS. A service
desk ticket is generated if any errors are reported.

File Size Monitor Checks the disk space used by a file on target computers and generates a service desk
ticket when a specific file exceeds the maximum size specified.

Folder Size Monitor | Checks the disk space used by a directory/folder on target computers and generates a
service desk ticket when a specific folder exceeds the maximum specified size.

Ping Monitor Pings a device using its hostname, fully qualified domain name or an IP Address and
generates a service desk ticket if no response is recieived.

TCP Service Monitor | Checks periodically attempts to connect to a specified domain/IP:port. This allows to check
for services that should be running and generates a service desk ticket when ports that
should be closed become open.
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Hacker Monitor

Keeps track of unsuccessful login attempts on the monitored device for the past 24 hours
and generates a service desk ticket if the total number of attempts exceeds the specified
number.

CPU Monitor Checks if one of the cores exceeds a bottom threshold for more than a specified time and
generates a service desk ticket..

Free Disk Space Checks for free disk space and generates a service desk ticket whenever the hard disk free

Monitor space fall below the specified value.

Process Monitor

Checks if a set of processes are running and generates a service desk ticket. if any them is
stopped.

Services Monitor

Checks periodically if the specified services are matching the required status, for example,
running, stopped, not started.

Web Monitor

Checks periodically a web page identified by URL:port and passes the test as long as it
responds with the entered text.

Drive Space Monitor

Keeps track of free space on OS drive partition and generates a service desk ticket if the
specified value is exceeded. This monitor also checks if the data on the drive has changed
by more than the set threshold and creates a service desk ticket.

Drive Space Change
Monitor

Keeps track of the rate of data change on the drive and generates a service desk ticket if the
data on the drive is changed more within the configured period.

Event Monitor

Checks Windows Event logs on endpoints. Service desk tickets are generated when a
Windows event with the specified Event Sources, Event IDs or Even level occurs.

«  Enter a name and a short description for the policy in the respective fields

+  Choose the monitoring module from the left.

The selected module's parameters pane will be displayed on the right side.

Create policy

RAM Monitor

Traffic Monitor

Disk health Monrtor

File Size Monitor

FolderSizeMon

Ping Maonitar

Policy setup

Policy for endpoints available in security department|

Triggers an alert if | Any ¥ | of the following condition are met:
[L-hmnr;; Load v |n1c-.'e v | ‘ %
®
[Ptl!ﬂd v |cqu.1| v | min

«  Specify the conditions and thresholds of the rule in the right pane. Your rules are automatically saved as
you go along, so you can freely select other modules on the left if you wish to add more rules to the policy.

You can add any number of conditions for a particular rule by clicking the

@) button at the right. To remove a
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condition, click the @ button to the right.
«  Add more monitoring modules if required for the policy by selecting them on the left.

A check-mark is shown next to modules which are included in the current policy.

Ra&M Monitor

A check-mark in green background indicates parameters are correctly configured and a check-mark in red
background indicates it is wrong configured.

«  Click 'Create' to save your policy.

The policy will be added to the list in the 'Policy Manager' interface and will be available for deployment to desired
endpoints at any time. Refer to the section 'Apply policy to an endpoint' for more details.

Tip: You can create new policies using an existing policy as a template. To create a new policy, select an existing
policy and click the 'Create From' button. The 'Create policy' dialog will open with the monitoring modules pertaining
to the existing policy preselected. You can edit the parameters to create a new policy.

To view details of a policy
+  Click the * button beside a policy to expand the section

The monitoring modules added for a policy and endpoints that are applied the policy are displayed below the name
of the policy.
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Processes Monitor
Drive Space Change Menitar

CPU Monitor

Devices
Rkt Policy
E} J5 RAM Pnlu::,- To check

@ Maonitors

SMITH-COMPUTER

DSP for J5 systemn

Drrve Space Pohoy
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The modules and endpoints are displayed below the labels 'Monitors' and 'Devices', respectively. To view the details
of conditions for the rules configured for each monitoring module, click the * button beside the respective module

and rule.

Policies

cy Mame

Traffic Palicy
# Security Departrment Men
4 Maonitors
4 RAM Monitor
4 Rule #£1
RAM Usage maore than 95
For Pericd maore than 2
4 Processes Monitor
4 Rule #l
Process Mame is runming explore..
4 Drive Space Change Monitor
4 PRulesl
For Pericd more than 1
Consume Rate more than 5
CPU Monitor

Devices
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To view the details of endpoint that is applied the policy, click the * button beside 'Devices'

RAM Policy
4 |5 RAM Palicy
4 Monitors
RaM Moniter

0 Devices

| SMITH-COMPUTER

D5P for IS system
Dvive Space Policy
4  CPU Policy

4 Monftors

To delete a policy

+  Select the policy from the list that you want to remove

Enic Statis
CASG Pabcy Manitoring CASG web interlace connection L] 0K

1 0K
Drive Space Pobcy L] oK
DSP fiar 15 systern L] 0K
15 RAM Policy acheck RAM wsage of 15 system % farrm
FAM Policy [ oK
Sacurity Department Manitoring polices forse [ oK
Traffsc Polecy a OK

The selected policy will be deleted.

Note: Make sure the policy that you want to delete is not in force on endpoints. A warning will be displayed if you
are trying to delete a policy that is in force.

il N
& RMM Administration Console e o

Your selection contains one or more policies
that are already applied! Use Stop operation
before delete!

Refer to the section 'To stop a policy' for more details.

To apply a policy to an endpoint
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+  You can apply only one policy to an endpoint
« Anendpoint that is taken remotely cannot be applied a policy.

+ You can apply a policy from the 'Devices' interface also. Refer to the section 'Applying Policies' for more
details.

+  Click the 'Apply Policy' button at the bottom of the 'Policies' interface

The 'Apply Policy' dialog will be displayed.
[ Aoply Policy S _ _ et v

[CPU Policy ']

Running Policy Policy Status Operating system Device Status

4[] infotronics
4 [ cochin
[] SMITH-COMPU...  N/A Policy Mot Applied Windows 7 Professional Available

[ com M/A Policy Not Applied Windows 7 Ukimate Aailable

«  Select the endpoint(s) from the list
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,= R — e = - _ n

lr_pu Policy b 'l
ty

N/A Policy Not Applied Windows 7 Professional Available

M Policy Not Applied Windows 7 Ultimate Available

+  Select the policy that you wish to apply to the selected endpoint from the drop-down at the top
«  Click the 'Apply Policy' button
The policy will be deployed on the selected endpoints and will be listed in the main 'Policies’ interface.
To stop a policy
«  Select the policy from the list

Polices

CPU Policy o oK

Te check RAM usage of 15 systern
RAM Policy
Security Department Monitoring polices for security department

Traffic Policy

«  Click the 'Stop Policy' button.

The policy will no longer be applied for the endpoint(s). Now, if required, you can delete the policy. Refer to the
section 'To delete a policy' for more details.
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& 3133 Deice is not rusning! Firg Mionitod 1
# Tait ping nde
i pbsgnict S pchint S 0OM Cpen
4 9340 Chaerit oammputer & fuiiieg aut of RAM mgme..  RAM Monied ]
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Appendix - Issue Codes for Monitors

Issue Codes for Monitors, Description and Recommended Procedures

Monitor  Issue Code & Description Advice Procedure (if any)
Name
RAM 9040 - Client The RAM threshold has | Check the list of running Stop that program /
Monitor computer is been reached programs / services to see | service
running out of which is using more RAM,
RAM memory! maybe there is a memory
leak
Traffic 9038 - Network | The traffic limitimposed | Check the list of running Stop that program /
Monitor traffic exceeded | by the policy has been | programs / services to see | service
the threshold | exceeded which is using more
value bandwidth
Disk Health |9037 - Disk Adisk error was detected | Make sure the disk isn't Scan and attempt to fix
Monitor error detected! | during check operation | damage and backup the the disk errors
data before it fails
completely
File Size 9029 - File size | The selected file has Check for reasons why the | None
Monitor exceeds the exceeded the size file size is exceeding in
limit allowed imposed by the policy application logs and in
system events
Folder Size | 9030 - Folder | The selected folder has | Check for reasons why the | None
Monitor size exceeds | exceeded the size folder size is exceeding in
the limit allowed |imposed by the policy application logs and in
system events
Ping Monitor | 9035 - Device is | The specified device is | Check if the device is ON You can try to reboot the
not running offline or it could not be | and if the connection is ok | device
reached
TCP Service | 9034 - TCP The specified TCP Check why the service Stop that service
Monitor service is service is running started running
running!
Hacker 9033 - Too The limit of failed login | Check if someone is trying to | You can disable the
Monitor many failed attempts has been brute-force access into the | brute-forced account
login attempts! | reached system
CPU 9026 - High The CPU on the endpoint | High CPU levels for None
Monitor CPU Load has been running at prolonged periods could
greater capacity and time | indicate the need for a
than the entered values | hardware upgrade or that
too many processes are
running concurrently.
If the service desk ticket is
generated repeatedly on the
same endpoints then
investigation may be
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matches the policy
parameters

Free Disk 9032 -PCis The disk quota specified | Check for reasons why the | Cleanup the disk space
Space running out of | by the policy was disk space was exceeded | (temporary files, cookies,
Monitor free disk space |exceeded etc...)
Process 9027 - Process | The selected process Check the logs and system | Start the process again
Monitor not running was not in the list of events to see why the
running processes. process stopped
Services 9028 - Service | The selected service was | Check the logs and system | Start the service again
Monitor not running not in the list of running | events to see why the
services. service stopped
Drive Space | 9045 - OS drive | The operating system Check the logs, temporary | Clean unnecessary files
Monitor is running out of | drive is running out of files and user installed apps
free disk space |space to see which one consumes

more space
Drive Space | 9046 - Drive The drive space is being | Check the logs, temporary | You can get a bigger
Change space is consumed with a rate files and user installed apps | hard drive or you can
Monitor consumed ata | higher than the selected |to see which one consumes | reconfigure / uninstall

rapid rate threshold more space that app

Web 9048 - Web Web page contains the | Please check the machine to | None
Monitor page is up specified data see why the web service is

started. The service was

supposed to be stopped.
Event 9031 - Windows | An event was triggered in | Please check the windows | None
Monitor Event Triggered |windows events which | events log for details
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About Comodo ecurity Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or Linkedin.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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