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1.Introduction to Comodo SecureBox

Comodo SecureBox protects applications by isolating them inside a heavily-protected, fully functioning container
within an endpoint operating system. Unlike a traditional sandbox which is used to house potentially hostile files,
SecureBox protects the application itself and treats all outside processes as hostile. By isolating critical applications
from other running processes, Comodo SecureBox prevents data exfiltration, remote takeover, key-logging, SSL
sniffing, memory scraping and zero-day malware.

The Management Console allows administrators to control and monitor large-scale deployments of SecureBox on
enterprise networks. It features a highly informative graphical dashboard, a detailed reporting sub-system, instant
threat and activity notifications and the ability to define granular security policies for different endpoint groups.
Security policies are constructed by adding one or more of the following types of secure app:

» 'URL Mode' app - Opens specified websites inside the secure box environment
»  'App Mode' app - Opens specified applications inside the secure box environment
» 'Folder Mode' app - Opens specified folders and files inside the secure box environment

The console is available in both SaaS and on-premises deployment models while endpoints can easily be imported
via active directory or work-group.

SecureBox will allow you to create a threat-resistant tunnel to specific websites or portals, protect client applications
from outside interference during run-time and to shield entire data repositories from attack.
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Features
«  Capable of securing applications in URL, application and folder modes
* Root certificate checking
»  Website certificate checking
«  Protects against the following:

»  SSL connections sniffing
«  DLL injection
+  Keyboard sniffing

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 3
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«  Copyl/paste operation

»  Access by other processes

» Virus damage

»  Remote control

»  Unauthorized data access (data isolation)

»  Unauthorized application running (application filtering)
»  Unauthorized URL access (URL filtering)

Guide Structure

This guide is intended to take you through the configuration and use of Comodo Secure Box and is broken down into
the following main sections.

* Introduction
« Initial Setup
Quick Start
» Logging-in to the Management Console
« The Central Management Console
« The Home Screen
« Managing Organizations
» Adding a New Organization
» Editing and Deactivating an Organization
« Users and User Group
» Managing Users
» Managing User Groups
«  Endpoints and Endpoint Groups
» Managing Endpoints
» Managing Endpoint Groups
» Policies
* Managing Policies
«  Configuring the Management Console
* Reports
*  Threats Report
» Activity Report
+ License Information
»  Viewing your Current License
» Adding another License
» Buying New Licenses
» Management Console Details and Support

1.1.Initial Setup

The Secure Box Central Management Console is available in two formats - it can be installed on a customer's
premises or offered as Software as a Service (SaaS).

Premise Installation

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 4
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Host System Requirement
«  CPU Intel i5 and higher
« RAM 8 Gb and more
«  Upto 100 Gb of free disk space
«  OS Ubuntu 14.04 x64 installed
« Internet access
»  Linux user "securebox" is created and has sudo permissions

The Secure Box management console will be expertly set up by Comodo engineers at your premises. If required,
Comodo engineers can also host the application on your cloud servers. After the installation is complete you can
login to the console using the URL configured during installation. Please note that customers opting for on-premise
installation/hosting on their own servers will have the ability to manage multiple organizations. Comodo will also
configure a super administrator for your account. For more details, contact us at secureboxsupport@comodo.com

Software as a Service

The Secure Box management console will be hosted on Comodo cloud servers. After you have finalized your order,
Comodo will provide you with the URL to access your account. Customers that opt for Comodo's SaaS should
contact Comodo to add new organizations. For more details, contact us at secureboxsupport@comodo.com

Next, login to the console using the URL provided by Comodo.
Endpoint's Supported Operated Systems

«  Windows XP

«  Windows 7 - 32bit and 64 bit

«  Windows 8 - 32bit and 64 bit

«  Windows 8.1 - 32bit and 64 bit

*  Windows 10 - 32 bit and 64 bit

1.2.Quick Start

This tutorial briefly explains how admins can use the central management console (CMC) to enroll endpoints, create
security policies, create endpoint groups and apply policies to endpoint groups.

The Secure Box Central Management Console is available in both SaaS and on-premises deployment models.
Endpoints can easily be imported via active directory or work-group.

Premise Installation

CMC installation will be carried out by Comodo engineers at your premises after finalizing your order. For more
details, contact us at secureboxsupport@comodo.com. Afterwards, you will be able to login to the console using
the URL configured during installation.

Software as a Service

The Management Console in hosted on our cloud servers and can be accessed from anywhere in the world. After
you have finalized your order, Comodo will provide you the log-in address. For more details, contact us at
secureboxsupport@comodo.com.

The guide will take you through the following processes - click on any link to go straight to that section as per your
current requirements.

» Step 1- Login to the Management Console

- Step 2 - Add Organization

- Step 3 -Add License

« Step 4 - Configure the Management Console

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 5
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» Step 5- Add User-Groups and Users
« Step 6 - Add Policies and Secure ltems
» Step 7 - Add Endpoint Groups and Enroll Endpoints
» Step 8 - View Reports
Step 1 - Login to the Management Console

The Management Console can be accessed by entering your unique, customer URL in the address bar of any
internet browser. If you do not have this URL then please contact your Comodo representative or create a support
ticket at support.comodo.com.

Management Console : Login

E-Mail Address

Password

Forgot Password
Change Password

Create your organization

»  Enter your email address and password in the respective fields and click the 'Login' button
After successful verification, the next screen displayed depends on the CMC version:

»  On-Premises version - Administrators can manage multiple organizations and create new organizations.
Move onto Step 2 to add organizations

« SaaS version - The home screen of the management console will be displayed after logging in. Move onto
Step 3 to add licenses.

Step 2 - Add Organization

After logging in, the 'Select Organization' screen will be displayed for on-premise versions of the solution. Primary
administrators can create new organizations by clicking 'Create your organization'. The number of organizations and
endpoints that can be enrolled depends on the type of subscriber license. Once you have created an organization(s),
you will be able to choose which organization you wish to manage directly after logging in.

If you want to manage an existing organization, select it from the drop-down and click the 'Select' button and
proceed to Step 3.

+ Toadd a new organization, click the 'Create New Organization' link

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 6
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Management Console - Select Organization

You can manage mare than one company.
Please solact company from the list befow.

Selact Organization v

Management Console - New Organization
A
Description
Artive

Auto Accepted

Tedhnical Contact

Marme

E-Mail Address

Phone

Administrative fontact

Mame

E-Mall Address

Fhone

Add Organization - Form Parameters

Form Element Description
Name Enter the name of your new organization/company
Description Provide an appropriate description for the organization/company
Active Select to activate the organization. Endpoints can only be added to and managed from

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 7
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active organizations.

Auto Accepted Endpoints that are enrolled need to be confirmed by administrators in order to be
paired with CMC. If this option is selected, then newly enrolled endpoints will be
automatically registered with CMC for this organization.

Technical Contact - The person whom Comodo will contact for resolving technical problems for their account

Name Enter the name of the technical contact
E-Mail Address Enter the email address of the technical contact
Phone Enter the phone number of the technical contact

Administrative Contact - Person who can log into the management console and manage this organization. The
admin will be allowed to manage only this organization. You can, of course, make this person the admin of other
organizations when you add new organizations.

Name Enter the name of the administrator

E-Mail Address Enter the email address of the administrator. We will send an account activation mail to
this address.

Phone Enter the phone number of the administrator

«  Click the 'Save' button
The new organization will be created and an account activation email will be sent to the administrative contact.

After the account has been activated, the administrative user can log-in to the management console to manage the
organization. For more information refer to the section 'Managing Organizations'.

Before enrolling endpoints, the administrator has to add a license and upload CSB packages in order to install them
on endpoints.

Step 3 - Add License

« Toadd a license for an organization, log into the management console and click 'License Information' then
'Add License":

Management Console . License Information

Tl T3l Add License

- 'S .
| BB add License N

| Total Licenss

MNew License Key:

e BENGSN

The 'Add License' dialog will be displayed:

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 8
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Add License

Wew License Key:

»  Enter the license key that you received in the registration email then click the 'Next' button.

The license key will be verified and, if validated, you will see a confirmation message as follows:

Add License

Lioense Kiey: e0dBbETe-28e0-485C-501-0aes593dd2da
Computers: 1000

Starts: 4r20Ns

Expires: 42006

Subscriber I0; STIES395H

Licensed to: L

Description SecureBox 1000 endpaints
License Type:

License Status: WALND

Products: sequre_bax 1000ep

«  Click the 'Finish' button

The new license key will be applied to the organization. All licenses for an organization are listed in the 'License
Information' screen along with details such as number of endpoints, validity and start/expiry date:

Management Console - License Information i | swaommann [ (G

By Licensels) Onitee [T Wit rla
Fage: 1

13,73 L TRET. EAPH HIRTU L1 1L

e {3 056140 Dibasvachil 1 50 bk amne —

DT 604850 3501 CapdS T i 1000 aimits 4EO1G vELD

Note - you can add multiple licenses if you want to enroll more endpoints than allowed under the current
subscription. You can also use a single license for multiple organizations/departments as long as the total number of
endpoints is within the licensed limit. To get more licenses, simply repeat the procedure explained in this step.

The next step is to configure settings for the management console and global settings for enrolled endpoints.
Step 4 - Configure the Management Console

The settings configured in the 'Preferences' section determines the behavior of the management console. You can
also configure global settings that will be applied to the enrolled endpoints.

« To configure preferences, click 'Preferences' on the left:

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 9
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" COMODO Administra
SECURE|: 1} Vanagement Console : Preferences st ngarization Setect Organuzation '

iy Home General Save Changes
B Pobie Management

Tmamne Awalstanbul -
ke Reporis

Fassmord Expirztion Days 90
n;: Licenss Ifurration

Uinreachable Enspoint Dizalie -

Ls  User Adminstramon Tine Lt [Lintt}

Abaurt

Click the following links for more details on each setting:
»  General Settings
« Endpoint Settings
* Report Settings
» Polling Interval Settings
« External Services
» Packages
« Email Notifications
« Threat Notifications
» Activity Notifications
« License Notifications
«  SMTP Settings
» Auto-Discovery Settings
»  Code Signing Certificate
General Settings

This section allows you change interface language, timezone, password lifetime, endpoint time-outs and warning
icon schedules.

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 10
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General
Language English -
Timezone Asiajistanbul -
Password Expiration Days o0
Unreachabbe Endpoint Hiours -
Time Limit [Unit)
Unreachable Endpaint 2 =
Time Value
Absent Time(Unit) 13 howrs -

Absent Time Value 1 2

Abzent Time(Unit) 13 minutes -

Absent Tirme Value 5 =

[¥] OMC Securefpp Only

» Language - Select the console language from the drop-down. Currently only 'English' is supported.
- Timezone - Select the management console operational timezone.

« Password Expiration Days - The number of days after which the management console password must be
changed. The maximum number of days that can be set is 90 days. Enter the days or increase/decrease
the days from the combo box.

»  Unreachable Endpoint Time Limit (Unit) - The unit of time for the 'Unreachable Endpoint Time Value'
setting. The options available are:

» Disable
e Hours

« Days

o Weeks

» Unreachable Endpoint Time Value - The maximum time an endpoint can go without contacting the
management console before CSB applications will be prevented from launching on that endpoint. For
example, if this value is set to 1 and the time unit is set to 'Days' then CSB applications will not be allowed
to launch on the endpoint if communication is lost for more than 1 day. After the endpoint starts to
communicate with CMC it will be allowed to run CSB applications again.

«  Enter the value or increase/decrease the value from the combo box.

«  Absent Time (Unit) and Absent Time Value - CSB shows an alert icon in the 'Computers' screen if an
endpoint has been unresponsive for a period of time.

» Redicon - Define how much time should pass without communication from an endpoint before the red
icon is shown. Icons appear next to ‘Connection’ in the 'Computers' screen.

»  Yellow icon - Define how much time should pass without communication from an endpoint before the

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 1



Comodo SecureBox Managemen’gl__gonsvl'e""'-'”ﬂaﬁi_r_y;,..Gu|de COMODO

Creating Trust Online®
/

- /

yellow icon is shown. Icons appear next to '‘Connection’ in the 'Computers' screen.

For example, if you want to display the red icon in the 'Computers' screen for endpoints that are not
connected to CMC for more than a day, then select 'Days' from the Absent Time (unit) drop-down and '1'
from the 'Absent Time Value' drop-down.

«  CMC Secure App Only - If selected, only CSB applications which use policies from this management
console will be allowed to run. CSB applications copied from another policy or created with the SAW
(Secure Application Wizard) tool will not be allowed to run on endpoints.

Endpoint Settings

Endpoint settings allow you to set passwords to open and uninstall secure box apps.

Endpoint Settings

Administrator Password for
Open Secure App

| Show Passwond
Lse Uininstall Password
Administrator Password for
Unirstall Secure App
| Show Passwond

« Administrator Password for Open Secure App - Specify a password which must be entered before a secure
application will launch on an endpoint. This works only for secure applications which have 'Open Password'
set under the 'SECURE APPS' tab when creating a secure application.

«  Use Uninstall Password - Choose whether or not a password is required to uninstall a secure app from an
endpoint. Users will be prompted to enter the password before uninstallation will continue.

«  Administrator Password for Uninstall Secure App - Specify the uninstall password.

Report Settings

Allows you to set the report period that will be displayed on the 'Reports' section.

Report Settings

Remove Reports Older Than One Week -

»  Remove Reports Older Than - The threat and activity reports for the account will be removed from the
server as per the period set here. Select the period from the drop-down after which the reports will be
removed.

Polling Interval Settings

Allows you to set the frequency at which CSB communicates with CMC to check for various updates.

Polling Interval Settings

Polling Interval Time 1 Minute -

«  Polling Interval Time - Select the frequency at which CSB on the endpoints connects to the management

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 12
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console to check for updates. Available frequencies range from 15 seconds to 2 minutes.

External Services

Allows you to configure global settings for external services such as log server, time server and Secure Box installer
upgrade server.

External Services

Lo Server

Time Server

SequreBox Installer
Upgrade Server

» Log Server - Global Log Server setting. Enter the address of the server to which endpoint should send logs.
Once set, the 'Log Server' field in the 'Management' tab will be filled with the global setting when creating a
secure application.

- Time Server - Global Time Server setting. Enter the address of the server that endpoints should use to sync
their system time. Once set, the 'Time Server' field in the 'Settings' tab will be filled with the global setting
when creating a secure application.

«  Secure Box Installer Upgrade Server - Global Upgrade Server setting. Enter the address of the server you
wish to use to provision updates to CSB applications on endpoints. Once set, the 'Upgrade Server' on the
‘Management' tab will be filled with the global setting when creating a secure application.

Packages
Allows you to upload CSB installation files which will become available for selection when enrolling endpoints.

Packages
Avadable SecureBox Versions
DEFAULT FILENAME
csh installer Compress msi (3538R) Remove
csh installer Compress msi (362 Remave
installer msi o Il Remove

o

«  To upload the latest CSB installer package, click 'Manual Upload of SecureBox Package'

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 13
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CSB Package

File Choose File Browse

\ersion

12 Upload for all organizations

«  Click '‘Browse', navigate to the location where the package is stored and click 'Open’

«  Enter the version number of the package in the "Version' field.

»  Upload for all organizations - If enabled, the CSB package will be uploaded to all organizations in your
account.

«  Click the 'Save' button.
» To delete a package, click the 'Remove' button

» To upgrade CSB on endpoints, select the package and click the 'Upgrade Now' button. The enrolled
endpoints will be automatically updated to the selected application.

« Ifthere was some problem during CSB installation on the endpoints, or if the application is malfunctioning,
select the package(s) and click the 'Repair' button. The respective CSB applications on the endpoints will
be repaired remotely.

Email Notifications

Allows you to configure email settings for threat notifications, endpoint activities and licenses.

E-Mail Notifications

Send E-Mail Notifications

E-Mail Address{es)

«  Send E-Mail Notifications - If enabled, email notifications will be sent to the specified email addresses for
enabled categories. Categories include threat notifications, endpoint activities and licenses. If this setting is
disabled, no natifications will be sent, even if 'threat', 'activity' and 'license' notifications have been enabled
individually.

»  E-Mail Address(es) - Enter the email addresses of administrators to whom the configured notifications
should be sent.

Threat Notifications

Enable notifications to be sent when certain categories of threat are discovered.

Threat Motifications

| Sand Threat Motifications

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 14
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«  Send Threat Notifications - If enabled, threat notifications will be sent to the recipients listed in the 'Email
Notifications' area.

- To configure a new threat notification, click the 'Add New' button.

Threat Notifications

Category Sniffing Attempt
Status Enabded -
Threshold 2 =

- Category - The type of threat that you want to receive notifications about. Refer to the section 'Threats
Report' for more details on threat categories.

«  Status - Select whether you want to enable or the disable notifications for this category.
«  Threshold - The number of threats detected of this type before a notification is sent.
+  Click the 'Save' button.

Activity Notifications
Configure if, and upon which events, you want to receive activity alerts.
Activity Motifications
[T] Send Activity Notifications
ACTION STATUS THRES

«  Send Activity Notifications - If enabled, endpoint activity notifications will be sent to the recipients listed in
the 'Email Notifications' area.

« To configure a new activity notification, click the 'Add New' button.

Activity Notifications .
Action Appftart

Stats Enabded -

Threshold 1 2

« Action - The type of activity that you want to receive notifications about. Refer to the section 'Activity
Report' for more details on action categories.

- Status - Select whether you want to enable or disable notifications for this type of activity.
»  Threshold - The number of activities detected of this type before a notification is sent.

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 15
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«  Click the 'Save' button to apply your choices.

License Notifications
Receive alerts if the number of enrolled endpoints hits a certain percentage of the maximum allowed by your license.

License Motifications

Send License Motifications

informafier  80% - licensesareused

«  Send License Notifications - Enable or disable license notifications. Notifications will be sent to subscribed
administrators if the number of enrolled endpoints hits a certain % of your license allowance.

«  Specify the percentage of licenses consumed. Notifications will be sent to subscribed administrators if the
number of enrolled endpoints hits this percentage of your license allowance.

SMTP Settings
Allows you to configure the outgoing mail server you want to use for sending email notifications.

SMTP Settings

Emiail Host

Email Port

Usemame

Password

Email From

«  Email Host - Enter the SMTP server from which notification mails will be sent

«  Email Port - Enter the outgoing port of the SMTP server

»  Username - Enter the username for the email account from which the notification mails are to be sent
»  Password - Enter the password for the email account

«  Email From - Enter the address to be displayed in the 'From' field of notification emails

Auto-Discovery Settings
Allows you to configure 'Active Directory' and "Workgroup' in order to enroll endpoints within a network

Auto-Discovery Settings
Discovery From Workgroup -
‘Workgroup Mame
Discenvery Period Disabled -

- Discovery From - Specify where you will import endpoints from. The options available are 'Active Directory’

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 16
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and "Workgroup'
« If'Active Directory' is selected, provide the following details:

*  Domain to scan - Enter your AD domain name
*  Host - The host name or IP address of the AD server
»  Username - The username of an AD administrator account
»  Password - The administrator password
« If'Workgroup' is selected, provide the following details:

« Workgroup Name - Enter the name of the workgroup in the network

- Discovery Period - Specify the time intervals at which the console should scan for endpoints in the network.
If enabled, the console will periodically run scans at the set interval to discover new endpoints. If 'Disabled’,
then no scanning will be performed.

Code Signing Certificate

Allows you to upload a code signing certificate which will be used to sign your secure applications. CSB on the
endpoints will check the certificate and, if validated, will allow the secure application to run. The code signing
certificate section is divided into 2 parts: SHA2 and SHA1 certificate. Secure applications will be signed with both of
these certificates if they are configured. SHAZ is the stronger, industry standard algorithm and is accepted by all
modern operating systems. A SHA1 certificate is only required if you plan to run your secure application on Windows
XP.

Code Signing Certificate

Upload sha2 certificate

Fils: M4
Uploadad: 12

B

Uplaad shal certificate for compatibliy

Fils: bja
Uploaded: nja

Note - If you do not have a code signing certificate, please contact your Comodo account manager.
« To upload a certificate, click the 'Upload' button

Upload Certificate

Fil= Choose File Browse
Heystore Password
Cert Password

W Upload for all organizations

«  Click 'Browse', navigate to the location where the certificate is stored and click 'Open'

»  Enter the 'Keystore' and 'Cert' passwords in the respective fields. Normally, the same password can be

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 17



Comodo SecureBox Managemen’[__gonsd'e"’?aﬂa?ﬁi_r_y;,..G'uide COMODO

Creating Trust Online®
/

/

/

used for both.
«  Upload for all organizations - If enabled, the certificates will be added for all organizations in your account.
»  Click the 'Upload' button.

The certificate will be uploaded and its details will be displayed under the 'Code Signing Certificate' section. This
certificate will be used to sign your secure apps when you create them.

| Code Signing Certificate
Upload shaz certificate

File: codesign_new pfx
Uploaded; 2016-08-29T1407 34+00000

B3

Upload shal certificate for compatiblity

Fils: Code_Sign_cart_shalpfx
Upleaded: 2016-05-05T09:43.17-00:00

=3 =3

- Torevoke the existing code signing certificate, click the 'Revoke' button. You will need to upload a new,
valid code signing certificate in order to sign your applications.

»  Click the 'Save' button to apply your changes.
Step 5 - Add User-Groups and Users

Users that are added to the management console must be placed in a group in order to manage an organization.
CMC has two default groups - Administrators and Users. The 'Administrators' group has access to all major
functionality while the 'Users' group has limited privileges. You can also create custom user groups with more
nuanced privilege levels as per your organization's requirements.

To add user groups, click 'User Administration' on the left and then 'User Groups' below it:

;. OORAODD Asrministrabor £ h 2 |
SECURE@ ! ile - User Groups 2 et [T —— 2 m
. Arkd Wew .
13 Page 1
_— ——
Adminisirion Privikeged wsers huving wrlimited acoss to srganization daia with administretive capebiie
[TH on privilegad sers having manky read -only acness (o erganzation data
ety Departinen Peimtisni kot uner N sty depaimen
Pnthaze Degariment Lsers in the purchase secion

»  Click the 'Add New' button
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User Group Properties

Title

Description
T HPAISS 1O
User Managemert
Policy Management
Computer Management
Orgamnization Preferences
License

Reports Acess

=1

«  Title - Enter the name of the group
Description - Enter an appropriate description for the group
«  Permissions - Allows you to define read/write privileges for the users in the group
* Read - Only view privilege
»  Write - Add, edit and delete privileges
You can configure group permissions for the following items:

User Group Privileges

Form Element Description

User Management Allows group members to add and configure users and user groups. Refer to the
section 'Users and User Groups' for more details.

Policy Management Allows group members to create and edit CSB policies. Refer to the section 'Policies'
for more details.

Computer Management | Allows group members to enroll new endpoints, create groups, assign policies and
more. Refer to the section 'Endpoints and Endpoint Group' for more details.

Organization Preferences | Allows group members to configure management console settings. Refer to the section
'Configuring the Management Console' for more details.

License Allows group members to view the current license and add additional licenses. Refer to
the section 'License Information' for more details.

Reports Access View the threats detected by Secure Box and report of activities on the endpoints
related to secure box. Refer to the section 'Reports' for more details.

«  Select the privileges you would like for the group and click the 'Save' button

Once saved, the new user group will be available for selection when adding/editing users. Users assigned to the
group will be able to manage the organization according to group privileges.
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Now, the next step is add users.
To add users, click 'User Administration' on the left and then 'Users' below it:

x COMOO0 Admints tranor s . >
SEGURE@ v Lisers i [rmEp——— |
=
" Addbew | Gesip A
[ — Fage
/
Primary Adminsiraior Edein Coiads) adms@ st com COMFIRMVED Erubied Admnsiaiet
o Sl [k himana tom PERDINC_COMFIRMATION Erabied Adminsiabes
b e Tordecmprrtsdggread rore COMEEMED Lrubied Adrransd ey
Cepige Oresl] CATMMUNLL S ool com PEMDING_COMFIRMATION Erubled Seowrity Department

»  Click the 'Add New' button.

User Properties

First Mame

Sepond Mame

E-Mail Address

Resend Activation Email

Status Enabded -

Group Usars -

=

«  First Name - Enter the first name of the user.

«  Second Name - Enter the surname of the user.

«  E-Mail Address - Enter the email address of the user. The activation mail will be sent to this address.

+ Resend Activation Email - Allows you to send another activation email if the password in the initial mail
has lapsed, or if the user is removed and added again with the same email address. Click 'Save' to
resend the mail.

«  Status - Select whether the user should be allowed to access the management console. An activation
mail will be sent to the user even if 'Disabled' is selected. However the user cannot access the
management console until the access is enabled by the administrator.

«  Group - Select the group to which the user should belong. Groups can be created in the 'User Groups'
section explained above.

«  C(lick the 'Save' button.

An email will be sent to the user which contains an activation link and a temporary password. The user's account will
be activated on clicking the activation link in the mail and the user can access the management console using the
temporary password. It is advisable the user changes the password immediately for continued access to the
console.
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For more details about users and user-groups, refer the section 'Users and User Groups'.
Step 6 - Add Policies and Secure Items

In order to deploy secure applications onto endpoints you first have to create a policy, or use the default policy that
ships with CMC. You can add multiple secure applications to a policy according to your organization's requirements.
The policy can then be assigned to an endpoint group, which may have a single endpoint or multiple endpoints. The
secure apps in the policy will be automatically rolled out to the endpoint(s) in the group.

To add polices, click 'Polices Management' on the left:

BECHHE@ Policies Management

Click the 'Add New' button

Policy Properties

Policy Mame

Descoription

» Policy Name - Create a name for the policy
»  Description - Add an appropriate description for the policy
«  Click the 'Save' button
The policy will be added and listed in the 'Policy Management' screen:

e OO0 AR
SECURE|lir¢ A Policies Managemeni R - E ﬂ
[ o | Ak
Ndad Frere VIHTS L P
.............
Erarce Mgt Tt IAERT R
o i o {Fn sy i (g
HEL Adiben TV T A
]
= i [T T T

K124 R
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The next step is to and and configure the secure application(s) for the policy. Click the 'Add New' link under the
'‘Components' column.

The 'Application Policy Properties' screen will be displayed:

Application Policy Properties

Type" APP mode -

[ Downboad Path

App Kame* o File Mame - Browse
App Directony” Apo Pat Add
SECUREAPPS  MAMACEMENT  SETTIMGS  EMCRYPTIOH FILTERING
Product Name* Protection
I Root Cert Check
Lategory |# Antilnjection
o Keyhoard Protection
ton Path Browse
¥ CopyiPaste Protection
Logn Path hoose File Browse o Desktop Bolation
| endos
|# Remote Check m
| Shat

| Set Open Sequre Application Password
Open Password
Open Passwiord Confirmation

— Show Passward

There are three types of secure applications:

»  URL Mode - A specific URL will be opened in a browser inside the secure box environment. For
example, this might be the URL of a company portal or web application. Refer to 'Configuring a
Secure URL' for more details.

«  APP Mode - A specific application on the endpoint will be run inside the Secure Box environment.
Doing so will protect the application from attack from any local or internet threats. You may also
configure the application to only open in the SB environment. Refer to 'Configuring a Secure APP' for
more details.

«  Folder Mode - A specific folder or an entire partition can be protected. Any item opened on the
protected folder or drive will be run inside the secure environment. Items inside the protected folder can
be configured not to run outside of CSB. Refer to 'Configuring a Secure Folder' for more details.

After specifying the type of application, you can configure more granular settings as follows:

«  Secure Apps tab - Configure basic information and protection settings for the secure application
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« Management tab - Allows you to configure a local server for updating CSB, the root certificate list,
redirect FLS URL, CAM URL and more. Please note this tab can be configured if the organization has
a strict network environment and does not allow internet updates.

»  Settings tab - Configure basic settings for the secured item.

«  Encryption tab - Specify paths for data that should be encrypted and accessible with read/write
permissions for secure apps only.

Filtering tab - Define checks for a secured environment - such as to allow only certain applications to
run, to block certain IP ranges and so on.

« Advanced tab - Configure advanced settings for IE based secure applications as well as define actions
for the 'Root Cert Check' feature.

The parameters in the sections differ depending on the type of app selected. Refer to 'Configuring Granular
Secure Box Application Settings' for more details.

Configuring a Secure URL
«  Select 'URL mode' from the "Type' drop-down
+  Enter the URL that you want to secure in the 'URL Path' field

Application Policy Properties

Type* URL mode -
URL Path® hittpc fwownidbi.comfindacasp
SECURE APPS

Configuring a Secure APP

»  Select 'APP mode' from the 'Type' drop-down

«  Enter your application's name in the 'App Name' field (this should have .exe extension). Alternatively, click
the 'Browse' button, navigate to the location of the application and click the 'Open' button. Note that the
"Vendor' and 'SHA1" fields will be auto-populated in the 'Secure Apps' section if you select the '‘Browse'
method. If you want to define the 'Vendor' and 'SHA1' fields manually, then type the app name instead.
When the application is run, CSB will check if the admin defined vendor and SHA1 values match with its
own. The app will be allowed to run only if there is a match. The drop-down allows you to select Word,
Excel or Powerpoint apps. If any of these are selected then app name and app directory will be configured
automatically.

«  Enter the full path of the application that you want to secure in the 'App Directory' field. You can also enter
search parameters here. For example, to search the folders for the app, enter 'search: C:\Programs\...
without the quotes. Application paths support system variables. For example, C:\Users\%username
%\app\app.exe

»  Download Path - If some of the endpoints do not have the configured app, then enable this option and enter
the download path of the application. If the application is not installed on the endpoints it will be downloaded
and installed during the secure application launch.
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Application Policy Properties

Type" APPE maode il
# Dowiiload Path hittp ) Idownload38231_swiiterexe

App Mame® SATITRT B - Browse
App Directory™ search:C;\Programs| Add

SECLRE APDS

+  Click the 'Add" button

The app (along with vendor name and SHA1 values if selected) will be added to the management console. Repeat
the process to add more secure apps. To remove an application path, click the 'Remove’ link beside it.

Configuring a Secure Folder
«  Select 'Folder mode' from the "Type' drop-down
»  Enter the full path of the folder that you want to secure in the 'Protected Folder' field
The path of folders support system variables. For example, C:\Users\%username%\Desktop\folder_name

Application Policy Properties

Type® Falder mode -
Protected Folder” C:\{Uisers\Sbusernamedt| Desktop|Bank_Statements_14_15
EMCRYPTION  FILTERING  ADWANCEL

SECURE APPS

To create a new policy using an existing policy as a base

CMC allows administrators to create a new policy using the policy of an existing app. This can save time when rolling
out a new policy, with or without modifications, to other endpoint groups.

To import the settings of an existing policy, click the 'Add New' link or on the name of a secure app under
'‘Components' and click the 'Import' button at the top.
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Application Policy Properties

APPmode -
Path
The 'Import Exist Secure App' dialog will be displayed.
Import Exist Secure App
Organizations -
Policy Name -
Seture Apps -

» Organizations - Lists the organizations available for the account. Select the organization from which you
want to import a policy. Please note this feature will be available for administrators with super admin
privileges only.

» Policy Name - Lists all the policies available in the selected organization. Select the policy from the drop-
down.

«  Secure Apps - Lists all the secured items that are configured for the selected policy. Select the secured
item from the drop-down that you want to import.

+  Click 'OK".
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Application Policy Properties

T'I":EI AC B -

Downdoad Path

App Name* il Hamse = Browse
App Dwrectony App P
KPP PATH
[aeF]cy[vendar);[sHa1] Edit Remove
|&PP|benservebser exe | Vendor... Edit Remaove
[APPlcfasdas); [vendor][5HAT] Edit Remove
[APP]CAProgram FlecGooglelC_ Edit Remova

The secured item will be imported with all its settings including the product name. You can save it with the same
settings or modify them according to requirements. This is similar to the process explained earlier in step 6 when
creating a new policy. Click here to find out more about configuring settings in an imported policy.

Step 7 - Add Endpoint Groups and Enroll Endpoints

When a policy with secure applications is assigned to an endpoint group, all secure applications in the policy are
installed on the endpoints. CMC ships with a default group. Endpoints that are enrolled via the email method are
automatically placed in this group.

To create a new endpoint group, click '‘Computers Management' on the left and then 'Groups' below it:

- COWDDO Adminisirarior F 5 - !
EECHRE@ Groups e e gzt | E

Page1

«  Click the 'Add New' button
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Group Properties
Log Filter
| Activity Log
[# Install ¥ Uninstall [¥] upgrade
[ AppStart ] Metwork Changed [¥] SwitchOut
[ Switchin ¥ ExitApplication [#] integrity Check
Failed
& Threat Log

¥ FakeCertificate (¥ RemoteDetected (¥ MabwareTerminated

Group

Diescription

Policy Default -
Quarantine Duration (WeekDay) Monday b
Quaantlneuumtu:-n Time Ta

QUARANTINE TIMES

Group Properties - Form Parameters

Form Element Description
Log Filter Select which events should be recorded in group logs. Refer to the section 'Reports'
for more details.
Group Enter the name of the endpoint group
Description Enter an appropriate description for the group
Policy Select the policy to be applied to the endpoints from the drop-down.
| Defauilt -
Mew Palicy
Test Policy

The policies available from drop-down are configured from the 'Policies Management'
section. Refer to the section 'Creating a New Policy' for more details about adding
new polices.

Quarantine Duration Select the day of the week on which the quarantine should apply. Refer to 'To
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(Week Day) schedule quarantine period for the endpoint group' for more details.

Quarantine Duration Time | Enter the quarantine time duration for the selected quarantine day. Refer to 'To
schedule quarantine period for the endpoint group' for more details.

Quarantine Times Displays the quarantine schedule. Refer to 'To schedule quarantine period for the
endpoint group' for more details.

To schedule quarantine period for the endpoint group

Quarantining prevents the secure items on the endpoints from opening. You can automate the process of
quarantining endpoints in the group.

«  Select the week day that you want to enforce the quarantine from the '‘Quarantine Duration (Week Day)
drop-down

Policy Finance Department

{Quarantine Duration [WeskDay) Wednesday -

Monday
Tuesday
| Wedresday |
Thursday
Friday
QUARRNTINE TIMES Saturday
Suniay

(uarantine Duration Time

«  Enter the quarantine time duration time the selected quarantine day in the '‘Quarantine Duration Time' fields

Quarantine Duration | WeekDay|

(Quarantine Duration Time € To D

«  Click the 'Add' button below

Repeat the process for scheduling more quarantines. The scheduled quarantines will be listed below 'Quarantine
Times'
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Wednesday, 9:00-12:00 Remave
Friday, 0000-12-30 Fhemove

Sunday, 0:00-23:59 Remove

Now, the secured items configured for the selected policy will be automatically blocked from opening on the
endpoints in the group.

- Toremove a quarantine schedule from the list, click the 'Remove' link beside it
»  Click the 'Save' button
The new endpoint group will be added and displayed in the list.
The next step is to enroll endpoints.
To enroll endpoints, click 'Computer Management' on the left and then 'Computers' below it;

nsole : Comput

« Groups 11 haurs IE

Policies Management

0 minute

Reports

Preferences

+  Click the 'Add New' button.
The 'Discover and Add Computers' dialog will be displayed:
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Discover and Add Computers

Diiscaver by | Metwork Address - |

Active Directory
IP Range
Work Group

Create Ermadl Link

There are four ways to enroll endpoints:
« Active Directory
»  Work Group
*  Network Address
+  Create Email Link

The first three methods are particularly useful for enrolling endpoints within a network (on-premise installation) and
the last method is suitable for endpoints outside the network. Refer to the section 'Initial Setup' for more details.

Enrolling using Active Directory, Work Group or Network Address

Please note endpoint enrollment via AD will work only if CMC is added into domain during premise installation and
the other two methods, Work Group and Network Address, will work only if CMC is not added during installation. The
email enroliment will work for all the methods. Refer to the section 'Initial Setup' for more details.

Select the appropriate method from the drop-down:

« Ifyou choose 'Active Directory', you next have to enter the IP address of the domain controller, name of the
domain and the administrator username and password for that domain.

» If you choose 'Work Group, then you have to enter the name of the work-group.
+ If you chose 'Network Addresses', you next have to specify the IP range.
«  Click the 'Start' button.

The management console will run a scan to discover endpoints and if available, will show the number of endpoints
discovered and provide the option to add them to endpoint groups. Refer to the sections 'Creating a New Endpoint
Group' and 'Assigning Endpoints to Groups' for more details.

Discover and Add Computers

Taotal new computers discovered 2

‘Wiould you like to add them to Default -

»  Select the endpoint group from the 'Would you like to add them to' drop-down and click the 'Add' button.
The newly enrolled endpoints will be added to the 'Computers' screen:
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The next step is to deploy the CSB package that should be installed on the endpoints. Installing a package will allow
you to assign policies and manage the endpoint.

s | toems | e v e | :
Fage 1
DESHTOR-TTPOSFA Defaait TeC 22 DESKTDP TIPOSPR
LEEL 7]
O = ns AT 3 AREFTDCZEA B MATLSSFI2EATIDERT! Defait MO 2 N0 Y500 G frail) EWnT
days 102 AW
O a VMWINIDOONTENT  ARIZCE johs ASDELEF ITELAABTESFFECACIRRAE B4 Purchiss ML FRAMEIAEY  2DNT VANIDCONT ER
miruie Computer 1247
o
O p=1 m BURSER-CIZBAOT Dt igAn SEENG BURSER-{128A
¥ LY
O = m Wi - DRI FILATVA. SLEEETBNIAIDEE NI IR fest group M 2IS00MI0AZE SHELG PAR-OGOHR AN
days 155P
O =] ) Wi EL WSS LT TIEARIMINTEAN T FED4M I 1ER3 DEM Mo 2 6380060 311 W Ph-SLMLISH,
days 579 P
O =1 Hry TEST_TOOS i in TEC Hime TEST_TiL
days o1 e
O o Tiys  ANMHES POM POM_TEST NG BRIALTZE
55
O =1

«  Click the 'Deploy Package' button after selecting the endpoint
The 'Deploy Package' dialog will be displayed.
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Deploy Package

Package To Deploy csb_imstaller.msi (335 -

Administrator Mame Administrator

Administrator Password | .......... |

«  Select the package to deploy to the selected endpoint from the first field.

«  Enter the Active Directory domain credentials and click the 'Start' button

The selected package will be deployed and the status of the endpoint will change to '"MGD TBC' - meaning it has to
be accepted by the administrator. If the 'Auto accept' option was enabled while adding the organization, then enrolled
endpoints will be automatically accepted. Refer to the section 'Adding a New Organization' for more details.

»  Select the endpoint and click 'Accept'.
The 'Accept Confirmation' dialog will be displayed.

« Alias Name (Optional) - Specify an alternative name for the endpoint so you can easily track it in
the console.

« Extra ID (Optional) - The 'Extra ID' is an identification tag assigned to the endpoint. This tag is
added to the X-token of the HTTP header in the HTTP requests generated by secure URL
applications from the endpoint. The console uses the extra ID and the machine ID to authenticate
the endpoint during initial registration and subsequent connection requests. Extra IDs should be
specified as a combination of letters and numbers in the text box.

Accept Confirmation

Are you sure want to accept selected computer(s)?

This action cannot be undone!
Computer Name Alias Mame Extra ID
DESKTOP- etters orn
TTPOSPR

K=l

»  Click 'Yes' (if Auto-accept is enabled for the organization, click on the blank fields under Alias and Extra ID
columns in the 'Computers' screen and provide the alias and extra ID details).

The endpoint will show as connected and managed in the screen and the policy assigned to the endpoint group will
be applied to the endpoints.

Enrolling using email method

+  Click the 'Create Email Link' option from the drop-down:
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Discover and Add Computers

Discover by Create Email Link -

Package To Deploy csb_nstallermsi (2 6360060 3738R)

¥  Deploy with script file
¥ Deploy with executable file

Emazil Address Add

Fils Choose File Browse

| Install SecureBox on chent directhylwithout client's interaction]

The 'Package to Deploy' drop-down displays all CSB applications uploaded by the administrator.
+  Select the installer package from the drop-down

- Deploy with script file / Deploy with executable file - You have the option to install the package via script or
executable.

«  Enter the email address to which the CSB installer package download link will be sent and click the 'Add'
button. Repeat the process to add more recipients.

Discover and Add Computers

Discowver by Create Email Link -

Package To Deploy csb_installermsi (26 360060 373BR]

#  Deploy with script file
*  Deploy with executable file

Email Address Add
ENAIL LIST

manuthiestilboggmail.com Remove

File Choase File Browse

| nstzll SecureBox on chent directhylwithout client's interaction)
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«  For bulk enroliment, you can use the 'File’ option. Recipient email addresses should be entered on each
line of a .txt file. Click '‘Browse', navigate to your file and click the '‘Open' button. All imported recipients will
be listed in the dialog:

Discover and Add Computers

Discowver by Create Email Link -

Package To Deploy csb_installer msi (2 6 380060 I738R] -

¥ Deploy with script file
#  Daploy with executable file

Emzil Address Add
EMAIL LIST
imaristhiestifboggmail com Reiticnie
uzerimemail.com Remove
user2gemail.com Remave
wseri@email oom Remove
LS rsgemail com Remaove

File Choase File Browse

| nstall SecureBox on chent directhy{without client's interaction)

»  Toremove a recipient, click the 'Remove' link.

« 'Install Secure Box on client directly (without client's interaction)' - If selected, the endpoint user will only
see the installation progress bar. They will not be shown the EULA or the configuration page.

«  Click the 'Start' button
The endpoint user(s) will receive an email from Comodo containing the CSB app download link(s).

SecureBox CMC: Agent Download Link Inbox  x & B
SecureBox Admin no-rephii@secrebox 2:56 AM (12 hours ago) - T
1o me [=
Daar Usar,

A download link has been aeated for "Test Organization” al COMODO SecureBos.

Pleass visit script file link or executable file link to download and install required

package of dient software

Basl ragards
Comodo support team

The user should click any of the links to download the CSB installer package and save it on the endpoint. After CSB
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is installed on the endpoint and restarted, it will appear on the 'Computers' screen as '"MGD TBC' - meaning the
endpoint has to be approved by the administrator. If 'Auto accept' was selected when you created the organization
then enrolled endpoints will be automatically accepted. Refer to the section 'Adding a New Organization' for more
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»  Select the endpoint and click 'Accept'
The 'Accept Confirmation' dialog will be displayed.

Accept Confirmation

Are you sure want to accept selected computer{s)?

This action cannot be undone!
Computer Name Alias Name Extra ID
DESKTOP- etters orn
TTPOSPR

K=l

+  Alias Name (Optional) - Specify an alternative name for the endpoint so you can easily track it in
the console.

«  Extra ID (Optional) - The 'Extra ID" is an identification tag assigned to the endpoint. This tag is
added to the X-token of the HTTP header in the HTTP requests generated by secure URL
applications from the endpoint. The console uses the extra ID and the machine ID to authenticate
the endpoint during initial registration and subsequent connection requests. Extra IDs should be
specified as a combination of letters and numbers in the text box.

«  Click 'Yes' (if Auto-accept is enabled for the organization, click on the blank fields under Alias and Extra ID
columns in the 'Computers' screen and provide the alias and extra ID details).

The endpoint will be shown as connected and managed in the '‘Computers' screen.

The CSB agent communicates its status to the management console in 1 min intervals. The status will change to
managed after the next round of communication.

The endpoint will be automatically placed in the 'Default' group. To move it to a different group, first select the
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endpoint then click the 'Move to Group' button. See 'Assigning Endpoint to Groups' and 'Managing Endpoint
Groups' if you need more help with groups.

Step 8 - View Reports
The 'Reports' section provides administrators the details of threats detected and the activity on the endpoints:

«  Threat Report - It provides the details of threats detected such as malware, fake certificate, remote attempt
and more.

« Activity Report - It provides the details secure apps activity that the user has done on the endpoints such
as when the application started, switching in and out of CSB desktop and more

Refer to the section 'Reports' for more details.

1.3.Logging-in to the Management Console

The Management Console can be accessed using any Internet browser by the entering the URL provided by
Comodo in the address bar of the browser.

Management Console : Login

E-Mail Address

Password

Forgot Password
Change Password

Create your organ zation

»  Enter the Email address and password in the respective fields and click the 'Login' button
After successful verification, the Comodo SecureBox CMC will be displayed.
To set a new password

If you have forgotten your current password, you can set a new password by clicking the 'Forgot password' link in the
'Login' interface.

+  Enter the email address that you want to receive the password reset instructions in the 'Email Address' field,
verify that you are human in the 'Captcha text' field and click the 'Reset' button

A'Password has been reset successfully' message will be displayed.
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Management Console : Login

SECURE

»  Check the in-box of the email address that you entered.

w [
B

SecureBox CMC: Password Reset inbax X

no-reply@secure box.comodo.com 12:05 PM (25 minutes ago) o
Diear John Smith |

You hawe requested to reset your Comodo SecureBox passwond

YOUur new password is /S ——

Best regards
Comodo support team

Use the new password to access the Secure Box Management Console. It is advisable to change the password after
logging-in to the console.

To change the current password
»  Click the 'Change Password' link
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Management Console  Change Password
SECURE 2}
Email
Old Passwiord
Mew Password
Confirm Password

Covrooes I o

»  Enter the registered email address used for logging-in to the console in the first field
+  Enter your current password in the 'Old Password' field

»  Enter the new password and confirm it in the respective fields. Please make sure to include a number and a
special character in the new password.

»  Click the 'Change Password' button
A 'Password has been changed successfully' message will be displayed.

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 38



Comodo SecureBox ManagemenE__Qonsdé"’-f/\fa?hi_r_y:_,..Guide COMODO

Creating Trust Online®
/

- /

W . o " . o
Aanagement Console

EECURE

Password has been changed ‘

Login

successiully

fiathiena@gmail com

Make sure to use the new password to access the console. After successfully logging-in, you have to select the
organization that you want to manage.

ement Console  Select Organization

¥iou can manadge more than ane compary.
Please select comparry from the list below.

You can add multiple organizations for your account and these will be listed from the 'Select Organization' drop-
down. Refer to the section 'Managing Organizations' for more details about adding organizations to your account.
Please note that managing and adding multiple organizations for an account is allowed for Central Management
Console that is installed on customer's premises only.

Choose your required organization from the drop-down and click the 'Select' button. The Secure Box Management
Console for the selected organization will be displayed. Please note only the administrator with super administrator

privileges can manage multiple organizations. Refer to the next section 'The Central Management Console' for
more details.

To use the CMC trail version

+  Click the 'Create your organization' link
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Management Console - Create your organization

secure[ ]

Crganization Name

Desoription

First Mame First Name
Last Mame

Email

License Ky

Captcha text

n3pXemz
t Mew License ey Online m m

«  Enter the details in the form.

+ If you do not have a license, click ‘Get New License Key Online' link. You will be taken to Comodo Accounts
Manager (CAM) page at https://accounts.comodo.com/ page. Complete the sign up process to get the
trial license.

«  Click 'Create’ after entering all the details.
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Management Console - Create your organization

SECURE

Pleasa check your mail box to have the Access A nt get activated
Organization Name Milkeywany Ing

Description Distributars of stars

First HName Clad

Last Name Happy

Email

An activation email will be sent. You have to activate your CSB account by clicking the link in the mail.
51 Write \aﬁumard \t’-i,uiew \Q \ % “x\

SecureBox CMC: Access Account Activation

From: SecureBox Admin <no-reply@securebox.comodo.com >
Date: 2016-09-19 14:04

Dear Glad Happy ,
An activation link has been created for you at COMODO SecureBox,

Please visit this link to have a Access Account get activated.
When you get prompted for Access Code please input following:

Access Code: 6 Msls Sl SN be

Best regards,
Comodo support team.

« Inthe 'Activate Access Account' dialog, enter the 'Access Code' that was provided in the email.

COMODO

Creating Trust Online®
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Management Console - Activate Access Account

SECUR E

Access Code

«  Click 'Activate’

Management Console . Login

secune T}

Login

On successful verification, you will be taken to CMC login page.

«  Enter the email address that you used for signup for user name and the access code for password. You can
also change your password by clicking the 'Change Password' link. The process is explained above in this
section.

«  Click 'Login'".
The 'Home' screen of the Management Console will be displayed.

2.The Central Management Console

The central management console allows admins to add users and endpoint groups, create policies and apply them
to endpoint groups, view reports, configure console settings and more.
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i . ¥ . ) CDMODD Acministrabor - )
SE nurze@ 1 ’ Home e clect Ovgenaaion - B

Deployment Status Detected Threats

B CIECOAERED . RarmirteDiatoected
MAMACED

Number of Threats
Remiote Detected
1

Once logged-in, the administrator can navigate to different areas of the console by clicking the tabs on the left hand
side. By default the 'Home'" screen will be displayed after logging-in to the console.

«  Home - Allows administrator to view snapshot summaries of details such as managed and discovered
systems, number of detected threats, number of endpoints on which the threats were discovered and the
name of the discovered threats. Refer to the section "'The Home Screen' for more details.

«  Computers Management - Allows administrators to add computers to the management console by
different methods such as Work Group, Active Directory, Network Address and by email link. Refer to the
section 'Endpoints and Endpoint Group' for more details.

« Policies Management - Allows administrators to create polices in order to run applications, URLs and
folders inside the secured environment. Refer to the section 'Policies' for more details.

« Reports - View the threats detected by Secure Box and report of activities on the endpoints related to
secure box such as starting a secured application and more. Refer to the section 'Reports' for more details.

» Preferences - Allows administrators to configure the settings for the management console. Refer to the
section 'Configuring the Management Console' for more details.

« License Information - Allows administrators to view details of current license and add and buy additional
licenses. Refer to the section 'License Information' for more details.

» User Administration - Allows administrator to add users as well as administrators with different privileges
and group them as per the organization's requirement. Refer to the section 'Users and User Groups' for
more details.

»  About - Provides details about the console such as version number, customer ID as well as allow
administrators to view online help guides and post queries on the support forums. Refer to the section
'Management Console Details and Support' for more details.

At the top right of the interface displays the name the organization and the name of the user currently logged in for

I
the organization. Clicking the . button allows the user to log out of the console.

3.The Home Screen

The 'Home' screen contains a snapshot of your SecureBox deployment, showing pie charts of managed/discovered
endpoints and detected threats. Threats are also displayed as a bar graph for each category and on which endpoints
they were detected.

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 43



_._.r—-—'7’£_"_'_'_

Comodo SecureBox Management Console - Admin Guide ~ comopo

Creating Trust Online®

7

The 'Home' screen will be displayed by default after logging-in to the console. You can also return here by clicking
'Home' at the top of the interface.

i M R CDMODD Acministrabor - )
SEBURE@ nsole - Home e R —— . E

Deployment Status Detected Threats
B CIECOAERED . RarmirteDiatoected
MANACED

Number of Threats
Remiote Detected
1

Deployment Status

The 'Deployment Status' pie chart displays a summary of endpoints on customer networks. The 'Discovered'
segment includes endpoints that were scanned in the network and discovered via Work Group, Active Directory and
Network Address. These discovered endpoints will become managed after the CSB package is deployed and
accepted by the administrator. The 'Managed' segment provides the number of endpoints on which the SB
application is installed and connected to the console. Placing the mouse cursor over a sector displays more details.
Refer to the section 'Enrolling Endpoints for Management' for more details.

Deployment Status

B MSCOVERED
MAMAGED

DISOOVERED

3 Ea 3

Detected Threats

The 'Detected Threats' chart displays an overview of threats encountered by Secure Box on your managed
endpoints. The threats displayed here depend on the protection settings defined in your SecureBox policies. Refer to
the section 'Policies' for more details. Place your mouse cursor over a sector to view more details.
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Detected Threats

MalwareTerminated
) FakeCertificate
B RemoteDetected

The bar graphs below the pie chart section provide further details about detected threats. These include the number
of each type of threat and the details of the endpoints on which they were detected. Placing your mouse cursor over
a graph displays more details.

An example of bar graph for a detected threat:

Number of Threats

FakeCertificate
25

LO_MOT_TRUEST_FiddlerHoot fooust: 2

'

An example of bar graph displaying the details of endpoints on which a threat was detected:

Top X Endpaint Distribution
Rematelietected
Fm

Detected threats in graphical format:

Threat Name Distribution

&

34
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4 .Manage Organizations

The Secure Box Central Management Console allows administrators to add organizations/companies/departments
as per their requirements. This helps you to consolidate and manage all your SB deployments from a single console.

Each organization can contain several endpoint groups and each group may be applied with a security policy. For
more details on creating endpoint and applying policies, refer to the section Managing Endpoint Groups.

The number of new organizations and endpoints that can be added depends on your account license. Refer to the
section 'License Information' for more details about viewing your current license status and to buy more licenses.

Note: Organization management is only available for consoles installed on customer premises. Administrator with
super admin privileges only can manage multiple organizations for an account. Customers using the SaaS console
should contact Comodo for organization management.

The next screen after logging-in to the management console allows you to manage organizations:

Management Console = Select Organization

You can manage more than one company.
Please select company from the list below.

Select Organization E|

Create New Organization

Refer to the following sections for more details about adding and editing organizations:
+ Add a new organization
« Edit and deactivate an organization

4.1.Add a New Organization

The SB Management Console allows administrators with super admin privileges to add organizations/departments
for a single account. This will help them to manage all the enrolled endpoints of different organizations from the
Central Management Console. The primary administrator can, if required, add another administrator who can access
the added organization in the console for managing it.

Note: Organization management is only available for consoles installed on customer premises. Administrator with
super admin privileges only can manage multiple organizations for an account. Customers using the SaaS console
should contact Comodo for organization management.

To add a new organization, click the 'Create New Organization' link in the 'Select Organization' screen, which
appears after logging-in to the management console.
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Management Console - Select Organization

You can manage mare than one company.
Please solact company from the list befow.

Selact Organization v

Management Console - New Organization
A
Description
Artive

Auto Accepted

Tedhnical Contact

Marme

E-Mail Address

Phone

Administrative fontact

Mame

E-Mall Address

Fhone

Add Organization - Form Parameters

Form Element Description
Name Enter the name of the organization/company
Description Provide an appropriate description for the organization/company
Active Select the check box if you want to activate the organization. Only if the organization is
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active, can the endpoints be added and managed from the management console.

Auto Accepted Endpoints that are enrolled need to be confirmed by administrators in order to be
paired with CMC. If this option is selected, then newly enrolled endpoints will be
automatically registered with CMC for this organization.

Technical Contact - The person whom Comodo will contact for resolving technical problems for their account

Name Enter the name of the technical contact

E-Mail Address Enter the email address of the technical contact

Phone Enter the phone number of the technical contact

Administrative Contact - The person who can log into the management console with access only to the added
organization

Name Enter the name of the administrator

E-Mail Address Enter the email address of the administrator to which the activation link will be sent
Phone Enter the phone number of the administrator

«  Click the 'Save' button

The added organization will be saved and an email containing the activation link to activate the administrator account

will be sent.
SecureBox CMC: Account Activation kbox = B
SecureBox Admin no-replyEsouredoe comedo. com W hotrmall. com 518 PM T minutes ago) -

Dizar John Duncan
An account has bean craatad for you 2t COMODO SecursBox CME

Email Address maruthiceleriof@gmasil com
Temporany passaord: .

Plaase st this [ink 1o activate your account

Fouw can then login a Central Managanmsenl Console using above dedenliss.

Blast ragands.
Comodo suppon team

The administrator's account will be activated on clicking this activation link.
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Management Console - Login

maruthiceleris@gmail com

The administrator should change the password immediately, since he/she is provided only with a temporary
password. Refer to the section 'Logging-in to the Management Console' for more details about changing the
current password. By default, the added user will have administrative privileges and the primary administrator can
reset the privilege levels from the 'User Groups' section. Refer to the section 'Managing User Groups' for more
details.

After the account has been activated, the administrative user can log-in to the management console for managing
the newly added organization only. Before enrolling endpoints, you have to add license and upload installer
packages in order to install them on endpoints. Refer to the section 'License Information' and 'Configuring the
Management Console' for more details.

4.2.Edit and Deactivate an Organization

The Central Management Console installed on customer's premises allows primary administrators to edit
organization details and deactivate the organization if required.

Note: Organization management is only available for consoles installed on customer premises. Administrators
need super admin privileges to manage multiple organizations for an account. Customers using the Saa$S (web-
based) console should contact Comodo for organization management.

To edit an organization, select the organization from the drop-down in the 'Select Organization' screen, which
appears after logging-in to the management console.
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Management Console - Select Organization

Wi tan manage more han one comparry.
Please select company from the st below.

Select Organization v | m
Litecell -

POIM Test

POIM Test2

Pedro Santos

ProductManagerTest

Rzlph

Rzlph Demo

Renato Persira Oa Silva

Security Val

Sekerbank

EN
Test Organization

Tristan Abundo Demao

Turkcelibew

Turkey Presales

U5 Presales

VIT

wu

miTauch i

«  Click the 'Edit' button
The 'Edit Organization' screen will be displayed:
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Management Console - Edit Organization

Mame Stellar
Description Remate Office
Bitivie Il

Auto Accapied

Technical Comtact

Hame Johin Semith
E-Mail Address flathienadgmail com
Phone L5B9ETIZ3

Administrative Contact (Confirmed)

Name |ohin Duncan
E-Mail Address maruthiceleriogigmail.com
Phone oE3TIes2

Edit organization details as required. The form is that as used when adding an organization. Refer to the section
'‘Adding a New Organization' for more details. Please note that if you change the administrative contact, an
activation email will be sent to the administrator as explained in the previous section, 'Adding a New Organization'.

«  Click the 'Save' button to apply your changes.
»  Uncheck the 'Active' check box to deactivate an organization.

Endpoints belonging to deactivated organizations can no longer be managed, meaning policies cannot be deployed
and the Secure Box applications on the endpoints will be disabled.

5.Users and User Groups

The 'User Administration' section allows administrators to add users with different privilege levels according to the
organization's requirement. The users have to be placed inside groups and each group can be assigned the required
privileges which will automatically apply to the users in the group. The section allows you to add as many groups as
you require so as to place the users accordingly for managing the endpoints in the organization.
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|ohin Srmith = [
Users Test Cganization Salect Organtzation :| B
Page 1
Cormputers Managemenl
§  Policies Management Prmary Adminetrate [Sdmin Cantact] adming best com COMFRMED Erubled Adminetrson
ke Slada Bladelfshumana oom PENIDHNG_TOMFIRMATION Erabled Adminktrators
Johm Smieth fordecosportelggmail com COMFEMED Erabled Adminktrators

sihout

Refer to the following for more details:
+ Manage Users

« Manage User Groups

5.1.Manage Users

The 'Users' screen allows administrators with appropriate privileges to add new users to the Secure Box
Management Console for managing an organization. The scope of operations that a user can perform depends on
the privileges assigned to the group to which the user belongs. Refer to 'Managing User Groups' if you wish to
know more about privilege levels.

To manage users, click 'User Administration' on the left and then 'Users' below it:

- . R ; |ohin Srmith -
SECURE | )¢ =l nsole - Users Test Cnganization Salect Organization :| E
Page 1
§  Palices Management Primary Admintstrator [Admn Coract] admingtest com COHNARMED Eruabied Adminstralon:
Reports ke Slade BladelfEhumana oom PERDHHG_COMFIRMATION Erabled Adminitrators
Praferences Jobm Smith fordecosportal@gmail com COMFRMED Erahled Adminktrators

E License information

» Uinar Croups

#bout

Users - Table of Column Description

Column Description

Name The username of an individual user. User's with (Admin Contact) after their names
were chosen as admin contact when the organization was created. Refer to the section
'Adding a New Organization' for more details. Clicking on a username will open the
'User Properties' screen, which is the same screen displayed for adding a user. Refer
to '‘Adding a user' for more details.

Email Address The email address provided for the user while adding

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 52



Comodo SecureBox Managemen’gl__gonsvl'e""'-'”ﬂaﬁi_r_y;,..Gu|de COMODO

Creating Trust Online®
/

- /

Account Indicates whether the user has activated his account by clicking the activation link in
the activation email that was sent during the adding process

Status Indicates whether the user is allowed to access the management console or not. A
disabled user cannot access the management console.

Group Indicates to which group the user was added. Refer to the section 'Managing User
Groups' for more details. Please note the 'Admin Contact' will by default added to the
'‘Administrators' group.

Sorting and filtering options

Sorting the entries

Clicking any column heading sorts the entries based on the ascending/descending order of the entries as per the
information displayed in the respective column. Please note the sorting option is not available for '‘Group' column.
Using the filter option

The users list can be filtered to display the entries based on a group. Refer to the section 'Managing User Groups'
for more details.

»  Select the group from the 'Group' drop-down

Group [ J"-; s |

ot
Administrators

COMFIRE En
Security Department

PENDIM  Users ;

The users belonging to the selected group will be displayed on the screen.
The screen allows administrators to:

+ Add a new user

» Editauser

* Delete a user

To add a new user
»  Click the 'Add New' button at the top of the table
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Management

. X
User Properties
................... |:|r5tNa|'I'IE
MAME
Second Mame
Bob Smith {Admin Cont]
5n E-Mail Address |

Resend Activation Email
Status Enabled -

Croup Users -

=3

The 'User Properties' screen will be displayed.

User Properties - Form Parameters

Form Element Description
Name Enter the first name of the user
Second Name Enter the second name of the user
E-Mail Address Enter the email address of the user to which the activation mail will be sent

Resend Activation Email | Allows to send another activation email if the password in the initial mail is lapsed or if
the user is removed and added again with the same email address.

Status Select whether the user should be allowed to access the management console. An
activation mail will be sent to the user even if disabled is selected. However the user
cannot access the management console until the access is enabled by the
administrator.

Group Select the group to which you want to place the user. The groups can be created from
the 'User Groups' section. Refer to the section 'Managing User Groups' for more
details.

«  C(lick the 'Save' button.

An activation mail will be sent to the user, which contains an activation link and a temporary password. The user's
account will be activated on clicking the activation link in the mail and can access the management console using the
temporary password. It is advisable the user changes the password immediately for continued access to the
console. Refer to the section 'Logging-in to the Management Console' to know more about changing console access
password.
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To edit a user

+  Click on the name of the user that you want to edit
The 'User Properties' screen with details of the selected user will be displayed.

Management Console : Users
User Pro pE'I'U'ES
First Mame Gecnge
E
Serond Mame Oraedl
:
E-Mail Address ciazmandi4 4B @gmail com
Resend Activation Email
Status Enabled -
Group Sequrity Department -

- Edit the details as required. Please note if you change the email address of the user, a new activation mail
will be sent to the changed email address. The user has to once again activate the account for accessing
the management console.

+  Click the 'Save' button
To delete a user
«  Click on the name of the user that you want to delete
The 'User Properties' screen with details of the selected user will be displayed.

Management Console : Users
User Properties . L
First Mame Geange
Second Mame Drwell
E-Mail Address angelsmithE52k@gmail.com
Resend Activation Email

Enabled -

Security Departrment -

Stans
Group
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«  C(lick the 'Delete User' button at the bottom
A confirmation dialog will be displayed.

Delete Confirmation

Are you sure want to delete the recond(s)?
Thi= action cannot be undone!

«  Click 'Delete' to confirm removal of the user
The user will be removed from the list.

5.2.Manage User Groups

Users that are added to the management console have to be placed in a group in order to manage an organization.
By default, there are two groups shipped with the console, Administrators and Users. The 'Administrative’ user group
provides unlimited access to the organization with administrative capabilities whereas the 'Users' group provides
mainly read-only privileges to organization data. In addition, you can also create groups with different privilege levels
and add user into them as per the organization's requirement.

To manage users groups, click '‘User Administration' on the left and then 'User Groups' below it:

~ . john Smith [
SECUEEm ol 1ET : USETGFDUFE TMIﬂquanura':lnn et (i St .‘I m

Hiome

Page-1

Computers Management

Privileged users having uniimited access to organization data with administrative capabilities
Non privileged users baving mainly read-only access to organization data

Permissions for users in seourity department

User Groups - Table of Column Description

Column Description

Group Name The name of the user group that was provided while adding. The 'Administrators' and
'Users' groups are shipped with the console. These two default groups cannot be
deleted but other details such as privilege levels can be edited. Clicking on a user
group name will open the 'User Group Properties' screen. Refer to ‘To edit a user
group' for more details.

Description The description provided for the group while adding.

Sorting options

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 56



Comodo SecureBox ManagemenE__Qonsdé"’-f/\fa?hi_r_y:_,..Guide COMODO

Creating Trust Online®
el /

Clicking any column heading sorts the entries based on the ascending/descending order of the entries as per the
information displayed in the respective column.

The screen allows administrators to:
+ Add a new user group
» Edit a user group

» Delete a user group

To add a new user group
«  Click the 'Add New' button at the top of the table

Management Console : User Groups
@/? User Group Properties
B Title
Lisers
Description
T T

Security Department PERMES 10K READ
Uspr Management =
Palicy Managerment il

Computer Management El
Organization Preferences il
Licensa [l

Reports Atcess i

=3

The 'User Group Properties' screen will be displayed:

User Group Properties - Form Parameters

Form Element Description

Title Enter the name of the group

Description Enter an appropriate description for the group

Permissions - Allows you to define read/write privileges for the users in the group
* Read - Only view privilege
»  Write - Add, edit and delete privileges

User Management This area allows the management of users such as add user, add groups and more.
Refer to the section 'Users and User Groups' for more details.

Policy Management This area allows management of policies such as create new polices, edit and more.
Refer to the section 'Policies' for more details.
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This area allows to manage computers such as enroll new endpoints, create groups,
assign policies and more. Refer to the section 'Endpoints and Endpoint Group' for
more details.

Organization Preferences

This area allows to configure the management console settings. Refer to the section
'Configuring the Management Console' for more details.

License View details of current license, add and buy additional licenses. Refer to the section
'License Information' for more details.
Reports Access View the threats detected by Secure Box and report of activities on the endpoints

related to secure box. Refer to the section 'Reports' for more details.

»  Click the 'Save' button

The newly added user group will be listed in the screen and will also be available for selection while adding/editing
users. Refer to the section 'Managing Users' for more details about adding / editing users. The users after logging-
in to the console can manage the organization as per the privileges assigned for his/her group.

To edit a user group

»  Click on the name of the user group that you want to edit

The 'User Group Properties' screen with details of the selected user will be displayed.

Administraton

l_
A

User Group Properties
4
Tide Purchase Department
Description Usars inthe purchase section
Liser Management
Policy Management 7] 7|
Computer Management ol o

Organization Preferences
License

Reports Access |

«  Edit the details as required. Please note if you change privileges for the group, the users in the group will be
automatically assigned the new permissions. Refer to the section 'To add a new user group' for more
details about privileges.

«  Click the 'Save' button

To delete a user group

You cannot delete a group in which users are available. To delete a group, you have to first reassign the users to
another group or delete them from the user list. You can only delete a group that has no users in it.
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«  Click on the name of the user group that you want to delete
The 'User Group Properties' screen with details of the selected user will be displayed.

Management Cons
' User Group Properties B
]
Aadd Mew
Tide Purchase Department
ROLIP NAME
Description Users in the purchase section
RS SN READ WHRITE
Liser Management H
Policy Management
Computer Management
Ovganization Preferences ]
License =
Reports ACess
=N =3

»  Click the 'Delete Group' button
A confirmation dialog will be displayed.

Delete Confirmation

Are yiou sure want to delete the recond(s)?
This action cannot be undone|

=3 =8

«  Click 'Delete' to confirm removal of the user group
The user group will be removed from the list.

6.Endpoints and Endpoint Groups

Endpoints belonging to an organization must be enrolled to the Central Management Console in order to manage
them. There are multiple ways by which the endpoints can be added. The methods, Active Directory, Network
Address and Work Group, can be used for enrolling endpoints within an organization's network and for endpoints
outside the network (use the 'Create Email Link' to enroll external endpoints).

Enrolled endpoints have to be added to 'Groups' in order to assign polices to them. Even if you want to assign a
policy to a single endpoint, you still need to create a group for it. Each policy contains a set of Secure Box
applications to be run on the endpoints.
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»  For more details on creating endpoint groups and applying policies, refer to Creating a New Endpoint
Group

«  For more details on creating and managing policies, refer to Creating a New Policy

The groups also serve the purpose of defining the quarantine period for endpoints belonging to it. During the
quarantine period, a user cannot use the SB applications on the endpoints.

The 'Computer Management' section allows administrators with appropriate privileges to enroll endpoints and assign
policies to them.

hA 2 . . DORODO Sddrminisrador S -
SECURE@ Anagemer Ns0 Computers Test Orgréatior Select Organization
Group All
1] VIWINIGCONTENT ABIECE Jokn 430BEDOBFITENRSDOSTISHT
minute Computer
LY IETMWinT 569 SAEFTDZB4BRGATADRAFT2GY
. User Administration davs
bt
33 BURSER-C2880M
S
3 WIN-DGOHTHIADNE S48E83300034 02181 B6150
iy
o DESKTOP-TTPDSPR Purchese D34 B0ERATAETDESGETAI 0L
minute
] WIN-BLMD3SHLUZF PN AR AR ITT
days

Click the following links for more details:
» Managing Endpoints
« Managing Endpoint Groups

6.1.Manage Endpoints

The 'Computers' section allows administrators to enroll, quarantine or delete endpoints, and to move them to
endpoint groups so security policies can be applied to them. Endpoints can be added in various ways, including
'Active Directory', 'Work Group', 'Network Address' and by 'Create Email Link'. While the first three methods are
suitable for bulk enroliment within the network, the latter method can be used for enrolling endpoints outside the
organization's network.

To manage endpoints, click 'Computer Management' on the left and then 'Computers' below it:
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Computers - Table of Column Description

Description

Message Indicates whether or not a message has been received from the user of the endpoint.

- Indicates that a new message has been sent from an endpoint
Click the green icon to view the message:

Message

20M7-02-216228:23
Meed help on configuration

20M7-02-16:26:26
Meed help on configuring an email account

2017-02-20 14416
The Instant message works

2017-02-20 4251

= I T B | W
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Connection Indicates the status of endpoint connection to the management console:
1 - Indicates the endpoint is connected to CMC

L3 - Indicates the connection is lost for more than the configured time in the first
'Absent Time' setting from the 'Preferences' screen.

- Indicates the connection is lost for more than the configured time in the second
'Absent Time' setting from the 'Preferences’ screen.

Absent Time Indicates the period the endpoint is not connected to CMC. This depends on the
configuration done in the Preferences section. Refer to the section 'Configuring the
Management Console' for more details. A blank indicates the endpoint is in
'Confirmation Pending' status.

Computer Name The name of the enrolled endpoint

Extra ID The 'Extra ID'is an identification tag assigned to the endpoint. This tag is added to the
X-token of the HTTP header in the HTTP requests generated by secure URL
applications. The console uses the extra ID in addition to the machine ID to
authenticate the endpoint.

The extra ID can be assigned to an endpoint in two ways:

» Organizations configured for manual approval of endpoints. The extra ID
can be specified during the approval process. Refer to the section Enrolling
Endpoints for Management for more details.

» Organizations configured for auto-approval of endpoints. Enrolled
endpoints will be approved automatically without an extra ID. Administrators
can manually assign an extra ID by entering a value in the 'Extra ID' field in
the row of the endpoint.

Administrators can change the extra ID of an endpoint by clicking on the existing value
and entering a new value.

The assigned IDs will be automatically pushed to endpoints during the next polling

cycle of the CSB agent.

Alias Alternative name of the endpoint.
If required, administrators can specify an alias name to more easily identify the
machine.

Machine ID The ID assigned by CMS to the endpoint

Group Name Indicates to which group the endpoint is assigned. Refer to the section ‘Managing

Endpoint Groups' for more details.

Status Indicates whether the CSB installed on endpoints are paired with CMC or not. After the
CSB installation on endpoints, it will send a connection request to the management
console. The administrator should click 'Accept' button after selecting the endpoint in
the list. There are three statuses:

»  MGD - The connection request has been accepted and the endpoint in now
managed.

»  Confirmation Pending - CSB is installed on endpoint, but the administrator
has not yet accepted the connection request. Click the 'Accept' button to
change the status to managed.

»  Not Managed - Endpoints that were in managed status, but when CSB is
uninstalled on endpoints, it will show as 'Not Managed'. When the CSB is
installed again, it will show as managed again and administrator's acceptance
is not required.

This field will display an installation ID for endpoints with new CSB installations. This
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can be used by administrators to identify endpoints which need approval.

CSB Version Indicates the version of installed CSB version on the endpoints

Created The date and time on enrollment of the endpoint to CMC

Discovered As The name of the endpoint

Source The method of enroliment of the endpoint whether 'Active Directory', 'Work Group',
'Network Address' or by 'Email’

IP The IP address of the enrolled endpoint

External IP The public IP address assigned by your Internet Service Provider, which is used for

identifying your network/endpoint from outside the network.

Sorting, filtering and searching options
Sorting the entries

Clicking on a column heading sorts the entries based on the ascending/descending order of the entries as per the
information displayed in the respective column. Please note the sorting option is not available for 'Group Name' and
‘Status' columns.
Using the filter option
The endpoints can be filtered to display the entries based on group, status and quarantined.

»  Click the 'Group' drop-down

Gowp | Al -
Mot Managed

" Quesrantined

m;  Confirmation Pending
Deefault
Sequrity

«  Select the option from the drop-down

« All- Displays all the endpoints

«  Not Managed - Displays the endpoints in which the CSB app is uninstalled and the status has changed
to 'Not Managed'

« Quarantined - Displays the endpoints that are quarantined. Refer to the section 'Quarantining
Endpoints' for more details.

«  Confirmation Pending - Displays the endpoints in which the CSB is installed but not yet accepted by
the administrator.

The options below this are the endpoints groups. Refer to the section 'Managing Endpoint Groups' for more
details.

»  Default - Displays the endpoints that are in the default endpoint group
«  Group Name - Displays the endpoints that are in the selected group.
»  Select the group for which the endpoints should be filtered.

The list will display the endpoints based on the selected filter options.
Using the search option

The search option in the screen allows to search for endpoints based on computer name, machine ID, source and IP.
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Enter the details fully or partially in the 'Search'’ field and click anywhere on the screen or 'Enter' on the
keyboard

The list will be searched for the entered text and endpoints displayed accordingly. To display all the items again,
clear the field and click anywhere on the screen or 'Enter' on the keyboard.

The interface allows an administrator with appropriate privileges to:

«  Enroll endpoints for management
»  Assign endpoint to groups
* Quarantine endpoints

» Delete endpoints

6.1.1. Enroll Endpoints for Management
SecureBox allows administrators to enroll computers for central management using any of the following methods:
» Active Directory
« Work Group
+  Network Address
«  Email Link

The first three methods are suitable for enrolling local computers using a Secure Box management console that is
installed on-premises. Endpoints are automatically discovered and added for management per the 'Auto-Discovery
Settings' configured in the 'Preferences' section. The 'Email Link' method is used for enrolling endpoints over the
internet and is the only method available for customers using the SaasS version of CMC.

To enroll endpoints:

+  Click 'Computers Management' on the left
«  Select 'Computers' from the sub-menu:
SICI.IRI. anemesil Cansale | Conpiiters i sant e+ [

5 ¢ 85 G 5 85 6 6|5 5
-l

«  Click the 'Add New' button
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Management Console : Computers

«  This will open the 'Discover and Add Computer' dialog.

»  Click the 'Discover by' drop-down and select the method by which you want to add the endpoints:

."

Discover and Add Computers

Driscaver by | ‘Work Group - |
Active Directony
‘Workegroup Mame
Wioek Group
Metwork Address
Create Email Link

Click the following links for explanations of each enroliment method:
«  Enrollment via Active Directory
«  Enrollment via Work Group
» Enrollment via Network Address
«  Enrollment via Email Link

Enroliment via Active Directory

Please note endpoint enrollment via AD will work only if CMC is added to your domain during on-premise installation.
Refer to the section Initial Setup for more details.

«  Select the 'Active Directory' option from the drop-down:

Discover and Add Computers

Discover by Active Directory -
Domain Controfler

Domain

Liser hame

Pastswnond

«  Enter the required Active Directory configuration information and click the 'Start' button
The management console will run a scan to discover endpoints and, if available, will show the number of endpoints
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discovered and provide the option to add them to endpoint groups. Refer to the sections 'Creating a New Endpoint
Group' and 'Assigning Endpoints to Groups' for more details.

Discover and Add Computers

Total new compasters discoverad 1

Vould you ke to add them to Default -

«  Select your desired endpoint group from the drop-down and click the 'Add' button.
The newly enrolled endpoints will be added to the 'Computers' screen:
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The next step is to deploy the CSB package that should be installed on the endpoints. Installing a package will allow
you to assign policies and manage the endpoint.
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»  Click the 'Deploy Package' button after selecting the endpoint
The 'Deploy Package' dialog will be displayed.
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Deploy Package

Package To Deploy csb_imstaller.msi (335 -
Administrator Mame Administrator
Administrator Password | ~~~~~~~~~~ |

«  Select the package to deploy to the selected endpoint(s) from the first field.

«  Enter the Active Directory domain credentials and click the 'Start' button

The selected package will be deployed and the status of the endpoint will change to '"MGD TBC' - meaning it has to
be accepted by the administrator. If the 'Auto accept' option was enabled while adding the organization, then enrolled
endpoints will be automatically accepted. Refer to the section 'Adding a New Organization' for more details.
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«  Select the endpoint and click 'Accept'

The 'Accept Confirmation' dialog will be displayed.
+  Alias Name (Optional) - Specify an alternative name for the endpoint so you can easily track it in
the console.
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Accept Confirmation

Are you sure want to accept selected computer(s)?
This action cannot be undone!

Computer Name Alias Mame Extra ID
—— letters or nu
TTPOSPR

=l

«  Extra ID (Optional) - The 'Extra ID" is an identification tag assigned to the endpoint. This tag is
added to the X-token of the HTTP header in the HTTP requests generated by secure URL
applications from the endpoint. The console uses the extra ID and the machine ID to authenticate
the endpoint during initial registration and subsequent connection requests. Extra IDs should be
specified as a combination of letters and numbers in the text box.

«  Click 'Yes'

The endpoint will be shown as connected and managed in the screen.
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Refer to the sections Endpoints and Endpoints Groups and Policies to find out how to manage endpoints and
deploy polices.

Enroliment via Work Group

Please note endpoint enrollment via WG will work only if CMC is not added to the domain during premise installation.
Refer to the section Initial Setup for more details.

«  Select the 'Work Group' option from the drop-down
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Discover and Add Computers
Disconvar by Wsark Group -
Warkgroup Mame WORKGROUP

»  Enter the Workgroup name and click the 'Start' button

The management console will run a scan to discover endpoints. You then have the option to add discovered
endpoints to an endpoint group. Refer to the sections 'Creating a New Endpoint Group' and 'Assigning
Endpoints to Groups' for more details.

Discover and Add Computers
Total rawe computers discavarad 3
Wouldyoulike to zdd them to Diefault -

O B =B

«  Select the endpoint group from the 'Would you like to add them to' drop-down and click the 'Add' button.
The newly enrolled endpoints will be added to the 'Computers' screen:
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The next step is to deploy the CSB package that should be installed on the endpoints. Installing a package will allow
you to assign policies and manage the endpoint.

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 69



COMODO

Creating Trust Online®

somrmine L wocumg | et e | :
Fage 1
DESHTOR TIPDSFR Dot e 2= DESKTDP - TTPOSRE
UL ]
a h=2 s ETtAIn? i AREFTDCIBAE AT SFTREATIDERZD Dot M 2HLIETHL 05 el ETWinT
days 1202 Al
O = L] VRIWIRIDOONTENT  ARHZCE s HSDEF ITEL A BTRS FFECACRAE B4 Purchacs MED IUADMERATY  2DNT VAAIRISCNT EN
e Compuier 2
=
a p= m BURSER-CIZRNITI sk qroup TG BURSER-(1250
day Tarew
O h = m WO R FELAVA, s =b b Eh e S et groug M 2IS0000AZE S WAK-DGROHRTADNY
days 155 P
O =1 1= Wk LMD LGF FHEARIMIOTED T FeDa e DEMG MDD 2060 WS Wh-SLMEIH
days Ll
O i} i) TEST_TOOLS calagon TEC TG TEST_T0L
dy: 41
O i} 77 A AT PO POM_TEST ING [T R
255 P
O =]

The 'Deploy Package' dialog will be displayed.

.
Deploy Package )
Fackage To Deploy sh_installermsl {£186) -
Administrator Mama Adninistrator

Administratar Passieord |

«  Select the package to deploy to the selected endpoint(s) from the first field.
= Provide the credentials of the network and click the 'Start' button

The selected package will be deployed and the status of the endpoint will change to 'MGD TBC' - meaning it has to
be accepted by the administrator. If the 'Auto accept' option was enabled while adding the organization, then enrolled
endpoints will be automatically accepted. Refer to the section 'Adding a New Organization' for more details.
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»  Select the endpoint and click 'Accept'

Accept Confirmation

Are you sure want to accept selected computer(s)?

This action cannot be undone!
Computer Name Alias Name Extra ID
DESKTOP- letters or nu
TTPOSPR

K=l

The 'Accept Confirmation' dialog will be displayed.
» Alias Name (Optional) - Specify an alternative name for the endpoint so you can easily track it in
the console.

» Extra ID (Optional) - The 'Extra ID' is an identification tag assigned to the endpoint. This tag is
added to the X-token of the HTTP header in the HTTP requests generated by secure URL
applications from the endpoint. The console uses the extra ID and the machine ID to authenticate
the endpoint during initial registration and subsequent connection requests. Extra IDs should be
specified as a combination of letters and numbers in the text box.

H ) 1
« Click 'Yes
. . H 1 ' .
The endpoint will be shown as connected and managed in the ‘Computers' screen:
[ ) I R = - « <3
Page: 1
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Refer to the sections Endpoints and Endpoints Groups and Policies to find out how to manage endpoints and
deploy polices.

Enroliment via Network Address

Please note endpoint enrollment via Network Address will work only if CMC is not added to the domain during
premise installation. Refer to the section Initial Setup for more details.

«  Select the 'Network Address' option from the drop-down
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Discover and Add Computers

Diiscenar by Metwerk Address -

| P mige 2021020230

=B =B

»  Enter the IP range and click the 'Start' button

The management console will run a scan to discover endpoints. You will see the number of endpoints discovered
and will have the opportunity to add them to an endpoint group. Refer to the sections 'Creating a New Endpoint
Group' and 'Assigning Endpoints to Groups' for more details.

Discover and Add Computers

Total rewe computers discovared 1

Waizuil vau ke bo acd tham ta Dafault -

roos i

»  Select the destination endpoint group from the drop-down and click the 'Add' button.
The newly enrolled endpoints will be added to the 'Computers' screen:
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The next step is to deploy the CSB package that should be installed on the endpoints. Installing a package will allow
you to assign policies and manage the endpoint.
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The 'Deploy Package' dialog will be displayed.

-
Deploy Package
Packaga ToDaploy sb_installar.msi {412R) -
Admiristrator Namae Aministrator
Aominstrator Password [ J
an L am |

«  Select the package to deploy to the selected endpoint(s) from the first field.
»  Provide the credentials of the network and click the 'Start' button

The selected package will be deployed and the status of the endpoint will change to '"MGD TBC' - meaning it has to
be accepted by the administrator. If the 'Auto accept' option was enabled while adding the organization, then enrolled
endpoints will be automatically accepted. Refer to the section 'Adding a New Organization' for more details.
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»  Select the endpoint and click 'Accept’

Accept Confirmation

Are you sure want to accept selected computer(s)?
This action cannot be undong!

Computer Name Alias Mame Extra ID
DESKTOP- etters orn
TTPOSPR

K=l

The 'Accept Confirmation' dialog will be displayed.:

«  Alias Name (Optional) - Specify an alternative name for the endpoint so you can easily track it in
the console.

«  Extra ID (Optional) - The 'Extra ID" is an identification tag assigned to the endpoint. This tag is
added to the X-token of the HTTP header in the HTTP requests generated by secure URL
applications from the endpoint. The console uses the extra ID and the machine ID to authenticate
the endpoint during initial registration and subsequent connection requests. Extra IDs should be
specified as a combination of letters and numbers in the text box.

«  Click 'Yes'
The endpoint will be shown as connected and managed in the '‘Computers' screen.

Refer to the sections Endpoints and Endpoints Groups and Policies to find out how to manage endpoints and
deploy polices.
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Enroliment via Email Link

»  Click the 'Create Email Link' option from the drop-down:

Discover and Add Computers

Discover by Create Email Link -

Package To Deploy csh_installermsi (2 6 300060 3738R]

¥ Deploy with script file
#  Deploy with executabls file

Email Address Add

File Choaose File Browse

| nstzll SecureBox an chent directhywithout client's interaction)

The 'Package to Deploy' drop-down displays all CSB applications uploaded by the administrator.

»  Select the installer package from the drop-down

«  Deploy with script file / Deploy with executable file - You have the option to install the package via script or
executable.

»  Enter the email address to which the CSB installer package download link will be sent and click the 'Add’
button. Repeat the process to add more recipients.
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Discover and Add Computers

Discowver by Create Email Link -

Package To Deploy csb_installermsi (26 360060 373BR]

#*  Daploy with script file
#  Deploy with executable file

Email Address fdd
ENAIL LIST

maruthiestilkggmail com Remove

File hoose File Browse

| nstall SecureBox on chent directhylwithout client's interaction)

»  For bulk enroliment, you can use the 'File' option. Recipient email addresses should be entered on each
line of a .txt file. Click '‘Browse', navigate to your file and click the '‘Open' button. All imported recipients will
be listed in the dialog:
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Discover and Add Computers

Discowver by Create Email Link -

Package To Deploy csb_installer msi (2 & 380060 I738R] -

#  Daploy with seript file
#  Deploy with executable file

Email Address Add
EMAILLIST
maruthiestillkoggmail com Remove
useri@email.com Remave
user2gemail.com Remave
wser@email oom Remove
Leser & il com Remave

File Choase File Browse

I mstzll SecureBox on chent directhywithout client's interaction)

«  Toremove a recipient, click the 'Remove' link.

+ 'Install Secure Box on client directly (without client's interaction)' - If selected, the endpoint user will only see
the installation progress bar. They will not be shown the EULA or the configuration page.

+  Click the 'Start' button
The endpoint user(s) will receive an email from Comodo containing the CSB app download link(s).

SecureBox CMC: Agent Download Link nbex X L. -
SecureBox Admin no-replyi@securebox 2:56 AM (12 hours ago) b
0D e =
Diaar User,

& dowmload link has been aeated for "Test Organization” at COMODO SecureBox.
Pleass visit script file link or executable file link to download and install required

package of dient software

Besl regards
Comodo support team

The user should click any of the links to download the CSB installer package and save it on the endpoint.
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i i l" « Users » Administrator > Downloads w Search Downloads y=l
# Cuick access £y Marmne h Date modified Type
Deskbey + %] csb_package_setu 2063204 PM  Application
B ] _pa P pp

Gr22
)

¥ Downlosds  # B| csb_packege_setup 872220

=] Documents

& S0 BRA i
JERE L

VHAcnipt Scmpt Fale

Double-clicking on any package will start the installation on the endpoint:

# Comode SecureBox Setup

- =
SEEUREm

END USER LICENSE AGREEMENT AND TERMS OF SERVICE

COMODO SECUREBOX 2.0
Enterprisa Edition

Please read the folowing lcense agreement carefuly

La]

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLALISE

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFORE
LSING THE COMODC SECUREBOX SOFTWARE (PRODUCT ). THE
PRODUCT MEANS ALL OF THE ELECTRONIC FILES PROVIDED BY
DOWVNLOAD WITH THIS LICENSE AGREEMENT. BY USING THE of

|11 accept the terms in the Licenss Agresment

[ Mext ]| | Conced

»  Click the 'Customize' button to change CSB installation path. The default installation path is C:\Program
Files (x86)\COMODO\Comodo SecureBox.
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Comodo SecureBon Setup s

Instal Comodo Sequrefiox to:

|=+"Program Files (x85] {DoMCOGD Comade SecureSo| Browse...

CIMC gerver address:

|ht|:\s:,f,fm:.=eumuu.curud:.n:m

CMC customer id:

[5552!:33 Peh05 b 24bc 505

E.ﬂdvan:ud: oplion

{Thus requires mangement console run at advanced mode, Pleass confirm with wour
administrator before you dedde to choose it)

Limit LOWP Lser Mame:
{egiuserD)@m=Users, Dc=testl dc=gom |juser D Lilon=Ugers D =testi), dc=com)

Exlernal IP address:
[1B274.23.22

.

«  The CMC server address and CMC customer ID are auto-populated and are required to apply policies
configured in the management console. Administrators should complete the 'LDAP' and 'External IP
address' fields if you have an 'on-premise' CMC installation.

» Next, read and agree to the license agreement then click the 'Next' button.
The installation will begin:

# Comodo SecureBox Setup - .

SEEUHE@

Plesse wait while the Setup Wizard instals Comodo SecureBox.

Status:

After setup is complete, an installation ID will be generated. End users can communicate the installation ID to
administrators to identify their endpoint should the need arise.
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ﬁ Comodo SecureBox Setup = >

SEBUEE@

You must restart your system for the configuration changes made to Comodao
SecureBox to take effect. Click Reboot to restart now or Close if vou plan to
manually restart later.

InstallationId:

gz¥Pob

[ Reboot { | Close |

The endpoint needs to be restarted to complete the installation. After rebooting, the endpoint will appear on the
'‘Computers' screen as 'MGD TBC' - meaning it needs to be approved by an administrator. The installation ID
generated at the endpoint will be displayed in the 'Status' column of the 'Computers' interface.

If the 'Auto accept' option was enabled while adding the organization, then enrolled endpoints will be automatically
accepted. Refer to the section 'Adding a New Organization' for more details.

e | it | s | e me 4 - « <
Page:1
Drlete Sekeched
ABSTMT
O wessac RS L — COMPUTTE HAME oD s sManE ROUPMEME  SIEFIE  CHOVERSION MIETID  eSCOMTRODAS
m] = DESHTOR-TIFDSFR Default TEL 22y DESHTOR-TIFOSFR PN
14) P
m] i =3 L] ETAInT o] SAEFTIHZES B EGE M DELF TGS IESED Default L] 2T WEND EITAnT bt
days 1202 Ak
m] =] o VRWRIDOONTENT  ARGAE jabn ASOATF I ARSI EFFEN 3 2 ESESE Parrhaw (L) FiAARAR0 AR VMINIOCORTENT  BAn
miswse Competer 1247
™
[m] i m BUFSER-CIZRA0M st geoup Hw BURSER-CZRATH
days e ]2 |
[m] j=] (EE] Wik DD LA, AR IA0A D EN A SIS AIFFDY st gesip L] 214D IR HE Wik DEOHRILAOA, L
days 155 P
m] 2 L= Wik ELMDOSHLEF TR BRI ETY I TR IDE B DEMT (L] 2G0T FEL Wik ELWD S L R,
days A7 Pl

O i=] L] TEST_TOOLS kerdragan TEL W TEST_TOOS

&A1 P

«  Select the endpoint and click 'Accept'
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The 'Accept Confirmation' dialog will be displayed.

Accept Confirmation

Are you sure want to accept selected computer(s)?
This action cannot be undong!

Computer Name Alias Mame Extra ID
DESKTOP- etters orn
TTPOSPR

=l

» Alias Name (Optional) - Specify an alternative name for the endpoint so you can easily track it in
the console.

«  Extra ID (Optional) - The 'Extra ID' is an identification tag assigned to the endpoint. This tag is
added to the X-token of the HTTP header in the HTTP requests generated by secure URL
applications from the endpoint. The console uses the extra ID and the machine ID to authenticate
the endpoint during initial registration and subsequent connection requests. Extra IDs should be
specified as a combination of letters and numbers in the text box.

«  Click 'Yes'
The endpoint will be shown as connected and managed in the '‘Computers' screen:
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The CSB agent communicates its status to the management console in 1 min intervals. The status will change to
managed after the next round of communication.

The endpoint will be automatically placed in the 'Default' group. To move it to a different group, first select the
endpoint then click the 'Move to Group' button. See 'Assigning Endpoint to Groups' and '‘Managing Endpoint
Groups' if you need more help with groups.

6.1.2. Assign Endpoints to Groups

Computer groups are created in order to assign policies and schedule a quarantine period for endpoints in the group.
The endpoints in the 'Computers' screen can be moved to a desired group according to the organizational
requirement. When a new endpoint is enrolled in to the management console, they are automatically placed under
the 'Default’ group and applied the policy in the group. Refer to the section 'Managing Endpoint Groups' for more
details about creating and managing endpoint groups.

To move an endpoint to a group, select it and click the 'Move to Group' button in the 'Computers' interface

The 'Move to Group' dialog will be displayed:

Move to Group

e Group -

This action cannot be undone! Approved

The 'New Group' drop-down displays the 'Computer Groups' that are added from the 'Groups' section. Refer to the
'Managing Endpoint Groups' for more details.
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Move to Group

Mew Group - !
Default

Thits action cannat be undone!
Sequrity
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«  Select the group the from the drop-down
«  Select the 'Approved' check box

Move to Group

Mew Group Ciores -

Thits @Ction cannat be undaone! & Approved

»  Click the 'Start' button

The selected endpoint will be moved to the group and its policy will be automatically be applied to it. Refer to the
section 'Policies' for more details about polices.
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6.1.3. Quarantine Endpoints

Quarantining an endpoint blocks the secured items on the endpoint from starting. The 'Computers' screen allows
administrators with appropriate privileges to quarantine specific endpoints in a group. The quarantine settings also
can be configured for an endpoint group that will apply to all the endpoints in the group. Refer to the 'Managing
Endpoint Groups' for more details. The 'Quarantine’ button toggles the quarantine setting meaning the same button
is used for quarantining endpoints as well as releasing them from quarantine.

To quarantine an endpoint, select it and click the ‘Quarantine’ button in the 'Computers' interface.
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A confirmation dialog will be displayed.

Quarantine Confirmation

Are you sure want to toggle the Quarantined flag for selected
computer(s)?

»  Click 'Yes' to confirm blocking the secure apps from starting on the selected endpoint(s)
The status of the endpoint will display as 'MGD QUAR' meaning it is managed but quarantined.
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When an end user opens a secured app on an quarantined endpoint, the following message will be displayed:

Comodo SecureBox

SecuraBox client has been gquarantined by the Managament
Server. Please contact your administrator.

O

To release the endpoints from quarantine, select it from the list and click the '‘Quarantine' button
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«  Click 'Yes'in the confirmation dialog

Quarantine Confirmation

Are you sure want to toggle the Quarantined flag for selected
computer(s)?

The quarantine will be released and the user can start the secured apps on the endpoint.

6.1.4. Delete Endpoints

The Secure Box Central Management Console allows administrators to remove enrolled endpoints from the list if
required. Once removed from the CMC, the secured apps on the endpoints will also be removed from them.

To remove an endpoint, select it and click the 'Delete Selected' button in the 'Computers' interface

SEEUHEﬂ Management Console - Computers

e L o | wzns | ] e

#% lome

ONNE AL 3 E D
B Policies Management

o] T days ENWi ABEFIDCZBABBEET DA T26STTIOES2L
b Reports
& Preferences o s BURSER-PC 9913A4DEIDIACIORDBZ0TRE2CIB4ED
B License infarmatian e 16 hours ANMIOOS6 ESI1425ERA4TIGTAFTETEAADRRESAFFS
L U Administralion

o Dminute DESHTOP- Store 3D56I02F3FCEOA0EF M 9D ARDATIBOLS
0 about HISS0BN Endpant

A confirmation dialog will be displayed.
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Delete Confirmation

Are you sure want to delete the record(s)?
This action cannot be undone!

Remove it from license subscription

« Remove it from license subscription - If this option is not selected, then the endpoint record will be removed
from the list but the machine ID will remain stored in CMC server and the number of 'Used’ endpoints in
license will not reduce. These endpoints can be added again to CMC for management. If the option is
selected, the number of endpoints that are used from the license will be reduced. For example, if you have
subscribed for 1000 endpoints and used 600 and if this option is selected the number of used endpoints in
the license will display 599. The endpoint details will remain in the list but will be displayed with a strike
through. You cannot add this endpoint again with the same license since its machine ID will be disabled in
CAM server and you have to enable it again to add it. Please contact your Comodo administrator if you
need more help regarding this.

«  Click 'Delete' to confirm the removal of the endpoint

6.2.Manage Endpoint Groups

All enrolled endpoints must be placed in an endpoint group. After creating an endpoint group you can apply security
policies to them and schedule quarantine periods according to your requirements. All newly enrolled endpoints are
placed in the default group. You can move them to different groups at any time. Refer to 'Assigning Endpoints to
Groups' if you need help with this.

The policy to be applied to a group is selected while creating the group. You can change the policy at any time by
editing the group. Only one policy can be applied to a group at a time.

The 'default’ group also can be edited so it applies a policy to newly enrolled endpoints.

To manage endpoint groups, click 'Computers Management' on the left and then 'Groups' below it:

. CORADDD AdTineaein . . [=
5E|;UHE e Groups o Crganiaion Selert Drganization E
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Computer Groups - Table of Column Description

Column Description

Group Name The name of the endpoint group provided\edited while creating\editing it. Clicking on a
name will display the 'Group Properties' screen. Refer to the section 'Creating a New
Endpoint Group' and 'Editing Endpoint Groups' for more details.

Policy The name of the policy assigned to the endpoint group. A 'Default' policy will be
assigned to the default endpoint group. Clicking on a policy name will open the 'Policy
Management' interface. Refer to the section 'Polices' for more details about managing
policies.

Computer Count The number of endpoints that are assigned to the group. Refer to the section
'Assigning Endpoints to Groups' for more details. Clicking on a number will open the
'‘Computers' interface with list of computers in that group. Refer to the section
'Managing Endpoints' for more details.

Sorting option
Sorting the entries

Clicking on the 'Group Name' column heading sorts the entries based on the ascending/descending order of the
entries as per the information displayed in the column.

The interface allows an administrator with appropriate privileges to:
« Create a new endpoint group
« Edit endpoint groups

6.2.1. Create a New Endpoint Group

The Secure Box Central Management Console allows administrators with appropriate privileges to create new
endpoint groups according to your organization's requirements. The newly enrolled endpoints are automatically
placed in the default group and administrators can move them to other groups later on for assigning appropriate
policies. Refer to the section 'Assigning Endpoints to Groups' for more details about moving endpoints to other
groups.

To create a new endpoint group, click '‘Computers Management' on the left and then 'Groups' below it:

COMDDO Adminaeies P — |

»  Click the 'Add New' button
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The 'Group Properties' screen will be displayed.

b4
Group Properties
Log Filter
| Activity Log
[+ Install ¥ Uninstall [¥] Upgrade
¥ AppStart ¥ Metwork Changed [¥] SwitchOut
& Switchin ] ExitApplication [#] integrity Check
Failed
& Threat Log

¥ FakecCertificate (¥ RemoteDetected (V| MabwareTerminated

Group

Description

Policy Default -
Quarantine Duration (WeekDay) Monday =
Quarantine Duration Time Ta

QUARANTINE TIMES

=B

Group Properties - Form Parameters

Form Element Description

Log Filter Select which events should be recorded in logs for the group. Log filter selection
determines what notifications can be sent and impacts reports.

« Notifications - Email notifications for threat category and activity action
depends on the items selected. Notifications will be sent only for the selected
items here. Refer to Threat Notifications and Activity Notifications in the
section Configuring the Management Console for more details.

« Reports - The logs for the selected events will be received by the
management console and saved into database. Reports can be generated for
different time periods and the data will be fetched from the database. Report
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data will be empty if a threat category / activity action was disabled for the
selected report generation period. Refer to the sections Threat Report and
Activity Report for more details.

Group Enter the name of the endpoint group

Description Enter an appropriate description for the group

Policy Select the policy to be applied to the endpoints in the from the drop-down.

| Drefault -

e Policy
Test Policy

The policies available from drop-down are configured from the 'Policies Management'
section. Refer to the section Policies for more details about creating and managing

policies.
Quarantine Duration Allows you to select the week day the quarantine for the endpoint group should be
(Week Day) applied. Refer to 'To schedule quarantine period for the endpoint group' for more
details.

Quarantine Duration Time | Allows you to enter the quarantine time duration for the selected quarantine day. Refer
to 'To schedule quarantine period for the endpoint group' for more details.

Quarantine Times Displays the quarantine schedule. Refer to 'To schedule quarantine period for the
endpoint group' for more details.

To schedule quarantine period for the endpoint group

Quarantining blocks the secured items on the endpoints in the group from opening. You can automate the process of
quarantining endpoints in the group.

«  Select the week day that you want to enforce the quarantine from the 'Quarantine Duration (Week Day)
drop-down

Pualicy Mewi Palicy -

Quarantine Duration |WeekDay) Wednesday -

Quaranting Duration Time

LUAMTIMNE TIMES Saturday

Monday, 0:00-18:45 Sunday Rer

«  Enter the quarantine time duration time the selected quarantine day in the '‘Quarantine Duration Time' fields
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Quarantine Duration | WeskDay |

(Quarantine Duration Time: € To D

e Click the 'Add' button below

Repeat the process for scheduling more quarantines. The scheduled quarantines will be listed below 'Quarantine
Times'

Wednesday, 3:00-12:00 Remave

Friday, 0000-12-30 Remoue

Sunday, 0:00-23:59 Remave
A—

Now, the secured items configured for the selected policy will be automatically blocked from opening on the
endpoints in the group.

« To remove a quarantine schedule from the list, click the 'Remove' link beside it
«  Click the 'Save' button
The new endpoint group will be added and displayed in the list.

T S, CORADDD Administraton N =
ANageme L ile - Grow PS5 Test Drganization Seect Ovgantzation :
Page:1
I HAME POLICY APUTER COUN
Defaudt
| ushaze |
Star Ecnn

The added endpoint group will now be available for adding endpoints into it. Refer to the section 'Assigning
Endpoints to Groups' for more details.

6.2.2. Edit Endpoint Groups

The Central Management Console allows administrators with appropriate privileges to edit or delete endpoint
groups. Please note that you cannot delete a group which contains endpoints. To delete an endpoint group, you
have to first move the endpoints to another group or delete them from the list. You can only delete a group that has
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no endpoints in it.
To edit an endpoint group, click '‘Computers Management' on the left and then 'Groups' below it:

e | waowe [3] [E]

+  Click on the name of the endpoint group that you want to edit

Management Con Group Properties

Log Filter

:
GROUP NAME [¥! Activity Log

¥ mstall ¥l uninstall [¥] Upgrade
Default o o

¥ mppsStart @] Network Changed ¥ switchOut

¥ switchin ¥ ExitApplication ¥ Integrity Check

Failed

Star Ecom
Storec (+] ThreatLog

[¥] FakeCertificate [¥] RemoteDetected [¥] MalwareTerminated

Group Purchase

Description For users in the purchase department
Policy Mew policy v
Quarantine Duration (WeekDay) Monday -
Quarantine Duration Time To 18:45

QUARANTIMNE TIMES

Sunday, 0:00-23:59 Remove

=l
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The 'Group Properties' screen of the selected screen will be displayed.

«  Edit the details as required. The 'Group Properties' screen is the same screen displayed for creating a new
endpoint group. Refer to the section 'Creating a New Endpoint Group' for more details.

«  Click the 'Save' button to apply your changes.
To delete an endpoint group

You cannot delete a group in which endpoints are available. To delete an endpoint group, you have to first move the
endpoints to another group or delete them from the list. You can only delete a group that has no endpoints in it.

Click on the name of the endpoint group that you want to delete from the list
»  Click the 'Delete Group' button at the bottom of the 'Group Properties' screen

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 92



COMODO

Creating Trust Online®

. x
Group Properties
Log Filter
Activity Log
Install Uninstall Upgrade
AppStart Network Changed SwitchOut
Switchin ExitApplication Integrity Check
Failed
Threat Log
FakeCertificate RemoteDetected /| MalwareTerminated
Group Purchase
Description For users in the purchase department
Policy Mew policy hd
Quarantine Duration (WeekDay) Monday -
Quarantine Duration Time 830 To 18:45
QUARANTIME TIMES
Sunday, 0:00-23:59 Remove
= =N
o ——

A confirmation dialog will be displayed.

Delete Confirmation

JAre you sure want 1o delete the record(s)?
This action cannot be undone!
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»  Click 'Delete' to confirm removal of the endpoint group
The endpoint group will be removed from the list.

[.Policies

The 'Policy Management' interface allows administrators to configure security policies that can be deployed to
endpoint groups. Each policy consists of a set of secure apps that run inside the Secure Box environment on the
target endpoints. Additional settings such as root certificate checks, keyboard protection and desktop isolation can
be applied to each app. You can add multiple secure apps to a policy in three different modes:

*  URL Mode - The specified URL will be run inside the Secure Box environment. For example, you can
specify a bank website that is used by your customers or endpoint users.

«  APP Mode - The specified endpoint application will be protected by Secure Box. For example, you could
specify a payment processing application on a POS terminal.

»  Folder Mode - Specific folders or even entire drive partitions can be protected. Items located inside the
protected folder or drive will be run inside the secure environment.

Each policy can be applied to different endpoint groups, but each group can only have one policy at a time. If you
want a policy to be applied to a single endpoint, you must still create a group for it.

A policy can be applied to a group during group creation or by editing it. Refer to the section Managing Endpoint
Groups for more details on selection of policy to be applied to a group while creating it.

Once a policy is applied to a group, all secure apps configured in that policy will be pushed to all endpoints in the
group. If a policy is edited, for example to add new secure apps, the changes will be pushed to all endpoints in the
groups to which the policy is applied during the next polling cycle.

Click the following link for more details:

* Managing Policies

7.1.Manage Policies

The Secure Box Central Management Console allows administrators with appropriate privileges to configure policies
as per organization requirements. The polices then can be assigned to endpoint groups. Please note that for an
endpoint group only one policy can be assigned at a time. However, you can add multiple secure applications for a
policy, such as multiple URLs, applications and folders. Refer to the section 'Creating a New Policy' for more
details.

To manage polices, click 'Polices Management' on the left:
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Policies Management - Table of Column Description

Description

Policies The name of the policy. You can edit the name and description of the policy by clicking
on the name. The number below the name of the policy indicates the number of
components added to the policy. Refer to the section 'Editing a Policy' for more
details.

Components Displays the secured items available for a policy. You can edit a secure application of
the policy by clicking on the name. Refer to the section 'Editing a Policy' for more
details. The 'Add New' link allows you to add a new secure application for the policy.
Refer to the section ‘Creating a New Policy' for more details.

Creation Date The date and time of policy creation by the administrator

Sorting option
Sorting the entries

Clicking on the 'Policies' and 'Creation Date' column headings sorts the entries based on the ascending/descending
order of the entries as per the information displayed in the column.

The interface allows an administrator with appropriate privileges to:
« Create a new policy and add secure applications

» Edit a policy and its secure applications

7.1.1. Create a New Policy

The 'Policies Management' section allows administrators to configure new polices and add secure applications to
them as per organizational requirements. Though you can assign only one policy at a time to an endpoint group, you
can add multiple components (secure applications) to a policy, each of which will be added to all endpoints in a
group.

To create a new policy, click 'Polices Management' on the left and then the 'Add New' button

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 95



Comodo SecureBox ManagemenE__Qonsdé"’-f/\fa?hi_r_y:__,..Guide COMODO

Creating Trust Online®
/

o /"_'-- ‘“i'.

SEcunEﬁ Management Console : Policles Management

Add vam
et Wl s

Add aw
Sy Prode: fed Chpen Cibos Wiilerane Segpre Prolected Open Office Wiier for Slones sxe

Add baw
Srryrm tE g

L, User Bdminksration Rdd Kaw

0 Abmn

The 'Policy Properties' screen will be displayed:

. . X
Policy Properties

Policy Mame Purchase Group

Description For computers in Purchase Group

e =B =5

«  Enter the name for the policy in the 'Policy Name' field

«  Enter an appropriate description for the policy in the 'Description'’ field
+  Click the 'Save' button
The policy will be added and listed in the screen.
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Management Console - Policies Management Test Organization L

Page:1

CREATION

POLICES COMPONENTS DATE
DEMO Add New 10/716 229
5 Secure comodo noframe.exe Secure comodo.exe Secure putty.exe Secure powershellexe Secure protectedfolder.exe PM
Default Add New N2315134
1 Secure WU exe PM
Finance Depart Add New 2{8N612:32
ment Secure Protected Open Office Writerexe Secure Protected Open Office Writer for Stores exe PM
2
FolderTest Add New 9/23[16 139
1 Secure test folder.exe PM
HDFC Add New 2[10/16 11216
6 Secure SBlLexe Secure HDFC Bank Loginexe Secure How Stuff Works.exe Secure Tutorial exe Secure Suspicious Files.exe Secure Currency Converter.exe AM
PDM_POLICY Add Naw N6 337
5 Secure NOTEPAD exe Secure comodo.exe Secure AnyDesk exe Secure testfolder exe Secure test exe PM

urchase Group Add New 22171204
0 PM
Security Depart Add New 92316136
ment Secure WU.exe AM
1
Test Policy Add New 12/29/15 2:23

The next step is to and configure the secure application(s) for the policy. Click the 'Add New' link under the
'‘Components' column.

The 'Application Policy Properties' screen will be displayed:
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Application Policy Properties

Type* APP mode b
[] Download Path

App Name* App File Name - Browse
App Directory™ App Path Add

SECUREAPPS  MAMAGEMENT  SETTINGS  ENCRYPTIOM  FILTERING  ADVANCED

Product Mame* Protection

Root Cert Check
Catego

el Antilnjection

board Protection
lcon Path Choose File Browse Key

Copy/Paste Protection
Logo Path Choose File Browse Desktop Isolation
[] Vendor Server Generated

Remote Check m
[] shal Server Generated

[] SetOpen Secure Application Password
Open Password

Open Password Confirmation

[ show Password

e =3

You have the option to use an existing policy as a base to create a new policy. Refer to the section 'To create a new
policy using an existing policy as a base' for more details. The following steps explain how to create a new policy.

«  Select the type of secure application that you want to add from the Type' drop-down
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Application Policy Properties

| import
Type* | APP mode ®|

URL mode

[] Download Path

Folder mode

There are three types of secure applications:

*  URL Mode - The specified URL will be run inside the secure box environment via the configured
browser automatically when the secured application is launched. Refer to 'Configuring a Secure URL'
for more details.

- APP Mode - The specified application on the Windows endpoints will be protected by Secure Box. The
secured application can be configured to open only in the SB environment. Refer to 'Configuring a
Secure APP' for more details.

» Folder Mode - A specified folder or an entire partition in the drive can be protected. The items opened
inside the protected folder or drive will be run inside the secured environment. The secured item can be
configured not to run outside of CSB. Refer to '‘Configuring a Secure Folder' for more details.

Configuring a Secure URL
«  Select 'URL mode' from the "Type' drop-down
+  Enter the URL that you want to secure in the 'URL Path' field

Application Policy Properties

Type* URL mode =

URL Path* frttps:,meu.hanknfameﬁca.cnmd

SECUREAPPS  MAMAGEMENT  SETTINGS  ENCRYPTIOM  FILTERING ~ ADVANCED

Each secure application allows for a more granular configuration through the sections below it. The parameters in
the sections differ depending on the Type' of mode selected. Refer to 'Configuring Granular Secure Box
Application Settings' for more details.

Configuring a Secure APP

«  Select 'APP mode' from the "Type' drop-down

«  Enter your app's name in the '‘App Name' field (this should have .exe extension). Alternatively, click the
'Browse' button, navigate to the location of the application and click the 'Open’ button. Please note that the
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'Vendor' and 'SHA1' fields (should be selected) will be auto-populated in the 'Secure Apps' section if you
select the '‘Browse' method. If you want to define the 'Vendor' and 'Sha1' fields manually, then enter the app
name. When the application is run, CSB will check if the admin defined vendor and SHA1 values match
with its own. The app will be allowed to run only if there is a match. The drop-down in the field allows you to
select Word, Excel or Powerpoint apps. If any of this selected, then there is no need to enter app name and
app directory below, since they will be configured automatically.

- Enter the full path of the application that you want to secure in the 'App Directory' field. You can also enter
search parameters here. For example, to search the folders for the app, enter 'search: C:\Programs\... '
without the quotes. The path of applications support system variables. For example, C:\Users\%username
%\app\app.exe. Click 'Add'. Repeat the process to add more paths if the application might be installed on
different locations on different endpoints.

«  Download Path - If some of the endpoints do not have the configured app, then enable this option and enter
the download path of the application. If the application is not installed on the endpoints it will be downloaded
and installed during the secure application launch.

Application Policy Properties
[ import |
Type* APP mode -
Download Path pache_OpenOffice_&13_Win_x86_install_en-US.exe/download
App Name* swriter.exe - Browse
App Directory* App Path Add
APP PATH
[APP]C:\Program Files (x86)\0p... Edit Remove
SECURE APPS MAMAGEMENT SETTINGS ENCRYPTION FILTERING ADVANCED

The app (bundled with vendor name and SHA1 values, if selected) with its path will be added and listed below it.
Repeat the process to add multiple apps for the secure application. To remove an application path, click the
'Remove' link beside it. Each secure application allows for a more granular configuration through the sections below
it. The parameters in the sections differ depending on the "Type' of mode selected. Refer to 'Configuring Granular
Secure Box Application Settings' for more details.

Configuring a Secure Folder
«  Select 'Folder mode' from the "Type' drop-down
«  Enter the full path of the folder that you want to secure in the 'Protected Folder' field
The path of folders support system variables. For example, C:\Users\%username%\Desktop\folder_name
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Application Policy Properties

&

Type Folder mode bt

Protected Folder® C\Users\Administrator|Desktop|bank_statements

SECUREAPPS  MAMAGEMENT  SETTINGS  ENCRYPTIOM  FILTERING  ADVANCED

Each secure application allows for a more granular configuration through the sections below it. The parameters in
the sections differ depending on the Type' of mode selected. Refer to 'Configuring Granular Secure Box
Application Settings' for more details.

Configuring Granular Secure Box Application Settings
By default, the 'Secure Apps' tab will be selected. Click the links below to go straight to the required settings tab:
« Secure Apps

+ Management

»  Settings

»  Encryption

» Filtering

» Advanced
Secure Apps Tab

The 'Secure Apps' tab allows you to configure basic information and protection settings for the secure application.
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Application Policy Properties

&

Type URL mode bt

URL Path*

SECUREAPPS  MAMAGEMENT  SETTINGS  ENCRYPTIOM  FILTERING ~ ADVANCED

Product Name* Protection

Root Cert Check
Catego

gory Antilnjection

board Protection
lcon Path Choose File Browse ey

Copy/Paste Protection
Logo Path Choose File Browse Desktop Isolation
Default Browser Internet Explorar

Remote Check m
Encryption Key CCETTDZ2SEER146D2

[] SetOpen Secure Application Password
Open Password

Open Password Confirmation

[ show Password

L=

Policies - 'Secure Apps' Tab - Table of Parameters

Parameter Description
Product Name Enter the name of the secure application.
Category Enter an appropriate category name for the application.
Icon Path The icon is used:

« As the symbol of the secure application
«  On the splash screen when the secure application starts
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« As the start menu image for the secure application when a logo is not
configured

Supported format for the icon is .ico. Click the 'Browse' button, navigate to the location
where the icon is stored and click 'Open'.

Logo Path The logo is used:
«  On the 'blocked page' dialog
«  On the remote connection' warning dialog

« As the start menu image for the secure application. If a logo is not configured
then the icon will be shown instead.

Supported format for the log is .png. Click the 'Browse' button, navigate to the location
where the logo is stored and click 'Open’.

Default Browser This will be available only for 'URL mode'. Select the browser from the drop-down
which will be used to open the secured URL. The options available are Internet
Explorer (IE), Comodo Dragon, Portable IE8/9 and Comodo Ice Dragon browsers.

If you choose Internet Explorer, you can configure advanced settings for IE-based
secure applications. You can also add a pre-installed website certificate for the URL
specified in the secure app, in order to compare it with the certificate obtained from the
website. For more details, Refer to the explanation of Configuring Advanced
Settings for IE Based Applications, under this table.

Encryption Key This will be available only for 'URL mode'. This is used for validating an endpoint that is
connected with CMC. The validation process includes sending encrypted values from
the endpoint such as CMC generated machine ID, time stamp, Extra ID of the machine
and so on. The values are encrypted using the encryption key and sent to the CMC via
X token parameter in the http header. CMC decrypts the value and if found they are
from a validated endpoint and coming from CSB, CMC allows it to connect to the
configured URL. By default, an encryption key, which is 16 bytes in length, comes built-
in with CMC. However it is advisable to change the encryption key in frequent intervals
for safety.

Vendor Applicable for 'App mode' only. If this is enabled and details filled, then only application
produced by this vendor is allowed to run in the secure applications. If 'Browse' option
is used to fill the 'App Name', then the vendor name, if available, will be auto-
populated. You can also enter the details manually. CSB will check the vendor details
when the app is run, and only when this matches with defined value, the application
will be allowed to run.

To get the vendor information of an executable file, check its properties -> Digital
signature -> Details -> Singer information -> Name.

SHA1 Applicable for 'App mode' only. If 'Browse' option is used to fill the 'App Name', then the
SHA1 values, will be auto-populated. You can also enter the details manually. CSB will
check the hash values when the app is run, and only when this matches with the
defined value, the application will be allowed to run.

Folder Advanced Applicable for 'Folder mode' only. Click this to configure advanced settings for the
protected folder.
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Folder Advanced Settings

| Only run signed applications

¥| Blotk outside process from access file in protected floder

Allowed Files(E.q * ba * exe)

«  Only run signed applications - If enabled, applications signed by code signing
certificates by vendors only will be allowed to run.

«  Block outside process from access file in protected folder - If enabled, outside
processes will be denied access to files in the protected folder. This is
enabled by default.

» Allowed Files - Allows you to configure to open files with the set extensions
only. Enter the file name with the extension. You can also add extension with
wildcard so as to allow opening all files with the configured extension. If no file
is specified, then all the files in the secured folder will be allowed to open.

«  Click the 'Add' button to add the files to the 'Allowed Files' list.
« To delete a file, click the 'Remove' link beside it.
«  Click the 'Save' button to apply your changes.

Set Open Secure If selected, administrators can configure a password to open the secured item.
Application Password

Open Password Enter the password that should be used to open the secured item.

Open Password Enter the same password to confirm.

Confirmation

Show Password If selected, the password will be displayed in the 'Open Password' field.

Protection Settings

Root Cert Check If enabled, the secured application will check for the root certificate. By default, CSB
will compare with the Microsoft Trusted Certificate list. If required, the root certificate
list can also be customized from the 'Management' tab.

Anti-Injection If enabled, the secured application will be protected from malware injection.
Keyboard Protection If enabled, the secured application will be protected against keyboard sniffing
Copy/Paste Protection If enabled, the copy/paste operation cannot be done between the secured item and

Windows desktop application

Desktop Isolation If enabled, the normal Windows desktop will be isolated when the secured item is in
operation. The user can switch between the desktop and the SB environment, by
clicking the 'Switch to' button in the task bar.

Process Scan If enabled, Comodo Secure Box will check all running processes with Comodo's File
Look-Up Server (FLS) before the secure application starts. The FLS database contains
the latest virus signatures. You have the option to automatically terminate any
malicious processes which are discovered. Click 'Advanced' to view the scan options:
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Scan option

W Scan in Background
Detect unsafe process

® Detect and terminate unsafe Process

«  Scan in Background - Process scan will be done in the background during
secure application launch.

« Detect unsafe process - Unsafe processes will be detected and a warning
message will be displayed before the secure application launches.

« Detect and terminate unsafe process - Unsafe processes will be detected and
terminated before the secure application launches.

Remote Check If enabled, remote control applications will be detected and blocked for the secured
item. You can exclude some remote applications by clicking the 'Exclusion’ button.

Select Remote

TeamViewer
‘Windows Remote Deskiop
Bormigar

Logmein

«  Select the remote application that should be excluded
«  Click the 'Save' button.

»  Click 'Save' for your settings to take effect
Configuring Advanced Settings for |E Based Applications

Administrators can configure additional security settings for URL Mode applications that are set to open in Internet
Explorer (IE).

«  Click the 'Advanced' button that appears beside the 'Default Browser' field after selecting 'Internet Explorer'
from the drop-down

The IE Advanced Settings interface will open:
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IE Advanced

Default

Enable ActiveX

Default

IE "Turn on Pop-up Blodker’

Default

[] Add-On And Extension

O Trust following URLs
Trust urls

Preinstalled certificate(s)

Choose Certificate

Password

Parameter

Don't prompt for client
certificate selection when
only one certificate exists

Don't prompt for client certifcate selection when only one certifcate exists

Browse

'Advanced IE Settings' - Table of Parameters

Description

If the secure app requires client authentication to access a site, Internet Explorer will
ordinarily ask the user to choose the client certificate they want to use - even if only
one certificate exists. You can change this behavior to the following:

+  Default - The default setting in IE will apply

«  Enable - If only one client certificate exists, |E will automatically select it and
will not show a prompt to the user.

 Disable - IE will always prompt users to choose the client certificate they wish
to use - even if only one certificate exists.
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Enable ActiveX Allows you to enable or disable ActiveX controls on the website accessed through the
secure app. The available options are:

+  Default - The default setting in IE will apply
«  Enable - ActiveX controls will be forcibly enabled for the website
« Disable - ActiveX controls will be forcibly disabled for the website

|E "Turn on Pop-up Choose whether to allow or block pop-up windows displayed by the website. The
Blocker' available options are:

+  Default - The default setting in IE will apply
«  Enable - Pop-up windows will be forcibly blocked

+ Disable - Pop-up windows will be allowed irrespective of the The default
setting in IE

Add-on and Extension By default, Secure Box disables all add-on and extensions in IE. To enable them, you
have to add their GUID in the field below.

The GUID of an add-on can be found in its properties (IE > Manage add-ons > right
click on the add-on > select 'more information'). GUID = CLASS ID.

To selectively allow Add-ons and Extensions
«  Enable the 'Add-on And Extension' checkbox

«  Enter the CLASS ID of the extension you wish to allow and click 'Add":

# Add-On And Extension

D ON AND EXTENSIONS

[lanokkfnphbbitfpoffpasikokdgeal R

»  Repeat the process to add more allowed extensions/add-ons
« To delete an item from the list, click the 'Remove' link beside it.

Trust following URLs Add a list of trusted websites to the secure application.

If the security level setting of IE (‘'Tools' > 'Internet Options' > 'Security' Tab) at an
endpoint is set to 'High', IE will block all websites other than those in its trusted
websites list. If you want some websites to be accessed by the IE based secure app,
even if the |E is set to 'High' Security level at the endpoint, then add the URLS of the
websites to "Trusted URLS' field.

To add trusted websites
+  Select the "Trust following URLs' check box.
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7| Tiust following URLs

19268 55.36 Bemoye

W, trustme com Remove

«  Enter the URL/domain name and click the 'Add' button.
»  Repeat the process to add more trusted URLs
« To delete a URL from the list, click the 'Remove' link beside.

Pre-installed certificates | Allows you to install existing client certificates into the IE certificate store. This allows
users to continue to authenticate themselves to websites when accessing via a Secure
Box app.

Some websites, for example banking websites and online shopping websites, require a
client certificate to be installed on the user's browser for two-factor authentication. The
client certificate is usually provided by the website operator. A user's client certificate
can also be obtained by exporting it from their browser's certificate store and saving

in .cer format.

Administrators can add these certificates to the IE Advanced Settings component of
the secure app configuration.

Once the secure app is pushed to the endpoint, the certificate(s) will be installed,
allowing the user to access the website from within the secure app. Once installed, the
certificate also serves for authentication when the website is accessed outside the
secure app.

To add a pre-installed certificate
«  Download the certificate from the website and save it in .cer format

«  Click '‘Browse', navigate to the location of the certificate file, select the
certificate and click 'Open'’

The certificate file will be added

«  Enter the password to be used for installation of the certificate in the
'Password' field and click 'Add'

»  Repeat the process for adding more certificates

»  Click 'Save' for your settings to take effect.
Management Tab

The administrators can upgrade CSB to latest versions using the Central Management Console, which is convenient
and easy. However, if the organization has a strict network environment or if the CMC is down, the admins can
configure the local server and upload the latest CSB versions here so that the endpoints can upgrade to latest
versions from the local server.

+  Click the 'Management' tab.
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Application Policy Properties

Type” URL mode -

URL Path®

MANACEMENT

Lo Server
Upgrade Server porad:
Secure Application Path
Upgrade Sequre Application
Instzller Path R
Force Upgrade
Trusted Certificates List I
FLS URI
CAM LIR
Diragan Path

Upgrade using COMODO Server first

Policies - '"Management' Tab - Table of Parameters

Parameter Description

Log Server Enter the IP of the log server address where the CSB logs will be stored. This will be
auto-filled if the global log server setting is configured in the 'Preferences' section. Refer
to the section 'Configuring the Management Console' for more details.

Upgrade Server Enter the IP address of the local server in which the latest CSB versions must be
uploaded by the admins. For example, 172.0.2.61. This will be auto-filled if the global
upgrade server setting is configured in the 'Preferences' section. Refer to the section
'Configuring the Management Console' for more details.

Secure Application Path | Enter the path of the secure apps in the upgrade server, for example, csb/secureapps or
csbllicenses. Secure applications will be updated from this path if CMC is not available

or down.
Upgrade Secure If this option is enabled and if there is a new version of secure application is available
Application provided in the 'Secure Application Path' field, then the secure application will be

updated when it is opened. If it is disabled, the secure app will not be updated.
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Installer Path Enter the path of the CSB installation files in the upgrade server, for example,
csblinstallers.

Force Upgrade If a new version of CSB available and the path is specified in the 'Installer Path', CSB
will be updated automatically when any secure application is run. If disabled, users will
get a prompt dialogue when running a secure app that a CSB update is available.

Trusted Certificates List | CSB verifies the root certificates using the Microsoft Root Certificate list. You can
customize the root certificate list for verification. Enter the path of the root certificates
stored in the upgrade server. For example, csb/root/authrootstl.cab

FLS URI Enter the URL of the FLS. The FLS scan is performed in this redirected location, which
mostly is pointed to Comodo's FLS servers.
CAM URI Enter the URL of the CAM. The CAM license check scan is performed in this redirected

location, which mostly is pointed to Comodo's CAM servers.

Dragon Path Applicable for 'URL mode' only. The Dragon browser is customized for CSB. If a newer
Dragon version is available, it can be updated by client. Enter the path of new versions
of Dragon installation files in the upgrade server, for example, csb/dragon

Upgrade using If enabled, Comodo servers will be the first option for upgrading irrespective of the
COMODO Server first | settings done above.

«  Click the 'Save' button for your changes to take effect.

Settings Tab

The 'Settings' tab allows administrators to configure basic settings for the secured item.
«  Click the 'Settings' tab.
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Type* URL mode =

URL Path*

SECUREAPPS  MANAGEMENT  SETTINGS  ENCRYPTIOM FILTERING  ADVANCED

Version™ 1 Start Menu

[] Show Settings
Time Server

(] show Instant Message
User ID L] Collect System Information

[ Post Feedback To
Integrity Check Allowed Anyway ~

[] Show My Secure APPs
Lock Time{minute) 0 =

] My Favourite Web
Auto Closed Lock Taskbar
[ AutoStart Block Prsom Secure RDP
[ Prevent Offline Access Auto Install . - m

Secure R
Single Instance Mode L] Prevent
. Application
[] Download Prevention Minimize
[ IE Single Process Mode Full Screen
IE Mo Frame Merging Private Mode
[ Save Protection [] Use defaultdata
Show Switch Button folder
Show Keyboard
Button
Protect Hosts
File

Policies - 'Settings' Tab - Table of Parameters

Parameter Description

Version Enter the version number for the secure application. This determines the whether the
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secure app is up-to-date or not. The secure app on the endpoints will the check the
upgrade server for the latest version and update accordingly. This is applicable only
when the upgrade server details are configured in the 'Management' tab.

Time Server

Enter the time server details for synchronizing the time among the systems, which is
used for HTTP authentication time stamp. This will be auto-filled if the global time
server setting is configured in the 'Preferences' section. Refer to the section
'Configuring the Management Console' for more details.

User ID

The 'Customer ID' that can be found in the 'About' page. This is applicable only when
the upgrade server details are configured in the 'Management' tab.

Integrity Check

When a secure application is started, CSB will check the system environment for
running the secure application safely. For example, CSB keyboard filter priority in the
filter list. If the integrity check is failed, that CSB keyboard filter is not in the first priority,
CSB will act per the option chosen. There are three options available:

+  Allowed Anyway - The secure app will be allowed to start
«  Block - The secure app will not be allowed to start

«  Prompt to user - A warning message will be displayed for the user to decide
whether to allow or block

Lock Time (minute)

This field specifies the timeout in minutes to lock the Windows desktop if there is no
user action. Enter '0' to disable this option.

Auto Closed If enabled, the secure application will be closed automatically if the last window in it is
closed.
Auto Start If enabled, secure application will be launched during the Windows OS start.

Always Open itin CSB

Applicable for '"APP mode' only. If enabled, the secure application will always run in
CSB only irrespective of whether the application is opened directly or a file that opens
through the application. For example, if you create MS Word application as a secure
app and deploy it, all the word files will open in Secure Box only whether opened via
MS Word or double clicked on a word file.

Prevent Offline Access

If enabled, the secure application is not allowed to start if network connection is not
available.

Single Instance Mode

If enabled, only one instance of the secured application will open. If opened again, the
secure application will show the already opened application.

Download Prevention

Applicable for 'URL mode' only. If enabled, files cannot be downloaded from the
Internet.

|E Single Process Mode

Applicable for 'URL mode' only. If enabled, IE runs at single process mode in CSB.

|E No Frame Merging

Applicable for 'URL mode' only. If enabled, IE can run both inside and outside the
secure app at the same time. The user will be able to run IE outside the app
separately, even if the browser is running inside the secure app.

Save Protection

If enabled, users cannot save the content of the web pages to their local machines.
Currently only IE is supported for this feature.

Show Switch Button

If enabled, the button to switch between secure application and desktop will be
displayed inside the Secure App window.

Lock Taskbar

If enabled, the task bar is locked when the secure application is run.

Block PrScrn

If enabled, no print screen is allowed in CSB.
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Auto Install If enabled, when the secure application is run on a system without CSB, the CSB will
be automatically downloaded and installed.

Prevent Application If enabled, the secure application window cannot be be minimized.

Minimize

Full Screen Applicable for 'URL mode' only. If enabled, the secure application will open in full

screen mode.

Close Running Application | Applicable for 'App mode'. If enabled, a warning will be displayed if you open an
secure application that is already open before it was made secure. For example, some
endpoints will have notepads already running and you create a secure application to
run notepad.exe and deploy it. If the users try to open the secure application, a
warning will be displayed to close the already running application.

Private Mode Applicable for 'URL mode' only. If enabled, the secure application will open in private
mode.

Use default data folder Applicable for 'URL mode'. If enabled, Comodo Dragon and IE browsers can use
profile data saved in their respective default data folders (running outside SecureBox).
If this not enabled, these browsers will create their own profile data. Username and
password saved outside of SB cannot be auto used in SB.

Show Keyboard Button If enabled, the keyboard button will be displayed in secure application desktop.

Protect Hosts File If this option is selected, the hosts file will not be used in secure applications. This
means secure applications will be protected from host file poisoning attacks.

App Filter Behavior The settings done here determine the action for the 'Allow following applications only'
settings done in the 'Filtering' tab. There are three options available:

«  Allowed Anyway - The configured app will be allowed to start
«  Block - The configured app will not be allowed to start

«  Prompt to user - A warning message will be displayed for the user to decide
whether to allow or block

Start Menu Settings

Show Settings If selected, the 'Show Settings' menu item will be available from the CSB start menu on
the endpoints. On clicking it, the 'View Settings' dialog will be displayed providing
details such as 'Protected Data, Allowed URLs, 'Allowed Applications', Terminated
Process and About'.

Show Instant Message If selected, the 'Send Instant Message' option will be available on the endpoint from
the start menu for the secure application. The end-user can use this option to send
instant messages to administrators.

When an end-user sends a message, a notification will be displayed at the top of the
management console, and the message icon beside the endpoint name will turn green
in the 'Computer' > 'Computer Management' interface. By clicking the icon, the
currently logged-in administrator can view the message. Refer to the Managing
Endpoints section for more details.

Collect System If selected, the 'Collect System Information' menu item will be available from the CSB
Information start menu on the endpoints. On clicking it, CSB collects the basic system information
for troubleshooting to help CSB support team.

Post Feedback To If selected, the 'Post Feedback To' menu item will be available from the CSB start
menu on the endpoints. On clicking it, CSB will send feed back information to a

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 13



Comodo SecureBox Managemen’[__gonsd'e"’?aﬂa?ﬁi_r_y;,..Gu|de COMODO

Creating Trust Online®
/

/

/

specified email address. By default, the information is sent to
secureboxsupport@omodo.com. You can change the email address in the field.

Show My Secure APPs If selected, all the secure applications that have run before will be available from the
CSB start menu as 'Recent Secure Applications'

My Favourite Web Applicable for 'URL mode' only. If selected, the 'My Favorite Websites' menu item will
be available from the CSB start menu on the endpoints.

«  Enter the website address and click the 'Add' button. Repeat the process to
add more websites.

| My Favourite Web

idbd com Hen

hdfcbank.com Remaove

+ To delete a website from the list, click the 'Remove' link beside.
The added websites will be listed under "My Favorite Websites'

Secure RDP Computers that are using secure RDP application will allow RDP connections to it only
via secure applications from other endpoints. You can add IPs of machines that are
installed secure RDP application.

«  Enter the IPs of remote machines with secure RDP application that should be
allowed to taken remotely and click 'Add'".

Secure RDP

T3 BE 1581 Remows

»  Repeat the process to add more computers with secure RDP application.
« Todelete an IP from the list, click 'Remove' beside it.

«  Click the 'Save' button for your changes to take effect.

Encryption Tab

The 'Encryption' tab allows administrators to configure the data folders that will be be protected with "Transparent
Data Encryption'. Files created by secure applications and stored in the configured folder will also be encrypted and
can be accessed by the secure applications with read/write permissions. Non secure applications that access the
encrypted folders have only read permissions. One secure app can secure multiple folders and one folder can be
secured by multiple secure apps as well. Make sure to specify predefined generic names, for example, appdata and
userhome, to work with all Windows accounts.

Click the 'Encryption' tab.
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Application Policy Properties

Type Falder mode -

Protected Folder” cy

SECURE APPS IMANAGEMENT SETTINGS  ENCRYPTION FILTERING

PROTECT DATA

Remove

Set Liser Password
User Password”
User Password Confirmation®
Show Password
Admin Password”
Admin Password confirmation”

Shonw Password

Fore Restart System

Policies - 'Encryption' Tab - Table of Parameters

Parameter Description

Protected Data Path Enter the full path of the folder or drive that should be encrypted and click the 'Add’
button. Repeat the process to add more folders. To remove a folder from the list, click
the 'Remove' link beside it.

Set User Password If selected, you can configure the user and admin password to open the encrypted
folders

User Password Enter the password for the user to open the folder

User Password Confirm the user password

Confirmation

Show Password If selected, you can see the password details while entering

Admin Password Enter the password for the administrator to open the folder

Admin Password Confirm the admin password

Confirmation
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Show Password If selected, you can see the password details while entering

When encryption is enabled, computer should be restarted to enable the encryption
property in the endpoints. If this option is checked, user will not be able to use the

secure application without restarting the endpoint.

Force Restart

Filtering Tab

It is possible to open other programs, visit other URLs and so on from the secured environment. The 'Filtering' tab
allows administrators to define filtering checks when creating a secured application, such as configuring to allow only
certain applications, URLSs to open in the secured environment. You can also configure to allow or not allow USB

devices from accessing the secured application.
+  Click the 'Filtering' tab.
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Application Policy Properties

Typa® LIRL made -

URL Path”

FILTERIMG ADVAMCE

Allow following applcations only
Blocked [P range
Device Block
PID 0 iD 0

Block -

Owrtside Protect Process

App Filter Behavior Prompt to user =

Allowed processes launched from outside of SecureBiog
Allaw following domains onlby

Wiebsite Access Redirection

Policies - 'Filtering' Tab - Table of Parameters

Parameter Description
Allow following If selected, only the added applications will be allowed to open in the secured
applications only environment for the secure application. Depending on the setting configured in 'App

Filter Behavior', the opening of other applications will be blocked, allowed or displayed
a warning to the user.
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«  Enter the full path of the application that should allowed to run and click the
'Add' button. Repeat the process to add more applications.

[#] Allow following applications ooty

APP FILTER
C{Program Files\OpenCifice ong 3\ program)| swriter.exe g

C\Program Files|Mozilla Firefod finefo e

[7] Blocked IP range

« To delete an application from the list, click the 'Remove' link beside.

If selected, the secure application prevents access to the sites with IP in the defined
range.

Blocked IP Range

«  Enter the IP range in the 'From' and 'To' fields and click the 'Add' button.
Repeat the process to add more applications.

¥| BlockedIP range

2152 0612--TT2.152.06.34

1929025 0--19210.25.25

Dewice Blodk

« Todelete an IP range from the list, click the 'Remove' link beside.

If selected, the secure application can be defined to block or allow devices based on
their product ID (PID) and vendor ID (VID) numbers.
«  Enter the PID and VID numbers of the device in the respective fields

Device Block

 Inthe 'Block' drop down, select from the options:

* In-The devices will not work inside the secure application, but will work
in the host system.

18
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«  Out - The devices will work inside the secure application, but will not
work in the host system.

« In & Out - The devices will not work for both the secure application and
the host system.

«  Repeat the process to add more devices.

[# Device Blodk

PID 0 viD o

PID_GSRE-SFCSMID_VO, SN: CABOSZBALOS/0/0 Remove
PID_GSRE-SPCSVID_ VI, Sh: CABOA2SALIOM)0/2 RBemove

PID_GSRE-CSC/ALRMEWID VO, SM CABOS 29ALNHN Bemme

« To delete a device from the list, click the 'Remove’ link beside.

Please note that in order to make the blocked out device to work again in the host
system, the configuration in the secure application should be changed or the CSB
should be uninstalled.

Outside Protect Process | In addition to the protection for processes invoked by the secure application, you can
configure protection for processes for applications running outside the secure
application. This can be configured to protect a specific application or applications
produced by a vendor. If an executable file name is entered, the specified program will
be protected by CSB even when it's run outside of secure application. If a vendor
name is entered, all the programs that are produced by this vendor will be protected
even when they run outside of secure application.

+  Select the 'Outside Protect Process' check box

«  Enter the name of the application that you want to protect, for example,
notepad.exe or enter the name of the vendor whose applications that you
want to protect, for example, [vendor]: Microsoft Corporation, and click the
'Add' button.

«  Repeat the process to add more applications.

[¥] Ouiside Protect Process

notepad exe Femaye

fwender]: Microsoft Corporation S

+ To delete an entry from the list, click the 'Remove' link beside.

App Filter Behavior The settings done here determine the action for the 'Allow following applications only
settings done above. There are three options available:

«  Allowed Anyway - Apps not configured in 'Allow following applications only'
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will be allowed to start
«  Block - Apps not configured will not be allowed to start

«  Prompt to user - A warning message will be displayed for the user to decide
whether to allow or block apps that are not configured.

Allowed process launched | Secure applications prevent outside process to start another process into secure

from outside of Secure application. For example, Windows Explorer may start another application(assume
Box notepad.exe) into secure application. If it's not configured here, secure application will
block this. To add applications that can be started outside SB, enter the full path of the
application and click 'Add'.

o Allowed processes launched from outside of SequreBox

SERVICE FILTEF
[r\Programimyapp. exe Remove

DoyProgram| flipkart exe Remove

« To delete an application from the list, click the 'Remove' link beside.

Allow following domains | Available for 'URL mode' only. The user can open multiple sites from the configured
only browser. You can configure the websites that can be opened from the secured
application. Select the 'Allow following domains only' check box.

«  Enter the website URL that you want allow from the secure application and
click the 'Add" button. Repeat the process to add more domains.

[¥] Allows following domains only

wiww |dbibank_com RETitie

wianwicicibank com Remowe

+  Click the 'Import From Favorite' button to add your favorite websites to the list.
« To delete a domain from the list, click the 'Remove' link beside.

Website Access Available for 'URL mode' only. You can configure to redirect websites that are opened
Redirection in the secure URL app browser to other websites.

«  Select the "Website Access Redirection' check box
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e Click the 'Edit' button

Website Access Redirection

‘Website

«  Enter the website that you want the user to be redirected from in the first field,
for example, www.badsite.com

«  Enter the website that you want the user to be redirected to in the second
field, for example, www.goodsite.com

+  Click the 'Add' button
»  Repeat the process to add more websites

Website Access Redirection

Website

www. badsite com@@www.goodsite com Remove

« Todelete an entry from the list, click the 'Remove' link beside.
«  Click the 'Save' button
The redirect details will be listed in the screen.

[¥] Website Access Redirection

www badsite, com@@www goodsite.com, www devl. com@@wn “

« To remove the redirect websites list, uncheck the "Website Access
Redirection' check box.

«  Click the 'Save' button for your changes to take effect.
Advanced Tab

The 'Advanced' tab allows administrators to define actions to be taken for '‘Root Cert Check' feature. Root certificate
of all SSL connection in the protected application will be verified using a trusted root certificate list added to the
management console. You can also add website certificates here in order to compare it with the certificate in the
secure application. This is similar to certificate pinning that associates a host with their expected certificate or public
key.

Please note that root certificate check and certificate checks are different. Root certificate check is for checking if the
root certificate is in the trusted list and by default it checks the Microsoft Trust Certificate list. You can also configure
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to check against a customized root certificate list from the 'Management' tab > Trusted Certificates List. The
certificate check is used to compare the website information in the added certificate with the secure application
website's certificate and ascertain if they are the same or not.

«  Click the 'Advanced' tab.

Application Policy Properties

Type* APP mode v
[] Download Path

App Name* App File Name - Browse
App Directory* App Path Add

SECUREAPPS  MANAGEMENT  SETTINGS  ENCRYPTIOM FILTERING ~ ADVANCED

Root Certificate Checking
Default action when suspicious root certificate is detected

Show alert -

Default action when invalid website certificate is detected

Show alert -

Choose Certificate Browse

Policies - 'Advanced' Tab - Table of Parameters

Parameter Description
Root Certificate Checking
Default action when The setting done here determines the action for the 'Root Cert Check' feature in
suspicious root certificate | SECURE APPS tab > Protection. The options available are:
Is detected » Show alert - An alert will be displayed to the user

«  Use Tor to bypass sniffers - Switches to Tor network to prevent the endpoint
from malicious attack
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« Ignore - The suspicious detection will be ignored
«  Block - The website will be blocked

Default action when invalid | Allows you to configure the action for an invalid website certificate detection after
website certificate is comparing with website certificates added in the next field 'Choose Certificate’. The
detected options are:

«  Show alert - An alert will be displayed to the user
+  Block - The website will be blocked

Add Website Certificates | The 'Choose Certificate' field allows you to add website certificates in order to compare
and check with the secure application website's certificate.

«  Click '‘Browse', navigate to the location where the website certificate is stored
and click 'Open'.

«  Click 'Add'

Deefault action when invalid website sertificate is detected
Block -
Browse
onlinesbi_cer Remove

«  Repeat the process to add more website certificates

« To delete a certificate from the list, click the 'Remove' link beside.

«  Click the 'Save' button for your changes to take effect.
To create a new policy using an existing policy as a base

CMC allows administrators to create a new policy using the configuration of an existing secure app from a policy.
This feature will be useful to roll out the policy with or without modifications to other endpoints groups per the
organization's requirement.

To import the settings of an existing policy, click the 'Add New' link or on the name of a secure app under
'‘Components' and click the 'Import' button at the top.

Application Policy Properties

Type” APPmode -

The 'Import Exist Secure App' dialog will be displayed.
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Import Exist Secure App
Organizations -
Policy Mame -
Seture Apps -

» Organizations - Lists the organizations available for the account. Select the organization from which you
want to import a policy. Please note this feature will be available for administrators with super admin
privileges only.

» Policy Name - Lists all the policies available in the selected organization. Select the policy from the drop-
down.

«  Secure Apps - Lists all the secured items that are configured for the selected policy. Select the secured
item from the drop-down that you want to import.

+  Click 'OK".

Application Policy Properties

Type* ] -
Dawnboad Path
App Mame® [ 1 - Browise
App Directony”
A
[APFIC-WIndowsisystemiaaicake iz REmone
SECLIRE APPS

The secured item will be imported with all its settings including the product name. You can save it with the same
settings or modify them according to the requirement. This is similar to the process explained for creating a new
policy. Click here to know more about how to configure the settings in the imported policy.

7.1.2. Edit a Policy

The management console allows you to edit a secure application policy so that changes will be applied to the
endpoints in the next polling cycle. Endpoints will contact the management console at the time interval specified in
'Preferences' to check for any policy updates.
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To edit a secure application policy name, click 'Polices Management' on the left and then the policy name that you

want to edit.

SECURE

ore

Management Con

sole - Policies Management

Computers Management POLICIES COMPONENTS
Default Add Naw
1 Sequre WU exe
Reports )
Finance Department Add Naw
. " % Secure Protected Open Office Writer exe
Preferences
. : HOFC Add New
License Information 4 Sequre SBexe
. User Administration New policy Add New
s Users
= Uiser Groups
@ About
The 'Policy Properties' screen will be displayed.
Policy Properties
Podicy Mame Finance Department
Description Palry for computers in finande department

« Ifrequired, edit the policy name and description and click 'Save'. Please note that you can edit the name
and description of the default policies but cannot delete them.

»  Next, click the name of the secure application whose settings you wish to edit:
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The 'Application Policy Properties' screen of the application will be displayed:
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Application Policy Properties

Type’ PP miode -
Download Path
App Mame* 40 File Hame - Browse
App Directory” \op Pat Ads
APP PATH
[4P#]C:\ Program Files| OpenCifi Edit Remoye
SECURE APPS  MAMACEMENT SETTINGS  EMNCRYPTION  FILTERING
Product Mame® Protected Open Orffice Writer Protection
¥ RootCert Chedk
ey + Antiinjection
+ Key d Protecti
ron Bath —— Browess Kayboard Protection
# Copy/Paste Protection

Logo Path th s File Browse ¥ Deskiop lsolation

# Remate Chedk m

#1 vendor

W shal

_| Set Open Secure Application Password
(Omen Password

Open Password Confirmation

Show Password

+ If you change the protected item's settings details, then the 'Product Name' will remain the same, but CSB
will update the secure application for the edited protected item.

« If you change the 'Product Name', then a new security application with the changed name will be created
for the protected item with the same settings.

«  The policy properties screen is the same as that which appears when creating a new secure application for
a policy. Refer to 'Configuring Granular Secure Box Application Settings' for more details about editing
the settings under the configuration tabs.

To delete a policy

«  Click on the policy name and then the 'Delete’ button in the 'Policy Properties' dialog. Please note that you
cannot delete the default policy.
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Policy Properties
Podicy Mame Finance Departrmeant
Description Policy for computers in finance department

= N B

A confirmation dialog will be displayed.

Delete Confirmation

Are you sure want to delete this Policy?
Motes: All components of this policy will be removed permanently
All computer groups which wse this policy will be switched on
Default palicy.

«  Click 'Delete' to confirm removal of the policy. Please note the endpoints which used this policy will be given
the default policy as replacement.

To delete a secure application in a policy
»  Click the 'Delete’ button that is available under all the tabs in the 'Application Policy Properties' screen

=

A confirmation dialog will be displayed.

Delete Confirmation

Are you sure want todelete the recond(s)?
This action cannot be undone|

=S =

«  Click 'Delete' to confirm removal of the security application

8.Configure the Management Console

The 'Preferences' section allows administrators to configure language, timezone, password expiry intervals, endpoint
settings, reports, notifications and more.

To configure preferences, click 'Preferences' on the left:
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Tl COMODO Administra
SECURE|: 1} ¢ Aanagement Console : Preferences rognnsyy | Storgmaten [0
iy Home General Save Changes
B Pobie Management
Tmamne Awalstanbul -
ke Reporis
Fasswond Expiration Days 90

B License inforration
Unieachalie Endpoint Disalie -
Ls  User Adminstration Tima Larut [Unit)

Preferences Settings - Table of Parameters

Parameter Description
General
Language Select the console language from the drop-down. Currently only 'English' is supported.
Timezone Select the management console operational timezone.

Password Expiration Days | The number of days after which the management console password must be changed.
The maximum number of days that can be set is 90 days. Enter the days or
increase/decrease the days from the combo box.

Unreachable Endpoint The unit of time for the 'Unreachable Endpoint Time Value' setting.

Time Limit (Unit) The options available are:
» Disable
* Hours
« Days
o Weeks

Unreachable Endpoint Set whether or not Secure Box protection should be disabled on an endpoint if it does
Time Value not contact the management console for a certain period of time. For example, if this
value is set to "1 Day', then applications will no longer launch in the CSB container if
the endpoint does not communicate for a period of 24 hours. Protection will resume
immediately after communications are restored. Endpoint installations regularly receive
updates from the management console, so administrators may not want the CSB
application to launch if it has not been updated for some time. If you select 'Disabled'
in the drop-down, CSB will continue to operate on endpoints regardless of connection
status to the management console.

Absent Time (Unit) CSB shows an alert icon in the '‘Computers' screen if an endpoint has been

Absent Time Value unresponsive for a period of time.

» Redicon - Define how much time should pass without communication from
an endpoint before the red icon is shown. Icons appear next to '‘Connection’ in
the 'Computers' screen.

*  Yellow icon - Define how much time should pass without communication from
an endpoint before the yellow icon is shown. Icons appear next to
'Connection' in the 'Computers' screen.

For example, if you want to display the red icon in the computer screen for endpoints
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that are not connected to CMC for more than a day, then select 'Days' from the Absent
Time (unit) drop-down in the first box. Then, select '1' from the 'Absent Time Value'
drop-down.

CMC Secure App Only If selected, only secure applications from CMC can be run on endpoints.
Secure applications copied from another policy or created with SAW (Secure
Application Wizard) tool will not be allowed to run on endpoints.

Endpoint Settings

Administrator Password | Enter the password for administrators to open a secure application on an endpoint.
for Open Secure App This works only for secure applications which have 'Open Password' set under the
'SECURE APPS' tab when creating a secure application.

Use Uninstall Password | If enabled, users will have to enter a password before they can uninstall CSB from an
endpoint.

Administrator Password | Specify the password required for uninstalling CSB on endpoints.
for Uninstall Secure App

Report Settings

Remove Reports Older The threat and activity reports for the account will be removed from the server as per

Than the period set here. Select the period from the drop-down after which the reports will
be removed.

Polling Interval Settings

Polling Interval Time Select the frequency at which CSB on the endpoints connects to the management
console to check for updates. Available frequencies range from 15 seconds to 2
minutes.

External Services

Log Server Global Log Server setting, used for the endpoint to send logs to. If it's set, the 'Log
Server' on 'Management' tab will be filled with the global setting when creating a
secure application.

Time Server Global Time Server setting, used for the endpoints to sync-up their system time. If it's
set, the "Time Server' on 'Settings' tab will be filled with the global setting when
creating a secure application.

Secure Box Installer Global Upgrade Server setting, used for uploading latest CSB installation files. If it's

Upgrade Server set, the 'Upgrade Server' on the 'Management' tab will be filled with the global setting
when creating a secure application.

Packages

Available Secure Box Displays the CSB installer versions that has been uploaded to the server. When

Versions enrolling endpoints, the uploaded installers will be available from the drop-down. Refer

to the section 'Enrolling Endpoints for Management' for more details.
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Packages
Avaidable SecureBox Versions
DEFAULT FILEMAME
csh installer Compressmsi (3538R) Remoe
csh installer Compressmsi(362) Famowe
installer msi 0 73 Foemowe

o O

«  To upload the latest CSB installer package, click the 'Manual Upload' button

CSB Package

File Choose File Browse
\ersion

12 Upload for all organizations

- Click '‘Browse', navigate to the location where the package is stored and click
'Open'

«  Enter the version number of the package in the 'Version' field.

»  Upload for all organizations - If enabled, the CSB package will be uploaded to
all organizations in your account.

«  Click the 'Save' button.
» To delete a package, click the 'Remove' button beside it.

« To upgrade CSB endpoints, select the package to be installed and click the
'Upgrade’ button.

The 'Package' dialog will appear
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Package
] Al
[ ] DEMO [] erdem_group
[] Default [ icedragon
] PDM_TEST [] test group
Purchase [] testpdf
[] Star Ecom [] test_folder
[] Stores [] testburhan

»  Select the organization whose endpoints required the upgrade and
click 'Start'

A schedule will be created for the update.

« Ifthere was a problem during installation, or if the application is corrupted or
malfunctioning, select the relevant package(s) and click the 'Repair' button.

The 'Package' dialog will appear

«  Select the organization whose endpoints require the repair and click 'Start'
A schedule will be created for upgrading all endpoints enrolled to the organization for
diagnosis and repair.

E-Mail Notifications

Send E-Mail Notifications

If selected, email notifications to the configured addresses will be sent for the enabled
categories such as threat, activities and licenses.

E-Mail Address(es)

Enter the email addresses of the administrators to whom the configured notifications
should be sent.

Threat Notifications

Send Threat Notifications

If selected, the threat notifications will be sent to the subscribed administrators. Please
note that 'Send E-Mail Notifications' should be enabled for the alerts to be sent.

Configure Threat
Notifications

You can configure the threat notifications by clicking the 'Add New' button in the
‘Threat Notifications' section.
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Threat Motifications

Category Sniffing Attempt
Stahs Enabled -
Threshold FJ

- Category - The name of the threat category. The available categories are:

«  Fake Certificate
»  Remote Detected
»  Malware Terminated

Enter the threat category name in the field. Please note the logs for these threat
categories should be enabled in the endpoint Group Properties dialog.

«  Status - Select whether you want to enable or the disable the notification to
be sent.

«  Threshold - Enter the threshold number of threats or increase/decrease the
value from the combo box for sending the notifications.

«  C(lick the 'Save' button.

The threat categories will be listed.
Threat Notifications

| Send Threat Notifications

CATEGDRY STATUS THRESHOLD

sniffing Attempt Enabled 2

+ To edit a threat category, click on the name and edit as required.

« Toremove a threat category from the list, click the 'Remove' link beside it.

Activity Notifications

Send Activity Notifications | If selected, the activity notifications will be sent to the subscribed administrators.
Please note that 'Send E-Mail Notifications' should be enabled for the alerts to be sent.

Configure Activity You can configure the activity notifications by clicking the 'Add New' button in the
Notifications 'Activity Notifications' section.
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» Action - The name of the action category. The available actions are:

Enter the activity action name in the field. Please note the logs for these events
should be enabled in the endpoint Group Properties dialog.

«  Status - Select whether you want to enable or the disable the notification to
be sent.

«  Threshold - Enter the threshold number of actions or increase/decrease the
value from the combo box for sending the notifications.

«  Click the 'Save' button.
The action categories will be listed

» To edit an action category, click on the name and edit as required.
« Toremove an action category from the list, click the 'Remove' link beside it.
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Activity Notifications

Action AppStart
Stats Enabded -
Threshold i

Install

Uninstall

Upgrade

App Start

Network Changed
Switch Out

Switch In

Exit Application
Integrity Check Failed

Activity Motifications
[#] send Activity Notifications

ALCTION STATUS THFESHOILD

Appstart Enabled 1 REMTHE

License Notifications

Send License Notifications

If selected, a license notification will be sent to the subscribed administrators if the
number of enrolled endpoints in percentage with respect to the purchased license
satisfies the condition in the 'Inform after 'N%' licenses are used'.
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. Select the percentage of enrolled endpoints from the 'Inform after 'N%'
license are used' drop-down.
SMTP Settings - Allows to configure the mail server for sending out notifications
Email Host Enter the SMTP server from which the notification mails are to be sent
Email Port Enter the outgoing port of the SMTP server
Username Enter the username for the email account from which the notification mails are to be
sent
Password Enter the password for the email account
Email From Enter the address to be displayed in the 'From' field of notification emails

Auto-Discovery Settings - Allows to configure 'Active Directory' and "Workgroup' in order to enroll endpoints
within a network

Discovery From The options available are 'Active Directory' and "Workgroup'

If 'Active Directory is selected, provide the following details:
«  Domain to scan - Enter the domain name of the AD
«  Host - The host name or IP address of the AD server

«  Username - The username of an administrative account to access the AD
server

» Password - The password for the account

If '‘Workgroup' is selected, provide the following details:
«  Workgroup Name - Enter the name of the workgroup in the network

Discovery Period Determines the scanning intervals by the management console for auto-discovery in
the network. Select the scanning interval from the drop-down. If 'Disabled' is selected,
then no scanning will be performed.

Code Signing Certificate

The certificate used to sign the created secure applications, so that the secure
application can be authorized to run on endpoints. CSB will check the certificate. Code
signing certificate part is divided into 2 parts: SHA2 and SHA1 certificate. Secure
applications will be signed with both of the certificates if they are configured. SHA1
certificate is needed for secure applications to be used in Win XP.

« To upload a certificate, click the 'Upload' button

Upload Certificate

File hoose Filk Browse
Heystore Password

Cert Password

Upload for all organizations

«  Click 'Browse', navigate to the location where the certificate is stored and
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click 'Open’

+  Enter the Keystore and cert passwords in the respective fields. Normally, the
same password can be used for both.

»  Upload for all organizations - If enabled, the certificates will be added for all
organizations in your account.

»  Click the 'Upload' button.

The certificate will be uploaded and the details will be displayed under the 'Code
Signing Certificate’ section. This certificate will be used for creating a new secure app
each time.
- To revoke the existing code signing certificate, click the '‘Revoke' button.
Please note a valid code signing certificate should be uploaded in order to
sign the secure applications.

«  Click the 'Save' button to apply your changes.

9.Reports

The 'Reports' section provides administrators the details of threats detected and the activity on the endpoints while
running the secure apps. The 'Threats' reports provides the details of threats detected such as malware, fake
certificate and remote attempt. The 'Activity' reports provides the details of secure apps activity that the user has
done on the endpoints such as when the application started, switching in and out of CSB desktop and more.

s:l:unE : Activity Report R - i ol |

Refer to the following sections for more details:
« Threats Report
» Activity Report

9.1.Threats Report

The 'Threats Report' interface provides a comprehensive report of threats that were encountered by the secure
applications. The details include the name of the endpoint and its ID assigned by the management console, the
details of secure applications, when the CSB was installed and more. The report for the threat categories generated

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 136



Comodo SecureBox Managemen’[____(_;onsol'e"’-fﬂa?hi_r_!____,Gu|de coMOoDO

Creating Trust Online®
/

/

/

here for the computer groups depends on the settings configured in the log filter section of the computer group
properties dialog. The available threat categories are:

»  Fake Certificate
»  Remote Detected
»  Malware Terminated

The logs for the selected threat categories will be received by the management console and saved into database.
Reports can be generated for different time periods and the data will be fetched from the database. Report data will
be empty if a threat category was disabled in log filter for the selected report generation period. For example, if you
had disabled 'Fake Certificate’ last week, no data for this category will be available in the generated report for the
period last week. However, data will available in the generated reports for other time periods when the category was
in enabled status.

To view the threat report, click 'Reports' on the left and then ‘Threats Report' below it:

Threats Report

DatpRwgs WS - FEn AT L L [ | m [

W e RMNDOOE  EIDSIEWATRIAFTRRSADEIAERS  DO_WOT TAUST Fddetiss FukeCartiiate DLIFOTIAN  ROM-I-T Wy Winezwn  Pdicesdholasd st dL Xt T

Threat Report - Table of Column Description

Description

Date The date and time of threat recorded on the endpoint

Group The computer group to which the endpoint belongs. Refer to the section 'Managing
Endpoint Groups' for more details.

Computer The name of the endpoint that was detected by CSB on enroliment. Refer to the section
'Enrolling Endpoints for Management' for more details.

Endpoint The ID for the endpoint assigned by CSB on enroliment.

Threat Name The application name which is detected as a threat, for example, AKLT.exe, Windows

Remote Desktop and so on.

Malware Name The malware name, which is the result of FLS scan. But not every threat log has the
Malware name, for example, remote detect is a threat log but it has no malware name.

Threat Category The category of the threat that was recorded on the enrolled endpoints:
»  Malware Terminated - A malware was detected and terminated by CSB
«  Remote Detected - Remote attempt was detected on the endpoint

- Fake Certificate - An invalid certificate is detected when endpoint browses a
website

For configuring the threat email notifications, the name of the threat category should be
provided in the 'Category' row in the 'Preferences' interface > 'Threat Notifications' > 'Add
New' button. Refer to the section 'Configuring the Management Console' for more details.

SecureBox Version | The details of the CSB version that is installed on the endpoints.
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Installation Date The date and time when the CSB was installed on the endpoints
Secure App The name of the secure application for which the threat was recorded.
OS Version The details of the endpoint's operating system.

SHA1 The SHA1 value of the secure application.

Sorting, filtering and searching options

Sorting the entries

Clicking any column heading sorts the entries based on the ascending/descending order of the entries as per the
information displayed in the respective column.

Using the filter option

The threat report can be filtered using the date range and can be further filtered by providing the 'From' and To'
dates. Please note the availability of past reports (up to one year) depends on the settings configured in 'Report
Settings' from the 'Preferences' screen.

+  Click the 'Date Range' drop-down box.

DaleFlarl;el'u"i'eelc! - |

15 10022 P

5 1020PM  Quarter

15 1018 P e

4C 44 IR Piinehace

By default, 'Week' will be selected for the date range and the dates in the 'From' and "To" will be for the last 7 days
and the results displayed.

- To refine the search further, provide the 'From' and 'To' dates by clicking on the combo boxes and selecting
the dates from the calendar.

22 T0BBCFZEEESGCO5EI4EOAZTOTIE TG

2108BCFZEEESGC95ESEDAZTOTIETIG

£10BECFZEEESGCISESLEDAZIOTHOG

The results will be displayed per the dates and the date range selected. For example, if the selected date range is
"Week', the results will be displayed for 7 days or less according to the dates selected.

To export the report

CMC allows administrators to save the generated threat report to your system.

Comodo SecureBox Management Console - Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 138



Comodo SecureBox Managemen[____(_;onsol'e"’-fﬂaﬁi_r_!____,G’uide

/
/

/

Click the 'Export' button (currently only .xlIs format is supported)

-~

You can choose to save the file or open with any spreadsheet application.

Dpening threatlogs.xls
You have chosen to open:

'ﬂ threatLogs.xls

which is: Microsoft Excel 97-2003 Worksheet
from: http://52.6.175.111:8080

What should Firefox do with this file?

() Openwith | OpenOffice Calc (default) -

i@ Save File

[] Do this automatically for files like this from now on.

[ QK ]| Cancel |

Click 'OK'

The file will be saved in your default download location.

Using the search option

Enter the search details of items under any of the columns in the box fully or partially.

The search will begin automatically and results displayed.

9.2.Activity Report

The 'Activity Report' interface provides a comprehensive report of actions that have taken place on enrolled points
for an account. The details include the name of the endpoint and its ID assigned by the management console, the
details of secure applications, when the CSB was installed and more. The report for the activities generated here for
the computer groups depends on the settings configured in the log filter section of the computer group properties
dialog. The available activities are:

App Start - Indicates a secure application is started

Exit Application - Indicates a secure application is closed

Network Changed - Indicates the endpoint IP address changed to another subnet.
Switch In - Indicates the switching in from Windows desktop to the CSB environment
Switch Out - Indicates the switching out from CSB environment to Windows desktop
Install - The CSB was installed

Uninstall - The CSB was uninstalled

COMODO
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»  Upgrade - The CSB is updated to the latest version

+ Integrity Check Failed - Indicates the failure of integrity check when a secure app was launched. When a
secure app is started, CSB will check the secure environment and will produce a log if the check fails.

The logs for the selected activities will be received by the management console and saved into database. Reports
can be generated for different time periods and the data will be fetched from the database. Report data will be empty
if an activity log was disabled in log filter for the selected report generation period. For example, if you had disabled
‘Network Changed' last week, no data for this activity will be available in the generated report for the period last
week. However, data will available in the generated reports for other time periods when the activity log was in
enabled status.

To view the activity report, click 'Reports' on the left and then 'Activity Report' below it:

DAY APk

SEI:IJIIE A e Activity Repart

Activity Report - Table of Column Description

Column Description

Date The date and time of activity on the endpoint

Group The computer group to which the endpoint belongs. Refer to the section 'Managing
Endpoint Groups' for more details.

Computer The name of the endpoint that was detected by CSB on enroliment. Refer to the section
'Enrolling Endpoints for Management' for more details.

Endpoint The ID for the endpoint assigned by CSB on enroliment.

Secure App The name of the secure application for which the activity is recorded.

SecureBox Version | The details of the CSB version that is installed on the endpoints.

OS Version The details of the endpoint's operating system
Installation Date The date and time when the CSB was installed on the endpoints
Action The name of the activity that was recorded on the enrolled endpoints:

«  AppStart - Indicates a secure application is started
»  ExitApplication - Indicates a secure application is closed

»  Network Changed - Indicates the endpoint IP address changed to another subnet.
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+  SwitchIn - Indicates the switching in from Windows desktop to the CSB
environment

«  SwitchOut - Indicates the switching out from CSB environment to Windows desktop
« Install - The CSB was installed

+  Uninstall - The CSB was uninstalled

« Upgrade - The CSB is updated to the latest version

+ Integrity Check Failed - Indicates the failure of integrity check when a secure app
was launched. When a secure app is started, CSB will check the secure
environment and will produce a log if the check fails.

For configuring the activity email notifications, the name of the activity should be provided in
the 'Action’ column in the 'Preferences’ interface > 'Activity Notifications' > 'Add New' button.
Refer to the section 'Configuring the Management Console' for more details.

SHA1 The SHA1 value of the secure application.

Sorting, filtering and searching options
Sorting the entries

Clicking any column heading sorts the entries based on the ascending/descending order of the entries as per the
information displayed in the respective column.

Using the filter option

The activity report can be filtered using the date range and can be further filtered by providing the 'From' and 'To'
dates. Please note the availability of past reports (up to one year) depends on the settings configured in 'Report
Settings' from the 'Preferences' screen.

«  Click the 'Date Range' drop-down box.

Date Range w-aek‘b -

Day

Month
15 1020 PM Quarter

5 1022 PR

s g e e

= Dk it

By default, 'Week' will be selected for the date range and the dates in the 'From' and 'To" will be for the last 7 days
and the results displayed.

+  Torefine the search further, provide the 'From' and 'To' dates by clicking on the combo boxes and selecting
the dates from the calendar.
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The results will be displayed per the dates and the date range selected. For example, if the selected date range is
"Week', the results will be displayed for 7 days or less according to the dates selected.

To export the report

CMC allows administrators to save the generated threat report to your system.
+  Click the 'Export' button (currently only .xlIs format is supported)

& -

MALWARE HAME THREAT CATEGORY

Remoteletected

You can choose to save the file or open with any spreadsheet application.
i?)ptning activitylogs.xls |
You have chosen to open:
I activityLogs.xls
which is: Microsoft Bxcel 97-2003 Worksheet
from: http://52.6.175.111:8080

What should Firefox do with this file?

i) Openwith | OpenOffice Calc (default) b

@ : Save File

[] Do this automatically for files like this from now on.

oK | — |

+  Click 'OK'
The file will be saved in your default download location.

Using the search option
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«  Enter the search details of items under any of the columns in the box fully or partially.

The search will begin automatically and results displayed.

10. License Information

In order to use the CSB, enroll endpoints, assign polices so as to add secure applications, the organization must
have a subscribed license from Comodo. Administrators can add multiple licenses for an account if the need arises
such as an increase in the number of endpoints to be added. You can also use a single license for multiple
organizations/departments as long as the total number of endpoints is within the licensed limit.

To open the 'License Information' page, click 'License Information' on the left:

=
Pagd

Wlerbi FH ATl -samesblie 1 L] Ve L WaLn

Tetal Livsrpar: 1

License Infanmation

Column

License Information - Table of Column Description

Description

License Key Displays the details of the subscribed license key. Clicking the link will display the full details.
Refer to 'View the details of current license' for more information.

Used The number of endpoints that are installed the CSB.

Total The total number of endpoints that are subscribed for the current license.

Starts Indicates the start period of the license.

Expires Indicates the expiry date of the license.

Status Indicates whether the license is valid or expired.

Warranty The link 'Active' is used to activate a license key. Please note currently this feature is not

supported and will be available in the next version.

Control Buttons

Buy License(s)
Online

Allows to purchase CSB licenses from Comodo via their website. Refer to 'Buy a new
license' for more information.

Add License

Allows administrators to add license(s). Refer to 'Add a license' for more information.

Sorting option

Sorting the entries

Clicking any column heading sorts the entries based on the ascending/descending order of the entries as per the
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information displayed in the respective column.

The 'License Information' interface allows administrators to:
« View the details of current license
+ Add alicense

+ Buyanew license

Viewing your Current License

«  Clicking on the license key link in the screen will display the details dialog

Lend il

Management Console : Licens
License Details

ETIRTEC O Add License /

License Key: 4300f595-f9f1-429f-096a2-Tdbaaaadb04d
ENSE HEY Computers: 50
Starts 11416
43&&535—[‘5‘[1—#29[—5632-?{1@ Expires: ANE&N6
"\..._______
Total Licenses: 1 Subsariber I0: Ted1e61b09
Licensed to: - -
Description:
License Type:
License Status: VALID
Products: secure_box 3m_50ep free
.

The 'License Details' provides more additional information such as 'Subscriber ID', the email address of the account,
'License Type', 'Products' and more.

«  Click 'Ok' to close the dialog and return to 'License Information' screen.

« To delete the license, click the 'Delete’ button. Please note a valid license should be available for the
continued CMC management.

Delete Confirmation

Are you sure want to delete the license?You can't use the endpoint
which register by this license This action cannot be undone!

«  Click 'Delete' to remove the license from the list.
Adding a License

Administrators can add multiple CSB license for the same account if required to enroll more endpoints or renew the
subscription that is expired.
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»  Click the 'Add License' button at the top

Management Console - License Information

D

EMSE KEY

"3
40RO pdd License -
Tatal Licensd

MNew License Key:

e BENGSN

«  Enter the license key that you would have received in the registered email address and click the 'Next'
button.

The license key will be verified and if found valid, the 'Add License' dialog will be displayed.

Add License

Lioense Kiey: edBbeTe-28e0-485¢-a501-0ae4593dd2d9
Computers: 1000

Starts: L2015

Expires. 4206

Subscriber I0; STB5395H

Licersed to: L - .
Description: SecureBoo: 1000 endpoints
License Typs:

License Status: WALND

Products: secure_bax W00ep

«  Click the 'Finish' button

The new license key will be added and displayed:

Management Console - Liense Information St et Chggmiation - E

By Lcensels) Oniine  [EYITLS T £ £ 2> D
Page 1

13,73 £ UTAL TRETS (2L HIRTLE WRARANTY

L1 Db o 1 % e Lt wso

SDMEDTe- 70604853501 ard SN 446 1000 wonts wE v

Total Leanses: 2
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Buying New Licenses
The interface allows administrators to buy new licenses.
»  Click the 'Buy License(s) Online' button at the top

You will be taken to the purchase page at https://accounts.comodo.com/secure_box/management/signup

coMODO Comodo Secure Box

Creating Trust Online

I.a Bignup Informaticn ; @ '\‘.E';]

Comado Sign-Up Page
Flease, select product Tram the list

SecuriBox Fres Trial 50 endponts {50 endpcents) +

e Sered 5 Pur Encoant

50 3 Manths * Fris

Questions? Call Comodo Enterprise Sales at 1-B88-266-6361

Cusieasar INTarmEGon (an * RECMS regquieed Nelds)

Vélen paying by credil cand, The Diling informafion shouwld be esacily as K appeans on pour cedi cand silement For ed® cand verfication, please ansuee Thad your iral and laes name ane eniened a3 fes appear an sow cand

User Datails

+  Select the product from the drop-down, provide the customer information and complete the payment
procedure.

The license key will be mailed to your registered email address and you can also view the details from your account
at https://accounts.comodo.com

The license key has to be entered in the 'License Information' page as explained above.

11.  Management Console Details and
Support

The 'About' screen displays the details of the management console including its version number, customer ID and
also allows administrators to read the End User License Agreement (EULA). It has links to online help guides and
support forums for product support.

To view details of the management console, click 'About' on the left:
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SECURE Management Console : About

Home
secunz@ Comodo SecureBox
Computers Management Management Console
Policies Management Customer ID; 5652c887e4b0534db24bc505
Reports Version: 1.8.397571.98R
Built-At: 2016-08-1817:46 +08
Preferences Built-By: userD
. License Information Copyright © 2016 Comedo Security Solutions, Inc. All rights reserved
v User Administration S |_ =
ATHENE MEid

The lower section of the screen allows to read the EULA, open online help guide and post your queries in the
support forums:

End User License Agreement
+  Click the link and read the EULA fully
Online Help Guides

Comodo's online help guides available at help.comodo.com contains guides for all its products. You can navigate to
the required guide from the main page. To open the CSB help guides from this interface, click the 'Online Help' link.

Support Forums
Find the answers to your questions online at http://forums.comodo.com.
Register at Comodo Forums and join thousands of other users discussing all aspects of our products.

You'll benefit from the expert contributions of developers and fellow users alike and can find answers to any
questions you may have. Join the forums now.

If you are an enterprise, then visit, https://forum1.comodo.com

Email Support

If you are unable to find a solution in either the help guide or the forums, then please email support at
techsupport@comodo.com

Submit a Ticket

You can also submit a ticket by visiting https://support.comodo.com/, the Comodo support web page, an online
knowledge-base and support ticketing system. The fastest way to get further assistance in case you find any
problem using CSB management console.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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