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1 Introduction to Comodo Secure
Internet Gateway

Comodo Secure Internet Gateway (CSIG) is an enterprise web filtering solution that provides comprehensive, DNS

based security for networks of all sizes. The solution scans all inbound and outbound web traffic to provide real time
protection against the latest threats. CSIG also features advanced reporting, custom B/W lists and a granular policy
manager which allows you to create location-specific policies.

Gmseuuru_zmr Ovordow Roponing Configure  Account # Sohup Won "

Racamirg fgant Wb Brading Trend Top Blocked Bornains

ek Tap Blooked Domains From Agonts Ovorall Web Browsing Trend

Features

+  Default rules which provide blanket protection from malware, botnets and harmful sites for networks and
roaming/mobile devices.

«  Website categories which make it easy to create a custom filtering policy.
- Create your own domain blacklists and whitelists.

«  Configure rules so your users can visit websites in a virtual session. Virtual sessions protect the host
machine from attacks from blocked/harmful websites.

«  Fastimport of networks and roaming devices. Local resolvers can encrypt and forward DNS queries from
endpoints to Secure Internet Gateway DNS servers.

+  Advanced reporting grants full visibility of events on your Secure Internet Gateway perimeter.
«  Easy to setup. Just set your DNS servers to Secure Internet Gateway.
Guide Structure

This guide takes you through the configuration and use of Secure Internet Gateway and is broken down into the
following main sections:

« Introduction

+ Purchase a License

+ Login to Secure Internet Gateway

+  Setup Options Explained
«  Tutorial to Add Networks to Secure Internet Gateway
+  Tutorial to Add Roaming Endpoints to Secure Internet Gateway
« Tutorial to Add Mobile Devices

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 3
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»  Tutorial to Deploy CSIG Virtual Appliances

«  Setup Wizard - Add Networks

+  Setup Local Resolver Virtual Machines and Import Sites
+ The Admin Console

« The Dashboard

«  Web Overview
+  Security Overview
+ View Logs
«  Add Networks, Roaming Endpoints and Mobile Devices

+  Add Networks
+ Add Roaming Endpoints
« Add Mobile Devices
+ Manage Imported Sites and Virtual Appliances
+  Add Internal Networks
+ Add Internal Domains
- Manage CSIG Rules

+  Manage Security Rules
+  Manage Category Rules
- Manage Domain Blacklist and Whitelist
- Manage Block Pages
+  Manage Cloud Browser Settings
«  Apply Policies to Networks and Roaming / Mobile Devices

«  Domain Classification Requests

« View Protection Details by Customer
+ Reports

+ Read Testimonials

« View Account Details

1.1 Purchase a License

Two types of license are available for Secure Internet Gateway:
«  Gold - Free for enterprises and MSPs.
«  Platinum - Paid version with several additional features
Click here to compare packages.
The are two ways to obtain a license:

+  Stand-alone customers - Sign-up for a free license at https://cdome.comodo.com/dns-internet-
security.php.

« Comodo One / Itarian / Dragon customers (enterprise and MSP licenses) - Secure Internet Gateway is
automatically activated in your account

Stand-alone Customers:

Sign up for a Gold license
+ Visit https:/lcdome.comodo.com/dns-internet-security.php.
+  Click 'Start Now'

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 4
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«  You are taken to the sign-up page:

SECURE INTERNET
GATEWAY

SIGMUP

Welcome
You're about to start securing your network with Secure Internet Gateway!

Socuro Internat Gotoway providas Waeb Vigibility, Control aond Protection

at the DNS-layer.

* Block Advancead Threats, Phish ng, Malwara and CAC Callbacks
* Create Web Filtering rules using B0+ content catagories
= Enforca Protoction and Web Accoss Policies, on and off natwaork

= Got RealkTime Visibility for all internet connected dovicos

Thie wizard will help you sign up to Secure Internet Gateway under 2
minutas!

Select your company type

s |

already hove an accaunt?

«  Click 'Enterprise' to open the package selection page
+  Click 'Get Started for Free' in the first column:

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 5
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Solect Package

Secure Internet

Gateway Gold

Free

Free up to 300,000 DNS
Requests per Month

Available for Enterprises &
M3Ps

Internal IP/Subnot/IP Block
Basod Policas

Internal IP Based Visibility
&. Monitoring

Encrypt All DNS Traffic
Socure Internot Gateway
DS Resolver Virtual
Applioncos

GET STARTED FOR FREE

Free, No Credit Card

Required

€ Previous

Secure Internet
Gateway Platinum

for Enterprises

24 x 7 x 365 Platinum
Support

Create Internal IP, Subnet,
P Block and Site Basod
Policics

ntermal IP Basad Visibility
& Monitaring

Erncrypt All BNS Traffic
Install Securs Intarmat
Goatewey DNS Resolvas

Virtual Applioncas to your
Sites.

Bypaoss Domains to
Internal DMNS

sorvars{Moadad for Active

Diractory Sitas)

Control DMS Egress Points
of your Networks by Sites
and DNS Sorvors

BUY NOW

1 Month Tricl Option

Gateway Platinum

Secure Internet

for MSFs

24 x 7 x 365 Platinum
Support

v Granularly Control
Monitor & Manago
Multiple Companies from
a Single Dashboard

v Create Intemal IP, Subnet
IP Block and Site Based
Palicas

+ Internal IP Basod Visibility
& Monitoring

« Encrypt All DNS Traffic

+ Install Socuro Intornot
Gatoway DNS Rasolves
Virtual Appliances to your

Sitas

+ Bypaoss Domains to
Internal DNS
Servors(Neoded for Active
Diroctory Sitog)

~ Control DNS Egress Points
of your Networks by Sites

and DNS Servers.

BUY NOW

1 Month Trial Option

«  Next, provide your account details and accept the end user license agreement:

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 6
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Select Package Enter Account Information Done!

Please Enter Customer Details

Email Password Confirm Password

¥ 1 have read and agree to the End User license/Service Agreement

+  Email - Enter your contact mail address. Order confirmations and license keys are sent to this
address. This address doubles up as your Secure Internet Gateway username.

« Password and Confirm Password - Create a passphrase to login to Secure Internet Gateway.
- End user license agreement - Read and agree to the terms and conditions.
+  Click 'Finish'
The license confirmation screen is shown for 5 seconds before the setup wizard starts
+  Click 'Secure my network now!" to start the wizard. See Setup Wizard - Add Networks for help with this.

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 7
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Welcome sigtestchntw@yopmail.com
You're about to start securing your network with Secure Internet Gateway!

Secura Intarnet Gateway provides Web Visibility, Contrel and Protection at
thie DIMS- leyar

* Block Advanced Threats, Phishing, Malware and CSC Callboacks
+ Create Web Filtering rules using B0+ content categorias
* Enforce Protection and Web Acceoss Policies, on and off notwork

* Get Real-Time Visibility for all intermat connected davices

This wizard will holp you sotup Socuro Intormot Gatoway under 2 minutes!

U Secure my network now!

Skip Wizord

RATE US! (&) REPORT ISSUE

+  Click "Skip Wizard' if you plan to enroll your network later.

Purchase a Platinum package
There are two ways to get a platinum license:
« Signup for a new license

«  Upgrade a Gold license - Existing customers can upgrade their license in the Secure Internet Gateway
interface. Open Secure Internet Gateway > Click 'Account' > 'Buy'

The rest of this section explains how to buy a new Platinum license.
Purchase a new Platinum license
+  Visit https:/lcdome.comodo.com/dns-internet-security.php.
+  Click 'Start Now'
+  You are taken to the sign-up page:

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 8
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SECURE INTERNET
GATEWAY

SIGNUP

Welcome
You're about to start securing your network with Secure Internet Gateway!

Socuro Internat Gateway provides Web Visibility, Control and Protection
at tho DNS-layer,

* Block Advanced Threats, Phishi ng, Mahvare and CAC Callbocks
* Croate Web Filtering rules using B0+ content catagorios
on and off natwork

= Enforce Protaction and Web Accoss Pc

* Got RealkTime Visibility for all intormot connoctod dovicos

This wizard will help you sign up to Secure Internet Gateway under 2
minutes!

Select your company type

e | e

alrecdy hove an occount?

+  Click 'Enterprise'
«  This opens the package selection page:

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 9
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Solect Package

Secure Internet

Gateway Platinum
for M5Ps

Secure Internet Secure Internet
Gateway Gold Gateway Platinum

Free for Enterprises

Free up to 300,000 DNS 24 % 7 x 365 Platinum 24 x 7 x 365 Platinum

Available for Enterprises &

Basod Policas

DS Resolver Virtual
Applioncos

GET STARTED FOR FREE

Free, No Credit Card

Required

€ Previous

« Install Securs Intarmeat
Goatewey DNS Resolvas

sorvars{Moadad for Active
Diractory Sitas)

+ Control DMNS Egress Points
of your Networks by Sites
and DNS Sorvors

BUY NOW

1 Month Tricl Option

Requests per Month Support Support

MSPs
v Create Internal IP, Subnet, Granularly Contro
P Block and Site Based Monitor & Manago
! il ' Policics Multiple Companies from
. a Single Dashboard
v Intarnal IP Based Visibility »ing -
el & Monitoring Create Intermal IP, Subnet
_ . . IP Block and Site Based
- Encrypt All GNS Traffic
¥ Intornal IP/Subnot/IP Block - ! ' : Palicas

Internal IP Basod Visibility

¥ Internal IP Based Visibility & Manitoring
. Virtual Appliancas to your :
& Monitoring ' )
Sites. Encrypt All DNS Traffic
¥ Encrypt All DNS Traffic
+ Bypaoss Domains to Install Secure Internot
¥ Secure Internct Gatoway Intarnal DNS Gataway DNS Rasolves

Virtual Appliances to your

Sitas

Bypass Domains to
Internal DNS
Servors(Neoded for Active
Diroctory Sitog)

Control DNS Egress Points
of your Networks by Sites

and DNS Servers.

BUY NOW

1 Month Trial Option

«  Click 'Buy Now' under 'Secure Internet Gateway Platinum for Enterprises'

«  The next step is to provide your account details and accept the end user license agreement.

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 10
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Select Package Enter Account Information Done!

Please Enter Customer Details

Email Password Confirm Password

' Thave read and agree to the End User licensefService Agreement

L 2=V < Choose License

+  Email - Enter your contact mail address. Order confirmations and license keys are sent to this
address. This address doubles up as your Secure Internet Gateway username.

«  Password and Confirm Password - Enter a passphrase for logging-in to your Secure Internet
Gateway account. This also serves as password for your Comodo account

- End user license agreement - Read and agree to the terms and conditions.
+  Click 'Choose License'

The next step is to configure your package and provide your payment information:

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. "
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Secure Internet Gateway Platinum

Select License Period

Monthly Yearly

# of Users

[43]

Total Price ($ 29.38 per user)

$146.90
Credit Card Details
Credit Card No.
Cardholder Name
Cwv Expiration Date
]l A 2019 v

SALES: +1(888)551-1531

+  Select License Period - Choose monthly or yearly

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 12
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+  Number of users - Specify exactly how many users you want to protect.

«  Enter your payment card information and click 'Finish'.

+  You will receive order confirmation and license emails.
You can now login to Secure Internet Gateway at https://shield.dome.comodo.com/login.
Comodo One / Dragon and ITarian Customers

«  Comodo One customers - https://one.comodo.com/

«  Comodo Dragon customers - https://platform.comodo.com/app/login

« |Tarian customers - https://www.itarian.com/

A Secure Internet Gateway Gold license is automatically activated in your account when you sign-up fora C1/
Dragon / ITarian account.

Upgrade to a Platinum license
+  Login to your C1/ Dragon / ITarian account
+  Click 'Management' > 'Applications'

«  Select 'Secure Internet Gateway' then click 'Subscriptions' > ‘Add New Subscription’

Applications

r n
N
COMODO DOME
ehielad
Endpoint Manager Secure Internet Gateway
e -p"h r
ot
Show all hidden modules @

Subscriptions Usage Billing Settings
—
Subscription Lis #+ Add Mew Subscription ’
T ——

I0: Dome Shield GOLD MSP FREE
Tied TRIAL

Details

ITarian License

«  The account username is pre-populated.

+  Enter your C1/ Dragon /[Tarian password and click 'Login'

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 13
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Buy New Subscription Secure Internet Gateway
1. Login Login
LOEI“l =

tester i.'1U}'::|:l'l.1ll cam

Password *

[CTTTTTT
6. Order Summary

+ Activate Selected - Platinum licenses bought via your Comodo Accounts Manager (CAM) account can be
activated for use in Comodo One / Dragon / ITarian.

«  Buy New - Purchase a new Platinum license.

Buy New Subscription Secure Internet Gateway

Subscriptions assigned to this ITarlan Account
oiiny

- ITaran Account You do not have any avallable license to actvate. Plaase continue purchasing by dhicking “BUY NEW' button

¢ Subscription
O 37853Bah- 5072 -4d6c-ad1c-alc3zdeb3abe

m Dorme Shield GOLD M5P

Start Date: 01082020

tomar Information

mesd OpLions

& Order 51 Imimary

+  Select the number of users you require and the term of the license:

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 14
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Configure Subscription

o
5 Amount of Users | 4 + Users

3. Configure Subscription

4 Cur er Infor 1 L] 250 EHE 1000 2500 5000 gre ] 25600 10GE3000

$20.38 $2578 $21.02 $16.20 £14.98 £14.40 $13.82 31318 31260
T Peruser  peruser peruser  peruser  Peruser  per user  Peruser  peruser  per user

Select Period

1 manth 3 months| 6 months 2 years 3 Wears

£29.38 per 4 users for 1 year = $117.52

$117.52

+  Click 'Next' and complete the customer information form.

Buy New Subscription Secure Internet Gateway

Customer information
1. Logmn

2. [Tarian Account Company Name
anfigure 5 ription testersa]

4. Custorner information

Company Website Phone Number *

5. Paym

12234567
BF SUMMmMary

Street Address * Street Address 2

City * country *

State or Provinoe Postal Code *

Billing Information

o The same as Contact Information

Terms and Conditions
| have read and agres the Erd Lser License/Senice AFresment,

Fac m

«  Agree to the terms and conditions and click 'Next'

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 15
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«  Complete your payment details

Buy New Subscription Secure Internet Gateway

FRODUCT LICENSE PERIOD FULL PRICE
pome Shiskd Platinum for MSR(1-99 Uisers) 1 Year $117.52
TOTAL F117.52
yment Optio
Credit Card Mumiber VISA -

-
Card Holder Name Expiration Date -

o ¥ o

When paying by credit card, the biling Information should be exactly &5 it appears an your
credit card statement. For credit card verification, please ensure that your first and last name
are entered a5 they appear on your card.

+  Click 'Next' to place your order. Your license will be added to your account.

«  The next step is to activate the new license
+  Click 'Management' > 'Applications'
«  Select 'Secure Internet Gateway' then click the 'Subscriptions' tab
+  Click 'Add New Subscription'
«  Enter your C1/Dragon / [Tarian password and click 'Login'
+  The Secure Internet Gateway licenses added to your account are shown as a list
«  Select the new license and click 'Activate Selected'

Compare Secure Internet Gateway Packages

Secure Internet Gateway - Package Details

Feature Gold Platinum Platinum
-Free - For Enterprises For MSPs
Enterprises & MSPs
Control, monitor & manage multiple x x v
companies
Create internal IP, subnet, IP block and x v v

site based policies

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 16
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Secure Internet Gateway - Package Details

Feature Gold Platinum Platinum
-Free - For Enterprises For MSPs
Enterprises & MSPs
Monitoring of internal IPs x v v
Encrypt all DNS traffic x 4 v
Resolve virtual appliances to your sites. x v v
Bypass domains to internal DNS servers x v v
(needed for Active Directory sites)
Control DNS egress points of your x v v
networks by site and DNS server.

All packages include the following:

Anycast DNS

Protection against advanced threats

Stop malicious domain requests and IP responses
Off-network protection

Enforce policies & gain visibility

Customizable block pages

Real-time, full customizable reporting

Protect mobile devices (i0S and Android)

Domain filtering

Use real-time updated Threat Intelligence of Comodo Threat Research Labs
Multi-office & roaming user protection

24 x 7 email support

DNS Requests Limitation for Licenses

Platinum License

+  Unlimited DNS requests
+ Gold license

«  DNS requests are capped at 300 K per month for the account. Account = requests from all your
endpoints/networks.

«  DNS requests are mainly used up by first-time requests to external sites. Subsequent requests for
the same site are handled by the local cache until TTL expires.

+  Requests to the Secure Internet Gateway Portal are not included in the 300 K limit.
«  The request count is reset to zero at the beginning of each month.
+  Once 300 K limit is reached within a month:
«  You need to upgrade to Platinum license to continue the service.
- After this point the request count will not be reset to zero at the beginning of each month.

Click here for more information about CSIG license package details.

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 17
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1.2 Login to Secure Internet Gateway

You can login at the stand-alone portal, or via the C1/ Dragon/ ITarian portal.
Stand-alone portal
This applies to enterprise customers who bought a license from https://cdome.comodo.com/.
«  Login at https://shield.dome.comodo.com/login and select 'Secure Internet Gateway'

Sign in to Secure Internet Gateway.

Please fill in the credentials to sign in.
Login with:

@ S | ONE

Username

Write your usarnamea hare

Password

Write your password hore

« Username and password are case sensitive. Make sure you use the correct case.

Comodo One / Dragon / ITarian Portal
«  Login to your C1, Dragon or [Tarian account:

«  Comodo One customers - https://one.comodo.com/app/login
«  Comodo Dragon customers - https://platform.comodo.com/app/login

+ ITarian customers - https://lwww.itarian.com/app/msp/login
+ Username and password are case sensitive. Please make sure that you use the correct case.
«  Click 'Applications' > 'Secure Internet Gateway' to open the CSIG interface.

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 18
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g iR s s Endpoint Manager

Patch Management

Customer: All RMM

Device Management

Help Actions .
Procedures
Endpoint Protection

‘ o Service Desk
Help Guides Secure Internet G';teway

CRM

cWatch

1.3 Setup Options Explained

There are three alternative ways you can setup Secure Internet Gateway protection:
1. Setup wizard

«  Click 'Setup Wizard' at the top-right of the interface to get started
+  Follow the steps to add your networks
«  Click here for help with the wizard

2. Manual

+  Click 'How-to" at the top-right of the interface

«  There are four tutorials - add networks, add roaming endpoints, add mobile devices and how
to deploy local resolver virtual appliances.

3. Install local resolvers

+  You install a local resolver (LR) as a virtual appliance on the network

+  Once deployed, your networks will be automatically imported to Secure Internet Gateway
«  The resolver will forward public DNS queries from your endpoints to CSIG DNS servers

«  The resolver method offers some key advantages over the 'direct’ methods

+  Click here for help to setup the local resolvers

1.3.1 Tutorial to Add Networks to Secure Internet Gateway

+  Login to Secure Internet Gateway

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 19
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+  Click 'How-to' at the top-right to open the tutorial menu:

EASEMTE‘E#"IERW Overview Reporting Configure  Account # Satup W Testrnonial:

SETUP GUIDE

A~
-

Set up your roaming endpoints to Secure Internet
Cateway

set up your network to secure Internet Gateway

Tip: Suggested for route
Tip: Suggested for covering endpoints behind routers with

CICar

Y

dynamic IP addrassaes or roaming corporata laptops.

+  Click the network icon on the left to open the network setup guide:

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 20
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CHAMNGE YOUR DNS SETTINGS

1. Add Metwork 2. 50t DNS 3. Create Policy 4. Analyze

Step 1) Select Which Network to Protect

Before starting to use Secure Internat Gateway for sacuring your network, you
must select which network(s) you want to protect. Secure internet Gatoway
applies global sacurity rules for your entire network with easze, using Comodo’s
SgcureDNS infrastructure.

You can find out your ip by typing “what's My IP" into search enginas or just
copy from below. Please chock whether this IP is cormect

Step 2) Add Your Network to Trusted List

To add your network go to: Configure » Objocts » Notworks

Click Add Mew Network, give your Network a name and paste the IP oddress
above. You can add as many networks as you want and create granular

policios,

4 Provious Noxt
[ Next3 |

There are four main steps in the tutorial:
«  Add Network - Import your network to Secure Internet Gateway.

+  Set DNS - Configure your Domain Name System (DNS) server, router or firewall to use the Secure Internet
Gateway DNS service.

«  Create Policy - Add content filtering rules and domain black/whitelists for your network.
«  Analyze - View traffic trends on your network.
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1.3.2 Tutorial to Add Roaming Endpoints to Secure Internet Gateway

« Login to Secure Internet Gateway
+  Click 'How-to" at the top-right to open the tutorial menu:

+  Click ‘Setup your roaming endpoints...”:
m#ﬂw Ovorviow Roporting  Configure  Account # Setup Wizo "' Testirmonials

SETUP GUIDE

—~
-

Sot up your reoming endpoints ta Secure Internet
Gateway

Y

v Suggested for covering endpoints behind routers witl

Sat up your network to Secura Internat Gateway

Tip: Suggostod for routors [rotweorks with stotic 1P

addrosses

dynamic IP addresses or reaming conporate laptop:

There are four steps in the tutorial:
« Download & Install Agent - Enroll roaming devices
+  Anti-Tampering Password - Prevent unauthorized removal of the SIG agent from roaming devices
«  Create Policy - Add content filtering rules and domain black/whitelists for enrolled devices.

+  Analyze - View traffic trends on enrolled devices.
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CONFIGURE AGENT

. Download & Install Agent 2. Anti-Tampering

Password

3. Cracte Policy 4. Analyze

Stap ¥ First, go to Configure -» Objects -» Rooming Devices page and click "Downlood Agent” button locoted

at the top-right of tha poge.

@ s R . E

1.3.3 Tutorial to Add Mobile Devices

+  Login to Secure Internet Gateway
+  Click 'How-to' at top-right then ‘Protect your mobile devices'”:

mm{ﬂ“ Cwerviow  Reporting  Configure  Account f‘-*'-'-'-ll:-'r\'-EC'-'-:s'. rnnials

L
L

Sot up your netwark to Secura Intarnot Gatoway

Tip: Suggested for routers/networks with static P

addrossos

Protect Your Mobile Devices

Tip: Protect your i0S and Android davicos via VP

Tip: Sug

_— (]

St up your reaming endpolints to Securs Intarnat
Gateway

tad for covaring endpoints behind routers with

dynoamic [P addressas or roaming corporate loptops

Deploy Secure Internet Gateway Virtual Appliances

Tip: Crodte Intarnal IPfsubnet Bosod policies and visibility

(=) REPORT ISSUE

+  The tutorial explains how to add mobile devices to CSIG.

«  See 'Add Mobile Devices' if you need help to complete the wizard.
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PROTECT YOUR MOBILE DEVICES

Step 1) Go to Configure page and select "Mobile Devices"...

B SN i gty Corfpure Revs ’ - P
STV — PAST—

step 2) Click "Add New Mobile Device button located at the top-right.

1.3.4 Tutorial to Deploy CSIG Virtual Appliances

«  Login to Secure Internet Gateway
+  Click 'How-to' at the top-right
+  Click ‘Deploy Secure Internet Gateway Virtual Appliances’:
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mﬁ‘ér,—-‘.—rsﬂ - Cwerview Reporting  Configure  Account # Sotup -.".'|r::'- Testirmonial

SETUP GUIDE
v L —
Sot up your network to Secure Internet Gateway Set up your reaming endpelnts to Secure Internet

Goteway
Tip: Suggested for routers/networks with static 1P
addresses

Tip: Suggested for covaring endpoints behind routers with
dynamic IP oddresses or rooming corporate loptops

Daploy Secure Internet Gateway Virtual Appliances
Protect Your Mobile Devices

pc Croate intarnal IPfsubnet bosed policios and visibilit

Tip: Pratoct your K05 and Androld dovicos via VPN

RATE LIS!

(=) REPOHT ISSUE

+  See 'Setup Local Resolver Virtual Machines and Import Sites' if you need help with the wizard.
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HOW TO DEPLOY SECURE INTERMET GATEWAY VIRTUAL APPLIAMCES

A, Introduction

* What Are Secura Intermat
Gateway Local Resolver Virtuwaol
Appliances & How Do They
Wark?

Why Should | Use Comodo
Secure Internet Gateway Local
Resolvers?

B. Prequisites

* Proquisites

C. Deployment Guidelines

* Intro

Rodundancy

# Multiple DNS Egress - Single DNS

Egress

D. Deploy Sacura Internet
Gateway Local Resolver

%

What Are Secure Internet Gateway Local Resolver Virtual Appliances & How Do
They Work?

Comodo Secure Internet Gateway Local Resolver Virtual Applances ff:iL'L."l., ro Internat
Gateway LRs) are virtual machines that are compatible with VirualBox, ViMware ESXi and
Windows Hyper-V hypervisors. Acti ng as conditional DNS forwarders, Comodo Secure
Intarnat Gateway Local Resolver Virtual Applionces forward public DNS queries to Secure
Intarnat Gataweay's global DNS sarvers, while encrypting and authentication DNS data to
enhanca security, and recording the internal IP addrass of the client that DNS raquest is

recaived from

When launched as DNS forwarders on your netwaork and 'CQIGiC'QCl to Secura Internat
Gatewdy Portal, Secure Intermat Gateway VAS ara diGr: ayed as objects in Secura Internet
Gatewdy Portal to be usad in rules and policias for your network Lasthy, since Secura Intarmneat
Gatewdy VAS ara able ta racord the internal IP info of DNS requeasts

n your natwork, theay
provide you with the option to trock down loga for each intermal IP in your network.

[
-—
Dl it

1.3.5 Setup Wizard - Add Networks

«  The setup wizard lets you quickly enroll your networks to Secure Internet Gateway.

- Ifyou haven't yet added a network then the wizard will start automatically after logging in.

+  You can also start the wizard at any time by clicking 'Setup Wizard' at top-right:
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Ei‘?r"ﬁﬂ'ﬂ"" Owerviow Reporting  Configure h::u-:-,-‘. to o Testimoniak

SETUP WIZARD 4_'__'__,__‘——'—'_'-'_'__
| [Eef')

Welcome licencetype(@zippiex.com
You're about to start securing your network with Secure Internet Gateway!

Socure Internat Gotowaoy provides Web visibility, Control and Protection at
thia DNS-layer.

Block Advancad Threats, Phishing, Mahvare and CEC Callbacks
Crogto Wb Filboring rulos using B0+ contont cotogornios
Enforce Protection and Wab Access Policies, on and off natwork

Gat Real-Teme Visibility for all internet connacted davicas

Thig wizard will halp you setup Secura Intemal Gatoway under 2 minutes!

0 Secure my network nowl

Skap Wizord

RATE U151 ~4) REPORT IS5

+  Click 'Secure my network now!"
Step 1 - Add your IP Address

SETUP WIZARD

o 2 3

Add Your Natwork
Please enter IP Address of your Network
IPv4 Address | FQDN Select Company
19212.3/24 vtigar

Yiou can continue with your Public IP or add anather IP | you prefer so.

€ Pravious

Skip Wimond

IP Address / FQDN
« By default, this shows the public IP of the network from which you are connecting. This network is
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automatically activated after initial enroliment.

« You can also add the IP address of a different network you want to protect. Enter the network IP address or
fully qualified domain name in CIDR notation.

«  Secure Internet Gateway can accept network prefixes from /24 to /32.

«  Any IP you add here will be automatically activated for protection. Make sure you are able to change
the network's DNS settings to Secure Internet Gateway, as explained in step 3.

+  CSIG also supports dynamic IP addresses. You need to download the 'Windows Dynamic [P Updater’
agent and install it on a network endpoint. See '‘Add Networks' for more information.

Select Company - MSPs only. Select the customer organization for which you want to enroll the network.
«  Click 'Next' to configure rules for the default policy.
Step 2 - Configure Rules for your Policy

Configure security and website category rules for the default policy. These will be immediately applied to the network
on enrollment.

SETUP WIZARD

(%5

.9 A

Following Threats will be blocked*: Following Website Cotegories will be blocked*:
(:I Fhitshing (:l Bruta Falcan/Sconneg {:I Tastakass & Ofansive (:I Achdt Content
(:J Batreat [ C & C Sarvers (:] Driver by Downloods ‘:] Il Software ‘:) Nudiny
(:] hMalwaonme Domaing () Spyware {:] agol Drugs [:] Fomogrogy
D W (:I Cryptominers (Bitcoin Rekoted) (:l Alsalal £ Tabased (:I Dty

Sk Wiz

+ Allrules are enabled by default. You can enable / disable rules here as required.

+ If you are unsure, then a good rule of thumb is to just leave everything enabled. This will give you
maximum protection, and you can easily modify the settings later if any issues transpire.

+  You can modify the policy later by clicking 'Policy Settings' in the left-hand menu. See 'Manage
Security Rules' and 'Manage Category Rules' if you need help with these areas.

Click 'Confirm' to apply your policy.
Step 3 - Change your DNS Settings
Change your DNS addresses to following CSIG addresses:

« Preferred DNS server - 8.26.56.10
« Alternate DNS server - 8.20.247.10
Click 'Yes, My DNS is set to CSIG' once you have done this:
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SETUP WIZARD

Add Your Network Confirm Rules for your Policy Changea your DNS

We are ready to secure your traffic!

Set your DNS to Secure Internet Gateway to Complete Setup!

Primary DNS Secondary DNS
8.20247.10

Yes, My DNS is Set to Secure Internet Gateway! +

Will do it latar

That's it. You have now added a network to Secure Internet Gateway.

SETUP WIZARD

Add Your Network Confirm Rulas for your Policy Change your DNS

CONGRATULATIONS!

Your network is now secured by Secure Internet Gateway!

Wht slga can you secure and control with Secura What alsa can you apply on these objacta?
Intarneat Gatawdy?
* Wob-Filtering rules basod on B0+ catogorios
= Notworks ; .
+ Blacklists and Whitelists to create exceptions
* Internal IPz/Subnets and IP Blocks : o . .
: b : * Wob-Protoction Policios with 20 cotegorios
= BA lindows Roamir 5
C and Windows Roaming Laptops « Custom Biock Pages
+ |05 and Androld Smartphones/Tablets

L LTI ELEE @ Go to Configure Page
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«  Click 'Configure' > 'Objects' > 'Networks' in the CSIG interface to see all networks that you have added.

«  Note - To support dynamic IP addresses, you need to download the 'Windows Dynamic IP Updater' agent
and install it on a network endpoint. See 'Add Networks' for more information.

Next, see the following items for help with specific areas:
+  Manage CSIG Rules
- Add Networks, Roaming Endpoints and Mobile Devices
«  Apply Policies to Networks and Roaming / Mobile Devices
«  The Dashboard

1.3.6 Setup Local Resolver Virtual Machines and Import Sites

«  Thelocal resolver VM is an alternative method of importing networks to Secure Internet Gateway. The
feature is only available with Platinum licenses.

+  The resolver is deployed as a virtual machine on your network and will forward public DNS queries to
Secure Internet Gateway DNS servers.

«  The network will be automatically imported to Secure Internet Gateway after you deploy the resolver.
«  The resolver method offers some key benefits over the 'direct’ method of the wizards:

Benefits:

«  DNS data is encrypted in transit, enhancing your network security.

+  The resolver records the IP address of the client from which the DNS request originated. These addresses
are included in Secure Internet Gateway logs and reports, which gives you insight into the browsing
patterns of your endpoint users.

+  You can apply different policies to internal IP addresses and sub-nets, giving you granular control over the
network

«  See Add Internal Networks for more on defining internal address blocks for different policies

+ You do not need to install agents on endpoints. You just need to change the DNS settings on the endpoint
to point to the resolver's local IP address.

+  Local resolver virtual machines require minimal configuration (only one CPU and 1GB of RAM) to process
millions of DNS queries.

Best Practices:

+  For high-availability, we recommend you deploy two local resolvers for each network you import. You can
configure the resolvers in a master-slave relationship. If the master fails, the slave will continue to forward
queries to Secure Internet Gateway DNS.

«  Master and slave resolvers should be implemented on separate servers/hosts.

+  If you have multiple DNS egress points from separate sites, you will need to deploy separate pairs for each
site of the same office/environment.

Minimum System Requirements:
« Avirtual machine application (VMWare, VirtualBox or Hyper-V)
+  One virtual CPU
« 1024 MB of RAM
« 7 GB of disk space

Important Note: For high traffic sites, we recommend 2 virtual CPUs and 2048 MB of RAM for each VA. A high-
traffic site is one that receives more than 500 DNS queries per second.
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The rest of this section explains how to install the local resolver VA's
Setup the Local Resolvers

- Step 1-Download the Setup File

»  Step 2 - Setup the Master Virtual appliance

«  Step 3 - Register the Master VA

- Step 4 - Setup the Slave VA (Optional)

»  Step 5 - Configure DNS Settings in the endpoints to point to the Local Resolvers
Step 1 - Download the Setup File

«  Login to Secure Internet Gateway

+  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'

+  Click 'Download Component' at the top-right

m\rﬂgﬂmr Overview  Report coount # setup Wizord B How-to oY Testimoniaks

= Sites & Virtual Appliances @ How to Deploy Vas B Register Componenf & D-.;-.-.-r-lr:nq‘{uJCmnpnncm
k- Varsion Actions
Virtuol applionees
=
DOWNLOAD COMPONENTS b4
Download Virtual Appliance for VmWare Setup with VMware/VirtualBox
EsxifVirtualBox
Download Virtual Appliance for Hyper-V Setup with Hyper-V
Mote: We recommend you to deploy 2 VAs for each Site to ensure high-availability for your LRs.
Check How To Deploy to start!

The resolver VA can be setup on virtual machines like VMWare, VirtualBox and Hyper - V.
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+  Click the 'Download' button beside the VM application you want to use
+  The setup package will download in .zip format

«  The package contains an OVA or HYPER-V file depending on the VM you chose. The package also
contains a text file with login credentials to access the appliance.

Step 2 - Setup the Master Virtual appliance
+  Copy the package to the hosts on which you want to setup the appliance.
«  Extract the package.
« Install the virtual appliance.
The CSIG interface contains tutorials to help you install the VA on VMWare, VirtualBox and Hyper-V.
«  Click Configure > Objects > Sites & Virtual Appliances
+  Click 'How to Deploy VAs'

G GATEWAY | Crarviow I7‘*’-“1-"\3”'C?"--'I-II“l #notup Weord BHow-to © Testimoniots

IE Sites & Virtual Applioncos

@ How to Doploy Vas )8 Ragister Componont & Downlood Componant

~ gozde

[l Balarlk #

i Marmne Type " Slarlus version Actions
1 DENEME Local Raschar ID036 166 Inactiva 020 -]

v gozde-ds
v LeBron

¥ name

The instructions page explains how to install the VA on VMWare, VirtualBox and Hyper-V:

HOW TO DEPLOY SECURE INTERNET GATEWAY VIRTUAL APPLIANCES

A Introduction What Are Secure Internet Gateway Local Resolver Virtual Appliances & How Do They Work?
* What Arc Sccure Intomct Gotocwaoy
Locol Resslyer Yinuol Applonces &

Haw Do Thay Work? i

Carmada Sacurs Intormot Go ol Rasohair ViFtual App

: thiat are carmportit rtucalBoo, W Hypar-y bype

conditional DS farsordaers, Sooure Intermt Go irtusal Appli farm ihlic

Why Shouid | Usa Comoda Seours :
i muthantication DNS dota to

Aterret Sateway Lecal Resclvars? DMS gueries 1o Secure iMermnat Gotewoy's global DS 5

anhance sacurity, ond record g tha internal IP oddrass of the pat im recoived from.

B. Prequisites
Whien launched os DNS forworder stared to Securs Intamaet Cotewoy Portal, Secura
nat Gotewory Portal to be

ara able to record the internal IP info of DS

5 on your natwork ond reg

- Pragquisites

Intermet Gateway Vas are displayed os objects in Secure Int d imrules and

@ intarnat

palicias for your network. Lastly, sin

C. Deployment Guidelines

requests in your natwork, thay provide you with the option to trock down logs for aach intarmal IP in your
& e rr—
#* Recdundarcy
® Multiphs ONS Egress - Single DNS Egress e e e e e e e e St e Ee e st SR H TR et @.
H H
D. Deploy Secure Internet : = i
' .
Gateway Local Resolvers H - — :
. U e -
i \ ™ . —
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Configure the Local Resolver

«  Start up the VA once installation is complete.

]

buntw 16.04.4 LTS localresoluer ttiyl

localresoluver login:

@ - S M 0§ [#) right Control

+  Login to the appliance with the username and password in credentials.txt. This file is in the VA package you
downloaded.

buntu 16.04.4 LTS localresoluer ttiyl

localresoluer login: shield_Ilr

assword

.ast login: Hon May 28 10:19:721 +03 2018 on ttyl

elcome to Ubuntu 16.04.4 LTS (GHUALinux 4.4.0-119—generic xB86_64)

= Docunentation: https: - help.ubuntu.com
= Management : http=s -~ landscape .canonical .com
= Support: https i 2ubuntu . consaduvantage
<hield_lr@localresolver:™5 sudo su
[sudo] password for shield_lr:

@ i @ @ @ E 3} @ @ Right Cantrol

+  Run the 'sudo su' command and enter the root password contained in the 'credentials.txt'. This gives you
root access.

Run 'Ir-gui' command as shown below to open the resolver configuration screen:
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buntn 16.04.4 LTS localresoluer ttyl

localresoluer login: shield_Ir

assuword :

.azt login: Hon May 28 10:19:71 +03 2018 on ttyl

elcone to Ubuntu 16.04.4 LTS (GHU-Linux 4.4.0-119-generic xB6_64)

= Docunentation: https:is-help.ubuntu.comn

= Management : https:i-~landscape.canonical .com
= Support.: http=s: svubuntu . comsaduvantage
=hield_lrBlocalresolver:™5 sudo su

[sudo] password for shield_lr:
'oot@localresolver : shonesshield _lr# 1r_gui

The resolver configuration screen opens.

/]

Dome Shield Local DNS Forwarder Configueation

Hame: Local DHS 1:
Local DHE 2:
This name will appear on Dome Shield UT.

Local domains must be set from
Gateway: Dome Shield UI.

Hode : MASTER _ Local Resoluer ID:
348867cB-5ffb-11e8-8794-080027f2a893

Status:
We put status info here.

G ) 0P o & [ 3 [#] right Control

LR Configuration Screen

Form Element Description
Name Type a label to identify the master VA. This name will appear in the Secure Internet
Gateway interface after registration.
IP Assign an IP address to the local resolver.
Netmask Enter the LR netmask
Gateway Enter the IP address of the network gateway.
Mode Select 'Master' if this is the first resolver on the network.
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Local DNS 1 and Local | Enter the IP addresses of the primary and secondary DNS servers in the network.

DNS 2

Local Resolver ID Make a note of this ID string. You need this to register the resolver and import the
network into Secure Internet Gateway. See Step 3 - Register the Master VA for more
help.

Status Progress of the VA setup process.

+  Configure the parameters, select OK and press 'Enter’

Your configuration is saved.

¥

Dome Shield Local DNS Forwarder Configureation

Hame=: SHIELD _LE Local DHS 1: 10,100,129 .100
Local DHS 2: 192 168 .0.26

This name will appear on Dome Shield UT.

IP: 10.100.136.153

Hetmask: £55.255.255.0 Local domains must be set from

Gateway: 10.100,136.1 Dome Shield UI.

Hode : MASTER Local Resoluer ID:
348867c8-5ffb-11e8-8794-080027 f2a093

Status:
Succeszfully Setup. Go to Shield UT.

B e ) [ & (3] right control

The next step is to register the LR with Secure Internet Gateway.
Step 3 - Register the Master VA
«  Login to Secure Internet Gateway

«  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances
+  Click 'Register Component'
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mwﬂﬁl’ Overview Roport - coount # Setup wizard EHow-to o) Testimoniala

Downlood Componant

iE sites & Virtual Appliances @ How to Daploy Vaf [ Registor Componont

& Mama Type P Varsion Actions

Mo Fata Available

Sites & Virual Appliances

ADD LOCAL RESOLVER X

Enter Registration ID of the Component

If you have installed 1LR for your site, enter its registration ID. If you
have installed more than 11R, you can enter Registration ID of any
of them as others will automatically be retrieved into your site to
provide high-availability. Read more about it here.

Enter Site Name

Type a new Site name you want your LRs to be assigned.

Select Company

Select the company you want the Site and its LRs to be assigned.

Unclear? Please check How To Deploy @

again!
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'Add Local Resolver' dialog - Table of Parameters

Form Element Description
Enter Registration ID of the The local resolver identity string generated for the resolver during setup. See
Component the last screen in Step 2 - Setup the Master Virtual appliance if you need
help.
Enter Site Name Type a label for the network you are about to import. The name is used to

identify the network in the Secure Internet Gateway interface.

Select Company MSPs' only.
«  Choose the customer organization whose network you want to import

«  Click 'Save' to register the local resolver and import the network

Click 'Sites & Virtual Appliances' to view the local resolver. You can apply policy to the whole network, or to internal
network segments. See Manage Imported Sites and Local Resolver Virtual Appliances for more details.

Step 4 - Setup the Slave VA (Optional)

+ Install a local resolver Virtual Appliance on a different server/host on the network. The process is similar to
setting up the master LR.

«  Start the VA and open the configuration screen as explained above. Setup the VA as a slave resolver:

Z

Dome Shield Local DNS Forwarder Configuweation

Hame=: SHIELD_LE Local DHS 1: 10,100,123 . 100
Local DHS 2: 192 168 .0.26

This name will appear on Dome Shield UT.

IP: 10.100.136.152

Hetmask: £55.255.255.0 Local domains must be set from

Gateway: 10,100,136.1 Dome Shield UI.

Hode : SLAVE Local Resoluer ID:
Haster IP: 10.100.136.153 348867c8-5ffb-11e8-8794-080027 f2a093

Status:
Succeszfully Setup. Go to Shield UT.

B P S @& [ 3 @] right Control

LR Configuration Screen - Table of Parameters

Form Element Description

Name Type a label to identify the slave VA.

P Assign an IP address to the local resolver.
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LR Configuration Screen - Table of Parameters

Form Element Description
Netmask Enter the LR netmask
Gateway Enter the IP address of the network gateway.
Mode Select 'Slave'
Master IP Appelzars after choosing 'Slave' as the mode. Enter the IP address of the master local
resolver.

Local DNS 1 and Local | Enter the IP addresses of the network's primary and secondary DNS servers.

DNS 2

Local Resolver ID Make a note of this ID string. You need this to register the resolver and import the
network into Secure Internet Gateway. See Step 3 - Register the Master VA for more
help.

Status Progress of the VA setup process.

«  Configure the parameters, select OK, then press 'Enter’
Your configuration will be saved. The resolver will be registered as 'Slave' to the 'Master'.
Step 5 - Configure endpoint DNS Settings to point to the local resolvers

The next step is to configure your endpoints to forward DNS queries to the local resolvers. Open the DNS
configuration screen on your endpoints and use the following settings:

+  Preferred DNS server - IP address assigned to the master LR VA
+  Alternate DNS server - IP address assigned to the slave LR VA

2 The Admin Console

The admin console contains statistics and charts about your protected environment. From here you can add
networks and devices, create security policies, analyze threat data and more.

Gm!E:LErH_EI?EI' Overew FRoponing Configure  Account # Sehap Wen B

Roaming Sgent Wabs Browsing Trend Tep Slocked Dormains

bk Top Blooked Domsains From Agonis Oworall Wob Browsing Trend
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verview - Contains the web an ri
(?asehbo:rdsco tains the web and secu ty ﬁ?i—’ﬁﬁ#‘wr CFIClrLing Coenfigure  Accourt
These are charts and graphs which show browsing |kt i ﬂ (2] "] 108 of P avolableto
trends, security trends, top URL categories and

Top Target Domains

more.

See 'The Dashboard' for more details.

Reporting - View reports on threats detected on
SECURE INTERNET R . ' \
GATEWAY 1 Overvie_Beperting JCorfigure  Accou your assets, security trends, web browsing trends,
and more.

You can choose from a range of preset reports or
create a custom report.

You can schedule reports to be generated at
specific intervals and sent to recipients of your
choice.

Qverall

Ovarall Web Browsing

Cverg

See 'Reports' for more details.

Configure - Add networks and individual BECURE INTERNET _
endpoints to Secure Internet Gateway, and apply GATEWAY | Quarnviow R“‘P‘""”"‘m" "
security policies to them.

+ Policy - Create and deploy policies to Policy = Policies
protected networks and endpoints. Each
policy is made up of security rules,
category rules and/or black/white lists.
See 'Apply Policies to Networks and
Roaming / Mobile Devices' for more
details.

# Paolicy Name

Metworks

+  Security Rules - Create and manage
rules to block websites which host specific threat types. See 'Manage Security Rules' for more details.

«  Category Rules - Create and manage rules to block sites by content type. See 'Manage Category Rules'
for more details.

«  BIW Lists - Create and manage lists to block or allow specific domains. See 'Manage Domain Blacklist
and Whitelist' for more details.

+  Block Pages - Configure pages which are shown to end-users when access to a website is blocked. See
Manage Block Pages for more details.

+  Cloud Browser - Configure virtual browsing sessions and assign to policies. This helps users visit
websites without the need to block them. See ‘Configure Cloud Browser Settings’ for more information.

+  Networks - Add and manage protected networks. See 'Add Networks' for more details.

+  Roaming Devices - Add and protect roaming devices outside your network. See 'Add Roaming
Endpoints' for more information.

+  Mobile Devices - Add and protect Android and iOS devices. See 'Add Mobile Devices' for more details.

+  Sites & Virtual Appliances - Add networks by configuring local resolver virtual machines. See Import
Sites to Secure Internet Gateway by Deploying Local Resolver Virtual Appliances for more details.

+ Internal Networks - Add internal IPs or IP ranges. See Add Internal Sites for more details.

+ Internal Domains - Add internal domains inside the imported site. The local resolvers use local
DNS servers in the network to handle client requests for internal domains. This is instead of
forwarding them to global DNS servers, reducing your bandwidth usage. See Add Internal
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Domains for more details.

«  Customers - View details about customer networks and roaming agents. This section is available for
MSPs only. See 'View Protection Details by Customer' for more information.

G SECUREINTERNET o ic.,, moporting Configu @ Account - View your accour?t details and keep
TEWA : track of DNS requests. See 'View Account

Details' for more information.
ACCOUNT INFO

User Info

semame | Emai

How-to - Tutorials on how to enroll networks and |G usssese . oo o
endpoints, configure rules and policies, and view
reports.

@ mr p— Setup Wizard - Add a network in three steps and
- apply policy.
Wik licsheatype@ippies.com
‘You'ra about to start securing your notwork with Scoure Internet Gatewoy!
Testimonials - Read reviews and comments on @ uemermmer oo s o o - ) I
Secure Internet Gateway given by our valued o o o
customers. e P ety Se I e
= -1 . 1 ] I

Feedback - Send your comments, questions or report a bug.

- E +  Click 'Report Issue' at the bottom of the interface
@ usersnap -

+  Use the tools at the top of the feedback form to mark,
point, highlight or comment on the CSIG interface.

«  Complete the feedback form and click 'Send'

+  Aticket will be created and our support team will
respond to your query.

powered by Liseranap

Rate Us - Click this button and select how likely are you to recommend CSIG to your friends. Also provide your
valuable suggestions to improve the product.
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3  The Dashboard

+  Click 'Overview' in the top-menu to open the dashboards.

«  The dashboard is an at-a-glance summary of your security posture under Secure Internet Gateway.

+  You can use the dashboard’s range of statistics and charts to view vital information about your deployment.
You can also drill-down to further areas of interest.

+  Charts include security trends, browsing trends, roaming devices, most frequently blocked domains, and
more.

The dashboard is divided into two sections:

«  Web Overview - Statistics about the websites visited by endpoints in your network.
- Security Overview - Statistics about security incidents and blocked threats on your network.

SECURE INTERMNET

BGATEWAY Overview Raporting Configure  Account # = [
n 7 3 * 110 8 of 7 ovaicie for poging wiigor T TDays
1DP Tan rgé[ Domains REIDI'V'III‘\Q .ﬂ.gl}l'ﬂ Wekb Brﬂlwﬂil’\g Trend Tﬁp Blocked Domains

i and drag n the plot ares to

MSP customers can view statistics for particular customers. Possible data ranges are from the last 12 hours to the
previous 7 days.

See the following sections for more information:
+  Web Overview
+  Security Overview

« View Logs from the Dashboard

3.1 Web Overview

The web overview contains data about the websites visited by your enrolled networks and devices.
+  Click 'Overview' > 'Web Overview' to open the section
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Top Target Domdainsg Roaming Agent Web Brovwsing Tremd Tap Blecked Domains
4 4
) Click and drag in the plet area 1o
: zoom in
:: 430 : I
: - = ; [ |
> 55 o y
b A o o i) o = o
L + J! 6. Jan i1 < &

Top Blocked Damains From Networks Top Blocked Domains From Agents Cwerall Web Browsing Trend

Chek and drag in the plot area 10
Toom in

RATE US! (=) REPORT ISSUE

‘Web Overview' contains the following tiles:
«  Top Target Domains
- Roaming Agent Web Browsing Trend
«  Top Blocked Domains
«  Top Blocked Domains from Networks
« Top Blocked Domains from Agents
«  Overall Web Browsing Trend
«  Overall Security Trend
+  Top URL Categories
«  Top Target Domains of Mobile Users
+  Web Traffic of Mobile Users
+ Top Blocked Categories of Mobile Users
+  Sites - Top Target Domains
«  Sites - Overall Web Browsing Trend
+  Sites - Top Blocked Categories
«  Top Visited Sites on CCB
«  Top Opened Sessions on CCB
+  File Download on CCB

MSP customers can view statistics for particular customers. Possible data ranges are from the last 12 hours to the
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previous 7 days.

vtiger |~ 7 Days e

12 Hours
nains 24 Hours
2 Days
3 Days

5 Days

Top Target Domains
Shows the websites which were most often visited by users in your protected networks.

«  The X-axis shows the name of the domain. The Y-axis shows the number of requests from endpoints in
your networks or roaming devices.

+  Place your mouse cursor over a bar to view further details.

Top Target Domains
3000
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i
7]
= 1500
]
=
1000
safebrowsing.googleapis.com
500 Top Target Domains:236.0 |
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) o o .
2 & & o
& 4 o L &
b';}@ éﬂ 3 _;51"" \,"\
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& i.zé\ ‘-":-{::-:'| KI'SF‘. .--""’T..{.J
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«  The chart shows the top five domains by default. Click 'Other' to view the next five domains.
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- Click 'Back’ to return to the original view.
+  Click a particular bar to access requests for the domain. See 'View Logs' for more details.

Roaming Agent Web Browsing Trend
Shows the number of domain access requests by roaming devices over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.

«  Place your mouse cursor over a point in the chart to view further details.
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Roaming Agent Web Browsing Trend

Click and drag in the plot area to zoom in

250

200

Thursday, Nov &, 04:20 |
150 | ® Roaming Agent Web Browsing Trend: 126 |
—— S—— ————— - — F R— - A

i

100

50

7. Nov 3. Nov

+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Top Blocked Domains
Shows those websites that were most often blocked by your security policies.

«  The X-axis shows the name of the domain. The Y-axis shows the number of requests from endpoints in
your networks or roaming devices.

+  Place your mouse cursor over a bar to view further details.
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By default, the chart shows top five domains. Click 'Other' to view the next five domains.
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- Click 'Back’ to return to the original view.
+  Click a particular bar to view access requests for the domain. See 'View Logs' for more details.

Top Blocked Domains from Networks

Shows the websites that were most often blocked on your managed endpoints.

+  Place your mouse cursor over a bar to view further details.
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By default, the chart shows top five domains. Click 'Other' to view the next five domains.
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- Click 'Back’ to return to the original view.
Click a particular bar to view access requests for the domain. See 'View Logs' for more details.

Top Blocked Domains from Agents

Shows the websites that were most often blocked on your roaming devices.

The X-axis shows the name of the domain. The Y-axis shows the number of requests from endpoints in
your networks or roaming devices.

+  Place your mouse cursor over a bar to view further details.
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25

Values

www_technologyreview.com
Top Blocked Domains From Agents: 7.0

By default, the chart shows top five domains. Click 'Other' to view the next five domains.
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- Click 'Back’ to return to the original view.
Click a particular bar to view access requests for the domain. See 'View Logs' for more details.

Overall Web Browsing Trend
Shows the number of domain access requests from all protected networks and endpoints over time.

Results are available from the last 12 hours up to a maximum of 7 days.
Place your mouse cursor over a point in the chart to view further details.
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Overall Web Browsing Trend

Click and drag in the plot area to zoom in
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Overall Security Trend

Shows the number of harmful sites blocked on your networks and endpoints by your security rules.
+  Results are available from the last 12 hours up to a maximum of 7 days.
- Place your mouse cursor over a point in the chart to view further details.
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Overall Security Trend

Click and drag in the plot area to zoom in
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15 Sunday, Nov 4. 16:30 |
» Overall Securnity Trend: 1
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0.5
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Top URL Categories
«  The website categories and whitelisted domains most often visited by your users.
+  Place your mouse cursor over a sector to view further details.
+  Click on a sector to see a log of requested domains in that category. See 'View Logs' for more details..
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Top Target Domains of Mobile Users
Shows websites which were most often visited by mobile users in your organization.

«  The X-axis shows the name of the domain. The Y-axis shows the number of requests from the mobile
devices.

+  Place your mouse cursor over a bar to view further details.
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By default, the chart shows the top five domains. Click 'Other' to view the next five domains.
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25

- Click 'Back’ to return to the original view.

+  Click a particular bar to view logs pertaining to access requests for the domain. See 'View Logs' for more
details.

Web Traffic of Mobile Users

Show the total number of domain access requests from all mobile devices over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.
+  Place your mouse cursor over a point in the chart to view further details.
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+  Click and drag on the chart to zoom into a particular time period.

«  Click 'Reset Zoom' to return to the full chart.

+  Click a particular point on the chart to view logs of the domain access requests. See 'View Logs' for more
details.

Top Blocked Categories of Mobile Users

«  The website categories and blacklisted domains that were most often blocked to mobile users by category
rules in your security policies.

+  Place your mouse cursor over a sector to view further details.
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«  Click on a sector to see a log of blocked categories for mobile users. See 'View Logs' for more on this.
Sites - Top Target Domains

The domains most often visited by users in networks imported by local resolvers. Results are shown for the top 10
domains.

+  X-axis - Name of the domain. Y-axis - Number of requests from the network.

«  Place your mouse pointer over a bar to view more details.
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By default, the chart shows top five domains. Click 'Other' on the right to view the next five domains.
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Click 'Back' to return to the original view.
Click on a chart bar to view domain request logs. See 'View Logs' for more details.

Sites - Overall Web Browsing Trend
The domains most often visited by users of all endpoints imported by local resolvers.

Results are available from the last 12 hours up to a maximum of 7 days.
Place your mouse cursor over a point in the chart to view further details.
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+  Click and drag on the chart to zoom into a particular time period.

+  Click 'Reset Zoom' to return to the full chart.
+  Click a particular point on the chart to view domain request logs. See 'View Logs' for more details.

Sites - Top Blocked Categories
«  Website categories and domains that were most often blocked by rules.
- Place your mouse cursor over a sector to view further details.
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Click on a sector to see a log of blocked categories. See 'View Logs' for more on this.

Top Visited Sites on CCB

Shows those websites that were most often visited in virtual sessions.

The X-axis shows the name of the domain. The Y-axis shows the number of requests from endpoints in
your networks or roaming devices.

+  Place your mouse cursor over a bar to view further details.

Top Visited Sites on CCB

Values

By default, the chart shows the top five domains. Click 'Other to view the next five domains.
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- Click 'Back’ to return to the original view.
+  Click a particular bar to view access requests for the domain. See 'View Logs' for more details.

Top Opened Sessions on CCB

Shows devices that most often visited sites in virtual sessions.
«  The X-axis shows the name of the device. The Y-axis shows the number requests.
+  Place your mouse cursor over a bar to view further details.

Top Opened Sessions on CCB

Values

clifton

Top Opened Sessions on CCE: 6.0

0 “

EC2AMAZ-CS0TUIR clifton

By default, the chart shows the top five devices. Click 'Other' to view the next five devices.
+  Click 'Back' to return to the original view.
+  Click a particular bar to the device virtual sessions. See 'View Logs' for more details.
File Download on CCB

+  Shows a summary of files saved from virtual sessions.

+  Allow - Files scanned and found safe

+  Contain - Unknown / malicious files that were placed in the container (sandboxed)
«  Place your mouse cursor over a sector to view further details.
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+  Click on a sector to view the files downloaded in that category. See 'View Logs' for more details..
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3.2 Security Overview

The 'Security Overview' section contains data on security incidents and websites blocked by rules in your policies.
+  Click 'Overview' > 'Security Overview'
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The dashboard contains the following tiles:
«  Roaming Agent Security Incidents
+  Overall Advanced Threats
+ Roaming Agent Advanced Threats
«  Top Threat Categories
+  Overall Security Incidents
+  Most Blocked Mobile Threats
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»  Sites - Most Blocked Threats

MSP customers can view statistics for particular customers. Possible data ranges are from the last 12 hours to the
previous 7 days.

Roaming Agent Security Incidents

Shows the number of incidents in which harmful sites were blocked on roaming devices over time.
+  Results are available from the last 12 hours up to a maximum of 7 days.
- Place your mouse cursor over a point in the chart to view further details.

Roaming Agent Security Incidents
Click and drag in the plot area to zoom in
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+  Click and drag on the chart to zoom into a particular time period.
+  Click 'Reset Zoom' to return to the full chart.
+  Click a particular point on the chart to view the domain access requests. See 'View Logs' for more details.
Overall Advanced Threats

Shows the websites that were most often blocked by your security rules. The results cover both enrolled networks
and roaming devices.

«  The X-axis shows the name of the domain. The Y-axis shows the number of requests from endpoints in
your networks or roaming devices.

- Place your mouse cursor over a bar to view further details.
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By default, the chart shows top five domains. Click 'Other' to view the next five domains.
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«  Click 'Back' to return to the original view.
Click a particular bar to view access requests for the domain. See 'View Logs' for more details.

Values

Roaming Agent Advanced Threats

Shows the sites that were most often blocked by your policies after requests from your roaming devices.

The X-axis shows the name of the domain. The Y-axis shows the number of requests from endpoints in
your networks or roaming devices.

Place your mouse cursor over a bar to view further details.
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+ By default, the chart shows top five domains. Click 'Other' to view the next five domains.
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1.25
= Back

1
0.75
0.5
0.25
0

- Click 'Back’ to return to the original view.
Click a particular bar to view access requests for the domain. See 'View Logs' for more details.

Values

Top Threat Categories
Shows the blocked website categories which were most often visited by your users.

Place your mouse cursor over a sector to view further details.
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Top Threat Categories
84529
Other
BO%{3l) Dvive-by Dewnloads

Elacknole/sinkn Top Threar Categories: 44 4% ( 154 ) M) |

9.8%({34)
.
S

213K (74)
Spyware

- By default, the chart shows the top five threat categories. Click the 'Other' link to view the next five
categories.

Top Threat Categories
« Back
10.3%(3)
34.5%(10) S5.2%(16)

Bitcoin Related Mobile Threats

«  Click '‘Back' to return to the original view.
«  Click a particular sector to view logs for that category. See 'View Logs' for more details.

Overall Security Incidents

Shows the number of incidents in which harmful sites were blocked on your networks and roaming devices.
+  Results are available from the last 12 hours up to a maximum of 7 days.
+  Place your mouse cursor over a point in the chart to view further details.
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Overall Security Incidents
Click and drag in the plot area to zoom in
3.5
3
2.5
2
1.5 Wadnesday. Nov 7, 16:30 |
| ® Overall Security Incidents: 1 |
1
0.5
0
4_ Nowv 6. Nov 8. Nowv

+  Click and drag on the chart to zoom into a particular time period.

+  Click 'Reset Zoom' to return to the full chart.
+  Click a particular point on the chart to view domain access requests. See 'View Logs' for more details.

Most Blocked Mobile Threats

The web categories most often blocked to mobile users by your policies. These sites usually contain threats such as
malware, phishing, spy-ware and drive-by-downloads.

+  Place your mouse cursor over a sector to view further details.
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Most Blocked Mobile Threats

Media Sharing
Most Blocked Mobile Threats: 12.5% (2 )

TGOS SN
%l;r) A7.5%(6)

16.8%(3)

Stroaming Madia

31.23%(3)
Eladkisiad Domain

cCOMODO

Creating Trust Online®

«  Click on a sector to see a log of most blocked categories for mobile users. See 'View Logs' for more on

this.
Sites - Most Blocked Threats

The web categories most often blocked to users on imported network sites. Categories and blacklisted domains are
specified in security rules in your policies. These websites usually contain threats such as malware, phishing, spy-

ware and drive-by-downloads.

«  Place your mouse cursor over a sector to view further details.

Sites - Most Blocked Threats

Blacklisted Domain
Sites — Most Blocked Threats: 200% (1)

Eladdisted Domain

200% (1) BDO%(2)
Eitcoin Ralated Eotnat/C2C Sarvars(B...

+  Click on a sector to see a log of most blocked categories for mobile users. See 'View Logs' for more on

this.
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3.3 View Logs

«  You can view logs by clicking on a data item in a dashboard chart. For example, click a barin a chart or a
point on a line-graph.

+  Each log shows more details about the item you clicked on. You can filter the logs by date and by various
other filter types. Logs are fully searchable and can be exported to .csv.

View logs from a chart
+  Click 'Overview'
«  Select 'Web Overview' or 'Security Overview'
+  Click on a point in the chart to view logs for that item:

Sites - Overall Web Browsing Trend

Click and drag in the plot area to zoom in

70
60
50

40

Thursday, Jun 21, 17:30
30 Sites — Overall Web Browsing Trend: 24

T

20

21. Jun 23, Jun

View Logs - Sites - Overall Web Browsing Trend

Chogse Time Interval

# Time Metwark Destination = Category Actian Agent Name
From Ta
Educstion & Refersnce BLOCKED
TRLI0036200 | wpedu Education & Reference BLOCKED | LR_TEST
upedu Eduw E Reference OCKE T
Filter Typa
MLI00136216 | wpeedu Education & Reference BLOCKED | LR_TEST
~ L
upedu Education & Reference BLOCKED | LR_TEST
& vpedu Education & Reference LR_TEST
201 8-06-21 18:22:01 LI00136208  wpeedu Education & Reference R_TES
018-06-21 182201 TLI00136.208 | upedu Educatan & Reference LR_TEST
100136208 up.edu Educanon & Reference R_TEST
000136208 | upoedu Educatian & Reference LR_TEST
24 Taral tems, Page 1 of 3 1 2 3 WNext Last

2 Export as C5V

«  The panel on the left lets you filter by time and other parameters.
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«  The right of the window shows all events in the category along with other details.

+  The details on the right depend on the type of chart for which you are viewing logs. The following table
show all possible columns:

View Logs - Table of Column Descriptions

Column Header Description

Network / Location | The IP address of the network from which the traffic originated.
Charts for networks imported by the resolver also show the IP address of the endpoint.

Destination The name of the website the user attempted to visit.

Category The genre of website to which the site belongs.
You can view website categories in the 'Settings' area of a category rule. Click 'Configure' >
'Policy Settings' > 'Category Rules' > 'Create Category Rule' > 'Settings'.

Action Action taken by Secure Internet Gateway. Can be 'Allowed', 'Blocked' or ‘Contain’

Reason The reason for the action taken. For example, a website connection was 'Allowed' because
the site is in an allowed category.

Agent Name 'Roaming Device' charts - This column shows the name of the roaming device

'Imported site' charts - This column shows the name of the virtual appliance through which
the network connects to Secure Internet Gateway.

Domain / Target The name of the domain that was visited / blocked
Domain

Source The mobile device VPN ID.

Source IP The IP of the agent / network

Select Time Interval

Logs initially show data for the time period you clicked on the graph. You can change the date and time from the
'Choose Time Interval' section:

Choose Time Interval

From To

2017-08-04 15:30 = 201M7-08-04 16:30 =

+ To change the period, click the calendar icon and select the 'From' and 'To' dates or enter the period
directly in the fields.

+ To change the time, enter the 'From' and 'To' time in the respective fields beside the date.
Filter Types

Filter types allow you to refine the events shown as required. You can filter by multiple parameters.
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Choose Time Interval

From To
2017-08-04 15:30 = 2017-08-04 16:30 =
Filter Type
Network £ v

+  Select a filter parameter from the drop-down. The options available depend on the type of chart
«  Enter a relevant search term

+  Click the check-mark to add the filter

+  Repeat the process to add more filters if required

+  Click 'Search":

Filter Type
Category o LY
Network 10.108.51.1560 o
Destination 18xn.com i
Category Malware i

(Q Search

The following types of log are available:

Chart Type Logs Displayed

Web Overview +  Click on a bar to view the logs of access
Top Target Domains requests made for the that domain
Top Blocked Domains The log viewer shows details of the time,

network/endpoint from which the domain access request
originated, the category of the domain, whether the
Top Blocked Domains From Agents access was allowed or denied and the reason for the

Top Target Domains of Mobile Users action taken.
Sites - Top Target Domains

Top Blocked Domains From Networks

Security Overview
Roaming Agent Security Incidents
Overall Security Incidents
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Web Overview +  Click on a point the graph to view the logs of

Roaming Agent Web Browsing Trend web browsing activities in that period of time

Overall Security Trend The log viewer shows details of the visited domains,

, . network/endpoint from which the domain access request
Web Traffic of Mobile Users originated, the category of the domains, whether the
Sites - Overall Web Browsing Trend access request was allowed or denied, and the reason

Security Overview for the action taken.
Overall Advanced Threats
Roaming Agent Advanced Threats
Most Blocked Mobile Threats
Sites - Most Blocked Threats

Web Overview +  Click on a sector to view logs of access history
Top URL Categories of domains in that category
Top Blocked Categories of Mobile Users The log viewer shows details of the visited domains,

network/endpoint from which the domain access request
originated, the category of the domains, whether the
access request was allowed or denied, and the reason
for the action taken.

Sites - Top Blocked Categories

4 Add Networks, Roaming Endpoints
and Mobile Devices

+  Click 'Configure' in the Secure Internet Gateway top-menu:

ﬁ%{ymu E] Overview Reportir -m., count

= Company Name Typo
1 123bom MyNetwork_2020-01+08 Static
Metworks

2 123bom MyNetwork_2020-01-08 static
3 gozde clifton Static
4 gozde Oregon -* Seattle2 static
5 gozde vpn-test Stotic
B gozde-ds gozde_IP
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+  Objects - Manually add networks, roaming and mobile devices to Secure Internet Gateway.

«  Alternatively, you can automatically import networks by deploying local resolvers. Click 'Sites and
Virtual Appliances' to get started with this method.

«  Note. The public IP of the network from which you are connecting is automatically added. This
network becomes active immediately.

+ Policy Settings - Configure and apply web protection policies to your networks/endpoints.
See Setup Options Explained for an overview of choices to add networks.
See the following sections for help to add networks:

- Add Networks

+  Add Roaming Endpoints

« Add Mobile Devices

+ Manage Imported Sites and Local Resolver Virtual Appliances

4.1 Add Networks

+  Click 'Configure' > 'Objects' > 'Networks' to add, edit and manage protected networks.

«  The IP of the network from which you are connecting was automatically added at enrollment. This network
is already active.

+  Any additional IPs you add will have a status of 'Pending' until they are approved by Comodo. Please
contact your Comodo account manager or domesupport@comodo.com if you have questions on pending
networks.

+ You can add IP addresses in CIDR notation with network prefixes from /32 to /24. You can add any
combination of CIDR ranges and/or individual IP addresses.

+  Dynamic IP addresses. We provide an agent which auto-updates your Secure Internet Gateway policies
with any address changes in your network. The agent should be installed on an endpoint in your target
network. After you add a network which uses dynamic IPs, Secure Internet Gateway will create an
activation code for the agent (click '‘Configure' > 'Objects' > 'Networks' to view the code). Enter the code in
the agent to enroll the network.

+  Please also make sure endpoints in protected networks are configured to use CSIG DNS (Preferred DNS
server - 8.26.56.10. Alternate DNS server - 8.20.247.10)
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G ﬁCUHE YJHTER"ET Overviow F?Gporhr*..accc-ur‘lt

Netwarks

MSF Control

i= Networks

# Company Name Type IP [ FQD?
123bom MyMNetwork_2020 Static 1822232
008
2 123bom MyMetwork_2020 Stotic
O+08
3 gozda clifton Stotic

Column Header

Networks - Table of Column Descriptions

Description

Activation Code

Company Applies to MSPs only. Name of the organization to which the network belongs.

Name The label of the network.

Type Indicates whether the network uses static or dynamic IP addresses.

IP/FQDN The public IP address or Fully Qualified Domain Name (FQDN) of the network.

Dynamic IP (Only networks with dynamic IP addresses). The token string used to connect the network to

Secure Internet Gateway. See Add Networks with Dynamic IP addresses for more details.

Agents Behavior

Shows whether the roaming agent is active or not when the device is inside the network.

Status Can be 'Active’ or 'Pending'. Active networks are available for CSIG protection. 'Pending'
means the IP address/FQDN is awaiting approval by Comodo.

Remark Description of the network.

Actions Update or delete a network.

The interface allows you to:

«  Add new networks

- Edit network details

« Delete a network

Add New Networks

You can add networks with static IP addresses and dynamic addresses.

«  Add Networks with Static IP Addresses - Specify an IP address/range in CIDR notation, or a fully
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qualified domain name. See Add Networks with Static IP addresses for more details

+  Add Networks with Dynamic IP Addresses - Download the IP Updater agent from the network setup
wizard and install it on a network endpoint. The software will keep Secure Internet Gateway and your
policies updated with any address changes. An activation code is generated for each agent which is needed
to connect the network to Secure Internet Gateway. See Add Networks with Dynamic IP addresses for
more details.

Add Networks with Static IP Addresses
+  Click 'Configure' > 'Objects' > 'Networks'
«  Click 'Add New Network'":

Add Network b4

Name

If you create a Location with an IP address different than the one that you're currently connecting to Dome
Shield, your network will be on "pending’ state. Network needs to be approved after verification by Cormodo
Dome Shield suppeort. If you want to do so please send a mail to domesupport@comodo.com

IPv4 Address [ FQDN

103.66.79.98 [_] is Dynamic ?

Trusted Network Behaviour

[ ] Disable Roaming Agent when on this network

Please select company

Remark

Additional Settings <+

Add Networks - Form Parameters

Description

Name Enter an appropriate label for the network

|P Address / FQDN The network address or its fully qualified domain name.

«  Enter the IP address of the network in CIDR (Classless Inter-Domain Routing)
notation.

«  Secure Internet Gateway can accept network prefixes from /24 to /32.
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Note: By default, this field shows the IP of the network from which you are connecting to
Secure Internet Gateway. This will automatically become active after enroliment. Any new
IP address that you add here will remain in pending status until approved by Comodo.

Dynamic - Select if you are enrolling a network with dynamic IP addresses. See Add
Networks with Dynamic IP addresses for more details.

Trusted Network Disable Roaming Agent when on this network - Select whether policies applied to
Behavior roaming agents should be active when they connect to this network.

- Enabled = The agent is disabled on roaming devices when they are inside the
network. The network policy will apply to the roaming device.

Disabled - The roaming device's policy will remain active.

Please select company | MSPs only

Select the customer organization for which you want to enroll the network.

Remark Enter any notes about the network being added.

Additional Settings - These settings apply only to roaming devices which have the CSIG agent installed.

«  Aroaming device cannot connect to internal hosts when inside the office network. This is because CSIG
DNS is an external DNS which cannot resolve internal domains. Configure the 'Host File' fields to allow
devices to reach internal domains when it has an agent installed. These settings are automatically
deployed to your device's host file.

«  See 'Add Roaming Endpoints’ for more details about how to install CSIG agents onto devices and
connect to Secure Internet Gateway.

Host File Configuration | Enter the name and IP address of your host in the respective fields. Click the "+' button to
add more host entries. To remove an entry, click the corresponding trash can icon.

«  Click 'Add' when done.
The network is added and shown in the list.

The next step is to configure your network's DNS to forward queries to CSIG DNS. This will ensure all the endpoints
in the networks are protected. Alternatively, you can set CSIG DNS on the required endpoints (there are various
ways to do this, including DHCP setting, Windows GPO and AD configuration). See
https://www.comodo.com/secure-dns/switch/computer.html for more details.

«  Change your DNS addresses to following Secure Internet Gateway addresses:
«  Preferred DNS server - 8.26.56.10

«  Alternate DNS server - 8.20.247.10

Note - no rules are applied to the new networks by default. You have to apply a policy to the network according to
your requirements. See 'Apply Policies to Networks and Roaming / Mobile Devices'.

Note: Any external IPs you add which are different to the one detected by Comodo Secure Internet Gateway will
need to be approved by Comodo. To activate these networks, please contact our support at
domesupport@comodo.com

Important Note:
«  Admins also need to manually internal domains to the host files of endpoints inside the network. This is
because CSIG DNS cannot resolve internal domains.

+  Forroaming endpoints with the CSIG agent, internal domains can be configured in ‘Add/Update Network'
> 'Additional Settings' > 'Host File Configuration' field
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+  Please contact our support at domesupport@comodo.com if you face any problem regarding this.

Add Networks with Dynamic IP Addresses
- Step 1 - Install the IP Update agent on an endpoint in the network
+  Step 2 - Activate the agent
Step 1 - Install the IP Update agent on an endpoint in the network
+  Click 'Configure' > 'Objects' > 'Networks'
+  Click 'Add New Network":
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Add Network x

Mame

If you create a Location with an IP address different than the one that you're currently connecting to Secure
Internat Gateway, your network will be on "pending” state. Network needs to be approved aofter verification by
Comodo Secure Internet Gatoway support. If you want to do so please send a mail to
doemesupport@comodo.com

IPv4 Address [ FQDN

NfA ¥ is Dynamic ?

lrusted Network Behaviour

Disable Roaming Agent when on this network

Secure Intarnat Gateway Dynamic IP Updater helps networks with Dynamic IP oddrasses to update
Secure Internat Gateway Service with the current IP address of the network

This provides continous security to networks with Dynamic IP addresses. Systam will continously update
the latest IP of the network you want to secure and users will have uninterrupted security/web access
policies applied.
Guidelines:
* Download and install the Dynamic IP Updater Agent to a stationary computer within the network.
* This computer should always be on and should not be moved out of the network you want to
secure.
» After finishing installation, Activation Code shown in Networks table should be entered in to
Dynarmic IP
* Updater Agent's Activation tab. Once this step is done, Status should be shown as Active in the
Networks table
* Current IP addrass of the natwork can be seen in Networks table.

Download
& Windows Dynamic IP Updater

Please soloct company

vtiger v

Remark

Additional Settings 4=
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Add Networks - Form Parameters

Description

Name Enter an appropriate label for the network

IP Address / FQDN / Select the 'Dynamic' checkbox to enroll a network with dynamic IP addresses.

Dynamic A message box will appear with help to enroll the network.
«  Click the 'Windows Dynamic IP Updater' link in the message box and save the
agent setup file.
Trusted Network Disable Roaming Agent when on this network - Select whether policies applied to
Behavior roaming agents should be active when they connect to this network.

Enabled - The agent is disabled on roaming devices when they are inside the
network. The network policy will apply to the roaming device.

+ Disabled - The roaming device's policy will remain active.

Please select company | MSPs only

- Select the customer organization for which you want to enroll the network.

Remark Enter a description for the network.

Additional Settings - These settings apply only to roaming devices which have the CSIG agent installed.

«  Aroaming device cannot connect to internal hosts when inside the office network. This is because CSIG
DNS is an external DNS which cannot resolve internal domains. Configure the 'Host File' fields to allow
devices to reach internal domains when it has an agent installed. These settings will be automatically
deployed to your device's host file.

+  See 'Add Roaming Endpoints' for more help.

Host File Configuration | Enter the name and IP address of your host in the respective fields. Click the '+' button to
add more host entries. To remove an entry, click the corresponding trash can icon.

+  Click 'Add" in the 'Add Network' dialog.

The network is added with the status 'Pending'. Also, an 'Activation code' is generated and displayed in the row of
the network.

+  Transfer the agent setup files to an endpoint in the target network

Note: Choose an endpoint which is always powered up and always connected to the network. This will let the agent
monitor IP address changes and send updates to Secure Internet Gateway.

+  Double-click on the setup file on the endpoint, or right click and select 'Install' from the context sensitive
menu.

Step 2 - Activate the agent

After installing the agent, the activation dialog is displayed:
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Dome Shield Dynamic IP Updater Activation =

Installation is complete,

Please submit your Activation Code that can be found on Dome
Shield's Network Menu. [(Configure > Objects > Network > 'Dyvnamic
IF Activation code' column)

Activation Code

Submit

+  Click 'Configure' > 'Objects' > 'Networks' in the Secure Internet Gateway interface to view the activation

code:
E Melworks Aok Mow Notwork
# GOy Hama Typa P PO Dyreaivibe IP Activiotion Code Status Rarnark Actions
1 nom - Whyhiotwerk 20101 GE Stotic a2z NI & Y
o Myhetwork_ 2011107 stotic BEI00L222 NI At FE|
3 wiigar goack Stomh: tsobika ACTRG Fa ]
Hoet e Oy - . i
r

«  Enter code in the IP updater activation dialog.
+  Click "Submit'

After successful activation, the network is added and displayed in the list. Please note no rules are applied to the
newly enrolled networks by default. You can apply network specific policy according to your requirements. See

'Apply Policies to Networks and Roaming / Mobile Devices' for advice on how to deploy web protection rules to
networks.

Edit the details of a network

«  To update details of a network, click the edit button beside the network.
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<+ Add Maw Natwork
Update Network »
Remark Actions
Homa |
MyMotwork_2008-T-07

&
domasupportcomodo.com "

IPu4 Addrass [ FODN 4

10a20012/32 O i= oynamic #
Trusted Hetwork Bahaviour

[ plaable Roaming Agent when on this network

Plagsa gelact company

namea =

The 'Update Network' dialog will be displayed. Modify the details per your requirements. The process is similar to
adding a new network explained above.

+  Click the 'Update' button

Delete a network

Please note that when you delete a network, web protection policies will no longer be applied to network endpoints.
+  Click the trash can icon beside a network to delete it.

A confirmation dialog is displayed.

© Delete Network b4

Do you want to delete this network?

«  Click 'OK" to confirm removal of the network from the list.

4.2 Add Roaming Endpoints

+ You can protect Windows and Mac devices outside your network by installing the CSIG agent on each
roaming device.

«  Click 'Configure' > 'Objects' > 'Roaming Devices' > 'Download Agent'
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«  You can manually install the agent on devices, or install it remotely through Endpoint Manager.
+  Once installed, you can deploy policies to the devices as required.

« Roaming devices cannot connect to internal domains unless configured appropriately in the 'Network'
interface.

«  Set an anti-tampering password to prevent users uninstalling the agent from the device. Windows devices
only.

See 'Additional Settings' for help to configure internal DNS and host files.

+  Click 'Configure' > 'Objects' > 'Roaming Devices' to view all enrolled roaming devices:

SECURE INTERNET - = " . "
GATEWAY I Overview Reportin ucc,cl_,n[ F Sotupwizard B How-to

i= Rooming Agents o' Ant- Tamporing Password & Downloosd Agont
Q
o Company Computor Namo 0% Yorsion Dovico Uniqua ID Stotus Agont Vorsion Actions
i IZ3bom DESKTOP-TRAAGR Windows i0 OF ACEAS0E IFBEEAFE2GBAETEDOFBIEZE noctiv L71ED2 ]
gozde ECZAMAZ-GOOIUIR Windows I BORTIEFADINSAECIEAB2ASARTEIA04FD nocive 181823 - ]
goxda ANDO4AZ28 Windows 10 DBEFFAATD 30204 BIADEISEIREAAFARD f 181523 o

MEP Cortrol

Roaming Agents - Table of Column Descriptions

Column Header Description

Company MSPs only. The name of the company to which the roaming device is enrolled.

Computer Name The label of the endpoint.

OS Version The version number of Windows or Mac operating system on the endpoint.

Device Unique ID | String generated by the agent to identify the device to Secure Internet Gateway.

Status Shows whether the roaming device is connected to SIG or not.
+ Active - Roaming device is connected to SIG

+ Inactive - Roaming device is not connected to SIG. This may be because the
device is powered off, there’s no internet connection, or the SIG agent was

removed.
Agent Version Version number of the CSIG roaming agent deployed on the endpoint
Actions Control for removing endpoints

The interface allows you to:
+  Add new roaming devices
»  Configure an anti-tampering password
« Delete a device

Add new roaming devices
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+  Click 'Configure' > 'Objects' > 'Roaming Devices' > 'Download Agent'
There are two ways you can add roaming devices:

+  Manually install the agent on endpoints - Click 'Configure' > 'Objects' > 'Roaming Devices' > 'Download
Agent'. Manually Install the agent on target devices. The devices will be automatically enrolled.

« Import from Endpoint Manager - You can remotely install the agent on managed Windows endpoints from
the Endpoint Manager console.

Click 'Download Agent' to get the installation package.
Add new devices
+  Click 'Configure' > 'Objects' > 'Roaming Devices'
+  Click 'Download Agent' at the top-right:

-~

w  Reporting Configure Account # Setup Wizard EHow-to «f Testimonials

aming Agents o’ Anti-Tampering Passworfl & Do»@loud Agent
npany Computer Name 0OS Version Hevice Unique ID Status Agent Version Actions

Download Agent b 4

Select Company

‘ ACME Ammunitions v

B Download for Windows & Download for mac0s

» Get Endpoint Manager Windows Link

Choose your download options in the 'Download Agent' dialog:
«  Select Company - MSPs only. Select the customer organization for which you want to enroll devices.

+  Download for Windows - The agent installation package for Windows devices. See Enroll Windows
devices for more details.

«  Download for mac OS - The agent installation package for Mac OS devices. See Enroll Mac OS devices
for more details.

+  Get Endpoint Manager Agent Windows Link - Reveals the link you need to remotely install the agent on
Windows endpoints through Endpoint Manager. See Import Windows Devices from Endpoint Manager
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for more details.

Enroll Windows devices

«  Click 'Configure’ > 'Objects' > 'Roaming Devices'

+  Click 'Download Agent' at the top-right

«  Click 'Download for Windows' in the 'Download Agent' dialog. The installation file is in .msi format.

«  Transfer the setup files to the Windows devices you want to enroll.
Next, install the agent on the device(s).

+  Double-click the setup file i or right-click and select 'Install' from the context sensitive menu.
The installation wizard starts.

ﬁ Comodo - Secure Internet Gateway Agent Setup — x

Welcome to the Comodo - Secure Internet
Gateway Agent Setup Wizard

The Setup Wizard will install Comodo - Secure Internet
Gateway Agent on your computer, Click Mext to continue or
Cancel to exit the Setup Wizard.

+  Click 'Next' and complete the agent installation wizard.
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ﬁ Comodo - Secure Internet Gateway Agent Setup — *

Completed the Comodo - Secure Internet
Gateway Agent Setup Wizard

Click the Finish button to exit the Setup Wizard.,

+  Click 'Finish'
That's it. The device is added and listed in the 'Configure' > 'Objects' > 'Roaming Devices' interface.

+  Note - no security rules are applied to roaming device by default. You can create and apply device specific
policies according to your requirements.

«  See 'Apply Policies to Networks and Roaming / Mobile Devices' for advice on how to configure and
deploy security policies to roaming devices.

Enroll Mac OS devices
+  Click 'Configure' > 'Objects' > 'Roaming Devices'
«  Click 'Download Agent' at the top-right
+  Click the 'Download for Mac OS' button in the 'Download Agent' dialog. The installation file is in .pkg format.
- Transfer the agent to the Mac OS devices that you want to enroll.
Next, install the agent on the device(s).

+  Double-click the package file to start the installation wizard.
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® O & Install Comodo - Secure Internet Gateway Agent -
Welcome to the Comodo - Secure Internet Gateway Agent Installer
+ Introduction You will be guided through the steps necessary to install this
software.
Destination Select
Installation Type
Installation
Summary
SECURE INTERNET .
GATEWAY Continue

«  Click 'Continue'

Choose the agent installation location in the next step:
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® C '« Install Comodo - Secure Internet Gateway Agent [l

Select a Destination

Select the disk where you want to install the Comodo -
Secure Internet Gateway Agent software.

¢ Introduction
Destination Select

Installation Type = S

i o3
Installation “
Summary

COMODO

465.64 GB available
4959.25 GB total

Installing this software requires 4.1 MB of space.

You have chosen to install this software on the disk
"COMODO"

gi?g%i{{“f RNET Go Back Continue

« Toinstall the agent in the default location, click 'Continue'. To install the agent in a different location, click
the disk icon, navigate to the new location and click '‘Continue'.

The next step lets you to choose the installation type and start the installation.
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®C 4 Install Comodo - Secure Internet Gateway Agent [l
Standard Install on "COMODO"
e Introduction This will take 4.1 MB of space on your computer.
©+ Destination Select Click Install to perform a standard installation of this software
) on the disk "COMODO",
© Installation Type
Installation
Summary
Change Install Location...
SECURE INTERNET
GATEWAY Gao Back Install
«  Click 'Install'

The installation requires your user account to continue.
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®C w Install Comodo - Secure Internet Gateway Agent -
— Installer is trying to install new software.
Introd . LR
Destina i |§ Enter your password to allow this. wftware
= Install Lser Name: user_name
Installat Password: | _"““|
Summan
Cancel Install Software
Change Install Location...
SECURE INTERNET )
GATEWAY Go Back Install

- Enter your device user name and password in the respective fields and click 'Install Software'
«  The installation starts:

w Install Comodo - Secure Internet Gateway Agent =

Installing Comodo - Secure Internet Gateway Agent

Introduction
Destination Select
Installation Type

¢ Installation Registering updated applications...

Summary
A —

SECURE INTERNET
GATEWAY
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«  Click 'Close' to exit the wizard when installation is finished:

@O ‘e Install Comodo - Secure Internet Gateway Agent [
The installation was completed successfully.
Introduction
Destination Select
Installation Type
Installation
¢ Summary The installation was successful.
The software was installed.
SECURE INTERNET
GATEWAY

Once installed, the agent starts communicating with the Secure Internet Gateway server. The device is visible in
'Configure' > 'Objects' > 'Roaming Devices'.

+  Note - no security rules are applied to roaming device by default. You can create and apply device specific
policies according to your requirements.

«  See 'Apply Policies to Networks and Roaming / Mobile Devices' for advice on how to configure and
deploy security policies to roaming devices.

Import Windows Devices from Endpoint Manager
+  Click 'Configure' > 'Objects' > 'Roaming Devices'
«  Click 'Download Agent' at the top-right
+  Click 'Get Endpoint Manager Windows Link':
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Download Agent b4

Select Company

‘ ACME Ammunitions ¥
ER Download for Windows & Download for macos

> Get Endpoint Mo@ogcr Wi@

ER Download tor Windows & Download for macos

v Get Endpoint Magger Windows Link

ITSM Agent Download link is I'-I.L;J3:,-“,.-'5i“:-:~.Ic—l.r;im'nc.-::on10r;io.0or-*u,-"c:p;,-'mgr;r;L,-'dc-,w.-r“-loc:d,-"m@

«  Use this link as the 'Package URL' to install the agent on managed endpoints.

Process in brief:
+  Login to Endpoint Manager
+  Click 'Devices' > 'Device List' > 'Device Management' tab
+  Select the Windows device(s) on which you want install the packages
+  Click 'Install or Update Packages' and select 'Install Custom MSI/Packages'
+  Paste the agent download link into the 'MSI/Package URL' field
+  Configure the other remote installation options as required
+  Click 'Install'

+  See https://help.comodo.com/topic-399-1-786-10139-Remotely-Install-and-Update-Packages-on-
Windows-Devices.html if you need additional help to install packages via Endpoint Manager.

Configure Anti-Tampering Password
+  The anti-tampering password helps stop the agent from being uninstalled from a roaming device.
+  Once set, the agent cannot be removed unless the password is provided.
+  Password protection is only available for Windows devices.

Set an uninstallation password

+  Click 'Configure' > 'Objects' > 'Roaming Devices'
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+  Click 'Anti-Tampering Password' on the top right

-~

2porting Configure Account # Setup Wizard ZEHow-to Y Testimonials
g g F

3 Download Agent

\gents i‘Anti—Tur@;:'cring Password

E

Device Unique ID Status Agent Version Actions

Computer Name 0S Versig

Anti-Tampering Password . x

Define an Anti-Tampering Password for your Agents to control its uninstallation from endpoints.

Select Company

postprodtest

Password

password

«  Select Company - MSPs only. Select the customer organization for which you want to set a
password.

+  Password - Create a unique key that is required to uninstall the agent.
«  Click 'Save' for your settings to take effect
+  Repeat the process to set password for other companies

+  Password protection will take effect within ten minutes.

Note: The password protection applies only to the agents of version 1.5 and later.

Delete a Roaming Device
«  Roaming devices that no longer need web protection can be removed from Secure Internet Gateway.
«  Any security policies will also be removed from the deleted devices.
+  You have to manually uninstall the agent from the device
Remove a roaming device
+  Click 'Configure' > 'Objects' > 'Roaming Devices'

«  Click the trash can icon beside a device to delete it.
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@ Delete Roaming Agent x

This agent will be deleted permanently. eShield Agent will stop
working in this endpoint. Please uninstall the agent from your
computer. Do you want to delete this roaming agent?

cancel [

«  Click 'OK'" to confirm device removal

4.3 Add Mobile Devices

Click 'Configure' > 'Objects' > 'Mobile Devices'
+  You can protect iOS and Android devices by enrolling them to the VPN service.
+  You need to install the CSIG mobile app or the VPN profile on each device you want to manage.

+  CSIGApp - Includes a VPN client and a VPN profile.
« VPN Profile - Contains only the profile. Android users need to install the StrongSwan VPN client.

+  You should use different email addresses to download the app/profile to each device. The same email
should not be used on different devices to download the app/profile.

«  Supported versions: Android - 4.4 and above; iOS - 9 and above.
+  Once installed, you can deploy policies to mobile devices as required.

«  Click 'Configure' > 'Objects' > 'Mobile Devices' to view all enrolled mobile devices:

g mw Oevarvicesy  Raporting . oot # Samup Waord BEEHowto & Testimanial
£ Mobile Davices o+ il By Wobile Davice
|a
- Campany Emai Romork Moo Fotus l.ustlnqnl'loqmﬂ Aciteity Achen:s
1 ity i RARg ol com Wi+ Makaiba A Hat irataling wn "l
gk oyl ceenTg i ey WP + hinbila Agart retoilad, kot Acthi IO 0008 WIE0E - Logean ]
goeia chandrmekamncomadocam WM Makila Agei Hal irtaled W a
g bBtargrghhe@ypopmoil com WP Kt ire bl L o
whiggar sdkghaijEyoprmal com WPH Hat instaled A a

Mobile device interface - column headers

Company MSPs'only. The customer organization to which the device is enrolled.
Email The enrollment mail is sent to this address.
Remark Comments about the account.
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Mode 'VPN Profile' - The device has only the VPN profile installed.
'VPN + Mobile Agent' - The CSIG app is installed, which includes the VPN profile and the
client.

Status The connection state of the mobile device to Secure Internet Gateway.

- Installed, Active - Protection is enabled, and the device is connected to Secure
Internet Gateway.

+ Installed, Not Active - The profile is present on the device, but the device is not
connected to Secure Internet Gateway.

+  Not installed - The enrollment mail was sent to the user, but the CSIG profile/app
hasn't yet been installed.

Last Login/Logout | Date and time of the device's most recent connection

Activity «  Login - The last time the device connected to Secure Internet Gateway
+ Logout - The last time the device disconnected from Secure Internet Gateway
Actions Control for removing mobile devices

Add a mobile device
+  Click 'Configure' > 'Objects' > 'Mobile Devices'
«  Click 'Add New Mobile Device":
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=+ Add Mew Mobile Device

lode Status Last Login/Logout Activity Actions

sile Agent fed, Not Active 2019-03-13 17:39:31 - Logout o

'

ADD MOBILE DEVICE b 4

For protecting your mobile user, you should send them Dome Shield's VPN Profile. Dome Shield identifies users
from their email and a user may use Multiple devices protected with the single profile sent to his mailbox.
Make sure your users add the VPN profile to all their devices.

Entor omaoil addressos of mobile usores

) vPN ® VPN + Mobile Agent

NOTICE: Please do not share same emails for multiple devices. Each email should be usad for a single Mobile
Agent .I"App.

Pleasa selact company

B Add

+  Enter the email addresses of mobile users - The contact addresses of the users whose devices you want
to add. You can enter multiple email addresses. Please note - each device requires a unique email address.
You cannot use the same email address on different devices.

«  Select the type of installation you want:

VPN + Mobile Agent - This is the CSIG mobile app. If you select this, the user need not install any third
party VPN client.

. Click here to see instructions for this option.

OR

VPN - This is the profile only. If you select this, Android users must also install the StrongSwan VPN app.
StrongSwan is not required for iOS devices.

. Click here to see instructions for this option.

+  Please select company - MSPs only. Choose the customer organization for which you want to enroll
mobile devices
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+  Click 'Add'

«  The user is initially added to the list with a device status of 'Not installed":
+  CSIG will send device enroliment emails to all users that you added.

i= Mobile Devices = Ackdd Mo Mabile Device

=1

# Compsany Errizil Rarmoark Moda Stotus Lost Loginflogout Activity Actlons
viiger fiatkeno@gmailcom VN wa -
vtiger ged oknifigmailoom VPN Mot instoled Mla ]
3 viiger licencelypefizippieccom VPN + Mobile Agent Mot instoled Wia ]

«  Users should open the email on their device.

«  The email contains instructions to enroll their device and three attachments:
+ iOS_VPN_Profile.mobileconfig - iOS device users should select this.
+  Android_VPN_Profile.sswan - Strongswan VPN profile for Android users

+  Android SSLCert.pem - This SSL certificate needs to be imported to Android devices to secure the
VPN connection.

iOS instructions
Android instructions
Instructions for i0OS
«  Tap ‘Activate iOS App’ in the mail

+  Hit‘Allow’ to complete the activation:

A Wal all 45 1142 T .

“Sepcure Imternet Gateway"
Would Like to Add VPN
Cenfigurations

Al natwork activiy on this IPhane may
be Filbared ar monitored when using
WRAL

Ao Don't Allow

Tap to anabée Intarmet Security

4 ol ®

razoris

The VPN profile is now installed on the device.
+  You also need to trust the SSL certificates in iOS in order to view HTTPS pages over the VPN.
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« (o to 'Settings' > 'General' > 'About' > 'Certificate Trust Settings' and enable full trust for root certificates.
Once connected, the VPN icon will appear in the navigation bar:

sssss T 9:41 AM £ 100% .-

Instructions for Android
«  Open the enroliment mail and select 'Android_VPN_Profile'

+  Open the StrongSwan VPN app:
VodafoneIN ¥ 4 w B v A i 448

% ADD VPN PROFILE

Status: No active VPN

No VPN profiles.

+  Select 'Add VPN Profile' > 'Import VPN profile':
VodafoneIN ¥ 4 W B V. dnmas5

% Import VPN profile

Status: No activ CA certificates

No VPN profiles. CRL cache

View log

«  Choose 'Android_VPN_Profile' from the downloaded location
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X Import VPN profile IMPORT

Profile name
Shield VPN
Server
vpn.dnsbycomodo.com
VPN Type
IKEv2 EAP-TLS (Certificate)
User certificate
Select user certificate
Select a specific user certificate

IMPORT CERTIFICATE FROM VPN PROFILE

CA certificate

Shield
ShieldVPN CA

+  Select 'Import Certificate from VPN Profile'

VodafoneIN ¥ 4 v

Extract from Certificate for
"Shield VPN"

Type the password to extract the certificates.

CANCEL (0] ¢

+  Enter the password in the email and select 'OK'

cCOMODO
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VodafoneINA + 3 yE 9. 4850

Choose certificate

The app strongSwan VPN Client has requested
a certificate. Choosing a certificate will let the
app use this identity with servers now and in the
future.

Certificate for "Shield VPN"

CN=db17165e-9e6¢c-42cd-8aaa- @
cc8d98236b8f,0=Comodo Shield
VPN,C=US

You can install certificates from a PKCS#12 file
with a .pfx or a .p12 extension located in
external storage.

INSTALL

DENY ALLOW

«  Tap 'Allow' instead of 'Install

VodafoneiINA 1 1 YE 9. 48504

X Import VPN profile IMPORT

Profile name

Shield VPN

Server
vpn.dnsbycomodo.com
VPN Type

IKEv2 EAP-TLS (Certificate)

User certificate

Certificate for "Shield VPN"
CN=db17165e-9e6c-42cd-8aaa-cc8d98236b8f,
0=Comodo Shield VPN, C=US

CA certificate

Shield
ShieldVPN CA

<

+  Select 'Import' at the top-right

cCOMODO
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VodafoneINA ¥+ YE v | 48506

8 ADD VPN PROFILE ¢

Status: No active VPN

Shield VPN

cc8d98
User certificate: Certificate for "Shield VPN"

«  Open the profile you just imported to start the connection to Secure Internet Gateway:

VodafoneIN@ A & ¥+ 1 V. dn>5o08

% ADD VPN PROFILE  :

Status: Connecting...
Profile: Shield VPN

CANCEL

Shield VPN

Server: vpn.dnsbycomodo.com

You will see the following screen when connected:
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% ADD VPN PROFILE

Comodo Secure Internet Gatgway":‘ﬁ{'dfﬁ_i’ﬁfgﬁilde comMoDo

Status: Connected
Profile: Shield VPN

DISCONNECT

Shield VPN
Server: vpn.dnsbycomodo.com
. 8aaa-

User certificate: Certificate for "Shield VPN"

Note: You also need to trust the SSL certificates in order to view HTTPS pages over the VPN.

+  Goto 'Settings' > 'Security' > 'Credential Storage' > 'Install from SD card'. Please note this may vary
depending on the Android version.

+  Select the 'AndroidSSLCert.pem' certificate from the download location, enter the name and tap 'OK'
VodafoneING A & 3 3 or W .| 4 §555

Name the certificate

Certificate name:

Android SSLCert

Credential use:

VPN and apps

The package contains:
one CA certificate

CANCEL

You can view the certificate in 'Settings' > 'Security' > 'Trusted Credential' > 'User'. Note - The storage path may vary
depending on the device and Android version.

The mobile device will be enrolled and shown as follows:
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Q
u Compsany Ermnail Romuar—k Modao Status Lost Login{Logout Activity Actions
1 wiiger Meatliena@@gmoileam WM natalled, Active H0E-THI2 TS - Login ]
2 whiger grdoknifigmoilcom VPN Mot nsiollad HA B
3 whiger licancatypeifizippiaxcom WPM + Mobila Agant Mot instolled Nfa B

+ Norules are applied to mobile devices by default.

+ You can apply device specific policy according to your requirements. See 'Manage CSIG Rules' and 'Apply
Policies to Networks and Roaming / Mobile Devices' for help to configure and deploy security policies to
mobile devices.

CSIG Mobile App
+  Users are initially added to the list with a device status of 'Not installed":

+  CSIG will send device enroliment emails to all users that you add.

EE Mobila Devices = sl New Mobile Devica
Q

o Compsany Ermail Romork Modo Status Loest LoginfLogout Activity Actions

1 wiiger lictlienafdgrmail com VPH * Mobile Agent K& ]

2 whiger graokngmailoom VPN Not installad LR -]

3 wtiger lconcetypafrippimocomm VPN + Mobile Agant Mot instoliod NiA -]

+  Users should open the email on their device. The email contains clear instructions how to install the CSIG
app on Android and iOS devices:
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SECURE INTERNET
SECURE I COMODO

Creating Trusl Onlina®

Comodo Secure Internet Gateway

Welcome,

is using Comodo Secure Internet Gateway to protect
your company against web based attacks and sent you this e-mail to enable
protection on your mobile device(s).

Once you finish the setup steps mentioned in this e-mail, you will be able to
secure your device against all advanced threats regardless of where you are
connecling the internet from. Web security provided with Secure Internet
Gateway will work seamlessly across 2G, 3G, 4G, LTE cellular networks and Wi-fi.
Just tap on the attacment, to start protecting your device against malware,
phising, botnet, all types of advanced web attacks and hackers.

Just follow the steps to start using Secure Internet Gateway App!

INSTALL SECURE INTERNET GATEWAY APP FROM STORES

Install the Secure Internet Gateway App and come back to this email.

Instructions for i0S
+  Open the enroliment mail on the iOS device
«  Select 'App Store' and download the app from the Apple store.
+  After installation, select 'Activate iOS App' in the mail.
«  Next, open the app, tap the 'CSIG' button and hit ‘Allow’
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A Mail alll 4G 1142 & % TE .

“"Secure Internet Gateway"
Would Like to Add VPN
Configurations

All netwerk activity on this iPhone may
b filtered or monitored when using
VPN,

Allow Don't Allow

lap to enable Internet Security

9 alln 0,

main repor s al=gul

+  Provide the device password if requested:
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Enter iPhone passcode for
"Settings”
Add VPN Configurations

Cancel

That's it. The iOS device is successfully enrolled to Secure Internet Gateway.

+  You also need to trust the SSL certificates in iOS in order to view HTTPS pages over the VPN.

+  Go to 'Settings' > 'General' > 'About' > 'Certificate Trust Settings' and enable full trust for root certificates.

«  Tap the CSIG shield icon to enable internet security

«  The following screen is shown once the device is connected:
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Instructions for Android

Open the enroliment mail.

Select 'Google Play' and install the app from the Play Store.

+  Please note, the screens may vary depending on the Android version.
After installation, select 'Activate Android App' in the mail.

The activation password is copied to the clipboard after selecting 'Activate Android App'".

Next, tap the 'CSIG' icon:

COMODO
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Extract from
a3c66a3f-1f74-4187-83cd-d761a...

Enter the password to extract the
certificates.

CANCEL OK

Long press in the password field and select 'Paste’
Select 'OK'
The certificate name field is auto-filled with the certificate's unique identifier:
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Certificate name

Certificate name
6a3f-1f74-4187-83cd-d761a7fcdd7c

Used for
VPN and apps v

Package contains:

One user key
One user certificate
One CA certificate

CANCEL 0K

9 ollo @

Main Reports About

Touch 'OK'
The VPN certificate is pre-selected in the 'Select certificate' screen:
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Select certificate

Dome Shield has requested a certificate.
Agreeing to this request will allow the
application to use this certificate with
servers from now on.

a3c66a3f-1f74-4187-83cd-d..

CN=a3c66a3f-1f74-4187-83cd- @
d761a7fcd4d7c,0=Comodo Shield
VPN,C=US

390e60a5-0394-4475-8a43-6..

CN=390e60a5-0394-4475-8a43-6
4370c7cb6f4,0=Comodo Shield
VPN, C=US

Certificate for "c19e9d4d-77..

CN=c19e9d4d-7757-4cBc-8dal-
cal4251e5312,0=Comodo Shield
VPN,C=US

59bafaab-466c-4f7b-841b-9..

CM=5%9bafaab-466c-4f7b-841b-9 O
85ch62d0b37,0=Comodo Shield
VPN,C=US

DENY ALLOW

Select 'Allow'

That's it. The app is activated and the device enrolled. Device details are shown in the 'Mobile Devices' screen in
Secure Internet Gateway:
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Important Note:

+ (o to 'Settings' > 'Security'
+  Select 'Install from SD card'
+  Select 'AndroidSSLCert.pem'’

«  Hit'OK" when finished

- Enter 'AndroidSSLCert' in the 'Name the certificate' screen.

You also need to trust the SSL certificates in order to view HTTPS pages over the VPN.

The CSIG app on the mobile device (iOS and Android) can be connected or disconnected by the user. Please note,
protection is only available if the app is connected.

« Tapthe CSIGicon

The CSIG app opens

«  Main - Select the icon to connect to CSIG / disconnect from CSIG.
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Reports - View reports for:
Overall Web Browsing Trend
Top Target Domains
Top Blocked Domains
Overall Advanced Threats
Top URL Categories
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+  About - Detailed information about Secure Internet Gateway
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About

C

What is Secure Internet Gateway
How to Enable/Disable

Can't login to Captive Portal
Share

Rate Us

How to Remove VPN

olln O

Tepars about

What is Secure Internet Gateway - Brief description about the product

How to Enable / Disable - Instructions how to connect / disconnect to CSIG
Can't login to Captive Portal - Troubleshooting instructions

Share - Send the app location details to your friends

Rate Us - Rate the CSIG app

How to Remove VPN - Instructions how to remove the CSIG VPN

Deleting a mobile device

Web protection policies will no longer be applied when you delete a mobile device.

«  Click the trash can icon beside a device to delete it.

cCOMODO

Creating Trust Online®
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© Delete Mobile Device 4

Do you want to delete this mobile device?

«  Click 'OK" to confirm removal of the device from the list.

4.4 Manage Imported Sites and Virtual Appliances

+  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'

The sites & virtual appliances area lets you:
«  Download local resolver virtual appliances for installation on your network sites
+ Register the resolvers so the networks are imported to Secure Internet Gateway
«  Manage the network sites which you have imported

See Setup Local Resolver Virtual Machines and Import Sites if you need help to install and register the
resolvers.
+  Note - the local resolver feature is only available with Platinum licenses.

Manage imported sites

+  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'

G ﬁﬂumﬂi.lkﬂfml' Ouardow uup.ur_n:l:l:u-u ¥ zard

I8 sitos & Virtuol Appliances @ How to Doploy WAs | B Regltor Companard & Downlood Componant

~ gozde

L Boloil #
# (= Typa [ Santus Vo AT

DEMEME Incal Resaber MRS roactive nae ]

« gozde-ds
« LeBron

W Mo

{-4:‘] REPGHT IS5UF

«  Thelinks on the right of the title bar let you download and register the VA's:

«  How to Deploy VAs - Opens guides which explain how to deploy the local resolver VA's.

+  Register Component - Enroll a virtual appliance that you have already deployed, and import the
network on which it is implemented. See Step 3 - Register the Master VA in Setup Local
Resolver Virtual Machines and Import Sites for more details.

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 18



Creating Trust Online®

Comodo Secure Internet ngt__gway“f'ﬁ;aﬁr'ﬁi’ﬁ_fguride coMoDo

’ I
_’_/"- f

/

«  Download Component - The package required to deploy the virtual appliance. See Step 1 -
Download the Setup File in Setup Local Resolver Virtual Machines and Import Sites for more
details.

«  The interface shows a list of registered virtual appliances.
«  MSP customers can sort the list by company name.

Sites & Virtual Appliances - Column Descriptions

Column Header Description

Name Label assigned to the virtual appliance (VA) during initial configuration.

Type The kind of VA which is installed on the network.

P IP address assigned to the VA.

Status Connection status of the VA. The VA needs to be connected for Secure Internet Gateway to
apply the policies to endpoints.

Version Software version number of the VA.

Actions Remove the appliance.

The interface lets you:
+  Edit the name of the network site
«  Remove a virtual appliance
Edit the name of a site
+  Click the pencil icon beside the site name

- Enter a new name for the site

Type

ACME

# Name Type

+  Click the 'Save' icon

Remove a virtual appliance
«  Click the trashcan icon in the row of the appliance
+  Click ‘OK’ in the confirmation dialog:
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© Delete Last Local Resolver In This Site b 4

This is the last Local Resolver in this site. Deleting it will also delete Sites and
Internal Networks connected to it. Do you want to proceed ?

The appliance is removed from Secure Internet Gateway.

«  Web protection policies are no longer applied to endpoints.

«  The site is also removed if no other appliance is registered on the same network.
Define Internal Networks and Internal Domains

+  You can define internal IP addresses or ranges within the site as network objects. This lets you apply
different web protection policies to them as required. See Add Internal Networks

+  You can specify internal domains within imported sites. The resolvers will use local DNS servers to resolve
requests from the clients for these domains. This reduces bandwidth usage as requests are not forwarded
to global DNS servers. See Add Internal Domains

441 Add Internal Networks

+  Click 'Configure' > 'Objects' > 'Internal Networks'
The local resolver lets you apply tailor-made security policies to individual endpoints and internal sub-nets.

«  The internal networks interface lets you define individual IPs or ranges as objects. You can then apply
security policies to these objects.

Process in brief:
« Add the IP address of the endpoint and/or IP range.
+  Create rules for the endpoints/internal networks.

«  Create a policy which uses the rules. The addresses you added earlier can be selected from the 'Objects'
drop-down as policy targets.

Note - A policy applied to a 'Site’ will over-rule any policy applied to its internal network objects. Secure Internet
Gateway will apply the site policy to the individual objects and ignore any individual policies for those objects.

Manage Internal Networks

+  Click 'Configure' > 'Objects' > 'Internal Networks'
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Internal Networks - Column Descriptions

Column Header Description
Company MSPs only. Name of the organization to which the network site belongs.
Site The network to which the endpoints or the sub-net belongs.
Name The label of the endpoint or sub-net.
P The address of the endpoint or sub-net.
Actions Edit or remove the endpoint/internal network.

The interface lets you:
+ Add internal networks
- Edit internal networks
+  Remove internal networks
Add Internal Network Objects
+  Click 'Configure' > 'Objects' > 'Internal Networks'
+  Click 'Add New Internal Network'
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'Add Internal Network' dialog - Table of Parameters

Form Element Description

Name Label of the internal network object. This name appears in the object drop-
down under the network site when you create a policy.

Please select company MSP customers only.
+  Choose the company for whom you want to add the network

Please select site Choose the site to which the internal network belongs

P |P address of the internal network in CIDR notation.

«+  Enter the start IP address of the internal network block.

+  Select the network prefix from the 'Subnet' drop-down.

«  Secure Internet Gateway can accept network prefixes from /24 to /32.

« Toadd a single endpoint, enter the IP address of the endpoint and
choose 32 as network prefix

+  Click '‘Add'
The internal network object is added to the list. It will be available in the 'Object' drop-down as a target when creating
a new policy. See Apply Policies to Networks and Roaming / Mobile Devices for more details.
Edit Internal Network Objects
You can change the site/IP range of an internal network object at anytime.
+  Click 'Configure' > 'Objects' > 'Internal Networks'.

- Click the pencil icon beside the network object you want to edit:
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The 'Update Internal Network' dialog opens.
«  The dialog is similar to 'Add Internal Network' dialog.
+  You cannot edit the name of the internal network object
+  You can edit the company, site and the IP range for the object. See above if you need help with this.
«  Click 'Update' to save your changes
The internal network object’s policy will be applied to the endpoints in the new IP range.
Remove Internal Network Objects
You can remove internal network objects if you no longer want to apply a policy to them.
Once removed:

« Ifapolicy exists for the parent site of the internal network, then this parent policy is applied to the endpoints
in the internal network

« Ifno policy exists for the parent site, then the default security policy is applied to the network’s endpoints
Remove an internal network object

+  Click 'Configure' > 'Objects' > 'Internal Networks'.

+  Click the trash can icon beside the internal network object to be removed.

Co~"——- "~ " # Setup Wizard = How-to
© Delete Internal Metwork

+ Add New Internal Natwork

Jo you want to doloto this internol network?

! P
i Coancel m 10J00136.215/32
iger Dema Mewvzat 1000136 246/32 P

+  Click 'OK" in the confirmation dialog to remove the internal network object.
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4472 Add Internal Domains

Click 'Configure' > 'Objects' > 'Internal Domains'

+  The resolvers will first check for local DNS requests from endpoints in imported sites

+ Ifthe request is for an internal domain then the resolver handles it using local DNS servers. This is instead
of sending the request to CSIG's public DNS servers, saving your bandwidth.

Manage internal domains in imported sites

+  Click 'Configure' > 'Objects' > 'Internal Domains'

?A%me Carvkaw r.\:&r&nnlnr.nllm # oy I How

B internol Dormains # Add Maw Intarnal Domain

[l Company Dormain Feerark Acticne

Al RFC-IDE Hore-publicy reutoble oddnoss spoces

A lncal -* oo

1 g MyCoMmEpany.com # B

Internal Domains - Column Descriptions

Column Header Description
Company MSPs only. Name of the organization to which the internal domain belongs.
Domain The name of the internal domain.
Remark A short description of the internal domain.
Actions Edit or remove the internal domain.

The interface lets you:
+ Add internal domains
+  Edit internal domains
+  Remove internal domains
Add Internal Domains
+  Click 'Configure' > 'Objects' > 'Internal Domains'
+  Click 'Add New Internal Domain'
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'Add Internal Domain' dialog - Table of Parameters

Form Element Description

Domain Name The registered name of the internal domain.

domains. Wildcard character = *.

For example: *.internaldomain.com

+  Enter the full domain name (without https:/, http://, or www)
«  Prefix the domain with a wildcard character to include all sub-

Please select company MSP customers only.

+  Choose the company for whom you want to add the network

Remark A short description of the internal domain

«  Enter the parameters and click 'Add'.
The internal domain is added to the list.

Edit Internal Domains
«  Click 'Configure' > 'Objects' > 'Internal Domains'
+  Click the pencil icon beside the internal domain you want to edit.
+  Enter the domain name, company and any remarks in the configuration dialog:
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+  Click 'Update' to save your changes.

+  Configuration is similar to the 'Add Internal Domain' process

+  You can edit the company and internal domain name. See the explanation above for more details
Remove Internal Domains

+  Click 'Configure' > 'Objects' > 'Internal Domains'

«  Click the trash can icon beside the internal domain to be removed.

© Delete Internal Domain b 4

Do you want to delete this internal domain?

+  Click 'OK'"in the confirmation dialog to remove the internal domain from the list
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5 Manage CIG Rules

The 'Policy Settings' area lets you create and manage security rules which can be added to your policies.

«  Click 'Configure' on the top menu. The 'Policy Settings' menu is on the left:

gi%lﬁwRHET Overview Reporting Account
E= Rule Name
Security Rules
1 Default Security Rule
2 All Security Categories Included
3 MySecurityRule_2019-05-08
MSP Control

+  Policies consist of security rules, category rules, and blacklist/whitelist rules. You can add one rule of each
type to a policy.

+  You can also create block pages which are shown to users who visit resources you have banned.

«  There is a default security rule that blocks phishing, malware and spyware websites. This rule can be used
as part of a policy, or you can configure new security rules as required.

+  Rule changes are instantly deployed. Any edits you make to a rule are automatically reflected in any
policies which use the rule.

+  You can customize the block pages used in a policy. For example, you can specify different block pages for
category, security and blacklist rules.

+  Black and whitelists over-rule any 'Security' or ‘Category' rules, allowing you to create exceptions in your
policy.
+  You can enable ‘Comodo Cloud Browser’ in a policy to redirect your users to virtual sessions.
+  Click 'Configure' > 'Policy' > 'Check Domain Category' to view the details of each category.
Click the links below for more help:
«  Manage Security Rules
+ Manage Category Rules
- Manage Domain Blacklist and Whitelist
«  Manage Block Pages
+  Configure Cloud Browser Settings
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5.1 Manage Security Rules
Click 'Configure' > 'Policy Settings' > 'Security Rules'

«  Comodo operates a huge database of harmful websites categorized by threat type. Secure Internet
Gateway uses this database to power its security rules.

+  Security rules let you block access to sites known to host specific types of threat. Security rule categories

include:

+  Malware «  P2P Nodes «  PUA Domains

+  Botnet/c2c Servers/Bot « Fake AV +  Remote Access
Infected Sources . Blackhole/Sinkhole Services

- Phishing Systems - Self Signed SSL Sites

«  Spyware « VPN Servers +  Domains with no MX

« Webspam - Mobile Threats records

Known DDoS Sources - Spam Sources
- Brute Forcer/Scanner

+  Drive-by Downloads
+  Tor Nodes +  Bitcoin Related

Click 'Configure' > 'Policy' > 'Check Domain Category' to view these categories in the interface.

«  Secure Internet Gateway ships with a default security rule that blocks phishing, malware and spyware
websites. You can use this rule in a policy, or you can configure custom rules as required.

giglEjﬁ\'EA LJFTERNE T Overview chortinccnunt

= Security Rules

# Rule Name
Security Rules
@ 1 Default Security Rule
2 All Security Categories Included
3 MySecurityRule_2018-05-08

The interface lets you:

«  Create a new security rule
- Edit a security rule
« Delete a security rule

Create a new security rule
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+  Click 'Configure' > 'Policy Settings' > 'Security Rules'
+  Click 'Create Security Rule' at top-right

+ Create Security Rule

Remark Actions

Create Security Rule é"/, x

Name Settings

Name

Remark

«  Name and remarks - Create a label for the rule and add any comments. These should help you, or another
admin, identify the purpose of the rule.

+  Click 'Next' if you want to save your rule at this point.
OR

+  Click 'Settings' to configure the security categories that you want to allow/block:
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Create Security Rule ®
Name Settings
)
Mabware Domains Allowed
Botnet/C2C Servers/Bot Infected Sources Allowed
Phishing Allowed
Spyware Allowed
W
Crecte
+  Use the switches on the right to allow or block sites in a specific category
+  Click the 'Create' button to save your rule
Your new security rule will now be available for selection when creating a policy.
Edit a security rule
. Clickthe edit # button on the right side of the rule you wish to edit:
o 7 Setup Wizard B How-to
Update Security Rule o
comon o nuls s updoted alf raloted palicyfpolicios will be update? +cr‘msﬂﬂm Rule
Name Sottings .

MiE  1iome | 10 block Ph|5|'ﬂhg.‘mh\lﬂlﬂ

f e

| Al Security Categories Included
el !
bt Ramark
IoiE 4 Security Ruls F |
ong 1 Security Rubs s 0
e 4 Security Rule s8
bz 1 Security Rule Fa |

(L] i By vribes sl &

The 'Update Security Rule' dialog will appear. The dialog is similar to the 'Create Security Rule' dialog explained
above.

+  Modify the name, description and/or category settings per your requirements.
«  Click the 'Update' button
Any policies containing the rule are updated accordingly.

Delete a security rule
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You cannot delete a rule that is currently active in a policy. You have to remove the rule from all policies before
deleting it.

. Click the trash canicon ¥ beside a rule to delete it.
«  Click ‘Ok’ in the confirmation box to remove the rule:

@ Delete Security Rule 4

Do you want to delete this rule?

5.2 Manage Category Rules

«  Category rules let you control access to websites based on their content type. For example, you may wish
to block access to adult websites, comedy sites, social media sites or sports websites.

+  You can add multiple website categories to a single category rule. Category rules are another component of
a policy, in addition to security rules and B/W lists.

«  Security rules focus explicitly on harmful categories like phishing and malware. Category rules let you
apply policy to sites that fall under a broader range of topics.

+  Click 'Configure' > 'Policy Settings' > 'Category Rules' to open the category rules area:
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= Category Rules

# Rule Name

Category Rules 1 News

2 Shopping

3 Sports

4 For Comodo

Category Rules - Table of Column Descriptions

Column Header Description
Rule Name The label of the rule
Remark Comments provided for the rule
Actions Edit / delete the rule

Related information:

«  Click 'Configure' > 'Policy' > 'Domain Classification Requests' to find the category of a particular site.

+ You can also propose a new category and recommend that an unclassified site is added to our database.
See Domain Classification Requests if you need help with this.

The category rules area lets you:

+  Create a new category rule

- Edit a category rule

+ Delete a category rule
Create a new category rule

- Click 'Configure' > 'Policy Settings' > 'Category Rules'
+  Click 'Create Category Rule' at the top right
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# Setup Wizard =8 How-to

+ Create Categ 0@

Create Category Rule / x

Name Settings

Name

Remark

«  Name and remarks - Create a rule label/comments which will help you and others identify the purpose of
the rule.

+  Click 'Settings' or 'Next' to choose which categories you want to block/allow:
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Create Category Rule x

Name Settings

Select Category

None -
~
| | ﬁ x
Adult [ Sexual
Mudity
Fornography
Adult Content

Intimate Apparel 8 Swimwear
Personals & Dating
Arts & Entertainment

Media Sharing

+  Select Category - Use the drop-down to choose the types of website you want to block.

«  Main categories are shown in bold text, with sub-categories listed underneath. If you select a main
category, all sub-categories will be automatically selected. Please review and deselect any sub-categories
you wish to allow.

+  You can add multiple categories to your rule. The number of categories you have added are displayed at
the end of the list:

Create Category Rule b 4

Name Settings

Select Category

Media Sharing, Infermation Security, Online Services, .. (5) -

+  Click 'Create' when done.
The website category rule is added to the list and will be available for selection when creating a policy.
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Edit a category rule
- Click the edit # button on the right of a rule:
Oworviow Enpod‘hg e Fsanup wizord B How-1o
Updote Cotegory Rule 3

-cmm Onca o nue 8 updoied ol reloted polcy/policls *Cmm“
™ Rulls Harma Name Settinge "

1 Hews - |
] Shopping Sports

3 Spats Pomiark

4 For Comado L
B Edupation & Rofora L |
i Gambling L |
T Computing & Tech |
B For Compaony X |
B For Compaony LTD L |

The update rule dialog is similar to the create rule dialog explained above.
+  Modify the name, description and/or category settings as required
+  Click the 'Update' button
Any policies which use this rule are updated accordingly.
Delete a category rule
You cannot delete a category rule that is currently active in a policy. You have to remove the rule from all policies
before it can be deleted.
. Clickthe trash canicon ¥ beside a rule to delete it.
+  Click ‘OK’ in the confirmation box to remove the rule:

© Delete Category Rule b4

Do you want to delete this rule?

5.3 Manage Domain Blacklist and Whitelist

Black and white lists let you block or allow specific domains. Black/white lists are often used to create exceptions to
security/category rules.

+  You can add specific websites to a blacklist or whitelist according to your organization's web security
policies.

+  Blacklists and whitelists over-rule category and security rules.
«  Whitelists over-rule blacklists
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« E.g.- If you block shopping sites in a category rule, but add 'shop.com' to the whitelist, then 'shop.com'’
is allowed.

+ Ifyou enable 'Only B/W Mode' in a policy, then only the black and white lists are consulted. All security and
category rules are ignored.

+  Click 'Configure' > 'Policy Settings' > 'B/W Lists' to open the 'B/W Lists' area:

gi%’%i;ﬂ?EﬂHET Overview Repo rtinc‘:"::““mt

= Domain B/W Lists

# Rule Name
) 1 Blacklisted Domains
B/W Lists
2 Whitelisted Domains

4%

- - ——
sharefile.com

The list of B/W list rules are displayed.

Domain B/W Lists - Table of Column Descriptions

Column Header Description
Rule Name The label of the domain B/W list rule
Remark Comments provided for the rule
Type Indicates whether the rule is categorized as Whitelist or Blacklist
Actions Controls to edit / delete the rule

The interface allows you to:
«  Create a new domain blacklist / whitelist
+ Edit a domain blacklist / whitelist
+ Delete a domain blacklist / whitelist
Create a new domain blacklist / whitelist
+  Click 'Configure' > 'Policy Settings' > 'B/W Lists'
+  Click 'Create B/W List' at the top right
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Co " oot #Sewp Wizord = How-to
Create Bf/W List f——._.__,____‘____-_:_
Norme  Settings @
Hama Type Actions
ins Blocklist P |
1 —— Whitelst el
Whitelist e |
D Whitetst P |
Whitelist '8
par whitelist s 0
psibesnot Whitciist s

« Name and remarks - Create a label for the rule and add any comments. Ideally, these should help you and
others identify the purpose of the rule.

«  Click 'Next' or 'Settings' to add domains you want to blacklist or white-list.
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Create BfW List ®
Name Settings
If you want to whitelist/blacklist main domain and all of its subdomains, please add

main domain to the list.

Example: 'domaincom’

Whitelict @ Blacklist

Domains

+

Please add at least one domain.

Select Country Domains

[ None b

Bl Craate

«  Select Whitelist' or 'Blacklist'

+  Domains - Enter the URL of the website without the 'http://" or 'https://' prefix. For example -
www.example.com. Click '+' to add the domain to the rule. Repeat to add more domains.

+  Select Country Domains - Add country code top-level domains (ccTLD) to the rule. The country TLD gets
appended to the domain name you entered above. For example, if you enter amazon.com as the domain
name and select ‘Turkey’, then CSIG adds amazon.com.tr to the rule. You can add multiple country
domains.

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 138



Guide COMODO

Creating Trust Online®

Comodo Secure Internet G__e]f;__,____way':"ﬁa'_r_ﬁifﬁ_

/

ot ‘i’

Create B/W List »

Name Settings

If you want to whitelist/blacklist main domain and all of its subdomains, please add
main domain to the list.

Example: 'domaincom’

Whitelist @ Blacklist

Domains
aMmazon.comm
hdfchbank.co i
| +|
Select Country Domains
*in, *tr, *uk - ‘

Create

- To remove a domain name, click the trash can icon @

«  Click the 'Create' button at the bottom of the dialog when finished.
The domains are added to B/W list and will be available for selection when creating a policy.
Edit a domain blacklist / whitelist

«  Toupdate a B/W list, click the edit # button beside the rule
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bg-o - A e # Setup Wizard  EEHow-t0
| Update B/W List

+ Create B/W List

Onca a rnue is updated all redated ;:u-lnc',-.'pcllu.—:-s. will be upd

Narme Settings

Actions
’s I'J'.I'!'I. ............
it Whitalistad Dormalns
Remark Wiitalist ’-i~
WhiteList ra i
Whitslist e
B Whitalist e
[ Whitalist

BlockList

The 'Update B/W List' dialog is similar to the create dialog explained above.
+  Modify the name, description and/or domains in the B/W list as per your requirements.
«  Click the 'Update' button.

Please note that the policy/policies containing the B/W list will also be updated according to the new settings and
name.

Delete a domain blacklist / whitelist
Please note that you cannot delete a B/W list that is currently active in a policy. You have to disable the B/W list in all
policies before deleting it.

. Click the trash canicon ¥ beside a B/W list to delete it.
«  Click ‘Ok’ in the confirmation box to remove the list

© Delete B/W Rule x

Do you want to delete this rule?
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5.4 Manage Block Pages
+  Click 'Configure' > 'Policy Settings' > 'Block Pages'

Block pages are shown to end-users when they attempt to visit a site that is banned by one of your policies. This
includes users of endpoints in your protected networks, and all roaming endpoints.

+  You can create any number of block pages and apply them to different policies.
+  You can customize the content and behavior of block pages. The available options are:

«  Show the same block page for all types of of rule violation

«  Show different block pages for category, security and blacklist rule violations
+  Display custom block messages with your custom banners

+  Redirect users to a specific web-page

+  You need to install the Secure Internet Gateway SSL certificate on all protected endpoints. This so the block
page displays correctly over HTTPS connections.

SECURE INTERNET B - S~ pra— —
GATEWAY Ovarvow  Roporte A oot ¥ P Wiord B H [;
i Block Poges 4 Downlood Cortificatn 4+ Add o Mew Block Pogo
“ Harmw Aosmork Actions
rds blockpogo F
nawbp Fa |
3 Custom Block Foge '
4 HTWORLDEECARUE F
Kaop Colm Fa

Block Pages - Table of Column Descriptions

Column Header Description
Name Label of the block page
Remark Comments provided for the page. The name and remark should identify the purpose of the
page.
Actions Controls to edit / delete the block page

The following sections explain how to:
+  Create a new block page
- Install an SSL certificate for block pages
- Edit a block page
+ Delete a block page
Create a Block Page
«  Click 'Configure' > 'Policy Settings' > 'Block Pages'
Click 'Add a New Block Page' at top-right
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# 5ah p Wirard B How-to

& Download Certificatel_4 Add a New Block Page
Create Block Page 6’_’_’_’_/—_ % oo

'

Marme Sattings

Nama

Remark

«  Name - Enter a descriptive label for the block page

+  Remark - Type internal notes/comments about the page if required. Text you enter here will not be shown in
the block page itself.

«  Click 'Next' or 'Settings' to configure the block page

Create Block Page »®

Nome  Settings

1. Chooso Block Page Contont (8) Show o single poge for ofl blacked domen D Show differant poges for blacked dormains

Redirect to url

2 Choose Logo

2 uplead image

i Domain Blocked @
Your image goas here Your message goes hare

B Create

You now need to create your block page content and upload your logo:
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Step 1 - Configure Block Page Content
First, choose whether to show a single block page or different block pages:
«  Show a single page for all blocked domains - The same block page is shown regardless of the type

of rule violated.

«  Show different pages for blocked domains - Show specific block pages when a certain type of rule
is violated. You can show different pages for category rule breaches, security rule breaches and
blacklist rule breaches:

Create Block Page »

Name Settings

1. Choose Block Poge Content O shaw a singls poga for ol blackad dormeine @ Show differant poges for biocked damains
Catogory
Redirect ta url
Security
Redirect to url
Blacklist

Rediract to ur

+  You can type a custom message for each page if required.

« Alternatively, you can use the default message of 'Please contact your system administrator for your access
policy'

+  You also have the option to redirect to a different URL instead. Please specify the full URL if you use this
option. For example, https://www.example.com/security-redirect-page.php.

Step 2 - Upload Your Logo
«  The interface shows the Secure Internet Gateway logo on the block page by default.
+  You can change this to your own company logo by uploading a suitable .png or .svg file
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Domain Blocked @

Please contact system administrator for your access policy.

SECURE INTERNET
GATEWAY

«  Click 'Upload Image' under 'Choose Logo'. Browse to the location of your image and click 'Open’

Elock page preview

. Domain Blocked @
Your Image §0es here Your message goes here

I Category View |~

Note: Max. file size = 50 kb. Images must be in.png or .svg format
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Your image appears on the left:

2. Choose Logo

Block page preview

Domain Blocked @
The website is blocked as per
netwark policy

I Category View |v Use defaultimage

«  Use the slider below the image to enlarge or reduce the image. Position the image within the red border as
desired.

A preview of your block page appears on the right.
+  Use the drop-down below the preview to view your block pages for security, category and blacklist rules.
+  'Use defaultimage' - The Secure Internet Gateway logo is shown as the block page.
+  Click 'Create’

The new block page is available for selection when creating a policy.

Install SSL certificate for block pages

+  Endpoint browsers may show an error message when some HTTPS pages are blocked by Secure Internet
Gateway.

+  You can avoid these errors by installing the CSIG SSL certificate on all protected endpoints.
Download and install the certificate

+  Click 'Configure' > 'Policy Settings' > 'Block Pages'

+  Click 'Download Certificate' at top-right
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@wnlcmd Ccﬂ@l— Add a New Block Page

You have chosen to open: & W

| blockpage.pem
which is: pem File (2.1 KB)

from: https://shield. dome.comodo.com

Opening blockpage.pem W Actions

What should Firefox do with this file?

(O Openwith | Browse...
@Eﬁave File

[]De this autormatically for files like this from now on.

QK Cancel

The certificate is downloaded in .pem format.
There are two steps to install the certificate on endpoints:
+  Step 1-Add the 'Certificates' snap-in to Microsoft Management Console (MMC) (if not already done)
- Step 2 - Import the certificate to the trust certifcate store
Step 1 - Add 'Certificates' snap-in to Microsoft Management Console (MMC)
«  Open the 'Run’ dialog (Win' key + 'R’)
«  Type'mmc'in the 'Run' dialog:
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Type the name of a program, folder, docurment, or Internet
rescurce, and Windows will cpen it for you.

Dpen: mmec o

IQI( Cancel Browse...
Loy’

+  Click 'File' > 'Add/Remove snap-in' in the console interface
«  Select 'Certificates’ in the list on the left. Click 'Add' to move it to the list of selected snap-ins.

Consalel - [Console Root]
ction View Favorites Window Help
@ Mew Ctrl+MN
-_\_ Open... Ctrl+0 ' Acti
Save Ctrl+5 G
Save As There are no items to show in this view. 3
——
Add/Remave Snapgin... Ct«M D
% __-l-l'-"—
Uptrames
Recent File
Exit
Add or Remove Snap-ins x
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ns: Selected snap-ns:
Snap-in Vendor A [ console Root EditExtensions... |
_.ﬂ.v:tive.!( Control Microsoft Cor... Femove
Authnrizaﬁon Manager Microsoft Cor...
Certificates Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
;i' Computer Managem Microsoft Cor... » B
.J}- Device Manager Microsoft Cor... SR
i Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
.| Folder Microsoft Cor...
_'E;f Group Policy Ohject ...  Microsoft Cor...
IP Security Monitor Microsoft Cor...
@ IP Security Policy M...  Microsoft Cor...
,‘%‘ Link to Web Address  Microsoft Cor... il .ﬁ.dva nced T
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
[ o
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«  You will be asked to select the computer and account to which the snap-in should be added:

Certificates snap-in *

This snap-n will always manage cerificates for:
() My user account
() Service account

(®) Computer account

< Back Mex = Cancel
+  Select 'Computer account' and click 'Next'
«  Select 'Local computer' and click 'Finish":
Select Computer >

Select the computer you want this snap4n to manage.
This snap-n will always manage:

(®) Local computer: {the computer this console is running on)

() Another computer: Browse...

[] Allow the selected computer to be changed when launching from the command line. This
only applies f you save the console.

< Back Cancel

+  The snap-in will be added to the list on the right
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You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:

Snap-in vendar ~ | Console Root Edit Extensions...

£, . ) Certificates (Local Computer)

] ActiveX Control Microsoft Cor. .. Remoye

Authu::rizatinn Manager Microsoft Cor... 3

B Certificates Microsoft Cor. ..

. Component Services  Microsaft Cor... Move Lip

;k Computer Managem Microsaft Cor. ..

.j.- Device Manager Microsoft Cor. .. o oiabo

e Disk Management Microsoft and. ..

Event Viewer Microsoft Cor...

| Folder Microsoft Cor...

o ' . )

=] Group Policy Object ... Microsoft Cor..,

@ IP Security Monitor Microsoft Cor...

@, IP Security Policy M...  Microsoft Cor. ..

%_’, Link to Web Address ~ Micosoft Cor... Aiancei
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Corcel

«  Click 'OK' to add the snap-in to the console.
+  Leave the console open. You will need it for step 2...
Step 2 - Import the certificate to the trusted certificate store
+  Expand the 'Certificates (Local Computer)' tree on the left of the MMC console
+  Select 'Trusted Root Certification Authorities":
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ﬁ Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities] — O >
ﬁ File Action View Favorites Window Help -8 %
L ol RN (W =N NENETN 7 )i

[ ] Console Root Object Type Actions

W Iﬁ] Certificates (Local Computer) S

| Persanal
QTrusted Root Certification Am@

|| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers More Actions 4

| Untrusted Certificates

| Third-Party Root Certification Authoriti

[ ] Trusted People

|| Client Authentication lssuers

| Preview Build Roots

[ eSIM Certification Authorities

| Homegroup Machine Certificates

| Remote Desktop

| Srnart Card Trusted Roots

71 Trusted Devices

] Windows Live |D Teken |ssuer

Mare Actions b

Certificates -

«  Click 'More Actions' > 'All Tasks' > 'Import’, on the right:

tion Authorities] = O >
- ([
Actions
Trusted Root Certific... &
> Find Certificates...
Find Certificates... >
Import... N View »
|| Lg” Mew Window from Here
— Mew Taskpad View...
Refresh
Export List...
Help

The certificate import wizard will start:
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure netwaork
connections. A certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

To continue, dick Mext,

Cancel

+  Click 'Next' to open the certificate selection screen

+  Click 'Browse', navigate to the location of the certificate and select 'blockpage.pem":
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File to Import
Spedfy the file you want to import.
File name:
| | Browse...
Mote: More than one certificate can be stored in a single file in th owing formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12
Cryptographic Message Syntax Standard- P Certificates (,P7E)
Microsoft Seriglized Certificate Store
Cancel
Open = >
A « Loca.. » Dome Shield Agent v O Search Dome Shield Agent 2
Organize Mew folder B H @
Share o~ Mame Date modified Type
Suspicious Files [ blockpage.pem 7/5/20183:02PM  PEM File
& OneDrive ﬁ! cShieldfgent_BREOCpoRM_installer T/5/2018 1:29 PM Windows
E This PC
_J 30 Objects
B Desktop
£ Documents
‘ Downloads
Jﬁ Music
& | Pictures
ﬂ Videos
2 Local Disk (G} v £ >
File name: | blockpage.pem ~| | All Files (%) ol
Open Cancel

Tip: If the .pem file is not showing, select 'All Files' as the file type.
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+  Click 'Open'
>
& ¢ Certificate lmport Wizard
File to Import
Spedfy the file you want to impaort,
File name:
C:\Dome Shield Agentiblockpage. pem Browse. ..
Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates ((P7E)
Microsoft Serialized Certificate Store ((55T)
Cancel
«  Click 'Next'.
«  The next step is to choose the certificate store.
>
— &% Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.
() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:
| Trusted Root Certification Authorities | Browse. ..
Cancel
«  Confirm that the "Trusted Root Certification Authorities' store is pre-selected and click ‘Next'
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€ o Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User  Trusted Roat Certification Authorities
Content Certificate

File Mame C:\Dome Shield Agentblodipage. pem

Finish Cancel

+  Click 'Finish' to import the certificate.

Certificate Import Wizard =

o The import was successful,

«  Click 'OK'" to exit the wizard.

Microsoft Management Conscle >

| Save console settings to Console1?

Yes Mo Cancel

+  Click 'Yes'in the console close dialog to save your changes.
Mozilla Firefox users

«  Firefox uses its own certificate store, instead of the Windows store used by Internet Explorer, Edge and
Chrome.

+  You need to import the certificate to the Firefox store if you want your block page shown in Firefox.
Import the certificate to Firefox certificate store

«  Open Firefox
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+  Click the hamburger icon at top-right and choose 'Options'
«  Click 'Privacy & Security' on the left then scroll down to the 'Certificates' area
+  Click 'View Certificates' to open the certificate store:

'm' General
Q Home
Q Search

Allow Firefox to send backlogged crash reports on your behalf

Security

Deceptive Content and Dangerous Software Protection

a Privacy & Security

v Block dangerous and deceptive content Learn more

Firefox Account ¥ Block dangerous downloads

I |
=

¥ Warn you about unwanted and uncommon software

‘When a server requests your personal certificate
Select one automatically
& Ask you every time

& Query OCSP responder servers to confirm the current validity of

certificates
@ Firefox Support

View Certificates,

Security Dewices...

cCOMODO
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Certificate Manager

Servers Authorities

You have certificates on file that identify these certificate authorities

Your Certificates People

L9

Certificate Name Security Device B

~AC Camerfirma S.A. =
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token

vAC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token

vACCV
ACCVRAIZ1 Builtin Object Token

vActalis S.n.A./03358520967 i
View... Edit Trust... Export... Delete or Distrust...

oK
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«  Select the 'Authorities' tab
+  Click 'Import'

‘, Select File containing CA certificate(s) to import >
s v A ; « Locaw »* Dome Shield Agent v | () Search Dome Shield Agent 2

Organize ¥ Mew folder > O @

& OneDrive e Mame Date modified Type

1 blockpage.pem 7/5/2018 3:02 PM PEM File
I This PC ] blockpage.p

_J 30 Objects

© [ Desktop

|E| Documents

-‘- Downloads

J'ﬁ Music

= Pictures

m Videos

= Local Disk ()
B8 CD Drive (D:) CP

ol mbor..— .l g *

File name: | blockpage.pem i Certificate Files e

Open Cancel

+  Browse to and select 'blockpage.pem' then click '‘Open'.

Downloading Certificate >

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "comodo.com.tr” for the following purposes?

A Trust this CAto identify websites.)

[ Trust this CAto identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

QK Cancel

«  Select Trust this CA to identify websites' and click 'OK'’
The certificate will be imported to the Firefox store:

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 156



Creating Trust Online®

Comodo Secure Internet ngt__gway“f'ﬁ;aﬁr'ﬁi’ﬁ_f_QU|de coMoDo

’ I
_’_/"- f

/

EVS

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device B
COMODO RSA Organization Validation Secure Server CA Software Security 2
COMODO ECC Domain Validation Secure Server CA 2 Software Security
COMODO RSA Domain Validation Secure Server CA Software Security

~ComodoTR
comodo.com.tr Software Security
~ComSign
ComSign CA Builtin Object Tok
~Cybertrust, Inc
Cvbertrust Global Root Builtin Obiect Tok ¥

View... Edit Trust... Import... Export... Delete or Distrust...

QK

+  Click 'OK' to save your changes.
Edit a Block Page

« To update a block page, click the edit # button beside the page in the list

Update Block Page

T nup Wizord B2 How-to
x

Name Sattings e S o

Homa

Blacklist Blockpage

Remark

The 'Update Block Page' dialog will appear. The dialog is similar to ‘Create Block Page' dialog explained above.
+  Modify the name, description and/or block page settings, messages as per your requirements.
+  Click the 'Update' button

Please note that the policy/policies containing the block page will also be updated according to the new settings and
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name.

Delete a category rule

You cannot delete a block page that is currently active in a policy. You have to remove the block page from all
policies before deleting it from the list.

. Click the trash canicon @ beside a rule to delete it.
«  Click 'OK" to confirm the removal:

@ Delete Block Page ®

Do you want to delete this block page?

5.5 Manage Cloud Browser Settings

Click 'Configure' > 'Policy Settings' > 'Cloud Browser'

- The cloud browser feature lets you specify that sites blocked by a security rule are instead opened inside
a virtual environment.

- Virtual browsing sessions are isolated from the host operating system, so any malware downloaded cannot
infect the device and/or the network.

« You can choose to open all sites from the security category in the virtual environment, or pick specific sub-
categories. For example, you might want to outright block sites in the ‘Malware’ category, but grant virtual
access to sites in the ‘Bitcoin related’ category.

SECURE INTERMET

GATEWAY 7 Cremrvionw Reporting Cnm‘igmn BCooung #F Satup Wirord BHow-to O Tegtenonioks
12 Comodo Cloud Browsor i Hiews 1t Works 4 Add o Clowsd Browsar Satting
] Narsa Mavigotion Tirria Cissta Fila Downhaad Fila Cantsnmant Raemierk Atinng
1 Corde CCE Encitdad L] Engtiad [noblad F
Tost Enaidod 3 Enoiziod Enaobled |

Comodo Cloud Browser - Table of Column Descriptions

Column Header Description

Name The label of the virtual session rule. This is shown in policy settings for you to select.
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Navigation Specify whether users can visit other sites besides the one that triggered the virtual session
(the initial URL)

+  Disabled - Users can only visit websites that are specified in the security rule on
their policy. They cannot change the URL or visit sub-domains.

«  Enabled - Users can visit sites in the security category and any sub-domains of
those sites. Users cannot change the URL or visit other domains.

Time Quota How long the virtual session remains open. The session will automatically end after this time
period.
File Download Specify whether users can save files from virtual sessions.

- Disabled - Users cannot download files from websites in virtual sessions

«  Enabled - Users are allowed to save files in virtual sessions. To protect your
devices and networks, enable file containment described below.

File Containment Enabled - CSIG will scan downloaded files for viruses and other threats. Only known-safe
files are allowed to run on the host machine. Unknown and malicious files are run in the
container (sandboxed).

Remark Comments about the virtual session rule

Actions Lets you update or delete a virtual session rule

The following sections describe how to:
«  Create a new cloud browser rule
« Edit a cloud browser rule
« Delete a cloud browser rule

Create a new cloud browser rule
«  Click 'Configure' > 'Policy Settings' > 'Cloud Browser'
+  Click 'Add a Cloud Browser Setting' at top-right

£= Comodo Cloud Browser i How it Work€ 4 Add a Cloud Browser Setting

#  Nom{ create- Comodo Cloud Browser é—""‘_-_d_-_ x [ Actions
Sordl  Name Settings P
Noma
Rormark

+  Name and remark - Create a label for the rule and add any comments. Ideally, these should help you and

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 159



Guide COMODO

Creating Trust Online®

Comodo Secure Internet G: eway=Admin

/
s f

/

others identify the purpose of the rule.
+  Click 'Next' or 'Settings' to configure a virtual session setting

Create - Comodo Cloud Browser »

Name Settings

1. Navigation

O Disabled @ Enabled (inside initially browsed URL)

2 Time Quota {.ln minutes)

15 =
3.File Download Enabled ()

Scan and contain the following files  Enabled c

zip axe paf [21:]

-+ Navigation - Allow or block users from visiting sub-domains of the initial URL.
« Disabled - Users cannot browse anywhere other than the website that triggered the virtual session.

+  Enabled - Users can browse the initial URL, the resources under the initial URL, and any sub-domains.
Users cannot change the URL itself nor visit another website.

Time Quote - Set how long the virtual session should run for. The session will end when this time elapses.

«  File Download - Allow or block users from saving files in the virtual session. We recommend you ‘Scan and
contain’ downloaded files if you enable this setting.

«+  Scan and contain the following files - Specify which types of files are scanned.
+  Enabled - Select the file types that CSIG should scan.

«  Click ‘Create’ when done

The rule is saved and listed in the CCB interface. You can now add this rule to the security section of a policy. Click
here if you need help to create policies.

Edit a cloud browser rule

«  To update a CCB rule, click the edit # button beside the rule
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Update - Comodo Cloud Browser

MName Sattings

Nama

Chonnoi Natwork 1

Ramark

Virtual sessions for CH)

The 'Update - Comodo Cloud Browser’ dialog is similar to the create CCB rule explained above.
+  Modify the name, description and/or the settings as per your requirements.
+  Click the 'Update' button.

Policies which feature the rule are dynamically updated with the rule’s new settings.

Delete a cloud browser rule
You cannot delete a virtual session rule that is currently active in a policy. You must first disable it in all policies
before deleting it.

- Click the trash canicon ¥ beside a CCB rule to delete it.

+  Click ‘OK’ in the confirmation box to remove the list

© Delete Cloud Browser b4

Do you want to delete this cloud browser setting?

cancel [

6 Apply Policies to Networks and
Roaming/Mobile Devices

+  Click 'Configure' > 'Policy' to open the 'Policies' screen
« Apolicy is a security profile which contains at least one 'Security Rule', '‘Category Rule' or 'Black/White list'.

+  You add the rules to a policy then apply the policy to a device or network. You can also add block pages
which are shown when users visit a banned website.

«  You must have already created at least one rule before you can create a policy. See 'Manage CSIG Rules'
for help.

«  You must also have added at least one device or network, or have imported a site using the local resolver.
+  See Add Networks, Roaming Endpoints and Mobile Devices to manually add networks and
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«  See Setup Local Resolver Virtual Machines and Import Sites to setup a local resolver and
automatically import a network site.

+  You can create multiple policies. You can add multiple networks/devices to a single policy.

« You can also apply policies to internal network objects covering a single endpoint or IP address block.
How CSIG applies rules in a policy:

+  CSIG checks the whitelist first, then the blacklist, then the security/category rules.

«  Forexample, if the visited domain is whitelisted, then access is allowed. CSIG will check no further.

- Ifitis not in the whitelist, CSIG checks the blacklist. If found then it is blocked.

« Ifitis notin blacklist, CSIG checks the security / category rules. If the site belongs to a banned category
then it is blocked.

+ Ifthe site isn’'t in the blacklist or category rules, then it is allowed.
Click 'Configure' > 'Policy' to open the 'Policies' screen

SECURE INTERNET s
G ECATEWAY Cwprviow  Ropartin m Cooun # = t Te

iE Policies ™ Domain Clossficotion Poquasts 5 Chack Policy = 4 Add Naw Policy

& Palicy Harme Remark Actions

1 AgentsPolicy F i

2 clifton PR

a sacitia F
£ 8

«  The links on the right of the title bar let you:

«  Add New Policy - Create a new policy and apply it to networks, devices and imported network sites.
See Create a new policy for help with this.

- Domain Classification Requests - View the category of a domain, suggest a different category, and
propose an unclassified site is added to our database. See Domain Classification Requests

«  Check Policy - Test whether your rules function correctly. See Test whether your policy works for
help.

The following links contain help on this interface:
+  Create new policies and deploy them to networks and devices
+ Edit a policy
«  Test whether your policy works
+ Delete a policy
Create a new policy
«  Click 'Configure' > 'Policy'
+  Click 'Add New Policy'
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Remark Actions
Add Policy <« x
Select Objects Settings
Policy Name Objects
l None -
This field should be between 1100 characters. Ploase sclect an object.
Remark

+  Policy Name - Enter a label for the policy

+  Objects - Select the items to which the policy should apply. This can be a network, roaming device,
site, internal network or mobile device. You can select multiple instances of each.

+  Note - The 'Objects' menu only shows networks, devices or sites that do not yet have a policy.

Add Policy o

Select Objects Settings

Policy Name Objects

(H

Networks

MNew Policy ‘

Remark

» Kanchildly | ACME Ammunitions
Sites

»Coyote | postprodtest

Internal Networks
»Sales 2| Coyote | postprodtest
»Sales Team | Coyote | postprodtest

* Marketing Team | Coyote | postprodtest =

+  Networks - List of manually added networks

+  Agents - List of roaming Windows and Mac OS devices enrolled by installing the Secure Internet
Gateway agent

«  Mobile Agents - List of enrolled Android and iOS devices
- Sites - List of network sites imported by deploying the local resolver VA
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« Internal Networks - Internal network objects within imported sites. Note - Policies applied to a site
will over-rule policies applied to internal network objects.

+  You can apply a policy to any number of objects.
+  Remark - Enter a description for the policy (optional)
«  Click 'Next' or 'Settings' to configure the policy:

Add Policy x

Select Objects Settings

Only B/wW Mode Disabled (D) Block All Mode Disabled 0 D safe search Disablec ® D
Security Rule Category Rule
Nonea o l | None i

Redirect to CCB

Picase select ot least a Security Rule of a Category Rule or o B/W List

Domain B/W List

«

Name Type

Blocklisted Domains Blocklist

Whitolizted Domoinz Whitolizt

sharefilecom WhitoList

For Cormpany LTD Whitolist

W
Block Page Appearance
None '

«  Only B/W Mode - If enabled, you can only add blacklist and/or whitelist rules to this policy. You cannot
add security or category rules to the policy.

- Block All Mode - If enabled, all domains are blocked EXCEPT the domains mentioned in the
whitelist(s) selected for this policy. You can only add whitelists to the policy under this setting.

- Safe Search - Activates the content filtering feature of search engines like Google, Bing and Yahoo.
Safe search eliminates explicit and potentially offensive websites from the results page of a search.
This setting is disabled by default.

«  Security Rule - Select a rule to block websites that host specific types of threats. The drop-down lists
security rules that have been added in the 'Policy Settings' section. See 'Manage Security Rules' for
more details.

+ Redirect to CCB - If enabled, sites in this policy are instead opened in a virtual environment.
Enable this and select a virtual session rule from the drop-down. See ‘Manage Cloud Browser
Settings’ if you need more information on virtual session rules.

+  Category Rule - Select a 'Category Rule' to block websites by content-type. The drop-down lists
category rules that have been added in the 'Policy Settings' section. See 'Manage Category Rules' for
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more details.

- Domain B/W List - Select a black/white list to block specific domains. B/W lists added to the the
'Policy Settings' section are shown in the dialog.

«  Select the B/W list(s) you want to add to the policy.
See 'Manage Domain Blacklist and Whitelist' for more details.

Please note - B/W lists will over-rule security/category rules in the event of a conflict over a
particular domain.

+  Block Page Appearance - Choose the block page to be shown to users if they try to visit a site
prohibited by your policy. The drop-down displays block pages added via the 'Policy Settings' area. See
Manage Block Pages for more details.

«  Note - The block page is shown on all devices to which the policy is applied, except mobile
devices.

Example policy settings are shown in the following screenshot:

Add Policy x

Select Objects Settings

Only B/W Mode Disabled (D) Block All Mode Disabled ©® @D safe Search Disabled® @)
Socurity Rulo Catogory Rule

All Security Categories Included - For Company X =
Redirectto CCB

Chennai TW -

Dormain B/W List

Marme Type

Blocklisted Domains Blackiist -
Whitelisted Domains Whitolist

sharefile.com Whitolist n
For Company LTD Whitelist n

Block Page Appearance £

Chennai BP =

+  Click 'Add' to save your policy.
The policy is applied to the chosen networks and devices.
Edit a policy
+  Click 'Configure' > 'Policy’
«  Click the edit button in the row of the policy you want to update:
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Overview Reporting Configure Account / Setup Wizard EEHow-to & Testimonials
£Z Policies Domain Classification Requests (& Check Policy = <4 Add New Policy
& Policy Name Remark Actions

1 New Network Policy Policy for ACME network

2 Mobile Device Policy

Update Policy x
Select Objects Settings
Policy Name Objects
New Network Policy ‘ ‘ Kanchildly | ACME Ammunitions h
Remark

Policy for ACME network

The 'Update Policy' dialog appears. The dialog is similar to the 'Add Policy' dialog explained above.
+  Modify the name, description and/or settings as required.
+  Click the 'Update' button

The updates will be applied to all devices on which the policy is active.

Test whether your policy works

The policies interface lets you check whether your rules are functioning correctly on your networks and roaming
devices.

«  Login to Secure Internet Gateway from any endpoint in an enrolled network, or from an enrolled
roaming/mobile device.

+  See Logging-in to the Administrative Console if you need help with this.
+  Click 'Configure' > 'Policy'
+  Click 'Check Policy" at the top-right
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on Requests & Chﬂ%%”w + Add New Policy

Check Security Rule
1ark
Check Category Rule

Check Blacklist Rule

O In order to validate the policy set
is working properly, please click
above links per rule type.

«  Check Security Rule - Test whether policy security rules are working correctly on your devices
«  Check Category Rule - Test whether policy category rules are working correctly on your devices
«  Check Blacklist Rule - Test whether policy blacklist rules are working correctly on your devices

You need to repeat this process on each device you want to test.

You will see the following message if the rule is active:

Security Rules are
applied.

If you're seeing this page, it means security rule fo
blocking malicious sites are successfully enabled and you
are protected against millions of malicious sources
SECURE INTERNET $
GATEWAY - e
You will see the following if the rule is not active:
167
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Security Rules are NOT applied '

f you're seeing this page. it means security rule for blocking malicious
sites are not enabled and you are not protected against millions of
malicious sources. Application of a rule may take several minutes after

the creation of policy

SECURE INTERNET f you're still seeing this page afler waiting for a while

e, you may need o
GATEWAY contact Dome Support Team via domesupport@comodo.com

Please check that you have configured your policy correctly and that you have applied it to target devices.
Delete a policy

+  Click 'Configure' > 'Policy’

+  Click the trash can icon beside a policy
A confirmation dialog is shown:

@ Delete Policy ®

Do you want to delete this policy?

+  Click 'OK' to confirm removal of the policy from the list.
The policy is removed from the networks/endpoints/devices on which it was active.

7/ Domain Classification Requests

Click 'Configure' > 'Policy' > 'Domain Classification Requests'.
- Secure Internet Gateway uses a massive database of websites which are classified into various categories.
«  These website categories can be added to a 'Category Rule'.
+ You can then add the rule to a policy to allow or block sites in the category.

Domain classification tools:

+  You can recommend that a specific website is added to one of our categories. For example, you might find
a gambling site which is not yet recognized by the filter.

+  You can also suggest a different category for an existing domain if you think it has been incorrectly
classified.

Your submission will be analyzed by Comodo. The status of your request can be viewed in the interface.
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Open the 'Domain Classification Requests' area
+  Click 'Configure' > 'Policy'
+  Click 'Domain Classification Requests' on the title bar

G gEMETE‘HNIYN:m Oworviow  Roporting  Configure  Account #sctupwizord  EEHow-to ) Testimoniols

= Policies = Domain Classification Regquosts ) Chock Policy ~ 4 Adkd New Pobicy
é____-—"'-'—--_ Actions
S8 IE Domain Clossification Requests i How It Workz 4 Reqguest Cotegory Change
L |
| Q | & Tatml iterne, Pragelat 3
|
First  Previows I 2 3 MNext  Lost
Proposod Rogquuost Rogquost AL
£ Domain Cotogory Cotogory Mow Cotogory Data Stotus Actions
1 gocgka.com Saarch Enginas & Pomography Saarch Enginas & JOE-07-03 Rrpactad Wi edisted -
Postals Partals 05:25PM
wenitsubighihansson notar Viehichss Adult Comant miotor Vehiches H0Me-03-22 Regactad sk Autiom Token =
OE:22PM
hardsaxtuba oom Adult Contant Pomography adult Contant IME-0322  Rejectad Sy Action Token =

The interface shows a list of all previous requests.

Domain Classification Requests

Domain The URL of the website for which you have requested a category change.

Category Class of websites to which the site currently belongs. This is available only for sites that are
already in our filtering database.

Proposed Category | The class of sites that you have suggested for the domain.

New Category The class of sites to which the domain was assigned after analysis by Comodo.

Request Date The date and time at which the request was submitted.

Request Status Whether the request was accepted or rejected.

Actions Whitelist or blacklist the domain, or remove the request entirely. See 'Whitelist/Blacklist a

Domain' for more details.

»  Submit a domain classification Request
«  Whitelist/Blacklist a Domain
Submit a Domain Classification Request

You can submit a domain classification request if you think a site should belong to a specific category.

+  Click 'Configure' > 'Policy' > 'Domain Classification Requests'
+  Click 'Request Category Change'
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+  Enter the name of the domain. Secure Internet Gateway will search whether the domain has been
registered.

Pre-registered Domain
+ Ifthe domain is already classified, its current category is shown as follows:

Request Category Change b4

Enter a domain to learn its category!

pongi.org

"pongi.org” is in the following category

" Arts & Society & Culture

Propose a new category

None -

«  Ifyou wish to suggest a new category, select it from the 'Propose a new category' drop-down and
click 'Submit'
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Request Category Change b 4

Enter a domain to learn its category!

pongi.org

"pongi.org” is in the following category
= Arrs & Society & Culture

Propose a new category

None

Sports

Travel

Travel

Misc

Real Estate

Technical Information
Political Issues
Religion

Gove rrsbent & Legal

Comodo will analyze the request. If successful, your site will be placed in the category within 48 hours.

New Domain

+  Domains that are not in our database are listed as 'Uncategorized":
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Request Category Change x

Enter a domain to learn its category!

‘ www.sinstbus.com

(mlnsthus.cnm" is uncategarizD

Propose a new category

MNone -

«  Propose a new category - Select the category to which you think the domain should belong. Click
'Submit',
Comodo staff will analyze the request and assign the domain to a category within 48 hours.

Whitelist/Blacklist a Domain

Whitelists and blacklists let you explicitly block or allow access to certain domains. This is useful if you want to create
exceptions for sites that are blocked or allowed by a category rule.

General points:

«  Whitelist - Access to the domain is allowed, even if it is blocked by a category rule.
+  Blacklist - Access to the domain is blocked, even if it is allowed by a category rule.
«  There are two places you can set black/whitelists in Secure Internet Gateway:

+  Use the 'Set as Black/Whitelist' action in this interface. These lists apply to ALL your policies.

«  Add a black/whitelist to a specific policy. These lists apply only to the networks/devices covered by
the policy.

+  Blacklists and whitelists over-rule category rules for a domain.
«  Whitelists over-rule blacklists.
+  Click the 'Actions’ link in the row of the domain
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Set as Blacklist
Set as Whitelist

Remove Request

+  Select the option from the drop-down
+  Set as Blacklist - The domain is added to a master blacklist for your account and blocked on ALL
your policies.
- Set as Whitelist - The domain is added to a master whitelist for your account and allowed on ALL
your policies.
+  Remove Request - The request is withdrawn and deleted from the list. The domain is also
removed any list you may have put it on using the 'Set as blacklist' or 'Set as whitelist' links.

- Take no action - Do not whitelist or blacklist the domain. Do not remove the request. The domain
continues to be allowed or blocked according to its current category and your policy.

+ Request accepted - The domain's category changes to your requested category. The domain is allowed or
blocked based on this new category. It is removed from any list you may have put it on using the 'Set as
blacklist' or 'Set as whitelist' links.

« Request rejected - The domain remains in its current category and is allowed or blocked accordingly. It
remains on any list you may have put it on using the 'Set as blacklist' or 'Set as whitelist' links.

The following table has some examples of how blacklists and whitelists work together:

www.example.com Whitelisted in  Whitelisted using Blacklisted in  Blacklisted using  Outcome
device policy  'Set as whitelist'  device policy  'Set as blacklist'

link link
Case 1 % x v Blocked
Case 2 x x v x Blocked
Case 3 x x v v Blocked
Case 4 x v x x Allowed
Case 5 x v v x Allowed
Case 6 v x x x Allowed
Case 7 v x x v Allowed
Case 8 x v v v Allowed
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8 View Protection Details by Customer

Details about networks and roaming agents enrolled for an end-customer. This feature is only available for MSP
accounts.

+  Click 'Configure' > 'MSP Control' > 'Customer to open the 'Customer' area:

SECURE NTERNET ., Rupurlil;y_'a_nl ] e ¢

B Custormer

w Cumstarmas # of Networks # of Roarning Devices # of Mobile Devices # ol Sites # of Locol Rescher
|Eam z 2 1 0 1]
gozd

| goede-de
Lo o o !

o & o ¥ 1

Customer - Table of Column Descriptions

Column Header Description
Customer The organization enrolled as your Secure Internet Gateway client
# of Networks The count of networks enrolled for the customer

# of Roaming Devices | The count of of out-of-network Windows / Mac devices enrolled for the customer.

# of Mobile Devices The count of Android and iOS mobile devices enrolled for the customer

# of Sites The count of networks (aka 'sites') which were automatically imported by installing the
local resolver on a customer network.

# of Local Resolver The count of local resolver virtual appliances registered for the customer

You can only view the details and cannot edit or delete the entries.

9 Reports

Reports provide a detailed overview of web and security activity on your networks and endpoints.

«  Click 'Reporting' on the top navigation to open the reports area:
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Click and drag = the plos srea to zoom in

«  There are five types of reports, 'Web Activity', 'Security', 'Mobile Activity', 'Site Activity' and ‘CCB Activity'.
«  The charts in each report are larger, easier-to-manipulate-versions of those on the dashboard.
+  Click the links below to jump to the relevant section in the dashboard chapter.
Web Activity Reports
«  Overall Web Browsing Trend
+  Roaming Agent Web Browsing Trend
«  Overall Security Trend
«  Top URL Categories
«  Top Target Domains
« Top Blocked Domains
«  Top Blocked Domains From Agents
«  Top Blocked domains From Networks
Security Reports
+  Overall Advanced Threats
- Roaming Agent Advanced Threats
«  Most Blocked Mobile Threats
+ Sites - Most Blocked Threats
+  Overall Security Incidents
- Roaming Agent Security Incidents
Mobile Activity Reports
+  Top Target Domains of Mobile Users
«  Web Traffic of Mobile Users
+  Top Blocked Categories of Mobile Users
Sites Activity Reports
+  Sites - Top Target Domains

«  Sites - Overall Web Browsing Trend
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+  Sites - Top Blocked Domains
CCB Activity Report
«  Top Visited Sites
«  Top Opened Sessions
+  File Status
See 'The Dashboard' to find out more about these reports.

10 Read Testimonials

+  The 'Testimonials' page contains reviews, comments and feedback about Secure Internet Gateway from our
customers.

«  Click 'Testimonials' at the top right
+  You will be taken to https://cdome.comodo.com/dns-internet-security.php

.

ure  Account # Setup Wizard EHoy-to & Testimonials

able for paging ACME Ammup#ions ~ || 12Hours |v

Roaming Agent Web Browsing Trei ~Top Blocked Domains

+1 BBB-551-1531 | Contact | Login =

—

COMODO DOME

Social Telecoms CIC FORE =~

MACHINE COMFPANY

Social Telecoms CIC Meshoppen Stone

using Dome Shield Inc. using Dome Fore Machine using
for Keeping Internet Shield to boost Dome Shield for NIST
Safe for Customers workplace Cybersecurity

Learn how Social ecoms CIt are pdeUEtiVit}" and Framework
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+  You can peruse the views and experiences of our Secure Internet Gateway customers.
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11 View Account Details

+  The 'Account Info' page shows user information, total DNS requests for the month, and licenses associated
with your account.

+  You can also upgrade to a Platinum license. See Compare Secure Internet Gateway Packages to see
what features come with each license.

+  Click 'Account' to open the account info page:

ACCOUNT INFO

User Info Total DNS Requests [January)
Usormarmae | Erail: 3 8 k
concatypairippatcom o
Usar Typa: Jmining Data:
Moanoged Service Provider 208-07-30
Licenzes
Liconsa Typa Rotriovol Doto Expirotion Doto Skotus & of Endpoints Quontity
2018-07-30 Hfa HiA 2
PLATINLR 2008~ 10-31 Nfa activa HHOA0-1D000000 ARG
Upgrada to Secure Intornot Gotoway . Aamad  for no DMNS roquests limit and for more featuros BUY

SALES: +1[#85)501-1531
Secure Internet Gateway Platinurm-only Featuras:

+ Local BNS Resolver Virtudl Appliancas
+ Internal P basod Visibility £ Control

+ Bypaas Domaing to Existing Internal DNS
« Enorypt Netwaork-wide DRS Traffic

+ Manage by Sites and DNS Egross Paints

@ REPORT ISSUE

«  Username / Email - Address that was used to sign-up for the account. System notifications are sent to this
address.

+  User Type - Kind of account - MSP or Enterprise
« Joining Date - Date you subscribed to Secure Internet Gateway

Total DNS Requests

+  Shows the number of requests received by Secure Internet Gateway from the enrolled devices for the
current month.

«  The number of requests you can make depends on your license type:

«  Platinum license
«  Unlimited DNS requests
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- Gold license

+  DNS requests are capped at 300 K per month for the account. Account = requests from all your
endpoints/networks.

«  Therequest limitis reset to 0 (zero) at the beginning of each month

+  DNS requests are mainly used up by first-time requests to external websites. Subsequent requests
for the same site are handled by the local cache until TTL expires.

+  Requests to the Secure Internet Gateway Portal are not included in the 300 K limit.
Licenses
+  License Type - CSIG subscription type

+  Retrieval Date - Date of subscription. For Gold, this is the day you signed up. For Platinum, it is the day you
purchased the license.

+  Expiration Date - Subscription end date.
«  Status - Whether or not the license is active
«  #of Endpoints - Endpoint selection range for the license
+  Quantity - Number of endpoints subscribed
Enterprise/Gold license holders can upgrade to a Platinum license by clicking the 'Buy' button.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com

Comodo Secure Internet Gateway - Admin Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 179


mailto:EnterpriseSolutions@Comodo.com
https://www.comodo.com/
https://www.linkedin.com/company/comodo
https://twitter.com/ComodoDesktop
https://blog.comodo.com/#_ga=2.176947941.1387371116.1528275014-1906916102.1521629515

	1 Introduction to Comodo Secure Internet Gateway
	1.1 Purchase a License
	1.2 Login to Secure Internet Gateway
	1.3 Setup Options Explained
	1.3.1 Tutorial to Add Networks to Secure Internet Gateway
	1.3.2 Tutorial to Add Roaming Endpoints to Secure Internet Gateway
	1.3.3 Tutorial to Add Mobile Devices
	1.3.4 Tutorial to Deploy CSIG Virtual Appliances
	1.3.5 Setup Wizard - Add Networks
	1.3.6 Setup Local Resolver Virtual Machines and Import Sites


	2 The Admin Console
	3 The Dashboard
	3.1 Web Overview
	3.2 Security Overview
	3.3 View Logs

	4 Add Networks, Roaming Endpoints and Mobile Devices
	4.1 Add Networks
	4.2 Add Roaming Endpoints
	4.3 Add Mobile Devices
	4.4 Manage Imported Sites and Virtual Appliances
	4.4.1 Add Internal Networks
	4.4.2 Add Internal Domains


	5 Manage CSIG Rules
	5.1 Manage Security Rules
	5.2 Manage Category Rules
	5.3 Manage Domain Blacklist and Whitelist
	5.4 Manage Block Pages
	5.5 Manage Cloud Browser Settings

	6 Apply Policies to Networks and Roaming/Mobile Devices
	7 Domain Classification Requests
	8 View Protection Details by Customer
	9 Reports
	10 Read Testimonials
	11 View Account Details
	About Comodo Security Solutions

