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Comodo Secure Internet Gateway - Quick
Start Guide

Comodo Secure Internet Gateway (CSIG) is an enterprise web filtering solution that provides comprehensive, DNS

based security for networks of all sizes. The solution scans all inbound and outbound web traffic to provide real time
protection against the latest threats. CSIG also features advanced reporting, custom B/W lists and a granular policy
manager which lets you create location-specific policies.

This document explains how to purchase licenses, add networks/devices, apply policies and generate reports:
»  Step 1 - Purchase alicense and login to Secure Internet Gateway
+  Step 2 - Add your network
+  Step 3 - (Optional) Enroll additional networks and devices

+  Enroll additional networks
«  Add static IP networks
+  Add dynamic IP networks
+  Setup local resolvers to import networks
«  Enroll roaming Windows devices
«  Enroll mobile devices
- Step 4 - Configure policy items
»  Add Security Rules
» Add Category Rules
+  Add Domain Blacklists and Whitelists
+  Configure Virtual Browsing
« Add Block Pages
+  Step 5 - Build and apply your policy
- Step 6 - Generate reports

+  Step 7 - View account details

Step 1 - Purchase a License and Login to Secure Internet
Gateway

Two types of license are available:

«  Gold - Free for enterprises and MSPs.

+  Platinum - Paid version with several additional features
Click here to compare packages.
There are two ways to to obtain a license:

+  Stand-alone customers - Sign-up for a free license at https://cdome.comodo.com/dns-internet-
security.php.

«  Comodo One / Itarian / Dragon customers (enterprise and MSP licenses) - Secure Internet Gateway is
automatically activated in your account.

Stand-alone Customers:
Sign up for a Gold license
+ Visit https:/lcdome.comodo.com/dns-internet-security.php.
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+  Click 'Start Now'
+  You are taken to the sign-up page:

SECURE INTERNET
GATEWAY

SIGNUP

Welcome
You're about to start securing your network with Secure Internet Gateway!

Securo Internat Gateway providos Web Visibility, Control and Protection
at tho DNS-layer,

* Block Advanced Threats, Phishi ng, Malwore and CAC Callbocks
* Croate Web Filtering rules using B0+ content catagories
3 Pali

= Got RealkTime Visibility for all intormot connoctod dovicos

an and off natwaork

= Enforce Protoction and Waeb Acc

This wizard will help you sign up to Secure Internet Gateway under 2
minutes!

Select your company type

i | e

already hove an aocount?

+  Click 'Enterprise' to open the package selection page
+  Click 'Get Started for Free' in the first column:
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X

Solect Package

Secure Internet

Gateway Gold

Free

Free up to 300,000 DNS
Requests per Month

Available for Enterprises &
M3Ps

Internal IP/Subnot/IP Block
Basod Policas

Internal IP Based Visibility
&. Monitoring

Encrypt All DNS Traffic
Socure Internot Gateway
DS Resolver Virtual
Applioncos

GET STARTED FOR FREE

Free, No Credit Card

Required

€ Previous

Secure Internet
Gateway Platinum

for Enterprises

24 x 7 x 365 Platinum
Support

Create Internal IP, Subnet,
P Block and Site Basod
Policics

ntermal IP Basad Visibility
& Monitaring

Erncrypt All BNS Traffic
Install Securs Intarmat
Goatewey DNS Resolvas

Virtual Applioncas to your
Sites.

Bypaoss Domains to
Internal DMNS

sorvars{Moadad for Active

Diractory Sitas)

Control DMS Egress Points
of your Networks by Sites
and DNS Sorvors

BUY NOW

1 Month Tricl Option

Gateway Platinum

Secure Internet

for MSFs

24 x 7 x 365 Platinum
Support

v Granularly Control
Monitor & Manago
Multiple Companies from
a Single Dashboard

v Create Intemal IP, Subnet
IP Block and Site Based
Palicas

+ Internal IP Basod Visibility
& Monitoring

« Encrypt All DNS Traffic

+ Install Socuro Intornot
Gatoway DNS Rasolves
Virtual Appliances to your

Sitas

+ Bypaoss Domains to
Internal DNS
Servors(Neoded for Active
Diroctory Sitog)

~ Control DNS Egress Points
of your Networks by Sites

and DNS Servers.

BUY NOW

1 Month Trial Option

«  Next, provide your account details and accept the end user license agreement:
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Select Package Enter Account Information Done!

Please Enter Customer Details

Email Password Confirm Password

¥ 1 have read and agree to the End User license/Service Agreement

- Email - Enter your contact mail address. Order confirmations and license keys are sent to this
address. This address doubles up as your Secure Internet Gateway username.

- Password and Confirm Password - Create a passphrase to login to Secure Internet Gateway.
Please use at least 8 characters, and a mix of upper and lower letters, numbers, and special

characters.
- End user license agreement - Read and agree to the terms and conditions.
«  Click 'Finish'

The license confirmation screen is shown for 5 seconds before the setup wizard starts

«  Click 'Secure my network now!" to start the wizard. See Step 2 - Add your network for help with this.
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Welcome sigtestchntw(@yopmail.com
You're about to start securing your network with Secure Internet Gateway!

Secure Internet Gateway provides Web Visibility, Control and Protection at
the DMS- layar

* Block Advanced Throats, Phishing, Malwars ond C8C Callbacks

* Create Web Filtering rules using B0+ content categories

+ Enforce Protection and Web Access Policies, on and off network

* Gat RealkTime Visibility for all intermat connected devices

This wizard will halp you sotup Secure Intarmot Gatoway under 2 minutes!

U Secure my network now!

Skip Wizord

RATE US! (&) REPORT ISSUE

+  Click 'Skip Wizard" if you plan to enroll your network later.
Purchase a Platinum package
There are two ways to get a platinum license:

- Signup for a new license

+  Upgrade a Gold license - Existing customers can upgrade their license from the CSIG interface. Open
Secure Internet Gateway > Click 'Account' > Click 'Buy'

The rest of this section explains how to buy a new Platinum license.
+  Visit https:/lcdome.comodo.com/dns-internet-security.php.
+  Click 'Start Now'
+  You are taken to the sign-up page:
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SECURE INTERNET
GATEWAY

SIGNUP

Welcome
You're about to start securing your network with Secure Internet Gateway!

Socuro Internat Gateway provides Web Visibility, Control and Protection
at tho DNS-layer,

* Block Advanced Threats, Phishi ng, Mahvare and CAC Callbocks
* Croate Web Filtering rules using B0+ content catagorios
on and off natwork

= Enforce Protaction and Web Accoss Pc

* Got RealkTime Visibility for all intormot connoctod dovicos

This wizard will help you sign up to Secure Internet Gateway under 2
minutes!

Select your company type

e | e

alrecdy hove an occount?

+  Click 'Enterprise'
«  This opens the package selection page:
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Solect Package

Secure Internet

Gateway Platinum
for M5Ps

Secure Internet Secure Internet
Gateway Gold Gateway Platinum

Free for Enterprises

Free up to 300,000 DNS 24 % 7 x 365 Platinum 24 x 7 x 365 Platinum

Available for Enterprises &

Basod Policas

DS Resolver Virtual
Applioncos

GET STARTED FOR FREE

Free, No Credit Card

Required

€ Previous

« Install Securs Intarmeat
Goatewey DNS Resolvas

sorvars{Moadad for Active
Diractory Sitas)

+ Control DMNS Egress Points
of your Networks by Sites
and DNS Sorvors

BUY NOW

1 Month Tricl Option

Requests per Month Support Support

MSPs
v Create Internal IP, Subnet, Granularly Contro
P Block and Site Based Monitor & Manago
! il ' Policics Multiple Companies from
. a Single Dashboard
v Intarnal IP Based Visibility »ing -
el & Monitoring Create Intermal IP, Subnet
_ . . IP Block and Site Based
- Encrypt All GNS Traffic
¥ Intornal IP/Subnot/IP Block - ! ' : Palicas

Internal IP Basod Visibility

¥ Internal IP Based Visibility & Manitoring
. Virtual Appliancas to your :
& Monitoring ' )
Sites. Encrypt All DNS Traffic
¥ Encrypt All DNS Traffic
+ Bypaoss Domains to Install Secure Internot
¥ Secure Internct Gatoway Intarnal DNS Gataway DNS Rasolves

Virtual Appliances to your

Sitas

Bypass Domains to
Internal DNS
Servors(Neoded for Active
Diroctory Sitog)

Control DNS Egress Points
of your Networks by Sites

and DNS Servers.

BUY NOW

1 Month Trial Option

«  Click 'Buy Now' under 'Secure Internet Gateway Platinum for Enterprises'

«  The next step is to provide your account details and accept the end user license agreement.
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Select Package Enter Account Information Done!
Please Enter Customer Details

Email Password Confirm Password

' Thave read and agree to the End User licensefService Agreement

L 2=V < Choose License

+  Email - Enter your contact mail address. Order confirmations and license keys are sent to this
address. This address doubles up as your Secure Internet Gateway username.

«  Password and Confirm Password - Create a passphrase to login to Secure Internet Gateway.
Please use at least 8 characters, and a mix of upper and lower letters, numbers, and special
characters. This also serves as your password for your Comodo account
(accounts.comodo.com)

- End user license agreement - Read and agree to the terms and conditions.
+  Click 'Choose License'

The next step is to configure your package and provide your payment information:

Comodo Secure Internet Gateway - Quick Start Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 9
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Secure Internet Gateway Platinum

Select License Period

Monthly Yearly

# of Users

o

Total Price (s 29.38 per ust:-r]

$146.90
Credit Card Details
Credit Card No.
Cardholder Name
Cvv Expiration Date
al v 2019 v

SALES: +1(888)551-1531

«  Select License Period - Choose monthly or yearly

«  Number of users — Specify exactly how many users you want to protect.
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+  Enter your payment card information and click 'Finish'.
You will receive order confirmation and license emails.

You can now login to Secure Internet Gateway at https://shield.dome.comodo.com/login.

Comodo One / Dragon and ITarian Customers
«  Comodo One customers - https://one.comodo.com/
. Comodo Dragon customers - https://platform.comodo.com/app/login
o [Tarian customers - https://www.itarian.com/

A Secure Internet Gateway Gold license is automatically activated in your account when you enroll for a C1/ Dragon
[ ITarian account.

Upgrade to a Platinum license

+  Login to your C1/ Dragon / [Tarian account
+  Click 'Management' > 'Applications'

«  Select 'Secure Internet Gateway' then click 'Subscriptions' > ‘Add New Subscription’

Applications

r n
N
COMODO DOME
ehielad
Endpoint Manager Secure Internet Gateway
e -p"h r
ot
Show all hidden modules @

Subscriptions Usage Billing Settings
—
Subscription Lis #+ Add Mew Subscription ’
T ——

I0: Dome Shield GOLD MSP FREE
Tied TRIAL

Details

ITarian License

«  The account username is pre-populated.
«  Enter your C1/ Dragon / ITarian password then click 'Login'
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Buy New Subscription Secure Internet Gateway
1. Login Login
LOEI“l =

tester i.'1U}'::|:l'l.1ll cam

Password *

[CTTTTTT
6. Order Summary

+ Activate Selected — Activate Platinum licenses that you have purchased via your Comodo Accounts
Manager (CAM) account. Activation will allow you to access CSIG via the C1 / [Tarian / Dragon interface.

+  Buy New - Purchase a new Platinum license.

Buy New Subscription Secure Internet Gateway

Subscriptions assigned to this ITarlan Account

¥ou do not have any avallable licensa to actrvate. Flease continue purchasing by dicking BUY NEW button
O 37R53Bah-5c72-4d60-ad1c-alc32deb3abe

m Dome Shield GOLD MSP

Start Date: 01802

&, Order Summary

+  Select the number of users you require and the term of the license:
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Configure Subscription

Amount of Users 4 + Users
3. Configure Subscription

4, Customer Info 1 100 250 500 1000 2500 000 plhee] 25000 10000000

5. Payment Options

$20.38 $2578 $21.02 $16.20 £14.98 £14.40 $13.82 31318 31260
TR Peruser  peruser peruser  peruser  Peruser  per user  Peruser  peruser  per user

Select Period

1 manth 3 months| 6 months 2 years 3 Wears

£29.38 per 4 users for 1 year = $117.52

$117.52

+  Click 'Next' and complete the customer information form.

Buy New Subscription Secure Internet Gateway
Customer information
Lagm
2. Marian Account Company Name
igure Subscription testersa]

4. Customer information
Company Website Phone Number *

5. Pay 0

12234567

6. Order Surnmary
Street Address * Street Address 2
ity * Country *
State or Provinoe Postal Cade *
Billing Information
o The same as Contact Information
Terms and Conditions
| have read and agres the Erd Lser License/Senice AFresment,

«  Agree to the terms and conditions and click 'Next'
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«  Complete your payment details

Buy New Subscription Secure Internet Gateway

FRODUCT LICENSE PERIOD FULL PRICE
pome Shiskd Platinum for MSR(1-99 Uisers) 1 Year $117.52
TOTAL F117.52
yment Optio
Credit Card Mumiber VISA -

-
Card Holder Name Expiration Date -

o ¥ o

When paying by credit card, the biling Information should be exactly &5 it appears an your
credit card statement. For credit card verification, please ensure that your first and last name
are entered &5 they appear on your card,

«  Click 'Next' to place your order. Your license will be added to your account.
« Next, activate the license as follows:

+  Click 'Management' > 'Applications'

«  Select 'Secure Internet Gateway' then click the 'Subscriptions' tab

+  Click 'Add New Subscription'

+  Enter your C1/Dragon / Tarian password and click 'Login'

«  The interface will show all your purchased CSIG licenses.

«  Select the new license and click 'Activate Selected'.

Login to Secure Internet Gateway
You can login at the stand-alone portal, or via the C1/ Dragon/ ITarian portal.
Stand-alone portal
This applies to enterprise customers who bought a license from https://cdome.comodo.com/.
«  Login at https://shield.dome.comodo.com/login and select 'Secure Internet Gateway'
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St /
~ f

Sign in to Secure Internet Gateway.

Please fill in the credentials to sign in.
Login with:

careway ONE

Username

Write your username here

Password

Write your password hore

Forgot password? =

Crodto ACCount

« Username and password are case sensitive. Make sure you use the correct case.

Comodo One / Dragon / ITarian Portal
«  Login to your C1, Dragon or ITarian account:
«  Comodo One customers - https://one.comodo.com/app/login
«  Comodo Dragon customers - https://platform.comodo.com/app/login
+ |Tarian customers - https://lwww.itarian.com/app/msp/login
- Username and password are case sensitive. Please make sure that you use the correct case.
«  Click 'Applications' > 'Secure Internet Gateway' to open the CSIG interface.

Comodo Secure Internet Gateway - Quick Start Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 15
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“ATARINN

g iR s s Endpoint Manager

Patch Management

Customer: All RMM

Device Management

Help Actions .
Procedures
Endpoint Protection

‘ o Service Desk
Help Guides Secure Internet G';teway

CRM

cWatch

Step 2 - Add Your Network

«  The setup wizard lets you quickly enroll your networks to Secure Internet Gateway.
« Ifyou haven't yet added a network then the wizard will start automatically after logging in.
+  You can also start the wizard at any time by clicking 'Setup Wizard' at top-right:
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Ei‘?r"ﬁﬂ'ﬂ"" Owerviow Reporting  Configure h::u-:-,-‘. to o Testimoniak

SETUP WIZARD

4_———‘—-_‘—_——__ ey

Welcome licencetype(@zippiex.com
You're about to start securing your network with Secure Internet Gateway!

Socure Internat Gotowaoy provides Web visibility, Control and Protection at
thia DNS-layer.

¢ Block Advancad Throots, Phishing, Mahvare and CEC Callbocks

* Crodto Wob Filboring rukos using B0+ contont cotogorics

* Enforce Protection and Wab Access Policies, on and off natwork

* Gat RealTime Visibility for all internet connacted davicos

Thig wizard will halp you setup Secura Intemal Gatoway under 2 minutes!

0 Secure my network nowl

Skap Wizord

+  Click 'Secure my network now!"
Step 1 - Add your IP Address

SETUP WIZARD

o 2 3

Add Your Natwork
Please enter IP Address of your Network
IPv4 Address | FQDN Select Company
19212.3/24 vtigar

Yiou can continue with your Public IP or add anather IP | you prefer so.

€ Pravious

Skip Wimond
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IP Address / FQDN

By default, this shows the public IP of the network from which you are connecting. This network is automatically
activated after initial enroliment.

« Ifrequired, you can change this to the IP of a different network you want to protect. Enter the fully qualified
domain name or the network IP address in CIDR format. Secure Internet Gateway accepts prefixes from /24
to /32.

« Any IP you add here is automatically activated for protection. You need to change the network's DNS
settings to Secure Internet Gateway, as explained in ‘Change your DNS Settings'

« CSIG also supports dynamic IP addresses. You need to download the ‘Windows Dynamic IP Updater' agent
and install it on a network endpoint. See 'Add Networks' for more information.

Select Company - MSPs only. Choose the customer organization for which you want to enroll the network.

Click 'Next' to configure rules for the policy.

Step 2 - Configure Rules for your Policy

This steps explains how to set up security and website category rules for your policy. These rules will be applied to
your network on enroliment.

SETUP WIZARD

Following Threats will be blocked*: Following Website Cotegories will be blocked*:
{:I Fhishing () Eruta Farcar/Sconner {:I Tastakss & Cifansiva (:I Adult Contant
(:I Batmat [ CE T Sarvars (:I D by Dowrlods ‘::l gl Sofmvaans ‘::I My
(:] kalwering Dormaing () SErywiara {:] agpeal Diriigs (:] Pormagrosiy
(:l Wasapan (:] Cryptominats [Bitcoin Rekatedg) (:l Algakal & Tobes s (:] Dt

Skip ¥

i Wdizard

« Allrules are enabled by default. You can enable / disable rules as required.

« Ifyou are unsure, then a good rule of thumb is to just leave everything enabled. This gives you maximum
protection, and you can always modify the rule later if there are issues.

« You can modify the policy later by clicking 'Policy Settings' in the left menu. See 'Manage Security
Rules' and 'Manage Category Rules' if you need help with these areas.

Click 'Confirm' to apply your policy.

Step 3 - Change your DNS Settings

You need to point the network’s DNS settings to the following CSIG servers:
Preferred DNS server - 8.26.56.10
+  Alternate DNS server - 8.20.247.10

Comodo Secure Internet Gateway - Quick Start Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 18
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Click 'Yes, My DNS is set to CSIG' once you have done this:

SETUP WIZARD

Add Your Network Confirm Rules for your Policy Change your DN3S
We are ready to secure your traffic!

Set your DNS to Secure Internet Gateway to Complete Setup!

Primary DNS Secondary DNS

8.26.66.10

Yes, My DNS is Set to Secure Internet Gateway! «

Will do it later

That's it. You have now added a network to Secure Internet Gateway.

- Networks added via the wizard above are labeled 'My Network', with the date appended to the label.

. Click 'Configure' > 'Objects' > 'Networks' to see all networks that you have added.

« You can also skip the setup wizard and add networks, roaming and mobile devices manually later on. See
Step 3.

- To support dynamic IP addresses, you need to download the 'Windows Dynamic IP Updater' agent and
install it on a network endpoint.

« See 'Add Networks' for more information.

Step 3 — (Optional) Enroll Additional Networks and Devices

You can enroll multiple fixed networks and mobile/roaming devices to Secure Internet Gateway.
The following sections explain how to:

+  Enroll additional networks

«  Enroll roaming devices

«  Enroll mobile devices

Enroll Additional Networks

The IP of the network from which you are connecting was added during initial setup (see Step 2). This network
should already be active.

There are three ways you can enroll additional networks:

Comodo Secure Internet Gateway - Quick Start Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 19
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1. Use the setup wizard:

«  Click 'Setup Wizard' at the top-right of the interface.
«  Follow the steps to add your networks.
«  See Step 2 for help with the wizard.

2. Manually add a network:

+  You can add networks with static IP addresses by specifying their IP address in CIDR notation.
+  You can add networks with dynamic IP addresses by installing our IP updater agent on the network.
+  See Add Networks Manually for help with both these methods.

3. Deploy local resolvers to import a network:

+ Install a local resolver (LR) as a virtual appliance on the network.
+  Once deployed, the network is automatically imported to Secure Internet Gateway.
«  See Import networks by deploying local resolvers for help to setup the local resolvers.

Add Networks Manually

Networks you add manually have a 'pending' status until the IP/FQDN has been approved by Comodo. Please
contact your Comodo account manager or domesupport@comodo.com if you have questions on this.

Click the links below for help
+  Add Networks with Static IP Addresses
+  Add Networks with Dynamic IP Addresses

Add Networks with Static IP Addresses
«  Click 'Configure' > 'Objects' > 'Networks'
+  Click 'Add New Network'
«  Complete the new network form:

Comodo Secure Internet Gateway - Quick Start Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 20
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Add Network b4

Name

If you create a Location with an IP address different than the one that you're currently connecting to Dome
Shield, your network will be on "pending’ state. Network needs to be approved after verification by Cormodo
Dome Shield suppeort. If you want to do so please send a mail to domesupport@comodo.com

IPv4 Address [ FQDN

103.66.79.98 [_] is Dynamic ?

Trusted Network Behaviour

[ ] Disable Roaming Agent when on this network

Please select company

Remark

Additional Settings <+

Field Description

Name Create a label for the network

|P Address / FQDN Type the IP or fully qualified domain name of the network you want to add.
+  Enter the IP address in CIDR (Classless Inter-Domain Routing) notation.
Secure Internet Gateway can accept network prefixes from /24 to /32.
Any new network you add will have a ‘pending’ status until approved by Comodo.

Dynamic - Select if you want to add a network with dynamic IP addresses. See Add
Networks with Dynamic IP addresses

Trusted Network Disable Roaming Agent when on this network — Decide whether or not the network
Behavior policy is applied to roaming devices when inside the network.

Enabled - The agent is deactivated on roaming devices when they are inside the
network. The network policy applies to the device.

« Disabled - The agent is not deactivated. The roaming device's policy remains
active even when inside the network.

Please select company | MSPs only

«  Select the customer organization for which you want to enroll the network.
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Remark Enter any notes, comments or advice about the network.

Additional Settings - These settings only apply to roaming devices which have the CSIG agent installed.

«  Aroaming device cannot connect to internal hosts when inside the office network. This is because CSIG
DNS is an external DNS which cannot resolve internal domains.

«  Configure the 'Host File' fields to allow roaming devices to reach internal domains. These settings are
automatically deployed to the device's host file.

+  See 'Enroll Roaming Devices' for more on CSIG agents.

Host File Configuration | Enter the name and IP address of your host in the respective fields. Click the '+' button to
add more host entries.

+  Click 'Add' when done.
The network is saved and shown in the list. Next:
Configure your network DNS to forward queries to CSIG DNS
You need to change the network's DNS to forward queries to CSIG DNS. This ensures all endpoints are protected.
Change your DNS addresses to the following:
+  Preferred DNS server - 8.26.56.10
+  Alternate DNS server - 8.20.247.10

General Notes:

+  You need to add internal domains to the host files of endpoints inside the network. This is because CSIG
DNS cannot resolve internal domains.

+  Forroaming endpoints with the CSIG agent, internal domains can be configured in 'Add/Update Network'
> 'Additional Settings' > 'Host File Configuration' field

+  Any additional networks you add need to be approved by Comodo before you can manage them.
« By default, no rules are applied to new networks. You need to apply a policy to them. See 'Step 5 - Create
and Apply Security Policies' for help with this.

Add Networks with Dynamic IP Addresses
+  Step 1 - Install the IP Update agent on an endpoint in the network
- Step 2 - Activate the agent
Step 1 - Install the IP Update agent on an endpoint in the network
+  Click 'Configure' > 'Objects' > 'Networks'
+  Click 'Add New Network":
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Add Network x

Mame

If you create a Location with an IP address different than the one that you're currently connecting to Secure
Internet Gateway, your network will be on pending” state. Network needs to be approved ofter verification by
Comodo Secure Internet Gatoway support. If you want to do so please send a mail to
doemesupport@comodo.com

IPv4 Address [ FQDN

NfA ¥ is Dynamic ?

lrusted Network Behaviour

Disable Roaming Agent when on this network

Secure Internet Gateway Dynamic IP Updater helps networks with Dynamic IP oddresses to update
Secure Internat Goteway Service with the current IP oddress of the network

This provides continous security to networks with Dynamic IP addresses. Systam will continously update
the latest IP of the network you want to secure and users will have uninterrupted security/web access
policies applied.
Guidelines:
* Download and install the Dynamic IP Updater Agent to a stationary computer within the network.
* This computer should always be on and should not be moved out of the network you want to

SECURS,
« After finishing installation, Activation Code shown in Networks table should be entered in to
Dynamic IP

* Updater Agent's Activation tab. Once this step is done, Status should be shown as Active in the
Networks table
* Current IP address of the network can be seen in Networks table.

Download
& Windows Dynamic IP Updater

PFloaso soloct company

vtiger v

Remark

Additional Settings 4=

Description

Name Create a label for the network
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IP Address / FQDN / Enable 'ls Dynamic?' to enroll a network with dynamic IP addresses.

Dynamic A message box opens with help to enroll the network.
«  Click 'Windows Dynamic IP Updater' in the message box and save the agent
setup file.
Trusted Network Disable Roaming Agent when on this network - Decide whether or not the network
Behavior policy is applied to roaming devices when inside the network.

Enabled - The agent is deactivated on roaming devices when they are inside the
network. The network policy applies to the device.

« Disabled - The agent is not deactivated. The roaming device's policy remains
active even when inside the network.

Please select company | MSPs only
- Select the customer organization for which you want to enroll the network.

Remark Enter any notes, comments or advice about the network.

Additional Settings - These settings only apply to roaming devices which have the CSIG agent installed.

«  Roaming devices cannot connect to internal hosts when inside the office network. This is because CSIG
DNS is an external DNS which can't resolve internal domains.

+  Configure the 'Host File' fields to allow roaming devices to reach internal domains. These settings are
automatically deployed to the device's host file.
+  See 'Enroll Roaming Devices' for more on CSIG agents.

Host File Configuration | Enter the name and IP address of your host in the respective fields. Click the '+' button to
add more host entries.

+  Click 'Add' once you have completed the form.
The network is added to CSIG with a status of ‘Pending'. An activation code is also created for the network:

Admin :
s CCSDynaesicHetwork  Chymamis N S5 5012 4730 2000 SheAzaEd0ebd Enshl e

+  Copy the agent setup files to an endpoint in the target network
+ Install the agent on the target endpoint.

Note: Choose an endpoint which is always powered on and connected to the network. This lets the agent monitor
IP address changes and send updates to Secure Internet Gateway.

Step 2 - Activate the agent
After installing the agent, you need to enter the network’s activation code to enable protection:
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Dome Shield Dynamic IP Updater Activation =

Installation is complete,

Please submit your Activation Code that can be found on Dome
Shield's Network Menu. [(Configure > Objects > Network > 'Dyvnamic
IF Activation code' column)

Activation Code

Submit
+  Click 'Configure' > 'Objects' > 'Networks' to get the code:
E Motworks Bk M Molwesrk
® Company LT Typa IP | FODe DTeaiiEe 1P Activistion Codd Appeits Bahowion ELElLiE Rk Astinng

1 nome hyhetwork_2018- - D8 stotic waizafaz Mis Disobis Actie rE ]
Wyhiertwerk 3010-1-07 Stotic BEI00L2 NI Dinchyin Artum ]

Disobia Acthg Fa

So753edl- S 40d6- bess-foSoabed 3 307 Enobin Actmyn Fa ]

# B

- Paste the code and click submit
The network is now activated.

Note — No security policy is applied to new networks by default — you need to create/apply your own policy. See Step
5 - Create and Apply Security Policies for help with this.

Import networks by deploying local resolvers

«  The local resolver virtual machine (VM) is an alternative way to import networks. The feature is only
available with Platinum licenses.

«  The resolver is deployed as a VM on your network and will forward public DNS queries to CSIG DNS
servers.

«  The network is automatically imported to CSIG after you deploy the resolver.
«  The resolver method offers some key advantages over 'direct' enrollment:

«  The resolver records the IP address of the client from which the DNS request originated. These
addresses are included in Secure Internet Gateway logs and reports, giving you insight into the
browsing patterns of endpoint users.

+  You can apply different policies to internal IP addresses and sub-nets, giving you granular control over
the network.

+  You do not need to install agents on endpoints. You just need to change the DNS settings on the
endpoint to point to the resolver's IP address.

+  Local resolver VMs require minimal hardware (only one CPU and 1GB of RAM) to process millions of
DNS queries.
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Follow the steps below to install the LR VA and import a network:

+ Step 1- Download the Setup File

+  Step 2 - Setup the Master Virtual appliance

«  Step 3 - Register the Master VA

- Step 4 - Setup the Slave VA (Optional)

»  Step 5 - Configure DNS Settings in the endpoints to point to the Local Resolvers
Step 1 - Download the Setup File

+  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'

+  Click 'Download Component' at top-right
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MS‘FEI?'EIR‘HETYHE"NET Overview Reportl coount # satup Wizord 2 How-to o Testimonials

= Sites & Virtual Appliances @ How to Deploy Vas B Register Componenf & D-.;-.-.-r-lr:nq‘{uJCmnpnncm
k- Varsion Actions
Sites & Virtuol Applionees
F 4
DOWNLOAD COMPONENTS x

EsxifVirtualBox

Download Virtual Appliance for VmWare Setup with VMware/VirtualBox

Download Virtual Appliance for Hyper-V L Tl Setup with Hyper-V

Meote: We recommend you to deploy 2 VAs for each Site to ensure high-availability for your LRs.

Check How To Deploy to start!

The appliance can be setup on virtual machines like VMWare, VirtualBox and Hyper - V.
+  Click the 'Download' button beside the VM application you want to use

«  The setup package contains an OVA or HYPER-V file depending on the VM you chose. The package also
contains a text file with login credentials to access the appliance.

Step 2 - Setup the Master Virtual appliance
«  Copy the package to the hosts on which you want to setup the appliance.
«  Extract the package.
+ Install the virtual appliance.
The CSIG interface contains tutorials to help you install the VA on VMWare, VirtualBox and Hyper-V.
«  Click Configure > Objects > Sites & Virtual Appliances
+  Click 'How to Deploy VAs'
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G GATEWAY | Crarviow I7‘*’-“1-"\3”'C?"--'I-II“l #notup Weord BHow-to © Testimoniots

IE Sites & Virtual Applioncos

@ How to Doploy Vas )8 Ragister Componont & Downlood Componant

~ gozde

[l Balarlk #

i Marmne Type " Slarlus version Actions
1 DENEME Local Raschar ID036 166 Inactiva 020 -]

v gozde-ds
v LeBron

¥ name

The instructions page explains how to install the VA on VMWare, VirtualBox and Hyper-V:

HOW TO DEPLOY SECURE INTERNET GATEWAY VIRTUAL APPLIANCES

A Introduction What Are Secure Internet Gateway Local Resolver Virtual Appliances & How Do They Work?
* What Arc Secure Intormct Gatewary
ol Fesglyme ol applances & -4 1 2 el Riagehier Virtual Applic
i Do Thiay ?

& 1% thit are comg

ware: ESX ane

conditi | DNG farecndiers T

solver Wirtual Appl farmord

o Imvtermat Gatoway Los

¥ Shouid | Use Comodo Seours

oure intermat Gotowoy's globaol DMS sore

at Sateway Local Resolwers? DI o
enhanca security, ond recording the intermnal IP oddress of the clignt that DNS request is received from

hile encrypting and outhentication DNS dota to

B. Prequisites

o When lounchod os DS forsorders on your nebwork ond
o Proaquisites

registared to Securs Intemet Cotewoy Portal, Secura
termat Sotewoy Portal t
B vy Vas ara able torecord the in al 1P info of DS
requests in your natwork, thoy provide you with the option to trock down logs for aach ntarmal IP i your

WOk

Interr

t Cateway YAs are dispkayed os objects in Secure

rulas

b= LEED

palicias for your network. Lastly, s & Becuna intammat G

C. Deployment Guidelines

® jribro

#* Recdundarcy

- il DS Il Sincle DNS Lgraes
Hultiphe DN Egress - Single ONS Egress faenmersEreessmsesEEseEsEEesesEessEeEesessmsesmseeseEamanes @.

D. Deploy Securs Internat
Gateway Local Resalvers

Clents

sEssssssss

Configure the Local Resolver

«  Start up the VA once installation is complete.
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buntu 16.04.4 LTS localresoluer tiyl

localresoluver login:

E G Iﬁ @ EI i fy} @ @ Right Contral

+  Login to the appliance with the username and password in ‘credentials.txt’. This file is in the VA package
you downloaded.

buntu 16.04.4 LTS localresoluer ttyl

localresoluer login: shield_lr

assword :

ast login: Hon May 28 10:19:21 +03 2018 on iyl

elcome to Ubuntu 16.04.4 LTS (GHU-Liwux 4.4.0-119-generic x86_64)

#* Docunentation: https:i--help.ubuntu.com
=» Management : https -~ landscape .canonical .com
= Support: https i ubuntu . comsaduantage
chield lr@localresoluer:™5 sudo su
[sudol] password for shield_lr:

@ - e i (0 33 (#] right Control

+  Run the 'sudo su' command and enter the root password contained in 'credentials.txt'. This gives you root
access.
Run 'Ir-gui' command as shown below to open the resolver configuration screen:
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buntn 16.04.4 LTS localresoluer ttyl

localresoluer login: shield_Ir

assuword :

.azt login: Hon May 28 10:19:71 +03 2018 on ttyl

elcone to Ubuntu 16.04.4 LTS (GHU-Linux 4.4.0-119-generic xB6_64)

= Docunentation: https:is-help.ubuntu.comn

= Management : https:i-~landscape.canonical .com
= Support.: http=s: svubuntu . comsaduvantage
=hield_lrBlocalresolver:™5 sudo su

[sudo] password for shield_lr:
'oot@localresolver : shonesshield _lr# 1r_gui

«  Complete all fields in the forwarder configuration screen.

«  Make sure to copy the ‘Local Resolver ID’ string. You need this to register the device later.

Dome Shield Local DNS Forwarder Configueation

Hames: Local DHS 1:
Local DNS 2:

This name will appear on Dome Shield UT.

IPr:

Hetmask: Local domains must be set from
Gateway: Dome Shield UI.

Hode : MASTER _ Local Resoluer ID:
348867c8-5fFb-11:8-8734-080027f2a893

Status:
We put status info here.

@ - P @0 i ([0} §3 [#] right Control
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Field Description

Name Type a label to identify the master VA. This name will identify the VAin CSIG after
registration.

P Assign an IP address to the local resolver.

Netmask Enter the LR netmask

Gateway Enter the IP address of the network gateway.

Mode Select 'Master' if this is the first resolver on the network.

Local DNS 1 and Local | Enter the IP addresses of the primary and secondary DNS servers in the network.

DNS 2
Local Resolver ID Note this ID string. You need this to register the resolver in the next step.
Status Progress of the VA setup process.

+  Select OK then press 'Enter' when finished. Your configuration is saved.

]

Dome Shield Local DNS Forwarder Configuration

Hame=: SHIELD_LE Local DHS 1: 16,100,123, 100
Local DHS Z2: 192 .168.0.20

This name will appear on Dome Shield UT.

IF: 10.100,136.153

Netmask: £55.255.255.0 Local domains must be set from

Gateway: 10,100,136.1 Dome 3hield UI.

Hode : MASTER Local Resoluer ID:
348867c8-5ffbh-11e8-8794-080027 f2a893

Status:
Succeszfully Setup. Go to Shield UT.

@& ) 0P o & [ (3 [#] Right Control

The next step is to register the LR in Secure Internet Gateway.
Step 3 - Register the Master VA
«  Login to Secure Internet Gateway
«  Click 'Configure' > 'Objects' > 'Sites & Virtual Appliances'
+  Click 'Register Component'
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Downlood Componaent

il Sites & Virtual Appliances @ How to Deploy VAl Bl Register Componant

&# Mamea Type P Varsion Actions

Mo Fata Available

Sites & Virual Applionces

ADD LOCAL RESOLVER x

Enter Registration ID of the Component

If you have installed 1LR for your site, enter its registration ID. If you
have installed more than 1LR, you can enter Registration ID of any
of them as others will automatically be retrieved into your site to
provide high-availability. Read more about it here.

Enter Site Name

Type a new Site name you want your LRs to be assigned.

Select Company

Select the company you want the Site and its LRs to be assigned.

Unclear? Please check How To Deploy @

again!
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//
Form Element Description
Enter Registration ID of the Paste the local resolver ID from the previous step.
Component See the last screen in Step 2 - Setup the Master Virtual appliance if you
missed this.
Enter Site Name Create a label for the network you are about to import. The name is used to

identify the network in the CSIG interface.

Select Company MSPs only.
+  Choose the customer organization whose network you want to import

«  Click 'Save' to register the local resolver and import the network
The resolver is listed in 'Sites & Virtual Appliances' and the network auto-imported. You can now:
«  Apply a policy to the entire network site, or

+  Define individual endpoints or sub-nets as objects, and apply policies to them. See 'Add Internal Network
Objects', next, for help with this.

Add Internal Network Objects (optional)
+  Login to Secure Internet Gateway
+  Click 'Configure' > 'Objects' > 'Internal Networks'
+  Click 'Add New Internal Network'

3 L ?Sn!up\'ﬁ:nld B How-1a
Add Intamal Network o
orks @ Mome =+ tcd Mew Internol Network
Comp P Actions
viigl Please salect company WIN0IEE.NE(32 |
wige il W0I00136.249(32 P |

Pleasa salect site

P Subnat

32 |=

Field Description

Name Create a label for the internal object. This name appears in the ‘Object’ drop-
down for the site when you create a policy.

Please select company MSP customers only.
+  Choose the company for whom you want to add the network

Please select site Choose the site to which the internal network belongs
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Field Description

Name Create a label for the internal object. This name appears in the ‘Object’ drop-
down for the site when you create a policy.

P IP address of the internal network in CIDR notation.
Enter the start IP address of the internal network block.
«  Select the network prefix from the 'Subnet' drop-down.
Secure Internet Gateway can accept network prefixes from /24 to /32.

To add a single endpoint, enter the IP address of the endpoint and
choose 32 as network prefix

+  Click 'Add'

«  The internal network object is added to the list. It will be available in the 'Object' drop-down as a target
when creating a new policy.

+  Repeat the process to define more internal network objects
Step 4 - Setup the Slave VA (Optional)

«  For high-availability, we recommend you deploy two local resolvers (LR's) for each network you import. The
resolvers can be configured in a master-slave relationship. If the master fails, the slave will continue to
forward queries to Secure Internet Gateway DNS.

«  You need to install another local resolver VA on a different server/host on the network. The process is
similar to setting up the master LR.

+  Start the VA and open the configuration screen as explained above. Setup the VA as a slave resolver:

¥

Dome Shield Local DNS Forwarder Configuweation

Hame:: SHIELD LR Local DHS 1: 10,100,123 . 100
Local DMS Z: 192 .168.0.20

This name will appear on Dome Shield UT.

IP: 10.100.136.152

Hetmask: £55.255.255.0 Local domains must be set from
Gateway: 10,100,136.1 Dome Shield UI.

Hode : SLAVE Local Resoluer ID:
Haster IP: 10.100.136.153 348867c8-5ffb-11e8-8794-080027 f2a093

Status:
Succeszfully Setup. Go to Shield UT.

B P S @& [ 3 @] right Control
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Field Description

Name Type a label to identify the slave VA. This name will identify the VA in CSIG after
registration

P Assign an IP address to the local resolver.

Netmask Enter the LR netmask

Gateway Enter the IP address of the network gateway.

Mode Select 'Slave'

Master IP Appelzars after choosing 'Slave' as the mode. Enter the IP address of the master local
resolver.

Local DNS 1 and Local | Enter the IP addresses of the network's primary and secondary DNS servers.

DNS 2

Local Resolver ID Note this ID string. You need this to register the resolver in CSIG. See Step 3 -
Register the Master VA for more help.

Status Progress of the VA setup process.

«  Complete all required fields, select OK, then press 'Enter'. The resolver is registered as 'Slave' to the
'Master'.

Step 5 - Configure DNS Settings on endpoints to point to the Local Resolvers
Open the DNS configuration screen on your endpoints and use the following settings:

+  Preferred DNS server - IP address assigned to the master LR VA
+  Alternate DNS server - IP address assigned to the slave LR VA

Enroll Roaming Devices
Install the CSIG agent on Windows and Mac devices to protect them when they are outside your network.

«  Click 'Configure' > 'Objects' > 'Roaming Devices' > 'Download Agent'
- You can manually install the agent on devices, or install it remotely through Endpoint Manager.
Once installed, you can deploy policies to devices as required.

+  Roaming devices cannot connect to internal domains unless configured appropriately in the 'Network'
interface.

+  Setan anti-tampering password to prevent users uninstalling the agent from the device (Windows devices
only).

Add new devices:
+  Click 'Configure' > 'Objects' > 'Roaming Devices'
«  Click 'Download Agent' at top-right:
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w  Reporting Configure Account # Setup Wizard B How-to «J Testimonials

aming Agents o Anti-Tampering Passworfl & Do»@loud Agent
npany Computer Name 0OS Version Pevice Unique ID Status Agent Version Actions

Download Agent ®
Select Company
‘ ACME Ammunitions v

BE Download for Windows | ¢ Download for macos

> Get Endpoint Manager Windows Link

«  Company - MSPs only. Select the customer organization for which you want to enroll devices.

«  Download for Windows - The agent setup file for Windows devices. See Enroll Windows devices for
more details.

«  Download for mac OS - The agent setup file for Mac devices. See Enroll Mac OS devices for more
details.

«  Get Endpoint Manager Agent Windows Link - Allows you to remotely install the agent on endpoints
through Endpoint Manager. See Import Windows Devices from Endpoint Manager (formerly ITSM).

Enroll Windows devices

+  Click 'Configure' > 'Objects' > 'Roaming Devices'

+  Click 'Download Agent' at top-right

+  Click 'Download for Windows'.

«  Transfer the setup .msi to the Windows devices you want to enroll.
Next, install the agent on the devices.

«  Run the setup file to start the installation wizard:
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ﬁ Comodo - Secure Internet Gateway Agent Setup — *

Welcome to the Comodo - Secure Internet
Gateway Agent Setup Wizard

The Setup Wizard will install Coamoda - Secure Internet
Gateway Agent on your computer, Click Mext to continue or
Cancel to exit the Setup Wizard.

2]

+  Click 'Next' and complete the agent installation wizard.

ﬁ Comodo - Secure Internet Gateway Agent Setup — it

Completed the Comodo - Secure Internet
Gateway Agent Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

+  Click 'Finish'
The device is added and listed in 'Configure' > 'Objects' > 'Roaming Devices'.
«  Note - no security policies are applied to roaming devices by default — you need to create/apply your own.

+  See Step 4 and Step 5 for help to apply security policies to roaming devices.
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Enroll Mac OS devices
«  Click the 'Download for Mac OS'".
- Transfer the .pkg file to the Mac devices that you want to enroll..
+  Run package to start the installation wizard:

[ N0 w Install Comodo - Secure Internet Gateway Agent =
Welcome to the Comodo - Secure Internet Gateway Agent Installer
+ Introduction You will be guided through the steps necessary to install this
software.

Destination Select

Installation Type

Installation

Summary

SECURE INTERNET Continue

GATEWAY

«  Click 'Continue' and follow the wizard.
«  Click 'Close' to exit the wizard when installation is finished:
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@O e Install Comodo - Secure Internet Gateway Agent [
The installation was completed successfully.
Introduction
Destination Select
Installation Type
Installation
© Summary The installation was successful.
The software was installed.
SECURE INTERNET
GATEWAY

Once installed, the agent starts communicating with the Secure Internet Gateway server. The device is visible in
'Configure' > 'Objects' > 'Roaming Devices'.

+  Note - no security policies are applied to roaming devices by default - you need to create/apply your own.
+  See Step 4 and Step 5 for help to apply security policies to roaming devices.
Import Windows Devices from Endpoint Manager
+  Click 'Configure' > 'Objects' > 'Roaming Devices'
+  Click 'Download Agent' at top-right
+  Click 'Get Endpoint Manager Windows Link'":
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Download Agent b4

Select Company

‘ ACME Ammunitions ¥
ER Download for Windows & Download for macos

> Get Endpoint Mo@ogcr Wi@

ER Download tor Windows & Download for macos

v Get Endpoint Magger Windows Link

ITSM Agent Download link is I'-I.L;J3:,-“,.-'5i“:-:~.Ic—l.r;im'nc.-::on10r;io.0or-*u,-"c:p;,-'mgr;r;L,-'dc-,w.-r“-loc:d,-"m@

«  Use this link as the 'Package URL' to install the agent on managed endpoints.

Process in brief:
+  Login to Endpoint Manager
+  Click 'Devices' > 'Device List' > 'Device Management' tab
+  Select the Windows devices on which you want install the packages
+  Click 'Install or Update Packages' and select 'Install Custom MSI/Packages'
+  Paste the agent download link into the 'MSI/Package URL' field
+  Configure the other remote installation options as required
+  Click 'Install'

+  See https://help.comodo.com/topic-399-1-786-10139-Remotely-Install-and-Update-Packages-on-
Windows-Devices.html if you need more help to install packages via Endpoint Manager.

Configure Anti-Tampering Password
+  This password helps stop end-users removing the agent from roaming devices.
+  Once set, the agent cannot be removed unless the password is provided.
+  Password protection is only available for Windows devices.

Set an uninstall password

+  Click 'Configure' > 'Objects' > 'Roaming Devices'
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+  Click 'Anti-Tampering Password' at top right

-~

2porting Configure Account # Setup Wizard ZEHow-to Y Testimonials
g g F

3 Download Agent

\gents i‘Anti—Tur@;:'cring Password

E

Computer Name Device Unique ID Status Agent Version Actions

Anti-Tampering Password . x

Define an Anti-Tampering Password for your Agents to control its uninstallation from endpoints.

Select Company

postprodtest

Password

password

«  Select Company - MSPs only. Select the customer organization for which you want to set a
password.
«  Password — Enter a unique string that is required to uninstall the agent.

+  Click 'Save' for your settings to take effect
»  Repeat the process to set passwords for other companies
«  Password protection will take effect within ten minutes.

Note: Password protection is only available for agent version 1.5 and higher.

Enroll Mobile Devices
There are two ways to enroll Android and iOS mobile devices:

«  Secure Internet Gateway App - Includes a VPN client and a VPN profile.
« VPN Profile - Contains only the profile. Android users need to install the StrongSwan VPN client.

Enroll mobile devices
+  Click 'Configure' > 'Objects' > 'Mobile Devices'
«  Click 'Add New Mobile Device":
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# Setup Wizard EHow-to ) Testimonials

=+ Add Mew Mobile Device

lode Status Last Login/Logout Activity Actions

sile Agent ed, Mot Active 2019-03-13 17:39:31 - Logout o

'

ADD MOBILE DEVICE b 4

For protecting your mobile user, you should send them Dome Shield's VPN Profile. Dome Shield identifies users
from their email and a user may use Multiple devices protected with the single profile sent to his mailbox.
Make sure your users add the VPN profile to all their devices.

Entor omaoil addressos of mobile usores

) vPN ® VPN + Mobile Agent

NOTICE: Please do not share same emails for multiple devices. Each email should be usad for a single Mobile
Agent .I"App.

Pleasa selact company

B Add

«  Email addresses of mobile users - The contact addresses of the users whose devices you want to add.
You can enter multiple email addresses. Each device requires a unique email address. You cannot use the
same email address on different devices.

«  Select the type of installation you want:

« VPN + Mobile Agent - This is the CSIG mobile app. If you select this, the user need not install any
third party VPN client.

+  Click here to see instructions for this option.

OR

« VPN - This is the profile only. If you select this, Android users must also install the StrongSwan VPN
app. StrongSwan is not required for iOS devices.
«  Click here to see instructions for this option.

«  Select company - MSPs only. Choose the customer organization for which you want to enroll mobile
devices
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+  Click 'Add'
VPN
CSIG will send device enrollment mails to all users that you added.

Users are initially added to the list with a device status of 'Not installed":

i= Mobile Devices = Ak Mo Mobile Device
=1

# Company Ernail Barmiark Mo Stotus Lost Loginflogout Activity Actions
viiger fiathana@grmailcom VPN Ml [ ]
viiger ged oknifigmailoom VPN Hot instolked ST | ]
3 viiges licencelypefitippieccom WPH + Mobile Agent Hot installed Nia i

«  Users should open the email on the target device.
«  The email contains instructions and three attachments:
« i0S_VPN_Profile.mobileconfig - iOS device users should select this.
+  Android_VPN_Profile.sswan - Strongswan VPN profile for Android users

«  Android SSLCert.pem - This SSL certificate needs to be imported to Android devices to secure the
VPN connection.

iOS instructions
Android instructions
iOS instructions
«  Tap ‘Activate iOS App’ in the mail
« Hit ‘Allow’ to complete the activation:

o ual all 45 11-82 o b

“Secure Internet Gateway"
Would Like to Add VPN
Cenfigurations

Al natwork activity on this IFhene may
be filbered or monitored when using
WRR

Don't Allow

Tap to anabée Intarmet Security

4 ull ®

ragorin b

The VPN profile is now installed on the device.
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+  You also need to trust an SSL certificate in order to view HTTPS pages over the VPN.
«  Goto 'Settings' > 'General' > 'About' > 'Certificate Trust Settings' > enable full trust for root certificates.
The VPN icon will appear in the nav bar when you are successfully connected:

seses T 9:41 AM £ 100% .

Instructions for Android
«  Open the enroliment mail and select 'Android_VPN_Profile'
+  Open the StrongSwan VPN app:

VodafoneIN ¥ { W &S V. 4dn4aas

% ADD VPN PROFILE

Status: No active VPN

No VPN profiles.

«  Select 'Add VPN Profile' > 'Import VPN profile':

VodafoneIN ¥ 1 v & V. 4N a5

% Import VPN profile

Status: No activ CA certificates

No VPN profiles. CRL cache

View log

+  Open the 'Android_VPN_Profile’ that you saved earlier
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VodafoneIN ¥ w e V. 4 %455

X Import VPN profile IMPORT

Profile name

Shield VPN
vpn.dnsbycomodo.com

VPN Type

IKEv2 EAP-TLS (Certificate)

User certificate

Select user certificate
Select a specific user certificate

IMPORT CERTIFICATE FROM VPN PROFILE

CA certificate

Shield
ShieldVPN CA

«  Select 'Import Certificate from VPN Profile'

VodafoneIN ¥ ¥ v B V. dn 45

Extract from Certificate for
"Shield VPN"

Type the password to extract the certificates.

CANCEL (0] ¢

+  Enter the password in the email and select 'OK'

Comodo Secure Internet Gateway - Quick Start Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 45



Comodo Secure Internet Gateway-"Quick Start Guide comooo
ot / reating Trust Online

R /

K

VodafoneINA + 3 yE 9. 4850

Choose certificate

The app strongSwan VPN Client has requested
a certificate. Choosing a certificate will let the
app use this identity with servers now and in the
future.

Certificate for "Shield VPN"

CN=db17165e-9e6¢c-42cd-8aaa- @
cc8d98236b8f,0=Comodo Shield
VPN,C=US

You can install certificates from a PKCS#12 file
with a .pfx or a .p12 extension located in
external storage.

INSTALL

DENY ALLOW

+  Tap 'Allow' instead of 'Install

VodafoneiINA 1 1 YE 9. 48504

X Import VPN profile IMPORT

Profile name

Shield VPN

Server
vpn.dnsbycomodo.com
VPN Type

IKEv2 EAP-TLS (Certificate)

User certificate

Certificate for "Shield VPN"
CN=db17165e-9e6c-42cd-8aaa-cc8d98236b8f,
0=Comodo Shield VPN, C=US

CA certificate

Shield
ShieldVPN CA

<

«  Select 'Import' at the top-right
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VodafoneINA + 4 YE v | 48506

8 ADD VPN PROFILE ¢

Status: No active VPN

Shield VPN

cCEdQB
User certificate: Certificate for "Shield VPN"

«  Open the profile you just imported to start the connection to Secure Internet Gateway:

VodafoneIN@ A & ¥+ 1 V. dn>5o08

% ADD VPN PROFILE  :

Status: Connecting...
Profile: Shield VPN

CANCEL

Shield VPN
: vpn.dnshbycomodo.com
db17165e-9e6c-42¢c

You will see the following screen when connected:
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VodafoneIN@ A @& ¥+ 3 or W | 4 § 500

% ADD VPN PROFILE

Status: Connected
Profile: Shield VPN

DISCONNECT

Shield VPN

Server: vpn.dnsbycomodo.com
,f; db17165e-9e6c-42cd-Baaa-

Note: You also need to trust the SSL certificate in order to view HTTPS pages over the VPN.

« (o to 'Settings' > 'Security' > 'Credential Storage' > 'Install from SD card'. This may vary depending on the
Android version.

+  Select the 'AndroidSSLCert.pem' certificate from the download location, enter the name and tap 'OK'

Vodafone NGl A @& ¥+ 3 or O .| 4 H 555

Name the certificate

Certificate name:

Android SSLCert

Credential use:

VPN and apps

The package contains:
one CA certificate

CANCEL 0K

You can view the certificate in 'Settings' > 'Security' > 'Trusted Credential' > 'User'. Note - The storage path may vary
depending on the device and Android version.

The mobile device will be enrolled and shown as follows:
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2 Mobile Devices + il New Moblle Devica
Q
u Compsany Ermnail Romuar—k Modao Status Lost Login{Logout Activity Actions
1 wiiger Meatliena@@gmoileam WM natalled, Active H0E-THI2 TS - Login ]
2 whiger grdoknifigmoilcom VPN Mot nsiollad HA B
<} whiger licancatypeifizippiaxcom WFMN + Mobda Agant Mot instollad & B

+ Norules are applied to mobile devices by default.
+  You can apply device specific policy according to your requirements.

+  See Step 5 - Create and Apply Security Policies for help to apply security policies to mobile devices.
CSIG Mobile App

«  Enter the email addresses of device owners as before
+  Select 'VPN + Mobile Agent'

ADD MOBILE DEVICE x

COveN @ VPN + Mobile Agent

NOTICE: Flease do not share same emails for multiple devices. Each email should
be used for a single Mobile Agent / App.
Please select company

vtiger g

«  Select Company - MSPs only. Choose the company to whom the devices belong.
+  Click 'Add'

«  CSIG will send enrollment emails to all users that you add.

«  Users are initially added with a device status of 'Not installed":
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2 Mobile Devices + bl New Moblle Device
Q

o Compsany Email Romork Modo Status Lost LoginfLogout Aotivity Actions

1 whiger fiatlienafDgmailcam VPN + Mobile Agent ity L]

2 whiger gradoknigmailoom WFH Hot installad K& B

3 whiger fcancetypaiivippiaccom VM + Mobile Agant Hot installad HiA -]

«  Users should open the enrollment mail on their mobile device. The email contains instructions on how to
install the app on Android and iOS devices:

SECURE INTERNET
SATEWAY Eed v

Comodo Secure Internet Gateway

Welcome,

is using Comodo Secure Internet Gateway to protect
your company against web based attacks and sent you this e-mail o enable
protection on your mobile device(s).

Once you finish the setup steps mentioned in this e-mail, you will be able to
secure your device against all advanced threats regardless of where you are
connecting the internet from. Web security provided with Secure Intermnet
Gateway will work seamlessly across 2G, 3G, 4G, LTE cellular networks and Wi-fi,
Just tap on the attacment, to start protecting your device against malware,
phising, botnet, all types of advanced web attacks and hackers.

Just follow the steps to start using Secure Internet Gateway App!

INSTALL SECURE INTERNET GATEWAY APP FROM STORES

Install the Secure Internet Gateway App and come back to this email.

Instructions for i0S
+  Open the enroliment mail on the iOS device
+  Select 'App Store' and download the app from the Apple store.
+  After installation, select 'Activate iOS App' in the mail.
«  Next, open the app, tap the 'CSIG' button and hit ‘Allow’
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A Mail alll 4G 1142 & % TE .

“"Secure Internet Gateway"
Would Like to Add VPN
Configurations

All netwerk activity on this iPhone may
b filtered or monitored when using
VPN,

Allow Don't Allow

lap to enable Internet Security

9 alln 0,

main repor s al=gul

+  Provide the device password if requested:
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Enter iPhone passcode for
"Settings”
Add VPN Configurations

DIOIS

(D@ (D)
() ()

Cancel

That's it. The iOS device is successfully enrolled to Secure Internet Gateway.

+  You also need to trust the SSL certificate in order to view HTTPS pages over the VPN.
« (o to 'Settings' > 'General' > 'About' > 'Certificate Trust Settings' and enable full trust for root certificates

«  Tap the CSIG shield icon to enable internet security
Instructions for Android

+  Open the enroliment mail.

+  Select 'Google Play' and install the app from the Play Store.

«  The installation screens may differ across Android versions.
«  After installation, select 'Activate Android App' in the mail.

«  The activation password is copied to the clipboard after selecting 'Activate Android App'..
«  Next, tap the 'CSIG' icon:
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7l 77%m10:34

Extract from
a3c66a3f-1f74-4187-83cd-d761a...

Enter the password to extract the
certificates.

CANCEL OK

Long press in the password field and select 'Paste’
Select 'OK'
The certificate name field is auto-filled with the certificate's unique identifier:
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FM77%H10:36

Certificate name

Certificate name
6a3f-1f74-4187-83cd-d761a7fcdd7c

Used for
VPN and apps v

Package contains:

One user key
One user certificate
One CA certificate

CANCEL 0K

9 ollo @

Main Reports About

Touch 'OK'
The VPN certificate is pre-selected in the 'Select certificate' screen:
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Select certificate

Dome Shield has requested a certificate.
Agreeing to this request will allow the
application to use this certificate with
servers from now on.

a3c66a3f-1f74-4187-83cd-d..

CN=a3c66a3f-1f74-4187-83cd- @
d761a7fcd4d7c,0=Comodo Shield
VPN,C=US

390e60a5-0394-4475-8a43-6..

CN=390e60a5-0394-4475-8a43-6
4370c7cb6f4,0=Comodo Shield
VPN, C=US

Certificate for "c19e9d4d-77..

CN=c19e9d4d-7757-4cBc-8dal-
cal4251e5312,0=Comodo Shield
VPN,C=US

59bafaab-466c-4f7b-841b-9..

CM=5%9bafaab-466c-4f7b-841b-9 O
85ch62d0b37,0=Comodo Shield
VPN,C=US

DENY ALLOW

Choose 'Allow'

That's it. The app is activated and the device enrolled. Device details are shown in the 'Mobile Devices' screen in
Secure Internet Gateway.
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Step 4 — Configure policy items
Policies are constructed from a series of rules. There are three types of rule:

«  Security Rules - Block sites known to host specific types of threat. Example threat types include malware,
phishing, spyware etc.

«  Category Rules - Control access to websites by content type. Example categories include social media,
gambling, sports etc. Each category contains hundreds or thousands of sites that host a specific content

type.

«  Blacklists and Whitelists — Block or allow access to specific sites. These lists are often used to create
exceptions when a site is blocked or allowed by a category rule.

You can also configure the following in a policy:

. Virtual Browsing - Specify that websites blocked by a security rule are instead opened inside a virtual
environment. Virtual sessions are completely isolated from the host operating system, so any malware
downloaded cannot infect the device or network.

- Block pages - Create custom block pages which are show when users visit a site that is blocked by one of
your policies.

You can create as many policies as you want and apply them to networks and devices as required.

See the following sections for help with each item:
+  Add Security Rules
« Add Category Rules
- Add Domain Blacklists and Whitelists
- Configure Virtual Browsing
« Add Block Pages

Add Security Rules

«  Comodo operates a huge database of harmful websites categorized by threat type. Secure Internet
Gateway uses this database to power its security rules.

«  Security rules let you block access to sites known to host specific types of threat. Categories include:

+  Malware «  P2P Nodes «  PUADomains

+  Botnet/c2c Servers/Bot « Fake AV +  Remote Access
Infected Sources . Blackhole/Sinkhole Services

+  Phishing Systems «  Self Signed SSL Sites

+  Spyware « VPN Servers +  Domains with no MX

- Webspam - Mobile Threats records

«  Drive-by Downloads « Known DDoS Sources - Spam Sources

- Tor Nodes - Bitcoin Related - Brute Forcer/Scanner

«  CSIG ships with a default security rule that blocks phishing, malware and spyware websites. You can use
this rule in a policy, or configure new security rules as required.

Create a security rule
+  Click 'Configure' > 'Policy Settings' > 'Security Rules'
+  Click 'Create Security Rule' at top-right
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Gmdtc Security Rule

Remark /

Actions

Create Security Rule é"/"

Name Settings

Name

Remark

x

Name and remarks - Create a label for the rule and add any comments. These should help you, or another admin,

identify the purpose of the rule.

«  Click 'Next' or 'Settings' to choose the security categories you want to allow or block:

Create Security Rule ®
Name Settings
A
Mahwarz Domains Allowed
Botnet/C2C Servers/Bot Infected Sources Allowed
Phishing Allowed
Spyware Allowed
v
Credte
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«  Use the switches to allow or block sites in a particular threat-category
+  Click the 'Create' button to save your rule
«  Your new security rule will be available for selection when creating a policy.
+  Repeat the process to add more security rules
Add Category Rules

«  Category rules let you control access to websites based on their content type. For example, you may wish
to block access to adult websites, comedy sites, social media sites or sports websites.

+  You can add multiple website categories to a single category rule. Category rules are another component of
a policy, in addition to security rules and B/W lists.

«  Security rules focus explicitly on harmful categories like phishing and malware. Category rules let you
apply policy to sites that fall under a broader range of topics.

Create a category rule
- Click 'Configure' > 'Policy Settings' > 'Category Rules'
«  Click 'Create Category Rule' at top-right
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# Setup Wizard =8 How-to

+ Create Categ 0@

Create Category Rule / x

Name Settings

Name

Remark

Name and remarks - Create a rule label and comments which will help you and others identify the purpose of the
rule.

- Click 'Settings' or 'Next' to choose which categories you want to block/allow:
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Create Category Rule x

Name Settings

Select Category

None -
I x| 2
b
Adult [ Sexual
Mudity
Fornography

Adult Content

Intimate Apparel 8 Swimwear
Personals & Dating

Arts & Entertainment

Media Sharing

+  Select Category - Use the drop-down to choose the types of website you want to block.

+  Main categories are shown in bold text, with sub-categories listed underneath. If you select a main
category, all sub-categories are automatically selected. Review and deselect any sub-categories you want
to allow.

+  You can add multiple categories to your rule. The number of categories you have added are shown at the
end of the list:

Create Category Rule b 4

Name Settings

Select Category

Media Sharing, Information Security, Online Services, .. {5) -

«  Click 'Create' when done.
«  The category rule is now available to add to a policy.
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+  Repeat the process to add more category rules
Add Domain Blacklists and Whitelists

Blacklists allow you to block access to specific websites, while whitelists let you grant access to specific sites. These
lists are often used to create exceptions to the blanket protection provided by a security or category rule.

Example — Suppose your category rule blocks the ‘Social Media’ category, but you want to allow access to LinkedIn
because it helps with careers. You would add ‘www.linkedin.com’ to the whitelist in your policy.

+  Blacklists and whitelists over-rule category and security rules.
«  Whitelists over-rule blacklists

+  Forexample - If you block the ‘Shopping’ category, but add 'shop.com' to the whitelist, then 'shop.com' is
allowed.

'Only B/W Mode' - if enabled, then only the black and white lists are consulted. All security and category rules are
ignored.

Create a blacklist or whitelist

+  Click 'Configure' > 'Policy Settings' > 'B/W Lists'
+  Click 'Create B/W List' at top-right

- ZSetup Wizord B How-to
Create Bf/W List ﬁ——._____________-__:_
Nome  Settings @
Mame Type Actions
nins Blockiist F - |
it Whitatst sa
Whitelist |
D Whitelist P
Whitelist '
pal Whitelist ]
paitosnet Whitolist |

Name and remarks - Create a label and comments which will help you and others identify the purpose of the rule.

«  Click 'Next' or 'Settings' to add domains you want to blacklist or whitelist.
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Create BfW List ®
Name Settings
If you want to whitelist/blacklist main domain and all of its subdomains, please add

main domain to the list.

Example: 'domaincom’

Whitelict @ Blacklist

Domains

+

Please add at least one domain.

Select Country Domains

[ None b

Bl Craate

- Select Whitelist' or 'Blacklist'

«  Domains - Enter the URL of the website without the 'http://' or 'https://" prefix. For example -
www.example.com. Click '+' to add the domain to the rule. Repeat to add more domains.

+  Select Country Domains — Add country code top-level domains (ccTLD) to the rule. The country TLD gets
appended to the domain name you entered above. For example, if you enter amazon.com as the domain
name and select ‘Turkey’, then CSIG adds amazon.com.tr to the rule. You can add multiple country
domains.

«  Click the '+' button to add the domain to the list. Repeat the process to add more domain names.
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Create B/W List »

Name Settings

If you want to whitelist/blacklist main domain and all of its subdomains, please add
main domain to the list.

Example: 'domaincom’

Whitelist @ Blacklist

Domains
aMmazon.comm
hdfcbank.co i
| +
Select Country Domains
*in, *tr, *uk - ‘

Create

+  Click the 'Create' button when done

The domains are added to the B/W list. You can select it when creating a policy.
«  Repeat the process to add more blacklists and whitelists.

Configure Virtual Browsing

« The cloud browser feature lets you specify that sites blocked by a rule are instead opened inside a virtual
environment.
. Virtual browsing sessions are isolated from the host operating system, so any malware downloaded cannot
infect the device and/or the network.
Create a new cloud browser rule

+  Click 'Configure' > 'Policy Settings' > 'Cloud Browser'
+  Click 'Add a Cloud Browser Setting' at top-right
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£= Comodo Cloud Browser i How it Work€_ + Add a Cloud Browser Setting
#  Hom{ create- Comodo Cloud Browser ‘4____..———-""— % Actions

Gordl name  sottings s B

Name

Name and remark - Create a rule label and add comments that will help you and others identify the purpose of the
rule.

+  Click 'Next' or 'Settings' to configure the virtual setting:

Create - Comodo Cloud Browser »

Name Settings

1. Navigation

O Dizsobled @ Enabled I':u'.'1:=:.-rJ'JL.1 fnitially browsed tJiﬂ'}

2 Time Quota (.ln minutes)

15 =
3.File Download Enabled ()

Scan and contain the following files Enabled (:)

zip axe paf [21:]

Navigation
+ Disabled - Users can only browse the base-domain of the site that triggered the virtual session.

- Enabled - Users can browse the initial URL, the resources under the initial URL, and any sub-domains.
Users cannot change the URL itself nor visit another website.

Time Quote — Set how long the virtual session should run for. The session will end when this time elapses.

File Download — Allow or block users from saving files in the virtual session. We recommend you ‘Scan and contain’
downloaded files if you enable this setting.

Scan and contain the following files — Specify which types of files are scanned for threats. Supported file types
are .zip, .exe, .pdf and .jpg.
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«  Click ‘Create’ when done

You can now add this rule to the security section when creating a policy.
Add Block Pages

Block pages are shown to end-users when they attempt to visit a site that is banned by one of your policies. This
includes users of endpoints in your protected networks, and all roaming endpoints.

+  You can create any number of block pages and apply them to different policies.
+ You can customize the content and behavior of block pages. The available options are:

«  Show the same block page for all types of of rule violation

«  Show different block pages for category, security, and blacklist violations
«  Show custom text on block pages, and add your company logos

+  Redirect users to a specific page

You need to install the Secure Internet Gateway SSL certificate on all protected endpoints. This is so the block page
loads correctly over HTTPS connections.

Create a block page
+  Click 'Configure' > 'Policy Settings' > 'Block Pages'
+  Click 'Add a New Block Page' at top-right

& Download Certificatol_4 Add o New Block Page
Create Block Poge e'/ ¥ |actions

L

MName Sattings

Nama

Remark

Name - Enter a descriptive label for the block page
Remark - Type internal notes/comments about the page, if required. This text is not shown in the block page itself.
«  Click 'Next' or 'Settings' to configure the block page
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Create Block Page »®

Name  Settings

1. Chooeo Block Pago Contont (8) Show o single poge for ofl blacked domene D Srvowe difforont poges Tor blocked domains

Redirect to url

2 Choose Logo

& Upload Image

Domain Blocked @

Your image goes here Your messoge goes hare

E Credte

You now need to create your block page content and upload your logo:
1 - Configure Block Page Content
Choose one of the following:

. Show a single page for all blocked domains - The same block page is shown regardless of the type of
rule violated.

- Show different pages for blocked domains - Show specific block pages when a certain type of rule is

violated. You can show different pages for category rule breaches, security rule breaches and blacklist rule
breaches:
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Create Block Page x

Name Settings

1. Choose Block Paoge Content D Show a singla poga for ol blockad domaoins @ Show differant pagas for blockad domains
Catogory
Redirect to url
Security
Redirect to url
Blacklist

Redirect to url

+ You can create a custom message for each page if required.
«  Alternatively, you can use the default message of 'Please contact your system administrator for your access
policy'

+  You can also redirect to a different page instead. For example, to the home page of your company website.
Please specify the full URL if you use this option. E.g - https://www.example.com/security-redirect-

page.php.
2 - Upload Your Logo
+  The block page shows the Secure Internet Gateway logo by default.

« You can change this to your own company logo by uploading a suitable .png or .svg file

Domain Blocked @

Please contact system administrator for your access policy.

SECURE INTERNET
GATEWAY
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+  Click 'Upload Image' under 'Choose Logo'. Browse to the location of your image and click 'Open’

Block page preview

. Domain Blocked @
Your IMmage 50es here Your message goes here

I Category View |~

Note: Max. file size = 50 kb. Images must be in.png or .svg format

Your image appears on the left:

2. Choose Logo

Block page preview

Domain Blocked @
The website is blocked as per
network policy

I Category View . Use defaultimage

+  Use the slider below the image to enlarge or reduce the image. Position the image within the red border as
desired.

A preview of your block page appears on the right.
«  Use the drop-down below the preview to view your block pages for security, category and blacklist rules.

Comodo Secure Internet Gateway - Quick Start Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 68



Comodo Secure Internet Gateway ’Qumk Start Gwde COMODO

Creating Trust Online®

+  Use default image - The Secure Internet Gateway logo is shown on the block page.
+  Click 'Create'

The new block page is available for selection when creating a policy.

Install the SSL certificate for block pages

+  Endpoint browsers may show an error message when some HTTPS pages are blocked by Secure Internet
Gateway.

+  You can avoid these errors by installing the CSIG SSL certificate on all protected endpoints.
Download the certificate

+  Click 'Configure' > 'Policy Settings' > 'Block Pages'

+  Click 'Download Certificate" at top-right

@wnlcmd Ccﬂ@l— Add a New Block Page

You have chosen to open: & W

| blockpage.pem
which is: pem File (2.1 KB)
from: https://shield. dome.comodo.com

Opening blockpage.pem W Actions

What should Firefox do with this file?

(O Openwith | Browse...

@Eﬁave File

[]De this autormatically for files like this from now on.

QK Cancel

The certificate is downloaded in .pem format.

+  See https://help.comodo.com/topic-434-1-840-11971-Manage-Block-Pages.html for help to install the
certificate.

Step 5 — Build and Apply your Policy

« Apolicy is a security profile which contains at least one 'Security Rule', 'Category Rule' or 'Black/White list'.
+  You add the rules to a policy then apply the policy to a device or network.
+  You can also add custom block pages and/or virtual browsing settings.
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«  You must have created at least one rule before you can create a policy.

+  You must also have added at least one device or network, or have imported a site using the local resolver.
How CSIG applies rules in a policy:

«  CSIG checks the whitelist first, then the blacklist, then the security/category rules.

«  Forexample, if the visited domain is whitelisted, then access is allowed. CSIG will check no further.

« Ifitis notin the whitelist, CSIG checks the blacklist. If found then it is blocked.

« Ifitis notin blacklist, CSIG checks the security / category rules. If the site is in a banned category then it is
blocked, or virtualized as per your preference.

« Ifthe site isn’'t in the blacklist or category rules, then it is allowed.
Create a policy

«  Click 'Configure' > 'Policy'

+  Click 'Add New Policy' at top-right

ng Configure Account /# Setup Wizard EHow-to ¢ Testimonials
Domain Classification Requests & Check Policf >~ 4 Add New Policy

Remark Actions
Add Policy <« x
Select Objects Settings
Policy Name Objects
l None -
This field should be between 1100 characters. Ploose sclect an object.

Remark

Policy Name - Enter a label for the policy

Objects - Select the devices/networks to which the policy should apply. This can be a network, roaming device,
internal network, site, or mobile device. You can select multiple instances of each.

Note - The 'Objects' menu only shows networks, devices or sites that do not yet have a policy.
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Add Policy o
Select Objects Settings
Policy Name Objects
] New Policy ‘ None (@
x

Remark

Networks

»Kanchildly | ACME Ammunitions

Sites

»Coyote | postprodtest

Internal Networks

»Sales 2| Coyote | postprodtest

»Saoles Team | Coyote | postprodtest

. *Marketing Team | Coyote | postprodtest =

Networks - Manually added networks.

Agents - Roaming Windows and Mac devices that have the Secure Internet Gateway agent installed.
Mobile Agents - Enrolled Android and iOS devices.

Sites - Network sites imported by deploying the local resolver virtual appliance.

Internal Networks - Internal objects within imported sites. Note - Policies applied to a site will over-rule policies
applied to internal objects.

You can apply a policy to any number of objects.
Remark - Enter a description for the policy (optional)

Click 'Next' or 'Settings' to configure the policy:
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Add Policy x

Select Objects Settings

Only B/wW Mode Disabled (D) Block All Mode Disabled 0 D safe search Disablec ® D
Security Rule Category Rule
Nonea o ‘ | None i

Redirect to CCB

Picase seloct ot least a Security Rule of a Category Rule or o Bf/W List

Domain B/W List

Name Type

Blocklisted Domains Blocklist
Whitolizted Domoing WhitoLizt
sharmefilecom Whitolist
For Cormpany LTD Whitolist

Block Poge Appearance A

Mona b

Only B/W Mode - If enabled, you can only add blacklist and/or whitelist rules to the policy. You cannot add security
or category rules to the policy.

Block All Mode - If enabled, all domains are blocked EXCEPT domains in the whitelist. You can only add whitelists
to the policy under this setting.

Safe Search - Activates the content filtering feature of search engines like Google, Bing and Yahoo. Safe search
eliminates explicit and potentially offensive websites from the results page of a search. This setting is disabled by
default.

Security Rule - Select a rule to block websites that host specific types of threats. The drop-down lists security rules
that have been added in the 'Policy Settings' section. See 'Add Security Rules' for more details.

Redirect to CCB - If enabled, sites in this policy are instead opened in a virtual environment. Enable this and select
a virtual session rule from the drop-down. See ‘Configure Virtual Browsing’ if you need more information on virtual
session rules.

Category Rule - Rules which block websites by their content-type. The drop-down lists category rules that have
been added to the 'Policy Settings' section. See 'Add Category Rules' for more details.

Domain B/W List - Select a list to block or allow specific domains. The dialog shows blacklists and whitelists added
to the 'Policy Settings' section. See 'Add Domain Blacklist and Whitelist' for more details.

Note — Black and white lists over-rule security/category rules in the event of a conflict over a particular domain.

Block Page Appearance - Choose the block page you want to show to users if they try to visit a site prohibited by
the policy. The drop-down lists block pages created in the 'Policy Settings' area. See Add Block Pages for more
details.

Note - The block page is shown on all devices to which the policy is applied, except mobile devices.
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Example policy settings are shown in the following screenshot:

Add Policy x

Select Objects Settings

Only B/W Mode Disabled D Block All Mode Disabled & D) safe Search Disabled ® )
Saocurity Rule Catogory Rule

All Security Categories Included - For Company X bt
Redirectto CCE

Chaennai TW -

Dormain B/W List

Hame Type 2
Blocklisted Domains Blacklist -
Whitelisted Domains Whitelist

sharefile.com Whitolist [ -]
For Company LTD Whitelist B

Block Page Appearance &

Chennai BP =

+  Click 'Add' to save your policy.

The policy is applied to the chosen networks and devices.
+  Repeat the process to add more policies.

Add an existing policy to newly added networks and roaming/mobile devices
+  Click 'Configure' > 'Policy'

. Click the 'Edit'icon # in the row of the policy
The 'Update Policy' dialog appears.
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Update Policy x

Select Objects Settings

Policy Name Objects
MyPnliny_lB?.?a.?S.??fﬂ? | | MyNetwork_2020-01-06 | saddle and Pedals -
Remark | x
Wizard Policy Networks

* MyNetwork_2020-0106 | Saddle and Pedals L4

+  Select the new network / roaming / mobile device from the 'Objects' drop-down
«  Click 'Update'
The policy is applied to the new object.

Step 6 - Generate Reports

Reports provide a detailed overview of web and security activity on your networks and endpoints.

+  Click 'Reporting' on the top-navigation to open the reports area:

i Reporting Jonfigura  Account # satupWizord BlHow-1o ) Testimanials

Owaroll Wab Browsing Trend Lesst T Doy~ wtigar W

Click and drag m the plos sres o zoom in

«  There are five types of reports, 'Web Activity', 'Security', 'Mobile Activity', 'Site Activity' and ‘CCB Activity’.
«  The charts in each report are larger, more interactive, versions of those on the dashboard.
+  Use the drop-down at top-right to choose the time period covered by the report.

Web Activity Reports

«  Overall Web Browsing Trend - The number of domain access requests from all protected networks and
endpoints over the selected period.
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+  Roaming Agent Web Browsing Trend - The number of domain access requests by roaming devices over
the selected period.

+  Overall Security Trend - The number of harmful sites blocked by security rules over time.
«  Top URL Categories - The website categories most often visited by users.

- Top Target Domains - The websites most often visited by users in your organization. Results are shown for
the top 10 domains.

«  Top Blocked Domains - The websites that were most often blocked by your security policies. The results
show the top 10 blocked domains.

«  Top Blocked Domains From Agents - The websites that were most often blocked on roaming devices.
Results are shown for the top 10 domains.

+  Top Blocked domains From Networks - The websites that were most often blocked on endpoints in your
networks. Results are shown for the top 10 domains.

Security Reports

«  Overall Advanced Threats - The websites that were most often blocked by your security rules. The results
cover both enrolled networks and roaming devices.

« Roaming Agent Advanced Threats - The websites that were most often blocked by your security policies
after requests from roaming devices.

+  Most Blocked Mobile Threats - The number of website categories that were blocked on mobile devices
over time.

+  Sites - Most Blocked Threats - The website categories most often blocked on endpoints imported by a
local resolver.

+  Overall Security Incidents - Number of incidents where harmful sites were blocked across all networks
and roaming devices.

+  Roaming Agent Security Incidents - The number of incidents in which harmful sites were blocked on
roaming devices over time.

Mobile Activity Reports

- Top Target Domains of Mobile Users - The websites which were most often visited by mobile users.
Results are available for the top 10 domains.

+  Web Traffic of Mobile Users - The total number of domain access requests from all mobile devices over
the selected period.

«  Top Blocked Categories of Mobile Users - The website categories most often blocked by your security
policies for mobile users.

Sites Activity Reports

- Sites - Top Target Domains - The websites most often visited by users in sites imported by a local
resolver. Results are shown for the top 10 domains.

+  Sites - Overall Web Browsing Trend - The number of domain access requests from all endpoints
imported by a local resolver.

- Sites - Top Blocked Domains - The websites most often blocked by your security policies in networks
imported by a local resolver. The results show the top 10 blocked domains

CCB Activity Report

«  Top Visited Sites — The websites that were most visited in virtual sessions by your users. The results show
the top 10 visited domains.

«  Top Opened Sessions - Devices that most often visited sites in virtual sessions. The results show the top
10 devices that used the virtual sessions.

- File Status — A summary of files downloaded from virtual sessions. Details include files that were allowed
(files scanned and found safe) and files contained (unknown / malicious files that were placed in the
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container).
See https:/lhelp.comodo.com/topic-434-1-840-10759-The-Dashboard.html for more details on report types.

Step 7 - View Account Details

«  The 'Account Info' page shows user information, total DNS requests for the month, and licenses associated
with your account.

+  You can also upgrade your free license to a Platinum license.

+  Click here to compare packages.
«  Click 'Account' to open the account info page:

G MEEWELUHE r“.-' ERNE Cwverviews Reporting  Configur ¥ o B o Tastimor
ACTOUNT INFO

User Info Total DNS Requests [lanuary)

Usarmarna | Ermail: 3 8 k
concatypeirippatcom L

Usar Type: Jaining Date:
rManoged Sarvice Providar 208-07-30

Licenges

Liconsa Typa Rotriowol Doto Expiration Doto Stotus # of Endpoints Quantity
2008-07-30 HiA& M 5

AT 20M8-10-31 HiA ACtivo G000- KID00030 SRO00

Upgrada to Sacure Internet Goteway . Ramwae  for no DHS requests limit and for more Teaturas BUY

SALES: +1[35%)551-1531
Secure Internet Gateway Platinurm-only Featuras:

« Local DNS Resolver Virtuo ﬁFp'{'"CCﬁ
+ Intarnd P based Visibility £ Control

L E—'\..'F-'J‘if Domaing to Eﬁllillﬁg internal DNS
+ Encrypt Netwaork-widae DRS Traffic
 Manage by Sites and DNS Egross Poirts

@ REPORT ISSUE

User Info

« Username / Email - Address that was used to sign-up for the account. System notifications are sent to this
address.

+  User Type - Kind of account - MSP or Enterprise
+ Joining Date - Date you subscribed to Secure Internet Gateway
Total DNS Requests

«  Shows the number of requests received by Secure Internet Gateway from the enrolled devices for the
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current month.
«  The number of requests you can make depends on your license type:

«  Platinum license
+  Unlimited DNS requests
« Gold license

+  DNS requests are capped at 300 K per month for the account. Account = requests from all your
endpoints/networks.

+  DNS requests are mainly used up by first-time requests to external sites. Subsequent requests for
the same site are handled by the local cache until TTL expires.

+  Requests to the Secure Internet Gateway Portal are not included in the 300 K limit.
«  The request count is reset to zero at the beginning of each month.
+  Once 300 K limit is reached within a month:
+  You need to upgrade to Platinum license to continue the service.
«  After this point the request count will not be reset to zero at the beginning of each month.
Click here for more information about CSIG license package details.

Licenses

+  License Type - CSIG subscription type

+  Retrieval Date - Date of subscription. For Gold, this is the day you signed up. For Platinum, it is the day you
purchased the license.

+  Expiration Date - Subscription end date.
«  Status - Whether or not the license is active
«  #of Endpoints - Endpoint selection range for the license
+  Quantity - Number of endpoints subscribed
Enterprise/Gold license holders can upgrade to a Platinum license by clicking the '‘Buy' button.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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