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Comodo Server Security Se

1. Introduction to S3

Overview

Comodo Server Security Server (S°) allows customers to manage the purchase, installation and lifecycle of SSL
certificates on 1IS and Apache web-servers. Customers can also run scans to discover and import all existing
certificates in their network and can use the SSL checker tool to identify whether a certificate is correctly configured.
EPKI manager users can purchase certificates via S3 using their account funds.
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- Automatically install new certificates on IIS and Apache web-servers

»  Easily purchase new certificates using in-app ordering

«  Quickly create and submit certificate signing requests

»  Use the SSL discovery tool to create an inventory of all certificates on your network
» Use the SSL checker to diagnose certificate installation problems

» Receive alerts when any certificate is close to expiry for easy renewal

»  Use built-in wizards to complete Domain Control Validation (DCV)

«  Offline mode allows customers to manage certificates without installing an agent

«  Dashboard charts provide a graphical heads-up on your entire certificate inventory

»  EPKI users can purchase using account funds and can deposit additional funds

Guide structure

* Introduction to S®
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» Login into the Console

»  The Main Interface | Actions and Statuses
«  Tutorial

* Add your Servers

+ Generate and Submit a CSR

«  Complete Domain Control Validation
 Install or Save Issued Certificate

* Renew a Certificate

» Buy aCertificate

+  Complete your Order

+ Generate a CSR

» SSL Certificate Discovery Tool
« SSL Tools

» S*Dashboard

«  EPKI Manager

»  About S® and Support Details

1.1.Login into the Console

To access the S® interface, please login at https://s3.comodo.com

+ Ifyou are an existing Comodo user, please enter your Comodo account username and password followed
by one of your product order numbers:

Comodo S3

1 Login
‘ﬂ Password

Don't have account? Create New m

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 4
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+  Your username and password are case sensitive. Please make sure 'Caps Lock' is off.

Comodo S3

Please, type here one of Your order numbers.

¥ Orderst

+ Ifyou are logging into S2 for the first time, please read and accept the 'End User License Agreement":

Comodo S3

END USER LICENSE AGREEMENT
55L Installer

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ THE AGREEMENT CAREFULLY BEFORE ACCEPTING ITS
TERMS AND CONDITIONS.

IMPORTANT - This Agreement relates to TRIAL, free, EVALUATION, BETA and paid versions of COMODO SSL INSTALLER (CCM AGENT).
PLEASE READ THESE TERMS CAREFULLY BEFORE APPLYING FOR, ACCEPTING, OR USING COMODOQ CCM AGENTPRODUCTS. BY USING,
APPLYING FOR, OR ACCEPTING THE SERVICES OR BY CLICKING QM “| ACCEPT BELOW, Y OU ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMENT, THAT %0U UNDERSTAND IT, AND THAT YOU AGREE TO BE BOUND BY TS TERMS. IF ¥OU DO NOT AGREE TO THE TERMS AND
CONDITIONS OF THIS AGREEMENT, DO NOT APPLY FOR, ACCEPT, OR USE THE COMODO SSL INSTALLER PRODUCT.

Thiz Subscriber Agreement ("Agreement”) constitutes the final binding agreement between yvou and Coemodo Group Inc. ("Comodo™) which has
itz principal place of business at 1255 Broad Street Clifton, New Jersey 07013,

1. License.

1.1. Grant of License. Comodo grants to you a limited, non-exclusive, and revocable license to download, install, back-up, and use
Comodo’s SSL INSTALLER software and related services (*Services™) for the management of one Comodo Cerificate Manager Account
for the term for which you have paid. This license includes the right to use any documentation, files, or website information
accompanying the Services. Any viclation of the terms of this Agreement shall autematically revoke the license granted herein. This
License grant shall expire at the end of the paid subscription period or at the end of the free or trial period.

1.2. Limited License Service. The licenses granted herein are contingent upon Coemodo’s receipt of the applicable license fees and taxes
due for the Services. These fees shall allow you to use Services for the duration of the subscription service as selected by you during
your registration of the Services (“Subscription Period™). The fees owned for the use of the Services are set forth on Comodo’s
website and are subject to change without notice. License fees may vary depending on the usage of the Services. These fees are
owed regardliess of whether or the Services are actualy used. No refunds wil be given for any unused Services or any early -

=1 3

» If you see a message stating your login credentials have expired, please follow the link in the message to
update them.

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 5



Comodo Server Security Server coMoDOo

Creating Trust Online®

«  After your credentials have been verified, you will be logged into the S*console:

coMoDo . s
@ Server Security Server Q $5L Management @ HackerGuardian - PCI Scan @ Help
CHAT NO'
Account Balance . bt
SSL Management / SSL Certificates
) $8,109.40
o orders
ADD FUNDS
Showing S () Rows Domain Name Order State  All [C]
servers
¥ Order# Product Order Date Expires Domain Name Status Actions.
WinAgent.21
1701287 Topup Funds 0510912017 Topup Funds (500.00) Awaiting payment Complete payment
10.100.77.21
. COMODO SSL Widcard - . »
10.10077.25 1701285 e 0510912017 abe.com Watting for CSR Generate request
TR 1701285 PosiliveSSL Cerificate 0510912017 wwwe.nuno2.com Waiting for CSR Generate raquest
default " )
1701278 PosiiveSSL Certificate 0510912017 nuno.com Watting for CSR Generate request
default
1701278 Topup Funds 0510912017 Topup Funds (500.00) Awaiting payment Complete payment
default
Showing 110 5 0f 12 entries
default
MANAGE SERVERS O sies
Alerts Showing 5 (=) Rows Domain Name: Server Al =
o more alerts found
¥ Server Name site Binding Information Certificate Last Update Actions Apply
MORE ALERTS 10.100.77.21 firstfreessl saspwin.comodoe.od.ua 10.100.77.21:80:firstfreess None fgj:gun.;os Buy Certificate =
i 201710508 ;
10.100.77.21 Default 443 None Tensrs Buy Cerfificate O]
10.100.77.21 asdfgh.saspwin. comodo.od.ua 10.100.77:21:80:asdfgh.sa None fgg“&;os Buy Certificate =
N 201710508 ;
10.100.77.21 qalest? saspwin.comodo.od.ua 4431 None Tensrs Buy Cerfificate = [ apply
2 O ; K 201710508
10.100.77.21 test123.saspwin.comodo.od.ua 10.100.77.21:443 4841235 C=test123.saspwin.comodo.od.ua, ST=Alabama { AL },C=US Py Renew with Comodo ] [ Apply | ~
Showing 110 5 07 19 entries - 2 3|4 |m»

New users

If you do not have a Comodo account, click 'Don't have account? Create New'. You will be taken to the account
creation page:
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Server Security Server
Signup

Company details - These must be your Registered Address

Company Name

Department (optional)
Address 1

Address 2 (optional)
Address 3 (optional)
Zip / Postcode

Country Select country... E]

State / Province / Country

City / Town

PO Box (optional)

Company Number (optional) N ext b
DUNS Number (optional)

Your Contact Details

Title

First Mame

Last Name

Email Address
Telephone Mumber

Fax Number (optional)

+  Please complete all mandatory fields then click 'Next' to proceed.

»  Next, please agree to the EULA and subscriber agreements:

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 7
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Agreement

End User License Agreement

o »

END USER LICENSE AGREEMENT
S5L Installer

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ THE AGREEMENT
CAREFULLY BEFORE ACCEPTING ITS TERMS AND CONDITIONS.

IMPORTAMT — This Agreement relates to TRIAL, free, EVALUATION, BETA and paid versions of
COMODO S5L INSTALLER (CCM AGENT). PLEASE READ THESE TERMS CAREFULLY BEFORE
APPLYING FOR, ACCEPTING, OR USING COMODO CCM AGENTPRODUCTS. BY USING, APPLYING
FOR, OR ACCEPTING THE SERVICES OR BY CLICKING ON “| ACCEPT” BELOW, YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT
YOU AGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO THE TERMS AND
CONDITIONS OF THIS AGREEMENT, DO NOT APPLY FOR, ACCEPT, OR USE THE COMODO SSL
INSTALLER PRODUCT.

This Subscriber Agreement ("Agreement”) constitutes the final binding agreement between you and
Comodo Group Inc. ("Comodo”) which has its principal place of business at 1255 Broad Street hi N ext >

[ 1Accept

Comodo Certificate Subscriber Agreement

COMODO CERTIFICATE SUBSCRIBER AGREEMENT

ll »

IMPORTANT - PLEASE READ THIS CERTIFICATE SUBSCRIBER AGREEMENT CAREFULLY BEFORE
APPLYING FOR, ACCEPTING, OR USING A COMODO CERTIFICATE. BY USING, APPLYING FOR, OR
ACCEPTING A COMODO CERTIFICATE OR BY CLICKING ON "I AGREE™, YOU ACKNOWLEDGE THAT
YOU HAVE READ THIS AGREEMENT, THAT YOU UNMDERSTAND IT, AND THAT YOU AGREE TO TS
TERMS. IF YOU DO NOT ACCEPFT THIS AGREEMENT, DO NOT APPLY FOR, ACCEPT, OR USE A
COMODO CERTIFICATE AND DO NOT CLICK "I AGREE™.

This agreement is between you ("Subscriber”) and Comodo CA Limited ("Comodo™), a United
Kingdom company. The agreement governs your application for and use of an SSL Certificate issued
from Comodo. You and Comodo agree as follows:

1. Subscription Senvice.

1.1.Issuance. Upon Comodo's acceptance of Subscriber's application for a Certificate, Comodo shall
attempt to validate the application information in accordance with the Comodo CPS and, for EV -

] 1Agree

«  Click 'Next' to continue.

»  Please review your account details on the summary screen. Click '‘Back' if you wish to update any items:

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 8
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Summary

Admin Credentials

. All passwords must contain at least & ci
Login Password cannot have a space as the fil
0 Three out of the following five requirem
At least one uppercase alpha character.
o At least one lowercase alpha character.
At least one numeric character.
At least one punctuation character.
At least one non ascii character.

Pazsword

Confirm Password

Company Details

Company Name L& Oldfashion Cuisine

Address 1 8400 Santa Monica Blvd, West Holhvwood

Zip / Postcode S0069

Country United States of America

State / Province / Country CA -
City J Town Los Angeles Smelt

Your Contact Details

Title Mr

First Mame Peter

Last Name Johnson

Email Address johnson.peter38@gmail.com
Telephone Mumber (323)012-3458

«  Create a username and password to finalize your enroliment then click ‘Submit";

«  You will see the following confirmation message once your account is created.

Signup completed

Congratulations!

Your 82 account has been created successfully!
Your order number is 1701826

You can now login at https://s3.comodocomiweb with your username,
password and the order number mentioned above.

Click OK to automatic login into S3

+ Important — Please make a note of the order number shown in the confirmation screen. You will need it to
login on future occasions:

+  Click 'OK" to automatically login to S°.

«  You can login at https:/ls3.comodo.com/web in future.

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 9
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Next, see The Main Interface / Actions and Statuses.

2. The Main Interface / Actions and
Statuses

The 'SSL Management' interface allows to you view a list of all certificates associated with your account and a list of
all sites and certificates detected on your server. You can use the interface to generate and submit a certificate
signing request (CSR), complete domain control validation, install certificates, buy/renew certificates and more.

«  All certificate orders associated with your account are listed in the top pane
+ Click 'Manage Servers' to begin adding servers for auto-installation and certificate discovery
- All websites and certificates detected and imported from your servers are shown in the lower pane

+  Click the 'SSL Management' link then select 'SSL Certificate Discovery' to scan for SSL certificates inside or
outside your network (internal search requires software agent to be installed and run)

+  Click the 'SSL Management' link then select 'SSL Tools' to open the SSL checker. This helps to identify
whether a certificate on a domain is installed correctly and whether your web server is configured correctly

«  Click 'SSL Management' them select 'Dashboards' to see a graphical overview of all certificates purchased
under your account

»  EPKI users should click 'SSL Management' then 'EPKI Manager' to view their fund balance, view buy prices
and to add funds to their account.

»  The 'Help' menu on the top navigation allows you to view product version and the online help guide
»  You can chat with Comodo support by clicking the 'Chat Now' link at top-right

« Important S notifications are shown on the left. (e.g. alerts on expiring certificates). Click 'More Alerts' >
‘Alert Settings' to change alert settings. You can choose how many days before certificate expiry you want
notifications to begin. You can also activate email notifications.

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 10
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Important
notifications, e.g.
certificate expiry, are
shown on the left

Click to switch between
S5L Management,
Centificate Discovery, S5L
tools, the Dashboard and
the EPKI Manager

These actions allow
you to replace and
renew discovered

certificates

The lower pane shows all
web-sites and certificates
discovered and bookmarked on
your servers. Certificates issued
by CAs other than Comodo are
shown in red

The tutorial will take you from the 'most incomplete’ status of 'Awaiting Payment' through to a final status of 'Issued'.
Before that, however, it is worth first explaining the 'Status' and 'Actions' you will see in the interface:

Certificate Status Available Actions

Awaiting Payment Complete Payment

Your order has been placed with Comodo, but payment has not yet been
received.

Please complete payment for order processing to continue.

Waiting for CSR

A certificate order has been created but a corresponding CSR has not been
imported to the auto-installer nor submitted to Comodo CA. You must submit a
CSR for your domain to start the certificate application and issuance processes.

Generate request

Request Invoice

Domain Control Validation

Replace CSR

Processing

CSR has been submitted and received. Comodo CA is now processing the order
and validating the application. Note — you must next complete Domain Control

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 1
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Certificate Status Available Actions

Validation (DCV) before your certificate can be issued. Request Invoice

Note - If your status is 'Processing’ but you have completed the CSR and domain
validation (DCV) processes, it is usually because Comodo are still completing
organization validation. Please check the interface regularly to see if your
certificate has been issued. Please allow up to 1 week for EV certs and 2 days for

OV certs.
Issued Auto-install certificate
Certificate has been issued by Comodo CA and is awaiting further actions. Save Certificate

Certificate status will change to 'Issued' if your CSR has been accepted AND the
DCV check is successful.

Renew Certificate

Installation Check

Request Invoice

Installed Auto-install certificate
Certificate has been successfully installed. Save Certificate
Renew Certificate

Request Invoice

Paid N/A

Only relevant to EPKI users. Indicates that funds have been successfully added
to your account.

Available Actions:
Generate Request

»  Starts a wizard that will help you create and submit a CSR for the domain listed in the ‘Domain Name’
column

Replace CSR

»  This option is available only while the certificate has a status of 'Processing’ (after 'CSR" has been
submitted but before the certificate has been issued). Use this option to replace your CSR if, for example,
there were errors with the original CSR.

Domain Control Validation

«  Starts the Domain Control Validation (DCV) wizard. It is mandatory to complete DCV before Comodo can
issue your certificate. You can choose any of the following methods to complete the process:

«  Email - You must respond to a challenge-response email sent to an email address at your domain
- HTTP/S CSR Hash - Comodo systems check for the presence of a .txt file uploaded to your domain

»  CNAME CSR Hash - You add a DNS CNAME record containing the SHA-1 and MD5 hashes of your
CSR

+  None of the above - Select this only if you have arranged an alternative method of completing DCV
with Comodo

Auto-install Certificate
» |Installs the certificate to the domain listed in the ‘Domain Name’ column

Complete Payment

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 12
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«  Opens the Comodo order forms where you can enter payment details. Payment must be received before
further processing can take place on your order.

Installation Check

»  Verifies whether your certificate is correctly installed on the domain named in the certificate. You can use
this option to test new certificate installations, and the installation status of existing/discovered certificates.

Save Certificate
» Allows you to save a zip file containing your certificate to a location of your choice

Request Invoice

«  Allows you to submit an invoice request to Comodo for the selected certificate. The invoice will be sent to
your default email address and any other addresses that you add.

The following diagram illustrates the relationship between statuses and available actions:

Complete

Awaiting Payment ——— Payment

v

Waiting for CSR  ———3 Generate Request

-

Pracazsl . Damain Contral
" : Validation
Auto-install
Izsued -l
certificate
Installed

For clarification, the 'Auto-install certificate' option is always available after issuance so you can, for example, re-use
the utility to install the same certificate on a different host. The 'Renew Certificate' option will appear when
certificates with a status of 'Issued’, 'Installed' are approaching expiry.

The interface also contains the following items related to certificates:

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 13
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Refreshes the list of certificate orders or sites.

o
Starts the purchase process for a new Comodo certificate. This is covered in
Buying a Certificate.
vk S | A8 ol Allows you to filter which certificates are displayed by status. Current filters
are 'Awaiting Payment', 'Issued' and 'Processing'.
& CHAT NOW! Allows you to speak directly to a Comodo support operative.

Switch between the SSL management screen (default), the certificate
discovery interface, the SSL tools area, the dashboard and the EPKI
@ S5L Certificates Manager page.

3 ssL certificate Discovery

@ SSL Management & HackJ

A SSL Tools
4l Dashboards
A EPKI Manager

3. Tutorial

This tutorial takes you through the processes of adding servers to S then the certificate ordering and installation
processes. Please use the following links to go straight to the section that you need help with:

» Adding your Servers
+  Generate and Submit a CSR
«  Complete Domain Control Validation

« Install or Save Issued Certificate

3.1.Add your Servers

In order to establish communications between S® and your servers, you first need to install the S® agent on a Linux or
Windows machine on your network. This machine will handle communications between the S® web console and your
web-servers. After installing the agent, you will be able to add multiple servers. After adding your servers, you will be
able to run certificate discovery scans on them and will be able to track, manage and install certificates on them.

To add agents:

+  Click the 'Manage Servers' button then 'Add New Agent/Server' button:

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 14
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cOMODO
@ Server Security Server O sSL Management @ HackerGuardial

Account Balance SSL Management / SSL Certificates

&) $8,109.40
"y Orders
[ ADD FUNDS
Showing 5 =] Rows
Servers
Y = i ¥ Order# Product Order Date
& WinAgent.21
1699633 Optimum SSL Premium with DV 05/041/2017
£ 101007721
£ 101007725 1699532 PositiveSSL Certificate 05012017
¥ =5  default }
= 16099631 Topup Funds 05/01/201

MANAGE SERVERS

Maniae AGents and Senvers

-
Agents

Sabe  Agewi Hame Agenk A0 Agent Version 5 Infe Creadion Dabe Lok Rmmovs
Wedswe sgant
nApark 21 TRAGAGANN | 25T b A R ¥
[ g BS54 T b A R 1080417 0 »
dulmut 41pe ek leeefIBI S0 142220 wndefned CARAROT 1518 ] x || weriby agenl
Sarvars

Saste  Server Rame Ager Harra 03 info Framework Version 5 Version Creation Date

L] 1040377 H Wi geset 21 'E'-_v..:-a:-r...--:-.nsl.' 40, 303H0 014 [ QLT 1604
40

[ 10900 7735 WinAgusl 21 an OSORINT 1804
4 ™
& Q-nparch prrang-

(lia ¥ reinfinnod MLrnarrh

Mo sdd your server to this kst, do the fallowing

+ Ragister new apent:
1. fyou have 53 agent aready nstalled in your network - go to step 2. Otherwise - downioad an sgent by clicking on “Add new agpent”
2. Run this agent on any corresponding maching in your netwark. During first run, the agend wil generate verification code. See more defaied instructions here
3. Afer gefting this verification code - come back to "Wanage Servers” page and click on corresponding "Werify agent” bution and inserl verification code
« Register 8 server with agent, see detaled instructions:
o for windows sgent
@
for inue ggent

Close

«  This will open the agent download screen.
«  Type a name to identify the agent in the 'Agent Name' field

+  Select a 'Linux' or 'Windows' agent download link depending on the OS of the machine on which you are
going to install the agent

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 15
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Agent Download (2]

Agent Name:  Windows agent

Agent UID: 288dff07669d7a23delefB8d2 71207

Download agent from

Agent running on: Web Ul Support  Apache Support Tomcat Support IS Support Download
Linux:
Debian x286 compatible yes yes*® yes no download
Debian x54 compatible yes yes*® VES no download
RedHat x85 compatible yes yes*® Yes no download
RedHat x64 compatible yes yes* Yes no download
Windows:
Windows agent yes yest Yes yegtit download
Windows Utility no yess Ve yeg*E download

* Apache server installed on linux based 0%
** Apache server ingtalled on remote PC with linux 03
*** | pcal IS server installed on the same PC with agent software

» Create a name for Your agent, download the installer for Your OS5 then click "Save” to register the agent in the "Manage Agents” interface.
# Install one agent on each network where You have servers You wish to manage.
* The agent wil control certificate installations and can be installed on any Windows or Linux machine.
« Once running, the agent will provide You with a one-time verification code. You should:
1) Copy the code as it will need to be entered on the "Manage Servers” screen.
2) On the "Manage Servers” screen in 53 and click the "Verify Agent” button.
3) Paste the coede then click the "Start Verification™ button.

4a) Windows agent - click the "Finish Verification” button on the agent dialog.
4b) Linux agent - press ' in console to finish verification

Click the appropriate 'download' link to open a .zip file containing the agent setup files. Extract all files to the user's
home directory on the machine you wish to use to run the agent. For example:

Linux - /home/user/Agent
Windows — C:\Users\username\Agent

«  Click 'OK" to register the agent in the 'Manage Agents' interface. You can edit or download other versions of
the agent at any time.

Note. The 'Windows Utility' is *not* an S? agent and will not communicate with S. It is a standalone application
called 'Comodo Certificate Auto-Installer' which is designed to be directly installed on an IIS server.

Next, you need to install and activate the agent. Use the following links to find out more:
Installing the agent on a Windows machine
Installing the agent on a Linux machine

Managing agents and servers

Install the agent on a Windows machine

Note: Please ensure you have admin privileges to run the application.

«  Extract the contents of the zip file to the Windows machine you wish to use to control your servers
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«  Open 'ComodoS3Agent.exe' to start the installation process.

CDMUDU Initial Agent verification

1. Copy the code below.

2. Go to the S3 interface, click 'Manage Servers'
then "Verify Agent'.

3. Paste the code then click the 'Start Venfication'
button.

4 Click the 'Finish Verification" button in this dialog.

PJmmvBdy

Finish Werfication

»  To synchronize the agent with S2;

«  Copy the unique code from the 'Initial Agent verification' dialog
» Login to the S® web interface and click the ‘Manage Servers' button

» Locate the agent you have just installed and click the 'Verify agent' button:

Manage Agents and Servers (2]

Add New Agent/Server

Agents

State  Agent Name Agent UID Agent Version 05 Info Creation Date Edit Remove

Microsoft Windows NT
) Windows agent 6.2.9200.0Framework Version;
" [ EE” ol g

[ ] WinAgent.21 28f0b864598a1291557bed248a008d4e 11.050517 £0.30315.34014, 15 Version: 05012017 20:22 & X
1158.5

o] defautt 41ae36echIb3eeet09d05080c142220 undefined 05/09/2017 15:18 # X Verify agent

+ Paste the verification code into the 'Agent Key' text box then click the 'Start Verification' button:
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Agent Verification

Agent Key: Enter the werification code here

1. Start the agent if You haven't done so already to get the verification code.
2. Copy and paste the code into the fiel above.
3. Click the "Start Werification” button.

Start Verification

«  Next, go back to the agent verification dialog on your Windows machine and click 'Finish Verification'. The
verification dialog will confirm whether your registration was successful:

COMODO Initial Agent verification

1. Copy the code below.

2. Go to the S3 interface, click 'Manage Servers'
then "Verify Agent'.

3. Paste the code then click the 'Start Verification'

Reqistration camplete!

PJmmvBdu
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»  Click 'Close'. The S3 Agent dialog will open

»  Select 'Set ssh keys' from the 'File' menu or choose 'Please set SSH keys'

COMODO s:Agent

File | Server Please set 55H keys |1.2.0.26159
| Coetsshkeys |

Exit

You can configure the SSH key pair in three ways:

COMODO 53Agent. Set 55H key pair ®

Please choose method to configure S5H key pair:

@ Generate keys on Comodo server
) Generate keys on my own Linwe PC

i) Provide generated keys (private and public)

»  Generate keys on Comodo server — Automatically generate the SSH key pair on Comodo's servers

«  Generate keys on my own Linux PC — Generate keys by entering Linux credentials (server address,
login, password and port):
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Login

Password

Paort

«  Provide generated keys (private and public) - Select your SSH keys from file saved on your local
computer

+ Toadd servers to S?, open the 'S3 Agent' dialog and select an available server from the 'Server tab:
* You can add server in three ways:
i.  Add local IIS. This option is active if IS web server is running on the server

ii. Add local Tomcat. This option is active if "CATALINA_HOME" windows environment variable is defined in
your Windows server configuration. Tomcat service is registered and running

iii. Add Remote Linux server. This option is active if SSH keys are generated
COMODO s3Aagent X

1.2.0.26159

Add local IS

Add local Tomcat

Add remote Linux server
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- 'Add Remote Linux server' opens the 'Add Linux server' dialog to provide SSH Key-Based
Authentication on a Linux server (server address, login, password and port). This allows the
agent to connect to the server for authentication

+  Manage 'Add local IS will add the server to the S3 agent list:

COMODO 5:Agent I

1.2.0.26159

Server Status
Iucal server Awailable

Install the agent on Linux machine

« Launch Linux agent: ./autoinstaller and follow the verification instructions
« Gotothe S®interface, click 'Manage Servers' then the 'Verify Agent' button

» The 'Agent Verification' dialog will open. Copy and paste the code into the 'Verification Code' box and click
‘Start Verification'

»  Next, go back to the agent console and press 'y’

« Your request will be sent to authenticate the agent and S2. After that, you will see the successful verification
message
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Agent Verfication

Agent Key: Enter the verification code here

1. Start the agent if You havent done so already to get the verification code.
2. Copy and paste the code into the field above.
3. Click the "Start Verification’ button. |

€ ~gent Windows agent’ Authentication successful. Your agent IP is: 10.100.76.101

«  After the file is verified, you can add servers by entering the following line at the command line interface:
Jautoinstaller -m add -ip 192.168.10.10 -u auto
...replacing '192.168.10.10" with the IP or hostname of your server.

...replacing 'auto’ with admin login.
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auto@uhuntu:=IAgentIdeh:x645 ./Jautoinstaller -m add -ip 1%2.168.16.1& -u auto
Parsing autoinstaller config file(./autoinstaller.config) and command line
add:192.168. 8. 18 auto

82.1a8.14. laauto

he authenticity of host '192.168.16.1&(192.168.16.18" can't be established.
ECDSA key fingerprint is 6e:a8:89:49:db:3a:d2:6fT:0f:78:bb:93:708:%e:bb:38.

re you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 1%2.168.1&.1&' (ECDSA) to the list of known hosts.
auto@ 52, 163, 16, 16's password:
Mow tiy wuyyiny into the machine, with "ssh 'auto@152.168.1&. 16", and check in:

~/ .ssh/authorized keys

to make sure we haven't added extra keys that you weren't expecting.

62.168. 1&. 1Bauto

retcode: 8
auto@ubuntu:~/Agent/deb x64%

Note: Your agent must be activated before adding the server

»  Repeat the process to add more servers

Managing agents and servers

Upon successful connection, your servers will appear in the S interface area. Each agent is shown separately with
its IP addresses listed underneath:
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COMODO
Server Security Server

Account Balance

) $8,109.40
[ ADD FUNDS
servers
Y = WinAgent.21
& 10.100.77.24
= 101007725
Y & default
MANAGE SERVERS
Alerts

Mo more alerts found

MORE ALERTS

Server statuses:
« Agreen icon indicates the server is actively connected to S?
« Agray icon indicates the server is not connected. This could be because the agent is not launched
« Ared agent name indicates an un-synchronized or outdated agent

- Ared key next to green/red server indicates the SSH keys are not present. Launch the agent as
administrator and set your SSH key pair as explained above

To update an agent,
- Exit the agent then go back to S? interface and click 'Manage Servers'
+  Select the agent then click 'Edit’
«  Download, save and unpack the new agent into the current directory
- Run the agent. Agent status will change to 'Active' once successfully connected.

Note: You will be automatically notified when updates are available for the Windows agent:
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COMODO s3Agent

1.2.0.26159

Server Status
Iucal SErVEr Awailable

Error |-E3

This version of Agent is no longer supported.
Would you like to update Agent now?

ves || No

«  The 'Manage Agents and Servers' dialog allows you to view server and agent availability, edit the agent
name and re-download the agent if required:
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hgents

Agents
Sisbe  Agentleme Agank AL fgent Varmion 5 Infe Creasion ks (] Barmove
L] WinApant 71 DI 5001 TH 138 Tim a3 tioin ll:.-':\ agent 1 o k.4

LLLTL dTse MachthlaeasiIoiFb50c 14222 wnidiafined CLRBRIT 1518 -1 k4 | arify agen
Sarvers
fabe  Server Ramae Ager! Harre 04 infe Framuework Verson i Version Creation Date
"] Wingaws KT R . S

ORI ESR Wi geat 71 T 403051934018 1585 OSDERNT 1634
[ 1017735 Wirhguasl 51 OSGETNT 1804

O-nearc 2
A-ia > einfinnad Mraarmh

o add your server to this Bsd, do the folowing

« Register new agant:
1. H you have 52 agent aiready nstalled in your network - go to step 2. Otherwise - downioad an agent by clicking on “Add new agent”.
2. Run this agent on any comesponding maching in your netwark. During first run, the agent wil generate verification code. See more defaded instructions here
3, Afer gefling this verificalion code - come Back to "Wanage Servers” page and ciick on corresponding "Werify agent™ butlon and inser verification code

« Register a8 sarver with agenl, se= detaied instructions:

o for windows ageﬂt
@ fior inuee ageni

Close

« Agents are shown in the top half of the window, while all servers added via those agents are listed at the
bottom

«  Both agent and server must be active (green icon) for S to carry out actions such as installing certificates.

3.2.Generate and Submit a CSR

+  This step deals with orders that have the status "Waiting for CSR'".
« Ifyour order has a status of 'Processing', then skip to Complete Domain Control Validation
« Ifyour order has a status of 'Issued’, then skip to Install a certificate.

« Ifyour order has a status of 'Awaiting Payment' then please select ‘Complete Payment' to continue (click
here if you'd like some more information on this).

To generate and submit a CSR:

+ Locate an order with a status of 'Waiting for CSR', select 'Generate request' and click 'Apply'

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 26



Comodo Server Security Server coMoDOo

Creating Trust Online®

o omer

showing 5 [=) Rows Order State Al =
¥ Order# Product Order Date Expires Domain Name Status Actions
689033 COMODO SSL Certificate 03/14/2017 03142017 hotoh.com Expired

689032 g::%ll;gmmumcatmns 031472017 busong.com, admin.busong.com, busong.org, ...  Waiting for CSR Generate request E]

W

689031 COMODO 551 Wideard 031472017 * domenfirst.com Awaiting payment Complete payment E]
Certificate

689030 COMODO EV S5L Certificate 03/14/2017 firstflowers.com Avwaiting payment Complete payment ]

689028 InstantSSL Certificate 031472017 unpod.com Processing Domain control validation =]

Showing 1to 5 of 5 entries

The 'Generate Request' form will open:
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Generate Request 9

Generation Options (%) Generate CSR () Pasts CSR

Domain Details

Common name: firstflowers.com Domain list:
Multidomain
Organization: Unpod Organizational unit:  Unpod
Country/Region: United States of America E] State/Province: Mantana
City/Locality: Montana E-mail: flowerspurchase@aomail com

[C] Wake private key exportable

Generate CSR on server: 10.100.77.113 (=]

Generation Result

Summary

Generation Options:

+ Ifyou already have a CSR you wish to use, select the 'Paste CSR' radio button. Paste your CSR into the
"Your CSR' text area. Click 'Validate & parse' to test the CSR is correct then click 'Send' to submit the CSR
to Comodo CA.

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 28



COMODO

Creating Trust Online®

Generate Request (7]

Generation Options () Generate CSR I®) Paste CSR
Your CSR
BJp8d3zHI/pogzY¥zl¥gxSWhder TzBe XYWL IfIVrEvhul1E1vHExxA=sNaikLi2RrHb -

XfrnbgsiEv0/ TetelUivblwlZIbglzSyvdivuUiZZ TgMzdyOj JErDedzwLIOM1gFOv
br02FIspFkNE/ 1GuXh705SwTXIQJZh] PGheqnG/EJLw] ¥YNseS5qiglmT 2/ FVTKUD=sS
gDV2ISH4+gTI9 i rHgpXeWlAgMBALGgggERMBoGCi sGRAOOBg ] cHAgMxDEYENi 4xLjc2
MDEuMja+BgkghkiGOwOBCQ4XMTAVMBOGAI UdDgOWEBQIET7Di+suxgrInIt9BD3EZ
TSwIHDACBgNVHQEBAT B EBAMCR S Aw SwY JEwYBEBAGCHRUIMT 4wPATEEOWwOEWF 4 L dp |
bil0Z¥NOcGMMEGEIheCl13aW4tdGVZzAdHRjXG1heGl1cDBFDE2 1vZGO9TMOFn ZWS 0L.mv 4
ZTEnEBgorBgEEAYT3DQICHVgWVgIBARSOARORAaQBR JAHTARWEZAGEAZgBOACARTWED
AHIAEWBuAGCATRABRDAHTI A BwAHOARWEnAHTAYQBWwAGgRaQRJACARTARyvRGEAdgBL
AGEOAZQBYAWEAMROGCSgGETE3DQERBQUARATRAQCAT xTVCeBAQk59T0ag2WrEMISa
Z+gsRMEOfXVWIDHARiUQp6+98cecyNEBEGKI f oilgcbeGR/ XxATtM+Qr 9gnz SDYKJED
a0NuNnxvEDadGUndgZ0facz /XxRPZ2AgROnDynmn+d4 £ 1XW2 JE1xTOb+RIRX Q3L 0w
MMVCEZSZ2rmk JiLFDSCyxSYFgkOVTE40freXVoge2 twS 00 zWEWRUiM Sz S TWk4M5
rXHH4=sgledel jvIpB804YAlywSTHJPE1gECDLESTHAfcchbUSjV3vLHIPSnzEkKhSFA
QrvvE2wapOXHzTLSaGvycqntSgghlJladc2 fa¥d4DuKEvoEREupN0jyv/E+0J

m

Domain Details

Common name: firstflowers.com Organization: Unpod
Domain list: Organizational unit:  Unpod
Country/Region: United State of America
State/Province: nia
City/Locality: Montana
E-mail: flowerspurchase@gmail.com
Summary

(send J] vaiate & parse J] ciar ] cance!

+ Ifyou do not already have a CSR, you can generate it using S® (please note that this requires software
agent to be installed and run) and complete all fields. Most are self-explanatory, but for those with little
experience of certificates:

Domain Details

«  Common Name: Fully Qualified Domain Name (for example, www.domain.com). This should be auto-
populated.

- Domain list: Enter all domains covered by the certificate. Each domain should be on a separate line. (Active
if '"Multidomain' is checked)
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»  Multidomain: Check this box if you purchased a multi-domain certificate. You should enter all domains
covered by the certificate in the 'Domains List' box. Each domain must be specified in a separate line

»  Organization: Your company Name (for example, 'My Company LLC")

+  Organization Unit: Department (this can be the same as 'Organization' if your company doesn't require this
field)

+  Country/Region: The two-level country code for your country

«  State/Province: The name of the state or Province in which your organization is located
»  City/Locality: The name of the city in which your organization is located

«  E-mail: Your contact email address

«  'Make Private Key Exportable' (For Windows only). If the private key is exportable then it will possible to
export your certificate to another web-server. This is useful, for example, if you want to secure a load-
balancing web-server or because you have switched to another hosting provider. We recommend you leave
this box enabled unless you have specific reasons for making the private key non-exportable.

»  Generate CSR on server: Choose the server on which the CSR should be generated. This should be the
server which hosts the domain that you are getting the certificate for.

After the CSR form is complete:

«  Click 'Generate' to automatically create a CSR from the details you entered
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Generate Request (7]

Generation Options (%) Generate CSR () Paste CSR

Domain Details

Common name: firstflowers.com Domain list:
Multidomain
Organization: Unpod Organizational unit:  Unpod
Country/Region: United States of America E] State/Province: Montana
City/Locality: Montana E-mail: flowerspurchase@agmail.com

[C] Wake private key exportable

Generate CSR on server: 10.100.77.113 (=

Generation Result

MIID&zCCAtMCAQAWGZgxKEiAnBgkghkiGow0BCQENGIBhdnVsLnZvbGoraGa2QGHy
bWSkby5vICS IYTEZMECGALUERwWQZnl yo3RnbGo 3 ZX Iz Ll vh TECMAWGA 1 UE CwwE
VW5wh2 Qx0T AMEgNVERMEVVECcGIkMRAWDg Y DVQQHDAANE 2 50 YWS hMRAWDg Y DVQQT
DAdNE2 50 YWShMGswCQY DVQQEEWIVIzCCAS IwDQYJKoZ ThveNAQEEBQADggERADCC
LQoCggEBAKA416r3+RD1ghZe/wikRUEOWSE6Z1 Ddmi0d3EadchIxL.OVIa4XfUcHE
NhPEdqVkS50igKl0di001iva+r9kPQ45edJOCAZTD1pl SH2Urb2FMAS8iBQ2WzzVEa
smttYDPZDTZUaBcVhvmhvk¥BaGHLOS0q i GgzHiEBa04] eBCDIuGZHIBegbQDEDEE
LWQIIdQd2mfrotmd50z TEe+THY vXaUvaViofEYLN/ 9wz fTU2 vsx3ikZHIWUvlh

m

LonEuckTiQWPcLI4GVn/ /fwZibmTefV2uD4BThn 94 JeLhvQod+ZEGvgd 3VIowNmD3xT -
Summary
(1] our C5R and keys have been placed on server 10.100.77.113 to the Cerificate Enrollment Requests Storage

»  Click 'Save CSR to file' to save your CSR in .txt format on your local machine
»  Click the 'Send' button to submit the CSR to Comodo.

A confirmation window will appear:
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Info message

o C5R sent successfully.

The certificate status will change to ‘Processing’ and ‘Actions’ for this certificate will now contain three options —
“Replace CSR”, “Domain control validation” and “Request Invoice”.

Comodo will check the CSR details and conduct any required validation checks on your company. Organization
Validated certificates (like Instant SSL) and Extended Validation certificates require manual validation, so it might be
a day or two before the certificate is issued. Comodo staff will contact you should they need any more information.

While this is in progress you should complete Domain Control Validation (DCV).

3.3.Complete Domain Control Validation

Before Comodo can issue your certificate, you must demonstrate ownership of the domain by completing DCV.
Comodo offers various methods for you to achieve this. To begin, first select 'Domain control validation' from the
‘Actions' drop-down and click 'Apply":

o omes
Showing & = rRows Order State All =
¥ Order# Product Order Date Expires Domain Name Status Actions Apply
689033 COMODO SSL Certificate 031412017 03142017 hotoh.com Expired Apply
Unified Communications N
689032 Certificate 03142017 busong.com, admin.busong.com, busong.org, Waiting for CSR Generate reguest E] Appl‘y
COMODO SSL Wildcard . . -
689031 Certificate 031472017 domenfirst.com Awaiting payment Complete payment E] Apph«
689030 COMODO EV SSL Certificate 03/14/2017 firstflowers.com Awaiting payment Complete payment E] Appby
689028 InstantSSL Certificate 03142017 unpod.com Processing Appl‘y
Showing 1to 5 of 5 entries

This will open the DCV configuration interface:
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Domain Control Validation

Domains List
Domain Status
unpod.com Mo Domain Control Validation method selected.
Method of Domain Control Validation Registered Email Addresses (from WHOIS)

Level 2 Email Addreszes
G) Email Addresses

() Atternative method of DCV
(C) Mone of the above

(:) admin@unpod.com

O administrator@unpod.com
(:) hestmasteri@unpod.com
(:) postmaster@unpod.com
(:) webmaster@unpod.com

Pleaze enter a validation code that was received via email:

Send

In the 'DCV Method' box on the left, choose *one* of the following options:

- Validation by email address — You confirm domain ownership by responding to a mail sent to an email
address registered for this domain. You are presented with a choice of email addresses drawn from the
WHOIS database that are registered to the domain, along with some 'typically used' addresses (such as
webmaster@domain.com). After choosing one, you must click the validation link in the mail to confirm your
control of the domain. Alternatively, the email also contains a unique code which you can copy and paste
into the auto-installer interface.

OR

« Validation by alternative methods of DCV - There are currently 3 alternative methods you can pick from.
The first two involve uploading a .txt file containing hashes of your CSR to your web server. The third
involves adding the hash of your CSR as a DNS CNAME for your domain. In all cases, Comodo will run an
automated test to ensure that you have completed the task.

OR
»  None of the above — Choose this if you have already arranged an alternative way of completing DCV with

Comodo. If you choose this option, please remember to click 'Submit' to register this choice with Comodo
issuance systems and to cancel any DCV method you may have selected previously.
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Validation by email address

After selecting 'Email Addresses' as the DCV method, the interface will present a list of WHOIS registered and
commonly used addresses.

Domain Control Validation

Domains List

Domain Status
firstflowers.com Mo Demain Control Validation method selected.
Method of Domain Control Validation Registered Email Addresses (from WHOIS)

(:) fil120049244@whoisprivacyservices.domains

Email Add
G) ma resses (:)ﬁ112&&49243@9.'huis.pri'.rac)rser'.riu:es.dnmains

() Aternative method of DCV

Level 2 Email Addresses
(:) Mone of the above

|G) admin@firstflowers.com

(:) administrator@firstflowers.com
(:) hostmaster@firstflowers.com
(:) postmaster@ firstflowers.com

(:) webmaster@firstflowers.com

Pleaze enter a validation code that was received via email:

Send

| submit Jjj Close

Please select an address at which you can receive mail and click 'Submit'. Comodo will send a mail to this address
which contains a validation link and a unique validation code. You can confirm domain control by clicking the link and

following the instructions on the page that this link opens. Alternatively, you can copy the validation code and paste it
into the field at the bottom of the interface as shown below:

Pleaze enter a validation code that was received via email:

45uKQH1Iy2QW3xUKlyy1y3dbNeCiilog

| submit Jf close |
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«  Click 'Send' to submit the code for verification

Validation by alternative methods of DCV

HTTP(S) CSR Hash

The HTTP(S) CSR options involve Comodo's automated systems checking for the presence of a simple text file in
the root directory of your domain. The file will contain the MD5 and SHA-256 hashes of your CSR. You can use the
S3 DCV interface to automate the file creation, file upload and file checking processes:

Domain Control Validation

Domains List
Domain Status
unpod.com Mo Domain Control Validation method selected.

(C) HTTP CSR Hash
|&) HTTPS CSRA Hash

(O Email Addresses () CNAME CSR Hash
(5) Alternative method of DCV

Method of Domain Control Validation

MD5:  3B410C326180BFEACSECEZBBFOTEICOS
(:) Mone of the above

SHAT1: ACF54898B7550200FEN3A15A24TDDAIAIAESS16E

Domain Control Validation fie 3B8410C325180BFEACSECEZBBFO7YB3IC05.txt for domain unpod.com
will be created on server 10.100.77.113
on your desktop at the following folder: Comodo_Alunpod.comidow/

Create file 8 submit Create file m

To complete DCV using this method:
1. Select the HTTP or HTTPS CSR Hash radio button
2. Click 'Submit' to register this choice with Comodo
3. Click 'Create File and Submit'. This button will:
ii. Generate the required DCV file
iii. Place the file in the appropriate directory

iv. Automatically run the DCV check
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If you want to handle this process manually then there are more instructions at;
https:/Isupport.comodo.coml/index.php?/comodo/Knowledgebase/Article/View/791/0/

In short, you need to create a plain-text (.txt) file according to the following specifications:

Format Location:
http[s]:/[<Authorization Domain Name>/.well-known/pki-validation/l<MD5 hash>.txt

xt file name:
<md5 hash>.text

txt file contents:
SHA-256 hash
comodoca.com
Unique value

Note — The 'Unique value' is optional and can be omitted if not supplied.

Example | http[s]://example.com/.well-known/pki-validation/C7FBC2039E400C8EF74129EC7DB1842C.txt
Text file contents

€9c863405fe7675a3988h97664eab6bhaf442019e4e52fa335f406f7c5f26¢f14f
comodoca.com
10af9db9tu

«  You can copy the MD5 and SHA-256 hashes from the interface above. You then need to save it to the root
directory of your web server.

« Once DCV is passed, the certificate status will change to 'lssued' if you have already successfully submitted
aCSR.

Note 1: DCV will fail if any redirection is in place.

Note 2: Authorization Domain Name in the example above means the Fully Qualified Domain Name (FQDN)
contained in the certificate. If you are ordering a MDC or UCC, each FQDN in the certificate MUST have the .txt file
in placed in its L.well-knownl/pki-validation/ folder.

Examples:
<Authorization Domain Name>/.well-known/pki-validation/<MD5 hash>.txt
subdomainl.<Authorization Domain Name>/.well-known/pki-validation/<MD5 hash>.txt
<Authorization Domain Name 2>/.well-known/pki-validation/<MD5 hash>.txt

CNAME CSR Hash

The MD5 and SHA-256 hash values of your CSR are provided in the interface. To complete DCV using this method,
you must add a DNS CNAME to your domain which use these hashes.

The CNAME record should be added as follows:
‘ ' <MD5 hash>.Authorization Domain Name CNAME <SHA-256 hash>.[<uniqueValue>.]Jcomodoca.com
Example :
A CSR is generated with the CN=www.example.com
The CSR is hashed using both the MD5 and SHA-256 hashing algorithms.
MD5: c7fbc2039e400c8ef74129ec7db1842¢

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 36


https://support.comodo.com/index.php?/comodo/Knowledgebase/Article/View/791/0/

COMODO

Creating Trust Online®

SHA-256: c9c863405fe7675a3988b97664eabbaf442019e4e52fa335f406f7c5f26cf14f

To perform DNS CNAME based DCV, the following DNS CNAME record may be created before
submitting the order:

_c7fbc2039e400c8ef74129ec7db1842c.example.com CNAME
c9c863405fe7675a3988b97664eabbaf.442019e4e52fa335f406f7c5f26cf14f.comodoca.com

+  The procedure for adding a CNAME record varies depending on your registrar or web host. If you are not
experienced in modifying DNS records, then please request the assistance of your domain registrar or web
host before making this change.

«  Once the CNAME change has been implemented, click ‘Submit' to run the DCV check. The certificate
status will change to 'Issued' if the DCV check is successful AND you have successfully submitted a CSR.

Important note: Because of hex (base-16) encoded SHA-256 length, it should be split into two labels, each 32
characters long.

DNS record example 1 of use hex (base-16) encoding and splitting the SHA-256 hash into two labels:
_c7fbc2039e400c8ef74129ec7db1842c.example.com.

CNAMEC9c863405fe7675a3988b97664eabbaf.442019e4e52fa335f406f7c5f26cfl4f.comodoca.c
om.

DNS record example 2 of use hex (base-16) encoding and splitting the SHA-256 hash into two labels and including a
uniqueValue:

_¢c7fbc2039e400c8ef74129ec7db1842c.example.com

CNAMECc9¢c863405fe7675a3988b97664eabbaf.442019e4e52fa335f406f7c5f26cf14f.10af9db9tu.c
omodoca.com

Make sure to include the trailing periods as the check will fail without them.

10af9db9tu is the optional uniqueValue you can omit in case you are not supply it.

3.4.Install or Save Issued Certificate

If your certificate has a status of 'lssued' then the next action you should choose is 'Autoinstall' certificate.

« The 'Autoinstall’ action will remain available even after installation so you can re-install on different hosts as
required
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Automatic Installation

Dromain: firstdomen.com E]
Server: 10.100.67.117 (=
Sites
Site Binding Path Permission
firstdomen.com =443 lusr/SSLfAirstdomen.comffirstdomen.com.crt '

 Continue Jif Cancel

»  Select the domain on which the certificate should be installed from the 'Domain’ drop-down

»  Select the target server from the 'Server' drop-down

Info message

Certificate successfully installed on server
10.100.67.117 by path:
lusriSSLAirstdomen.comifirstdomen.com.crt.

«  Click 'Continue'

You will see a confirmation message when your certificate is installed.
To save a certificate
»  Select a certificate with 'lssued' status
« Inthe 'Actions' drop-drown, choose 'Save certificate' and click 'Apply'

»  Define the target server in the 'Server' drop-box
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Save Ceriificaie

Domain: firstflowers.com

Server: 10.100.77.113 =]

Your certificate will be placed on server 10.100.77.113 on yvour
desktop at the following folder: \Comodo_ANMirstflowers. comb

«  Click 'Save'

Info message

o Certificate successfully saved on server
10.100.100.100 by path; ~/Comodo_Al
ltestnamewebsite1.com
ftestnamewebsite1.com_1631285.zip.

« You will see a confirmation message when your certificate is saved. Click 'OK'

4. Renew a Certificate

S3 provides three ways to renew certificates:

« To renew one of your Comodo certificate orders, use the 'Renew certificate' option in the 'Actions' drop-

down’

o orter
Showing S [*] Rows Order State Al =

¥ Order# Product Order Date Expires Domain Name Status Actions Apply

689034 COMODO SSL Certificate 037142017 firstflowers.com Processing .

689033 COMODO SSL Certificate 037142017 03142017 hotoh.com Expired Apply

Unified Communications =
689032 Certificate 031142017 busong.com, admin.busong.com, busong.org, Processing Domain control validation E] APPIY =
Wi
583031 O e DI 4ZNT * domenfirst com Avating payment Complete payment =] | Apply

Certificate

688030fsup COMODO SSL Certificate 03142017 firstflowers.com Processing i

Showing 1 to 5 of 7 entries a2 »

«  Torenew non-Comodo discovered certificates orders, locate the certificate in the 'Sites' list and select
'Renew with Comodo' from the drop-down box
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o s [ e

Showing 5 [*] Rows Domain Name Server All =
¥ Server Name Site Binding Information Certificate Last Update Actions Apply
101001342 firstfreesslcom 10.100.13.13 :443:firstfrees Ch=testSSLfirstfreess|ST=Alabama [ AL ),C=US 53_1:;0:3;14 Renew with Comode [+] Apply =
20170314 "
10.100.77.113 coese.com *&0:coese.com None 10:43:53 Buy Certificate = Apply
10.100.77.113 assilo.com *:80:assilo.com None DL Buy Certificate

10:43:53

& | Apply ||=
2017/0314 =
10.100.77 113 hotoh.com *:80:hotoh.com None 10:43:53 Buy Certificate E] Apply
20170314
1 | Apply

10:43:53 Buy Certificate
Showing 1 to 5 of & entries - 2 »

10.100.77.113 busong.com *:80:busong.com None

«  Alternatively, click the 'Certificates' button, locate the certificate in question and click the 'Renew' button:

S
o conmenes T
—
showing 5 [=] Rows Certificate expiring within Don't filter = Domain Name Server All =
Type ¥ Server Name Detected Certificate Valid From Valid To Subject Last Update View Delete Renew™
= 2017/0314
= £, = s 3
= | 10.100.77.113 firstflowers.com 031472017 03142019 1.2.840.113549.1.9.1=#1618526 /62657274614 066697 27 374666( 15:00:48 Q

CMN=wsw v instantssl.com OU=COMODO EV SGC
SSL,0U=COMODO EV SSL,0=Comodo CA Ltd STREET=2rd
I 199.66.206.224 www.instantssl.com 061272015 061212017 Floor\, STREET=26 O ffice Village\, STREET=Exchange Quay\, AL Q b 4
15:01:02
Trafford Road,L=Salford\, ST=Greater
Manchester,2.5.4.17=#13064d3520334551,C=6B,2.5.4.15=#131

rt CS\ -

Showing 1 to 2 of 2 entries. Expo

c

After clicking the 'Certificates' button, you can locate a specific certificate by using the search filters along the top.
You can search by time-to-expiry, domain name and server IP.

After choosing a certificate to renew, you will move onto the next step, Completing Your Order

5. Buy a Certificate

There are a couple of ways to buy a new certificate in S3;

»  Select 'Buy Certificate' on the 'Sites’ menu. This allows you to purchase a certificate for domains that were
detected on your servers

o s T

showing 5 [¥] Rows Domain Name Server All =
¥ Server Name Site Binding Information Certificate Last Update Actions Apply
10.100.77.113 tecup.com *:80:tecup.com None fggugm =
10.100.77.113 coese.com *&0:coese.com None 53.147;053:4 Buy Certificate =
1010077113 assilo.com *80-assilo.com None 53:‘:;['53;4 Buy Certificate E] =
10.100.77.113 hotoh.com *:80:hotoh.com None 33_1:;['53:4 Buy Certificate =
10.100.77.113 busong.com *:80:busong.com None 53.147;053:4 Buy Certificate E] -

Showing 1 to 5 of 8 entries n 2 »
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«  Click the 'New Order' button at the right of the 'Orders' panel:

Order State All (=]

In either case, the 'Create new order' form will open. Refer to Completing your Order to move onto the next step.
Administrators can save all detected certificates by exporting them as a CSV file.
To export the list of certificates

+  Click 'Export CSV' button at the bottom of the 'Certificates' pane

«  The export dialog will open:

Shawing [F] mows Certificate sxpiring within nt fiter = Dormain Nase Server Al =
Type ¥ Server Name Detected Certificate Valid From  Valid To Subject Last Update View  Delete | Renew
n 10.100.20.20 12172016 NRZMT i ] ::E :c_-\_s" Q x [ Henew ]
R

Showing 1to 1 of 1 eniries -

i ™
Opening Certificates.csv u

You have chosen to open:

| Certificates.csv

which is: Text Document (1,9 KB)

from: https:// 53cemodo.com

What should Firefox do with this file?

(") Openwith | Notepad [default)

@ : Save File

[] Do this automatically for files like this from now on,

| ok || caneel |

+  Click 'OK" and navigate to the location in your computer to save the file.
You can request an invoice to acknowledge your certificate purchase:
»  Select 'Request Invoice' in the ‘Actions' drop-down then click 'Apply’

+ Inthe 'Request Invoice' dialog, complete the required information then click 'Submit
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COMDDO A&
Server Security Server O ssL Management &
& CHAT NOW
fecount Balance $SL Management / SSL Cert
&) $8,109.40
G orers
ADD FUNDS |
Showing 5 [ pows Order Stata All =]
Saervers
- " P Acti A
¥ & winagentn il roduct ctions —
1701278 Topup Funds Complete payment =]
p—— ooy |
& 101007725 1701128 PositveSSL Certificat: Generate request = | Apply |
Y & default T PlatiumSSL Legse Generate request ==
Certificate Request Invoice My ‘—]
170110 Topup Funds Compleie pgumee [=] Mph’
MANAGE SERVERS | =

Request Invoice

1599644 Topup Funds Complete payment = Fﬂf_l

Wour email emailadddress@amail.com

Additional emails

WAT

Note

| submit Jj] cancel

You will receive an email notification.
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6. Complete your Order

After you have chosen a certificate to purchase or renew, the next step is to complete the 'Create New Order' form:

Create new order 9

Choose a certificate type Domain Details

(® show Al () Domain Validation (O Extended Validation Comman Name:

Product Mame: PositiveSSL Certificate = Domains List:
Term: 1 year $49 95kt ™=

Currency: USD =

DCV Method: Manual ™=
Summary
/N Please enter a Common Name I
PositiveSSL Certificate for Total (excluding taxes):349.95 H

Choose certificate type
»  Product Name: Choose between Extended Validation or Domain Validation certificate categories

«  EPKI users - Select the 'Domain Validation' category to see a list of all non-EV certificates in your
account (including QV certs)

«  Select the certificate type you wish to purchase

»  Select the term of your certificate from the 'term' drop-down

+  Currency: Allows you to change your payment currency if required.
Domain Details

«  Common Name: Fully Qualified Domain Name (for example, www.domain.com). This should be auto-
populated if you are renewing a certificate.

«  Domain List; Select the domain name form available in the the list.

«  DCV Method: Select a method for completing Domain Control Validation.
Note: 'HTTP CSR HASH' is the recommended options. The form will default to these options if we detect it
is possible to complete validation this way on your server.

Summary
Displays the common certificate type and cost details.
«  Click 'Next'.

The next step is the account and contact details screen. Fields marked *are mandatory.
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Create new order 9

Account Details
Note: fields ending with "' are required
Email * testflowerssite.com
Organization * 53 Demo EPKI
Organization Unit Name * T
Address * 1255 Broad Street
Address 2
Address 3
PO BOX
Locality Name * Clifton
Country Code * United States of America =
State or Province * [l
Postal Code * 07013

Prev]

In many cases we will be able to draw all the company and contact details we need from our records, so you may
not see this screen at all. In certain cases, however, we may need you to submit additional information. For example,
an EV certificate application requires additional information that you might not have previously submitted. Please
complete any mandatory fields that are required.

»  Click 'Next' when all fields are complete.

After agreeing to the subscriber agreement, you will have a chance to review your order before submitting:
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Create new order 9

Summary
Your Order

Product: Positive33L Certificate
Term: 2 years: 34595,y Save 8%
Primary Doemain: testflowerssite.com

Total Domains: 1

DCV Method: Manual

Voucher: Mot used

Total (excluding taxes): 591.90

m Place Order | Cancel

«  Click 'Place Order' to continue.

»  Your new order will appear in the auto-installer interface with a status of 'Awaiting Payment'. You can
continue certificate processing by selecting 'Complete Payment'

»  Click 'Complete Payment' to open the Comodo order form:
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Logout

e Wal corne:
ure Paymert J b Cettinstaller
Al Developrment

Account Options

3= 110
Secure Payment Page R
Your Order Humber: 1435111 LA

Total Amount: 17790

Having problems paying?
I'I'SD.FIEES& coractonr Saks deparme bt b0 willl B2 3bke

Required ields are dizpl=yed In AED.

Card Details 0 asF b tyon Wit yon T paymet
Card Mumber: | Emall:
sﬂ:smmmom
Card Cod 4 digit=]:
ard Code (3 or 4 digit=) I Tolaphians:

i . = - 1550 200 5351
Expiry Date: Ij J'I j I1.7u3531ms1
Cardhalder's Hame: [Cer‘t In=tallar

Cardholder Bddress and Contact Details

Company Mame: |.E\I Crevelopment

Pddress 1: IStreet

City f Town: IDdesga

State f Prowinee £ County:  Jfa

Tip ¢ Postoode: [1zz123

Couritry I Ukraine ;I
Phane: [12:3456723

Email: l"""“""“""’_"'""' =t o

Cancel & Start Again | hdake Payment |

B CopyTig kS, Al Hig ke rese ed., Uzlig : ThuredsyJuby 23, 2015

Complete the required card payment details then click 'Make Payment'. Once payment is complete, your new
certificate will appear in the SSL management interface as a new order with 'Waiting for CSR' status. Refer to
Generate and Submit CSR section for more information.
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/. Generate a CSR

If your certificate order has a status of 'Waiting for CSR' then select 'Generate Request' and click the 'Apply" button.
This will start a wizard to help you create and submit a CSR for the domain listed in the ‘Domain Name’ column.

Make sure to specify the server which hosts the target domain in the 'Generate CSR on server' box:

Actions Apply
Generate request [*]
Complete payme E]
Complete payment E]
Domain control validation E]

Domain control validation = | Apply |

Generate CSR on server: 10.100.77.98 =]

Click here for more detailed help on generating a CSR.

8. SSL Certificate Discovery Tool

The 'SSL Certificate Discovery' tool allows you to scan for certificates on IP addresses associated with your S3
account. The scan will find public-facing certificates and internal certificates, regardless of issuing certificate
authority. You can renew discovered certificates from the lower pane of the 'SSL Management' interface.

Note — for internal scans you must have installed and run the agent on your network to use the discovery tool.

«  Onthe file menu, click 'SSL Management' then 'SSL Certificate Discovery' to open the discovery interface
To discover certificates

«  Choose 'External’ or 'Internal’ discovery as required

- Forinternal scans you will need to select an agent from the drop-down

+  Enteryour IP range and subnet mask in the boxes provided

+  Click the 'Start Scan' button at the top-right

»  The results table will show all certificates currently deployed on the IP addresses you specified:
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@ s5L Management

Oss

&3 sSL Certificate Discovery

/Z° SSL Tools
4l Dashboards
A EPKI Manager

@ HackerGuardian - PCI Scan

© He

cate Discovery

Ceriificates )
(&) External
Showing 5 [F] Rows F Rangs 190.66.206.224 195.66.206.224 Subnet Wask
1 & Server iams Oatected Cartificate walidity  From Ta Wiew Actions
L 1588 v nstamissl com o 12 R EM2T01T S, ETREE Q
Road, L= Satford

Shawng 1 B 1 ol 1 anfrias

Manchasier,d 8,17 =013064d 3020534500, C=GB 2

COMODO

Creating Trust Online®

) biemal
255.255.255.0

Apphy

« The 'View' icon next to a certificate opens the 'Certificate Viewer' which contains general and detailed

certificate information:
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General  Details
Ezied To

Comman Name (TN}
Organization (0}
Organizational Unit (OU)

Serial Mumber

lezued By

Comman Name (CN}
Organization (O}

Organizational Unit (OU}

validty Period

lzsued On

Expires On

Fingerprints

SHA-258 Fingerprint

SHA-1 Fingerprint

W instantsslcom
Comodo CA Lt
COMODD BV SGC S5

ODSF 46005621 S0EBSABCADSEF4154ADBOE

COMODO RSA Extended Vakdation Secure
Server CA
COMOOD CA Limited

DEM272015 0300 UTC+3

DEM22017 02:56 UTCs3

44CIB2BBYI2BE4CCESICA0BTOFT45251EFATEY
CSCC1A4052D8800B47 40119028
15374B1EDET0S580B2T4ESTE2SESAD I 1453601
]

«  Click 'Cancel' to close the viewer

General  Detajils

B www.instanissl com
B Certificats
B Serial Number
B Cerificale Signature AlgorEhm

B ssuer
CN = COMODO RSA Extendad Validaton Secure Server CA
0 = COMODO CA Limited
L = Salford
S = Greater Manchester
C=GB
B Valdity
Vald From 08122015 03:00 UTC+3
Vald To 061212017 02:59 UTC+3
B Subject
CN = www.instantsal com
0 = Comodo CA Lid
OU = COMODD EV SGC S5L
L = Salford,
5 = Greater Manchester
C=GB
PostalCode = WS 3EQ
STREET = 3rd Floori,
STREET2 = 26 Office \filage\,
STREETS = Exchange Quay!, Trafford Road

B Subject Public Key Info

COMODO

Creating Trust Online®

Certificate Viewsr Cermncate Viewer

»

Cancel

- Torenew discovered certificates that are issued by CAs other than Comodo, click 'Renew with Comodo'
then click 'Apply’

+  To save certificates information in CSV format, click the 'Export CSV' on the bottom

- Toimport a certificate to S® management console, check the certificate box then click 'Bookmark
Certificate(s)' on the bottom.

Importing important certificates is useful if you have many certificates to manage, or if you wish to mark a particular
certificate for attention in the future.

+  Click 'OK" to confirm your selection. Imported certificate(s) will be seen in the lower pane in the 'SSL

Management' interface and marked with flag icon.
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9. SSL Tools

The 'SSL Tools' section contains a certificate analysis utility which checks whether a certificate on a particular
domain is installed correctly. The tool shows basic certificate information such as key size, common name, SAN
names and organization info. It also identifies any issues with your web-server configuration, such as supported
protocols, available cipher suites and web-server features.

«  Open the 'SSL Tools' area by choosing 'SSL Management' > 'SSL Tools' from the drop-down at the the top
left

To run the analyzer
«  Enter common name SSL was issued for in the 'Domain’ box (for example, comodo.com)
»  Specify port. (Default=443). If you do not have custom settings on your server, leave it at the default.

+  Click 'Basic SSL Check' or '‘Advanced SSL Check' button at the top-right.

Q 5SL Management @ HackerGuardian — PCI Scan @ Help
@ SSL Certificates

&3 ssL certificate Discovery

J4ll Dashboards

S50 Scamor| Anayrer
Domain comodo, com Port
Cerlificate Details Q
Comman Hame W Do Com
‘Subgec Mame wane pemodo. com
Savinl Kumber DO 34T FORIIEINAR  FRBEDCEIASERTE
SHA-T5E Fingerprink 1FESL11540F441 MAS T 29TEETI25 1 CDBDEEFBOA TFOC | AEFELCERDA S503CEELS
‘vl From 1201201 & 02:00 UTC-2
vinkd Te OR26001E 0459 UTC=2
Ky FSA T04E
Weak key (Deban} L]
Sagmaiung SHA-FEEWERRSA
Issuer Hame CONJDD ASA Exfended Valdation Secuns Seraer T4
imsuer Brand CONODD
Trested by Microsa fi? as

» 'Basic SSL Check' provides basic certificate information and is useful for quickly identifying the validity,
type and issuer of the certificate.

» 'Advanced SSL Check' shows the basic information plus details about web-server configuration,
including any protocol problems and whether the web server has the correct cipher suites.
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10. S3 Dashboards

The dashboard is an informative heads-up-display which shows an overview of your Comodo certificate orders and
certificates imported from your network.

+  Open the 'Dashboards' area by choosing 'SSL Management' > 'Dashboards' from the drop-down at top left.

Chart data is updated in real-time, so any modifications should be reflected in the dashboard near-instantly.

Q@ SSL Management (& HackerGuardian - PCI Scan
@ SSL Ceriificates
3 ssL certificate Discovery ]
)‘ 35 g
four 53 account certificates
- T
A EPKI Manager . ® Single 52
. : A& A
& 55L Management & HackerGuargian - PCI Sean g pHeip
B CHAT HC
55L Management | Dashboards
Statestic for mporied and isseed using your 573 sccount cerbficates 0
[Enpiring Cartificates BCY Expirieg Domaing
20 2
15
] 10
.5 s
00 ol
3 &0 50 120 En &0 E
Days Days
Certificates by Type 551 Corbdicates by Validation Lewsl
@ Nuli Domain *
i Wikicard
@ Snge 551 3
1
GO Heguents PErmes $5L Certificates by Duration
e @ 2 years
i Other
875
50
200
Jul 2014 Jum 2018 Jul 2045 Jum 2018 Jul 2018 Jen 207

»  Expiring Certificates — Comodo, self-signed and 'Other Trusted' certificates expiring within 180 days

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 51



COMODO

Creating Trust Online®

et =

Expiring Certificates

30 &0 50
Days

The 'Expiring Certificates' bar graph shows the number of certificates expiring within the next 30, 60, 90 and 180
days. Hovering the mouse cursor over a legend or bar displays the number of certificates in each category.

«  DCV Expiring Domains — Domains for which Domain Control Validation will expire within 180 days

DCV Expiring Domains
2.0

0.0

30 &0 50
Days

Indicates how many of your domains are within 30, 60, 90 and 180 days of DCV (domain control validation) expiry.
DCV validity lasts for one year so It is possible DCV might be approaching expiry even though your certificate is not.
If DCV is allowed to expire, it will not mean your certificate becomes invalid/stops functioning. However, your next
application for that domain will need to pass DCV again.

Placing the mouse cursor over a legend or bar displays a tool-tip showing the number of domains within that time-
frame.

« Certificates by Type - Single Domain, Wildcard, Multi-Domain, UCC etc.

Comodo Server Security Server - Administrator Guide | © 2018 Comodo Security Solutions Inc. | All rights reserved 52



COMODO

Creating Trust Online®

et =

Certificates by Type

@ Wulti Domain
@ Wildcard
@ Single S5L

Wildcard
1 (20%)

The 'Certificate by Type' chart shows the composition of your certificate portfolio by type (single domain, wildcard,
multi-domain). Hovering your mouse cursor over a segment displays additional details such as the actual quantity of
certificates of that type.

«  SSL Certificates by Validation Level - EV, DV, OV

S5L Certificates by Validation Level
2.0

Displays the composition of your certificate portfolio according to certificate validation level. This includes the number
of Domain Validated, Organization Validated and Extended Validation certificates on your network.

Hovering your mouse cursor over a bar displays the exact number of certificates in that category.

» Certificate Requests per week - The 'Certificates Requests' graph displays the number of SSL orders you
have placed per week over time.
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Certificate Requests per week

4 Ot 17, 2016, 2:16:03 PM
S5L: 3
3 *
2
1
0
Jul 2014 Jan 2015 Jul 2015 Jan 2016 Jul 2016 Jan 2017

Place your mouse cursor over a section of the graph to see the exact number of certificates that were requested.

«  SSL Certificates by Duration — How many of your certificates are 1 year, 2 year, 3 year etc.

S5L Certificates by Duration

® 2 vears
@ Other

The 'Certificates by Duration' pie chart is a break-down of your certificates by term length.

Hover your mouse cursor over a section to view the exact number of certificates with that term length and their
percentage of the total.
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11. EPKI Manager

Comodo EPKI accounts allow enterprises to order large volumes of web server and SMIME certificates at
discounted prices. Click here to read more about the EPKI manager program.

+  The 'EPKI Manager' page in S* allows EPKI users to view their account balance, view their certificate
buy prices and add funds to their account.

«  EPKI manager users can log in to S* using their existing username, password and one of their order
numbers.

+ Al purchases made in S* by EPKI customers will be drawn from available account funds.
»  EPKI users can deposit funds by clicking 'SSL Management' > 'EPKI Manager' > 'Add Funds'

«  All users that have been added to your EPKI account will also be able to login to S, All user
permissions will also apply in S°.

To deposit additional funds
e Click 'SSL Management' > 'EPKI Manager'
«  Click the 'Add Funds' button at the top right of the page

@ sSL Management @ HackerGuardian - PCI Scan ) Help
@ SSL Certificates

&3 ssL certificate Discovery ger

Z S5L Tools

q A EPKI Manager

Able 0 R = Able to Create Order: Yes S5L View Permitted: Yes

v B CHAT NOW!
55L Management | EPKI Manager
EPKI Account Details
ikle to Reglensh Balance Yes Abla 1o Crasts Order Yes 5L Wiew Permitted Yies Account Balance: $5 100 40
) EPKI Price List

Produsct Nams Buy Price Sangle Domsns Additsonal Price Acditonsl Domasns  Wikicand Price ‘Widard Domams
1 Vear 518995

2 Voers $ar.e0

3 Yas 455 A5

Wutrflomee 5L Certiicals

1 Vesr 11000 Ut 3 595,00 Up o 2005 0500 Up b 100
2 Yours 20z an Ugilo 3 T80 Ug o 100 20500 Up o 150
3 Yan 32T a0 Ugio 3 323370 g n 100 $305 30 i b 100
COMODD EV S50 Carphcsila

1 Vear 5260.00

2 vows Sa45 .00

COMOD0 BV 360 551 Camificate

1 Vewr 5553.00

2 Yo $845.00

Frea SEL Carirficale

0 viear 50.00

EssaniaS=l VWidcand Cerificaie

1 Yo 445 05

2 Vesn STE.O0

ER 51,0798

OptimumS5L Trial Cerfificale

[ 20,00

Unifmd Communations Cedifcals

1 Voar 58500 Uptod 53580 Up tn 2004 S0E 00 Up ko 180
2vews TS0 Upiod 500 Ug b 180 5206 00 Ip ko 150
3vews 323500 Upiol 8000 Up o 100 3308 00 Up o 100

COMIDD EY Muli-Demain 551 Ceriificais
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@ sSL Management (& HackerGuar

comoDo
Server Security Server
SSTLINEE S SSL Management / SSL Certificates
) $8,109.40
() Orders
[ ADD FUNDS
Showing 5 [*] Rows
Servers
¥ Order Product
Y = \inAgent21 g rodu
1701287 Topup Funds
2 101007721
1701285 COMODO SSL Wildca

Amount:

10.100.77.25
- Type the amount you wish to add in the 'Refill Account Balance' dialog then click 'OK":
Refill Account Balance
usD
Refill Account Balance
1000 usD

Amount:
€ New order # 1701875 was created.

Please go to the order page to complete payment.

Awating payment

complete payment:
Topup Funds (1000.00)

05102017

Topup Funds

1701875

This will create a Topup Funds' order in the SSL certificates area with a status of 'Awaiting Payment":

Complete payment

Go to 'SSL Management' > 'SSL Certificates', locate the "Topup Funds' order and click the 'Apply' button to

®
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- After payment is complete, the funds will be added to your account. The deposit will be shown as a
completed order in the SSL management interface with a status of 'Paid":

() Orders
Showing 5 [*) Rows Domain Name Order State Al =
¥ Order# Product Order Date Expires Domain Name Status Actions Apply
1699633 Optimum SSL Premium with DV | 05/01/2017 comodotest050120172.com Processing Domain control validation E]
1699632 PositiveSSL Certificate 05/01/2017 comodotest05012017a.com Watting for CSR ‘Generate reguest E]

1699631 Topup Funds. 0siZNT Topup Funds (10000.00)

Showing 11 to 13 of 13 entries 4 1 2

12.  About S® and Support Detalls

The 'Help' menu at the top right of the S® main interface enables you to access the online help guide and to view the
‘About' dialog of the console.

+  Click the 'About' from the 'Help' menu to view the S® version number

@ sSL Management @ HackerGuardian — PCI Scan @ Help
0 33 Quick Start Guide
SSL Management / Dashboards 1) 53 Admin Guide

A icenod neinn vwanr ©F accmnnnt cartificeatoc

CHatictir Frrimnnrioad an

Comodo Server Security Server

Software Version: 2.4.0

8 Comodo 2018-2017. All rights reserved.
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About Comodo Security Solutions

Comodo Certificate Authority is one of the world's largest providers of SSL certificates by volume having issued over
91 million certificates and serving over 200,000 customers across 150 countries. The company provides a full suite
of certificate products spanning all validation levels for website certificates, certificates for code-signing and email-
signing, and the Comodo Certificate Manager (CCM) platform. Comodo CA has its US headquarters in New Jersey
and international offices in the United Kingdom, Ukraine and India.

Comodo CA Limited

3'%loor, Office Village Exchange Quay
Trafford Road, Manchester, M5 3EQ
United Kingdom

Tel : +44 (0) 161 874 7070

Fax: +44 (0) 161 877 1767
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