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1 Introduction to Comodo Unknown
File Hunter

It is estimated that traditional antivirus software can only catch 40% of all malware in the world today. The other 60%
are 'unknown'. An advanced persistent threat (APT) is an 'Unknown' piece of malware that is so well disguised it can
be months before a traditional anti-virus catches up to it. During this time, these malicious files continue to reside on
the victim's computer, executing their payloads all the while.

Comodo Unknown File Hunter (UFH) is a lightweight scanner which identifies unknown, and potentially malicious
files, residing on your network. After scanning your systems, it will classify all audited files as 'Safe', 'Malicious' or
'Unknown'. While 'Safe' files are OK and 'Malicious' files should be deleted immediately, it is in the category of
'Unknown' that most zero-day threats are to be found. The UFH scanner allows you to upload these files to our
Valkyrie servers where they will undergo a battery of run-time tests designed to reveal whether or not they are
harmful. You can view the results of these tests in the UFH interface.

cCOMODO

Unknown File Hunter

Creating Toest Online

@ Start Scan Reports - @ Options @ Help - D search W

Group by Computers

Scan results Walkyrie analysis results

Marme

CESKTOR-TTPOSPR (10.106.51.100)
Comgplsted: Total files scanned: 1472, Unknown files: 1. Maliciows files: 0.

@ cprogram fles\freedownloadmanagerongfree download managengtSami il 2 M8
@ C:\Program Fiies (&P, CpenCffice £ programiuncpkg exs 11 KB
@) o program fles freedownlozdmanagerongfres download managencomman.dil 416 KB
() c\program fles\freedownloedmanagerongfres download manager magsformats gjpeg.dll 234 KB
@ <'progrsm fles\freedownlosdmanagerongfres downlosd managenibeetdll 62 M3
@ < program fies freedownlosdmanagerongfres download managenswicale—4.d 54T KB
0 cprogram fles freedownioacdmanagercegfree download managen afitter-6 cll 2 MB
) c\program flesifreedownlozdmanagercegfres downlkoad managenwinwfomonitoraxe BZ9 KB
@ cprogram fles freedownlozdmanagerongfres download managensaldnvers,gegine dl B&E KB

Please dlick h iled results

1 Unknown files, O Malicious files {1 of 1 Computers scanned)

Features
« No installation required, just run the portable application on any computer in the network
+  Capable of scanning computers from Active Directory, Work Group and by Network Addressees
+  Unknown files can be automatically uploaded to Comodo Valkyrie and tested for malicious behavior
«  Comprehensive reports provide granular details about the trust level of files on your endpoints

This guide is intended to take you through the use of Comodo UFH and is broken down into the following main
sections.

+ Introduction
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+  Running Unknown File Hunter
+  Scanning Computers

«  Scanning Computers using Active Directory
«  Scanning Computers using Workgroup
+  Scanning Computers by Network Addressees
+ Scanning Local Computer
«  Analyzing Files with Valkyrie
+  Scan Results
+  Unknown File Hunter Tool Scan Results
+  Valkyrie Analysis Results
+ Reports
+  Executive Report
«  Device Report
«  Program Report

2 Running Unknown File Hunter

Comodo Unknown File Hunter can be downloaded from
https://valkyrie.comodo.com/apt_tool/download/UnknownFileHunter.exe.

After saving the application to your computer, you can launch the tool by double-clicking on the application icon:

E UnknownFileHunter
The Main Interface will be displayed.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 4
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Unknown File Hunter

G) Start Scan Options @ Help - D search

Mo zcans have been performed yet

@ scan Now

This product is just one part of Comodo OMNE productivity and revenue generation
enging, To get more AWESOME products for FREE. please visit one.comado.conm

Refer to the next section 'The Main Interface' for more details about the features.

2.1 The Main Interface

The main interface of the tool allows you to configure and run scans, view results and generate risk reports.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 5
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Title Bar Menu Bar

COMODO

Creating Trust Onlne:
@ Start Scan @ Reports - @ Options {D Help - 2 searct

Unknown File Hunter

Marme Size Werduct Trusted Vendor

DESKTOR-TTROSPR (10.108.51.100)
Completed: Total fles scanred: 5. Unknowr files: 1. Malicicus fles: 0, Trusted Clean files: 4

Main Display Area

View the details of scanned
endpoints and results of UFH tool
and Valkyrie Analysis

Please dick here to see the detailed results

1 Unknown files, 0 Malicious files {1 of 2 Compaters scanned)

MNotification Area

Main Functional Areas

- Title Bar - Displays the scanning progress. You can also minimize, maximize and close the application by
using the controls at the far right.

+  Menu Bar - Contains the controls for using the application.

«  Start Scan - Scan target computers to identify unknown files. You can add computers via Active
Directory, Workgroup or Network Addresses. Refer to the section 'Scanning Computers' for more
details.

«  Stop Scan - Allows you to cancel the scanning process.

«  Options - Displays the port numbers that CUFH uses to communicate with our file lookup service
(FLS). The FLS is used to deliver real-time verdicts on the trust status of unknown files. Admins should
leave these ports at the default.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 6
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FLS TCP Part

FLS UDP Part

+  Reports - Allows administrators to view reports generated by the UFH tool and Valkyrie. Refer to the
section 'Reports' for more details.

+  Help - The 'About' menu entry shows product and version information. Refer to 'About Comodo
Unknown File Hunter for more details. The 'Agent Requirements' menu entry contains troubleshooting
advice if you experience problems connecting to your target computer.

«  Search - Allows administrators to search for listed endpoints by name.

« Main Display Area - Displays the details of scanned endpoints and the results from UFH and Valkyrie.
Refer to the sections 'Scanning Computers' and 'Scan Results' for more details.

- Notification Area - Displays real-time information about unknown and malicious files detected, and number
of endpoints scanned.

3  Scanning Computers

The Comodo UFH tool allows administrators to add computers for scanning in multiple ways. The scanning will be
performed by the UFH tool and results displayed. If you want further analysis of the detected files, then you can
submit the results to Valkyrie.

«  Active Directory - Suitable for a corporate environment where a large number of endpoints need to be
scanned within a network.

«  Workgroup — Allows you to add computers that belong to work group for scanning

+  Network Address - Specify host names, IP addresses or IP ranges of computers which need to be
scanned.

+  This Computer — Allows you to run a scan on your local device.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 7
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COMODO Unknown File Hunter

Creating Trust Onlne

@ Start Scan Options @ Help = Dsea

Thiz product is just one part of Comodo OME productivity and revenue generation
engine. To get more AWESOME products for FREE, please visit ene.comodo.com

Refer to the following sections for more details:
+ Scanning Computers using Active Directory
»  Scanning Computers using Workgroup
+ Scanning Computers by Network Addresses
+  Scanning Computers by Custom Scan

3.1 Scanning Computers using Active Directory

The Active Directory method of adding computers allows administrators to include a number of endpoints in a
domain for scanning.

+  To open the 'Start Scan Wizard', click the 'Start Scan' button at top-left or the 'Scan Now!' link in the
main display area.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 8
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COMOD

Unknown File Hunter

Creating Trust Online

Options ® Help ~

Salect Scan Targets

Thiz product is just one part of Comodo ONE productivity and revenue generation
engine. Ta get more AWESOME products for FREE, please visit one.comado.com

- Select 'Active Directory' to open the AD configuration screen:

Start Scan Wizard X

Active Directory Credentials

Domain Mame
Domain Administrator 1 DO

Password SSWOIE ek

+  Enter the domain name and administrator details of your Active Directory.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 9
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Comodo Unknown File Hunter - Admin Guid
Select Computers

4 [F] test
[M] Computers
# [] Domain Controllers

|’r i

¥
G

OEE

Mext

Back
After successful authentication of the domain details, the 'Select Computers' screen will be displayed.
Start Scan Wizard X
Scan Credentials

Login Administrator
.

L L L L L]l

Password

10

Back
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«  Select the endpoints that you want to scan and choose one of the following scan types:
Quick Scan: Scans critical and commonly infected areas of target endpoints

Full Scan: Scans all files and folders on target endpoints.

COMODO Unknown File Hunter (Starting scan...)

Creating Trust Online

@ Stop Scan @ Help - P search

Walloyrie analysis results

DESKTOP-TTPO9PR (10.108.517.100)
Enumerating autoruns: 593

WIN-EVSSS4NSROI (10,108.51.242)
Connecting be the Largel compuber.

0 Unknowm files, 0 Malicious files (I of 2 Computers scanned)

The progress of the scan will be displayed for each computer on the respective rows and the total scanning progress
on the title bar.

+  Click the 'Stop Scan' button to discontinue the scanning process and confirm it in the 'Stop Scan' dialog.

The notification bar at the bottom displays the number of unknown and malware programs detected including the
number of endpoints being scanned. After the scanning process is completed, the results will be displayed including
the option to analyze the results with Valkyrie.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 1
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coMODO
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nknown File Hunter

@ Start Scan @ Reports - Options @ Help - B szarch

Scan results

Valkyrie analysis results Group by Computers Group by Files

Mame

DESKTOR-TTPOSPR (100108,51.100)
Completed: Total files scanned: 1541, Unknown files: 5, Malicious files: 0.

WIN-EVIZEANSROI (10.108.51.242)
Login problem: invalid wcemames or bad password.

PMlease dick here to see the detailed results

1 Unknown files, O Malicious files {1 of 2 Computers scanned)

The details of results will be displayed in the respective endpoint rows, providing information such as the number of
unknown files, number of malware found , the accessibility to the computers, scan progress and more.

There are results will be displayed in two ways:
Group by Computer: The scan results will display total number of computers scanned and the number of unknown
files found in those computers.

Group by File: The scan results will display the name and number of instances of unknown files identified. The
option dialog to analyze the results with Valkyrie will also be displayed:

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 12
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Scan Results

@ Scan Completed!

Do you want to analyze unknown files with
Valkyrie?

Scan Summary;
2 Total Scan Attempts
- 1 Successful Scans

- 1 Failed 5Scans

Threat Detection Summary:
5 Total Threats Found®

- 5 Unknown Files

* 5 files have unique hash values

-

Valkyrie is an online file verdict service which analyzes the behavior of unknown files with a range of static and
dynamic tests. Clicking 'OK' opens the 'Activate Valkyrie' screen. Existing users can login by entering their Comodo
username/password or Valkyrie license number. If you do not have a license, click 'Get Valkyrie' to create a free
account.

Start Scan Analyze with Valkyrie Reports - Options Help - B Search
¥ ¥ po P P

You can also Click 'Analyze with Valkyrie' button to submit to Valkyrie for further analysis

Submit to Valkyrie

Please sign in with Comodo License Please sign up to Valkyrie if you don't have
Account credentials to analyze files with a Valkyrie account yet
Valkyrie
Valkyrie is a cloud-based file analysis service for
Enter User Name submitted known and unknown files with a range of
static and dynamic detectors including file lockup,
Enter Password heuristics and real-time behaviour analysis
or

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 13
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Valkyrie results will be displayed in the Unknown File Hunter interface and, in more detail, in the Valkyrie portal:

Valkyrie
Valkyrie is a file verdict system. Different from traditional signature based malware detaction technigues
Valkyrie conducts several analysis using run-time behavior and hundreds of features from a file and based on
analysis results can warn users against malwares undetected by classic Anti-Virus products.
DOWNLOAD UNKNOWN FILE HUNTER &%
LATEST FILE UPLOADS
Human
Submit  Final Expert
SHA1 File Name Source Date Verdict  Verdict
545e3297ed5f6324f261921 bbsfoo7767c7bfebc VLC_Media_Player_Setup.exe Upload | 2016 PUA PUA
12-1%
1B:48:35
4475e9dc 1 b397f80fale 1 ec3256fcedGdcaffaas bezs Upload 2016 Malware Malware
12-19
12:48:16
bcdBai7afa21525a0b35ff0ce! 1af1ed8a292e0b Driver_ 9291 sxe Upload = 2016 PLA LA
12-19
11:2%9:00
c23d29666¢5e67h90a5782d717259edffcc43991b | B550bdasbd 1 f774abaTcbas. Upload = 2016 PUA PUA
12-19
11:24:58
60904de5d6f45714fdod2d1dc9152Eb04448d7d1 | Adobe_Flash_Player_xetapp.... = Upload | 2016 Malware Malware
12-19
11:24:27

Human
Expert
Analysis
Status

Completed

Completed

Completed

Completed

Completed

Refer to the section 'Analyzing Files with Valkyrie' and 'Scan Results' for more details.

3.2 Scanning Computers using Workgroup

The Comodo UFH tool allows administrators to run a scan on computers that are available within a Workgroup.

To open the 'Start Scan Wizard' screen, click the 'Start Scan' button at the top-left or the 'Scan Now!' link in the main

display area.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved.
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COMODO Unknown File Hunter

Creating Trust Online

Options @ Help ~

Salect Scan Targets

Thiz product is just one part of Comodo ONE productivity and revenue generation
engine. Ta get more AWESOME products for FREE, please visit one.comado.com

- Click 'Workgroup' and select the available workgroups or enter the domain name of your existing

Workgroup
Start Scan Wizard
- l Specify Workgroup
— LH
® Search Available Workgroups [may take some time)
() Use Known Workgroup Name Enter Workgroup Nan
Back MNext

«  Select the endpoints that you want to scan and choose one of the following scan types:
Quick Scan: Scans critical and commonly infected areas of target endpoints
Full Scan: Scans all files and folders on target endpoints.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 15
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f‘

0= = Select Computers ‘

CATEST
COMODO
TEST
WORKGROUP

v v v w

O 0 O =

Back

+  Enter the system's unique administrator username/password.

Start Scan Wizard

| Scan Credentials

Login Enter Logi

Password Enter Password an

After successful authentication, the scanning of endpoints in the Workgroup will start.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 16
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COMODO

Creating Trust Online

Unknown File Hunter

@ Stop Scan @ Help - D search

Walkyrie anakysis results

DESKTOR-TTPO9PR (10.108.57.100)
Enumerating autoruns: 593

WIN-EVSS24MEROI (10,108.51.242)
Cannecting to the Larget compuler..

0 Unknown files, O Malicious files (0 of 2 Computers scanned)

«  Click the 'Stop Scan' button to discontinue the scanning process and confirm it in the 'Stop Scan' dialog.

The notification bar at the bottom displays the number of unknown and malware programs detected, the number of
endpoints scanned, the accessibility to the computers, scan progress details and more. Full results will be displayed
after the scan finishes. You will also be given the opportunity to analyze unknown files with Valkyrie:

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 17
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nknown File Hunter

cCOMODO
ilinge

Crealing Trust Onli

@ Start Scan @ Reports - Options @ Help - B szarch

Scan results Valkyrie analysis results Group by Compauters Group by Files

Mame

DESKTOR-TTPOSPR (100108,51.100)
Completed: Total files scanned: 1541, Unknown files: 5, Malicious files: 0.

WIN-EVIZEANSROI (10.108.51.242)
Login problem: invalid wcemames or bad password.

Mease dick here tc the detailed results

1 Unknown files, O Malicious files {1 of 2 Computers scanned)

For each endpoint that was successfully scanned, you'll see total number of files scanned and the number of
unknown and malware files found. Results can be viewed in two ways:

Group by Computer: Shows the total number of computers scanned and the number of unknown files found in
those computers.

Group by File: Shows the name and quantity of each unknown file.

The option to analyze the results with Valkyrie will also be displayed:

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 18
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Scan Results

@ Scan Completed!

Do you want to analyze unknown files with
Valkyrie?

Scan Summary:
2 Total Scan Attempts
- 1 Successful Scans

- 1 Failed 5cans
Threat Detection Summary:
5 Total Threats Found®

- 5 Unknown Files

* 5 files have unique hash values

-

Tap 'Yes' to open the "Submit to Valkyrie' dialog:

Submit to Valkyrie

Please sign in with Comodo License Please sign up to Valkyrie if you don't have
Account credentials to analyze files with a Valkyrie account yet
Valkyrie
Valkyrie is a cloud-based file analysis service for
Enter User Name submitted known and unknown files with a range of
static and dynamic detectors including file lockup,
Enter Password heuristics and real-time behaviour analysis
or

Existing users can login by entering their Comodo username/password or Valkyrie license number. If you do not
have a license, click 'Sign Up' on the right to create a free account.

You can also find your license key by logging in at https://accounts.comodo.com/.and visiting
https://accounts.comodo.com/valkyrie/management

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 19
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Creating Trust Online®

Please note that you will be able to view results in 'Valkyrie analysis results' only after the tool provides a verdict on
scan results.

coMoDo |,

g Trust Cinling:

vn File Hunter

@ Start Scan Repaorts - Cptions (D Help - L seanch

PEELREINGE  alkyrie analysis results Group by Computers RG-S

Tnusted Vendor

Mame Werdicl

libeefdll [Chromium Embedded Framewaork (CEF) Dynamic Link Library)

I . 62 ME Nat Analyzed (Exceed size li... NG
| instance,
swscale-d.dll

[

(@) sscaled BATKE  Clean Mo

p avfilter-g.di 2ME  Clean Mo
1 instance.

I x\inuni'.'appfea!ures.dll {winuniveppfeatures) o7 KE Mo Threat Found Mo
1 instance.

! svformat-37.dl IME  Clean Mo
| instance.

Please click here to see the detailed results

1 Unknown files, 0 Malicious files {1 of 2 Computers scanned)

Refer to the section 'Analyzing Files with Valkyrie' and 'Scan Results' for more details.

3.3  Scanning Computers by Network Addresses

Comodo UFH allows administrators to scan computers by specifying their IP address or hostname.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 20
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COMODO Unknown File Hunter

Creating Trust Online

Options ® Help ~

Thiz product is just one part of Comodo ONE productivity and revenue generation
engine. Ta get more AWESOME products for FREE, please visit one.comado.com

To open the 'Start Scan Wizard', click the 'Start Scan' button at the top-left or the 'Scan Now!" link in the main display
area.

«  Click 'Network Addresses'

Start Scan Wizard X

— Network Addresses

10.108.51.100

Back Mext

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 21
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«  Network Address: Enter the IP address, IP range or host name as shown below:

« IP-10.0.01
+ IPRange - 10.0.0.1-10.0.0.5
« |P Subnet - 10.0.0.0/24 or 10.0.0.0/255.255.255.0
«  Computer Name - Home Computer
+  Click the 'Add' button

The specified item will be added and displayed. Repeat the process to add more endpoints. To delete an item from
the list, click the 'Remove' button beside it.

«  Click 'Next' to continue.
« Login to the target device using either use the existing administrator credentials, or with custom credentials.
«  Next, click either the 'Quick Scan' or 'Full Scan' button to start the scan.

+  Quick Scan: Scans critical and commonly infected areas of target endpoints
+  Full Scan: Scans all files and folders on target endpoints.

COMODO  yynoun File Hunter {Starting scan...)

Creating Trust Online

@ Stop Scan @ Help - D search

Scan results Valkyrie analysis results

MName

DESKTOP-TTPCSRR, (10,10:8.51.100)
Erumerating autoruns: 1003

0 Unknown files, O Malicious files (0 of 1 Computers scanned)

The scan will begin after UFH successfully connects to the device.
+  Click the 'Stop Scan' button if you want to discontinue the scanning process.

The notification bar at the bottom displays the number of unknown and malware programs detected, the number of
endpoints scanned, the accessibility to the computers, scan progress details and more. Full results will be displayed
after the scan finishes.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 22
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CUMUUE' Unknown File Hu

ting Tn

@ Start Scan Reports - Options @ Help - D search I

Scan results

\alkyrie analysis results Group by Computers

Marne

CESKTOR-TTPOSPR (10.106.51.100)
Completed: Total files sccanned: 1472, Unknown files: 1. Maliciouws files: 0.

@ o program flesireedownlcadmanagerongfres download managengtsaml.dl 2 MB
(G c:\Program Fiies (@sp,Cpencffice £ programiuncpkg exs 11 KB
(0) c\program fles\freedownlozdmanagerongfres download manager.comman dil 416 KB
@) o'progrsm fles\fresdownlosdmanagerong'fres downloed managenmapsformatsiqjpeg.dll 234 KB
@ c\program fles\freedownloadmanagerongfres download managenibocetdll G2 M3
(@) c\program fles\freedowninsdmanagarongifres download managenswscale-4.d 64T KB
© o prograr fles freedowninadmanagerorgifree download managenafiter-6 gl 2 MB
@ o program fles freedowninzdmanagerongfres download managenwinwfomonitrexe B29 KB
() cprogram fles\freedownloedmanageronyfres download managensgidnivers,gegie dl B&6 KB

Please dick here to see the detailed results

1 Unknown files, O Malicious files (1 of 1 Computers scanned)

You will also be given the opportunity to analyze unknown files with Valkyrie.

cCOMODO

Creating Trest Onling

@ Start Scan Reports - @ Options @ Help - D search

Unknown File Hunter

Valkyrie analysis results Group by Computers Group by Files

MNarme Verdict Trusted Vendor

DESKTOS-TTPOOPR (10.106.51.100)
Completed: Total files scanned: 4. Unknown files: 1. Malicious files: 0. Trusted/Clean files: 3.

the detailed

1 Unknown files, O Malicious files {1 of 1 Computers -
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For each endpoint that was successfully scanned, you'll see total number of files scanned and the number of
unknown and malware files found. Results can be viewed in two ways:

Group by Computer: Shows the total number of computers scanned and the number of unknown files found in
those computers.

Group by File: Shows the name and quantity of each unknown file.

The option to analyze the results with Valkyrie will also be displayed:

Scan Results X
@ Scan Completed!

Do you want to analyze unknown files with
Valkyrie?

Scan Summary:
1 Total Scan Attempts

- 1 Successful Scans
Threat Detection Summary:
12 Total Threats Found*

- 4 Unknown Files

- & Lookup in Progress

* 12 files have unique hash values

Yes Mo

Click 'Yes' to open the Valkyrie options dialog.

Existing users can login by entering their Comodo username/password or Valkyrie license number. If you do not
have a license, click 'Sign Up' on the right to create a free account.

You can also find your license key by logging in at https://accounts.comodo.com/ .and visiting
https://accounts.comodo.com/valkyrie/management

Refer to the section 'Analyzing Files with Valkyrie' and 'Scan Results' for more details.

3.4 Scanning Local Computer

Comodo UFH allows you to scan your local device for unknown files. You can scan your device with a quick scan,
full scan or custom scan.

Comodo Unknown File Hunter Admin Guide | © 2017 Comodo Security Solutions Inc. | All rights reserved. 24
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Unknown File Hunter

Options ® Help ~

Salect Scan Targets

Thiz product is just one part of Comodo ONE productivity and revenue generation
engine. Ta get more AWESOME products for FREE, please visit one.comado.com

To open the 'Start Scan Wizard', click the 'Start Scan' button at the top-left or the 'Scan Now!" link in the main display
area.

art

Click 'This Computer'

C

an Wizard

Active Directory
Scan computers by
selecting them from

Active Director

Workgroup

puters by

— Metwork Addresses

= | Scan computers by

by
specifying IP addresses
= ]

or endpomt names

This Computer
(t Scan this computer

Cancel

The three scan types will open.
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Start Scan Wizard X

DESKTOP-TTPOY9PR

Select Local Scan Mode

E ®7 [Fe

L ) | ) L )

Full Scan Quick Scan Custom Scan
Scans all the files and folders in Scans commonly infected areas Scans indnadually selected folders,
the computer. and memaory.
Back

+  Select the endpoints that you want to scan and choose one of the following scan types:
Quick Scan: Scans critical and commonly infected areas of target endpoints
Full Scan: Scans all files and folders on target endpoints.
Custom Scan: Scans selected files or folders.

If you choose the 'Quick' or 'Full Scan' options then the scan will begin immediately. If you select ‘Custom Scan', then
you should next choose the directories and files you wish to scan in the 'Select Directories' screen:
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Start Scan Wizard

= =
= {F
=@
—_—
Back

Select Directories

-

fRacycle.Bin
SWINDOWS.~BT
Documents and Settings
inetpub
OpenSSL-Win32
PerfLogs

Program Files

Program Files (x86)

ProgramData

"""T"T""E

IEEEENOOO0OO ,

Recovery

[] scan critical areas of computer which are most often targeted by malware

+  Select 'Scan critical areas..." to scan frequently targeted areas of your computer in addition to the items in
your custom scan.

+  Click 'Scan' to begin the scan.
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Starting scan...)
Croating Trust Onling Jtitlng el

@ Stop Scan @ Help - D search

Scan results Valkyrie analysis results

MName

DESKTOP-TTPCSRR, (10,10:8.51.100)
Erumerating autoruns: 1003

0 Unknown files, O Malicious files (0 of 1 Computers scanned)

«  The scanning of endpoint(s) will start.
+  Click the 'Stop Scan' button to discontinue the scanning process and confirm it in the 'Stop Scan' dialog.

+  The notification bar at the bottom displays the number of unknown and malware programs detected, the
number of endpoints scanned, the accessibility to the computers, scan progress and more. Full results will

be displayed after the scan finishes. You will also be given the opportunity to analyze unknown files with
Valkyrie.
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@ Start Scan @ Reports - Options @ Help - B szarch

Scan results

Valkyrie analysis results Group by Computers Group by Files

Mame

DESKTOR-TTPOSPR (100108,51.100)
Completed: Total files scanned: 1541, Unknown files: 5, Malicious files: 0.

WIN-EVIZEANSROI (10.108.51.242)
Login problem: invalid wcemames or bad password.

PMlease dick here to see the detailed results

1 Unknown files, O Malicious files {1 of 2 Computers scanned)

The details of results will be displayed in the respective endpoint rows, providing information such as the total
number of programs scanned, number of unknown files, number of malware found and number of files that are failed
to analyzed. There are results will be displayed in two ways:

For each endpoint that was successfully scanned, you'll see total number of files scanned and the number of
unknown and malware files found. Results can be viewed in two ways:

Group by Computer: Shows the total number of computers scanned and the number of unknown files found in
those computers.

Group by File: Shows the name and quantity of each unknown file.

The option to analyze the results with Valkyrie will also be displayed:
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Scan Results

@ Scan Completed!

Do you want to analyze unknown files with
Valkyrie?

Scan Summary:
2 Total Scan Attempts
- 1 Successful Scans

- 1 Failed 5cans
Threat Detection Summary:
5 Total Threats Found®

- 5 Unknown Files

* 5 files have unique hash values

-

Existing users can login by entering their Comodo username/password or Valkyrie license number. If you do not
have a license, click 'Sign Up' on the right to create a free account.
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Unknown File Hunter

@ Start Scan Repaorts - Cptions (D Help - L seanch

Sean results RELREENESA =T S Group by Computers RG-S

Mame Werdicl Trusted Vendor

libeefdll [Chromium Embedded Framewaork (CEF) Dynamic Link Library)

I . 62 ME Nat Analyzed (Exceed size li... NG
| instance,
swscale-d.dll

b (@) e BATKE  Clean Mo

p avfilter-g.di 2ME  Clean Mo
1 instance.

I x\inuni'.'appfea!ures.dll {winuniveppfeatures) o7 KE Mo Threat Found Mo
1 instance.

! svformat-37.dl IME  Clean Mo

1 instance.

Please click here to see the detailed results

1 Unknown files, 0 Malicious files {1 of 2 Computers scanned)

You can also find your license key by logging in at https://accounts.comodo.com/ and visiting
https://accounts.comodo.com/valkyrie/management

3.5  Analyzing Files with Valkyrie

Valkyrie is a cloud based file analysis system that is completely different from the conventional signature based
malware detection technique. The uploaded files are analyzed dynamically and statically. The dynamic process
includes the run-time behavior and static process includes analyzing the file's binary properties extracted from it such
as its sections, entropy , packer type and many more. Any deviation from the expected values in these features
provides the clue about the nature of the file.

The UFH uses the Comodo's file look up service to identify files with its huge database of blacklisted and whitelisted
files. If the files analyzed by the UFH tool is not available in either of these blacklist or whitelist, then they are
categorized as 'Unknowns'. The administrator then has the option to submit the UFH tool detected unknown files
with Valkyrie for an in-depth analysis including run-time behavior of the submitted files.

To submit the UFH tool detected unknown files with Valkyrie for analysis, click 'Yes' in the 'Scan Completed! Do you
want to analyze files Valkyrie?'. This dialog appears after a scan is completed and displays the details of the scan
including the number of malware and unknown files detected.
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Scan Results

@ Scan Completed!

Do you want to analyze unknown files with
Valkyrie?

Scan Summary:
1 Total Scan Attempts

- 1 Successful Scans

Threat Detection Summary:
42 Total Threats Found®
0 Unknown Files

- 42 Lookup in Frogress

* 42 files have unigue hash values

The detected files will be submitted to Valkyrie for an in-depth analysis and the progress will be displayed. The main
interface will now have two tabs - one showing the results of UFH tool analysis and the the other for Valkyrie.

Atfter the analysis is completed the results are displayed under the 'Valkyrie analysis results' tab.
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COMODO

Unknown File Hunter

@ Start Scan Reports - Options @ Help - £ search

Scan results

Valkyrie analysis results Group by Computers Group by Files

Mame

DESKTOP-TTPCSPR (10.108.51.100)
Completed: Total files scanned: 1472, Unknown files: 1, Malicious files: 0L

Please dlick here to see the detailed results

1 Unknowm files, O Malicious files {1 of 1 Computers scanned)

Both results can be displayed in two ways:

Group by Computer: Shows the total number of computers scanned and the number of unknown files found in
those computers.

Group by File: Shows the name and quantity of each unknown file.
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COMODO
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@ Start Scan @ Reports - Options @ Help - P search

Unknown File Hunter

LGNNI Valkynie analysis resulls

Mame Size Trusted Vendor

DESKTOP-TTRO98R (10.108.51.100)
Completed: Total files scanned: 1. Unknown files 1. Maliciows files: 0

Please click here to see the detailed results

1 Unknown files, O Malicious files (1 of 1 Computers scanned)

The results displays the details such as the name of the file, its size, the scanning verdict and more. Refer to the
section 'Valkyrie Analysis Results' for more details.

4  Scan Results

After the scanning process is completed, the results will be displayed in the main interface. The unknown files
detected by the UFH tool are displayed under the 'Scanning results' tab. If the files are submitted to Valkyrie, then its
results will be displayed under the 'Valkyrie analysis results' tab.
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own File Hunter

@ Start Scan Reports - Options @ Help - D search I

San results. Valkyrie analysis results Group by Computers Group by Files

Marne

CESKTOR-TTPOSPR (10.106.51.100)
Completed: Total files sccanned: 1472, Unknown files: 1. Maliciouws files: 0.

@ o program flesireedownlcadmanagerongfres download managengtsaml.dl 2 MB
(G c:\Program Fiies (@sp,Cpencffice £ programiuncpkg exs 11 KB
(0) c\program fles\freedownlozdmanagerongfres download manager.comman dil 416 KB
@) o'progrsm fles\fresdownlosdmanagerong'fres downloed managenmapsformatsiqjpeg.dll 234 KB
@ c\program fles\freedownloadmanagerongfres download managenibocetdll G2 M3
(@) c\program fles\freedowninsdmanagarongifres download managenswscale-4.d 64T KB
© o prograr fles freedowninadmanagerorgifree download managenafiter-6 gl 2 MB
@ o program fles freedowninzdmanagerongfres download managenwinwfomonitrexe B29 KB
() cprogram fles\freedownloedmanageronyfres download managensgidnivers,gegie dl B&6 KB

Please dlick here to see the detailed results

1 Unknown files, O Malicious files (1 of 1 Computers scanned)

Refer to the following sections for more details:
- Comodo Unknown File Hunter Scan Results
«  Valkyrie Analysis Results

4.1 Comodo Unknown File Hunter Scan Results

The results of the Comodo UFH tool scan will be displayed in the 'Scanning results' tab in the main display area. The
scan results are provided for each computer that the UFH tool has scanned including the name of the computer and
the name of the detected files in them.

To view the UFH tool scan results, click the 'Scanning files' tab
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wn File Hu

@ Start 5can Reports - Options @ Help - £ search

Scan results Valleyrie analysis results Group by Computers

Mame

DESKTOP-TTPCSPR (10.108.51.100)
Completed: Total files scanned: 1472, Unknown files: 1, Malicious files: 0L

Flease dlick here the detailed results

1 Unknowm files, O Malicious files {1 of 1 Computers scanned)

«  Click on the arrow beside each endpoint to expand and view the details of detected files in it such as the
location, its name and so on.
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@ Start Scan Reports - Options @ Help - D search I

Scan results Valkyrie analysis results B Ll s Group by Files

Marne

CESKTOR-TTPOSPR (10.106.51.100)
Completed: Total files sccanned: 1472, Unknown files: 1. Maliciouws files: 0.

@ o program flesireedownlcadmanagerongfres download managengtsaml.dl 2 MB
(G c:\Program Fiies (@sp,Cpencffice £ programiuncpkg exs 11 KB
(0) c\program fles\freedownlozdmanagerongfres download manager.comman dil 416 KB
@) o'progrsm fles\fresdownlosdmanagerong'fres downloed managenmapsformatsiqjpeg.dll 234 KB
@ c\program fles\freedownloadmanagerongfres download managenibocetdll G2 M3
(@) c\program fles\freedowninsdmanagarongifres download managenswscale-4.d 64T KB
© o prograr fles freedowninadmanagerorgifree download managenafiter-6 gl 2 MB
@ o program fles freedowninzdmanagerongfres download managenwinwfomonitrexe B29 KB
() cprogram fles\freedownloedmanageronyfres download managensgidnivers,gegie dl B&6 KB

Please dick here to see the detailed results

1 Unknown files, O Malicious files (1 of 1 Computers scanned)

Searching, sorting and filtering Options
Searching Option

+  To search for a particular endpoint, enter its name or IP address partially or fully in the 'Search' box at the
top right

The items that match the search criteria will be displayed.

COMODO |,

Greating Trust Online

n File Hunter

Scan results Valkyrie analysis results _‘ Group by Computers Group by Fihjs

W ET T Size

DESKTOP-TTRPOSPR (10.108.51.100]
Completed: Total files scanned: 1472, Unimown files: 1. Malicous files 0.

ick here to see the detailed results

1 Unknown files, [ Malicious fles (1 of 1 Computers scanned)

«  Todisplay all the endpoints again, clear the search box.
Sorting Option
+  Click on the 'Name' column header to sort the endpoints in ascending/descending order
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«  To sort the files in ascending/descending order according to its name and size, expand the endpoints to
display the detected files and click on the ‘Name' and 'Size' column headers
Filtering Option

Y at the end of 'Name' column

In Progress
Canceled
Completad
Failed
Offline

«  Click the funnel icon

Clear Filter

«  Select the filter criteria from the options
« InProgress - Displays the endpoints in which the scanning is in progress
+  Canceled - Displays the endpoints for which the scanning was canceled
«  Completed - Displays the endpoints for which the scanning was completed
«  Failed - Displays the endpoints for which the scanning failed
«  Offline - Displays the endpoints that have gone offline during the scanning process
- Ifthe filter icon is in blue color ¥ , it indicates filter(s) are applied
+ Todisplay all the endpoints again, click 'Clear Filter'
To view the details of file, double click on the file from the list.
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COMODO

Unknown File Hurter

Start Scan [ Reports - Options Help = Eittp x
|

Scan results

Group by Computers

Valkyre analysis results Group by Fikes

Mame

DESETOP-TTPOSPR [10.108.51.100)
Completed: Total files scannedt 1472 Unlkmown files: 1, Malicious files: 0.

@ ch\program fles\freedownicadmanagerong'ifres download managerygtSgmldll 2 MB

R ]

® 4 B
qtSgml.dil

® 4 B
File Mame:  gtSgmil.dil Hash (SHATE  BTOCES4D19aB16FS0BADDSFSTTIF

I@ i Werchect Clean Sigmer; nfa P

@ < Size 2 MB Diescription: C++ application development fram B
Creatad: 101372016 1:50:29 PM Version: 56000

® 3 Modified:  3/3/2016 T:26:46 PM Copyright: Copynight (C) 2015 The Qt Compan B

@ < Accezsed:  10/13/2016 1:50:29 PM Product Qes B

The details of the file include SHA1 hash value, file name, its size, version no and so on.
«  Click the 'Close' button to return to the scan results screen.

4.2  Valkyrie Analysis Results

The 'Valkyrie analysis results' tab will be available only if the administrator has opted to submit unknown files to
Valkyrie for in-depth analysis. Refer to the sections 'Scanning Computers' and 'Analyzing Files with Valkyrie' for
more details about scanning endpoints and about Valkyrie.

To view the Valkyrie scan results, click the 'Valkyrie analysis results' tab.
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@ Start Scan @ Reports - Options @ Help - 2 Search

e nRCEnel  Valkyne analysis resulls Group by Compulers Group by Files

Mame Verdict Trusted Vendor

DESKTOP-TTRO98R (10.108.51.100)
Completed: Total files scanned: 1. Unknown files 1. Maliciows files: 0

Please click here to see the detailed results

1 Unknown files, O Malicious files (1 of 1 Computers scanned)

Sorting option
+  Click on a column header to sort the results in ascending/descending order

The details of computer(s) that is affected by a file and its location can be viewed by clicking the arrow beside each
file.
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G) Start Scan @ Reports - Options @ Help - Ptip b4

LR el Valkyre analysis resulls Group by Com puters

Group by Files

Verdict Trusted Vendor

DESKTOP-TTPOSPR (10,108.51.100)
Completed: Tolal files seanned: 1, Unknawn files: 1. Mahcious files: 0.

chprogram filesifreedownloadmanager.orgfree download managerywinunivappfeature... o7 KB Mo Threat Found Mo

Mease dick here to see the detailed results

1 Unknown files, O Malicious files {1 of 1 Computers scanned)

Valkyrie Analysis Results - Table of Column Descriptions

Column Header Description

Name The name of the file. The icon @ beside a file indicates a malware file.

Size The size of the analyzed file

Verdict The result of Valkyrie analysis of a file. Indicates if the file is a malware or safe.

Status The file has been successfully analyzed by Valkyrie

White Listed Indicates whether the file has been whitelisted after the manual review. Even if a program is
marked as whitelisted, it will be detected again during the next scan but shown as
whitelisted.

The bottom of the Valkyrie results page shows a short summary of the unknown programs and malware discovered
by the scan. It also shows the number of computers scanned.

The 'Valkyrie' website at https://valkyrie.comodo.com provides detailed results for the scans that are run and
includes the following options:

+  Submit the files for manual analysis
+  View detailed information about each file
+  Download the result for each in PDF format
«  View detailed information about each detected file from VirusTotal.com website
To view the detailed results, click the 'Please click here to see the detailed results' link at the bottom of the results
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1 Unknown files, O Malidious files {1 of 1 Computers scanned)

You will be navigated to the Valkyrie website login page at https://lvalkyrie.comodo.com
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If you do not have an account, click the 'Create an account' link, provide the required details and sign up for
an account, which is free.
+ Ifyou already have an Valkyrie account, enter the credentials and click the 'Sign In" button.

The 'Dashboard' page will be displayed by default.
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« My Dashboard - Provides details of each file that was submitted to Valkyrie for analysis, including its SHA1
signature, submitted date and more. Refer to the section 'Dashboard' for more details.

« My Stats - Provides the summary of files analyzed by Valkyrie for your account. Refer to the section
'Valkyrie Usage Statistics' for more details.

« Activity Logs - Provides the Valkyrie account usage details such as date and time of login, the source IP of
the computer used to login and more. Refer to the section 'Activity Logs' for more details.

«  MyAPT Scans - The scan start and end date, number of files scanned, queried files, uploaded files,
cleaned files and malware files and the actions that can be performed for each scan information.

+  Unparalleled Protection — Provides statistics with monthly details of total number of malware files that were
not detected by previous vendor and AV industry.

+  Weekly Unknown Stats — Provides graphical representation of Malware and unknown files.
«  Settings - This option displays the details of the user and portal.
+  Log Out - Allows you to log out of your account.

Dashboard

The 'Dashboard' page of Valkyrie displays the details of analysis for the files submitted. From this page, you can
view the download auto analysis report, view details of static analysis, view details of dynamic analysis and more.

+  Click 'My Dashboard'

The details of each analyzed file will be displayed in the table. The number of items to be displayed on each page
can be selected from the 'Show entries' option on the left.
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The summary of analysis requests and results are displayed at the top of the table.
Sort and search options
Sorting the entries
+  You can sort the items in ascending/descending order by clicking on the column headers.
Searching for particular item(s)

+  Enter the details partially or fully in the search field on the top right side. You can search for items based on
all columns except the 'Actions' column.

+  To display all the entries again, clear the search field.

Valkyrie Detailed Analysis Results - Table of Column Descriptions

Column Header Description
File Name The name of the submitted file
Path The IP of the endpoint and the file's path details
SHA1 The SHA1 hash value of the file.
Last Activity The date and time the last activity of analysis was performed.
Final Verdict The Valkyrie dynamic and static analysis results for the file. The results available are:

«  Clean - The file is 99.9% safe to run
+  No Threat Found - No malware found in the file, but cannot say it is safe to run

- Malware - The file is a malware and should not be run

Human Expert The results of the file after Human expert analysis:
Verdict < Clean - File is safe to run
«  Malware - The file is a malware file

+  Potentially Unwanted Application (PUA) - Applications such as Adware, Spyware
and so on

+  No Threat Found - No malware found in the file, but cannot say it is safe to run

»  Not Ready - Indicates manual analysis of the file is in progress
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Human Expert Indicates the status of files submitted for Human Expert analysis. The statuses are:
Analysis Status «  In Queue - The analysis has not started
+ InProgress - The analysis has started and in progress

+  Analysis Completed - The analysis is completed and verdict displayed under the
'Manual Verdict' column

«  Objected - Indicates the user wants a re-analysis of the file. If the user thinks that
the initial manual verdict for the file is wrong, he/she can submit it again for another
manual analysis.

+  Objection Completed - Indicates the manual re-analysis is completed.

Actions The available actions are:

o - View Info - You can view the complete details of the results for the file such as
summary, static analysis, dynamic analysis and file details. Refer to 'File Analysis Results'
for more details.

@ - Download Automatic Analysis Report - Allows you to download the report in PDF
format. Refer to 'Download Automatic Analysis Report' for more details.

9 - View Virus Total Result - Takes you to the Virus Total website that displays its results
for the file. Refer to 'View Virus Total Results for the File' for more details.

o Send to Manual Analysis - Allows you to submit the file for manual analysis by
Comodo technicians. Refer to 'Send the File for Manual Analysis' for more details.

File Analysis Results

«  Click the 'View Info' icon o under the 'Actions' column for a file to view its detailed results
A new web page will open displaying the detailed results for the file.

+  Click the 'Summary' tab
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Summary - The top section shows file details such as name, file type, and more. At the top right, the 'Valkyrie Final
Verdict' is displayed. The details under 'Analysis Summary' displays the summary of the file analysis such as
signature based detected, static analysis overall verdict and dynamic overall verdict for the file.

«  To view the detailed results of static analysis of the file, click the 'Static Analysis' tab

[ CoMO00

Last Analysis Date: 205
Humsn Exgart Analyais Data: 201512041
snian Expert Analysis Result: Clean

werdict Source

Static Analysis

STATIC ANALYSIS OVPRALL VERDICT RESALT
Hphy Suspidous * e
DETECTOR RESULT @
Optional Feader Loadarflags Teild i valued Begal Taan s e
Paoer-35LH OF ety SIChon namdas detnied Taan s °
lagal size of cpitional Haade Tean @

Static Analysis - Static process includes analyzing the file's binary properties extracted from it such as its sections,
entropy , packer type and many more. Any deviation from the expected values in these features provides the clue
about the nature of the file.

Scroll down the page to view static analysis overall verdict for the file as well as detailed result for each of the
parameter checked for the file.

+  To view the detailed results of dynamic analysis of the file, click the 'Dynamic Analysis' tab
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Werdict Source: Waliyrie Sutomatic

Dynamic Analysis

Dy MARIIC ARALYIE OVERALL VERDICT

RESLLT
M Thegal Fomin
SUSPICICUS BERANICRS
Has o wis bl wincdows -]'l:

Behavioral Information
QueryProcessAddress
QueryFilePath

LoadLibrary

© Valkyrie, Comods Geoup, lre. 2015, A tights reserved.

Dynamic Analysis - The dynamic process includes the run-time behavior of the file in an test environment. The page
provides the dynamic analysis overall verdict and behavioral information for the file. Scroll down the page to view the
detailed behavioral information for the file.

- To view the more details about the file, click the 'File Details' tab

= € |B Comode Greap ine. JUS)| hitpa.valkyrie.camada.cam et _inf

Surmemary Srathe Anahysis Dynamic Analysis File Detads

File Mama: ik

Fibe Typeir:  PE32+ smacutabibe (D

THA1

WD 1L

Forst Seen Date: 207

Humiber of Clients Seer: 1

Last Amalysis Date: 2015-10-14 12:06:04 | 5 days ag

Mari ralysis Result

Additional File Information
& PE Headers
s File Paths

FILE FATH ON CLIENT SEEM COUMNT

& PE Sections

i PE Imports

& PE Exports °

File Details - Provides additional file information such as the file path on the client machine, PE headers, PE sections
and more. Scroll down the page to view the details file information.

Download Automatic Analysis Report

«  Click the 'Download Automatic Analysis Report' icon @ under the 'Actions' column for a file to download
the report in PDF format
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A new web page will open displaying the detailed results for the file.

ComMoDO
File Name: agent rv watchersenvice sxe
Fila Type: PEAI exacutable (GUI) Intel 30336 Monod Met assambly, for MS Windows

SHAT: 5818

MD5: beS0979384a5161dal955772 205 Valoyrie Final Verdict
First Seen Date: 201 50817 152610 UTC

Number of Clients Seernc 5

Last Analysis Date: 3015-09-17 152610 UTC
Manual Analysis Result: No manual analysis verdict given to this sample yet
Verdict Source: Valkyrie Automatic Anahrsis

Analysis Summary

AMNALYSIS TYPE DATE VERDICT
Signature Based Detection 20150817 1526010 UTC Mo Match
Static Analysis Overall Verdict 2015-08-17 152610 UTC Wakware -ﬁ
Dynamic Analysis Overall Verdict 150817 152610 UTC Mo Threat Found

Static Analysis
STATIC ANALYSIS OVERALL VERDICT RESULT
Mahuare IE
DETECTOR RESULT
Optional Header LoaderFlags fledd is valued illegal Cean o
Mon-ascii or ampty section names detected Clean 9
IBegal size of optional Header Osan 9
Packer detedtion on signature database Uniknown
Based on the sections entropy chedk! file is possibly packed Oean a

The report contains the compiled results of the automatic analysis explained in the File Analysis Results section.
Scroll down the page to view the full report and save it.

View Virus Total Results for the File

Virus Total, a subsidiary of Google, is a information aggregation website and one of its function is to aggregate
output data of different antivirus engines, website scanners and so on. Valkyrie allows to get the details of the file
from this website.

«  Click the 'View Virus Total Results' icon 9 under the 'Actions' column for a file to view the Virus Total
analysis results for the file

The 'Virus Total' web page for the selected file will be displayed with its results.
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SHA2EE 190 b 00 O hhe TEc 194212121 TIEd08 1 TR T 1407 E 0SS 1 S abat
Fila namss TESar: ana :
Deeeton v 33755 @32

Anabysis date 20 50703 00 28:02 UTC { 3 months. 1 wesk ago )

B Araiysis & File deta = Raiations hipe i Additional information -0 a O Vi
Anthiines Rassalt Upsdarie:

AN Tool F 20150708
Ahiware Trojan Wind2 Genenc BT 2MEAT0G
Bid-Baare Applic ation TrojanSimulator 20150708
Akl ab 3 Win-ApgeCana Trojans mlate 148052 2Ms0708
Antiy-AVL FiskWars{Downioadar not-a-virus, HELRIWINAZ LMK 20T

Scroll down the page to view the results for the file from different antivirus engines.
Send the File for Manual Analysis

You can also send a file for manual analysis by Comodo malware specialists for more comprehensive inspection in
addition to the automated process. This is premium service and users should subscribe for the same.

+  Click the 'Send to Manual Analysis' icon o under the 'Actions' column to submit a file for manual
analysis by Comodo engineers

A confirmation dialog will be displayed.

Are you sure you want to send this file to manual analysis?

CAMNCEL n

«  Click 'OK'" to confirm

After the file is submitted for manual analysis, it will show as 'In Queue' under the 'Status' column and 'Unknown
under 'Manual Verdict'. The 'Send to Manual Analysis' icon also will not be available indicating the file is already

submitted.
Show| 10 | entries search:
File Name Path SHA1 Source Submit Date v Auto Verdict Manual verdict status Actions

jZipshell.dil WECHSE,., | Tdele.. Upload 2015-10-15 11:04:56 Clean Unknown In Queue o @ @
(xBE)%..

tsserv.exe WScW5..  B46ci., Upload 2015-10-14 12:48:51 bahware Unknown in Queue o@@

4. . -

ocsinventory-deploy-tool.exe 96 5c%5, e3fabf Upload 2015-10-14 12206221 Mo Threat Found
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Valkyrie Usage Statistics

The 'My Valkyrie Usage Statistics' page of Valkyrie displays how many files are submitted for your account and
displays the details for:

+  Today - Details of files submitted today

+  This Week - Details of files submitted for this week

+  This Month - Details of files submitted for month

+ Al Time - Total number of files submitted since account creation
To view your Valkyrie account usage statistics, click the 'My Stats' link

&
BH Wy Stats !:
£
The usage statistics page will be displayed.
VALKYRIE ‘ '
r £OMOT0 ensed Lise
My Portal
MY YALKYRIE USAGE STATISTICS
Date Total Files Clean Malware Undetected Automatic Analysis — Human Expert Analysis  Basic Info Req.  Full info Req. Ul Get Info Req.
Today 1 1 a o o0 o o) oo 101
Thes Week i i a [ el i} sl i} [ T]1] sl i} 241y
This Month 1 L a o o o0 L] oo 21
&l Time 22 10 5 ? 1918} & (5} 234018 003 2308
*Values inside paranthesis represents unigue number of files in that category.
e Graup, in, 2018, Al rights reserved.
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My Valkyrie Usage Statistics - Table of Column Descriptions

Description

Date Indicates the period of usage

Total Files Number of files submitted for the period

Clean Number of files found to be clean

Malware Number of files found to be malware files submitted
Undetected Indicates the number of files in which no threat was found
Automatic Analysis | Number of files submitted for automatic analysis

Human Expert
Analysis

Number of files submitted for manual analysis

Basic Info Reg.

Indicates the number of times the user has used Valkyrie REST APl named fvs_basic_info,
requesting basic analysis results from Valkyrie database such as if the file is uploaded
before, verdict of last analysis, last analysis date, first analysis date, is the file whitelisted
and so on.

Full Info Req.

This is same as Basic Info Req. but requested for greater detail. Indicates the number of
times the user has used REST APl named fvs_full_info, which is used to retrieve last
analysis results from Valkyrie database in greater detail such as static, dynamic and manual
results including behavioral and file information.

Ul Get Info Req.

Indicates the number of times the user opened the detailed analysis results page from the

Dashboard screen by pressing the o button or doing a search by SHA1 of a file.

Activity Logs

The 'Activity Logs' page provides the records of activities carried out in the Valkyrie account such as the activity date,
user name, activity type and more.

To view your Valkyrie Activity Logs, click the 'Activity Logs' link

O

The activity logs page will be displayed. The number of logs to be displayed on each page can be selected from the
'Show entries' option on the left.
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Activity Logs

YOUR RECENT ACTIVITIES
Show 325 v emtries Search:

Activity Date » Liser Mame Ermisi Acthaty Type Soarce P AP Ky SHA1

Sort and search options
Sorting the entries

+  You can sort the items in ascending/descending order by clicking on the column headers.
Searching for particular item(s)

«  Enter the details partially or fully in the search field on the top right side. You can search for logs based on
all the columns.

+ Todisplay all the logs again, clear the search field.

Activity Logs - Table of Column Descriptions

Column Header Description
Activity Date The date and time of using the Valkyrie account for a particular activity type
User Name The logged user name for the account
Email The email id of the Valkyrie account.
Activity Type The name of the activity that was recorded.
Source IP The IP of the computer from which the Valkyrie account was logged in and used
API Key The private key of the user to use REST API
SHA1 If a file is the subject of activity then its SHA1 hash details will be displayed here.
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5 Reports

After each scan is completed, the administrators can view the reports for the scan results. The reports are divided
into three categories - Executive Report, Per Device Report and Per Program Report. The Executive Report is a
summary of the scan providing details such as number of devices scanned, number of unknown programs found and
so on. The Per Device Report is a summary of scan results providing details for each device scanned. The Per
Program Report is a summary of scan results providing details of each unknown / malicious program, the devices
affected by it and so on.

If the unknown files are submitted to Valkyrie for further analysis, the results reports for these scans also will also be
available from the Reports drop-down as 'Executive Valkyrie, 'Per Device Valkyrie' and 'Per Program Valkyrie'.
Please note that if you have note scanned with Valkyrie you can view only Executive, Per Device and Per Program
Device reports and once you have scanned the files using Valkyrie analysis, you will be able to view only Valkyrie
results.

COMODO Unknown File Hunter

Creating Trust Onling

Options @ Help - Pup X

AR REE el Valkynie analyss resulls Executive Valkyrie Group by Computers

Group by Files

Verdict Trusted Vendor

Per Device Valkyrie

DESKTOP-TTPOSPR (104108.51.100)

Completed: Total Files scanned: 1. Unkrown files: 1. Mabesaus files: 0. Per Program Valkyrie

chprogram filesyfreedownloadmanager.orgfree downlozd managerwinunivappfeature... 97 KB Mo Threat Found MO

Please dlick here to see the detailed results

1 Unknown files, O Malicious files (1 of 1 Computers scanned)

Refer to the following for more details:
«  Executive Report
«  Device Report
«  Program Report

5.1 Executive Report

The executive report is a summary of the scan results which provides details such as when the scan was started and
finished, number of devices scanned and so on. The programs rating on the scanned devices and scanned devices
rating are also available in pie chart. If a Valkyrie scan is run, then the programs Valkyrie rating over the scanned
devices is also displayed in pie chart.

To generate an 'Executive' report results, click 'Reports’ and then 'Executive' or 'Executive Valkyrie'.

The report will be generated and displayed:
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Executive Valkyrie

Per Device Valkyrie

Per Program Valkyrie

nagerwinunivappieature... 97 KB

Executive Valkyrie Report

COMODO
APT Assessment Scan & VALKYRIE

Report Summary
Metwork Addresses (10,108,51.100) t?
12/19/2016 8:36:19 PM
12/19/2016 8:40:04 PM

1
1
i

Total 147
47

=

Trusted Fils i 147

1

Scroll down to view the full report. The report in PDF format is saved in a temporary folder and will not be available
after the application is closed. To save the report, click the folder icon on the top left side, copy the report file and
save in another location.

+  Report Summary - Provides the details of the scan such as number of devices scanned, date and time of
the scan, number of malware found and so on.

«  Summary Charts - Provides the details of programs found on the scanned devices and the rating of the
scanned devices.

«  Programs Rating Over Scanned Devices - Results displayed in pie chart of the programs that were
scanned on the devices. Provides the percentage of trusted programs, unknown programs and
malware.

+  Scanned Devices Rating - The statuses of the scanned devices in pie chart providing the percentage
of devices that are found safe, infected and at risk.

«  Programs Valkyrie Rating Over Scanned Devices - This is will be available in 'Executive Valkyrie'
report only. Provides details of the Valkyrie rating of unknown files that were scanned.
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5.2 Device Report

The 'Per Device Report' is a summary of scan results for a particular device. It includes details of malware found on
each device, unknown files found and the path of the files. If a Valkyrie scan is run, then the Valkyrie verdict is also
provided for the unknown files at the end of the report.

To generate a 'Per Device' report, click 'Reports' and then 'Per Device' or 'Per Device Valkyrie'.
The report will be generated and displayed:

Detailed Per-Device Valkyrie Report

cCOMODO 12/19/2076 10:33:42 PM

APT Assessment Scan & VALKYRIE

Report Summary Iy
Metwork Addresses (10.108.51.100)

12/1972016 &36:19 PM
12/19/2016 8:40:04 PM
i}

0

Scroll down to view the full report. The report in PDF format is saved in a temporary folder and will not be available
after the application is closed. To save the report, click the folder icon on the top left side, copy the report file and
save in another location.

+  Report Summary - Provides the details of the scan such as number of devices scanned, date and time of
the scan, number of malware found and so on.

«  Summary Chart - Provides the details in bar graph the top 10 endpoints that are detected with
unknown/malware files.

+ Details per Device - The details of each device including the name of the device, number of
malware/unknown files in them, the path of each malware/unknown files in the affected device and more.

«  Valkyrie - This is will be available in 'Per Device Valkyrie' report only. Provides the details of the scan report
of each of the unknown file.

5.3 Program Report

The 'Per Program Report' provides scan results on a per program basis. It includes details of each
malware/unknown file found, the devices on which they were found, the path of the files on the device and more. If a
Valkyrie scan is run, then the Valkyrie verdict is also provided for each of the malware/unknown file.
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To generate a 'Per Program' report, click 'Reports' and then 'Per Device' or 'Per Program Valkyrie'.

The report will be generated and displayed:

Detailed Per-Program Valkyrie Report

ol + 1 3 Psea
COMODO
APT Assessment Scan fF VALKYRIE
Report Summary
Metwork Addresses (10.108.51.1000 h
12/19/2016 B:36:19 PM
1211972016 8:40:04 PM
]
1
1
0
1472

Scroll down to view the full report. The report in PDF format is saved in a temporary folder and will not be available
after the application is closed. To save the report, click the folder icon on the top left side, copy the report file and
save in another location.

+ Report Summary - Provides the details of the scan such as number of devices scanned, date and time of
the scan, number of malware/unknown files found and so on.

«  Summary Chart - Provides the details of the top 10 unknown/malicious programs in bar graph.

«  Details per Program - The details of each file including the name(s) of the device(s) it was found on, IP
addresses of the devices and more. In the 'Per Program Valkyrie' report, the verdict of the Valkyrie analysis
will also be provided for each program.

6 About Comodo Unknown File Hunter

The 'About' dialog provides the details of the product and its version number.
«  To view the product details and its version number, click 'About' from the 'Help' in menu.
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@ Options

Scan results

Marne

About

Crealing Trust Online
Product Mame: Unknown File Hurter
Product Version: 2.1.21203.140

© 2016 Comodo Secunty Solutions, Inc. All Rights Reserved

+  Product Name - The full name of the product
«  Product Version - The version number of the product
+  Click the 'Close' button to return to the application.

7 Agent Requirements

The 'Agent requirements' item in the help menu provides configuration advice to help you run scans successfully:
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Scam results Walkyrie analysis results

Marns

Agent Requirements

() Check whether a target computer is turned on and connected to the network.

(& Check whether firewall on a target computer is turned Off.

Check whether IP address of a target computer is correct,

In the Network Meighbourhood run Network Wizard, enable file sharing.
Make sure Administrator password is not blank and correct.

Check whether "Forceguest’ option on target computer is disabled: HKLMO\SYSTEM,
yCurrentControlSety Control\\Lsa “forceguest’ dword is 0.

If the account is not a built-in Administrator, check whether: HKLMWSOFTWAREY Microsoft),
WWiindowsyCurrentversion\\ Policies\\System ‘LocalAccountTokenFilterPolicy’ dword is 1.

@ @ @ @@
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About Comodo

The Comodo organization is a global innovator and developer of cyber security solutions, founded on the belief that
every single digital transaction deserves and requires a unique layer of trust and security. Building on its deep history
in SSL certificates, antivirus and endpoint security leadership, and true containment technology, individuals and
enterprises rely on Comodo’s proven solutions to authenticate, validate and secure their most critical information.

With data protection covering endpoint, network and mobile security, plus identity and access management,
Comodo’s proprietary technologies help solve the malware and cyber-attack challenges of today. Securing online
transactions for thousands of businesses, and with more than 85 million desktop security software installations,
Comodo is Creating Trust Online®. With United States headquarters in Clifton, New Jersey, the Comodo
organization has offices in China, India, the Philippines, Romania, Turkey, Ukraine and the United Kingdom.

Comodo Security Solutions, Inc. Comodo CA Limited
1255 Broad Street 3rd Floor, 26 Office Village, Exchange Quay, Trafford
Road, Salford, Greater Manchester M5 3EQ,

Clifton, NJ, 07013
United States
Email: EnterpriseSolutions@Comodo.com

United Kingdom.
Tel : +44 (0) 161 874 7070
Fax : +44 (0) 161 877 1767

For additional information on Comodo - visit http://www.comodo.com.
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