COMODO

CYBERSECURITY

;
.fJ
/

Comodo
| Unknown File Hunter

Software Version 5.0

Administrator Guide

Guide Version 5.0.091619

Comodo Security Solutions
1255 Broad Street
Clifton, NJ 07013



Comodo Unknown File Hunter-Admin Guide comMoDo

c=

Table of Contents

1 Introduction to Comodo UnKnNown File HUNLE ... 3
2 RUN UNKNOWN File HUNEEE ...t se e e senanns 4
2.1 The Main INEEITACE.........eerererereresrsrresessss e s e s s s na e s e n s 7
2 I Yo I o N UL o PP 9
3 SCAN COMPULETS....corriercucscrreresessssreses s e s s e s e ee s s e e e e A e R A e R nE AR e e e R 10
3.1 Scan Computers using ACtive DIreCtOry........ccoimnni s ssse s 11
3.2 Scan Computers by WOTKGrOUP. ... ..o sss e ssssese s sss s sssse st sesssssssesssssssesssessssssnnes 19
3.3 Scan Computers by Network Addresses.........oumssss s 22
B T T I o LI OoT 4 T =T 24
4 SCAN RESUILS.....c.oriecceerierescsssssre e e s s e s s e s e s e e e e s e e R e nenen R e e e nn e s 28
4.1 Comodo Unknown File Hunter SCan RESUILS...........cccovrerereesrmenmsesssneresesssssesessssssesessssssesessssssssessssasssssasnes 29
4.2 Valkyrie ANalySiS RESUILS......c.cuvririiieirirnsssssssssssssssssssss s sesess s s e e sesess e sesesssssssssessssssssssssssssssssssssssssssssssasnens 33
LN 2 0T (PP 37
5.1 EXECULIVE REPOIT......coececectcicerecrrt et e e e e 37
5.2 DEVICE REPOI......ceecccccce e s e e e AR R AR AR R e e e e R e e e R e e R s 39
5.3 Program REPOI........ccciniiiiiisssss s 40
6 About Comodo UNKNOWN File HUNEEN ...t ses s s 41
7 Agent REQUIrEMENES.......cociieiiisinss s s e 42
About Comodo Security SOIULIONS........ccci s ——————————— 43

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 2



Comodo Unknown File Hunter-Admin Guide coMopo

c=

1 Introduction to Comodo Unknown
File Hunter

Comodo Unknown File Hunter (UFH) is a lightweight scanner which identifies unknown, and potentially malicious
files, on your network. After scanning your systems, it will classify all audited files as 'Safe', 'Malicious' or 'Unknown’.

While ‘Safe’ files are ok to run, and ‘Malicious’ files are dangers you should remove, it is in the 'Unknown' category
where most zero-day threats are found. Traditional antivirus systems allow unknown files to run simply because they
haven't yet been ‘proven bad'.

Antivirus companies need to first observe the malware in action before they can classify it as malicious. Until this
happens, the malware will have a rating of ‘unknown’ and is free to run undetected. ‘Innocent until proven guilty’
might be the defining characteristic of a healthy criminal justice system, but it certainly won't keep your network
secure.

UFH allows you to upload unknown files to our Valkyrie servers where they will undergo a battery of tests to discover
whether or not they are harmful. You can view the results of these tests in the UFH interface.

cCOMODO Unknown File Hunter

Crealing Trus! Cnling

Previous Scans @ Current Scan Options @ Help Login
, Q
Scan Summary Scan Date Scan Target Scan Type
E—E} Computers scanned: 1. Total files scanned: 1222, Unkrowne 0, ML, 6/25/2018 3:34:46 Fid Aubo DESooverny Cusick Scan Detailed Results
:‘_3‘ Computers scanned: 1. Total files scanned: 2. Unknown: 0. Malic..  §725/2018 4:52:11 B Local Computer Custom Scan Detailed Results
H,_,@‘ Computers scanned: 1. Total files scanned: 1231, Unknowre 0, M_..  6/25/2018 5:04:39 PM Auto Disoovery Cruick Scan Detailed Results
:_@ Computers scanned: 1. Total files scanned: 7. Unknown: 0. Malic.. 6252018 5:24:34 Pid ocal Computer Cuslom Scan Delailed Resylts
=% Scan Failed. B26/20018 1056:52 AM Active Directory Cuuick Scan
¢® Computers scanned: 1. Total files scanned: 7. Unknown: 0. Mabc...  &26/208 11:17:50 &AM ocal Computer Custom Scan Detailed Results

T kr b Hu is part r " ¥ or 0. com | i | Cor in help prodect I T

Features

+  Noinstallation required. You can run UFH direct from a USB stick

+  Capable of scanning computers from Active Directory, Workgroup or by Network Address

+  Unknown files can be automatically uploaded to Comodo Valkyrie and tested for malicious behavior
+  Detailed reports provide invaluable insights into the trust level of files on your network

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 3
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This guide is intended to take you through the use of Comodo UFH and is broken down into the following main
sections.

« Introduction
«  Run Unknown File Hunter
+  Scan Computers

+  Scan Computers using Active Directory
«  Scan Computers by Workgroup
+  Scan Computers by Network Addressees
+  Scan Local Computer

+  Scan Results

+  Comodo Unknown File Hunter Tool Scan Results
- Valkyrie Analysis Results
+  Reports

+  Executive Report
+  Device Report
+  Program Report
«  About Unknown File Hunter

«  Agent Requirements

2  Run Unknown File Hunter

Comodo Unknown File Hunter can be downloaded from:
»  Comodo Dragon (CD) / Comodo One
+  Comodo Valkyrie website
Comodo Dragon / Comodo One management console
Unknown File Hunter is available for download from your Dragon / Comodo One account:

+  Login to your Comodo Dragon / Comodo One account at https://platform.comodo.com/appl/login /
https:/lone.comodo.com/app/login

«  Click "Tools' > Click 'Download' in the Unknown File Hunter tile

+  You can sign up for a free Comodo Dragon / Comodo One account at
https://platform.comodo.com/signup / https://one.comodo.com/signup/. Creating a Dragon /
Comodo One account also creates a Valkyrie account for you.

+  You can login to UFH and Valkyrie with your Dragon / Comodo One credentials
Comodo Valkyrie Website
+  Goto https:/Ivalkyrie.comodo.com/
+  Click 'Download Unknown File Hunter'
+  You can create a Valkyrie account at https://valkyrie.comodo.com

Run Unknown File Hunter

+  Launch the tool by double-clicking on the application icon:

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 4
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«  Next, choose the location from which the app should run:
E Cormodo Unknown File Hunter pod

Deztination path [will be created if does not exist]

C:%Pragrar Files [#86]NComadoh U nknownFileHunter

2k, Cancel

The default location is C:\Program Files (x86)\Comodo\UnknownFileHunter. Click the folder icon to change
the path if required. Note: This dialog will appear each time you run the application and you can choose
different locations as you prefer.

E Comode Unknown File Hunter 100% oo

@ Starting...

Cancel

+  Please read the EULA before continuing. Click the 'License agreement' link to read the full agreement.
Click 'l Accept' to continue. Note: The EULA will appear when you first run the tool on a computer.

Unknown File Hunter

License Agreement

Please read the following license agreement carefully

License aqreement

By clicking 'l ACCEPT', you agree you have read and acceptad
COMODO Unknown File Hunter License Agreement

Cancel | ACCEPT

«  The app will search for available devices on your network:

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 5



COMODO

CYBERSECURITY

comM ODH Unknown File Hunter

20% Searching for Available Devices... Previols Scal reate Report oprions () Help
|
skip Discovery

Q,

] MName P
I 10022 10,022
Ll w023 10023
L 1op.24 10.0.2.4

Comaodo Unknown File Hunder is part of the Comodo ONE porticho of secunty solitions, Visit oné.comoda.com to learm how Comodo can help protect your environment.

+  Select all devices that you want to scan and click 'Scan Now'.
FOMOE!E Unknown File Hunter

Discovery Completed @ Previous Scans reate Report @ Options @ Help Login

m Ld o022

® & 10023 10023

m L 1024 10,024

[ [J DESKTOP-HI9S08N.comodo.ch 100215

Comodo Unknown File Hunter & part of the Comodo OME portholic of secunty solutons, Visit one comodo.com (o learn how Comodo can help protect your enaironment,

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 6
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2.1 The Main Interface

The main interface lets you configure and run scans, view results and generate risk reports.

COMODO

CYBERSECURITY

Title Bar Menu Bar

C(?l‘:"lﬂﬂlﬂ Unknown File Hunter

Discovery Completed

@ Previous Scans Options @ Help Login

Controls

[1 Mame
[d w022
[d 10023
[ w024

': DESKTOP-HASOBN cormodo.ch

Main Display Area

Main Functional Areas

+  Menu Bar - Shows the current status of the scan and contains the following buttons:

«  Previous Scans / Current Scan - View results of past scans / current scan.
«  Create Report - View reports generated by the UFH tool. See 'Reports' for more details.
«  Options — Shows the port numbers that UFH uses to communicate with our file lookup service (FLS).

The FLS is used to deliver real-time verdicts on the trust status of unknown files. Admins should leave
these ports at the default.

FLS TCP Part

FLS UDP Part

+  Help - Contains 'About' and 'Agent Requirements'

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 7
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'About' - shows product and version information.

'Agent Requirements' - Troubleshooting advice if you experience problems connecting to your target
computer.

«  Login - You can use the tool as a guest or login as a registered user. See 'Login to UFH' for more
information.

+  Controls - On the left, UFH shows messages such as the number of devices found, number of malicious
files detected and so on. Also contains control buttons for:

+  Scan Now / New Custom Scan / Stop Scan - Scan target computers to identify unknown files. You
can add computers via Active Directory, Workgroup or Network Addresses.

+  Scan Now — Shown when you first open the application.
»  New Custom Scan — Shown after you have run the first scan for the session.
- Stop Scan - Cancel a scanning process.
«  See 'Scan Computers' for more details.
«  Custom Scan / Detailed Scan Results

+  Custom Scan — Configure your scan. You can scan by Active Directory, network address,
workgroup and local computer. See 'Scan Computers' for more information.

+  Detailed Scan Results — Shown after a scan is completed. Click this button to view full results of
the scan at https://valkyrie.comodo.com. See 'Valkyrie Analysis Results' for more information.

«  Start Discovery / Skip Discovery / Restart Discovery — Start/stop discovery of devices on your
network.

«  Main Display Area - Details of discovered endpoints, scanned endpoints and scan results. See 'Scan
Computers' and 'Scan Results' for more details.

«  Search - Look for discovered endpoints by name or IP.

+ Notifications - Information about unknown and malicious files detected after a scan finishes. Click the
'Edit Email' button to change the recipient list for Valkyrie analysis resullts.

coMOoDOo Unknown File Hunter

GCroating nline

Scan Completed

(Files: 9 | Computers: 1 of 1)

™ New Custorn Scan

@ Watch out! Malware Is Detected!

Comodo Unknow File Hunter has scanned wour environment and detected malwars on one or more of the systems. We recormmend
that you reconsicer your current security posture to efiminate the danger of infecting your endpoints.

Cormgda Advanced Endpoint Protection keeps your endpoints free from matware now and i the future and provides essential managiment
and reporting capabilities. it follows “Default Deny® posture which allows known files to freely run. blocks bad files and autormatically launches

unknown files inside 2 secure container until a definitive verdict of *good® or *bad” i delivered. Comoda Auto-Containment™ faature allows to
use sudh unknown files with no impact to the usability and yet no harm to the system.

When all the files are analyzed, you will receive a detailed report at domersa@yopmail.com

Comedo Unknown File Hunter is part of the Comade OME portfolio of sacurity solutions. Visit one.comoda.cam to leam how Comado can help protect your environmeant.

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 8
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2.2 Login to UFH

+  Open the UFH executable to start the application.
COMODO nknown File Hunter

Crealing Trust Onling

Discovery Completed @ Previous Scans Options @ Help

+  Click 'Login" at top-right of the screen.

+ If you do not login, you can scan but cannot upload unknown files to Valkyrie for analysis.

Comodo ONE login X

Please sign in with Comodo License Please sign up to Comodo ONE if you
Account credentials to analyze files with don't have a Comodo ONE account yet
Valkyrie

Walkyrie which is a service provided in Comodo OME
is a cloud-based file analysis service for submitted
known and unknown files with a range of static and
Enter Password dynamic detectors including file lookup, heuristics

and real-time behaviour analysis

Enter User Name

ar

Enter License

+  Click 'Continue as Guest User' if you want to login later on, or if you do not have an account.

+  Existing users - login with your Comodo or Valkyrie username/password, or with your Valkyrie license
number.

« Ifyou do not have a license, click 'Sign Up' to create a free Valkyrie account.

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 9
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3 Scan Computers

There are multiple ways you can scan computers for unknown files:
« Active Directory - Scan endpoints which belong to an Active Directory domain
+  Workgroup —Scan endpoints that belong to a workgroup

+  Network Address - Scan endpoints by specifying their host name/IP address, or scan all endpoints on an
IP range

+  This Computer — Scan your local device.

COMODO Unknown File Hunter

Crealing Trust Online
Discovery Completed (%) Previous Scans (&) optiens () Help Guesl
D_I Restart Discovery
L
[0 Name P
L 10022 10:0.2.2
[ 10023 104023
g 10.0.2.4 10,0.2.4
|:| DESKTOP-HIFS0BN.comado.ch 10:0.2.15
Comodo Unlenown File Hurter is part of the Comodo ONE portiolio of security solutions. Visit one comode.com to learn how Comode can help protect your environment

See the following sections for help on each method:
+  Scan Computers using Active Directory
«  Scan Computers using Workgroup
+  Scan Computers by Network Addresses
+  Scan Computers by Custom Scan

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 10
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3.1 Scan Computers using Active Directory

To scan all or selected endpoints in an Active Directory domain:
+  Open Unknown File Hunter
+  Click the 'Custom Scan'\ 'New Custom Scan' button
«  Select 'Active Directory' to open the AD configuration screen:

COMODO Unknown File Hunter

Creating Trust Cnline

Start Scan Wizard

Select 5can Targets

Restart Disooverny

Scan computers
selacted from Active

Diractory

Active Directory e

e — This Computer
I :-’F’d}h Scan This Computer
 B——

Comoda Unknown File Hurter is part of the Comodo OME portfolo of secunty solutons. Vst one.comado.com 1o leam how Comado can help protect your enviranrment

+  Enter the name of your Active Directory domain and provide admin username and password:

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved.
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Start Scan Wizard p 4

—{
o Active Directory Credentials
Domain Name
Domain Administrator
Password
Back Mext

«  After logging in, the 'Select Computers' screen will open:
+  Choose the endpoints that you want to scan and a scan type:

Quick Scan: Scans critical and commonly infected areas of target endpoints
Full Scan: Scans all files and folders on target endpoints.

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 12
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4 [F] mike
P [m] Computers
» [] Domain Controliers

+  Click 'Scan Now' to begin the scan.

«  Scan progress is shown for each computer, including the number of unknown files and malicious files found
so far. Overall scan progress is shown on the menu bar.

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 13



68% Scan In Progress...

(Files; 1738 | Computers: 1 of 3)

Mame

Size

I:Fl DESKTOP-E0HU211 (10.108.57.37) 960 files scanned (36.34%). Unknown: 0. Malicious: OU In &na...
I__G WIN-FC (10010857, 118) Completed: Total files scanme

§ 778 Unknown: 0. Malioiows: Q,

DESKTOP_IKLMMOP This computer is not accessible.

Wehien all the files are anatyzed, you will recerve a detailed repot at chrisgaylecloperationsiigmail.com

(i) Help

Verdict

In Progress

Completed

COMODO
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omods Unknown File Hunter is part of the Comoda ONE portfalic of secunty solutions. Visil gone.comado.com 1o learn how st WOLE BrvIFOReeaT

+  'Stop Scan' - Discontinue the scan.
- 'Edit Email' — Specify the email address to which the scan report should be sent
The tiles above the scan area show how many files of each type have been found so far:

Safe files. These files are on the Comodo whitelist are OK to run.

Unknown, potentially malicious files.

«  These files are automatically uploaded to Valkyrie for analysis during the
scan.

«  You can view the analysis results by signing in to your Valkyrie account
at https:/ivalkyrie.comodo.com/login

« You also can sign into Valkyrie with your Comodo Dragon / Comodo One
username and password.

See 'Valkyrie Analysis Results' for more information.

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved.
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Malicious files. These files are on the Comodo blacklist of known malware and
should not be allowed to run on your network.

+  Click the funnel icon to filter scans by status:

L

Verdict { }

Progres In Progress

Canceled
Progres
Completed

m

Failed
Offline

Clear Filter

Results are shown when the scan finishes:

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 15
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MODO Unknown File Hunter

ng Trust Online

Scan Completed (& Current Scan @) options (i) Help  chtwvalkyrie v

{Files: 20849 | Computers; 2 of 3)

{ Back o Prewious Scans

Mame Size Verdict

L DESKTOP-BOHUZ 11 (110B57.37) Completed: Total files scanned: 1321. Unknown: 0. Maliciou...

g'j, cyprogram filesywindowsapps\microsoft windows photos_2016.18041.1553000 w64 @wekyb... &4 MB Clean
_b@' CAPythan? Pypythonexe 2TKR Cleamn
_l‘_@ chprogram files\wndowsapps\microsoft windows.photos_2018.18041.1 5530.0_x64_Swekyb... B52 KB Clean
;5' WIN-PC (10.108.57.118) Completed: Total files scanned: 778, Unknawn: 0. Malicious: 0, Completed
DESKTOP_IKLMMOP This comparter is not accessible. Offline
Comodo LUnknown Fele Hontes  p 1 of the Comoda OMF 4. rtfolia of _-||‘-r colutons. Visit one i how Comoda can b P profect Vo enveranmient

Scan Interface - Table of Column Descriptions

Column Header Description

Name The name of the computer on which the scan was run. Click '+' to view files discovered on
the computer.

Size The size of the analyzed file.

Verdict Status of the file. The possible values are:

+  In Progress — Unknown file which is queued for upload to Valkyrie, Comodo's file
analysis system

+  Uploading — Unknown file which is currently being submitted to Valkyrie

+ InAnalysis — Unknown file which is currently being tested by Valkyrie

+  Clean - Valkyrie tests found the file is safe to run

+  Malicious — Valkyrie tests found the file is harmful and should not be allowed to run

+  No Threat Found — Unknown file which has been passed onto human experts for
further testing. Valkyrie's automated tests did not find any malicious behavior, but
the file exhibited certain traits which warrant further investigation. We advise you to
run this file in the container/sandbox until a full verdict is available, or avoid running
it altogether.

- Each scan result is shown on a different row and contains information such as the number and type of files

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 16
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found.
«  'Clean’' - Unknown files that have been analyzed by Valkyrie and found safe.
+  Click the 'Group By' icons on the right to change how results are displayed:

+  Group by Computer: Lists all computers scanned. Expand any computer to view the unknown /
malicious files on those computers.

«  Group by File: Lists all unknown / malicious files discovered by the scan. Expand any file to view the
computers on which it was discovered.

Group by Computer

E§I Stark Disconver ¥

Mame Size Verdict

:@ localhost (127.000.1) Completed: Total files scanmed: 7. Unknowre 0. Malicious: 7 Completed

+  Click the computer icon to view results by computer:

MName Size Verdict

_&" localhest (127.0.0.1} Complated: Total files scannad: 7. Unknown: 0. Malicious: 7. Completed

+  Click '+' beside an endpoint to view the location of the unknown / malicious files

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 17
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- L localhost (127.0.0.1) Completed: Total fles scanned: 7. Unknown: 0. Malicious: 7.

| &3‘ ExSuspicious filesyall_tests\cpil_suitetCPIL2.dI

I__@. ESuspicious filesyall_tests\cpil_suitel,CPIL3.dI

[@ EnSuspicious filesyidl_tests\opil_surted\CPILSuite.axs

I__@ EnSuspacious filesyAll_tests\aAWF VW TS elu paexe

Lé' ExSuspicious filesyall_tests\PCRank PCRank\poflank, oue
|é, ExSuspicious filesyall_tests\cpil_suite\cpil exe

‘- . s r .
rm. EASuspicious filesyall tests\opil suitescmil 411

Cornpleted
Malware
hahazre
hahaare
Malware
Malwpie
Mabware

Y T —

Group by File

Click the computer with file icon on the right

CPIL2dll 2 mstances on 1 computer.

;| Iocakthost (127.000,1) E\Suspicious filesyall_testeyepil_suiteyCriL2.dil

L2 Incathost (127.00.1) EASuspicious filesyall_tests\opil_surtehCPIL3.dIl
&. CPILSuite.exe (CPILSuite.exe) 1 instance,
_:ﬁ setupeexe 1 instance
}é pcflankexe (PCFlankleaktest) 1 instance.

-
iy cpilexe 1 nstance

1 MB

985 KB

175 KB

104 KB

Malware

Malwzre

Malware

Makware

dynamic tests. Unknown files are automatically submitted to Valkyrie.

+  Click the '+' beside a file to view the number of instances and the path of the file on the endpoint(s)
Valkyrie is an online file verdict service which analyzes the behavior of unknown files with a range of static and

Click 'Detailed Scan Results' to view verdicts on unknown files.

Existing users can login by entering their Comodo username/password, or you can create an account.

Valkyrie results will be shown in the UFH interface and, in more detail, in the Valkyrie portal:

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved.
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E8 DASHEONRD I
Lost 3wy Law 7 gmy 251 24 ha 1

Creerviow
S 0 : 0 |0
Linkrgwn Fils Humis Seans Tista fers uplonsiug Toaeal fbew e Filag bang prcxcesrsnd Fibesy procanasing complhated

STATISTICS * ) . ~ ) o

Malware or PUA File Detected Devices Mablware or PUA File Detected Devices Latest Malware Submissions
[Glabaly
SETTINGS » STATUS FILE MAME
O Duwices with fogats w Flie  DE% 0 Darvices wil thieats o PLAs 1%
Dhawicis withalet Miwads of PSS 100 0% Durdeas wilieid hiaats or PUSS B 5% 0
varwr

See 'Valkyrie Analysis Results' in 'Scan Results' for more details.

3.2 Scan Computers by Workgroup
To scan all or selected computers in a Workgroup:

«  Click the 'Custom Scan'\ 'New Custom Scan' button
+  Click 'Workgroup":

FDMDDQ Unknown File Hunter

rakin

Discovery Completed (:3) Previous Scans i @ Help Login

Starl Scan Wirard

Select Scan Targets

EE, Restart Discovery

i "I r endpoint names ;

Workgroup

This Computer
puters Scan This

Workgroups

Cancel

—| Comoda Unknown File Hurter is part of the Comodo ONE portfolio of security solutions. visit one.comodo.com to leam how Comodo can help protect your emvironment

«  Select the workgroup you want to scan. You can search for a group or enter a group name directly:

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 19
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®) Search Available Workgroups (may take some time)

) Use Known Workgroup Name Enter Workgroup Nan

Back MNext

«  Next, select the endpoints you want to scan then choose a scan type:

Start Scan Wizard

0= = Select Computers ‘

CATEST
COMODO
TEST
WORKGROUP

v v v w

O 0 O =

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 20
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- Enter the administrator's credentials

Start Scan Wizard

| Scan Credentials

Login

Password o

Quick Scan: Scans critical and commonly infected areas of target endpoints

Full Scan: Scans all files and folders on target endpoints.

The scan will start after the login credentials have been verified:

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 21
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34% Scan In Progress... @ Help

[Files: 1680 | Compulters: O of 4)

Q 2
Mame Size Verdict
I;D CITWINS132 (10.8.64.174) 360 hles scanned (24,73%), Unknown: & Maliciows: 0, n Progress
I:P CITWING164 (108.64.225] 720 files scanned {45.11%) Unknown: & Malicious: 0. n Progress
LEE DESKTOP-JAHSBG) (10.8,64.155) 600 files scannad (22.47%), Unknewn: 0. Maligous: 0, n Progress
DESKTOP-2APTL3E (10.8,64.223) This computer is not accessible Cffline

Flease enter your email to recene 3 detailed scan results report:

Comoda Unknown File Hunter s part of the Comoda ONE portfobo al secunty solubons, Vil one.comado.com to learn how Comoda can help prodect your enveronmienl,

The remainder of the process is the same as for scanning an Active Directory domain. Click here for details about
the rest of the process.

3.3 Scan Computers by Network Addresses
To scan computers by specifying their IP address or hostname:
+  Click the 'Custom Scan' button
+  Click 'Network Addresses'

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 22
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COF‘!O D q Unknown File Hunter

Start Scan Wizard

Select Scan Targets

D Restart Discovery

Active Directory Metwork Addresses

- This Computer
:fl"é’?ﬁ Scan This Compute
=

Cancel

Comodo Unknown File Hunter is part of the Comodo ONE portfolio of sacurity solutions. Visit gne.comedo.com to leam how Comado can help protect youwr environment

Next, enter the addresses you want to scan. You can add addresses in the following format:

+ [P address - 10.0.0.1

« IPrange-10.0.0.1-10.0.0.5

+ IPsubnet - 10.0.0.0/24 or 10.0.0.0/255.255.255.0
+  Host Name - e.g., 'Home Computer’

Start Scan Wizard X

(e | Network Addresses

10.108.51.121/255.255.255.0 Remaove

Remove All
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«  Click the 'Add" button to register the item for the scan.

+  Repeat the process to add more addresses/host-names.

«+  Click 'Remove' to delete an item.

«  Click 'Next' to continue.

- Login to the target device using either use the existing administrator credentials, or with custom credentials.
«  Next, click either the 'Quick Scan' or 'Full Scan' button to start the scan.

+  Quick Scan: Scans critical and commonly infected areas of target endpoints
+  Full Scan: Scans all files and folders on target endpoints.

FD MODO Unknown File Hunter

79% 5can In Progress... @ Help

(Files: 46949 | Computers: 2 of 166)

4 P
Name Size Verdict
L CIS-PC{10.8.54.144) 360 files scanned (20038%} Unknown: . Makicious: 0. Ogress ]
; DC (10.8.64.156) Login problem: invald vsername or bad passward Failed
3 D01 (10.8.64.120) Enurnerating autoruns: 240 n Brogress
; DEMOT-WINT-64 (10.864.35) Logm problem: wvalid username or bad password, Failed
;. DESKTOP-23HNTEA (108.65.5) Login problam: imvalid usemame or bad password. Failed
LY DESKTOP-2APTLIE (10.8.64157) Logen problerm: Lhe trust relationship between this workstal,. Failed
:. DESKTOP-3AHSBG) (1008.64.155) Login problem: invalid usemame or bad password Failed

Pleasa enter your email to receive 3 detailed scan results report: Submit

Comodo Unlenown File Hunter is part of the Comodo ONE portiolio of security sobutions. Visit ope.comedo.com to leam how Comodo can help protect your environment

The remainder of the process is the same as for scanning an Active Directory domain. Click here for details about
the rest of the process.

3.4 Scan Local Computer

To scan the computer you are currently using:
+  Click the 'Custom Scan' button

+  Click This computer":
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Select Scan Targets

Active Directory
Scan computers
alected from Activ

Direcior

Workgroup
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This Computer

Sean This Computer

Cancal

Comodo Unknown File Hunter is part of the Comodo ONE portfolio of security solutions. Visit cne.comedo.com to kearn how Comodo can help protect your environment.
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+  Choose the type of scan you want to run:

Start Scan Wizard b4

DESKTOP-HI950BN
Select Scan Type

® | @]

Full Scan Quick Scan
Scans all the files and folders in Scans comm C

Custom Scan

only infected areas Scans individually selected folders

Back

Quick Scan: Scan critical and commonly infected areas on the local computer
Full Scan: Scan all files and folders on on the local computer
Custom Scan: Scan selected files or folders on the local computer

+ Quick scans and full scans will begin immediately.
«  Fora'Custom Scan', you need to choose the directories and files you want to scan:

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved.
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=
B= (Tt : .
o= \& Select Directories
fe=———————=

-

fRacycle.Bin
SWINDOWS.~BT
Documents and Settings
inetpub
OpenSSL-Win32
PerfLogs

Program Files

Program Files (x86)

ProgramData

"""T"T""E

IEEEENOOO0OO ,

Recovery

[] scan critical areas of computer which are most often targeted by malware

+ 'Scan critical areas..." - If enabled, the scan will cover frequently targeted areas of your computer in addition
to the items in your custom scan.

«  Click 'Scan' to start the scan.
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COMODO pknown File Hunter

Crealing Trus &

40% Scan In Progress... @ Help

(Files: 120 | Computers: 0 of 1)

Mame Size Verdict

g locathost (127.0.0.1) 120 fles scanmed (£05), Unknowne 0, Malsious: 6 In Progress

When all the files are anabyzed, you will receive a detailed report at domersai@fyopmail com

Comado Linknown File Hunter is part of the Comoda ONE portfalio of securnity solutions. Visit one.comado.com to learm how Comodo can help protect your en

The remainder of the process is the same as for scanning an Active Directory domain. Click here for details about
the rest of the process.

Comodo Unknown File Hunter Admin Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 27



COMODO

CYBERSECURITY

4  Scan Results

Scan process and scan results:
«  Comodo has a huge database of blacklisted and whitelisted files on its File Lookup Server (FLS).
«  The UFH scanner first checks the rating of all files on an endpoint against these FLS lists.
+  File trust ratings are as follows:
+  Clean — Awhitelisted file which is safe to run.
«  Malicious — A blacklisted file which is a known threat / malware.

+  Unknown — There is no trust verdict available for this file. The file will be uploaded to Valkyrie.

+  Valkyrie is Comodo's file analysis and verdicting service. The service inspects unknown files with a battery
of dynamic and static tests in order to establish the file's trust rating. Files may also undergo further testing
by human experts.

- After analysis, the previously unknown files are rated as 'Clean’ or 'Malicious' and the results passed back
to UFH.

«  Click 'Current Scan'/ 'Previous' scans to browse scan results.

+  Click 'Detailed Scan Results' to view full test results on the Valkyrie website. You will need to login at
https:/Ivalkyrie.comodo.com with your Comodo account username and password.

EDMDDO Unknown File Hunter

Scan Completed
[Files: 34795 | Computers: 1of 1)

= New Custom St

Mame Size Verdict |

| [ localhost (127.0.0.1) Completed: Total files scanned: 34796. Unknown: 6. Malicous: &.

LE) C\ProgramData\SpeedBit,DAMPlugins) 189AE6T3-13C1-4133-A470-BCADDDACEEC, 1.0.1.. 12 KB Clean
| 6 C\Program FilesyWindowsapps\SharedLimited Time\Infused sppsiPackages Microsoft Win... 260 KB Clean
ré ChWindows\Infuseda pps\Packages micresoftwindowscommunicationsapps_17.8241 4127.., 44KB  Cle

r'g Ch s\InfusedA pps\ Packages\Micosoft.XboxSpeechToTextCverlay_1.17.29001.0_x64, 550 KB Claan
L(‘; Cywindows\Infusedpps\Packages\Microsoft. BingMews_4.3.193.0 86 8wekyb3dBbbwe',. 8MB Clean

|é Cywindows\infusedapps\Packages\Microsoft WindowsCamera_2017.7

[f capmaram EilesyWindews AppssharedLimitedTime\microsoft windom:

When all the files are analyzed, you will receive a detailed report at domersa@yopmail com

Comodo Unknown File Hunter is part of the Comodo ONE portfolio of security solutions. Visit one.comodao.com to kearn how Comode can help protect your environment

Click the following links for more details on UFH scan results:
+  Comodo Unknown File Hunter Scan Results
«  Valkyrie Analysis Results
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4.1 Comodo Unknown File Hunter Scan Results

Results are shown in the UFH interface as soon as the scan finishes.
«  Current Scan interface — Full results of the most recent scan.
«  Previous Scan interface — Alist of all previously run scans. Expand any scan to view per-endpoint results.

Click 'Previous Scans'/ 'Current Scan' to switch between the two interfaces:

@ Previous Scans @ Current Scan

Current Scan Results

+  Click 'Current Scan' at the top to view the results of the most recent scan:

Scan Completed @ Previous Scans @ Create Report @ Opticns @ Help Login

[Files: 347%5 | Computers: 1 of 1)

Mame Size Verdict .

] [e localhost (127.0.0.1) Completed: Total files scanned: 34796, Unknown: & Malicous: 8.

LE} C\ProgramDataspeedBit, DA Plugins, 1 89AE6T3-13C1-4133-24T0-8CAD DD ACBEC, 1.0, 12 KB Claan
| ;3\ Cr\Program FilesyWindows apps\SharedlimitedTime Infused appe Packages Microso ft Win... 260 KB Claan
ré' Cowindowd Infusedapod Packages micresoflwindowscommunicationsapps_17.8241.4127.,, 44 KB Clean
["@. Ciwindows\InfusedApps\Packages\Micosoft.XboxSpeechToTextCverlay_1.17.20007.0_«54, 550 KB Clean
LE;. ChyWindows\InfusedApps| Packeges\ Microsoft. BingMeaws_4.3.183.0 86 Swekyb3dBbbwe . 8 M2 Claan
|;3, ChWindows\Infusedapps, Packacges\ Microsoft WindowsCamera_3017.727.2000_w064_ Bweky... 105 KE Claan
r:w CA Proaram Filesy Windows Appd Sharscdlimil s Time\ microaallwind owecommomeahonsap, 10 KR Cloan

When all the files are analyzed, you will receive 2 detailed report at demersa@yopmall com

Comodo Unknown File Hunter is part of the Comodo OMNE portfolio of security solutions. Visit one.comodo.com to learn how Comode can help protect your environment

«  Click '+' beside a hostname to view all files analyzed on the endpoint. Double-click on any file to view file
details.

«  The tiles above the results table show the total number of unknown, malicious and clean files.

« 'Unknown' means no trust rating is available for the file. After expert analysis these will be categorized
as either 'Safe' or 'Malicious'.

Current Scan Results Interface - Table of Column Descriptions

Column Header Description

Name The name of the computer on which the scan was run. Click '+' to view the full path of the
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file.
Size The size of the analyzed file.
Verdict The trust rating of the file. The possible values are:

«  Completed — Unknown file which has been successfully uploaded to Valkyrie for
analysis.

+ InAnalysis — Unknown file which is currently being tested by Valkyrie
«  Clean - Files found to be safe after Valkyrie analysis
+  Malicious — Files found to be unsafe after FLS and Valkyrie analysis

«  No Threat Found - No malicious intent was found by Valkyrie's automated tests but
the file has been passed onto human experts for further analysis. These files are
listed as 'Unknown' in the tiles above the table. They will be classified as either
'Clean’ or 'Malicious' after the human analysis concludes.

Searching, sorting and filtering Options

Use the search box to look for endpoints by name or IP address. Clear the search box to display all
endpoints again.

Click the column headers to sort results by name, size and verdict.
Click the funnel icon at the end of 'Name' column to choose result filters:

W

S]] In Progress
Canceled
Completad
Failed
Cffline

Clear Filter

Previous Scans Results

Click 'Previous Scans' at the top

The results of the previous scans will be shown:
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COMODO Unknown File Hunter

Creating Trust Online

Previous Scans

Q

Scan Summary Scan Date Scan Target Scan Type
—_"35' Computers scanned: 1. Total files scanned: 1222, Unknown: ... §/25/2018 3:34:46 PM Auto Discowery Ouick Scan Detailed Results
:-9 Computers scanned: 1, Total files scanned: 2. Unknown: 0. Ma...  6/25/2018 4:52:11 PM Local Computer Custom Scan  Detziled Results
=0 Computers scanned: 1. Total files scanned: 1231, Unknowne 0. 6/25/2018 5:04:3% PM Auto Discoveny Quick Scan Dotailed Resulls
=@ Computers scanned: 1. Total files scanned: 7. Unknown: 0. Ma_..  §/25/2018 5:24:34 PM Local Computer Custom Scan  Detziled Results
o Sean Failed. G/26/2018 10:56:52 A Active Diractory Quick Scan
:f_f’ Computers scanned: 1. Total files scanned: 7. Unknown: 0. Ma..  §/26/2018 11:17:50 Ak Local Computer Custom Scan  Detailed Results
:-ED Scan Canceled. /262015 1:24:04 PM Metwork Addresses Quick Scan

O Computers scannad; 1

@ Current Scan Options {D Help chiwvalkyne

Column Header

Previous Scan Results Interface - Table of Column Descriptions

Description

Scan Summary

Indicates the status of scans.
«  Scan Failed — The scan was unsuccessful.

«  Scan Canceled — The scan was canceled by the admin.

+  Computer scanned — The number beside it indicates the number of endpoints that
were scanned for that scan.

Scan Date

The date and time the scan was run.

Scan Target

Indicates the type of scan:
+  Auto Discovery — Scan run on discovered endpoints on the network

+ Active Directory — Scan run on endpoints which belong to an Active Directory
domain

+  Network Addresses — Scan executed by specifying their host name/IP address, or
scan all endpoints on an IP range

+  Local Computer — Scan run on the local device

Scan Type

Indicates whether it is a quick or full scan

Detailed Results

Click this link to open https://valkyrie.comodo.com with full details of Valkyrie results. See
'Valkyrie Analysis Results' for more information.

- Double-click a scan or right-click then 'Details' to open the scan details interface
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COMODO yninown File Hunter

Crealing Trus! Onling

Scan Completed @ Current Scan Ciptions @ Help chiwvalkyrie

[Files: 34796 | Computers: 1 .of 1)

{ Back to Previous Scans

Mame Size Verdict

j localhest (127.0.0.1) Completed: Total files scanned: 24796, Unknown: 6, Mahoous: 8 Complated

Comodo Unknown File Hurter is part of the Comodo ONE portifplic of security soluticns. Visit one.comodo.com to learn how Comodo can help protect your environment

Full 5can

(®) Details

Cormoda Unkmown File Hunter is part of the Comodo OME portfolio of security solutions. Visit one.comodio.com to learn how Comodo can help protect your environment.

[ - Computers scanned: 1. Total files scanned: 34795, L nkno

The interface is similar to current scan results explained above.

Click 'Detailed Scan Results' button to view full results at https://valkyrie.comodo.com . See 'Valkyrie
Analysis Results' for more information.

Click 'Back to Previous Scans' to return to 'Previous Scans' screen.
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4.2  Valkyrie Analysis Results

+  Files with a trust rating of 'Unknown' are automatically uploaded to Valkyrie for analysis.

«  The service examines each file with a battery of dynamic and static tests in order to establish the file's trust
rating. If required, files undergo further analysis by human experts.

+  Valkyrie's automated and human tests will ultimately produce a verdict of 'Clean’ or 'Malicious' which is
returned to the UFH interface.

« You can view overall scan results in the UFH interface.

+  Click 'Detailed Scan Results' to login at https://valkyrie.comodo.com and view full results of Valkyrie tests
on your unknown files.

« You can login with your Comodo, Comodo Dragon or Comodo One username and password.
If you have not logged in to your Valkyrie account, the scan results for the clicked item will be shown:

% Wl KIEJ..E m

Uniknown File Hunter Scan Results

UMENOWN FILE HUMTER SCAN SESSION FETAILS

Show. 25w Enires Saarch
File Mame -« Paths SHAT Lasl Aty Final warder Human Expert Visrdicl Hiifnan Expart Anelyis SLatu Squisl Typi
wtop CASanpkious fienal b DectsROT0NESTEER..  301B-DT-02 130036 | FUA Quariss 8
........ Erduspoiut Meoad L. | BASTHSSLTSOEIEIL.. B0 1adEE | P s [+ ]

+  Click 'Sign in" at the top-right. Valkyrie home page with details of all files uploaded by all customers will be
displayed:

\ VALKYRIE

e el
[T

“The statistics Bolong 10 yosendag's (12 Juky 2098 aralyss.

| wal ll-eIshﬂle-ﬂﬂhwﬂ.mrhw-|r4-1hlw-l:?MmeN!H-u-bmr!dﬂmhnmhnhhﬂNllqﬂ-:\-:u-dutuuﬂulM—lusuuﬁnlr\pn-ﬂmhmdwanﬂ
WALKYRIE riralratts o Faasisnas Troer & 15 ared based on aralys Festiis £ar e tsers agasial imalmare ursetieted by (s AnL. Vs praducts.
COMEI0

LATEST FILE UPLOADS
sHa FILE NAME SOURCE  SUBMIT DATE FINAL VERDICT  HUMAN EXFERT VERDIGT HUMEN EXFERT ANALYHS STATUS
ARSI TIN IS BT 4 BHS TE B T Upkaat WBNTAZ ST Mahears Wadwiti Complated

+  Click 'Sign in" at the top-right of the Valkyrie home page
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Comodo Unknown File HunterAdmlnGUId e COMOoDO

2 VALKYRIE
A coMOoDO
Emall or Login *
Password *
®
D Remember Me Forgot password 7

SIGN IN CREATE AN ACCOUNT

«  Dragon / Comodo One customers can use their credentials to login.

+ If you do not have an account, click the 'Create an account' link, provide the required details and sign up for
an account, which is free.

- Ifyou already have an Valkyrie account, enter the credentials and click the 'Sign In" button.
The 'Dashboard' page will be displayed by default.

-'. YALEYRIE ] YT ¢ Cashaawd

BH DASHDOARD bt
Lasi 0y Lawt7odaps © Lest M bous  Toldy
v
(IR R—— 0 . 0 = [ ()
Unkreram File Huster Scarm Totad fikes uploaded Tobal Thes quered Files being processed Files provessing comphzind
ETATISTICS » . . . . .
Malwars or PUA File Detected Devices Malware or PUA File Detected Devices Latest Malwars Submissicns
{Glabal)
SETTINGE * STATUS FILE MAME
0.0%
it 148n v

If you are already logged into your Valkyrie account, clicking the 'Detailed Scan Results' in the 'Current Scan' page or
'Detailed Results' link in the 'Previous Scans' page will open the results page of the respective link.
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VALKYRIE

raMonn

Unknown File Hunter Scan Results

UNKNOWN FILE HUNTERE SCAM SESSION DETAILS

Show 35 -~ eniries

File Kame Path SHAT

ptark eee EfSuspicious flestdl te.. | 3437365e5b 750211574,

il i EnSuspoious sl ., | TRSMGESEATecs 1473567
rpild Fifunprious flsatal e, dlbsGehot a3 Adnfemm_
CRLSulinese  ElSuspicious Mlesidl e oct2ditb3 036 e e

CALaa ENSuSpacious Tl .. S7h723esCE0STR000E.

Last Activity v Final Vendect Human Expert Verdict Human Expert inalysis Stabus
DT 03 1&2RAG | PUA
DAOME &S PUA
FROTIA 1N PUA
DAATOI ISR FUA

DFOT03 1aENE | PUA

Saanch

Request Type
Guerked

Quirsd

Quarisd

GQueried

00%
000
003
00%
060

You can navigate to different pages of the website by clicking your account name on the top right side of the page.

i B ] »e

0]

't AN

9

My Dashboard

My Recent Analysis
My Stats
AcCtivity Logs

My APT Scans

Unparalleled Protection

Weekly Unknown Stats

Settings

Log Out o'

Queried o '

Alternatively, you can navigate to different pages from the left side menu of the home page:
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-@VﬂLKYME

W
85 DASHBOARD

Overview
Recent Analysis Requests (
LUInknown File Hunter Scans Tota

STATISTICS v

M:

My Analysis Statistics

Unparalleled Protection Statistics

SETTINGS -

Account

Antivirus Vendors

See our dedicated Valkyrie guide at https://help.comodo.com/topic-397-1-773-9567-Valkyrie-Analysis-
Results.html for more information.
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5 Reports

Report are available for each scan you run and are divided into three categories:

«  Executive Report - A summary of the scan. Includes details such as the number of devices scanned, the
number of unknown programs found and so on

+  Per Device Report - Scan results grouped by device.

+  Per Program Report — A report with details on each unknown / malicious program. The report also specifies
which devices the file was found.

You can generate reports from the 'Create Report' menu

coMODO Unknown File Hunter

Crealing Trusl Cnling

Scan Completed @ Previous Scans @ Create Report @ QOptions @ Help chtwvalkyrie

[Fles: 150 | Computers: 1 of 1)

Executive Report

Per-Device Report

Per-Program Report

MName Size Verdict

See the following sections for help on each report type:
»  Executive Report
«  Device Report
«  Program Report

5.1 Executive Report

The executive report is a top-level summary of the scan results. Details include scan start/finish times, the number of
devices scanned and the trust rating of discovered files.

To generate an 'Executive' report results, click 'Create Reports' and then 'Executive Report'
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Options

Executive Report

Per-Device Report

Per-Program Report

The report will be generated and displayed:

Executive Report

COMODD Ekhkrnw-ﬂﬂle Hunter

Executive Report

Summary Charts

Scanned Devices File Rating

Scroll down to view the full report. The report in PDF format is saved in a temporary folder and will not be available
after the application is closed. To save the report, click the folder icon on the top left side, copy the report file and
save in another location.

«  Summary Charts - Provides the details of programs found on the scanned devices and the rating of the
scanned devices.

«  Scanned Devices File Rating - Results displayed in pie chart of the programs that were scanned on
the devices. Provides the percentage of trusted programs, unknown programs and malware.

« Device Assessment - The statuses of the scanned devices in pie chart providing the percentage of
devices that are found safe, infected and at risk.
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5.2 Device Report

The 'Per Device Report' is a summary of scan results for a particular device. It includes details of malware found on
each device, unknown files found and the path of the files.

To generate a 'Per Device' report, click 'Reports' then 'Per Device Report'

Create Report

Executive Report

Per-Device Report

>

Per-Program Report

The report will be generated and displayed:

Per-Device Report

COMODO my Linknown File Hunter

Per-Device Report

Summary Chart

Top 10 Vulnerable Devices

Scroll down to view the full report. The report in PDF format is saved in a temporary folder and will not be available
after the application is closed. To save the report, click the folder icon on the top left side, copy the report file and
save in another location.

«  Summary Chart - Provides the details in bar graph the top 10 endpoints that are detected with
unknown/malware files.
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+  Report Summary - Provides the details of the scan such as number of devices scanned, date and time of
the scan, number of malware found and so on.

« Details per Device - The details of each device including the name of the device, number of
malware/unknown files in them, the path of each malware/unknown files in the affected device and more.

5.3 Program Report

The 'Per Program Report' shows scan results grouped by filename. It includes details about each malware/unknown
file found, the devices on which they were found, the file path and more.

+  Click 'Reports' > 'Per Program Report' to generate a report of this type:

Create Report @

Executive Report
Per-Device Report

Per-Program Repurt.i%

«  The report will be generated immediately.
+  Click the floppy-disk icon at top-left to save the report in .pdf format (it is not saved automatically).

COMODO EUFknown File Hunter

Per-Program Report

Summary Chart

Top 10 Unknown/Malicious Files

CPIL3.dil

cpil.dil

cpil.exe

CPILSuite.exe
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Scroll down to view the full report. The report in PDF format is saved in a temporary folder and will not be available
after the application is closed. To save the report, click the folder icon on the top left side, copy the report file and
save in another location.

«  Summary Chart - The 10 most prevalent unknown and malicious programs on your network

+  Report Summary - General scan info. Number of devices scanned, date and time of the scan, number of
malware/unknown files found etc.

+  Details per Program - Granular details about each file, including the names of the devices it was found on,
IP addresses of the devices and more.

6 About Comodo Unknown File Hunter

The 'About' dialog shows product and version information.
+  Click 'Help" > 'About' to open the interface:
COMODO \nknown File Hunter

Creating Trusl Onling

Scan Completed
(Files: 150 | Computers: 1 of 1)

JZI:I Start Discovery

Craeabing Trust Online
Product Namee: Unknown File Hunter
Product Version: 500,134

+  Product Name - The full name of the product
«  Product Version - The version number of the product
+  Click the 'Close' button to return to the application.
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7 Agent Requirements

'Agent Requirements' shows advice to help you run scans successfully.
+  Click 'Help' > 'Agent Requirements' to open the interface:

COMODO Unknown File Hunter

Crealing Trust Online

Scan Completed (%) Previous Scans (i) Create Report (B) Options

(Files: 150 | Computers: 1 of 1)

About

a Check whether a target computer is turnisd on and connected (o the network.

5 (@ Checkwhether firawsll on a target computer is turned Off.

(@ Check whether IF address of a target computer is correct.
& Inthe Network Neighbourbood run Metwork Wizard, enable file sharing. {
() Make sure Administretor password is not blank and correct.

Check whather "Forcequest” oplion on target computer is disybled: HKLAYSYSTERM)Y,
\CurrentControdSet ControliLsa “forceguest’ dword is 0

@ If the acoount i not a built-in Administrator, check whether, HELW SOFTWARE ! Microsolty, |
WWindowsy\CurmentVersson), Polices\\System ‘LocalAccountTokenFiltterPolicy” dword is 1 |
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.888.266.636

Tel : +1.703.581.6361
https:/lwww.comodo.com

Email; EnterpriseSolutions@Comodo.com
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