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1 Introduction to Comodo Valkyrie

Valkyrie is an online file verdict system that tests unknown files with a range of static and behavioral checks in order
to identify those that are malicious. Because Valkyrie analyzes the entire run-time behavior of a file, it is more
effective at detecting zero-day threats missed by the signature-based detection systems of classic antivirus products.

The Valkyrie console allows users to upload new files for analysis and to view scan results in a range of dashboards
and reports. Users also have the option to forward files Comodo Labs for in-depth, human expert checks. The
Comodo Unknown File Hunter tool allows users to locally scan entire networks for unknown files then upload them to
Valkyrie for analysis.

«  The results of your most recent analysis requests are shown by default
- Click your user-icon at top-right to navigate to the dashboard and other important areas
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Features
+  Noinstallation required, just upload files for analysis
+  Automated and human expert analysis (optional) of submitted files
«  Comprehensive reporting and dashboards

Overview of the Technologies

Valkyrie analysis systems consist of multiple techniques to ensure each and every file submitted is analyzed
thoroughly before providing the verdict. In order to do that Valkyrie deploys two types of technologies - Automatic
analysis and Human Expert analysis. The techniques used for automatic analysis include Static Analysis, Dynamic
Analysis, Valkyrie Plugins and Embedded Detectors, Signature Based Detection, Trusted Vendor and Certificate
Validation, Reputation System and Big Data VirusScope Analysis System.

Static Analysis

This technique involves extraction and analysis of various binary features and static behavioral inferences of an
executable such as API headers, referred DLLs, PE sections and more such resources. Any deviation from the
expected results are listed in the static analysis results and the verdict given accordingly.

Dynamic Analysis

The dynamic analysis technique include studying the run time behavior of a file to identify malware patterns that
cannot be be identified through static analysis.

Valkyrie Plugins and Embedded Detectors
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Valkyrie plugins utilizes the different malware analysis techniques developed by various communities and
educational institutions and deployed by them on their systems as RESTful Web Services. Valkyrie includes these
results also to compute a final overall verdict.

Embedded detectors in Valkyrie uses new methods of malware detection developed by Comodo AV laboratory to
compute an overall final verdict of a file.

Signature Based Detection

Valkyrie uses different signature based detection sources in order to detect a given sample in the first place.
Signature based detection simply checks SHA1 hash of files from signature sources to determine if there is any
match in database.

Trusted Vendor and Certificate Validation

Valkyrie checks vendor details of a file with Trusted Vendor database that are continuously updated. If the vendor is
white listed, then certificate validation is done to ensure that certificate chain is valid and not revoked or expired.

Reputation System

Reputation data of files that are collected from millions of endpoints through Comodo network and products are
evaluated on a big data platform and converted to intelligence form to be used by Valkyrie.

Big Data VirusScope Analysis System

VirusScope, a part of Comodo Security products, is a dynamic application analyzer system that detects malicious
behavior of a file, blocks and reverses those actions when necessary. The detected malware are reported to
Comodo servers and this data is also used by Valkyrie.

Human Expert Analysis

Valkyrie system includes submission of files by users for manual analysis. Comodo expert analysis, which consists of
the most sophisticated analysis of a file and provides the ultimate verdict of the file.

Guide Structure

This guide is intended to take you through the use of Comodo Valkyrie and is broken down into the following main
sections.

+ Introduction

+  Create a Valkyrie Account
+ Log into Valkyrie

+ Upload Files for Analysis

«  Valkyrie Analysis Results

« Valkyrie Dashboard

+ Recent Analysis Requests

+  Kill Chain Report

« My Analysis Statistics

+  Unknown File Hunter Scans

+ Unparalleled Protection Statistics

+  Unknown File Statistics

- Configure Valkyrie Account Settings
«  Account Configuration
+  Antivirus Vendors

+  Unknown File Hunter Tool

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 4
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2  Create a Valkyrie Account

Creating a Valkyrie account is very simple and can be done within a few minutes. Enter
https://valkyrie.comodo.com into the address bar of any browser and click the 'Sign In" button at the top right of the
screen.

b,

& Valkyrie is a file verdict system. Different from traditional signature based malware detection techniques
VA L K Y R | E Valkyrie conducts several analysis using run-time behavior and hundreds of features from a file and based
on analysis results can warn users against malware undetected by classic Anti-Virus products.

coMOoDO

LATEST FILE UPLOADS

SEARCH

SHA1 FILE NAME SOURCE SUBMITDATE FINAL HUMAN EXPERT HUMAN EXPERT
VERDICT VERDICT ANALYSIS STATUS

The 'Comodo Valkyrie' login screen will be displayed.

"‘ VALKYRIE & Download Unknown File Hunter & SIGN IN

5 VALKYRIE

comoDo

mal e
Email or Login

‘ johnson peteras@gmail com ‘

Password™®

ccoccccccccccccl @ ‘

[[] remember e

m CREATE AN ACCOUNT

«  Click the 'Create an account' link

(& Forgat password ?

You will be taken to the Valkyrie subscription form.

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 5
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VALKYRIE

Valkyrie

FREE (Basic)

with limited functionality

@ \valkyrie - File Inteligence Service Artificial Inteligence
Analyses

Q Valkyrie - File Inteligence Service Human Expert
Analyses

0 Portable Container
° Community Support

€) Professional support for 7 days 24 hours over email an
phone

START SUBSCRIPTION FOR FREE

« @ Full Support
« © Mot Supported
Limited Support*

4 BACK

Valkyrie is a file verdict system. Different from traditional signature based malware detection techniques Valkyrie conducts
several analysis using run-time behavior and hundreds of features from a file and based on analysis results can wamn
users against malware undetected by classic Anti-Virus products

PREMIUM

@ valkyrie - File Inteligence Service Artificial Inteligence
Analyses

° Valkyrie - File Intefligence Service Human Expert
Analyses

° Portable Container
° Community Support

@ FProfessional support for 7 days 24 hours over email an

phone

OR enter your Valkyrie License key

Valkyrie License key

SuUBMIT

cCOMODO
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ad Unknown File Hunter & SIGNIN

+  Click 'BUY PREMIUM' or 'START SUBSCRIPTION FOR FREE' to be taken to Comodo Valkyrie sign-up
page. Enter your User Details and Contact Information in the respective sections. You will receive a

confirmation email.
OR

- Entera valid Valkyrie license key and click 'SUBMIT" to log straight into the interface

If you need to sign-up, please complete the following form:

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved.
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/

Sign Up
Enter your account details below:
First Name

&

Last Name

&

Email

Password
Re-Enter Your Password

|:| | agree with the Terms and Conditions

v =

+  First Name / Last Name - Enter your account first and last names. These will be displayed in the interface
after logging in.

+  Email - Enter a valid email that will be used for logging into your account.
+ Password - Enter the password for logging into your account and confirm it in the next field.

+  Click 'Terms and Conditions', read the 'Comodo Terms and Conditions' fully, select the check box beside 'l
agree with the Terms and Conditions' and click the 'Sign Up' button.

That's it. Your Valkyrie account will be created and the 'Dashboard' screen will be displayed.
If you have forgotten your password, it can be reset as follows:
«  From the 'Welcome to Valkyrie' screen, click the link 'Click here' beside 'Forgot your password?

The 'Recover your password' screen will be displayed:

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 7
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L VALKYRIE

cCoMODO

Email or Login®

Password®

D Remember Me

m CREATE AN ACCOUNT

& Forgot password ?

=
e VALKYRIE

CoOMODD

Recover your password

+  Enter the email address to which the password should be sent in the 'Email' field and click the 'Send'
button.

You will receive the reset password to the specified mail above. Now you can login to the account using the new
password. Please note that you can also reset the current password from the 'Settings' screen. See 'Configure
Valkyrie Account Settings' for more details.

2.1 Log into Valkyrie

You can login to your Valkyrie account using any internet browser.
+  Enter 'https://valkyrie.comodo.com' in the address bar then click 'Enter’
The home page appears:

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 8
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8 Dvwnload Unknown File Huenter & SIGNIN

& Valkyrie i3 & fle verdset systom. Different from traditional signature baied malware detection tethnigues Valkyrie
%y VALEYRIE conducts seversl analyvis using run-time behavior and hundreds of features from a file and based on analysis results can
COMODO Warn users against malware undetected by classic Anti-Virus products.

LATEST FILE UPLOADS

SVALKYRIE

COMODD

Email or Login®

Password®

{=)

[:l Remember Me t Forgot password ?

CREATE AN ACCOUNT

+  Click the 'Sign In' button at the top right. The Login page will be displayed.

«  Enter your Comodo username and password. Comodo One / [Tarian users can use their C1/ ITarian
username and password.

+ If you select the 'Remember Me' you will be logged into your account automatically each time you visit.
+  Ifyou have a premium license you need to accept the terms and conditions after your first login.

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 9
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T VALKYRIE

coOMODO

COMODO TERMS AND CONDITIONS

Valkyrie
THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE AND CLASS ACTION WAIVER WHICH REQUIRES THE RESOLUTION OF DISPUTES ON AN INDIVIDUAL BASIS, LIMITS YOUR
ABILITY TO SEEK RELIEF IN A COURT OF LAW, AND WAIVES YOUR RIGHT TO PARTICIPATE IN CLASS ACTIONS. CLASS ARBITRATIONS, OR A JURY TRIAL FOR CERTAIN DISPUTES.
IMPORTANT—READ THESE TERMS CAREFULLY BEFORE USING VALKYRIE {"SERVICES"). BY USING THE SERVICES, YOU ACKNOWLEDGE THAT YOU HAVE READ THESE TERMS AND
CONDITIONS, THAT YOU UNDERSTAND THEM, AND THAT ¥OU AGREE TO THEM.
These terms and conditions ("Terms”) govern the relationship between you and Comado Security Solutions, Inc.. with its principal place of business at 1255 Broad Street. Clifton, NJ
07013, United States, ("Comaodo”) with respect to your use of the Services.
1. Use of Services
¥ou agree to submit files to Comodo only for the purpose of malware analysiz. You agree that you shall have no right to any file after its submission and that all submissions shall be
deemed NOT CONFIDENTIAL. Comodo may use submitted files and the results of its test in any manner it sees fit and you grant Comodo an irrevocable license to modify, use,
display, perform. reproduce, transmit. and distribute any submitted files. You agree that all testing shall be conducted in Comode’s sole and absolute discretion. Comodo does not
guarantee that a report will be generated for each file submitted. Comedo does not guarantee that a generated report will be accurate or that Comodo will detect all malware. Any
generated report shall be sclely owned by Comoda.
2. Restrictions
You agree to not use the Services to:
i. engage in unlawful activity or 1o use the Services in an unlawful manner

use the Services in any manner that is likely to damage, disable, overburden or impair the Services (excluding the submission of malware o Comodo)

use sutomated scripts to collect information from or otherwise interact with the Services;

, state, national or

9. Amendments

Any w, by be effective if i in writing and signed by both parties. Comodo may change the Terms and the Services without prior notice to you. You should
check the Terms each time you use or access the Services. Your use of the Services after any changes to the Terms constitutes your acceptance of the new terms. Section headings
are for convenience only and shall not be considered in the interpretation of these Terms.

10. Notices

ver of these Terms shall o

All notices, demands or requests to Comodo with respect to these Terms shall be made in writing to: Comodo Security Solutions, Inc., 1255 Broad Street, Clifton, New |ersey 07013.
ACCEPTANCE

BY USING THE SERVICES OR CLICKING "SUBMIT", YOU AGREE TO BE BOUND BY AND COMPLY WITH ALL OF THE TERMS HEREIN. DO NOT USE THE SERVICES IF YOU DO NOT AGREE TO
BE BEOUND BY THESE TERMS AND CONDITIONS.

EXHIBIT A
The following third party software may be distributed with, and is provided under, other licenses and/or has source available from other locations.
Cuckoo Sandbox GNU GLPv3
https://github.com/spender-sandbox/cuckoo-modified/blob/master/docs/LICENSE

ipwhois
https://github.com/secynic/ipwhois/blob/master/LICENSE txt

1By

htips://docs.python.org/3/license. html

Copyright 2001-2017 Python Sofoware Foundation; All Rights reserved

radar chart

data-driven documents
B5D-3-Clause

https:/fopensource.org/licenses/BSD-3-Clause
D3-based reusable chart library

MIT License
htips://opensource.orgilicenses/MIT

The 'Dashboard' page is shown by default after successful sign in. See 'Valkyrie Dashboard' for more details.

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 10
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Next - 'Upload Files for Analysis' .

3  Upload Files for Analysis

Files uploaded to Valkyrie are analyzed with a wide range of dynamic and static tests in order to reach a verdict on
their trustworthiness.

Q1 Analyre Mew File
+  Click 'Analyze New File' to upload files for scanning. This button is located at the top
right corner of the dashboard.

The file upload and analyze form will open:

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. "
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Analyze File

Analyze with SHA1T:

SHA

Analyze with File URL:

File Url % Analyze

Analyze with File Upload:
Please Select a File
File Upload Criteria

Max File Size is 150,00 MB.

Analyze Multiple File with Unknown File Hunter

& DOWNLOAD UNKHOWHN FILE HUNTER

+  Analyze with SHA1 - Enter the SHA1 hash value of the file you wish to investigate and click 'Search'.
Valkyrie will search its databases to see if it has a record of the file and display results accordingly. If no
record is found then use 'Analyze with File Upload' to submit the file for testing.

«  Analyze with File URL - Enter the URL of a file and click the 'Analyze' button. Valkyrie will test the file and
provide a verdict in a few minutes.

+  Analyze with File Upload - Directly submit files for Valkyrie analysis. Click 'Select File', choose the file you
wish to submit then click the 'Analyze’ button. The following message will be displayed if the file has already
been analyzed:

File already analyzed by Valkyrie @ 2017-08-07 09:17:47

SHAT:ded224514827 Hacb0dlcfbToe 1152882400 1fdd

+  Download Unknown File Hunter - Comodo Unknown File Hunter is a utility which lets you scan local and
network endpoints for unknown files. These files can then be uploaded to Valkyrie for analysis.

+  Click 'View Last Result' to view the most recently completed analysis. Click 'Re-Analyze File' to test the
file again.

+  Click 'Re-analyze File' to resubmit the file for another round of dynamic and static tests to get a verdict
on its trustworthiness.

The analysis progress will be shown as follows:

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 12
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Chemrs e P —
FRecent Analysis Requests ID
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STATISTICS *
= Fila Mama: COT ae
SETTING » File Type mbie (15 8. for WS Wiedows
SHAL o i Hilad
™
Wumbsr of Clignts Sesn: 1
Human Expert Analysis Resalt  No human expert anslyss werdict gven o this samgle yet
L
Analysis Summary
AMALYSIS TYPE DATE VERDICT
Signature Sased Deiection 20170602 DE0ADG Matware (1]
Fiw Cartficate vaicaten 2017-00-02 050810 bt Acoicatie
Results is shown once the analysis is complete:
Summary Static Analysis Dymamic Analysis Precise Detectors File Details
D th vt =
y Send To
Copy URL To Export Results View Virus Kill Chain
Clipboard To POF Total Result Report

File Name: COT.exe

File Type: PE32 executable (GUI} Intel 80388, for M3 Windows
SHA1: dedaZ45146278faci0dlcoTie 11525 edod17dd

MD5:  b4bach4ah25e0BbBfdTiE5aT 4i60de8e

Humber of Clients Seen: 1

Humamn Expert Analysis Result: Mo human expert analysis verdict given to this sample yet.
MALWARE

. . Verdict Source: Signature Based Detection
Walkyrie Final Verdict

Analysis Summary

AMNALYSIS TYPE DATE VERDICT

Signature Based Detection 201 7-08-02 068:08:08 Mahwars 0
Siatic Analysis Cverall Verdict 2017-08-02 08:07:16 Mo Threat Found

Dynamic Analysis Owerall ‘erdict 2017-08-02 08:07-36 Mo Threat Found

File Certificate Validation 2017-08-02 068:08:10 Mot Applicable

Precise Detectors Owerall Vierdict 2017-02-02 08:07:36 Mo Match

See 'Valkyrie Analysis Results' to understand the results.

4 Valkyrie Analysis Results

The Valkyrie homepage shows verdicts on your most recently submitted files:

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 13
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Click the hamburger button at the top-left of the page to open the navigation menu. It has the following items:

»  Dashboard - Details about each file that was submitted to Valkyrie for analysis. This includes the file's
SHA1 signature, submitted date, verdicts and more. See 'Valkyrie Dashboard' for more details.

«  Overview - Overall statistics about the files you have submitted to Valkyrie. Data includes total files
uploaded, malware detected per device, most contacted external addresses and unparalleled
protection statistics. See 'Valkyrie Dashboard' for more details.

«  Recent Analysis Requests - Shows verdicts on the files you most recently uploaded. See Recent
Analysis Requests for more details.

+  Unknown File Hunter Scans - Verdicts on files uploaded using ‘Comodo Unknown File Hunter'
(CUFH). CUFH is a free utility capable of scanning your entire network for unknown files. These
files can then be uploaded to Valkyrie for analysis. CUFH can be downloaded from
https://valkyrie.comodo.com/.

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 14
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-%VALKYME

89 DASHBOARD hd

Owverview
Recent Analysis Requests

Unknown File Hunter Scans

STATISTICS v

My Analysis Statistics
Unparalleled Protection Statistics

Unknown File Statistics

SETTINGS v

Account

Antivirus Vendors

- Statistics

« My Analysis Statistics - Aggregated verdicts on all files submitted by your account over time.
Includes total files submitted, total number of clean/malware files and total number of unknown
files. See 'My Analysis Statistics' to find out more.

«  Unparalleled Protection Statistics - Lists unknown files you submitted which Valkyrie identified
as malicious before any other antivirus company. See 'Unparalleled Protection Statistics' to find
out more.

«  Unknown File Statistics - A graphical summary of unknown files that are white-listed / determined
to be malware, and the number of unknown files that are under analysis. See 'Unknown File
Statistics' to find out more.

+  Settings - Configure your Valkyrie account details. Allows you to update your account details and
antivirus vendors. See 'Configre Valkyrie Account Settings' for more details.

« My Account - Allows you to update account details such as name, current password and more.
See Account configuration to find out more.

«  Antivirus Vendors - Choose which AV software you have used in the past or are currently using.
Valkyrie uses this data to dynamically compare it's performance with that of competing solutions.
For example, the 'Undetected by your previous vendor' column in the 'Unparalleled Protection'
section is determined by the vendor you choose here. See Antivirus Vendors to find out more.

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 15
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4.1 Valkyrie Dashboard

The Valkyrie dashboard shows a top-level summary of Valkyrie results on files that you have submitted.
This lets you quickly view the total number of files uploaded, queried, processed and in progress.
To view your dashboard
«  Click your account name at the top-right and then 'Dashboard' from the left-hand menu
OR
«  Click the hamburger icon at top-left then 'Dashboard'

+  Note: The charts in the dashboard are a historical record of malware that was found on your devices at a
given time. They do not necessarily mean you have active malware on your devices right now, especially if
you have security software installed to clean the threats.

For example, the "Today' stats might show that malware was detected on your devices.
However, your security software may already have handled those threats.
The "Today' figure will return to zero at 00.00 AM the next day if the threats are no longer active.

-{‘-a(}waKer.lE

L) v
B2 DASHBOARD

Owverview
Recent Analysis Requests

Unknown File Hunter Scans

STATISTICS v

My Analysis Statistics
Unparalleled Protection Statistics

Unknown File Statistics

SETTINGS v

Account

Antivirus Vendors

The dashboard has three sections:

«  Overview - Real-time charts and graphs showing key data about unknown files and threats on devices in
your network. See Overview for more details.

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 16
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+ Recent Analysis Requests - Shows trust verdicts on files which you have recently uploaded to
Valkyrie for analysis. You can download reports on each file, submit a file for testing on Virus Total and
submit a file for human analysis. See Recent Analysis Requests for more details.

+  Unknown File Hunter Scans - Valkyrie verdicts on files discovered and submitted by Comodo's
Unknown File Hunter (UFH) tool. Comodo UFH is a lightweight scanner designed to find all unknown
files on your network. You then have the option to upload these files to Valkyrie for analysis. See
Unknown File Hunter Scans to find out more.

Overview
The overview contains charts, graphs and statistics about Valkyrie results on unknown files in your network.
To open the overview:

+  Click the hamburger button at the top-left

+  Click 'Dashboard' > 'Overview' on the left-menu

& VALKYRIE L Q Analy e Mew File Tesi Val ~

w

Last 30 days Lasi 7 days Lass 24 hours Today

Dvervisw
Fetmrt Analyiis Reguests 2 B 0 X 2
Urikpewer Fila Hunter Seams Total fHes uploaded Total files queried Files being processed Files processing
comipleted
STATISTICS >
Malware or PUA File Detected Malware or PUA File Detected Latest Malware Submissions
SATTINGS * Devices Devices (Global)
STATUS FILE HAME
EZD weswne -
B b 5
100.0% D » o
ﬂ mykpeaadpi e Wigu
D Devices with threats or PUAs 106.0% O Bevices wish thresss or PlAs [ X
Devices without thrests or PUAS  00% Dwvices withaut threats or PUAS  94.0% 1
Belalovarw

‘Overview' contains the following items:
File Statistics

An overall summary of file totals:

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 17
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a 0 o
: ! " 0 "
Tatal fles uploaded Tozal files queried Files being processed Files processing
comipleted
Malware or PUA File Detected Malware or PUA File Detected Latest Malware Submissions
Devices Devices (Global)
STATUS FILE MAME
' weh Jalgk i g Vs
3774TEOZ ane
frog exs Wisg
100.0% 6.0%
mykpeaadpy. e Vg
[T
(O Devices with thream or FuAs  100.0% © Dervices wich thress ar PUAS 6
Davices without threats or PLUAL  0LU0% Dvicel withaut threati or PUAS 94 05 1
Pl timvasrwe

Total files uploaded - Number of files you have submitted using the Valkyrie web interface (direct upload).

Total files queried - Total number of files submitted by your account. This figure incorporates files submitted by
direct upload and those submitted by Comodo software and services like Unknown File Hunter, Forensic Analysis
Tool, Comodo Client Security and Comodo Cloud Antivirus.

Files being processed - Number of files currently being analyzed by Valkyrie

Files processing completed - Number of files which have been successfully analyzed

a3 day Last . ast 24 ho da
: ! . 0 .
Tatal files uploaded Total files queried Files being processed Files processing

completed

You can view data on files submitted within the last 30 days / 7 days / 24 hours / today by clicking the appropriate
link at the top of the interface.
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Malware or PUA File Detected Devices i T

Shows how many of your devices contain or contained Devices
malware/PUAs versus those that are clean.

The chart is a history of malware found on your devices
rather than a concrete indicator of currently active
malware. For example, your security software may

already have removed the malware shown in the 100.0%
‘Today' statistics. The statistics for "Today' will reset at
00.00 AM.

Place your mouse cursor over items in the legend to

change the information displayed in the chart.
0 Devices with threats or PUAs 100.0%

PUA stands for 'Potentially Unwanted Application'. Devices without threats or PUAS  0.0%
While not strictly speaking malware, these applications

are often bundled with legitimate software and might

have been installed without a user's knowledge. Often

they have unclear objectives. An example is a browser

toolbar which purports to offer weather advice, but

which also serves adverts or tracks internet usage.

ST Malware or PUA File Detected Devices(Global)

Devices (Global) The 'Global' charts show aggregated data for all Valkyrie
- customers. This chart shows how many devices contain
malware versus those that are clean across the entire

Valkyrie user-base.

Place your mouse cursor over items in the legend to
6.0% change the information displayed in the chart.

(0 Devices with threats or PUAs 6.0%

Devices without threats or PUAs  94.0%

Latest Malware Submissions o
Latest Malware Submissions

Shows the files you have most-recently submitted for
analysis. STATUS FILE NAME

Click 'View' to open a detailed report on an individual R s
file. 37747503 exe Jie
Click 'View All' to see a list of verdicts and other frog.exe —
information on all submitted files.

mykpeaadpj.exe

clt.exe =

1 Malware
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Malware Statistics

Shows the quantity of various malware types discovered on your devices. Example malware types include worms,
rootkits, ransomware, and password stealers.

Place your mouse cursor over items in the legend to change the information displayed in the chart.

You can view data on malware found within the last 30 days / 7 days / 24 hours / today by clicking the appropriate
link at the top of the interface.

Malware Statistics

Last 30 days

Malware Statistics Graph TYPE AMOUNT
Uncategorized
.
Marm
.
Ransom:
Uncategorized Trojan Generic

Trajan Dropper

Trojan Password Stealer
Backdoor

Virus

Top Most 10 Devices with Malware Detection

The 10 devices upon which most malware was found. The chart shows 'All' types of malware by default. You can
choose specific types of malware using the drop-down to the right.
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Top Most 10 Devices with Malware Detections

Last 30 days Last 7 days Las@

DEVICE NAME IP ADDRESS AMOUNT
my_device 127001 3
127.0.01 127.0.01 1

Top Most 10 Devices with Malware Detectipns

Last 30 days La=zt 7 days Last 24 All st
DEVICE NAME IP Al Backdoor
Bot
my_device 128 Exploit
{Pua
127.0.01 1

| Trojan Generic
Trojan Downloader
Trojan Dropper
Rogue

Unparalleled Protection Stati|Virus
Remote Access Trojan

Spyware
Last 30 days Last 7 days Last 24 § Rootkit
Trojan Password Stealer

Worm
e T Ransomware R
DETECTION - PREVIOUS ANTIVIRUS

VENDOR

Top Most 10 Devices with PUA Detections

The 10 devices upon which most Potential Unwanted Applications were found.
PUA stands for 'Potentially Unwanted Application’. While not strictly speaking malware, these applications are often
bundled with legitimate software and might have been installed without a user's knowledge. Often they have unclear

objectives. An example is a browser toolbar which purports to offer weather advice, but which also serves adverts or
tracks internet usage.

Top Most 10 Devices with PUA Detections =

Last 30 days Last 7 days Last 24 hours

DEVICE MAME IP ADDRESS AMOUNT

my_device 127.0.01

You can view data within the last 30 days / 7 days / 24 hours / today by clicking the appropriate link at the top of the
interface.
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Unparalleled Protection Statistics

Unparalleled protection shows files which Valkyrie found to be malware before any other vendor in the antivirus
industry. The table shows data for zero-day malware and zero-day PUA's for both your account and for all Valkyrie
users (global).

Unparalleled Protection Statistics

Last 30 days &5t 7 days Last 24 hours
MNOT KENOWN BY
TOTAL NUMBER OF UNBETECTED BY YOUR UMNDETECTED BY NEVER 5EEN BY VIRUSTOTAL )
DETECTION N PREVIOUS ANTIVIRUS [GOOGLE)
SAMPLES VENDOR ANTIWIRUS INDUSTRY VIRUSTOTAL (GOOGLE) AT TIME OF
SUBMISSION
z
ero-Day Malware[My c 2 o o a
Account)
Potentially Unwanted
Applications My E o Q 2 a
Account)
Zero-Day Malware T ~ - . -
[Valkyrie Glabal} - -
Potentially Unwanted
Applications [Valkyrie 1823 D ] [ ]

Globaly

You can view data within the last 30 days / 7 days / 24 hours / today by clicking the appropriate link at the top of the
interface.

Top 10 Queried Files

Shows the 10 files which have been most often submitted for analysis. The table shows the file name, the number of
queries and the number of endpoints on which the file was found.

Top 10 Queried Files

Last 30 days Last 7 days Last 24 hours
AMOUNT OF AMOUNT OF DISTINCT
FILE MAME QUERIES PUBLISHER HASH ENDPOINTS
webpluginexe 3 Videon Digital Technologies L..  359c0bbe?a6%0a5877c6d832004349938208877 2 I
3 515¢S85797h 2931497765 4c8cE ) 32 80deTI5 B 703 2 |
3 862701 600500882 8604494807 2540504802 c8 2 L]
3 954515677 6fdbEFAdSE991 cSd64363b548bced 2 ]
SetupMew.oxe 2 Hudson Exchange Group, LLC  37fddc9d0ESeclen2d3bb a9 Ed5aefBiedic213 2 ]
2 4627901 220922331 d858653609073c 2 cBd9alF 9 ]
1 AMD PMP-PE C8 Code Signer...  d3b7915ef8304895f39d7 ci6eebboclOC1 051423 1 I
dB272347e4542ecaed7250505ce5 e baldned? 1 [ |
1 00305b36beb 2821846344547 sbSedDbSefd 73 1 “
0891 26facb6b4903561b46 1 bade 549cBET3260a 1 [ |

You can view data within the last 30 days / 7 days / 24 hours / today by clicking the appropriate link at the top of the
interface.

Top 10 Product Vendors of Queried files
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Shows the 10 software publishers who are responsible for most file queries. A single vendor may be the publisher of
multiple individual files.

Top 10 Product Vendors of Queried Files

Last 30 days a day: Last 24 hours
AMOUNT OF QUERIES S AMOUNT OF DISTINCT
PRODUCT NAME VERSION COMPANY FILES ENDPOINTS

Microsoft Office 2016 16.0.7466.4122 Microsoft Corporation 2 2

Advanced Micro Devices, Inc. Radeon DirectX 11 _ Advanced Micro Devices,

8.17.10.0569
Driver nc
os5u 1 1

You can view data within the last 30 days / 7 days / 24 hours / today by clicking the appropriate link at the top of the
interface.

Malware Files top 10 Contacted Domains/IPs

The 10 IP addresses and domains which were most contacted by malware found on your devices. The table lists the
addresses which were contacted and the regional internet registry that controls these addresses (ASN name). The
map shows the physical locations of the addresses.

Malware Files Top 10 Contacted Domains/IPs

Last 30 days Last 7 days Last 24 hours

k-

e T — S - .

00 100 200 30 40.0 .0 B0 TO0 S0 §0.0 1000

DOMAIN NAME P COUNTRY ASN ASH NAME
mysecuredownload.com 198.72.123.168 Ca 32613 WWeb Technologies Inc.
mysecuredownload.com 198.72.123.96 CA 32613 iWaekb Technologies Inc

You can view data within the last 30 days / 7 days / 24 hours / today by clicking the appropriate link at the top of the
interface.

4.2 Recent Analysis Requests
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To view recently analyzed files:
«  Click the hamburger icon at top-left
+  Click 'Dashboard' > 'Recent Analysis Requests'

-{‘-a(}waKer.lE

52 DASHBOARD

Overview

Recent Analysis Requests

Unknown File Hunter Scans

STATISTICS

My Analysis Statistics
Unparalleled Protection Statistics

Unknown File Statistics

SETTINGS

Account

Antivirus Vendors

The recent analysis screen shows the Valkyrie verdicts on files you have submitted (most recent first):
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Your Recent Analysis Requests

18570

TOTAL NUMBER.
OF FILES

18485

TOTAL NUMBER
OF CLEAN FILES

Search :‘

From 2019-01-20

4
[l
View File Export Results
Info To PDF
File Name

O] pulverated_2935 exe
O 169026716.exe

@] ydsad.exe

O NotAvailable

O NotAvailable

Column Header

) 20120220
vt

View Virus
Total Result

Path

Mot Available
Mot Available
Mot Available
Mot Available

Mot Available

1

TOTAL NUMBER OF
UNKNOWN FILES

i | My All Products

SHA1

fc7 cdeeafl6f0f334172.

50031031e97cdD845..

bgaBabdea2dfd5d7o. ..

b5db99721be30fdf69.

398603d93bdaa3s03. ..

84

TOTAL NUMBER
OF MALWARE FILES

D

bl
Reanalyze

Submit Date

2019-02-18 21:52:02
2019-02-19 06:33:28
2019-02-18 22:50:40
2019-02-19 10:00:10

2019-02-19 08:52:55

0

OF PUA

Last Activity v

2019-02-19 17:40:27
2019-02-19 17:05:.07
2019-02-19 16:44:37
2019-02-19 16:03:20

2019-02-19 16:03:.04

TOTAL NUMBER

Final Verdict

Malware

Malware

Malware

Malware

Mo Threat Found

Your Recent Analysis Requests - Table of Column Descriptions

Description

TOTAL NUMBER IM
HUMAN EXPERT ANALYSIS

Results per

v
page

0

25 ~

Human

Huma
Expert Analy:
Verdict ¥
Malware Analysi
Malware  Analysi
Malware Analysi
Malware Analysi

verdicts are:

«  Clean - The file is safe to run

+  No Threat Found - No malware found in the file, but cannot say it is safe to run

«  Malware - The file is harmful and should not be run

File Name Name of the submitted file.

Path IP of the endpoint and the file path.

SHA1 SHA1 hash value of the file. Hash values, or signatures, as used to describe the file in
whitelists and blacklists.

Submit Date Date and time you uploaded the file to Valkyrie.

Last Activity Date and time the file was submitted for analysis.

Final Verdict The trust rating assigned to the file after Valkyrie's dynamic and static tests. Possible

Human Expert
Verdict

The trust rating assigned to the file after analysis by human experts:

«  Clean - File is safe to run

- Malware - The file is harmful and should not be run

+  Potentially Unwanted Application (PUA) - Applications such as adware, spyware
and browser toolbars. PUAs are not malicious per se, but may execute actions of
which the user is unaware. For example, a weather toolbar may have code which

tracks a user's activity on the internet
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+  No Threat Found - No malware found in the file, but cannot say it is safe to run
+  Not Ready - Indicates human epert analysis of the file is in progress

Human Expert The current status of files submitted for in-depth analysis by Comodo experts. The statuses
Analysis Status are:

In Queue - The analysis has not yet started
+ InProgress - The analysis is currently underway

+  Analysis Completed - The analysis has finished. Verdicts are displayed in the
'Human Expert Verdict'.

+  Objected - Indicates the user has requested another analysis on the file. Users can
re-submit files for testing if they think the verdict is incorrect.

+  Objection Completed - Indicates the manual re-analysis has finished.

Available Actions Perform additional file activities:

Download - Save a local copy of the file

Reanalyze - Send the file back to Valkyrie for another round of automated tests

Send to human expert analysis — Submit the file to Comodo technicians for manual testing

«  Use the radio buttons on the left to select a file. This will activate the following options:

®
View File
- View File Info - Opens detailed information about the file. This includes the file type, file hash values, the
number on endpoints on which it was found, the file's final trust rating and the results of individual tests. See 'File
Analysis Results' for more details.

]
Export Results

ner |- Export Results to PDF - Save a copy of the report in PDF format. See 'Download Automatic Analysis
Report' for more details.

vi

* - View Virus Total Result - Opens the Virus Total results page for the file. Virus Total is a meta-analysis
website which reports verdicts on the file from multiple antivirus vendors. Note - Virus Total may not have results
available if the file is 'Unknown'. See 'View Virus Total Results for the File' for more details.

o
o

.I'ﬂ.
* - Send to Human Expert Analysis (Premium and Consumer Premium licenses only) - Allows you to submit
the file for inspection by Comodo technicians. See 'Send the File for Manual Analysis' for more details.

B

Kill Chain
" _Kill Chain Report - View a granular analysis on the activities and threats posed by the file. See 'Kill

Chain Report' for more details.

9

b

- Reanalyze — Resubmit the file to Valkyrie for another round of dynamic and static tests.

Reanalyze

File Analysis Results
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«  Click the 'View File Info" icon e above the results table to view detailed file information:

Summary Static Analysis Cymamic Analysis Precise Deteciors Fie Details
D Al vt =
Send To
‘opy URL To Export Results View Wirus
Clipboard To PDF Total Result e
Repo
File Name

4558 5e00bfdT O 5aT 48048

MDS5: BShach
Mumber of Clients Seen

Human Expert Analysis Result: Mo human supert analysis verdict given to this samgle yet
MALWARE

Wialkyrie Final Verdict

Verdict Source: Signature Basad Detection

Precise Detectors Analysis Results

DETECTOR MAME DATE VERDICT REASON
Static Precise Adware Prapscram 1 2017-09-07 14:48:20 Mo Maich No madtch
Static Pracise Trojan Crypior Diadestor 1 20070207 14:45:20 Mo Match Mo maich
Wara Rule Static Mabsvane Detector 2017-0-07 14:48:20 Mo hiatch Mo match
Static Precise PIUA Detector 1 2017-08-07 14:48:20 Mo Match Mo Distersd
Stiadic Precise \irus Detecin 2017-08-07 14:44:20

Summary — Contains general file details and the results of individual tests on the file:
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Summary Static Analysis Dynamic Analysis Pracise Detectors Filz Datailzs
D th vt =
R - Send To
Copy URL To Export Results View Virus Kill Chain
Clipboard To POF Total Result -
Report
File Name: COT.exe
File Type: PE32 executable (GUI} Intel 80388, for M3 Windows
SHA1: dedaZ45146278faci0dlcoTie 11525 edod17dd
MD5:  b4bach4ah25e0BbBfdTiE5aT 4i60de8e
Humber of Clients Seen: 1
MALWARE

Walkyrie Final Verdict

Analysis Summary

AMNALYSIS TYPE

Signature Based Detection
Siatic Analysis Cverall Verdict
Dynamic Analysis Owerall ‘erdict
File Certificate Validation

Precise Detectors Owerall Vierdict

cCOMODO

Creating Trust Online®

Humamn Expert Analysis Result: Mo human expert analysis verdict given to this sample yet.

Verdict Source: Signature Based Detection

DATE

2017-08-02 06:05:08

2017-08-02 08:07:16

2017-08-02 08:07-28

2017-09-02 08:08:10

2017-08-02 08:07:36

VERDICT

Mahware 0

Mo Threat Found
Mo Threat Found
Mot Applicable

MNo Match

Static Analysis - Static tests include analyzing the file's binary properties, entropy, packer type and more. Any

deviation from expected values provides clues about the nature of the file.

Scroll down the page to view static analysis overall verdict for the file as well as detailed result for each of the

parameter checked for the file.

+  To view the detailed results of static analysis of the file, click the 'Static Analysis' tab

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved.

28



cCOMODO

Creating Trust Online®

Summary State Analyss Dynamic Analysis Precise Deteciors Fiiz Detziis
0 i vt =
end To
Copy URL Ta Expoit Resul Viewr Virus Kall Chaim
liphoard o PDF Tetal Result =
Qeport

File Name: COTexe
File Type: PEIZ executable (GUI) Imel 30338, for MS Windows
SHAT: dedal451

MDS:  bdbach-4a585el0bE TG 5a7400dele

482 TRfacO0dDofb Noe11528Ee40d 11dd
Humbser of Clients Seen: 1

Human Expert Analysis Result Mo human expert analys:s werdict given 1o this sample yet
MALWARE Verdict Source: Signatune Based Delection

Valkyrie Final Viendict
Static Analysis

STATIC ANALY 515 OVERALL VERDICT RESULT

Mo Thraat Found

DETECTOR RESULT

Suspicous api calls Wnknown

Ogptionai Header LoaderFlags el is valued Jlagal Clean o

Non-assii or empty secton names desecied Clean Q
e size ~tonal Heade Clean O

Dynamic Analysis — Dynamic tests cover the run-time behavior of the file in the test environment. The page
provides a overall dynamic-test verdict and behavioral information about the file. Scroll down the page to view more

detailed information.
«  To view the dynamic analysis of the submitted files, click the 'Dynamic Analysis' tab
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Sumrmary Static Analysis Dynamic Analysis Presise Deleciars Fike Detasis

D | vt

Copy URL To Export Results Wiew Wirus
Clipboard To POF Total Resuli
File Name: 00T exe

File Type: FE3Z execulable (GUT) Int
SHA1T: dedaP451452706c0 ?

MDS5: bdbach4a585e00bE

S5a7 4fM0dedc
Number of Chients Seen: 1
Human Expert Analysis Result: No human expert analyss werdict given to this sample yet

MALWARE

vy _an Verdict Source: Signature Based Detection
dalkoyrie Final Verdic
Dynamic Analysis

DYNAMIC ANALY 515 OVERALL VERDICT RESULT

Threat not debected

SUSPICIOUS BEHAVIORS
Modifies Windows policies 0
Cipens a e in @ system direciony 0

Precise Detectors - Shows how the malware file fared against individual tests.

- To view this section, click the 'Precise Detectors' tab
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Summary Stanic Analysis Dynamic Analysis Pracse Detectors Fie Details
0 (il vt =
sanid T
Copy URL To Export Results View Virus Kdlf _IJ_ p
| Ch
Clipboard To PDF Total Result - c_l
P
File Name: COTexe
File Type: PE3 able (GUR Inted 303358, for MS Windows
SHAN: deda2481402T e D00 T0e 1152882 424 11dd
MDS5: béShach4a5aSelBhafdTB5aT4B0de8s
Number of Chients Seen
Human Expert Analysis Result;
MALWARE

Waloymie Final Verdict

Verdict Source: Signature Based Detection

Precise Detectors Analysis Results

DETECTOR NAME

Static Frecise Adware Prepscram 1

Static Precise Trojan Crypior Detector 1

Wara Rule Static Malware Delecior

Stafic Precise PLIA Detecior 1

Sinlic Precse \Virus Delecdor

DATE

20170907 14:45:20

2017-08-07 14:40:20

2017-00-07 14:48:20

Ho human expert analysis verdict given to this sample yet

VERDICT REASON
Mo Masch Mo madich
Mo Maich Mg maich
Mo Matoh Mo match
o Masch e tacied

Human Expert Analysis - Unknown files submitted for human analysis will receive in-depth inspection from
Comodo's dedicated team of threat research analysts. Human Analysis can help to identify zero-day threats faster
and more accurately than purely automated systems.

«  To view this section, click the 'Human Expert Analysis' tab:

W VALKYRIE

BE DASHBDARD
Summnary
Creeriew

Receal Analyss Bequesis

Uninawn File Huntes Scams

STATISTICS ¥

SETTINGS *

D

Etafic Analysis Dymamic Analysis Precise Deteciors Human Exp e Anal

+

& vt

Ve Wirue

File Hame: Frocy, ees
Fibe Type: PEX
SHAT: 210,

MOS BETA

Fila Datzils

Firsd Somn Date: J016-06-15 1140053 | a20ul 8 v 30

Kamber of Ciests Seer: 6

CLEAM
vealkyn Finad Ve it
Famman Eapert Anshyais Dats: 23515-08-1

Human Expan Analysis Rasur

iwrried Source: s iaeman Expen Ansh

Human Expert Analysis Results

Analysis Start Dove; 20700070 "0 28 spour e ymer g0

Anatysis End Oate:
Film Uplosd Dete: 20705-06-10 09
Update Dats: 20150870

Huiman Exgert Analyst Fesdlback: =o'

Verdict: Diear

Ll Analyss Datec 2014 21151 | abosd & pear 85

pais Cwvs il Vendicl

File Details - Provides additional file information such as the file path on the client machine, PE headers, PE
sections and more. Scroll down the page to view the details of the file.

- To view this section, click the 'File Details' tab:
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Summary  StaicAnslysis  Dynamic Anslysis  Precise Detectors  Human Expert Analysis  File Detais

vt

File Name:

File Type
SHAT:

MD5:

First Seen Date: rago)

o Number of Clients See
\alkyrie Final Verdict Last Analysis Date: 20
Human Expert Analysis Date:

Human Expert Analysis Result:

Verdiet Source: Valkyrie Human Expert Analysis Ovesall Verdict

Additional File Information

s Vendor Validation - Ve idation i

s Certificate Validation - Cer

& PE Headers

PROPERTY VALUE

Compilation Time Stamp Ox423858FD [Wed Mar 16 16:17:01 2005 UTC)

Entry Paint Dx422160 (UPK1)

File Size 58320

Mschine Type Intel 388 or Later - 328t
& PE Headers

PROPERTY VALUE

Compilation Time Stamp 0x423858FD [Wed Mar 18 16:17:01 2005 UTC]

Entry Paint %4221 (UPXT)

File Size 58320

Machine Type Intel 358 or later - 328it

Mime Type applicationx-dosexes

Number Of Sections. 3

Shalsé 15240760 38c00cdfb21acd03el 1a24bc
B File Paths

FILE PATH ON CLIENT SEEN COUNT

C: \$Recycle. Bin\S-1-5-21-3530053451-1850718197- 1760822 160-500\3RERCQHC \ProcX\ProcX. exe 1

C:isuspicious files\ProcX\ProcX.exe 1

Tl \l L W Lexe 1

T W W W Lexe 1

E:'suspicious files\ProcX\ProcX.exe 1

« PE Sections

NAME VIRTUAL ADDRESS VIRTUAL SIZE RAW SIZE ENTROPY MD5
UPXD 01000 D01 5000 0D 0.000000[SUSFICIOUS] -
UPX1 e 16000 Dhed0DD D400 7 854368[SUSPICIOUS] -
TSI 023000 D000 Du 1600 5.232058 -

Download Human Expert Analysis Report

+  Click the 'Download Human Expert Analysis Report' icon to download the report in PDF format

A new web page will open displaying the detailed results for the file.
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File Mame: d=lciacdoBl2 1B Scbdl4d26cSbbbeoadledd2a

Flla Typa:
SHAL: &
MO ar st
First Sen Dats: 2017-07-37 11:10:52 UTC
MALWARE Mumber of Clients Seen: |
iprie Einal Werdi Last Analysis Dabe: 3017-00-27 11:10:52 UTC
Human Expert Analysis Date: 2017 08.08 12:%4

Human Expert Analysis Result; Ms

Wardict Source: Valicgrie Human Expert Anadysis Overad Verdict
Analysis Summary
ANALYSIS TYFE DATE VERDICT
Sigratee Basad Detactas 20017-07-37 11:10-52 UTC Nz Match
Static Analyss Owerall Werdict 2017-07-27 11:10:52 UTC Mo Threat Found
Precse Detectors Overall Vendict 2017-07-27 11:10:52 UTC o Match
Hurman Expeart Analyiss Onerall Wardict 2071 7-08-08 1256206 UTC Malwares 0

The report contains the compiled results of the automatic analysis explained in the File Analysis Results section.
Scroll down the page to view the full report and save it.

View Virus Total Results for the File

Virus Total, a subsidiary of Google, is a information aggregation website and one of its function is to aggregate
output data of different antivirus engines, website scanners and so on. Valkyrie allows to get the details of the file
from this website.

«  Click the 'View Virus Total Result' icon i to view the Virus Total results for a file. Virus Total shows
the verdicts on a particular file from a wide range of AV and security software vendors.

The 'Virus Total' web page for the selected file will be displayed displaying its results.
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> total

SHAZ5E 1524076005904 edcbedd Sb5038c00cdb2 1 acdl3e086d9c 3357 cei522c 1a24be $
Fila name Proc)20170701-15470-bhy 11.exe
Detection ratio: 2/ 62 ‘. 3 @ 3

Analysis date 2017-07-01 12:1%:53 UTC { 2 months, 1 week ago )

= Analysis @ File deta X Relationships Q Additional informaticn @ Comments ) ) Votes

Antivirus Result Update
Sophos ML heuristic 201TDR0T
TheHacker Posible_Worm32 20170628
Ad-Aware L] 2017070
AegisLab L] 20170701
AhnLab-V3 -] 20170701
Alibaba 20170701
ALYac L] 20170701
Antiy-AVL L] 20170630

Scroll down the page to view the results for the file from different antivirus engines.
Send the File for Human Expert Analysis

You can also send a file for human expert analysis by Comodo malware specialists for more comprehensive
inspection in addition to the automated process. This is a premium service and requires a subscription.
&

Sand T
TN ERpET

« Click the 'Send to Human Expert Analysis' icon  “**
manual analysis by Comodo engineers

. on top of the tabular results to submit a file for

After submitting, the file status will show as 'ln Queue' in the 'Human Expert Analysis Status' column. If you have
questioned the result, the status will change to 'Objected'.
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\\4 VALKYRIE Valkrie > Reca Q Analyze NewFile | MyUser v
22 DASHBOARD ~.
Overview

Your Recent Analysis Requests

Recent Analysis Requests
Unknown File Hunter Scans

1 9 TOTAL NUMBER TOTAL NUMBER 1 1 TOTAL NUMBER OF TOTAL NUMBER TOTAL NUMBER 1 1 TOTAL NUMBER IN
OF FILES OF CLEAN FILES UNKNOWN FILES OF MALWARE FILES OF PUA HUMAN EXPERT ANALYSIS

STATISTICS >

From 2017-08-08 [l 20170008 i | My All Products o Results per page 25 v

® th vt

View File Export Results View Virus
Info To PDF Total Resuit

File Name Path SHA1 + Last Activity Final Verdict Human Expert Verdict Human Expert Analysis Status
o] spminstaller dil Not Available fdB66f59b006b754926b35 2017-09-06 17-03:42 No Threat Found Not Ready In Queue
®  59.QswxCeexe Not Available d2dbc21f768428a1ba34bb. 2017-09-05 20-29:40 Malware Malware Objected
O spminventorycallectordil Not Available b54d08412114f9edd33b14...  2017-09-05 20:25:59 No Threat Found Not Ready In Progress
O filesizemonitor dll Not Available aeeBc91fc1d356df12b041 2017-09-05 20-54-44 No Threat Found Not Ready In Queue
O 4e34c5ac0a8021815cb014d26e5bb. Not Available 4e34chac0aB021815ch01 2017-08-08 18:28:09 Malware Malware Analysis Completed
O webpagemonitor.dil Not Available 4ccheTde4bdIb25073786...  2017-09-05 20:29:42 Malware Malware Objected

O 4cabb723e6c842d58290b3ef683572. Not Available 4cabbT23e6c84ed58290b 2017-08-08 20-03:30 Malware

O QOMSD4 exe Not Available 45c321e48a9d0bd258b7d 2017-09-06 14:11:32 PUA PUA Analysis Completed
O asd C:\asd 2c63940875692392a4111d_.  2017-08-08 20-:05:58 Malware Malware Analysis Completed
O itsmrsp.exe Not Available 28b758f20b5fad7c0a19b7.. 2017-09-05 20:46:55 No Threat Found

O 1p404623188a4266737f74ag72edaB . Not Available 1b404623188a4e66737f74 2017-08-08 20-02:47 Clean
o] BfntgVgx exe Not Available 0f6db307eB866b5c 1290725 2017-09-05 18:37:52 No Threat Found Not Ready In Progress

o] file_path_1708 tezudTEv.exe file_path_1708 012c4a2c383ee9115acld 2017-09-07 16:18:21 No Threat Found Not Ready In Queue

1

Showing 1 to 18 of 18 entries

The results of the analysis will be shown in the 'Human Expert Verdict' column.
Filter, sort and search options

+  Tofilter for a specific file, click the arrow next to 'Filter', select 'My All Products' or 'Other' and click 'Apply'.

« By default Valkyrie returns 25 results per page when you perform a search. Click the drop down next to
Filter button to increase / decrease the number of results shown.

«  Enter the details partially or fully in the search field on the top right side. You can search for items based on
all columns.

« Todisplay all the entries again, clear the search field.
+  You can sort the items in ascending/descending order by clicking on the column headers.

4.3 Kill Chain Report

+  Kill Chain reports are a highly detailed analysis of a specific piece of malware that was discovered on your
network. Each report helps you gain a better understanding of your network's threat landscape by detailing
each files malware attributes, file activity, network activity, suspicious behavior and more.

+  Existing Kill Chain reports can be viewed in the web portal by all users.

+  Premium license holders and Comodo One / ITarian users who have a 30-day trial can request new Kill
Chain reports.
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To view 'Kill Chain' report
+  Click the hamburger button top-left
+  Click 'Recent Analysis Requests'

ki

n
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B VALKYRIE

Y CoMO00 Free U Enterpriss
Activity Details Behaviowr Graph Behaviour Sumenary Detailed File info Wetwork Behaviour Soreenshots

File Name: Srooisns
File Typa: 5232 evecusab'e (EU) inoel 80288 Jor 15

SHAY: Ifel I
DETECTION SECTION CLASSIFICATION

ACTIVITY OVERVIEW

Pacher
nformation Discoeery

Mahwarg Analysis Sysmem Evasion

HIGH LEVEL BEHAVIOR DISTRIEUTION

B Process {18815)

W Windows (17)

W Misc (250)

W Systom (ETH1

B Theeading {4

B Synchronzaton (§

W Regisary 202

Bl Fie System (48)
Doz (1780)

W Com (34

=
Send To
Kill Chain

+  Click the 'Send to Kill Chain Report'icon  “*** to generate a Kill Chain report for the selected file.

+ It will take up to 30 minutes to generate the report. Once the report is ready, click the 'Kill Chain Report' icon
E
" to download it.

+  You can view files that belong to your Comodo One / ITarian account by choosing your login name from the
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'Recent Analysis Requests'

enterprisepremiumnort:le FILTERY Re:

My All Products

enterprisepremiumnorole@comodo.com
korumail

Summary

The summary area displays basic file details such as name, type and SHA1/MD5 values, along with the malware's
classification and overall behavior.

«  Detection Section - Shows the malware's overall severity level. The levels are Low, Moderate, High and
Severe.

Classification - An attribute matrix which shows the types of malicious behavior exhibited by the malware,
and the percentage each behavior contributed to the file's total activity. This allows you to see the threat
profile of the file by mapping its observed actions to those of well-known malware types.

+  Activity Overview - Shows the broad attack categories used by the malware and the number of specific
actions within each category. The 'Activity Details' section further down the report expands upon this
information.

High Level Behavior Distribution - Shows how the malware's behavior was spread across various
operating system and network activities.

Activity Details

The activity details section displays the attack types exhibited by the malware. The information in this section is an
expansion of that shown in the 'Activity Overview' bar-chart.

+  Click the 'Activity Details' tab to open this section.

«  Each item consists of a broad attack category followed by specific actions which fall into that category. The
aggregate threat rating for all actions in a category is shown on the right.

«  The category names illustrate the goal of the attack. Actions are the techniques used to achieve the goal.
+ Asingle piece of malware may have multiple goals and may attempt multiple actions to achieve them.
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Sasmmary Aptivity Details Behaviour Graph Behaviour Summary Detailed File Info Metwork Behaviour Soreeneshors

File Mamez Prz
Fils Typa: s B mom —
SHAT: 0ol
MDE: DETET0N DOWMLOAD KILL CHAIN REPORT &8
-
PACKER i

&
The binary likely oortsing encrypted or compressed date. Shior SOHENCES
Shonw SOUrCES

Tha exscutabile iz comprassed using UFX

-

NFORMATION DISCOVERY éﬁ’
-

Exprasses ircerest in specific running processes Ehow sources
AALWARE AMA £ EYETERM EVASION ¥
MALWARE ANALYSIS SYSTEM EVASION ]

A process atbempted to delay the analysis task. Show sownces

+  Click the 'Show sources' link to expand a section.

Behavior Graph

The behavior graph section displays all activities executed by the malware as a timeline. Each activity is time-
stamped and color-coded according to severity level.

A VALKYRIE

CoOMODO

Summary Activity Details Behaviour Graph Eehaviour Summary Detailed File Info Network Behaviour Screenshots

DOWNLOAD KILL CHAIN REPORT &8

PID 2944
Create Process The malicicus file created a child process as 206217 263bc04d7d857234560237ae951057551 exe (PPID 1888)

+  Place your mouse over the graph to view detailed descriptions about a particular activity.
«  Click the arrow on the top left to expand or collapse any section.

Behavior Summary
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Condenses the activities of the malignant file. This includes the files and registry keys it accessed, resolved APIs and
deleted files.

VALKYRIE

COMO00

Summany ACtivity Details Behaviour Graph Benaviour Summary Detailed Hie Info Neowork Behawour Screenshols

Fils Masma: Srociads

File Type: ©

FHAY: ITRITTIES B9TI3%a54a3 899 1057551
peal 14530320 DOWNLOAD KILL CHAIN REPORT &3

MD5: 387875efelTedDaTES
ACCESSED FILES
Drevice'\KzecDD
CVVindowaGlobalization'\Sorting'sortdefaulunls

Windows\Fonts'\staticcache daz

]

CWRdew \System I Duncnerne o Canfig

Coind s SysmemI e O

READ REGISTRY KEYS

HKEY_LOCAL MAY EEYSTEM\ControlSet001 WontrofMNIs\CustomLocale\en-LIS

HEEY_CURRENT _USERSafwarsMicr sdefiwindows \CurrerVersion  ExplasenadvantehEnadleSallosnTips
HEEY_CLIRRENT _USERSoftwarsMicrosoftiVindows! Currertiersion | ExploreriAduancediLisoriewklphaSelect

SHCAN MORE 35

«  Click '+'to expand any section
Detailed File Info
Provides detailed information about the malware and its footprint. This includes:
«  The location, type and hash of all files created by the malware
+  An overall summary of malware details, including name, type, hashes and trust verdict after human analysis
+ Additional file information - A detailed list of PE headers, sections and imports

Click 'Detailed File Info" in the Valkyrie interface to view this section:
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VALKYRIE

OO0 men zar

Detailad Rl nfig Nenwork Behaviour Streanshots

File Mams: =

File Typae:
SHAT: 2¥ S10675E

MDY GETATAefelfTeetd TASDea2 146303200 DOWHLOAD KILL CHAIN REPORT 3

CREATED / DROPPED FILES

FILE PATH TYPE AND HASHES

STATIC FILE INFO

Fiba Marm: Prociless

File Type: PEST sxecutabie [GUT) Irvel 53386. For M3 Windowa, UPK compresisd
SHAT: 206217263 beddd TdBST 234050 3fee P D555

MDD SETETEete I T eIFSTESEea 146302230

First Seen Date: 2016-06-15 06:1:53.029319 | about 8 year ago )

Numbser Of Clients Seen: &

Last Analysis Date: 20M6-08-22 DE:28: 11368470 | about 3 year age )

Human Expert Analysis Date: 201 6-0B-10 05:42:53 957800 | about a year aga |

Human Expert Analysks Result: Clean

+  Click '+' to expand any section

Network Behavior
Provides detailed information about the malware's activities across your network.

Note: It is possible that some queries you see in this section were made by native Windows services. The Valkyrie
server tests files on a machine running only Windows and the executable being tested.

+  Click the 'Network Behavior' tab to open this section:
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Surnmary Activity Details Behaviour Graph Behaviour Summary Detailed File Info Network Behaviour Screenshaots

Fila Nama: =

File Type: FEX ke (EUT) intel BOSEE, for M3 Windows UIP Toressed

SHAT: 270 w551 D5 TS5

MOS: SETS Asfasmeany T tneas 28352580 DOWNLOAD KILL CHAIN REPORT 8
CONTACTED IPS METWORK PORT DISTRIBUTION

W 137 (UDP) 188T%
W 133 (UDF) 18.87%
Ealiey W 3702 (UDF) 1887%
W 5356 (UDP) 50%

e [ R I O

90 180 D0 300 S00 S0 809 AU B 00 KUD

Mame I® Country ASM ASN Mame Trigeer Process Type

The section contains the following areas:

«  Contacted Ips - Lists all domains and the IP addresses that were contacted during the testing process.
Each row also contains the autonomous system number (ASN) and ASN name to which the IP address
belongs.

+  Network Port Distribution - Graph which shows the port numbers and protocols used for communication
during the testing process. The percentages show much traffic was sent through a particular port as a
percentage of the malware's total traffic.

«  HTTP Packets - Shows all communications using HTTP packets during the testing period. A large number
of connections could show the malware is involved in a denial of service attack.

+  DNS Queries/Answers - Shows all domains for which DNS requests or answers were made during the
testing period.

«  TCP Packets - Shows all communications using TCP packets during the testing period. A large number of
connections could show the malware is involved in a denial of service attack.

«  UDP Packets - Shows all communications using UDP packets during the testing period. A large number of
connections could show the malware is involved in a denial of service attack.

Screenshots

Shows screenshots of suspicious actions taken by the malware when it was running on the Valkyrie test servers.
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)—i ProcX v1.000 - I;.llpc.r'm.g!mmuriy.nom

File View Ophbons 7

| # Processname Parent PID usrtime i time: Thead  RAM VM

| BF sysemide [ 3 oK

B e 00-00:00 D0-00-00 1024KB  I56KE

[ comsexe 00:00:00 O00-00:00 0% I68ME  172MB

(3 wwinit om 00:00:00 00:00:00 0% 403MB  125MB

{1} comsenm 00-00:00 00:00-00 0% 505MB  5.43MB

[ 13 wilogon axe 00:00:00 00-0000 0% TOTME  268MB

| services s 00:00:00 000000 0% BAME  ATEME
inmsn e i DO-00:00 000000 0% 9 54MB 3.30ME

sm exe 0C-00:00 00-00:00 0% 2.2TWE 2.70MB

svchost eoe 584 00-00:00 000000 0% B0aME 3.36MB
(4% svchost exe 708 00:00:00 00:00-00 6.55MB  2.53MB

svchost exe a2 00-:00:00 000000 0% 2081MB  1630ME

b svchos exe 44 00-00:00 00-00:00 0% 1W00ME  406MEB
[  svchost exe 872 ¥ 000002 000001 O% 31.18M8  23.85MB
svchost me 016 ¥ 000000 00-00-00 O° S9MB  5.16MB
sheesve exe 308 00-00:00 000000 O% 44ME  204MB
 svchost exe 048 " 00:00:00 00:00:00 O% 1352d8  S72MB

total mem: -1040032KE XX mem used: 52315MB  mem free: -1584740K8 K total processes 28~ (] total threads: 284

Download the Kill Chain report
Click 'Download Kill Chain Report' to get a pdf version of the report:
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DOWNLOAD KILL CHAIN REPORT &3

TION

It will open the PDF file in a new window.
Advanced File Analysis System | Valkyrie

A

b

iy
% WALEYRIE
[

Summary

File Name: Frocdese
File Type: PE3. LT} inted BO335, for M5 Windows, UPE compressed

SHAR: 290

GETE Moo el 79 TE50e, 14630374
MD5 # aj LE N ‘aloyrie Final Verdic

DETECTICNN SECTHON CLASSIFICATIOMN

Saverity: Mone

Verdict: Clean

HIGH LEVEL BEHAVIOR DISTRIBUTION

1' B Frocess (13815)
Windows [17)
B Misc [250

4.4 My Analysis Statistics

The 'My Analysis Statistics' page displays how many files have been submitted for your account.

To view your Valkyrie account statistics:
+  Click the hamburger menu button top-left
+  Click 'Dashboard' > 'My Analysis Statistics' link on the user menu
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S OVALKYRIE

DASHBOARD >
& STATISTICS -

My Analysis Statistics

Linparalleled Protection Statistics

LInknown File Statistics

SETTINGS >
The 'Analysis Statistics' page will open:
Analysis Statistics
@ Clean Files 136 %
e @ MalwareFiles 364 %
Uninown Files 500 %
DATE TOTAL  TOTAL TOTAL NUMBER  NUMBER OF  NUMBER  TOTAL TOTAL TOTAL
RANGE NUMBER NUMBER NUMBER OF FILES IN OF FILESIN HNUMBER OF HNUMBER OF HNUMBER OF
OF FILES OF OF UNKNOWN  AUTOMATIC HUMAN BASIC INFO  FULL INFO Ul GET INFO
CLEAN MALWARE  FILES ANALYSIS AMNALYSIS REQUESTS REQUESTS REQUESTS
FILES FILES PROCESS PROCESS
TODAY o o a o (1] 0 L1} 0 0
THIS
WEEK 13 1 4 B 6 B [ 3 23
THIS
MONTH 13 1 4 B 6 15 [ 3 23
ALL
TIMES 22 3 8 11 10 22 ] T 42

"Values in marked columng represents non-unique number of fles in that category

It shows the following details:
+  Today - Details of files submitted today
+  This Week - Details of files submitted this week
+  This Month - Details of files submitted this month
+ Al Times - Total number of files submitted since account creation
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Analysis Statistics - Table of Column Descriptions

Column Header Description
Date Range Indicates the period of usage.
Total Number of Files Total number of files submitted for the period.

Total Number of Clean Files | Total number of files found to be clean.

Total Number of Malware | Total number of files found to be malware files submitted.
Files

Number of Unknown Files |Indicates the number of files that cannot be classified as definitely safe or definitely
malware after analysis.

Number of Files in Number of files submitted for automatic analysis
Automatic Analysis Process

Number of Files in Human | Number of files submitted for human expert analysis.
Expert Analysis Process

Total Number of Basic Info | The number of times the user has used the Valkyrie REST API (fvs_basic_info) to
Requests request basic analysis results from the Valkyrie database. Basic information includes
whether the file has been previously uploaded, the verdict of the last analysis, the last
and first analysis dates, and whether or not the file is white-listed.

Total Number of Full Info | This is similar to a basic info request (above) but shows greater detail. It shows the
Requests. number of times the user has used the REST API (fvs_full_info) to request results
from Valkyrie. The greater detail includes static, dynamic and human expert results,
including behavioral and file information.

Total Number of Ul Get Info | The number of times the user has requested analysis results via the dashboard.
Requests. ®

This can be done by clicking the 'View File Info' .~ button or by searching the
SHA1 hash of a file.

«  The values in parentheses represent the unique number of files for which information was requested. For
example, '15 (5)' means you made 15 total requests spread across 5 different files.

4.5 Unknown File Hunter Scans

+  Unknown File Hunter (UFH) is a free tool which lets you quickly and accurately identify all unknown files on
your network.

+  The 'Unknown File Hunter Scans' area lets you view the results of scans run with this tool.
+  You can download and run UFH from the Valkyrie dashboard:

«  Click the 'Download Unknown File Hunter' button on the dashboard
OR
+  Click 'Analyze New File' > 'Download Unknown File Hunter'
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Analyze File

Analyze with SHA1:

SHA1

Analyze with File URL:

File Url % Analyze

Analyze with File Upload:
Please Select a File
File Upload Criteria

Max File Size is 150.00 MB.

Analyze Multiple File with Unknown File Hunter
—

{ & DOWNLOAD UNKNOWN FILE HUNTER

After running a UFH scan on your network, you can view results in the '‘Unknown File Hunter Scans' area:
«  Click 'Dashboard" > 'Overview' > 'Unknown File Hunter Scans'
48 DASHBOARD N

LTh L Unknown File Hunter Scans

Recanl Analysis Requests

Usknewn File Bunter Seams Fram 20170800 ] 20170007 |

STATISTICS ¥ b
SETTINGS »
X} "ol
tart Date 4 Ene Date m:n :I‘" b ::L”"'“"'" clesn ::’i"""""
files o files
- 2017-03-06 14:48:36 J047-00-05 144913 17 17 [+ i [
Showing 110 1 of 1 emries
Click a scan row to view all files included in the scan.
View the details of a file:
O]
Wiew File
«  Click the 'View File Info'icon above the results table. A new web page opens with detailed results

for the file.

Unknown File Hunter Scans - Table of Column Descriptions

Column Header Description
Start Date Scan start date and time
End Date Scan end date and time
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# of Total files Number of files uploaded / verified by Valkyrie web interface within UFH tool

# of Queried files Number of files verified by Valkyrie within UFH Number of files uploaded manually to Valkyrie
within Unknown File Hunter Scan session

# of Uploaded files | Number of files uploaded manually to Valkyrie within Unknown File Hunter Scan session

# of Clean files Number of files declared virus-free by UFH scans.

# of Malware files | Number of infected files identified by UFH scans

File Management

25 v
4
® th
View File Download
Info Auto Report
Analysis
Human Human Request
File Name Path SHA1 » Last Activity hinat Expert + Cxpert . Type
Verdict . Analysis
Verdict
Status
® TestName201805171427384...  C:\MalfolderTestNam...  cf15f7c01dba02b25c5... 2018-05-17 18:20:38  Clean Clean Completed Queried
TestName201805171427384...  C\MalfoldenTestNam...  4cbfBcbf2ba3d25c076... 2018-05-17 18:20:37  Clean Clean Completed Queried

«  Click on any executable file in the 'File Management' page to view Valkyrie analysis results.

7
|
Wiew File

- Clickthe 'View File Info'icon ' above the table of executable files. A new web page opens with
detailed information about the file.
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Summary Static Analysis Dynamic Analysis Precise Detectors Human Expert Analysis File Details
4
0 a Vi 2
Copy URL T Export Results View Virus Send To Object To
Clipboard To PDF Total Result Kill Chain Human Expert
Report Analysis Verdict

File Hame: Z208334087585235284111daf8fE7da07T5db2ecs
File Type: FE2Z executable [GUI) Intel 80286, for MS Windows
S5HA1: Z2c52240875682392a4111dafEHEFdalTidb2ect
MD5: 37311cab08chfT88alarbaal1Bebaddy
First Seen Date: 2017-08-07 12:00:00 { about 2 menth age )
TS Number of Clients Seen: &
alkyrie Final Verdict Last Analysis Date: 2017-08-10 17:28:38 { 25 days ago |
Human Expert Analysis Date: 2017-08-17 18:27:13 | 22 days ago )
Human Expert Analysis Result: Malware

Verdict Source: Valkyrie Human Expert Analysis Owerall Verdict

Analysis Summary

AMNALY SIS TYPE DATE VERDICT

Signature Based Detecticn 201708-10 17:28:38 No Match

Static Analysis Overall Verdict 201708-10 17:28:38 Mo Threat Found

Precise Detectors Overall Verdict 2017-08-10 17:28:38 Mo Match

Human Expert Analysis Overall Verdict 20170817 19:27:13 Malware o.
File Certificate Validation 20170810 17:28:28 Ceslificate and Vendeor name are Mot Valid

The 'Valkyrie analysis summary' screen will be displayed. See Valkyrie Summary report to find out more.

e

At Repart
+  Click 'Download Auto Report Analysis' icon  “"*"** to view the Valkyrie analysis summary. See
Download Human Expert Analysis Report for more details.
Vi

+  Click the 'View Virus Total Result' icon ki above the table of executable files to see Virus Total meta-
results on a particular file. See Virus Total Results for more details.
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4.6 Unparalleled Protection Statistics

The 'Unparalleled Protection' page displays unknown files found on your computer or network that were
subsequently identified as malware by Comodo Valkyrie - before any other antivirus company detected them as
such.

This is 'unparalleled' protection because traditional antivirus solutions would have allowed this malware to run.
Fortunately, Comodo's Containment and Valkyrie technologies are on hand to protect you throughout. Containment
keeps the files locked away in a secure sandbox environment where they could do no harm while Valkyrie analysis
identifies the file as malware before anybody else.

View 'Unparalleled Protection statistics' details
+  Click the hamburger menu button on the top-left
«  Click 'Statistics' > 'Unparalleled Protection Statistics' link on the user menu

-"‘@VALKYME

88 DASHBOARD v

Overview
Recent Analysis Requests

Unknown File Hunter Scans

STATISTICS v

My Analysis Statistics

@Ieled Protection StsltiE

Unknown File Statistics

SETTINGS v

Account

Antivirus Vendors

The 'Unparalleled Protection Overview' page opens:
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Unparalleled Protection Overview

From 2019-01-21 [[Jto 20100221 i | Apply

DETECTION TOTAL UNDETECTED BY UNDETECTED NEVER NOT KNOWN BY
NUMBER YOUR PREVIOUS BY SEEN BY VIRUSTOTAL
OF ANTIVIRUS VENDOR ANTIVIRUS  VIRUSTOTAL (GOOGLE) AT TIME
SAMPLES INDUSTRY (GOOGLE) OF SUBMISSION
ZERO-DAY MALWARE 20 0 0 0 0
POTENTIALLY UNWANTED APPLICATIONS (PUA) 1 0 0 0 0

By default, the filter will be for today's date. You can change the report dates using the date fields beside the 'Apply
button.

+  Click the date field, select / enter the date from the calendar and click the 'Apply" button.

Unparalleled Protection Overview

From 2019-01-21 []e 20190221 i | Apply

DETECTION January 2019 AL UNDETECTED BY UNDETECTED NEVER NOT KNOWN BY
MEER YOUR PREVIOUS BY SEEN BY VIRUSTOTAL

Su Mo Tu We Th Fr Sa ANTIVIRUS VENDOR ~ ANTIVIRUS  VIRUSTOTAL (GOOGLE) AT TIME
MPLES INDUSTRY  (GOOGLE)  OF SUBMISSION

30 31 1 2 3 4 5
ZERO-DAY MALWARE 20 0 0 0 0
6 7 8 9 10 11 12

POTENTIALLY UNWANTE 13 14 15 16 17 18 19 1 0 0 0 0

20 BAR 22 23 24 25 26
27 28 29 30 31 1 2

February 20,

Today s

The first table provides the details for the selected period. The second table provides the details from the date of
account creation up to a day before the selected 'From' date.

Unparalleled Protection Statistics - Table of Column Descriptions

Column Header Description
Detection The type of threat detected by Valkyrie.
Total Number of Total number of files detected as malware by Valkyrie.
Samples

Undetected by Your | Number of threats that were not detected by your previous AV vendors. You can select your
Previous Antivirus | AV vendors from the settings screen. Refer to the section 'Configuring Valkyrie Account
Vendor Settings' for more details.

Undetected by Number of threats that were not detected by the entire AV industry. This potentially means
Antivirus Industry | you were the first person to encounter this threat in the world.

Never Seen by Number of discovered threats that were not found by VirusTotal.
VirusTotal (Google)

Not known by Number of discovered threats that were not found by VirusTotal at the time they were
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Virustotal (Google) | submitted to Valkyrie.
at Time of
Submission

4.7 Unknown File Statistics

+  Files that Valkyrie's initial analysis cannot classify as definitely safe nor definitely malware are given a
status of '‘Unknown'.

«  Unknown files undergo further analysis to determine whether they are safe or malicious.

«  The 'Unknown File Statistics' page shows details of file verdict changes and the average period taken to
declare unknown files as either clean or malicious.

+  'This Week's Unknown File Statistics' is a graphical summary of your unknown files. It shows unknown files
that were eventually deemed safe and whitelisted, unknown files that were found to be malware, and the
number of unknown files that are still under analysis.

View your unknown file stats
+  Click the hamburger menu button at top-left
+  Click 'Dashboard' > 'Unknown File Statistics'

-@VMKYME

08 DASHBOARD

Overview
Recent Analysis Requests

Unknown File Hunter Scans

STATISTICS

My Analysis Statistics

Unparalleled Protection Statistics

@m File Statistics >

SETTINGS

Account

Antivirus Vendors
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The 'Unknown File Statistics' page opens:

Unknown File Statistics

This Week’s Unknown File Statistics

urday day al Yy undEy my umaday my
Thurd Erid Saburd 5 Mond Tuesd Wednesd
® Clean Files

Malware 333

Filas %

Unknawn ]
Filas %

Detailed Unknown File Statistics

From 2019-01-21 nm 2019-02-21 n

FILE TYPE  NUMEBER UNKNOWN=+ AVG TIME TO UNKNOWN=+ AVG TIME TO NUMBER KNOWN KNOWN
OF WHITELISTED WHITELIST MALWARE  MALWARE OF FILES WHITELISTED MALWARE
UNKNOWMNS REMAINING
UMKMNOWN
Exe 45 16 HhTm 1 1h58m 0 25 19
on B a - 0 - 0 5 1

Live Unknown File Statistics

FILE TYPE NUMBER OF
UNKNOWNS

The default view is today's statistics. You can change the report dates using the date fields beside the 'Apply' button.
- Click the date field, select / enter the date from the calendar and click the 'Apply" button.
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Unknown File Statistics

This Week's Unknown File Statistics

January 2019

Thursday Su Mo Tu We Th Fr sa urday Sunday Monday ' Tuesday ' ‘Wednesday
30 31 1 2 3 4 5
® Clean Files GEJ
"6 7 B8 9 10 1112
Malware 333 13 14 15 16 17 18 19
o _
Files %
20 AN 22 23 24 25 26
@ Unknown 00 57 28 23 30 31 1 2
Files %
3 4 5 6 7 8 9
Detailed Unknown Fil 144,y February 20,

20159
From 2019-01-21 Ty o zuTy=02-21 | Apply

The graph will show details for the selected period. The X-axis represents the data for the last 7 days and the Y-axis
represents the number of files.

+  Unknown - Files that were determined as unknown at first analysis

+  Unknown > Whitelist - Unknown files that were white-listed after further analysis

+  Unknown > Malware - Unknown files that were determined to be malware after further analysis
«  Total Remaining Unknown - Cumulative value of the unknown files for the last 7 days

Place your mouse cursor over a point in the graph to view details for the respective day.
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1.2 I}f
1 1
Clean 2
%7 W Malware 1/
el B Unknown : 0 °

0.4

0.2+

T
Thursday Friday Saturday Sunday Monday Tuesday ‘Wednesday

Clean 66.7
e Files %
Malware  33.3
b Files %
Unknown 0.0
bt Files %

Unknown File Statistics - Table of Column Descriptions

Column Header Description
File Type The type of file submitted for analysis and remains as unknown.
# of Unknowns Number of unknown files for the selected period.
Unknown —Whitelisted Number of unknown files that are whitelisted after further analysis.
Avg. time to Whitelist The average time taken to analyze and give whitelist status for the unknown files.
Unknown —Malware Number of unknown files that are determined as malware after further analysis.
Avg. time to Malware 1:'r|he average time taken to analyze and determine as malware for the unknown

iles.

# of Files Remaining Unknown | Number of unknown files remaining to be analyzed further for the selected period.

Known Whitelisted The total number files submitted during the selected period and found to be
whitelisted in the Valkyrie database.

Known Malware The total number of files submitted during the selected period and determined as
malware by Valkyrie.

The table at the end of the page provides the details of files that are unknown and under analysis as of now.
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Live Unknown File Statistics

FILE TYPE NUMEER OF
UNKNOWNS

Exe 54168

ol 21276

4.8 Configure Valkyrie Account Settings

The 'Settings' interface lets you change your current password, select your current antivirus vendor, view global
statistics and more.

+  Click the hamburger menu button top-left
+  Click 'Settings' link on the left-hand

-{a;(:fVALKYRlE

83 DASHBOARD v

Owverview
Recent Analysis Requests

Unknown File Hunter Scans

STATISTICS v

My Analysis Statistics
Unparalleled Protection Statistics

Unknown File Statistics

”

Account

Antivirus Vendors

The dashboard has the following areas:
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« Account

«  Antivirus Vendors

4.8.1 Account Configuration

+  Click the hamburger menu button top-left
+  Click 'Settings' > 'Account' in the left-hand menu
OR

- Click your username at top-right then 'Settings'

=§%VALKYRIE

v
00 DASHBOARD

Overview
Recent Analysis Requests

Unknown File Hunter Scans

STATISTICS v

My Analysis Statistics
Unparalleled Protection Statistics

Unknown File Statistics

SETTINGS

Antivirus Vendors

The 'Accounts' screen will open:

Comodo Valkyrie User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 56



cCOMODO

Creating Trust Online®

Q Analyze New File Test Kullanicisi v

ACCOUNT SETTINGS

First Name Last Name

Test Kullanicisi

Login or email address

t@k.com

+/ Send Forensic Analysis Notifier E-mail ~/ Send Kill Chain Notifier E-mail

Current Password *

LICENSE INFORMATION

Api Key Creation Date Source License ID License Type License Start Date License End Date License Status
b13e33ed-8937-4c22-bad6-ad3b275efbdb  2015-09-08 14:56:69 -
44199f5b-b117-43b0-9685-1a2e7f6797e7  2017-09-16 16:30:48 CDM 0d8780f2-1d91-4040-87d3-338e2f6ff4ab FREE-LICENSE 2017-05-06 17:51:08 2018-05-05 17-61:08  Expired

4Bedfces-26bd-4328-b556-70009c1863d9  2015-09-04 16:12:39  korumail  VALKYRIE-PREMIUM-62dbf852-60a3-4e73-b76a-cac3ecac7327 PREMIUM-LICENSE  2016-02-01 00:00:00  2028-01-01 00:00:00

< >

User Information

+  First Name/ Last Name - The names that you provided during account creation. You can update these if
required. Your name is shown at the top-right corner after signing into your account.

+  Email - The email address that was provided during account creation. This field cannot be edited.

«  Send Forensic Analysis Notifier E-mail - Send an email alert each time an unknown and potentially
malicious file is identified

«  Send Kill Chain Notifier E-mail — Send an email alert each time a piece of malware is discovered.
«  Current Password - You need to enter your existing password if you wish to reset it

+  Click 'Clear form' to reset data

+  License Information — Subscription details for the current account

+  Click 'Save changes' to apply your new settings.

482 Antivirus Vendors

«  Choose all antivirus software vendors that you use or have used in the past.
+  Valkyrie uses this data to measure it's performance against leading antivirus products.

«  Forexample, if Valkyrie finds a zero-day threat, it will check whether the threat was also found by your
selected vendors. You can view this information in the 'Unparalleled Protection Statistics' section.

+  Click the hamburger menu button top-left
+  Click 'Settings' > 'Antivirus Vendors' in the left-hand menu
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:%';VALKYME

82 DASHBOARD

Overview
Recent Analysis Requests

Unknown File Hunter Scans

STATISTICS v

My Analysis Statistics
Unparalleled Protection Statistics

Unknown File Statistics

SETTINGS

Account

Antivirus Vendors

The 'Antivirus Vendors' screen will open:
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Test Kullanicisi v

AegisLab ByteHero Kaspersky
Agnitum CAT-QuickHeal K7AntiVirus L HERL T
Symantec
AhnLab-V3 Clamav K7TGW 4
Tencent
Alibaba cMC Malwarebytes
TheHacker
ALYac Cyren McAfee
TotalDefense
Antiy-AVL Drweb McAfee-GW-
iti TrendMicro
Arcabit Emsisoft e
Microsoft TrendMicro-
Avast ESET-NOD32 Housecal
. ouselLa
MicroWorld-
AVG Fortinet
eScan VBA3Z
Avira F-prot NANO-Antivirus VIPRE
Avware F-secure nProtect ViRobot
Baidu- GDat
- alt_ . | o Panda Webroot
nernationa
_ Ikarus Qihoo-360 Zillya
BitDefender Jiangmin
Risin ZFoner
Bkav 9
Sophos Other

+  Select the vendor(s) that you are currently using or deselect a vendor.

+  Click the 'Save Changes' button to update the vendor.

5 Unknown File Hunter Tool

«  Comodo Unknown File Hunter (UFH) is a lightweight scanner capable of identifying previously undetected
threats on a network.

+  After a scan, it classifies all audited files as 'Trusted / Clean', 'Malicious', 'Unknown', 'Not Analyzed' or 'In
Analysis'.

«  While 'Trusted' files are OK and 'Malicious' files should be deleted immediately, it is the 'Unknown' category
which houses most zero-day threats.

«  The scanner lets you upload unknown files to Valkyrie to establish whether or not they are malicious. You
can view the results of these tests in the Valkyrie interface.

«  There are two ways to download the tool:

+  From the main Valkyrie interface
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OR
+  Click the 'Analyze New File" button

«  Then click the 'Download Unknown File Hunter' button

Analyze File

Analyze with SHA1:

Analyze with File URL:

File Url % Analyze

Analyze with File Upload:

Please Select a File Il Select File 2 Analyze

File Upload Criteria

n

Max File Size is 150.00 MB.

Analyze Multiple File with Unknown File Hunter
e ———

{ & DOWNLOAD UNKNOWHN FILE HUNTER |

«  Save the setup file to your local device.
Scan your network
+  Run the UFH executable to start the utility

+  Click 'Scan Now' to select the endpoints you wish to scan:
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/

COMODO Unknown File Hunter

Creating Trust Online

@ Start Scan Options @ Help ~ £ Search

No scans have been performed yet.

@ Scan Now

This product is just one part of Comodo ONE productivity and revenue generation
engine. To get more AWESOME products for FREE, please visit one.comodo.com

How to use the Comodo UFH tool
Step 1 - Getting started
+  Login to your Valkyrie account at https://valkyrie.comodo.com/login
«  Download, install and run 'Unknown File Hunter'
+  Click 'Scan Now'
Step 2 - Specify targets and run a scan
The utility provides four methods of specifying target endpoints:
« Active Directory - Import target computers via active directory.
«  Workgroup - Add computers that belong to a particular work group.
«  Network Address - Specify individual host names, IP addresses or IP ranges for scanning.
+  This Computer - Scan your local device for unknown files. You can run quick, full or custom scans.

If you need more help to specify targets, refer to our online guide at https://help.comodo.com/topic-400-1-794-
10428-Scanning-Computers.html. Click 'Start Scan' to begin the scan.

Step 3 - Submit unknown files to Valkyrie (optional) and view results

Upon scan completion, you will see a results summary as follows:
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Scan Results X
@ Scan Completed!

Do you want to analyze unknown files with
Valkyrie?

Scan Summary:
1 Total Scan Attempts

- 1 Successful Scans

Threat Detection Summary:
116 Total Threats Found®

- 18 Unknown Files

- 50 Malicious Files

- 48 Lookup in Progress

* 84 files have unique hash values

Yes Mo

+  You have the option to upload unknown files (aka 'unique hash values') to Valkyrie for analysis.
«  Click 'Yes'. The 'Submit to Valkyrie' dialog will be displayed.

Submit to Valkyrie

Please sign in with Comodo License Please sign up to Valkyrie if you don't have
Account credentials to analyze files with a Valkyrie account yet
Valkyrie
Valkyrie is a cloud-based file analysis service for
Enter User Name submitted known and unknown files with a range of
static and dynamic detectors including file lookup,
Enter Passwaord heunstics and real-time behaviour analysis
or

Enter License

+  Enter your username / password or license to login to Valkyrie and upload your files
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OR
+  Click 'Sign Up'. If you do not have an account. You will be taken to Comodo Valkyrie subscription page.

Valkyrie is an automated, cloud-based behavior analysis system which subjects unknown files to a battery of static
and dynamic tests to try and discover malicious or anomalous behavior.

Atfter the analysis is complete, you can generate the 'Unknown File Hunter Scans' report. See Unknown File Hunter
Scans for more help with this.

+  Next, go back to the Unknown File Hunter interface. All 'Unknown' files from the local scan will be shown in
the 'Scan results' tab. Valkyrie detection will be displayed in the 'Valkyrie analysis results' tab:

COMODO

Unknown File Hunter

Creating Trust Online

@ Start Scan @ Reports « Opticns @ Help - P search

Scan results

Walkyrie analysis results Group by Computers

Mame

= @ DESKTOR-TTROSPR, (10.108.51.142)
Completed: Total files scanned: 44895, Linknown files: 18, Maliciows files: 51,

@ ChiRecycle Bim\5-1-8-21-3350093451-1860716197-1760822160- S00N SRERCOH O AN testavopll_sulte’gpi2 dl 184 KB
@- ChERecle B 3-1-5-21-3050003481- 1860718197 - 17 608260 E 00 SRMIOHFEWACoil_suitehcpil 41 &0 KB
@ ChProgram FilelFreeDovwnlcadhianagern ORG\Free Downioad Manager l'"ii';i‘(}'l""‘-é‘.i-ﬁ\g dil 23 KB
@ CywindowrinfusedApps PackagenMicroscht Getstarted_3.11.3.0 k64 BwekybidBtbwe\ Microtaft CPub. Skulerop winmd 2 KB
@ Ch\Program Files (kBEROpenCffice Sprogramichartoontralles sl 1MB
El_fl} CASWINDOWS 8T Sources\stwproviders\ en-ushwinsetupetwdi mui 52 KB
@ CA3Recycle Bim\5-1-5-21-3080093451- 1860618717 6082 2180- 500 A RMXHFS W cpil_suite\cpileee 104 KE
@ C\iRecyrle Bim5-1-5-21-3060003461- 1860 T16167-1760822980-50M SRICHE T Unsale) BobdrTieBodaNadafadodafdabdtedaia3f3cbds aa 781 KB

@ ChiRecycle 8im5-1-8-21-3050003481-1860T16197-17E0822960- 500N SRERC O H Oyl _tests)

1ME

Please click here to see the detailed results

0 Unknown files, 51 Malious files, 15 Lookup in Progress, 12 In Analysis files (1 of 1 Computers scanned)

+  The bottom of the Unknown file hunter analysis results page displays a summary of files that are (still)
unknown and those that CUFH found to be malicious. You can view a more detailed version of these results
in the Valkyrie interface. To do so, click 'Please click here to see the detailed results'. For more details on
these results, see Valkyrie Analysis Results.

+  You also can view detailed reports by clicking the 'Reports' tab at the top of the UFH interface:
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Executive
. Per Device

Per Program

«  Executive - Top level summary of scan results.
+  Per Device - Scan results per device scanned.

«  Per Program - Scan results which provide details of each unknown / malicious program, and the
devices upon which it was found.

For more details about reports, see Reports.

For more help with Unknown File Hunter, please see our online guide at https://help.comodo.com/topic-400-1-
794-10426-Introduction-to-Comodo-Unknown-File-Hunter.html
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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