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 1 Introduction to Comodo Valkyrie
Valkyrie is an online file verdict system that tests unknown files with a range of static and behavioral checks in order 
to identify those that are malicious. Because Valkyrie analyzes the entire run-time behavior of a file, it is more 
effective at detecting zero-day threats missed by the signature-based detection systems of classic antivirus products.

The Valkyrie console allows users to upload new files for analysis and to view scan results in a range of dashboards 
and reports. Users also have the option to forward files Comodo Labs for in-depth, human expert checks. The 
Comodo Unknown File Hunter tool allows users to locally scan entire networks for unknown files then upload them to
Valkyrie for analysis.

• The results of your most recent analysis requests are shown by default 

• Click your user-icon at top-right to navigate to the dashboard and other important areas

Features

• No installation required, just upload files for analysis

• Automated and human expert analysis (optional) of submitted files

• Comprehensive reporting and dashboards

Overview of the Technologies

Valkyrie analysis systems consist of multiple techniques to ensure each and every file submitted is analyzed 
thoroughly before providing the verdict. In order to do that Valkyrie deploys two types of technologies - Automatic 
analysis and Human Expert analysis. The techniques used for automatic analysis include Static Analysis, Dynamic 
Analysis, Valkyrie Plugins and Embedded Detectors, Signature Based Detection, Trusted Vendor and Certificate 
Validation, Reputation System and Big Data VirusScope Analysis System. 

Static Analysis 

This technique involves extraction and analysis of various binary features and static behavioral inferences of an 
executable such as API headers, referred DLLs, PE sections and more such resources. Any deviation from the 
expected results are listed in the static analysis results and the verdict given accordingly. 

Dynamic Analysis

The dynamic analysis technique include studying the run time behavior of a file to identify malware patterns that 
cannot be be identified through static analysis.

Valkyrie Plugins and Embedded Detectors
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Valkyrie plugins utilizes the different malware analysis techniques developed by various communities and 
educational institutions and deployed by them on their systems as RESTful Web Services. Valkyrie includes these 
results also to compute a final overall verdict.

Embedded detectors in Valkyrie uses new methods of malware detection developed by Comodo AV laboratory to 
compute an overall final verdict of a file.

Signature Based Detection

Valkyrie uses different signature based detection sources in order to detect a given sample in the first place. 
Signature based detection simply checks SHA1 hash of files from signature sources to determine if there is any 
match in database.

Trusted Vendor and Certificate Validation

Valkyrie checks vendor details of a file with Trusted Vendor database that are continuously updated. If the vendor is 
white listed, then certificate validation is done to ensure that certificate chain is valid and not revoked or expired.

Reputation System

Reputation data of files that are collected from millions of endpoints through Comodo network and products are 
evaluated on a big data platform and converted to intelligence form to be used by Valkyrie.

Big Data VirusScope Analysis System

VirusScope, a part of Comodo Security products, is a dynamic application analyzer system that detects malicious 
behavior of a file, blocks and reverses those actions when necessary. The detected malware are reported to 
Comodo servers and this data is also used by Valkyrie.

Human Expert Analysis

Valkyrie system includes submission of files by users for manual analysis. Comodo expert analysis, which consists of
the most sophisticated analysis of a file and provides the ultimate verdict of the file.

Guide Structure

This guide is intended to take you through the use of Comodo Valkyrie and is broken down into the following main 
sections. 

• Introduction

• Create a Valkyrie Account 

• Log into Valkyrie 

• Upload Files for Analysis

• Valkyrie Analysis Results

• Valkyrie Dashboard

• Recent Analysis Requests

• Kill Chain Report

• My Analysis Statistics  

• Unknown File Hunter Scans 

• Unparalleled Protection Statistics 

• Unknown File Statistics 

• Configure Valkyrie Account Settings 

• Account Configuration

• Antivirus Vendors 

• Unknown File Hunter Tool 
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 2 Create a Valkyrie Account
Creating a Valkyrie account is very simple and can be done within a few minutes. Enter 
https://valkyrie.comodo.com into the address bar of any browser and click the 'Sign In' button at the top right of the
screen.

The 'Comodo Valkyrie' login screen will be displayed.

• Click the 'Create an account' link

You will be taken to the Valkyrie subscription form.
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• Click 'BUY PREMIUM' or 'START SUBSCRIPTION FOR FREE' to be taken to Comodo Valkyrie sign-up 
page. Enter your User Details and Contact Information in the respective sections. You will receive a 
confirmation email.

OR

• Enter a valid Valkyrie license key and click 'SUBMIT' to log straight into the interface

If you need to sign-up, please complete the following form:
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• First Name / Last Name - Enter your account first and last names. These will be displayed in the interface 
after logging in.

• Email - Enter a valid email that will be used for logging into your account.

• Password - Enter the password for logging into your account and confirm it in the next field.

• Click 'Terms and Conditions', read the 'Comodo Terms and Conditions' fully, select the check box beside 'I 
agree with the Terms and Conditions' and click the 'Sign Up' button.

That's it. Your Valkyrie account will be created and the 'Dashboard' screen will be displayed.

If you have forgotten your password, it can be reset as follows:

• From the 'Welcome to Valkyrie' screen, click the link 'Click here' beside 'Forgot your password?

The 'Recover your password' screen will be displayed:
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• Enter the email address to which the password should be sent in the 'Email' field and click the 'Send' 
button.

You will receive the reset password to the specified mail above. Now you can login to the account using the new 
password. Please note that you can also reset the current password from the 'Settings' screen. See 'Configure 
Valkyrie Account Settings' for more details.

 2.1 Log into Valkyrie
You can login to your Valkyrie account using any internet browser. 

• Enter 'https://valkyrie.comodo.com' in the address bar then  click 'Enter'

The home page appears: 
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• Click the 'Sign In' button at the top right. The Login page will be displayed.

• Enter your Comodo username and password. Comodo One / ITarian users can use their C1/ ITarian 
username and password.

• If you select the 'Remember Me' you will be logged into your account automatically each time you visit.

• If you have a premium license you need to accept the terms and conditions after your first login.
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The 'Dashboard' page is shown by default after successful sign in. See 'Valkyrie Dashboard' for more details. 
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Next - 'Upload Files for Analysis' .

 3 Upload Files for Analysis 
Files uploaded to Valkyrie are analyzed with a wide range of dynamic and static tests in order to reach a verdict on 
their trustworthiness. 

• Click 'Analyze New File'  to upload files for scanning. This button is located at the top 
right corner of the dashboard.

The file upload and analyze form will open:
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• Analyze with SHA1 - Enter the SHA1 hash value of the file you wish to investigate and click 'Search'. 
Valkyrie will search its databases to see if it has a record of the file and display results accordingly. If no 
record is found then use 'Analyze with File Upload' to submit the file for testing.

• Analyze with File URL - Enter the URL of a file and click the 'Analyze' button. Valkyrie will test the file and 
provide a verdict in a few minutes.

• Analyze with File Upload – Directly submit files for Valkyrie analysis. Click 'Select File', choose the file you
wish to submit then click the 'Analyze' button. The following message will be displayed if the file has already
been analyzed:

• Download Unknown File Hunter - Comodo Unknown File Hunter is a utility which lets you scan local and 
network endpoints for unknown files. These files can then be uploaded to Valkyrie for analysis.

• Click 'View Last Result' to view the most recently completed analysis. Click 'Re-Analyze File' to test the
file again.

• Click 'Re-analyze File' to resubmit the file for another round of dynamic and static tests to get a verdict 
on its trustworthiness. 

The analysis progress will be shown as follows:
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Results is shown once the analysis is complete:

See 'Valkyrie Analysis Results' to understand the results.

 4 Valkyrie Analysis Results
The Valkyrie homepage shows verdicts on your most recently submitted files:
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Click the hamburger button at the top-left of the page to open the navigation menu. It has the following items:

• Dashboard - Details about each file that was submitted to Valkyrie for analysis. This includes the file's 
SHA1 signature, submitted date, verdicts and more. See 'Valkyrie Dashboard' for more details.

• Overview - Overall statistics about the files you have submitted to Valkyrie. Data includes total files 
uploaded, malware detected per device, most contacted external addresses and unparalleled 
protection statistics. See  'Valkyrie Dashboard' for more details. 

• Recent Analysis Requests - Shows verdicts on the files you most recently uploaded. See Recent
Analysis Requests for more details.

• Unknown File Hunter Scans - Verdicts on files uploaded using 'Comodo Unknown File Hunter' 
(CUFH). CUFH is a free utility capable of scanning your entire network for unknown files. These 
files can then be uploaded to Valkyrie for analysis. CUFH can be downloaded from 
https://valkyrie.comodo.com/. 
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• Statistics 

• My Analysis Statistics - Aggregated verdicts on all files submitted by your account over time. 
Includes total files submitted, total number of clean/malware files and total number of unknown 
files. See 'My Analysis Statistics' to find out more.

• Unparalleled Protection Statistics - Lists unknown files you submitted which Valkyrie identified 
as malicious before any other antivirus company. See 'Unparalleled Protection Statistics' to find 
out more.

• Unknown File Statistics - A graphical summary of unknown files that are white-listed / determined
to be malware, and the number of unknown files that are under analysis. See 'Unknown File 
Statistics' to find out more.

• Settings - Configure your Valkyrie account details. Allows you to update your account details and 
antivirus vendors. See 'Configre Valkyrie Account Settings' for more details.

• My Account - Allows you to update account details such as name, current password and more. 
See Account configuration to find out more.

• Antivirus Vendors - Choose which AV software you have used in the past or are currently using. 
Valkyrie uses this data to dynamically compare it's performance with that of competing solutions. 
For example, the 'Undetected by your previous vendor' column in the 'Unparalleled Protection' 
section is determined by the vendor you choose here. See Antivirus Vendors to find out more.
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 4.1 Valkyrie Dashboard
The Valkyrie dashboard shows a top-level summary of Valkyrie results on files that you have submitted.

This lets you quickly view the total number of files uploaded, queried, processed and in progress. 

To view your dashboard

• Click your account name at the top-right and then 'Dashboard' from the left-hand menu

OR

• Click the hamburger icon at top-left then 'Dashboard'

• Note: The charts in the dashboard are a historical record of malware that was found on your devices at a 
given time. They do not necessarily mean you have active malware on your devices right now, especially if 
you have security software installed to clean the threats. 

For example, the 'Today' stats might show that malware was detected on your devices.

However, your security software may already have handled those threats. 

The 'Today' figure will return to zero at 00.00 AM the next day if the threats are no longer active.

The dashboard has three sections:

• Overview -  Real-time charts and graphs showing key data about unknown files and threats on devices in 
your network. See Overview for more details.
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• Recent Analysis Requests - Shows trust verdicts on files which you have recently uploaded to 

Valkyrie for analysis. You can download reports on each file, submit a file for testing on Virus Total and 
submit a file for human analysis. See Recent Analysis Requests for more details.

• Unknown File Hunter Scans - Valkyrie verdicts on files discovered and submitted by Comodo's 
Unknown File Hunter (UFH) tool. Comodo UFH is a lightweight scanner designed to find all unknown 
files on your network. You then have the option to upload these files to Valkyrie for analysis. See 
Unknown File Hunter Scans to find out more.

Overview

The overview contains charts, graphs and statistics about Valkyrie results on unknown files in your network. 

To open the overview:

• Click the hamburger button at the top-left

• Click 'Dashboard' > 'Overview' on the left-menu

'Overview' contains the following items:

File Statistics 

An overall summary of file totals: 
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Total files uploaded - Number of files you have submitted using the Valkyrie web interface (direct upload).

Total files queried - Total number of files submitted by your account. This figure incorporates files submitted by 
direct upload and those submitted by Comodo software and services like Unknown File Hunter, Forensic Analysis 
Tool, Comodo Client Security and Comodo Cloud Antivirus.

Files being processed - Number of files currently being analyzed by Valkyrie

Files processing completed - Number of files which have been successfully analyzed

You can view data on files submitted within the last 30 days / 7 days / 24 hours / today by clicking the appropriate 
link at the top of the interface.
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Malware or PUA File Detected Devices

Shows how many of your devices contain or contained 
malware/PUAs versus those that are clean. 

The chart is a history of malware found on your devices 
rather than a concrete indicator of currently active 
malware. For example, your security software may 
already have removed the malware shown in the 
'Today' statistics. The statistics for 'Today' will reset at 
00.00 AM.

Place your mouse cursor over items in the legend to 
change the information displayed in the chart. 

PUA stands for 'Potentially Unwanted Application'. 
While not strictly speaking malware, these applications 
are often bundled with legitimate software and might 
have been installed without a user's knowledge. Often 
they have unclear objectives. An example is a browser 
toolbar which purports to offer weather advice, but 
which also serves adverts or tracks internet usage.

Malware or PUA File Detected Devices(Global)

The 'Global' charts show aggregated data for all Valkyrie 
customers. This chart shows how many devices contain 
malware versus those that are clean across the entire 
Valkyrie user-base. 

Place your mouse cursor over items in the legend to 
change the information displayed in the chart. 

Latest Malware Submissions

Shows the files you have most-recently submitted for 
analysis.  

Click 'View' to open a detailed report on an individual 
file.

Click 'View All' to see a list of verdicts and other 
information on all submitted files.
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Malware Statistics

Shows the quantity of various malware types discovered on your devices. Example malware types include worms, 
rootkits, ransomware, and password stealers.

Place your mouse cursor over items in the legend to change the information displayed in the chart. 

You can view data on malware found within the last 30 days / 7 days / 24 hours / today by clicking the appropriate 
link at the top of the interface.

Top Most 10 Devices with Malware Detection

The 10 devices upon which most malware was found. The chart shows 'All' types of malware by default. You can 
choose specific types of malware using the drop-down to the right. 
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Top Most 10 Devices with PUA Detections

The 10 devices upon which most Potential Unwanted Applications were found. 

PUA stands for 'Potentially Unwanted Application'. While not strictly speaking malware, these applications are often 
bundled with legitimate software and might have been installed without a user's knowledge. Often they have unclear 
objectives. An example is a browser toolbar which purports to offer weather advice, but which also serves adverts or 
tracks internet usage.

You can view data within the last 30 days / 7 days / 24 hours / today by clicking the appropriate link at the top of the 
interface.
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Unparalleled Protection Statistics

Unparalleled protection shows files which Valkyrie found to be malware before any other vendor in the antivirus 
industry. The table shows data for zero-day malware and zero-day PUA's for both your account and for all Valkyrie 
users (global).

You can view data within the last 30 days / 7 days / 24 hours / today by clicking the appropriate link at the top of the 
interface.

Top 10 Queried Files

Shows the 10 files which have been most often submitted for analysis. The table shows the file name, the number of 
queries and the number of endpoints on which the file was found.

You can view data within the last 30 days / 7 days / 24 hours / today by clicking the appropriate link at the top of the 
interface.

Top 10 Product Vendors of Queried files
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Shows the 10 software publishers who are responsible for most file queries. A single vendor may be the publisher of 
multiple individual files.

You can view data within the last 30 days / 7 days / 24 hours / today by clicking the appropriate link at the top of the 
interface.

Malware Files top 10 Contacted Domains/IPs

The 10 IP addresses and domains which were most contacted by malware found on your devices. The table lists the 
addresses which were contacted and the regional internet registry that controls these addresses (ASN name). The 
map shows the physical locations of the addresses.

You can view data within the last 30 days / 7 days / 24 hours / today by clicking the appropriate link at the top of the 
interface.

 4.2 Recent Analysis Requests
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To view recently analyzed files:

• Click the hamburger icon at top-left

• Click 'Dashboard' > 'Recent Analysis Requests' 

The recent analysis screen shows the Valkyrie verdicts on files you have submitted (most recent first):
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Your Recent Analysis Requests -  Table of Column Descriptions

Column Header Description

File Name Name of the submitted file.

Path IP of the endpoint and the file path.

SHA1 SHA1 hash value of the file. Hash values, or signatures, as used to describe the file in 
whitelists and blacklists.

Submit Date Date and time you uploaded the file to Valkyrie.

Last Activity Date and time the file was submitted for analysis.

Final Verdict The trust rating assigned to the file after Valkyrie's dynamic and static tests. Possible 
verdicts are:

• Clean - The file is safe to run

• No Threat Found - No malware found in the file, but cannot say it is safe to run

• Malware - The file is harmful and should not be run

Human Expert 
Verdict

The trust rating assigned to the file after analysis by human experts:

• Clean - File is safe to run

• Malware - The file is harmful and should not be run

• Potentially Unwanted Application (PUA) - Applications such as adware, spyware 
and browser toolbars. PUAs are not malicious per se, but may execute actions of 
which the user is unaware. For example, a weather toolbar may have code which 
tracks a user's activity on the internet
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• No Threat Found - No malware found in the file, but cannot say it is safe to run

• Not Ready - Indicates human epert analysis of the file is in progress

Human Expert 
Analysis Status

The current status of files submitted for in-depth analysis by Comodo experts. The statuses 
are:

• In Queue - The analysis has not yet started

• In Progress - The analysis is currently underway

• Analysis Completed - The analysis has finished. Verdicts are displayed in the 
'Human Expert Verdict'. 

• Objected - Indicates the user has requested another analysis on the file. Users can 
re-submit files for testing if they think the verdict is incorrect.

• Objection Completed - Indicates the manual re-analysis has finished. 

Available Actions Perform additional file activities: 

Download – Save a local copy of the file

Reanalyze – Send the file back to Valkyrie for another round of automated tests

Send to human expert analysis – Submit the file to Comodo technicians for manual testing

• Use the radio buttons on the left to select a file. This will activate the following options: 

 - View File Info - Opens detailed information about the file. This includes the file type, file hash values, the 
number on endpoints on which it was found, the file's final trust rating and the results of individual tests. See 'File 
Analysis Results' for more details.

                - Export Results to PDF - Save a copy of the report in PDF format. See 'Download Automatic Analysis 
Report' for more details.

 - View Virus Total Result - Opens the Virus Total results page for the file. Virus Total is a meta-analysis 
website which reports verdicts on the file from multiple antivirus vendors. Note - Virus Total may not have results 
available if the file is 'Unknown'. See 'View Virus Total Results for the File' for more details.

 - Send to Human Expert Analysis (Premium and Consumer Premium licenses only) - Allows you to submit 
the file for inspection by Comodo technicians. See 'Send the File for Manual Analysis' for more details.

 - Kill Chain Report - View a granular analysis on the activities and threats posed by the file. See 'Kill 
Chain Report' for more details.

               - Reanalyze – Resubmit the file to Valkyrie for another round of dynamic and static tests.

File Analysis Results
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• Click the 'View File Info' icon  above the results table to view detailed file information: 

Summary – Contains general file details and the results of individual tests on the file:
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Static Analysis - Static tests include analyzing the file's binary properties, entropy, packer type and more. Any 
deviation from expected values provides clues about the nature of the file. 

Scroll down the page to view static analysis overall verdict for the file as well as detailed result for each of the 
parameter checked for the file. 

• To view the detailed results of static analysis of the file, click the 'Static Analysis' tab
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Dynamic Analysis – Dynamic tests cover the run-time behavior of the file in the test environment. The page 
provides a overall dynamic-test verdict and behavioral information about the file. Scroll down the page to view more 
detailed information.

• To view the dynamic analysis of the submitted files, click the 'Dynamic Analysis' tab
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Precise Detectors - Shows how the malware file fared against individual tests.

• To view this section, click the 'Precise Detectors' tab
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Human Expert Analysis - Unknown files submitted for human analysis will receive in-depth inspection from 
Comodo's dedicated team of threat research analysts. Human Analysis can help to identify zero-day threats faster 
and more accurately than purely automated systems.

• To view this section, click the 'Human Expert Analysis' tab:

File Details - Provides additional file information such as the file path on the client machine, PE headers, PE 
sections and more. Scroll down the page to view the details of the file.

• To view this section, click the 'File Details' tab:
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Download Human Expert Analysis Report  

• Click the 'Download Human Expert Analysis Report' icon  to download the report in PDF format

A new web page will open displaying the detailed results for the file.
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The report contains the compiled results of the automatic analysis explained in the File Analysis Results section. 
Scroll down the page to view the full report and save it.

View Virus Total Results for the File

Virus Total, a subsidiary of Google, is a information aggregation website and one of its function is to aggregate 
output data of different antivirus engines, website scanners and so on. Valkyrie allows to get the details of the file 
from this website.

• Click the 'View Virus Total Result' icon  to view the Virus Total results for a file. Virus Total shows 
the verdicts on a particular file from a wide range of AV and security software vendors.

The 'Virus Total' web page for the selected file will be displayed displaying its results.
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Scroll down the page to view the results for the file from different antivirus engines.

Send the File for Human Expert Analysis

You can also send a file for human expert analysis by Comodo malware specialists for more comprehensive 
inspection in addition to the automated process. This is a premium service and requires a subscription. 

• Click the 'Send to Human Expert Analysis' icon  on top of the tabular results to submit a file for 
manual analysis by Comodo engineers 

After submitting, the file status will show as 'In Queue' in the 'Human Expert Analysis Status' column. If you have 
questioned the result, the status will change to 'Objected'.
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The results of the analysis will be shown in the 'Human Expert Verdict' column. 

Filter, sort and search options

• To filter for a specific file, click the arrow next to 'Filter', select 'My All Products' or 'Other' and click 'Apply'. 

• By default Valkyrie returns 25 results per page when you perform a search. Click the drop down next to 
Filter button to increase / decrease the number of results shown.

• Enter the details partially or fully in the search field on the top right side. You can search for items based on 
all columns.

• To display all the entries again, clear the search field.

• You can sort the items in ascending/descending order by clicking on the column headers.

 4.3 Kill Chain Report
• Kill Chain reports are a highly detailed analysis of a specific piece of malware that was discovered on your 

network. Each report helps you gain a better understanding of your network's threat landscape by detailing 
each files  malware attributes, file activity, network activity, suspicious behavior and more.

• Existing Kill Chain reports can be viewed in the web portal by all users.

• Premium license holders and Comodo One / ITarian users who have a 30-day trial can request new Kill 
Chain reports. 
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To view 'Kill Chain' report

• Click the hamburger button top-left 

• Click 'Recent Analysis Requests' 

• Click the 'Send to Kill Chain Report' icon  to generate a Kill Chain report for the selected file. 

• It will take up to 30 minutes to generate the report. Once the report is ready, click the 'Kill Chain Report' icon

 to download it.

• You can view files that belong to your Comodo One / ITarian account by choosing your login name from the 
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'Recent Analysis Requests'

Summary

The summary area displays basic file details such as name, type and SHA1/MD5 values, along with the malware's 
classification and overall behavior. 

• Detection Section - Shows the malware's overall severity level. The levels are Low, Moderate, High and 
Severe.

• Classification - An attribute matrix which shows the types of malicious behavior exhibited by the malware, 
and the percentage each behavior contributed to the file's total activity. This allows you to see the threat 
profile of the file by mapping its observed actions to those of well-known malware types. 

• Activity Overview - Shows the broad attack categories used by the malware and the number of specific 
actions within each category. The 'Activity Details' section further down the report expands upon this 
information.

• High Level Behavior Distribution - Shows how the malware's behavior was spread across various 
operating system and network activities.

Activity Details 

The activity details section displays the attack types exhibited by the malware. The information in this section is an 
expansion of that shown in the 'Activity Overview' bar-chart.

• Click the 'Activity Details' tab to open this section.

• Each item consists of a broad attack category followed by specific actions which fall into that category. The 
aggregate threat rating for all actions in a category is shown on the right.

• The category names illustrate the goal of the attack. Actions are the techniques used to achieve the goal.

• A single piece of malware may have multiple goals and may attempt multiple actions to achieve them.
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• Click the 'Show sources' link to expand a section.

Behavior Graph 

The behavior graph section displays all activities executed by the malware as a timeline. Each activity is time-
stamped and color-coded according to severity level.  

• Place your mouse over the graph to view detailed descriptions about a particular activity.

• Click the arrow on the top left to expand or collapse any section. 

Behavior Summary
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Condenses the activities of the malignant file. This includes the files and registry keys it accessed, resolved APIs and
deleted files.

• Click '+' to expand any section

Detailed File Info

Provides detailed information about the malware and its footprint. This includes:

• The location, type and hash of all files created by the malware

• An overall summary of malware details, including name, type, hashes and trust verdict after human analysis

• Additional file information - A detailed list of PE headers, sections and imports

Click 'Detailed File Info' in the Valkyrie interface to view this section:
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• Click '+' to expand any section

Network Behavior

Provides detailed information about the malware's activities across your network.

Note: It is possible that some queries you see in this section were made by native Windows services. The Valkyrie 
server tests files on a machine running only Windows and the executable being tested. 

• Click the 'Network Behavior' tab to open this section:
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The section contains the following areas:

• Contacted Ips - Lists all domains and the IP addresses that were contacted during the testing process. 
Each row also contains the autonomous system number (ASN) and ASN name to which the IP address 
belongs.

• Network Port Distribution - Graph which shows the port numbers and protocols used for communication 
during the testing process. The percentages show much traffic was sent through a particular port as a 
percentage of the malware's total traffic. 

• HTTP Packets - Shows all communications using HTTP packets during the testing period.  A large number 
of connections could show the malware is involved in a denial of service attack.

• DNS Queries/Answers - Shows all domains for which DNS requests or answers were made during the 
testing period.

• TCP Packets -  Shows all communications using TCP packets during the testing period.  A large number of 
connections could show the malware is involved in a denial of service attack.

• UDP Packets - Shows all communications using UDP packets during the testing period. A large number of 
connections could show the malware is involved in a denial of service attack.

Screenshots

Shows screenshots of suspicious actions taken by the malware when it was running on the Valkyrie test servers.
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Download the Kill Chain report

Click 'Download Kill Chain Report' to get a pdf version of the report:
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It will open the PDF file in a new window. 

 4.4 My Analysis Statistics
The 'My Analysis Statistics' page displays how many files have been submitted for your account.

To view your Valkyrie account statistics:

• Click the hamburger menu button top-left 

• Click 'Dashboard'  > 'My Analysis Statistics' link on the user menu
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The 'Analysis Statistics' page will open:

It shows the following details:

• Today - Details of files submitted today

• This Week - Details of files submitted this week

• This Month - Details of files submitted this month

• All Times - Total number of files submitted since account creation
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Analysis Statistics -  Table of Column Descriptions

Column Header Description

Date Range Indicates the period of usage.

Total Number of Files Total number of files submitted for the period.

Total Number of Clean Files Total number of files found to be clean.

Total Number of Malware 
Files

Total number of files found to be malware files submitted.

Number of Unknown Files Indicates the number of files that cannot be classified as definitely safe or definitely 
malware after analysis.

Number of Files in 
Automatic Analysis Process

Number of files submitted for automatic analysis 

Number of Files in Human 
Expert Analysis Process

Number of files submitted for human expert analysis. 

Total Number of Basic Info 
Requests

The number of times the user has used the Valkyrie REST API (fvs_basic_info) to 
request basic analysis results from the Valkyrie database. Basic information includes 
whether the file has been previously uploaded, the verdict of the last analysis, the last
and first analysis dates, and whether or not the file is white-listed.

Total Number of Full Info 
Requests.

This is similar to a basic info request (above) but shows greater detail. It shows the 
number of times the user has used the REST API (fvs_full_info) to request results 
from Valkyrie. The greater detail includes static, dynamic and human expert results, 
including behavioral and file information.

Total Number of UI Get Info
Requests.

The number of times the user has requested analysis results via the dashboard. 

This can be done by clicking the 'View File Info'  button or by searching the 

SHA1 hash of a file.

• The values in parentheses represent the unique number of files for which information was requested. For 
example, '15 (5)' means you made 15 total requests spread across 5 different files.

 4.5 Unknown File Hunter Scans
• Unknown File Hunter (UFH) is a free tool which lets you quickly and accurately identify all unknown files on 

your network. 

• The 'Unknown File Hunter Scans' area lets you view the results of scans run with this tool.

• You can download and run UFH from the Valkyrie dashboard:

• Click the 'Download Unknown File Hunter' button on the dashboard

OR

• Click 'Analyze New File' > 'Download Unknown File Hunter'
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After running a UFH scan on your network, you can view results in the 'Unknown File Hunter Scans' area:

• Click 'Dashboard' > 'Overview' > 'Unknown File Hunter Scans'

Click a scan row to view all files included in the scan. 

View the details of a file:

• Click the 'View File Info' icon  above the results table. A new web page opens with detailed results 
for the file.

Unknown File Hunter Scans  -  Table of Column Descriptions

Column Header Description

Start Date Scan start date and time                                                                                                            

End Date  Scan end date and time
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# of Total files Number of files uploaded / verified by Valkyrie web interface within UFH tool 

# of Queried files  Number of files verified by Valkyrie within UFH Number of files uploaded manually to Valkyrie
within Unknown File Hunter Scan session

# of Uploaded files  Number of files uploaded manually to Valkyrie within Unknown File Hunter Scan session

# of Clean files  Number of files declared virus-free by UFH scans.

# of Malware files Number of infected files identified by UFH scans

• Click on any executable file in the 'File Management' page to view Valkyrie analysis results.

• Click the 'View File Info' icon  above the table of executable files. A new web page opens with 
detailed information about the file.
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The 'Valkyrie analysis summary' screen will be displayed. See Valkyrie Summary report to find out more.

• Click 'Download Auto Report Analysis' icon  to view the Valkyrie analysis summary. See 
Download Human Expert Analysis Report for more details.

• Click the 'View Virus Total Result' icon  above the table of executable files to see Virus Total meta-
results on a particular file. See Virus Total Results for more details.
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 4.6 Unparalleled Protection Statistics
The 'Unparalleled Protection' page displays unknown files found on your computer or network that were 
subsequently identified as malware by Comodo Valkyrie - before any other antivirus company detected them as 
such.

This is 'unparalleled' protection because traditional antivirus solutions would have allowed this malware to run. 
Fortunately, Comodo's Containment and Valkyrie technologies are on hand to protect you throughout. Containment 
keeps the files locked away in a secure sandbox environment where they could do no harm while Valkyrie analysis 
identifies the file as malware before anybody else. 

View 'Unparalleled Protection statistics' details

• Click the hamburger menu button on the top-left

• Click 'Statistics' > 'Unparalleled Protection Statistics' link on the user menu

The 'Unparalleled Protection Overview' page opens:
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By default, the filter will be for today's date. You can change the report dates using the date fields beside the 'Apply' 
button.

• Click the date field, select / enter the date from the calendar and click the 'Apply' button.

The first table provides the details for the selected period. The second table provides the details from the date of 
account creation up to a day before the selected 'From' date.

Unparalleled Protection Statistics - Table of Column Descriptions

Column Header Description

Detection The type of threat detected by Valkyrie.                                                                                     

Total Number of 
Samples 

Total number of files detected as malware by Valkyrie.

Undetected by Your 
Previous Antivirus 
Vendor 

Number of threats that were not detected by your previous AV vendors. You can select your 
AV vendors from the settings screen. Refer to the section 'Configuring Valkyrie Account 
Settings' for more details.

Undetected by 
Antivirus Industry 

Number of threats that were not detected by the entire AV industry. This potentially means 
you were the first person to encounter this threat in the world.

Never Seen by 
VirusTotal (Google) 

Number of discovered threats that were not found by VirusTotal.

Not known by Number of discovered threats that were not found by VirusTotal at the time they were 
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Virustotal (Google) 
at Time of 
Submission 

submitted to Valkyrie. 

 4.7 Unknown File Statistics
• Files that Valkyrie's initial analysis cannot classify as definitely safe nor definitely malware are given a 

status of 'Unknown'. 

• Unknown files undergo further analysis to determine whether they are safe or malicious. 

• The 'Unknown File Statistics' page shows details of file verdict changes and the average period taken to 
declare unknown files as either clean or malicious. 

• 'This Week's Unknown File Statistics' is a graphical summary of your unknown files. It shows unknown files 
that were eventually deemed safe and whitelisted, unknown files that were found to be malware, and the 
number of unknown files that are still under analysis. 

View your unknown file stats

• Click the hamburger menu button at top-left

• Click 'Dashboard'  > 'Unknown File Statistics' 
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The 'Unknown File Statistics' page opens:

The default view is today's statistics. You can change the report dates using the date fields beside the 'Apply' button.

• Click the date field, select / enter the date from the calendar and click the 'Apply' button.
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The graph will show details for the selected period. The X-axis represents the data for the last 7 days and the Y-axis 
represents the number of files.

• Unknown - Files that were determined as unknown at first analysis

• Unknown > Whitelist - Unknown files that were white-listed after further analysis

• Unknown > Malware - Unknown files that were determined to be malware after further analysis

• Total Remaining Unknown - Cumulative value of the unknown files for the last 7 days

Place your mouse cursor over a point in the graph to view details for the respective day.
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Unknown File Statistics -  Table of Column Descriptions

Column Header Description

File Type The type of file submitted for analysis and remains as unknown.

# of Unknowns Number of unknown files for the selected period.

Unknown →Whitelisted Number of unknown files that are whitelisted after further analysis.

Avg. time to Whitelist The average time taken to analyze and give whitelist status for the unknown files. 

Unknown →Malware Number of unknown files that are determined as malware after further analysis.

Avg. time to Malware The average time taken to analyze and determine as malware for the unknown 
files.

# of Files Remaining Unknown Number of unknown files remaining to be analyzed further for the selected period.

Known Whitelisted The total number files submitted during the selected period and found to be 
whitelisted in the Valkyrie database.

Known Malware The total number of files submitted during the selected period and determined as 
malware by Valkyrie.

The table at the end of the page provides the details of files that are unknown and under analysis as of now.
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 4.8 Configure Valkyrie Account Settings 
The 'Settings' interface lets you change your current password, select your current antivirus vendor, view global 
statistics and more.

• Click the hamburger menu button top-left

• Click 'Settings' link on the left-hand

The dashboard has the following areas:
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• Account

• Antivirus Vendors

 4.8.1 Account Configuration

• Click the hamburger menu button top-left

• Click 'Settings' > 'Account' in the left-hand menu

OR

• Click your username at top-right then 'Settings'

The 'Accounts' screen will open:
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User Information

• First Name/ Last Name - The names that you provided during account creation. You can update these if 
required. Your name is shown at the top-right corner after signing into your account.

• Email - The email address that was provided during account creation. This field cannot be edited.

• Send Forensic Analysis Notifier E-mail - Send an email alert each time an unknown and potentially 
malicious file is identified 

• Send Kill Chain Notifier E-mail – Send an email alert each time a piece of malware is discovered. 

• Current Password - You need to enter your existing password if you wish to reset it

• Click 'Clear form' to reset data

• License Information – Subscription details for the current account

• Click 'Save changes' to apply your new settings.

 4.8.2 Antivirus Vendors

• Choose all antivirus software vendors that you use or have used in the past. 

• Valkyrie uses this data to measure it's performance against leading antivirus products.

• For example, if Valkyrie finds a zero-day threat, it will check whether the threat was also found by your 
selected vendors. You can view this information in the 'Unparalleled Protection Statistics' section.

• Click the hamburger menu button top-left

• Click 'Settings' > 'Antivirus Vendors' in the left-hand menu
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The 'Antivirus Vendors' screen will open:
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• Select the vendor(s) that you are currently using or deselect a vendor.

• Click the 'Save Changes' button to update the vendor. 

 5 Unknown File Hunter Tool
• Comodo Unknown File Hunter (UFH) is a lightweight scanner capable of identifying previously undetected 

threats on a network. 

• After a scan, it classifies all audited files as 'Trusted / Clean', 'Malicious', 'Unknown', 'Not Analyzed' or 'In 
Analysis'.  

• While 'Trusted' files are OK and 'Malicious' files should be deleted immediately, it is the 'Unknown' category 
which houses most zero-day threats. 

• The scanner lets you upload unknown files to Valkyrie to establish whether or not they are malicious. You 
can view the results of these tests in the Valkyrie interface.

• There are two ways to download the tool:

• From the main Valkyrie interface
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OR

• Click the 'Analyze New File' button 

• Then click the 'Download Unknown File Hunter' button

• Save the setup file to your local device.

Scan your network

• Run the UFH executable to start the utility

• Click 'Scan Now' to select the endpoints you wish to scan:
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How to use the Comodo UFH tool

Step 1  - Getting started

• Login to your Valkyrie account at https://valkyrie.comodo.com/login 

• Download, install and run 'Unknown File Hunter'

• Click 'Scan Now'

Step 2 - Specify targets and run a scan

The utility provides four methods of specifying target endpoints:

• Active Directory - Import target computers via active directory.

• Workgroup - Add computers that belong to a particular work group.

• Network Address - Specify individual host names, IP addresses or IP ranges for scanning.

• This Computer - Scan your local device for unknown files. You can run quick, full or custom scans. 

If you need more help to specify targets, refer to our online guide at https://help.comodo.com/topic-400-1-794-
10428-Scanning-Computers.html. Click 'Start Scan' to begin the scan.

Step 3 - Submit unknown files to Valkyrie (optional) and view results

Upon scan completion, you will see a results summary as follows:
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• You have the option to upload unknown files (aka 'unique hash values') to Valkyrie for analysis.

• Click 'Yes'. The 'Submit to Valkyrie' dialog will be displayed.

• Enter your username / password or license to login to Valkyrie and upload your files
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OR

• Click 'Sign Up'. If you do not have an account. You will be taken to Comodo Valkyrie subscription page.

Valkyrie is an automated, cloud-based behavior analysis system which subjects unknown files to a battery of static 
and dynamic tests to try and discover malicious or anomalous behavior. 

After the analysis is complete, you can generate the 'Unknown File Hunter Scans' report. See Unknown File Hunter
Scans for more help with this. 

• Next, go back to the Unknown File Hunter interface. All 'Unknown' files from the local scan will be shown in 
the 'Scan results' tab. Valkyrie detection will be displayed in the 'Valkyrie analysis results' tab:

• The bottom of the Unknown file hunter analysis results page displays a summary of files that are (still) 
unknown and those that CUFH found to be malicious. You can view a more detailed version of these results
in the Valkyrie interface. To do so, click 'Please click here to see the detailed results'. For more details on 
these results, see Valkyrie Analysis Results. 

• You also can view detailed reports by clicking the 'Reports' tab at the top of the UFH interface:
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• Executive - Top level summary of scan results.

• Per Device - Scan results per device scanned.

• Per Program - Scan results which provide details of each unknown / malicious program, and the 
devices upon which it was found.

For more details about reports, see Reports.

For more help with Unknown File Hunter, please see our online guide at https://help.comodo.com/topic-400-1-
794-10426-Introduction-to-Comodo-Unknown-File-Hunter.html 
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About Comodo Security Solutions
Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the 
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network 
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million 
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network 
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches 
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security 
markets.

About Comodo Cybersecurity
In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative 
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity 
platform enables customers to protect their systems and data against even military-grade threats, including zero-day 
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive 
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also 
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street 

Clifton, NJ 07013

United States 

Tel : +1.877.712.1309

Tel : +1.888.551.1531

https://www.comodo.com

Email: EnterpriseSolutions@Comodo.com
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