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1 Introduction to Comodo Web
Inspector

Comodo Web Inspector is a powerful malware and blacklist monitoring service for websites. If malware is discovered or if the
website is found on any one of a range of website blacklisting services, then the account owner is immediately notified via email.
This early warning system helps save thousands of website owners per year from the potentially catastrophic effects of seeing
their website blacklisted. Web Inspector also incorporates a fully fledged PCI Scan Compliance solution powered by
HackerGuardian technology. This enables qualifying merchants to meet the network vulnerability criteria laid out in section 11.2
of the PCI guidelines. The Web Inspector PCI solution also offers a free compliance wizard to guide merchants through all other
requirements of the guidelines.

Web Inspector features and benefits:
*  Automatic, daily malware scans of all website pages (including any sub-domains)
»  Daily checks that your website is not present on any Internet blacklists
* Immediate notification if problems are discovered
*  Full reports and threat mitigation advice
e Includes PCI compliant network vulnerability scanning service
»  Site seal assures customers that your website is malware-free and trustworthy

»  Easy, web based interface means you can be up and running 5 minutes after sign up

English =
w I“smr Chatwith us Mo | Call us: 1-BB8-266-6361 | Request a Callback | Email Lis
Inspeci, Detect, Profect
Setup Wizard Websites My Account FCl Scanning
Vilsloomea, Test27_F_P1_F2 Tasl | Logoud
Fetum fo List of'Websitas

Management of the website: http://ads.aceweb.net/

Feneral Website Configuration
3 L] E L] ::
Scanning Cptio

Disabla Wabsile Zhange Emai Reports Falze Posilives ns TruslLaga Stakus

S
€
I i}

i Comoda ALK, 2013 Al ighls resered
FAQ | SBuppor

Guide Structure
This guide is intended to take you through the use of Comodo Web Inspector and is broken down to the following main sections:

e The Administrative Interface - Provides a snapshot of main functional areas of Web Inspector

e Logging-in to the Administrative Interface - How to login to the Web Inspector interface

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 4
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*  Adding Website for Daily Blacklist Monitoring and Malware Scanning — How to add websites for W scans
e Managing Websites in Web Inspector- How to add websites for malware scanning and blacklist monitoring
*  Removing a Website from Daily Blacklist Monitoring and Malware Scanning
*  Viewing Last Scanned WI Reports
«  Adding WI Trust Logo to your Website
» Validating your Website
*  General Website Configuration
e My Account - How to manage your account at Comodo Account Manager (CAM)
¢ Web Inspector Area
* My Account
e Help
*  Contacts
*  PCI Scanning - How to set up PCI scanning on your network
»  Starting up with Web Inspector PCI Scanning Service
«  PCI Scanning Service - Infrastructure
* PClIScan
* Internal Scanning
e Account Preferences and Scan Settings
*  Scheduled Scans
*  Web Inspector PCI Reports
¢ Purchasing Additional IP Packs
*  Web Inspector PCI FAQs - Frequently asked questions about Web Inspector PCI
*  Web Inspector Services - General FAQs
«  Web Inspector Services — Technical FAQs
* PCIFAQ

2 The Administrative Interface

The main interface of Comodo Web Inspector (WI) allows administrators to have overall control of adding or removing websites
for daily blacklist monitoring and / or daily malware scanning, configuring, PCI scanning and to view the report results. The
image below shows the administrative interface after logging in.

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 5
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W inspector Chiat with us Now| Call us: 1-899-266-6361 | Request a Calloack | Emal Us

Setup Wizard Websites Pty ACCount FCl Scanning

Wlcome, Test2?_F_P1_F2 Test | Looout

Manage wour websites

@ hipiads acawab.nall unlmiled URLS  Scanned at 201 3-04-12 01:30:42 UTC Fupioga | Manage | Report 2| Ramove X
http - BE 2 o by infiod unlimied URLs  The wabsile ownership has not baan varified Creenership Varificaion | Remove X
hitp:bungerme.comi unlimied WRLs Scanning. TrusiLogo | Manage | Report 2| Remaove X
hitp:iexample.comil unlimited URLs  The wabsite awnership has not bean venfied “rwnership Yenficabion | Remove X

) Pty ibenes ko dmifiog” unlimeted URLs anned at- 201 3-04-12 16:06 LT T [1E e | i | e X
hitpprosy-me. comy unlimded URLS ICaEnning x

Main Functional Areas

»  Setup Wizard - In this area, an administrator can add websites for daily blacklist monitoring, malware scanning
services, general vulnerability scanning and PCI vulnerability scanning. See the Adding Websites for Daily Blacklist
Monitoring and Malware Scanning section for more details.

e Websites - In this area, an administrator can manage the added websites such as remove, enable or disable websites
from the list in this interface and view reports. This area also allows an administrator to website configuration and
more. See the Managing Websites in Web Inspector section for more details.

e My Account - Provides details of your account in the CAM interface. See the Managing Your Account section for
more details.

»  PCI Scanning - In this interface, an administrator can perform vulnerability assessment scanning of the website to
achieve PCI scan compliance. See the section PCI Scanning for more details.

*  FAQ - Answers to the mostly commonly asked questions regarding Web Inspector.

»  Support - Clicking the Support link at the bottom right of the interface takes you to the Comodo support portal, an
online knowledge base and support ticketing system. The support portal is one of the fastest ways to get assistance
from Comodo support staff on any Web Inspector questions you may have. Registration is required. Please remember
to include your order number when you submit a ticket.

2.1 Logging-in to the Administrative Interface

Web Inspector customers can login into the service by visiting http://app.webinspector.com/login

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 6
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Chat with us Now | Call us: 1-888-286-6351 | Request a Callback | Emadl Us

w inspector Home Online Scan Recent Detections  Login

nspeect, Datsct, Protect

Login to Web Inspector

Useamame

FI I:IE.E.;‘.;-.I[ -1 _

LOGIN Foracten your passwars

If you don't remember your password, click the 'Forgotten your password?" link.

2.2 Adding Websites for Daily Blacklist Monitoring and
Malware Scanning

Major search engines including Google, Yahoo and Bing will blacklist a website if they determine that it is malicious. This can
happen, for example, if the site is found to host malware or because the site has been used for fraudulent activities such as
phishing. Blacklisted sites will not be listed in search results and website visitors will be shown a strongly-worded message of
warning whenever they try to visit the site. This is especially significant when you consider hackers can infiltrate a legitimate
website and use it to host their attacks without the owners knowledge. Innocent businesses can often find their websites
blacklisted through no misdemeanor of their own.

Web Inspector checks all the major website blacklists for your websites on a daily basis. You will receive immediate notification if
one of your sites is found, enabling you to take appropriate remedial action. Of course, the malware scanning component of
Web Inspector will thoroughly check your website for viruses on a daily basis and will notify you before the search engines ever
find out.

To add a website for daily blacklist monitoring and malware scanning

»  Click 'Setup Wizard" at the top of the interface:

[Enghsh ™|

w inspector Chat il us Mow | Call us: 1-888-266-6361 | Request a Callback | Email Lis
Irspect, Detoct, Probect
Websites My ACcount PCI Scanning

e Step 1- Enter the URL of the website that you want to add in the text box.

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 7
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Setup Website.

Setup a daily check to ensure your website is not blacklisted and is free of maksare. You will receive an email every day with the status of your website

Please enterthe site you want o configure for Web Inspector scans

htip:ffexample.com ADDSITE

Cancel Setup
e Click the 'ADD SITE' button.

Setup Website.

Setup a daily check to ensure vourwebsite s not blacklisted and 15 free of malwang, You will receive an amall every day with the status of your website

There are multiple subscriptions available onyour account Please choose the subscriplion to use for this site

hitp ffexample. com CONTIMIUE

© 5 sitatz) with unlimited URLS ¢ '

O 1 site(s) with 3 URL limit and WeblInspector TrustLogo service. i
O 20 sita(s) with unlimited URLs and Weblnspector TrusiLogo senice, |
Cancal Selup

*  If you have multiple Web Inspector account subscriptions, select the subscription package to which you want add the
website and click the 'Continue' button.

e Step 2 - Enter the email address to which the Web Inspector reports and notifications will be sent daily.

Setup Recipient Email.

Emter your emall address to which you will recehe dally Weblnspector repons and notifications

administrator@exampla_com ADD EMAIL

= Back Cancel Selup  Mewt =

e (Click the '"ADD EMAIL' button or 'Next'.

You can review the entries or cancel the website add process by clicking 'Back’ or 'Cancel Setup' respectively anytime during the
process.

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 8
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e Step 3 - Website ownership verification. You have to demonstrate ownership of the domain before WI can start
scanning the website.

Note: You can also choose to skip the website ownership verification at this moment by clicking 'Skip and Finish Setup' link at
the bottom. Please refer to the section 'Validating your Website' if you want to validate your website at a later time.

There are four methods available for authenticating your website:
«  File Upload
¢ Meta Tag
e  Administrative Email

« DNS CNAME

Website ownership verification

Befare Web Inspector can start scanning yourwebsite, we need to verify vour ownership ofthe wehsite,

Choose a method of website ownership:
There are four ways you can verify website ownership. Click any ofthe choices to read step-by-step instructions for that method.

Please selectthe methad you prefar;

O File Unload - Upload a special file to yourwehserver.

O neta Tag - Add a meta tag to your home page.

O administrative Email - Confirm a code sentvia email to the domains administrator,
O DNS CMNAME - Enter a code into waudr OME ChHAME record.

You may skip this step and perfarm it later using the "Cwnership Werification” link.

= Hack Cancel Setup  Skip and Finish Setup=

File Upload - You download a specific .txt file which is to be placed on the root of your web server. Comodo will run an
automated check and verify domain control based on the presence of this file.

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 9
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Step3: Website ownership verification
Before Web Inspector can start scanning vour website, we need to verify your ownership of the website.

Choose a method of website ownership
There are four ways you can verify website ownership. Click any ofthe choices to read step-by-step instructions for that method
Please select the method you prefer;
@ File Upload - Upload a special file 10 your webserver
Please download this file & and upload it to the root folder of your web sarver
Testthe file is in place by downloading it from hifpfexample comicomodo_si_verification
Click “erify'to begin website ownership verification

O Meta Tag - Add a meta tag to vour home page
O administrative Email - Confirm a code sent via email to the domains administrator,
O DMNS CMAME - Enter a code into your DNS CNAME record

Yiou may skip this step and perfarm it 1ater using the "Cwnership Verfication” link.

*  Download the text file by clicking 'file'

»  Upload it to root folder of your web server

«  After the text file has been uploaded, click the 'VERIFY" button.

»  Comodo will check for existence of this file to prove domain control

«  After successful verification, 'Manage' and "TrustLogo' links will become available for that domain (Note - the
availability of 'TrustLogo' link depends on your subscription type).

Meta Tag - Web Inspector will generate a unique tag which must be inserted into the meta-data of your home page html. Web
Inspector will check this page and validate domain control based on the presence of the tag.

Step3: Website ownership verification
Before Web Inspector can start scanning vour website, we need to varify your cwnership of the website

Choose a method of website ownership:
There are fourways you can verify website ownership. Click any of the choices to read step-by-step instructions for that method

Please select the method you prefer

O File Upload - Upload a special file to your webserver,

@ Meta Tag - Add 2 meta tag to your home page

Please add the meta tag to your home page hitpVexample.comf

<meta name="comodo_si_vernfication" content="4738291" /»

It should be placed in the <HEAD=</HEAD= seclion of the page.
Check the tags have been added by viewing page source on vour live home page
Click Yerify' to begin website ownership verification

O administrative Email - Confirm a code sent via ermail to the domaine administrator
O DMNS CHNAME - Enter a code info yvour DNS CHAME record

*  Copy the meta tag from the text box and paste it into your website home page as a new line anywhere between

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 10
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<Head> and </Head> tag
*  Once this is done, click the 'Verify' button to initiate the verification check.
»  Comodo will check for existence of the tag to prove domain control

e After successful verification, 'Manage' and TrustLogo' links will become available for that domain (Note - the
availability of 'TrustLogo' link depends on your subscription type).

Administrative Email - Web Inspector will check the WHOIS database and send a validation code to the email address of the
domain administrator.

Website ownership verification

Before Web Inspactor can stz scanning your website, we need to verify your ewnership of the websile

Choose a method ol website ownership

There are four ways you can verify wabsite ownarship, Click any of the choices to read step-by-step instructions for that method

Please select the method you prefer.

O File Upload - Upload a special file to your webserver

© Meta Tag - Add & meta tag to your home page

@' Administrative Emall - Canfirm a code sentvia emaill to the domains administrator

Weh Inspector will attermnpl to refrieve an administrative contact email address from your WHOIS record for the domain example com.

ITan addrass can be found an emall will be sentto this address

The email will contain a unigue validation code. This should be copied and pasted into the relevant website ownership page on Web Inspector
Click "erify' to begin webhsite ownership verification

O DNS CMAME - Enfer a code info your DNS CHAME record.

»  Click the 'VERIFY "button.

*  Web Inspector will check for the administrative contact email address for the domain and if found in the WHOIS
database, will proceed to Step 4.

e Click the 'SEND EMAIL' button. The verification code will be sent to the email address.
*  Copy the code in the email and paste it in the text box in Step 5 and click the 'SUBMIT" button.

»  After successful verification, 'Manage' and 'TrustLogo' links will become available for that domain (Note - the
availability of 'TrustLogo' link depends on your subscription type).

DNS CNAME - Web Inspector will generate a unique code which must be added into your DNS CNAME record.

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 1"
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Website ownership verification

Before Web Inspector can start scanning yourwebsite, we nead (o varnfy your owmearship of the website

hoose a method of website ownership:

There are four ways you can verify website ownership. Chck any of the choices 10 read step-Dy-step instructions for that method
FPlease select the method you prefer

O File Upload - Uplaad a special file to vour websarer

O meta Tag - Add a meta tag o vour home page

O Administrative Email - Confimn a code sent via email to the domains administrator

& DNS CNAME - Enter a code nto your DNS CNAME record

Flease add a DME CMNAME record for your domain. The hashes are to be entered as follows.
95635daab9ed2TEBbT 48901 29089537 Te2 exarmple.com. CMAME wi-23a13004cd2b256eTalB327c9b11 dbe1 webinspectorcom
Please take care to include the period at the end of each TLD. This is required to make the entey fully gualified

Click Merify' 1o bagin website ownership verification.

VERIFY

*  Copy the hashes from the text box and paste it into a note pad. The hash values must be entered as a DNS CNAME
record for your domain.

*  Once this is done, click the 'Verify' button to initiate the verification check.

*  Comodo will check for CNAME to prove domain control

»  After successful verification, 'Manage' and "TrustLogo' links will become available for that domain (Note - the
availability of 'TrustLogo' link depends on your subscription type).

Repeat the processes outlined above to add more websites. If the number of websites exceeds the subscription plan for your
account, a warning message will be displayed:

Setup Website.

Setup a daily check to ensure your website is not blacklisted and is free of mahksare. You will receive an email esery day with the status of your websie

This licence is fully used, please choose another licence. Purchase of a new licence

hitp:/fexemplel.com

O 5 site(s) with unlimited URLs (bd9a315-933e-4c46-87h2-139¢f2a3a704)
'@' 1 site(s] with 3 LRL limit and Weblnspector TrustLogo service, (964829571 39 4df2-bbEE-d6 3e0BTT 2240)
I (

O 20 site(s) with unlimited URLS and Weblnspector TrustLogo service. (cdd1 4016-2290-4712-Bd 30T d 3eaT dr23)

Cancel Setuy

If you want to add websites without changing your subscription plan, disable a website that is currently in the list and repeat the
process for adding a website. See the section 'General Website configuration' section for more details.

Once website(s) have been added, the daily blacklist monitoring and malware scanning will begin at a predetermined time. After
the first scan is completed, 'Report' links will be displayed beside the respective websites list in the interface. See the section
'Web Inspector Scan Reports' for more details.

WI will be sending emails daily regarding the status of your websites, which will help you to take immediate remedial action in
case of blacklisting any of your websites by major search engines. An example of a notification email is shown below.

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 12
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&' Web Inspector Alert. Daily malware scanni port for http:fhwww.instantssl.com/ - Mozilla Thunder
Ble Edt Yiew Go PMessage Tools Help

2 Gemai - | wrke (B nddressBosk | yTag-

from webinspector@comodo. corm [E"{”WI"'I i I:“;_i Fclrwardi [ 'E arr:hive] I @’ i""*] [ bl defahei
subject Web Inspector Alert. Daily malware scanning report for http://www.instantssl.com/ 12/18/2012 4:52 PM
ko You other actions =
-

Dear test test

Web=ite: hetp://vwww. instantasl.com/
Status: 3Jafe

Socanned_st: 2012-12-18 11:01:02 UTC
URL limit: 500 URL limit

Please login to the management incerface at hecps://10.8.5.10/alert to view more details.

Thanks,
The Comodo Tesam

support.comodo. com
forums . comodo . com

Thi= email and any files transmiccted with it are confidential and incended solely for
the use of the individual or enticy to whom they are addressed. If you have received
thiz email in error please notifvy the sender by replving to the email containing this
attachment. Eeplies to this email may be monitored by Comodo for operational or business
reasgn=, Whilst esvery endeavour is takeh to ensure that emails are fres from viruses, no
liabilicy can be accepted and the recipient i3 reguested to use their own virus checking
software.

:!rE

2.3 Managing Websites in Web Inspector

The "Websites' area allows you to:
*  Remove websites from scanning / monitoring
¢ View last scanned WI reports on your domains
*  Add a Web Inspector site seal to one of your web sites
«  Validate ownership of website
*  General website configuration of selected website

To view this area, click 'Websites' at the top of the interface:

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 13
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W inspector Chiat with us Now| Call us: 1-899-266-6361 | Request a Calloack | Emal Us

Setup Wizard Websites Pty ACCount FCl Scanning

Welcome, Test2?_F_P1_P2 Tast | Logout

List of Websites.

Manage your websites

@ hipiads acawab.nall unlmiled URLS  Scanned at 201 3-04-12 01:30:42 UTC Fupioga | Manage | Report 2| Ramove X
http - BE 2 o by infiod unlimied URLs  The wabsile ownership has not baan varified Creenership Varificaion | Remove X
hitp:bungerme.comi unlimied WRLs Scanning. TrusiLogo | Manage | Report 2| Remaove X
hitp:¥example.comi unlimited URLs  The wabsite ownership has not bean verified Creenership Verification | Remaove X

W) hitpibeovsky infol unlimited URLs anned at 201 3-04-12 00-16:06 LT T Manage | t 63| e X
hitp iproes-me corm unlimded URLS Scanning e

2.3.1 Removing a Website from Daily Blacklist Monitoring and Malware
Scanning

If you want to remove a website from daily blacklist monitoring and malware scanning, this can be done in the list of websites
interface.

To remove a website from the list:

«  Click 'Websites' at the top of the interface:
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web
w inspector Chal wilh us Now

Setup Wizard

m 9 266-6361 | Requesl a Callback | Email Lk

Wy Account PCl Scanning

Welcome, Test2?_F_P1_P2 Tast | Logout

List of Websites.

Manage your websites

@ hiniads acawab.nall unlimiled URLS  Scannhed at 201 3-04-12 01:30:42 UTC Fastoga | Manage | Report 22| Ramove X
http et BE 2 o by infiod unlimied URLs  The wabsile ownership has not baan varified Creenership Varification | Remove X
hitp:¥bugnerme.comi unimied WRLs Scanning. TrusiLogo | Manage | Report 2| Remove X
hitp:fiexamale.comi unlimied URLs  The websie ownership has not been vanfied revnership venfication | Remove X

W) hltpeivovs oy infor unlineed URLS gnned at 201 3-04-12 00-16:06 LT | B X
hitp:iproes-me. corm unlimded URLS  Scanning ]

The list of websites added for daily WI scanning will be listed.

e Click the 'Remove' link at the far end in the row that you want to remove the website.

http-idernaino.ongd unlimited URLs he webhzlie oWnRership has not baan vanilied, | x
http - Mexamiple, comd snlimited URL:  The webzie ownership has not baan vanfied Dwmearship varficatio
s
\W)  hitehvows ke Irnfil pnlimited URLS  Scanmed at 201 3-04-10 0015:35 UTC TrustLogo | Manage | Report 5| Remove X
Filtey M Dy el COFTY nlimited URLE  Scanning d - x

¢ Click 'OK' to confirm the removal.

2.3.2 Viewing Last Scanned WI Reports

The Web Inspector Scan Reports are highly informative graphical summaries of the malware affected status of enrolled
websites. WI Reports include:

»  Scan reports of all the web pages of websites enrolled for Daily Malware Scanning

e Scan reports of index /home pages of the websites enrolled for Daily Blacklist Monitoring

To view the last scanned WI Reports:

«  Click 'Websites' at the top of the interface:

The list of websites added for daily WI scanning will be listed.
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http-Aidernain. ong Bnlirmitad L | iE E If. ] 1hag BHIE x
it Mexample, comy pnlimited URLs  The weballe ownership has not bean vanfied Ownarzhip verfication | Remove X
\W)  hitehvows ke Irnfil pnlimited URLS  Scanmed at 201 3-04-10 0015:35 UTC TrUSLonD | Manage Remove X

Filtey M D el GO mlirnited LIRL Scanning ¢ - x

»  Click the 'Report' link at the end in the row of the website that you want to view the reports.
The report overview page of the last run W1 scan will be displayed. Click the 'Details' link in the page to view the compete report
of the last run scan.

To view the complete list of reports of the WI scan from the day of subscription for the website, click the 'Return to Reports List'
link located at the top right side of the 'Report' interface.

Note: You can also view the complete WI reports in the General Website Configuration screen.

Refer to the section 'Web Inspector Scan Reports' for more details.

2.3.3 Adding the Wl logo To Your Website

The Web Inspector Trust Seal is a symbol that conveys the message to your website visitors that the site is safe, secure, trusted
and verified thus increasing the conversion rates of visitors to potential buyers.

To add Trust Logo to your website:

«  Click 'Websites' at the top of the interface:

The list of websites added for daily WI scanning will be listed.

hitp:Ademair.ong anlimited L 18 websile E 1P ha t been vaniie P
it Mexample, comy snlimited URLs  The websile cwnership has not been venfied Owmership Verfcation | Remove X

i\y hiitg Whvores ke Infol pnlimited URLS  Scanned at 301 3-04-10 001 5:35 UTC Manage | Report | Remowe X
Wttp AT o v corml nlirmited LIRL Scanning ¢ - o

»  Click the Trust Logo' link at the end in the row that you want to add the Trust Logo to the website.

Note: The availability of TrustLogo' link in the interface depends on the license that you have purchased. See the section
Subscribe WI services for more websites in Web Inspector Area on how to purchase WI services with TrustLogo.

Note: You can also add TrustLogo at a later stage in the General Website Configuration screen.

Refer to the section 'Adding Trust Logo to your Website' in General Website Configuration for more details.
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2.34 Validating your Website

If you have opted to skip validation of your website at the time of 'Adding Websites for Daily Blacklist Monitoring and
Malware Scanning', you can do so in the list of websites interface.

To validate website ownership:

«  Click 'Websites' at the top of the interface:

The list of websites added for daily WI scanning will be listed. The 'Ownership Verification' link will be displayed for the websites
that have not been validated.

x
\Z) nipibuoserme com unlimited URLs  Scanned at 301 3-04-11 00:00:258 UTE Todsheope | Manage | Reporl 1] Remove X
nfpdexampla coms unlimited URLs The wabsite ownership has not been verified ALt
a
E?} nitpibvove kg infor unlimited URLs  Scanned ab 204 3-04-11 00:30:36 UTC Trustoops | Manage | Report 13| Remove X

nipdproay-me.comd unlimited URL=s  Scanning z x

»  Click the 'Ownership Verification' link at the end of row of the website for which you want to validate the ownership.
The Ownership Verification page for the selected website will be displayed.

Ownership verification for the website: http://example.com/

Before Weblnspector beging checking your website for malware we need to check that you own the website. This is done by verifying website ownership

Choose a method ofwabsile owmership

There ara four ways you can verify website ownarship. Click any of the cholces to read step-bv-step instructions for that method
Please select the method vou prefer:

O File Upload - Upload a special file to your wabsemar.

O meta Tag - Add a meta tag to your home page

O administrative Email - Confirn a code sent'ia email to the domains administrator
© DNS CNAME - Enfer a code into your DNS CNAME record,

There are four methods available for authenticating your website:
*  File Upload
e MetaTag
*  Administrative Email
« DNS CNAME

File Upload - You download a specific .txt file which is to be placed on the root of your web server. Comodo will run an
automated check and verify domain control based on the presence of this file.
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Ownership verification for the website: http://example.com/

Before Wehlnspector beging checking your website for mahvare we need to check that you own the wehsite. This is done by verifying website ownership.

Choose a method of website ownership:

There are fourways you can verify wehsite awnership, Click any of the choices to read step-by-step instructions for that method.
Please selectthe method you prefer.

® File Lpload - Upload a special file to your webserver.

Flease download this file 13 and upload it to the root folder of your web server.

Testthe file is in place by downloading it fram hitp:fexample.comicomaodo_si_verification

Click “erify'to hegin wehsite ownership verification.

O Meta Tag - Add a meta tag to your home page.
O administrative Email - Confitm & code sent via email to the domains administrator
O DNS CRAME - Enter a code into your OME CRHAME record.

*  Download the text file by clicking 'file'

»  Upload it to root folder of your web server

»  After the text file has been uploaded, click the 'VERIFY" button.

e Comodo will check for existence of this file to prove domain control

»  After successful verification, 'Manage' and 'TrustLogo' links will become available for that domain (Note - the
availability of 'TrustLogo' link depends on your subscription type).

Meta Tag - Web Inspector will generate a unique tag which must be inserted into the meta-data of your home page html. Web
Inspector will check this page and validate domain control based on the presence of the tag.

Ownership verification for the website: http://example.com/

Before Weblnspector be gins checking your wabsite for mahaare we need to check that you own the website. This is done by verifiin i website ownership

Choose a method of website ownership

Thare are four Wways you can varfy websile ownership, Click any of the choices 1o read step-by-step instructions for that method
Please select the mmethod you prefer:

O File Upload - Ipload & speacial file o your wabserver

® weta Tag - Add a reta tag to your home page

Flease add the meta tag to vour home page hitpcFexample comd

<meta name="comodo_si_verification" content="4738291" />

It should be placed in the <HEAD»=</HEAD> seclion of the page.

Check the |1_]*- hiawve been added ||'|r\_-in-:'_.'ci'||_: DEAe SOUrce on wour live home page
Click “erify' to begin website ownership verification

O Administrative Email - Confirm a code sentvia email fo the domains administrator
O DME CHAME - Enfer a cade inta yaur DMNS CHANE recard

*  Copy the meta tag from the text box and paste it into your website home page as a new line anywhere between
<Head> and </Head> tag

*  Once this is done, click the 'Verify' button to initiate the verification check.

*  Comodo will check for existence of the tag to prove domain control
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»  After successful verification, 'Manage' and TrustLogo' links will become available for that domain (Note - the
availability of 'TrustLogo' link depends on your subscription type).

Administrative Email - Web Inspector will check the WHOIS database and send a validation code to the email address of the
domain administrator.

Ownership verification for the website: http://example.com/

Before Weblnspecior begins checking vour website for mahware we need fo check that vou own the website. This is done by werifving website ownership
Choose a method afwabsile ownership
There are four ways you can varify website ownership. Click any of the choices 0 read step-by-step Instructions far that method

Please selectthe method you prefar

O File Upload - Upload 3 special file to your websenver

O Meta Tag - Add a meta tag to vour home page

® administrative Email - Confirm a code sentwa email io the domaing administrator

Web Inspector will aftempl to retrieve an administrative contact email address from your WHOIS record for the domain example com

If an address can be found an email will be sent to this address

The emall will contain a unigue validation code. This should be copied and pasted into the relevant website ownership page on Web Inspector.
Click "erify to begin website ownership verfication

O DNS CNAME - Enter a code Into ywour DMS CHAME record

»  Click the 'VERIFY "button.

*  Web Inspector will check for the administrative contact email address for the domain and if found in the WHOIS
database, will proceed to Step 4.

»  Click the 'SEND EMAIL' button. The verification code will be sent to the email address.
e Copy the code in the email and paste it in the text box in Step 5 and click the 'SUBMIT" button.

»  After successful verification, 'Manage' and "TrustLogo' links will become available for that domain (Note - the
availability of 'TrustLogo' link depends on your subscription type).

DNS CNAME - Web Inspector will generate a unique code which must be added into your DNS CNAME record.

Ownership verification for the website: http://example.com/

Before Weblnspector beging checking your website for mabaare we need 1o check that you own the website. This is done by verifying website ownership

Choose a method of website ownership:

There are four ways you can verify website owmership. Click any of the choices fo read step-by-step instructions for that method
Please selet tl||r: IT |-|'|_ll_' you plrf—l

O File Upload - Uplaad a special file to your webseanet

O Meta Tag - Add a meta tag fo your home page

O aAdrinistrative Email - Confirm a code sent via emall 1o the domaing administrator

& DNS CHMAME - Enter a code inta your DNS CHAME recard

Pleasa add a DMNS CNAME record for your domain. The hashes are to be entered as follows:

35635daahed278bT 48501 2989337 Te2 example.com. CMAME wi-23a13084cd2b256eTa36327c9011d6e1 webinspectorcom
Please take care fo include the period at the end of each TLD. This is required to make the entry fully qualified

Click Werify' to ln-ui-’l website ownership verification

*  Copy the hashes from the text box and paste it into a note pad. The hash values must be entered as a DNS CNAME
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record for your domain.
*  Once this is done, click the 'Verify' button to initiate the verification check.
e Comodo will check for CNAME to prove domain control

e After successful verification, 'Manage' and TrustLogo' links will become available for that domain (Note - the
availability of 'TrustLogo' link depends on your subscription type).

2.3.5 General Website Configuration

The General Website Configuration interface allows you to manage a selected website from the list such as disable/enable it
from WI scans, change email address, view reports and more.

To access the configuration interface

e Click the 'Manage' link at the right side in the row of the website that you want to manage.

TR Mo ae e, conm unlimited URLs  Scanning 10 | | | =
hilp fexample comi urlimifed L'RLs  The websila ownarship has nol been varified Cnmiership Veriicalion | Remove X
) htpiivovs boindol unlimited URLs  Scanned a3t 2013-04-12 00:16:06 UTE II.EILD(thE‘IJU” 1| Remove X
.
NEIpnnnE-Fre Corm unlimited URLS  Scanning e | Report @f | x
b [T BT TR T unlimited LR Scanfed b 2013-04-1

Note: The 'Manage' button will appear only after the ownership of the website has been successfully verified after adding it in
Web Inspector. See the section 'Adding Websites for Daily Blacklist Monitoring and Malware Scanning' for more details
on how to add and authenticate ownership.

The General Website Configuration interface for the selected website will be displayed.

Eeturn ta List of Websdes

Management of the website: http://lvovsky.info/

General Wehsite Configuration
@ B & @
ﬁ = @ —re
Disabla Website hange Ernall Repois False Positves scanning Options TrustLomo Stahs

& Cormoda CaLtd. 2013 A righls resaned
FAQH | Support
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Click on the links below for more details on the options:
« Disable / enable a website from WI scans
*  Change email address to which the WI reports and notifications will be sent
»  View and manage WI reports for a website
* View and manage false positive pages
*  Scanning configuration options

* Adding TrustLogo to your website

2.3.5.1 Disabling / Enabling a Website

If you do not want the Web Inspector to perform daily blacklist monitoring and malware scanning for a website, you can disable it
in the General Website Configuration. You can also enable a website that has been disabled.

To a disable a website

e Click the 'Manage' link at the right side in the row of the website that you want to disable.

The General Website Configuration of the selected website will be displayed.
Feturn to Lisi of Websites

Management of the website: http://buggerme.com/

General Website Configuration
@ L ] : [ ::
False Posilie Scanning Optiar ELogpon 5

) i

¢ Click the 'Disable Website' link.

Are you sure’

[ QK ] ’ Cancel

¢ To confirm, click 'OK.

The website will be disabled and the interface will allow you to enable it again. The WI reports for the website will available even
if it is disabled. The List of Websites interface will also display the website has been disabled.
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List of Websites.

Manage your wehsiles

@ niin.fads. acewab nedl unlimited LURLs  Scannad at: 2013-04-12 01:30042 UTC Taisiaaa | Manage | Repord B Remove X

hitpfat-B62 vove kg infoy unlimiied URLs The website ownership has not been vanfied Cremership Yerfication | Remowe X

hiip UG e e, conm unlimited URLs  The website monitoring has been disabled, Mo checking will take
place

Manage | Remove X

To enable the website for Wl scanning

»  Click the 'Manage' link beside the website that you want to enable again.

Management of the website: http://buggerme.com/

General Wehsite Configuration.

@

Enahle Wehsite Renports

II|| H

e Click the 'Enable Website' link and click 'OK" in the confirmation dialog.

To view the reports of the disabled website click the 'Reports' link. Refer to the section 'Web Inspector Scan Reports' for more
details on WI reports.

2.3.5.2 Changing WI Notification Recipient Email Address

Web Inspector will be sending natifications daily via email to the regarding the details of the website scanned, result of the scan
and the time it was scanned. You can change this email address in the interface.

To change the email address

»  Click the 'Manage' link at the right side in the row of the website that you want to manage.

The General Website Configuration of the selected website will be displayed.
Feturn ta List of Wahsites

Management of the website: hitp://buggerme.com/

General Website Configuration
=i @ ™ .
Dizable Websile Rapor False Pogilie Scanning Oplior TrustLogo Siall
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e Click the 'Change Email' link.
The current email address will be displayed.

Change recipient email for the website: http:/buggerme.com/

Enter the amail address atwhich yowwant 1o recieve dally Web Inspector repors and notifications

adminstrator@buggeme.com ADD EMAIL

D Diontsend me a dally Web Inspector reports and notifications by email

¢ Enter the new email address in the text box and click the 'ADD EMAIL'.

The 'email successfully changed message' will be displayed.

Change recipient email for the website: http://buggerme.com/

Enter the email addrass alwhich you want 0 recieve daily Web Inspector repors and notifications

Recipient email has been successiully changed

bobiZ@example com ADD EMAIL

[ Dontsend me a daily Web Inspector reports and notincations by ermai

»  Select the 'Don't send me a daily Web Inspector reports and notifications by email' check box if you don't want to
receive any notifications from Web Inspector.

2.3.5.3 Web Inspector Scan Reports

The Web Inspector Scan Reports are highly informative graphical summaries of the malware affected status of enrolled
websites. WI Reports include:

»  Scan reports of all the web pages of websites enrolled for Daily Malware Scanning
e Scan reports of index /home pages of the websites enrolled for Daily Blacklist Monitoring
The 'Reports' interface displays a list of all the malware scan reports of the selected websites with the details on:
e the website/domain to which the report pertains
e the number of web pages (urls) scanned in that website
e creation date and time of the report

To view the last scan report of a specific website, click the 'Report' link at the right side in the row. Refer to 'Viewing Last
Scanned WI Reports' for more details.

To view the reports list of a specific website, click the 'Manage' link at the right side in the row and click the 'Reports' link in the
'General Website Configuration' interface.
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Eeturn o List of YWebsitas
H . o R H ¥
Management of the website: http://tunapeyzaj.com
General Websita Corflguration
Dizatile Waksite Change Email Falsa Positiva Scanning Oplions
The complete list of daily run WI scan reports for the selected website will be displayed.
Reports of the website: http:/tunapeyzaj.com/
Show all antries v
A hilpiRunapeszal corm Mahsare Scanning Checked URLs: 1 Created al:2013-04-01 D0:15:42 UTC Repod i Remove X
@ hflpfunapevzal coms Malware Scanning Checked URLs: 12 Creatad al:2013-03-31 00:16:58 UTC Report 1t Reamove X
@ hitp.ifunapevzai comf MWalware Scanning Checked URL=: 12 Created at: 201 3-03-30 00:16:48 UTC Repart Remaove X
@ hitpuitunapevzal comf Mahware Scanning Checked URLs: 12 Created at:2013-03-26 00:16:42 LTS Report .2 Remaove X
@ hitpifunapevzal coms Mahware Scanning Checked URLs; 12 Created &t 201 3-03-23 DO1GE:32 UTC Report .3 Remove X
@ hitpaRunEpezal coms Malware Scanning Checked URLs 12 Created a1:2013-03-22 00:16:38 UTC Report .3 Remaove X
@ hflpRunapeal corm Mal&are Stanning Checked URLs: 12 Craated at:2013-03-21 00016:41 UTC Rapoit .5 Remove X
@ hilpitunapezal corm’ Malware Scanning Checked URLS: 12 Craated al::2013-03-18 00:16:40 LTS Report .0 Remaove X
@ nftpfunapeyvza) com Malware Scanning Checked URLs: 12 Creatad at:2013-03-18 001646 LTS Report Remove X

Dizplay | 20 lems par page *

In the Reports area:

» the sites identified as safe and free from malware are highlighted in green

» the sites identified as suspicious are highlighted in yellow

» the sites identified as unsafe and containing malware are highlighted in red

» the sites that produced inconclusive scan results are highlighted in gray

The 'Reports of the website' interface for the selected website allows the administrator to:

¢ Filter the Reports
¢ View Detailed Reports of a website

¢ Remove outdated/unwanted reports

Using the Filter options
Sorting Reports based on Report Types - The drop-down menu at the top-right enables you to select the reports to be
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displayed based on scan results.
e Show all entries - Displays all the entries
»  Show only Safe entries - Displays only the scan reports of the sites identified as safe and free from malware
»  Show only Unsafe entries - Displays only the scan reports of the sites identified as unsafe and suspicious

»  Show only Inconclusive entries - Displays only the scan reports of the sites on which the malware scanning yielded
inconclusive results.

Limiting number of entries per page - You can limit the number of items displayed in the Reports page by selecting the option
from 'Display' drop-down at the bottom.

Viewing Detailed Reports
The detailed scan report created on a particular date can be viewed by clicking the 'Report' link beside a listed item.

httpunapeyzal comy W 3 lhvare anning Checked LIRL Coreated a320 4 [1]1} 44 1T

L hillpcunapeyzal.coms Malware Scanning Checked URLs: 1 Created at:2013-04-02 001546 UTC Report Ramova X
@ hitp:iftunapeyza.coms Makware Scanning Checked URLs: 12 Created at:2013-04-01 123044 UTC Remowa X
@ i E T TR Makware Scanning Checked URLS 12 Crested 30:2013-04-01 1376748 UTC t Rar x

Tip: The most recent report for a specific website can be opened by clicking the 'Report' link against the website name in the
'List of Websites' interface. Refer to the section 'Viewing Last Scanned WI Reports' for more details.

The report page is divided into two sections namely:

e Report Summary - Provides an at-a-glance summary of status of the website, number of pages scanned, domain
registration and contact details. The Summary area also contains a link to open a list of report on unsafe URLs found
on the same IP address.

*  Checked URLs - Gives a list of web pages (URLs) in the website, which are scanned with individual results.

Report Summary:

The Report Summary area provides at-a-glance summary of the scan results. It also gives:
« the IP address of the domain
e the domain registration details
*  administrative/technical contact details of the domain

¢ Whois information for the website
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Betum to Reporis List

Report for * http://tunapeyzaj.com/’

. P Scan results forthe I35t 7 days
This is a high nsk site Seanned IP; 919310715 g
Sean Tirme 2013-04-01 1330044 UTC Country Turkey [ B 0 Safe

R 1 Buspitions
mUFrber of ehieckad LIRL 2| Data B 3 High Rist

B 0 Inconciusie

Blacklist Checking Suspin Wiear Didail

Domain tunapeyza).com
& Phishing Safe Vebsite:  hitpMunapeyzaj.com
@ Maliclous Activity High Risk WView Detalls Show Whols information
Malware Downloads: Suspicious View Details
& Susplchous Activity Safe

Against each scanned activity in the left side of the report, a "View Details' link will appear if found to be suspicious, high risk and
inconclusive. Clicking on the 'View Details' besides an activity will display the detailed report for it. For example, the 'View
Details' link besides 'Blacklist Checking' scan will display the warning that this is a high risk site.

Report for * http://tunapeyzaj.com/’

This is a high risk site.
Blackisied Details
Sean Time: 201 304-01 13:30:44 UTC

Website Details

\L FPossible mahsare sita advisory providad by Google

»  Clicking 'Advisory provided by Google' link will take you to the Google Safe Browsing FAQ page, that explains why
this page is qualified for blacklisting, if found containing Malware.
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"l google.com ‘V| 1| | % | | JonE

File Edit ‘“ew Favorites Tools Help
ﬁFavurites i.;,; [] i ] ~ £] -

"l afe Browsing FAQ - Google Safe Brawsing API - G... | - f:}T - B [ @ v Page - 3afety ~ Taols - '@"’

Why is Google providing an advisory for this page?

[*

We want our users to feel safe when they search the web, and we're
continuously working to identify dangerous pages and to increase
protection for our users. Google uses automatic algorithms and user
feedback to compile lists of sites that may be dangerous. The two major
types of dangerous pages on our lists are phishing pages and malware
pages. The lists of potentially dangerous pages are available to
developers via the Safe Browsing APl These lists can't perfectly protect
users from every risky site on the weh. and there is always a chance
that a safe site could be misidentified as risky, but we update the lists
reqularly to keep them as current as possible.

Phishing

Phishing, or spoofing, is a type of attack in which a page asks you for
wour personal or financial information under false pretenses. To leam
more about phishing, you can wisit Antiphishing org.

= [fyou believe that we're including a page on our list that is not a
phishing page. please send us a phishing error report.

* You can also |et us know about 3 phishing page if you find one
that we've missed.

x
=
&) Internst 3 - ®i00% v

Al lisrm e~

|

Click the 'Return to Overview' link to go back to the report summary page.

Clicking on the 'View Details' link of other scanned activities will open the detailed report for the respective activity. Some
examples of detailed report are shown below:

Example of detailed report for Malicious Activity
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By o O peaiy

Report for * http://tunapeyzaj.com/’

This is @ high nsk site

Malichous Actity Details

Scan Time; 207 3-04-01 13:30:44 UTC
Checked URLs
Narrow reporn displaying

URL Fesult URL Details
@ hiitp i tUnapeyzal comiana-sayialpeve High Risk Malichous actwity detected | Prnt report | Mark As FP
@ Filtp it Tunapevzal. comilima-profiy High Risk Malichous activity detected | Prnt report | Mark As FP
(D' il A U ) BT COmr rak- ettikler High Risk Maliciows activity detected | Prind repor | Mark As FP
@' tllp:funapeyzai comi High Risk Malichous activity detected | Print reporl | Mark As FP
G) hittp:thean tunapevza). comimerak-ettikler High Risk Malicious actvity detected | Print report | Mark As FP
@ Hiah Fisk |
Clicking the 'Malicious activity detected' link will display the report for that particular page.
X
Report malicious details
This is a high risk page : http.fwaw tunapeyzaj comiana-sayfapeyraj-2f
Resull for 2012-04-01 1330044 UTC
Malicious URL behaviowur was detected =

® High Suspicious Code, Found by Antivirds Engine

Click the 'Print report' link to take a print of the report for that page.

If you are sure that a page listed in the report is safe, you can report it as False Positive by clicking the 'Mark As FP' link beside.
See the section 'False Positives' for more details.

Click the 'Return to Overview' link to return to the summary report screen.
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Example of detailed report for Malware Downloads

Report for ‘ http:/tunapeyzaj.com/’

This Is a high risk site
Hosts Malware Details

ican Tieme; 207 3-04-01 13;30:44 UT

Checked URLs

[Marraw repart displaying FILTER

IR Resull LRL Detalls

) hEpitunapezal com Suspiclous Suspicious details | Print repon | Mark &s FP

Dizplay | 10 items per page

Clicking the 'Suspicious details' link will display the report for that particular page.

Report malware details

This is a high risk page : http/tunapeyzaj com’
Result for 2013-04-01 13:30:44 UTC

Hosts Malware URL behaviowr was detected

Malware Downloads. Found by Comodao Cloud checking and Anfivirus Engine

Click the 'Print report' link to take a print of the report for that page.

If you are sure that a page listed in the report is safe, you can report it as False Positive by clicking the 'Mark As FP' link beside.
See the section 'False Positives' for more details.

Click the 'Return to Overview' link to return to the summary report screen.
Checked URLs
The Checked URLs area provides a list of scanned web pages (urls) of the website.

The Checked URLs area displays the scan result of each and every page scanned; enables you to view the report details of
individual pages, print the report for the pages identified as High Risk and Suspicious and report an unsafe page as 'False
Positives' . You can also filter the reports to be viewed.
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Checked URLs

Marrow repao displaing FILTER: Show all entries |
LR Result URL Dietails
(D Hittocfartar bunap evzaj cormiana- sayfalpens High Risk Malicious activity detacted | Prinl raport | Mark &g FP
) rectunapeyzal.comimarak-eftikder Safe Mo malicious code, filas or ackivity detected
@ Fittp Owewa bum s pevzal cornfimma-prodilil High Risk Mialicious activity detected | Printrepart | Mark As FP
@ WD ardal iUnE R EYTA| COrUmerak-eftikler High Rigk Malicious activity detected | Print report | Mark &s FP
(D Hito MU SO Corm High Rigk Maliciols activity detacted | Prinl repat | Mark &g FP
\W)  hitoclwsesbunapevzai. comimarak-ettikler Safe Mo malicious code, filas or actvity detectad
@ it e tunapeyzal cormimerak-ettikder High Risk Malicious activity detected | Print repart | Mark A FP
@ kit MesariunapesZal comimearak-ettikler High Risk Malicious actiity detected | Print repod | Mark 85 FP
G) i arnar uniapevzai cormhizrmebenimiz! High Risk Malicious activity detacted | Print rapod | Mark &2 FP
@ hittp famabunapevzai cominygulama-ameak . High Risk Malicious aclvity detacted | Printrepord | Mark Az FP
'G) Hittp e bunapeyzal cormd High Risk Malicious activity detected | Printreport | Mark A= FP
W) httocsverbunapeszal comiwe-contentiunl Bafe Mo maliclous code, Tles or actiily detected

The details provided under each column are described below:

*  URL - The url of the scanned page. If the full url could not be displayed within the width of the column, clicking on the
displayed portion will open a pop-up showing the full url.
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hittp_ivewswlunapayzaj.comimerak-alfiklarinizgubre-ikfiyacil

*  Result - Shows the result of the malware scanning on the page. The result can be one of;

»  Safe - The page contains no malicious code, files or activity

e Suspicious - The page is identified with suspicious code, file or behavior by the scanning engine
»  High Risk - The page is identified with dangerous code, file or behavior by the scanning engine
* Inconclusive - The scan terminated without providing conclusive results.

*  URL Detail - Provides a short description of the result. If the page is found unsafe, clicking on the description will
open a pop-up with the report details.

X

Report common details
This is a high risk page : httpAwwew tUnapeyza) comdfana-sayfalpeyzaj-2f
Resultfor 2013-04-01 13:30:44 UTC

Malicious URL behaviour was detected -

B High Suspicious Code. Found by Antivirus Engine.

*  URL Report - Enables you to print the report on the page by clicking the 'Print report 'link.
(D ik Drsnar bina p w2 COMuEna-sayTalpey? High Risk malicious aciivite detacted | Print repost | Mark &5 FF
I‘!{i hitp Darsnar bnapeyzal comimarak-ettikler .. Safe Mo malicious code, fles or achily defectad
@ Fittp aewtar b pEvza) cormufirma-profill High Risk malicious acthity u-?re:m Mark Az FF
@ it Ihapestar DUSED EYZAL COmUmerak-ettikier High Risk mallcious activity detected | Printrepon | Mark FF
@ hnomunspes) coms High Risk 3 o : :
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»  False Positive - Enables you to mark the page as 'False Positive'. See the section 'False Positives' for more details.

(D hitto arar unapenzal cormiana- savfalpenz High Risk Malicious activity detacted | Prinl repod | Mark &s FP
\W)  httoclerwscbunapeyzaj comimarak- ettikder Safe Mo malicious code, filas or activily detected
@ hitto e bumap evzal.c ormufirma- profilld High Risk Malicious activity detected | Print -e:-:-
@ hitpc Dasnat bunapeyTal comumerak-etikder High Rigk Malicious activity detected | Print repart | Mark &s FP
{D titto Munanevzal corm High Risk W aciivity detacted | Print R

&

Removing reports for a particular website

Unwanted and outdated reports can be removed from Web Inspector Reports by clicking the 'Remove’ link in the 'Reports of the
website' interface.

Reports of the website: http://tunapeyzaj.com/

Shiew all enfries hdl
nitp.funapevzal. comf Makwrare Scanning Checkad LURLs: 1 Created s1:2013-04-18 00:15:58 UTC Repor
hitpunapevzal.comr Malbware Scanning Checked URLs: 1 Created at:2013-04-15 08:02:51 UTC et
hipuAunapeyzal com’ Malware Scanning Checked URLs: 1 Created af:;2013-04-13 001551 UTC eped B Remove X
mipAun@Ep ezl comi Makwvare Scanning Checked URLs: 1 Created al:2013-04-12 D015 48 UTC x

A Confirmation dialog will appear.

Are you sure?

Ok l ’ Cancel

*  Click 'OK'. The selected report will be removed from Web Inspector.

2.3.5.4 False Positives

A False Positive is when you are sure that some of the pages listed by Web Inspector in its report are in fact free from any kind
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of vulnerabilities or infected by malware. You have the option to mark these pages as False Positive in the Reports tab. Refer to
'View Detailed Reports' in Web Inspector Scan Reports section on how to add pages as false positive. The pages added as
False Positive will be listed in this interface.

To view the list of false positive pages reported for a specific website, click the 'Manage' link at the right side in the row and click
the 'False Positives' link in the 'General Website Configuration' interface.

Management of the website: http://tunapeyzaj.com/

seneral Website Configuration
74, ~
Dizable Websile Change Email Repars canning Oplions

The list of web pages added as False Positive will be listed.

Eefurm o Wibsite Managemand

False positives for the website: http://tunapeyzaj.com/

[Nerrow URL displaying

nitp fwewec iunapeyza).comifirma-profilil Malicious actiity defected Date Accepted: 200 3-04-16 06:30:03 UTC Remove X

hitp e lunapeyza).comimerak-etlikler Malicious acimity detected Date Accepted: 201 3-02-08 13:55:13 UTH Remove X

Dizplay| 20 iems per page

»  Sorting Reports based on Search Keys - You can filter the entries in the list to show only the results of particular
website(s) by sorting the results based on search keys. Enter the search key partially of fully in the text field beside
'Filter' and click the 'Filter' button.

*  Limiting number of entries per page - You can limit the number of items displayed in the False Positive screen by
selecting the option from 'Display' drop-down at bottom right.

This False Positive list will be stored in Comodo servers and will not be reported as malware infected or suspicious page(s) after
the next scanning process. Click 'Remove' if you want to delete this page from the list. After removing a page from this list, if
Web Inspector detects any malware during the next scan, it will be reported again as infected page in reports.

2.3.5.5 Scanning Options

Web Inspector allows you schedule your daily scans, change the user-agent name that will be used to scan your website and
specify a particular page or pages that you want

To configure scanning settings for a specific website, click the 'Manage' link at the right side in the row and click the 'Scanning
Options' link in the 'General Website Configuration' interface.
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Management of the website: http://tunapeyzaj.com/

General Website Configuration.

@ 2 @ (O

Disable Websile Change Emai Repons False Positives Scanning Options

The "Website Scanning Configuration Options' screen will be displayed.

Scanning Options: http:/tunapeyzaj.com/

YWebsite Scanning Configuration Cptions.

Scheduler Lser-Agent Required URLs

The scanning options available are:
e Scheduling your daily WI scans
«  Changing the name of user-agent

»  Adding specific pages to be scanned manually

Scheduling your Daily WI Scans

Web Inspector allows you set the time of the scans for your websites. To set the daily scan time, click the ‘Scheduler' link in the
'Website Scanning Configuration Options' interface.

Schedule start scanning time for the website: http://tunapeyzaj.com/

Yo may set the star tirme of daily scanning your website.

Hour: [0 M| minc[15 M| UTC

Select the hour and minute at which the scan should commence in the 'Hour' and 'Min' drop-down boxes and click the 'Update’
button.
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The 'Schedule has been successfully changed' message will be displayed.

Schedula has been successfully changad

The daily W1 scan will commence at the newly scheduled time.
Click the 'Return to Scanning Options' link to go back to the "Website Scanning Configuration Options' screen.

Changing the User-Agent's Name

This setting lets you determine the browser type that the Web Inspector agent uses to identify itself to your website. When
making a request to download pages in order to scan them, Web Inspector identifies itself in much the same way that a regular
browser identifies itself. In some cases, websites present different content based on the type of browser/user-agent that is
making the request. By default, the Web Inspector agent identifies itself as ‘Mozilla/4.0 (compatible; MSIE 8.0; Windows NT
6.0)'. This setting covers the vast majority of browsers that your website visitors will use to visit your site. Therefore, Web
Inspector is requesting, receiving and analyzing the precise content that your viewers see.

For a full list of user-agent strings, please visit http://user-agent-string.info/list-of-ua

To change the name of the user-agent,click the 'User-Agent' link in the "Website Scanning Configuration Options' interface.

Change User-Agent for the website: http://tunapeyzaj.com/

If required, you may specify a name for the user-agent that will used to scan your website.

bMozilla/5.0 fFad; L CFU OS 3_2_1 like Mac 0S¥ en-us) Appleiebkits31.21.10 (KHTHML like Gecko) Mol LFPDATE

Enter the new name of the user-agent in the text box and click the 'UPDATE' button.

The 'User-Agent has been successfully changed' message will be displayed.

ef-Aoen] has baan cREsiully changed

Click the 'Return to Scanning Options' link to go back to the "Website Scanning Configuration Options' screen.

Adding Pages Manually for Wl Scan

Web Inspector will browse your website and all the linked pages. If Web Inspector does not find a page that you need to be
scanned, you can add the URLs of these pages manually.

To add URLs of pages manually for Wl scanning, click the 'Required URLS' link in the "Website Scanning Configuration Options'
interface.

The list of web pages already added will be listed.

Babum ip Scanning Oplions
Required URLSs for the website: hitp://tunapeyzaj.com/
Web Inspacior will brovesea your site looking for links and then scan those pages. fWeb Inspector does notfind 3 page thatyou need to be scanned please add ithare
Enter URL hera._. | MHarrow UFL displaying.
it iy DU S COMU UL A 3- O e K Date Acceptad” © 2013-04-16 08:36°1 7 LITC Dizable URL | Remowe X

Disy .n-:ZEl ems per page |*

»  Sorting Reports based on Search Keys - You can filter the entries in the list to show only the results of particular
webpage(s) by sorting the results based on search keys. Enter the search key partially of fully in the text field beside

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 35


http://user-agent-string.info/list-of-ua

COMODO

Creating Trust Online®

'Filter' and click the 'Filter' button.

Limiting number of entries per page - You can limit the number of items displayed in the screen by selecting the
option from 'Display' drop-down.

To add a web page manually, enter the full URLs of the webpage and click the 'Add URL" button. Web Inspector will add the
webpage and display in the list.

Required URLs for the website: http://tunapeyzaj.com/

Web Inzpecior will broweae your 2i%e loolang for links and then scan those pages. [f'¥Web Inspacior does not find a page that you need to be 2canned pleaze add it here

hie URL has been added into the requined list

Entar UBL hera . A00 LURL

Marrow LIAL displaying

hitip:feras bunapeyza) comivp-contentiupl Date Accepted: : 2013-04-16 08:47:41 UTC Disable URL | Remave X

hitp Mhewartunapeyza). comivygulama-omek Date Accepted: : 2013-04-16 083617 UTC Disable URL | Remaove X

You can disable a webpage from being scanned by Web Inspector. Click the 'Disable URL' beside the page entry that you do not

want to be scanned and click 'OK' in the confirmation dialog. A message will be displayed that the monitoring has been stopped
for the selected page.

Required URLs for the website: http:/tunapeyzaj.com/

Wiah Inspechorwill browse your site leoking for links and then scan those pages. IM%eb Inspector does not find a page thalvou nead to be scanned please add il here

The LRL monitaring has been disabled. Mo checking will take place

Enter LIRL hare ADD R

[Nerraw URL displaying

hittp e tunapeyza).comiwp-contaniopl Digablad at: 2013-04-16 08:50:25 UTC Enable URL | Remave X

http e tunapeyza). com/uygulama-omek Date Acceptad: © 2013-04-16 08361 7 UTC Dizable URL | Remaove X

To enable it again, click the 'Enable URL' link and click' OK'" in the confirmation dialog. Web Inspector will now start monitoring
the enabled page also.

Requned URLs for the Websne http Ntunapeyzaj com/

Wieh Inspectorwill browse your site looking for links and the

scan thase & pages. HWeb Inspector does notfind a page that you need fo be scanned please add |f here
The URL manforing has been enablad
Erter URL hera... | ADD URL Marmow UEL displaying, FILTER.

it Mewadeet 1L N VTR C O conbEntiupl Enabled at 201 3-04-16 085230 UTEC Disable URL | Renmove X

bl ewaseet IUNAPEYZA] COMUYOUlEME-0m ek Date Accepled: . 2013-04-16 DB:36.17 LUTC Disable URL | Remove X

You can remove a page from this list by clicking the 'Remove' link beside it.
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2.3.5.6 Adding Trust Logo to your Website

The Web Inspector Trust Seal is a symbol that conveys the message to your website visitors that the site is safe, secure, trusted
and verified thus increasing the conversion rates of visitors to potential buyers. You can add the WI Trust Logo in your website
from the 'Websites' interface or in the 'List of Websites interface.

To add WI TrustLogo in your website

»  Click the 'Manage' link at the right side in the row of the website that you want to add the TrustLogo.

The General Website Configuration of the selected website will be displayed.

Management of the website: http://lvovsky.info/

General Websie Configuration

» @@ B @ O

Disable Website hange Email Fepons ralse Fosdves canning Dpdions TrustLogao Status

e Click the TrustLogo Status' link.

Note: The availability of TrustLogo' link in the interface depends on the license that you have purchased. See the section
Subscribe WI services for more websites in Web Inspector Area on how to purchase WI services with TrustLogo.

Setup TrustLogo for the website: http://lvovsky.info/

wur Web Inspector Trusiloga can now be placed on your websile The Trusilogo helps bulld us! with websile vsilors by reassuring Ihem thal your sile afe, secure and
raksane Tree

YO CaN Sat Up Your TAUSILogo by adding S0rme simple javastnglio evary page you want INa 10go 10 D8 showr

Step 1:

Edittha HTML sourca of the page wou want the Wabinspactor TrusHogo 1o appear on

It should be one of the pages Weblnspecior has checked on the website: hittp hwovskyginior

Step 2:

Capy Bl fallowing code and pashe il anywhens wilhin B =HEAD==HEAD> saction

A~
“@eript language="Javascript™ Type=Trext/javescripo T
var oot_Lloel= [window, logation.protocal == “hotpa:™ 7 "ht tpa:/ S cEuatlogo. comodo . com' 81/ seEipt/ tEwat logo . ja"
-
Thtop:)S/ teust logo . comodo . com/ 81/ sceipt/trust logo ., js™;
Step 3:
Copy the following code and paste it arpwhere within the <BO0Y==BO0Y= saction
<EEript lanjuage="Javalcript ™ rypeEsrredr S javascr ipe "HSIL0E0 (205" | e asripes b
~

The setup TrustLogo screen will be displayed. This screen provides instructions on how to add javascript in the HTML source
page that you want the logo to be displayed.

This is a easy three-step process.

e Step 1 - Edit the HTML source page of the web page that you want the WI Trust Logo to appear. Please note that this
page should belong to the website that WI has already checked.

e Step 2 - Copy the code in the text box below 'STEP 2' and paste it in a new line anywhere within the <head> </head>
tag in the page.

»  Step 3 - Copy the code in the text box below 'STEP 3" and paste in a new line anywhere within the <body> </body>
tag in the page.

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 37



COMODO

Creating Trust Online®
- -"fr
.--"'/’ ‘f

Comodo Web Inspector - Ad r_rI]’_i__[]__i_sIr-atO‘r"'GTj_i_aé_

That's it. Now, the WI TrustLogo will appear in the page that you have added the codes.

After a malware scan, if WI finds that a subscribed website is infected, the WI TrustLogo will be removed from the site and the
TrustLogo link in the 'Websites' interface will be struck off.

Manage your websies
@ hitpads acewsab netf undimited LIRLs  Scanned ab 200 3-04-12 01 -30:42 UTC I-.Iamié | Report 11| Remove X
hittocirat- 962 ivovskoindor unlimited URLs  Thewebsite ownership has not been varified Ownarship Verification | Remove X
hittocbunggeme. cormf unlimited URLs  Scanning

e Click on the TrustLogo' link to find the details.

Or
»  Click the TrustLogo Status' link in the 'General Website Configuration' screen.

Setup TrustLogo for the website: http://ads.aceweb.net/

The Weblnspector TrustLogo is disabled will nod be shown on your websiba

Tour wabsile did not pass the last Webinspector scan Saa Details

e Click the 'See details' link to view the detailed report of the infection. Refer to the section View Detailed Reports of a
website in Web Inspector Scan Reports for more details.

After remedial action has been taken and during the next Wi scan if the website is found to be safe, the WI TrustLogo will be
enabled again.

2.4 Managing Your Account

The "My Account' tab in Web Inspector enables you to view your account details, change your login password, add more
websites, renew your subscription and create a new account.

To manage your account, click the "My Account' tab in the Wl interface. The details of your subscriptions will be displayed.
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w inspector Chatwith us Mow | Call us: 1-999-766-6351 | Request a Callback | Emall Us

inspact. Dotect, Proloot

Setup Wizard Websitas Wy Account PCl Scanning

Welcome, Ted2T F P _P2 Test | Logoud
Comodo Weblnspector Subscriptions
ormodo Wehingpector subscriptions avallable onyour accoun
=| Ssileis), unlimited URLs 1 frea sileis) Walid bo: Wed Bpr 24 111208 UTC 2013 Trusilogo Chisablad
% 1sieis), 3 URL limil 0 frea siles) Walid bo: Fri&pr 19 11:08:36 UTC 2013 Tresilogo Enabled
-E 20siels), unlimided URLs 16 fraa sile(s) Walid ba: Fri May 10 09: 7804 UTC 2013 Tresilogo Enabled

lE Furchase More Licencas

MANAGE ACCOUNT

You can purchase more subscriptions by clicking the ‘Purchase More Licenses' link. It will take you to the purchase page:
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COMODO | Creating Trust Online” 0383 51-7956

Shopping Cart Account Details Complete Order

web Web Inspector Starter
inspector

w 1-Year Plan hd §99.00

TOTAL : $99.00

web Web Inspector Plus UPGRADE

inspector

w 1-Year Plan - $179.00

web Web Inspector Premium UPGRADE

inspector

w 1-Year Plan ~ $299.00

Web Inspector Enterprise

b e =3

$539.00

w 1-Year Plan -

ENTER CUSTOMER DETAILS

S Please enter your Comodo username and password.
(&) Extisting Comailo User sl ST & Wl Passwond

E-mail address :
) New Comado User F

Password : Forgot Password?

SELECT A PAYMENT METHOD

Cardhelder Name :

Credit Card No. :

Satisfaction Guarentesd,

CWv: Expiration Date :
f No Question Asked*

(_j: LR v

[#] Aumtomatic Renewal Service

Continue»

[ 1 have read and agree to the End User licenseService Agreement and Terms of sale

e Select the plan that you would like to purchase.

»  Select 'Existing Comodo User' in the 'Enter Customer Details' area and provide your email address and password for
the existing Comodo account.

e Select a payment method and provide the details.

*  Select 'Automatic Renewal Service' if you want the subscriptions to be renewed automatically on expiry.
*  Agree to the End User License Service Agreement and Terms of sale after reading them fully.

e Click 'Continue' and complete the purchase procedure.

Your new subscription will updated and displayed in the "My Account' screen.
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To manage your WI account, click the 'Manage Account' button.

You will be taken to your Comodo Accounts Manager (CAM) page at
https:/laccounts.comodo.com/siteinspector/management.

co M O D 0 Welcome: test test

Creating Trust Online®

Wehlnspector | My Account | Help | Contacts Logout
Comodo WeblInspector Subscriptions 4 Search Create New Manage Subscriptions
Expires I=

Product name License key Subscription At SiteslUrls —

B A T G L it S . TACIGFORNT  2M3-01-04 1,500 VALID Renew  View
Truszil ogo e
1 Found

CAl wa 30607

The Accounts page contains four tabs:
¢ Web Inspector
* My Account
e Help

e Contacts

2.4.1 Web Inspector Area

If you have subscribed for only Web Inspector service, the details of your service will be displayed directly in this page. If you
have subscribed for more accounts, such as Comodo Online Storage, Comodo Internet Security etc., you have to select the
respective product from the drop-down in the first tab named as 'Services'.

The page allows you to:
e Search for your subscription
*  Subscribe Wl services for more websites
*  Renew your subscription and
*  View your subscription details

To search for your subscription
*  Click or select "Web Inspector' from the first tab in your accounts screen.

*  Click the 'Search' link at the top right side of the screen.

The 'Search Subscription' page will be displayed.
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Comodo WeblInspector Subscriptions el Create New Manage Subscriptions
Search Subscription o

Subs=cription O

Expired At Date
fram

W W W
to

w W W

o Expires - Is
Product name Subs=cription At Siteslrls active
Web-inspector 500 URL license + o A A EE— 0130104 14500 WALID Renew  View
Trustlago - ——
1 Foumnd

CAadw 5308717

e Enter the full or part of the subscription ID in the text field
and/ or
»  Select the period of the subscription in the year, month and date drop-downs and click the 'Search' button.

The search process will start and details of all your subscription will be displayed at the bottom of the screen.

To subscribe WI services for more websites

*  Click the 'Create New' link at top right side of the screen.

The 'Comodo Sign-Up Page' will be displayed.

Weblnspector | My Account | Help | Contacts Logout

Comodo Sign-Up Page

Pricing Terms

@W&b Inspector Free (1 se, 5 URLS per sie) - Mo Card Reguired!
Owieb Inspecior Starter (1 sie, 50 URLs per site)

Owiebs Inzpechor Plus (1 site, 250 URLz per zite)

D\.-'-.feb Inepector Premium (1 =ie, 700 URL: per sie)

O wieh Inspector Erterprise (1 site, 1000 URLS per site)

ShesCount License Period § Per Site Tatal

1 a0 Da‘y’S b Fres Fres

»  Select the service that you want to enroll in the 'Pricing Terms' section.

«  Enter your contact details in the 'Contact Information' section.
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Contact Information
Company Hame ABC Com
Street Address’ Street Address
Address?
city’ City Name
Country’ United States v
State or Province Alabama M
Postal Code’ 35006

Note: Fields marked with * are mandatory.

* Ifyour Billing address is same as the contact information, leave the checkbox ‘The same as Contact Information' under
Billing Information selected. Else, uncheck the option and enter your billing address.

e Select your payment mode in the 'Payment Options' section and enter the required details in the respective fields.

Eilling Infermation

The zame az Contact Information

Payment Options

O P
o@m =R

Credit Card Details

Credit Card Humber” Select my Credit Card
Security Code Wihat is it ?

Name exacthy as it appears on your o edit
card’

Expiration date’ December » . 2012 »

e Select the 'Yes' checkbox in the 'Communication Options' section for updates about Comodo products.

*  Read the 'User License Agreement' and accept to it by selecting 'l accept the Terms and Conditions' checkbox.
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Communication Options

[¥] ves! Please keep me informed about Comodo products, upgrades, special offers and pricing via email. Your information is safe
with us|

Terms and Conditions

USER LICEHNSE AGREEMEHT =
WEBIHSPECTOR

INPORTANT - PLEASE READ THE3E TERMS CAREFULLY BEFORE DOWNLOADING, INITALLING, OR
USING COMODO WEBINSPECTOR ("3ERVICES"). BY DOWNLOADING, INSTALLING, OR U3ING
THE SERVICES OR BY CLICEING ON "I ACCEPT"™ BELOW, YOU ACEMNOWLEDGE THAT YOU HAVE
READ THIS AGFEEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TO ITS TERM3. IF

TOU D NOT AGREE TO THE TEREM3 HEREIN, DO NOT DOWNLOAD OR USE THE SERVICES OR
CLICEK ON "I ACCEPT".

This user license agreement is betwsen you ("you"™ or "Subscriber™), as either an
individual or &3 & business entity, and Comodo Security Solutions, Inc. (“Comwodo™),

| €

| accept terms and conditions

SIGN UP

e

*  Click 'SIGN UP'

Your order will be processed and confirmation email will be sent from Comodo.
To renew your subscription for Wl services

e Click the 'Renew' link at the bottom right side of the screen.

The 'Comodo Sign-Up Page' will be displayed. Follow the same procedure as explained in 'Subscribing WI services for more
websites' section.

To view your Web Inspector subscription details
e Click the 'View' link at the bottom right side of the screen.

Your Comodo Web Inspector Subscriptions details page will be displayed.

Yebhlns pector uy Account | Hel ul Contacts

Logout

c,nmodo wEblnspectn[ suhsc ripﬁons 4 Search Create New MMJQE Subscri:'tions
Product name License key Subscription ::Pi"“ Siteaflrls I-:ti.!
Web-inspector 500 URL lcense + ald4ebdSa-661 d-4cTh-
Triest oo 85571 TS0CE menbE T4C19F0BE1T  2013-01-04 1,500 WALD Petwew  View
Show Comodo Weblnspector Subscriptions (]
Product name Web-inspector 500 URL license + TrustLogo
Licen=e key . N A ——
Subscription Tl vl
Shesdls 1/500
From date Tue. 04 Dec 2012 15:30:03 +0000
To date Fri, 04 Jan 2013 15:30:03 +0000
Iz active VALID
Close
1 Found

The license key and subscription details have been intentionally blurred and will be clear in your accounts page.
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e Click 'Close' or the x| button to return to the subscriptions page.

To return to Web Inspector website from your accounts page

»  Click 'Manage Subscriptions' link to return to the Web Inspector services website.

2.4.2 My Account

The "My Account' tab displays the full details of your account with Comodo Accounts Manager.

Weblnspector b aunt | Help | Contacts Lagout

User Details

Account Details User Details

Change Password

Logim: e Change Contact nformation
Ernaill: o e Change Email Address
First Hame: test Credit Cards Management
Last Hame: test Purchase History
Contact Address:

Adldress: test

City: test

State: Alabams

Postal Code: test123

Country: United States

Enabled Services:

* Weblnspector

Sign Up to Affiliate System

Sign Up 1o Comodo Online Storage
Sign Up to Antispam Gateway

Sign Up to Comado System Wilities
Sign Up to Comodo Internet Security
Sign Up to Endpoint Security Manager
Sign Up to LoginPro

Sign Up to Comodo Hetwork Center
Sign Up to TrustConnect

LastTen Orders:
Orders
Order - Payment Order
e Description Date L4 e Amount g
Yeb-inzpactor S00 URL icenze + Trustlogo Satup Fes
(201 212047201 2-12-06) i
4789411 LR T GG $15.00 Processed Detads
Vieb-inspector 500 URL icenee + TrusiLogo Manthly 15:30:06 +0000 [4242]
Access Fee [204 241 2-0472013-01 -04)
1 Found

This area allows you to change your account settings and information and also to sign-up for other Comodo Products and
Services. The right hand side pane contains the shortcuts for the following:
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*  Viewing your account details

User Details
*  Changing your account password Change Password
Chandge Contact oformeation
Change Email Address
Credit Cands Managenyent
Purchase History

«  Changing your contact details
«  Changing your email address
¢ Managing your credit card details.

*  Viewing your purchase history

Changing Your Comodo Account Password

The 'Change Password' option in the right hand side pane allows you to change the password to access your Comodo Web
Inspector services account and the Comodo Accounts Manager (CAM).

To change your password

*  Click 'Change Password' from the right hand side pane in the "My Account' interface.

Change Password

Please enter New Password

Old Password I
Hew Password I
Reenter Hew Password I
¢ T
| Submit |

»  Enter your existing password on Old Password text box.

»  Enter your new password in the New Password text box and re-enter for confirmation in the Reenter New Password
text box.

e Click 'Submit'.

Your access password is now changed. You need to enter your new password to access your Sl services account from next
login onwards.

Changing Contact Information

The 'Change Contact Information' option in the right hand side pane enables you to change your contact details from those
provided during your account sign-up.

To change your contact details

»  Click 'Change Contact Information' from the right hand side pane in the 'My Account' interface.

The 'Change Contact Information' form will appear, pre-populated with the details entered while signing-up the account.
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Change Contact Information

First Hame" test

Last Hame~ tesst

Telephone

Fax

Gender flale b
Birthday IE

Website

About Me

Company Hame

Street Address’ test

Address?

City test

Country” Linited States w
State or Province Alabama »
Postal Code’ test123

I Submit :II Cancel :I

*  Modify the details as required.

Note: Fields marked with * are mandatory.

e Click 'Submit'.
Your contact information attached with the account are now changed.

Changing Your Email Address

The 'Change Email Address' option in the right hand side pane enables you to change your email address that is associated with
your account.

To change your contact email address.

»  Click 'Change Email Address' from the right hand side pane in the 'My Account' interface.
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Change Email Address

Old Email Address jEmithi@example.com
Hew Email Address Ijnhnsmith@newmail.cnm
Reenter Hew Email Address chlhn smith@newmail. com

I Submit :II Cancel :I

The Change Email Address form appears, pre-populated with the email entered while signing-up the account.

¢ Enter the new email address in the New Email Address text box and re-enter the same in the Reenter New Email
Address text box for confirmation.

e Click 'Submit'.

The email address attached to your account is now changed. You will receive email notifications related to your Comodo Web
Inspector account only in your new email address. But your login email address remains the same, as signed-up with.

Managing Your Credit Cards Information

The 'Credit Cards Management' option in the right hand side pane enables you to change the details of the credit card(s)
associated with your account. The details of the credit card you used earlier will be displayed.

To add a new card, click 'Add Credit Card' and fill-in the form with the details of the new card. This will help in pre-populating
your credit card details when your are renewing your subscription, purchasing additional online storage space or subscribing for
other Comodo Products or Services.

Subscribing for Other Comodo Products and Services

The 'User Details' page under 'My Account' tab displays the currently enabled services for your account and a list of other
products and services available from Comodo at its bottom.

Enabled Services:
* Weblnspector

Sign Up to Affiliate System

Sign Up to Comodo Online Storage
Sign Up 1o Antispam Gateway

Sign Up to Comodo Syatem Wilities
Sign Up to Comodo Internet Security
Sign Up to Endpoint Security Manager
Sign Up to LoginPro

Sign Up to Comodo Network Center
Sign Up to TrustConnect

Last Ten Orders:
Orders
Order o Payment Order
S Description Date - o Amount —
Web-inzpactor S00 URL icenss + Trustlogo Sstup Fes
[ 201 2-1 2040201 21 2-06] X
4780411 [ERE I T oy | Procossed Detads
VWeb-inspector 500 URL icense + TrustLogo Monthily 15:30:06 +0000 [4242]
Access Fee [2012-12.04/201 3-01-04]
1 Found

»  To subscribe for other Comodo products or Services, simply click the corresponding link and follow the enrollment
procedure.

Viewing your Purchase History
In this page you can view the details of Comodo products that you have purchased in the past.
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To view your purchase history
e Click 'Purchase' from the right hand side pane in the 'My Account' interface.

COMODO Subscriptions
Product Title Licenae Key State

Wieb-inspector 300 URL license + TrustLogo o dmmhdim o ' - et WALID Drders Chandge Paymient Method
ICoAbl w5 318721

The page displays the details of products that you have purchased and also allows you to view the orders and change future
payment method.

e Click the 'Orders’ link to view all your product orders and their details.

e Click the 'Change Payment Method' to change credit card details for future payments that will be required while
purchasing Comodo products or renewing existing subscriptions.

24.3 Help

Clicking the Help tab takes you to Comodo's searchable knowledge base and troubleshooter at https://support.comodo.com/

3 Comodo - Kayako SupportSuite Help Desk Software - Microsoft Internet Explorer |:J@E|
Fle Edt View Favorltes Tools Help al
Qe - S \ﬂ @ {h jf?' Searth . ¢ Favortes ) | £~ (o
Address | &) hitps:fsupport, comodo. com; o Go Links *

COMODO

Creating Trust Online™
Comodo Support Home

Welcome to the Comodo Support home page. ﬁ
From here, you'll be able to find support information on all of Comode’s products by searching
through our Knowledgebase and using our Troubleshooters. Ernail:
If you are not able to find answers to your guestions, please check the active Forum community. Pateword:
If you would like to submit a ficket, please do so0 using our onling ticket submission system below.
Rernermber
Register Submit a Ticket M

Reqister a new account to submit Subrit @ new ticket,
new or wiew existing tickets,

Troubleshooter
Take a step-by-step tour to find the

&l
solution to all vour issues, -- Entire S0

Knowledgebase
Search support articles and find
answers to frequently asked

questions, —
News Downloads » Thu, 193]
View latest company news and “ew our categorized library of Far the third
announcernents, downloads for all necessary manuals, Matousec's F
= software, etc, Challenge h.&
< | >
@Itl]:ls:,t‘jsuppnrt.ccmudn.com,l'index.pl'lp?_m=core&_a=register o é: ® Internet

If you do not find a solution in our Knowledge base or Troubleshooter, you can submit a support ticket after registering an
account. Registration is free.

244 Contacts

Clicking the 'Contacts' tab takes you to the 'Contact Us' page.
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Contact Us:

In Morth America: + 1 885 266.6351 or + 1 703.551 6361
Al other countries: + 44,0001 61,874 7070

Emait salesdcomodo.com

Email uz at support T comado.com or use the telephone number provided when you placed your order

Validation Department
If you are required to submi corporate documants for validstions purposes, please mail for
Walidation Department
Comodo Securiy Services
3rd Floor, 26 Office Yikage
Exchange Cluay, Trafford Rosd
Saltord, Manchester
M35 3B
UK

“ou may alzo submit your documents by email or fec foc
Emadl; dloe s comodognaup.com
U5, and Canadian Fax: + 1 BBE831.5837
Intermationad Faec: +1 801,303 9291

For EV (Extended Validation) SGC S5L Certificates onby:
Emall; evdocs T eomodo.com
U.E. and Canadian Fax: + 1 B66.446.7704
Intermational Fae: +1 501 303 9359

Business Development, Strategic Partnerships:
If wou would like to discuss a Business Development or Strategic Partnership please contact us af: busdewiTcomodo.com

Affiliate, Partners:

If you widd like to dizcuss Partner or Affliste opporunies please cortact us at busdev Tcomodo.com

Existing Affilistes, Partners:
If vou are & Wb Host Reseller Program Member, webhostsupportidcomode.com
If you are & Ressllsr Program Member: 1 esellensupport@comode.com

CAndw 44 14000

The 'Contact Us' page contains telephone numbers and email addresses for contacting Comodo for purchasing Comodo
Products and Services and to get Product Support.

2.9 PCI Scanning

PCI Scanning services in Web Inspector is a fully configurable vulnerability assessment and reporting service for networks and
web servers. Our remote audits run over 28,000 individual security tests on your organization's servers then provide expert
advice to help you fix any vulnerabilities.

Because Comodo is PCI Approved Scanning Vendor (ASV), our 'Web Inspector Scan Control Center' range provides everything
a merchant needs to become compliant with the PCI vulnerability scanning guidelines.

The PCI Scan Compliancy Service is an on-demand, vulnerability assessment scanning solution to enable merchants and
service providers to achieve PCI scan compliance.

After each scan, users receive a comprehensive vulnerability report detailing any security issues alongside remediation advice
and advisories to help fix them.

Following a successful scan (no vulnerabilities with a CVSS base score greater than 4.0), merchants are provided with an official
PCI compliance report that can be sent to an acquiring bank.

WI PCI also offers a web-based Internal Scanning feature to run vulnerability scans on the individual devices connected to your
network and protected by a firewall or other network security devices.
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2.5.1 Starting up with Web Inspector PCI Scanning Service
This section explains how to configure and run your first scanning task using the Web Inspector PCI Scanning Service.
Click the links below for detailed explanations:
* Introduction to the Interface

*  Running your PCI Scan

2.5.1.1 Introduction to the Interface

The streamlined web-based main management interface provides easy access to each functional area of the Web Inspector PCI
Scanning interface.

Mavigation Bar

Web Inspector PCI

Schadula Reparts My Account SAQ Lagait

Web Inspector PCl Overview

Rcooiml Status:

P Scan Stabs: Man-Compllaet 04-11-201312:05
Seang Left 5
AddresgeaDoraing Len
Device Dashboard 2
Dvder more
T _ Account
Dv: rview | 15 Heles — Mot Status
MNotes - f Information
10 - - Area
]
£
4
I ]
o
M.ﬁ“‘

" Status

www. proasinepu B i Addressaz Mon-Compliant  0a-11-20131208  PCISean == - [p—
Arss blistied.com
1 taEgetis) coim
il

Navigation Bar
The navigation bar contains tabs to access each major functional area:

*  Overview - Displays the 'Overview' and 'Device List' areas.

The 'Overview' area provides the administrator with a summary of the last scan and serves as a
launchpad for starting a new scan on the selected device.

As the name suggests, the 'Device List' area contains a list of all devices created and a summary of
the last scan that was run on that device. It also allows the administrator to add, edit and configure
devices and to view scan reports.

Clicking the bar chart icon iﬂ underneath a device name will display statistics for that device in the
main 'Overview' area.

«  Schedule - Displays a list of existing scans, allows to add new schedule of scanning.
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* Reports - Enables the administrator to view the summary and complete scan reports.
« My - Enables the administrator to configure account settings, view license information, configure email
Account alerts, configure scan options, choose which plug-ins are to be deployed during a scan etc.

«  SAQ - Allows the administrator to access the Self Assessment Questionnaire (SAQ) for their self-evaluation
on compliance with the Payment Card Industry Data Security Standard (PCI DSS)

*  Help - Contains links to the user guide and to the Comodo support ticketing system. Also enables the
administrator to launch a simple setup wizard for PCI Scanning.

Overview Area

The 'Overview' area displays the status of the PCI Scans and a dashboard summary of the scan reports from last performed
scan on the device selected from the 'Device List' area. Click here for more details.

Device List Area

The Device List area displays a list of devices added to Web Inspector PCI and provides an at-a-glance summary of the status
of each device. This area also allows the administrators to create a new device, edit a device, add IP's to a device and open
device reports. Click here for more details.

Account Status Information Area
The Account Status Information Area displays the number of remaining scans and free IPs/Domains deserved by the
administrator and also allows the administrator to purchase the service for more IPs. Click here for more details.

2.5.1.2 Running Your PCI Scan

Comodo Web Inspector PCl features a built-in Setup wizard for PCI scanning that provides the fastest and easiest way to add
devices and to commence a PCl scan. The wizard is accessible from the interface after you login to your account.

1. Logging-in to Web Inspector PCI
To login in to the WI PCl interface, click the 'PCI Scanning' tab in WI main interface.

English %
w irl‘smtor Chat with us Mow | Call us: 1-888-266-6361 | Requasta Callback | Email Ls

Inspect, Detect, Protect
Setup Wizard Vilehsites My Account 0

Welcome, Test2? _F_P1_P2 Tesl | Logoul

You will be taken to the Web Inspector PCI login page at https://pci.webinspector.com/sas/login.jsp

web
W& inspector
Inspect, Detect, Protect

25 Login to Web Inspector PCI

lzername

Password

»  Enter the same credentials that you are using for Web Inspector and click 'Login'.

After your username /password has been verified, you will be logged into the Web Inspector PCl administrators interface.
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2. Launch Setup Wizard for PCI Scanning
Click the 'Help' tab from the Navigation bar to access the 'Help area'...

Web Inspector PCI

Overview Schedule Reports My Account SAQ

Account Status:

Scans Left §

AddressesDomalns Lef
2

Order more
Addresses

...and then click the link 'Launch Setup Wizard for scanning'’. The wizard allows you to configure and start the scan in just five
simple steps.

Step 1- Add Device to Scan
In order to run a PCI scan, you must first create a Device.

A Web Inspector PCI 'Device' is an umbrella term that describes a grouping of IP addresses and/or domains that are to be used
as the target for a PCI scan. Web Inspector PCI 'Devices' can be used to 'mirror' a real life device. For example, a single
machine in your organization's infrastructure may have multiple IP addresses (and domains) which host different services. The
PCI DSS guidelines state that all these IP addresses and services must be scanned. By associating multiple IP addresses and
domains to a single Web Inspector PCI 'Device', you can simulate your real-life device and scan it for PCI compliance in one
pass. All customers must create a 'device' before PCl scanning can commence.

Note: The Web Inspector PCl is powered by Comodo HackerGuardian and so WI PCI will be accessing HG technology
wherever required.

Web Inspector PCI Setup Wizard

Schedule Heports My Accoumt SAQ u n B u

Welcome to HackerGuardian!

This wizard will guide you through the process of managing and initiating scans

Firstwa naad 10 el up a device for scanning. & device 15 & way of grouping multiple addresses sovou can bether
arganize and mManage scans. You can name a devdce whatever you like. We recormmend a descriplive name S0 vou will
remember it later. Simply name a device and list the IP addresses you would like grouped into this device. You can
change this at any ime in the OYERWIEW fab in the fable below the dashboard

Dvine M Tast Desica 2 [

IP Adili #5565/ 108 162 195, 201 s
Damains

*  When creating a device, Web Inspector PCI requires that you specify all the externally facing IP addresses/Domains
belonging to your target server, host or other device.
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Name IP Addresses/Domains
Test Device 2 IP Addresses/Domains Delete Delete Device
11P
Addresses/Domains | 108.162.195.201 [x] "

Please check discovered companents currently out of scope.

Free P
Addresses/Domains:

3

Note: You can check for the IP addresses and the domains, which have been previously entered and deleted, or the IP
Addresses that were detected through reverse lookups on the domains or common hostnames for the domains included
previously, by clicking the link 'Please check discovered currently out of scope’. This helps you to identify the out of the scope
components to be scanned and add to the created device.

e Click 'Save'
The device will be added to your Web Inspector PCI account and accessible from the Overview area.

e Click 'Add" if you want to add the next device. The device will be added to your Web Inspector PCl account and
accessible from the Overview area.

»  If you have finished adding new devices, click 'Next' to continue the wizard.

Note: You can also add new devices and edit existing devices from the Overview area of the interface. Click here for more
details.

Step 2 - Schedule the PCI Scan
The next step is to schedule the scan if you wish to run the scan at a later time or periodically. This is optional. If you do not want
to schedule the scan and want to run the scan instantly, just click 'Next' button to skip this step and go to Step 3.

Web Inspector PCI Setup Wizard

Schedule Reports My Accoumt SA0 a B n

Schedule Scans

Schedule fable shows all upcoming scans and current recurring schedules .
I 4 g= Account Status:

T Device IP Addresses Scanning Schedule Scan Type Action Scans Lett &

AddressesDomains Left

1

Add New Order more
Schedule + Addresses

If you want to schedule the scan, click 'Add New Schedule +' button.
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Web Inspector PCI Setup Wizard

1
Schedule Reports My Account SAQ a B n

Schedule Scans

Schedule table shows all upcoming scans and current recurming schedules
P I4 5@ g Account Status:

T Device IP Rddresses Scanning Schedule Scan Tvpe Action Scans Lef: 5

AddressesiDomains Lef

1

Add New Order more
Schedule Addresses

Select scan type PCl Scan -
Salect Device(s) | TastDavice 2 b

’
Select IP Addresses) 108162195201
[Crmasines
Set Start Date 0417-2013 E3

Recurmence DI‘HIUIIE

O Waekly

& Monthly

O Quarterly

O Every |0 days
Set Start Time 1100 ~|

<< Praw m

1. Select the device on which you wish to schedule the scan from Select Device(s) drop-down box.

2. Select the IPs/Domain pertaining to the selected device from Select IP(s) box. If you wish to scan all the IPs/Domains,
select 'All'

3. Select the start date for the scan schedule by clicking the calendar icon beside 'Set Start Date' text box.
4.  Select the recurrence period.

«  Weekly - The scan will be performed once in a week on the specified day and time.

* Monthly - The scan will be performed once in @ month on the specified date and time.

«  Quarterly - The scan will be performed once in three months on the specified date and time.

«  Every N days - Scan will be performed once for every n days from the start date. For example, if you
specified 2 then the scan will be performed on alternate days.

5. Select the start time from the 'Set Start Time" drop-down combo box and select your time zone from the Time Zone
drop-down box. The scan will be started on the set time at the scheduled dates according to your time zone.

6. Click 'Save'to to apply your schedule.

7. Click 'Next' to continue the wizard.

Note: You can always view/modify/delete the schedules from the Scheduled Scans area of Web Inspector PCl interface. Click
here for more details.
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Step 3 - Configure PCI Scan Email Alert Options

Web Inspector PCI sends automated email notifications to administrators on events like commencement of manual/scheduled
scans, results of scan and failure of scans. You can set your preferences for receiving the emails as you wish. If you do not want
to have email alerts at this moment, Click 'Next' to go to Step 4. You can configure the alert notifications later by accessing the
My Account area.

Web Inspector PCI Setup Wizard
1

o
Overview  Schedule Reports [0 RRETT - B n

Email Alert Options

Our Stanning serice can cuslomize the aler options per whole device or parlicular addrass for any available scan
types. Alerts can be sent o different contacts to make sure important alerts are sentio the right people. You can change
these oplions and more at any fime by clicking the MY ACCOUNT tab and selecling Edit

"riliple 2leclions alliowed, hold cirl Bey when Cicking o S2lsc mulliple
Select Email abeit opticns Tod FCl Scan (w Ernail Address *  Device ~  Options -
Einiail Addi st

Device' All v

P Rddresses Domains '

Blert Conlact me when & sean sails W
Oiiml

Global Alert Options
[ Comact me if | inve not perfonmed a scan in 3 months

[ Contact e when new vilie ability plug-ins ae added

[ Contact me when the Report Pack is awaiting eview
] Contact me when the the Report Pack is avallable

[ Contact me if a Report Pack issue is detectad

[ Comtanct ime if the Report Pack generation fails

<< Prev m

1. Select the Email Alert Options as given in the table below:

Form Element Description

Select Email alert | Select the option 'PCI Scan' from the drop-down
options for

Email Address Enter the email address to which you wish to receive the scan alert message in the text box below 'Email
Address'. This address can be different from the Account Email and can belong to the administrator for the
specific device/domain.

Device Select the Device for which you wish to receive the scan alert message from the drop-down box below
'Device'. If you wish to have the alert message for all the devices, select 'All'".

IP Select the IPs/Domains pertaining to the device selected, for which you wish to receive the scan alert
Addresses/Domai | message from the text box below 'IP Addresses'. If you wish to have the alert message for all the

ns IPs/Domains, select 'All".

Alert Option Select the event for which you wish to have email notification from the drop-down box below 'Options'.

2. Select the Global Alert Options

»  Contact me if | have not performed a scan in 3 months - Selecting this option instructs Web Inspector
PCl to send a remainder message for an on-demand scan to the Account Email address if the administrator
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has missed to perform a scan for three months.

»  Contact me when new vulnerability plug-in are added - Selecting this option instructs Web Inspector PCI
to send a notification email to the Account Email address whenever a new vulnerability plug-in is added to
Web Inspector PCI, enabling the Administrator to deploy the plug-in in future scans.

»  Contact me when the Report Pack is awaiting review - Selecting this option instructs Web Inspector PCI
to send a notification email to the Account Email address whenever the administrator has attempted to
download the Web Inspector PCI Scan Report pack by clicking the 'Generate Report Pack' in the Reports
area and the Report is under review by a PCI CSS approved staff of Comodo. The Report will be available
for download upon completion of the Review and approval by the Comodo staff. Refer to Downloading
Report Pack for more details.

»  Contact me when the Report Pack is available - Selecting this option instructs Web Inspector PCI to send
a notification email to the Account Email address whenever the administrator has attempted to download the
Web Inspector PCI Scan Report pack by clicking the 'Generate Report Pack' in the Reports area and the
Report is ready for download after review by a PCI CSS approved staff of Comodo. Refer to Downloading
Report Pack for more details.

»  Contact me if a Report Pack issue is detected - Selecting this option instructs Web Inspector PCI to send
a notification email to the Account Email address whenever the administrator has attempted to download the
Web Inspector PCI Scan Report pack by clicking the 'Generate Report Pack' in the Reports area, Report has
been reviewed by a PCI CSS approved staff of Comodo and an issue has been detected in the generated
report. Refer to Downloading Report Pack for more details.

»  Contact me if a Report Pack generation fails - Selecting this option instructs Web Inspector PCI to send
a notification email to the Account Email address whenever the administrator has attempted to download the
Web Inspector PCI Scan Report pack by clicking the 'Generate Report Pack' in the Reports area and the
Report generation has failed for some reasons. Refer to Downloading Report Pack for more details.

3. Click 'Add" if you want to configure email settings more devices/events.
4.  Click 'Next' to continue the wizard.

Note: You can always view/modify the email alert options from the My Account area of Web Inspector PCl interface. Click
here for more details.

Step 4 - Start PCI Scanning
The next step is to commence the PCI scan on a device.

Web Inspector PCI Setup Wizard

1 2 3
Schedule Reports My Account SAQ u

Start PCI Scanning

nifiale a PCl scan on selected devices right nower?

108.762.135.201

L8 Select

vassa pronlinepublicher. cor P Addiesses

1. Select the device on which you wish to commence the scan from the 'Select Device(s)' box. If you want to run the scan
for all the devices at once, select 'All"

2. Select the IPs/Domains in the next box. If you want to run the scan for all the IPs/Domains associated with the
selected device at once, select 'All".

3. Click Finish to commence the scan. The scan will be initiated and you can see the progress in the 'Overview' area.
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Note: You can also start scanning on any existing device from the 'Overview' area of the interface. Click here for more
details.

2.5.1.3 Viewing Executive Report, Charts and Vulnerability Reports
»  To view the Executive scan Report, click the Executive Report button beside the device name.

»  To view the Charts page that contains at-a-glance summary of the scan results on the device and graphical
representations of proportions of identified vulnerabilities according to their categories , click the charts page button

I@H in the row of the Device.

*  To view the Vulnerability Report, click the Vulnerability Report button beside the IP/domain name from the list of
IPs/domain names displayed by clicking the '+' button beside the Device name.

The Administrator can also download a Report Pack containing the pdf files of the reports for submitting to the acquiring bank
from the Reports area, after a successful scan. Refer to Web Inspector PCI Reports for more details.

2.5.1.4 Accessing the Self Assessment Questionnaire

The PCI Data Security Standard Self Assessment Questionnaire (SAQ) is a validation tool intended to assist merchants and
service providers who are permitted by the payment brands to self-evaluate their compliance with the Payment Card Industry
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Data Security Standard (PCI DSS).

Comodo has simplified this often confusing process with the Web Inspector PCI Compliance Wizard - an intuitive web-based
application guides merchants through every step of the PCI Self Assessment Questionnaire. Each question is accompanied by
expert advice to help the merchant interpret and appropriately answer each question. At the end of the wizard you will find out
immediately whether or not your answers qualify your organization as PCI compliant.

The wizard will provide:
*  AQuestionnaire Summary - Listing security control areas on which you failed compliance
*  Acustom 'Remediation Plan' for your company containing:
*  Acomprehensive list of remedial actions that you need to take to attain full PCI compliance
*  Aremediation planning tool enabling task prioritization and project management

»  Links to recommended products and services that will help you cost-effectively resolve non-compliant areas
e A'ready-to-submit' PCI DSS Self Assessment Questionnaire

To access the wizard
»  Click the SAQ tab in the Navigation bar of the Web Inspector PCl interface.

Web Inspector PCI

Schedule Reporis My Account SA0

Web Inspector PCI Overview

The wizard is a four-step process, where you have to register, select the SAQ type and complete the questionnaire. The final
step provides the summary of SAQ.

Your progress is automatically saved after each question - allowing you to log out and return at a later date to complete the
questionnaire. Your free account and responses are retained, giving you an opportunity to revise and modify any of your
answers. This also allows you to update, schedule and track the progress of outstanding remediation tasks.

2.5.2 PCI Scanning Service - Infrastructure

The streamlined web-based main management interface provides easy access to all the functions of Web Inspector PCI. The
navigation bar at the top has tabs to access different functional areas to add new devices, initiate scans, view reports, schedule
scans, modify your account and scan settings etc. in simple steps. The account status displayed in the right pane informs your
remaining scans, remaining IPs/Domains that you deserve and also enables you to purchase the service for more IPs and
Domains.
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Navigation Bar
«  Overview -  Displays the Overview area that provides the administrator with a report summary of last scan and

serves as a launchpad for starting scans and the 'Device List area' that allows the administrator to
add, edit and configure target devices; view scan reports.

« Schedule - Displays a list of existing scans, allows to add new schedule of scanning.

¢ Reports -  Enables the administrator to view the summary and complete scan reports.

« My - Enables the administrator to configure account settings, view license, scan options and to choose
Account which plug-ins are to be deployed during a scan.

+  SAQ - Allows the administrator to access the Self Assessment Questionnaire (SAQ) for their self-

evaluation on compliance with the Payment Card Industry Data Security Standard (PCI DSS)

*  Help - Contains links to the download user guide and to the Comodo knowledgebase. Also enables the
administrator to launch a simple setup wizard for PCI Scanning.

Overview Area
The 'Overview' area displays the status of the PCI Scans and a dashboard summary of the scan reports from last performed
scan on the device selected from the 'Device List' area. Click here for more details.

Device List Area

The Device List area displays a list of devices added to Web Inspector PCI and provides an at-a-glance summary of the status
of each device. This area also allows the administrators to create a new device, edit a device, add IP's to a device and open
device reports. Click here for more details.
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Account Status Information Area
The Account Status Information Area displays the number of remaining scans and free IPs/Domains deserved by the
administrator and also allows the administrator to purchase the service for more IPs. Click here for more details.

253 PCI Scan

To login in to the WI PCl interface, click the 'PCI Scanning' tab in WI main interface.

English =

w inspector Chat with us Mow | Call us: 1-888-266-6361 | Requesta Callback | Email s
Inspect, Detect, Profect

Setup Wizard Websites My Account @

Velcome, Test2? F_P1_P2 Test | Logout

You will be taken to the Web Inspector PCI login page at https://pci.webinspector.com/sas/login.jsp

Once you login to your account, the main configuration area of the Web Inspector PCl interface is displayed. It contains two
areas namely, Overview and List of Devices.

Web Inspector PCI

Schedule Reports My Account SAQ

Web Inspector PCl Overview

Account Stats:

PCl Scan Status:

Scans Left B
_ AddressesDomains Laf:
Device Dashboard 1
[T — e b | ' Widlive T ST Order more
uinearami 185 DY AOs uimnmearam 1825 DY 56 ar o Add[ﬁ_s;e;
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e
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Subnets Scan Type Action
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Click the following links for more details:
e Overview

¢ List of Devices

2.5.3.1 Overview

The 'Overview' area displays the status of the last run Web Inspector PCI Scans and a dashboard summary of the scan reports
from the last scan performed on the device selected from the device list area.

Web Inspector PCI

Schedule Reports My Account SA0

Web Inspector PC| Overview

Account Status:
PCl Scan Status: :

Seans Left B

) AddressasDomains Laf
Device Dashboard 1

Order more
Addresses
= Holes - Mokes

#M

Vulnerabilities by Host - A graphical representation of the information regarding the security holes found, security warnings,
and security notes per host. Each category is represented by a different color. Pointing the mouse cursor over a bar in the graph
displays the count of the respective item found.

Vulnerabilities by Severity - A pie-diagram representation of information regarding the security holes, security warnings, and
security notes found. Pointing the mouse cursor over a sector in the diagram displays the percentage proportion of the
respective item found.

Definitions of Terms

Term Description

Holes A vulnerability, whose severity level according to PCI Severity Rating, is more than three or 'High', is identified

as a Security Hole by Web Inspector PCI. To pass a PCI Compliance scan, no holes are to be found during the
scan. If any holes are found, the merchant or the service provider must re mediate the identified problems and
re-run the scan until the compliance is achieved. Click here for more details.

Warnings A vulnerability, whose severity level, is more two or 'Medium', is indicated as a Security Warning by Web
Inspector PCI. To pass a PCI Compliance scan, no warnings are to be found during the scan. If any warnings
are found, the merchant or the service provider must re mediate the identified problems and re-run the scan
until the compliance is achieved. Click here for more details.

Notes A vulnerability, whose severity level, is more one or 'Low', is indicated as a Security Note by Web Inspector PCI.
Click here for more details.
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2.5.3.2 List of Devices

The 'Device List' area displays a list of existing devices for Web Inspector PCI scanning.

* Siatus

e i
—_ !

i

i /

Action

* Scan Type

Tast Dovice B il sddresses Mon-Compliant  12.19-201205:09  PCl Scan Exncative Ropoet = Report Charts
1 targetis) count
-
TestDevice2 W All Addresses ompliant 12-18-201208:12  PCl Scan il Pt = Repori Charts
1 target(s) count
# il
The following table provides description of information columns in this area.
Column Possible Description
Values
Device Text Displays the device name (a friendly name which was given by administrator when
creating the device) and the total number of IPs/Domains associated with the device.
Address/Subnets | Text Displays all the associated domains (e.g. www.domain.com) or IP addresses that
administrator specified for the device. Click the '+' button beside All IPs to view the list of
IPs and the Domains.
Status '‘Compliant’ Indicates that the device/IP/domain is PCI scan Compliant as per the last run PCI scan.
'Non - Indicates that the device/IP/domain is not PCI scan Compliant as per the last run PCI
Compliant' scan.
'Passed' Indicates that the device/IP/domain has passed the last run Web Inspector scan
'Failed' Indicates that the device/IP/domain has failed the last run Web Inspector scan
Date Numeric Displays the date of last run scan for the device/IP/domain.
Scan Type 'PCI Scan' Indicates that the device/IP/domain is PCI Scan enabled.
'Custom Scan' | Indicates that the device/IP/domain is Custom Scan enabled.
Action 'Executive Enables the Administrator to view executive scan report of the last scan run on the

Report' button

device. Available only for the devices and not for the individual IPs and Domains
associated with the device. Click here for more details.

'Report Charts' | Enables the Administrator to view the Charts Page contains at-a-glance summary of the

button scan results on the device at the top and graphical representations of proportions of
identified vulnerabilities according to their categories. Click here for more details.

"Vulnerability Enables the Administrator to view vulnerability report of the last run scan on the

Report' button

device/IP/domain. Available only for the individual IPs and Domains associated with a
device. Click here for more details.

Retest

Enables the Administrator to re-run the scan on the device/IP/domain that has failed any
of the scans.

Note: Clicking on the up or down arrows beside each column heading sorts the list of devices in ascending order based on the
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‘ category.

From this area, you can:
*  Create new device to enable PCI scanning;
* Manage existing devices;
*  View a dashboard summary of scan results from a specific device
*  View Executive Summary and Vulnerability Reports after running an on-demand scan.

2.5.3.3 How to Create a New Device

In order to run a PCl scan, the administrator must first create a Device.

A Web Inspector PCI 'Device' is an umbrella term that describes a grouping of IP addresses and/or domains that are to be used
as the target for a PCI scan. Web Inspector PCI 'Devices' can be used to 'mirror' a real life device. For example, a single
machine in your organization's infrastructure may have multiple IP addresses (and domains) which host different services. The
PCI DSS guidelines state that all these IP addresses and services must be scanned. By associating multiple IP addresses and
domains to a single Web Inspector PCI 'Device', you can simulate your real-life device and scan it for PCI compliance in one
pass. All customers must create a 'device' before PCI scanning can commence.

Important Notes

*  When creating a device, Web Inspector PCI requires that you specify all the IP addresses belonging to your target
server, host or other device.

*  You must have at least one PCI scan compliancy license;

*  You can add and scan as many IP's as allowed by your PCl license. (These IP's can be spread across as many
devices as required.)

e Atleastone IP address or at least one domain name that you wish to scan for PCI compliancy has been added to the
device. If you only specify a domain name then the PCI scan will actually take place on the IP address that this domain
resolves to.

*  |P address do not need validation. PCI compliance scans on IP's can begin immediately.

To create a new device

1. Switch to 'Device List' area of the interface.

2. Click on '+ button beside 'Add New Device' in the 'Device List' area (as shown below).

Start Scan

* Device - Address !

P—— " Status " Date ™ Scan Type Action

3. Select the PCI device radio button to enable PCI scanning on the device.

Denice Mame Test Devics 3 Continue Cancel

- Address |

Subnets

4. Enter a friendly name for the device in the 'Device Name' text box and click 'Continue'.
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IP Addresses/Domains

Test Device 3 IP Addresses Domains

Delete Delete Device
0 Addresses
Please check discovered components currently out of scope. Add
Free P
Addresses/Domains
3

5. Click 'Add" in the next screen.

6. Enter the Domain name(s) or IP addresses to be associated with the device in the 'Add IPs or Domains' text box. You
can add as many IP addresses as allowed by your PCl license. If you want to add more than one IP or domain, click
on the link Add Multiple Addresses and enter the IPs/domains separated by commas.

Name IP Addresses/Domains Action
Test Device 3 IP Addresses Domains Delete Delete Device
0 Addrasses
Add
Free IP Add IP Add
AddressesiDomains. agdrassesiDomaing
3 Add Multiple Addresses

Hide |P Addresses/Domains
95.173.190.238
108.162155.201
wiw, [etzooding, com

Note: You can check for the IP addresses and the domains, which have been previously entered and deleted, or the [P
Addresses that were detected through reverse lookups on the domains or common hostnames for the domains included

previously, by clicking the link 'Please check discovered currently out of scope’. This helps you to identify the out of the scope
components to be scanned and add to the created device.
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Name IP Addresses/Domains Action @
Test Device 3 IP Adidresses Domains Delete Delete Device
0 Addrasses
Add
Free IP . Add IP testdomain. com Add
Addresses/DoOmains] addressesiDomains
3 Add Multiple Addressas

Please check discovered components currenily out of scope.

Note: You must enter external IP addresses in these fields. Web Inspector will not run PCI scan on private IP addresses that
refer to machines internal to your network.

Private IPs ranges are defined by RFC 1918 as:

10.0.0.0 - 10.255.255.255 (10/8 prefix)
172.16.0.0 - 172.31.255.255 (172.16/12 prefix)
192.168.0.0 - 192.168.255.255 (192/168/16 prefix)

7. Click the 'Add' button beside the text box.

Name IP Addresses/Domains Action
Test Device 3 IP AddressesDomains Delete Delete Device
1 Addresses
Free |P testdomain.com [x] Ada
AddressesiDomains:
2
Add IP

) Add
AddressesiDomains

Add Multiple Addresses

Please check discovered components currently out of scope.

8. The IP(s)/Domain(s) will be added to the device. If you want to add more IPs or Domains, repeat from Step 6.
9. After adding required IPs and Domains to the Device, Click 'Save'.

The device will be added to your Web Inspector PCI Account. The device will be validated for PCI compliance on your first on-
demand scan and the status will be updated accordingly.

- Address [

* Dewvice P T Status T Date T Scan Type Action

TestDovice 3 B All Addresses
1 target{s) coumnt

&
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2.5.3.4 Devices Management

The 'Device List' area of the Web Inspector PCl interface displays all devices that have been created in this account. From here
the administrator can edit device details, delete a device, move a domain to another device or remove a domain from a device.

To access the interface for device management, click the edit button beneath the device as shown below.

- Address [

Device Subnete Status Date Scan Type Action

TestDevice 3 B All Addresses
1 target{s) count

Iick here

Adding Additional IPs/Domains

1. Open Edit Interface as explained above.

Name IP Addresses/Domains Action
Test Device 3 IP Adidresses Domains Delete Delete Device
1 Addrasses
) Add
Eree P testdomain.com E
Addresses/Domains:
2

Add IP

AddressesiDomains
Add Multiple Addresses

Flease check discovered components currently out of scope.

EE KN

2. Enter the Domain name(s) or IP addresses in the 'Add IP Addresses/Domains' text box and click Add button beside the
textbox.

3. Click Save.

Removing a IP/Domain from a Device
1. Open Edit Interface as explained above.

2. Click the X" button beside the IP/Domain name and click 'Save'.

Moving IP/Domain to Another Device

+ Remove the IP/Domain from the device in which it is existing and add it to the destination device.

Removing a Device

1. Open Edit Interface as explained above.

2. Click the 'Delete Device' button and click 'Yes' in the confirmation dialog.
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iy Are you sure to delete this device item?

n

2.5.3.5 Start Scanning

Once the device is added, you can scan the target device.

Note: The IP addresses that Web Inspector PCI scans originate from are 208.116.56.32/28 and 91.209.196.32/28. You may
have to modify your firewall to allow scans from this range.

To start scanning a selected device

1. Click 'Start Scan' button in the upper pane of the Overview area as shown below.

@4_ Click here

o-

- Address /)

Subneis " Status * Date ~ ScanType  Action

" Device
The scan configuration options will be displayed.

EEE oo @ seen 4 select O stant Cancel

v leteroding. con

Test Device 2

Test Device 2

= - Address | - - -
Device P —— Status Date Scan Type Action

2. Select the device to be scanned in the next box. If you want to run the scan for all the devices at once, select 'All'.

3. Select the IPs/Domains in the next box. If you want to run the scan for all the IPs/Domains in the selected device at
once, select 'All'.

4. Click ‘Start

T Scan Type Action

TestDevice B Al Addresses SCENEN PR ——— Pt Scm el e

1 targets) count

‘ Tip: If you want to run the scan simultaneously on multiple devices, you can start scanning on the next device by following the
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same procedure when the scan in running in one device. Also, you can terminate the scan at any moment by clicking 'Cancel
Scan' button.

2.5.3.6 Viewing a Dashboard Summary of Scan Results

On completion of scan, a dashboard summary of the results will be displayed in the upper pane of the '‘Overview' area.

Web Inspector PCI

Schedule  Reports My Account SAQ Help

Web Inspector PCl Overview

Accourt Status;
PCI Scan Status: :

Scans Left &

. AddressasDomains Laf
Device Dashboard 1

Order more
Addresses
= Holes = Notas

Notes -\ _me,

F

‘.M

If you want to switch to the scan results of other devices, click the bar-graph button beneath the device name as shown below.

. - Address [ = — * s - -
Device Subnets Slatus Date Scan Type Action
Test device B 2 addresses Hon-Compliant 01-03-2013 0857 PCl Scan

Executive Report Ti| Report Charts

1 targetis) count

Click here

2.5.3.7 Viewing Executive Report, Charts and Vulnerability Reports
«  To view the Executive scan Report, click the Executive Report button beside the device name.

»  To view the Charts page that contains at-a-glance summary of the scan results on the device and graphical
representations of proportions of identified vulnerabilities according to their categories, click the Report Charts button
beside the device name.

*  To view the Vulnerability Report, click the Vulnerability Report button beside the IP/domain name from the list of
IPs/domain names displayed by clicking the '+' button beside the Device name.
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- ~ Sean T
Subnets can Type Action
Test device B #il addresses Mon-Compliant  01-03-20130857 PG| Sean Exccutive Report 5| Report Charts
1 target{s) count
g |
v letscoding.com Mon-Compliant 01-03-2013 0857 Pl Sean Vulnerability Report Re-test

The Administrator can also download a Report Pack containing the pdf files of the reports for submitting to the acquiring bank
from the Reports area, after a successful scan. Refer to Web Inspector PCI Reports for more details.

254 Internal Scanning

The Internal Scanning feature allows customers to run Web Inspector PCI vulnerability scans on computers located on a local
area network (LAN). These computers are typically 'inside' the company's private network and are protected by a perimeter
firewall or other network security device.

Note: The Web Inspector PCl is powered by Comodo HackerGuardian and so W1 PCI will be accessing HG technology
wherever required.

In order to run an internal scan, the administrator must first install and configure the HackerGuardian (HG) internal scanning
Agent on the local network.

Once installed and configured, this Agent will establish a secure connection to a HackerGuardian Access server which will in
turn establish a secure communication channel (connection) to a HackerGuardian scanning server. The scanning server will
then be able to connect to and run scans on the local computers located at the IP addresses that have been specified as Local
Devices in Web Inspector PCI. The Agent software is available as an iso image (to create a Live CD), as files (to create a Live
USB stick) or as files to run from a VM ware player. The scans can be run directly from the 'Overview' area of Web Inspector PCI
interface after installation and configuration of the agent. (see 'How to install the Agent', 'Configuring the Agent' and 'Using
the Agent - Main Menu' for more details on set up and configuration of the agent. See 'Start Device Scanning' to learn how to
run an internal scan once the agent has been installed.)

There are two main prerequisites to running an internal scan:
»  The creation of a 'Local Device' as a target for the scans in the 'Device List' area of the Web Inspector PCI
interface. Local Devices are defined by one or more IP addresses.

*  The HG internal scanning Agent has been installed on your local network to communicate with the
HackerGuardian scanning servers via VPN connection.

Once these two steps are complete, users can start an internal scan on the device by clicking the 'Start Scan' button in the
'‘Overview' area.

For creating local devices and to run scans on the local devices, switch to 'Device List' area of Web Inspector PCI. Click here
for more details on the interface.

Note: The Internal Scanning feature allows you to create and edit local target devices and to manually run scans on selected
devices. Unlike other, 'external’, devices, 'LAN Devices' are defined using IP addresses only.

Click on the links below for detailed explanations on steps involved in the Internal Scanning.

*  Create new device to enable Custom (Internal) scanning;

* Manage existing devices;

* Install the Internal Scanning Agent;

»  Configuring the Internal Scanning Agent;

«  Start Scanning an Internal Device;

*  View a dashboard summary of scan results from a specific device;
*  View Reports and Statistics .
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2.5.4.1 How to Add a New Device

1. Switch to 'Device List' area of the interface.

2. Click on '+ button beside 'Add New Device' in the upper pane (as shown below).
@.::!::! MNew Device

* Davice -~ Address |

Subnets T Status T Date T ScanType  Action

3. Select the 'Local' radio button to enable internal scanning on the device

Start Scan

B :
O .
Devdice Manmne Test Device - Intena Continue Cancel
[O] 3
- - Address | = - _
fevice Subnets Stotus Date ScanType  Action

4. Enter a friendly name for the device in the 'Device Name' text box and click 'Continue'.

Important Note: The Device Name specified in this field must exactly match the device name that you set for the Device while
installing and configuring the internal scanning agent in the local network. (see 'Configuring the Agent' and 'Using the Agent
- Main Menu' for more details on set up and configuration of the agent.)

5. Click 'Add" in the next screen.

ol

Name IP Addresses/Domains Action

Test Device - IP Addresses Domains [ielete

Delete Device
Internal

0 Addresses Add

Free P
Addresses/iDomains:
18

N KN

6. Enter the IP addresses to be associated with the device in the 'Add IPs or Domains' text box. The IP addresses you
specify here will be scanned whenever you run a scan on the 'Device Name'. You can add as many IP addresses as
allowed by your license. If you want to add more than one IP, click on the link Add Multiple Addresses and enter the

IPs separated by commas. [P ranges can also be specified with each address in that range counting as one of your
licensed total IP's.
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Name IP Addresses/Domains Action
Test Device - IP Addresses Domains Delete Delete Device
Internal
0 Addresses Add
Add P 192_168.37.128 Add
Free P _ AddressesiDomains :
Addresses/Domains: Add Multiple Addresseas
18
s
7. Click the 'Add' button beside the text box.
Py
Name IP Addresses/Domains Action -
Test Device - IP Addresses Domains [Delete Delete Device
Internal
1 Addresses
192.168.37.128 [x] Add
Frea IP
Addresses/Domalns:
17 Add IP

) Add
AddressesiDomains

Add Multiple Addresses

8. The IP(s)/Domain(s) will be added to the device. If you want to add more IPs or Domains, repeat from Step 6.

9. After adding required IPs and Domains to the Device, Click 'Save'.

The device will be added to your Web Inspector PCI Account. The device will be validated for PCI compliance on your first on-
demand scan and the status will be updated accordingly.

Address |
T Device u = Slatus T Date T Scan -] Action
Subnets b
Test Device - Al Addresses
Internal
1 tan get|s) o
& Ji
Test Devica? B Al Addraszes Compliant 01-03-2013 08:07 PClScan Execulive Report i Report Charts
1 tar get{s) Courd
Test device B aiaddresses Scanning PCI Scan Cancal Scan
=5 S S —
| target|s) courd
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2.5.4.2 Internal Devices Management

The 'Device List' area of the Web Inspector PCl interface provides the administrator with the possibility to the full complex of
device management. From here administrator can edit a device's details, delete a device, move a domain to another device or
remove a domain from a device.

To access the interface for device management, click the edit button beneath the device as shown below.

- . Address | — - - -
Device Subnsty Status Date Scan Type Action

Test Device - Al Addresses

Internal
1 target{s) courl

or

To add additional IPs
1. Open Edit Interface as explained above.

Click here

Name IP Addresses/Domains Action
Test Device - IF Adidresses Domains Delete Delete Device
Internal
1 Add -]

reese 192.168.37.128 [x] Add

Free IP
AddressesiDomalns
17 Add IP Add

AddressesDomains
Add Multinle Addresses

2. Enter the new IP addresses in the 'Add IPs or Domains' text box and click Add button beside the textbox.
3. Click Save.

To remove an IP from a device
1. Open Edit Interface as explained above.

2. Click the X" button beside the IP address and click 'Save'.

To move an IP to another device

*  Remove the IP from the device in which it is existing and add it to the destination device.

To remove a device

1. Open Edit Interface as explained above.

2. Click the 'Delete Device' button and click 'Yes' in the confirmation dialog.
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£ Do you really want to delete the entire device?

a

2.5.4.3 How to Install the Agent

Note: The Web Inspector PCl is powered by Comodo HackerGuardian technology and uses HackerGuardian Agent software
for internal scanning purposes.

The HG Agent software is available in three formats:
* |SOimage - To create a Live, bootable CD for configuring the agent on a physical machine.
»  Zipfile - To create a Live, bootable USB stick for configuring the agent on a physical machine.
e VMware Player - Version of the agent designed to run under VMware Player.

Installing and configuring the agent on a physical machine requires you to create a Live CD or Live USB. Download the VMware
version if you wish to run under VMware player.

To create a Live CD
*  Download the iso image file comodo_1.0.iso from http://download.comodo.com/hg/comodo_1.0.iso

e Burn a CD with the iso file.

The Live CD is successfully created and you can install and configure the agent on any local target device in your network and
added to LAN Device Management area of Web Inspector PCI. All you need to do is to boot the device through the Live CD.

To create a Live USB
*  Download the zip file comodo_1.0.zip from http://download.comodo.com/hg/comodo_1.0.zip

e Plug in a USB memory drive (minimum 64MB, >128MB is preferred), pre-formatted with either FAT16 or FAT32 file
system.

Note: USB drive must be formatted and contain only one partition with no hidden partitions.

For UNIX/Linux systems -

*  Unzip comodo.zip on the USB drive (it must be mounted somewhere like /mnt/usb, ex: mount /dev/sdb1 /mnt/usb)
e Type cd /mnt/usb/boot && chmod -R +x .
*  Run sh ./bootinst.sh and follow instructions
e Type umount /mnt/usb
For Windows XP/2000/Vista systems -

*  Unzip comodo.zip on target USB drive (it must appear as drive letter, ex: G:)
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*  Runcmd.exe and change drive letter to USB disk (ex: G:)
e Type cd boot in the command prompt

¢ Run bootinst.bat and follow instructions

Bl

Corp.

U:\hunL}hunLinuL.haL_
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an on © (s [T 1T ol Wando: stallation,.
will not hoot anymore. careful?

gz any key to continue. or kill thiz window [x] to abopt...

Read the Warning carefully. Press any key except X to continue. To cancel creating the Live USB press X.

\WINDOWS\system32\cmd.exe - bootinst.bat

= ing up hoot record For - wait please...
Tti.":]'r I:-':: s I‘Il.lll]lll. ]lﬂ IJIFllLu‘lh‘lH now . [rl:'-i Ln.‘l-l ]u‘lL iilll F i.il i!:}“‘.‘ll_

Read the information above and then pressz any key to exit...

Press any key to exit.

The Live USB is successfully created and you can install and configure the agent on any local target device in your network and
added to LAN Device Management area of HackerGuardian. All you need to do is to boot the device through the Live USB.

To use the agent on a VM Machine

Download the zip file HGAgent.zip from http://download.comodo.com/hg/HGAgent.zip.
Extract the file HGAgent.zip to a folder of your choice. (e.g. C:\HGAgent)
Start VMware Player by clicking Start > All Programs > VMware > VMware Player

Alternatively, open the folder where you have extracted the HG Agent through Windows Explorer and double click on
the file 'HG VPN for VMplayer'.
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File and Folder Tasks
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=l Rename this file i Ftl Lot L KB

By Move this file [y e

3 Copy thes fie 2]

& Publish this File to the Web
2 E-mail this fle
¥ Delete this file

Other Places

i) HGAgent

£} My Documents
i) Shared Documents
W My Computer

\-J My Network Places

The Agent starts on the VMware Player and allows you to configure it. See Configuring the Agent for more details.

2.5.4.4 Configuring the Agent
To start the configuration, boot the device through the Live CD or the Live USB.

Step 1

The agent starts building a list of block devices for storing the configuration files. The agent detects hard disks, USB memory
drives and/or other available block devices containing with live file system (like FAT 12, FAT16, FAT 32, VFAT, ext2/ext3, XFS,
reisrfs etc.) and proposes a list of valid devices for you to choose from. Select a device to store the configuration files.

C.0.M.0.D.0 HackerGuardian UPN Agent

Select a device to store config data. Hitting <camncel> will use none. This
is pretty safe but small probability of loosing data remains. If selected
device already contains comodo save data it will be overuritten.

ext3 1069MB UMware, UMware Virtual S (scsi)

<Cancel>
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Step 2

The agent asks for a short description of the saved configuration. You can give a short name/description for the configuration
(Max 40 characters)

Step 3

The network configuration dialog appears to specify the network configuration settings. The available network adapters are
detected and displayed as a list. Only one network adapter can be used at a time. Select the network adapter through which you
want the scan to be performed and select OK.

C.0.M.0.D.0 HackerGuardian UPN Agent

Select network device to configure and to use for commections.
Interfaces names are usually this:

etho..ethX - wired ethernet

wlan®. .wlanX - wireless (client)

wlanmasterd. .wlanmasterX — wireless (master)

type: wired

The connection mode configuration dialog appears. The available choices are Static IP address and DHCP. Select the mode in
which the device is connected.

C.0.M.0.D.0 HackerGuardian VPN Agent

Select commection mode:

onfigure wired static IP address
d configure wired network by DHCP protocol

<Cancel>

In the next dialog, set the parameters for the selected connection (The agent detects the default parameters of the device and

displays them. Only change the values you wish to change and select OK. Use up and down arrow keys and the tab key for
navigation).
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C.0.M.0.D.0 HackerGuardian UPN Agent

Please provide data for static IP

Hostnane:

tld
IF: 192.168.0.1
Netmask: 295.255.255.0
Gateway: 192 .168.0.254
Namezerver: 192 .168.0.251

< DK > <Cancel>

If you are satisfied with the above configurations, select 'Apply" in the next dialog.

C.0.M.0.D.0 HackerGuardian VPN Agent

Network configuration settings provided.

fApply configuration to bring network up.
Modify to change network settings.
Do nothing to get back to menu.

< modify > <do nothing>

The configuration will be saved. If you want to edit the settings before saving, select Modify. The Network configuration will be
restarted. If you do not want to save the settings, select Do nothing. The configuration will not be saved and the network
configuration will be restarted.

The main menu will be displayed on completion of the configuration. You can modify the configuration at any time through the
options in the main menu.

2.5.4.5 Using the Agent - Main Menu

The Main Menu of the HackerGuardian VPN agent contains the following options.
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C.0.M.0.D.0 HackerGuardian VPN Agent

ackerGuardian agent)|

! network configuration

3 =elect device for session profile
4 diagnostic console

5 shutdown the system

6 help info

Click the following links for more details:
* HackerGuardian agent
*  Network configuration
«  Select a device for session profile
» Diagnostic console
e Shutdown System
¢ Helpinfo

2.5.4.5.1 HackerGuardian Agent

The HackerGuardian sub-menu contains the options for configuring various HackerGuardian VPN authentication settings.
Selecting the HackerGuardian agent first opens a Login dialog.
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C.0.M.0.D.0 HackerGuardian VPN Agent

Flease check your login, password and device nane
are correct and match your HackerGuardian account.

Use <TAB>, <UP> and <DOUN> arrows for navigation.

Login :
Pas=sword :
Device Mame

e Type your Login name, Password and the device name as you registered in the HackerGuardian website.

C.0.M.0.D.0 HackerGuardian UPN Agent status:

1set change authentication values

Z wiew agent log file
3 help info

< back >

The options available are:
*  Set/Change Authentication Values
*  View Agent Log File
e Help info

Set/Change authentication values - The VPN connection values of Login Name, Password and Device name can be changed
by selecting this option. This is useful when you have configured the agent on one device and wish to quickly running the scan
on another pre-registered device.
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C.0.M.0.D.0 HackerGuardian UPN Agent status:

Pleaze check your login, password and device name
are correct and match your HackerGuardian account.

Use <TAB>, <UP> and <DDUN> arrows for navigation.

Login :DemoAccountZZ
Password :seeeesseexeee

IS el B S Test Device — Internal

< OK >

Important Note: The Device Name displayed in the agent must exactly match the name that you set for the target Device in
the 'LAN Devices' area of your Web Inspector PCI account. Incorrect authentication settings will lead to failure of authentication
and no scan will take place.

View Agent Log File - This option allows you to view the HackerGuardian agent execution progress trace, warnings or errors
and diagnose connection problems.

Help info - Opens the built-in help page that give explanations on each item in the HackerGuardian Agent Menu.

2.5.4.5.2 Network Configuration

The network configuration menu allows you to reconfigure the network settings you made during the configuration of the agent.
To change the existing network configuration, select 'Modify" in the network configuration dialog.

C.0.M.0.D.0 HackerGuardian VPN Agent

Network configuration settings provided.

fApply configuration to bring network up.
Modify to change network settings.
Do nothing to get back to menu.

< apply > SELLLIEITEE <do nothing>
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The network configuration wizard will be restarted. The available network adapters are detected and displayed as a list.
C.0.M.0.D.0 HackerGuardian UPN Agent

Select network device to configure and to use for commectioms.
Interfaces names are usually this:

ethO. .ethX — wired ethernet

wlan®. .wlanX — wireless (client)

wlanmasterd. .wlanmasterX - wireless (master)

type: wired

»  Select the network adapter through which you want the scan to be performed and select the connection mode.

C.0.M.0.D.0 HackerGuardian VPN Agent

Select coomection mode:

onfigure wired static IP address

d configure wired network by DHCP protocol

<Cancel>

*  The available connection mode choices are Static IP address and DHCP. Select the mode in which the device is
connected to the network. In the next dialog, set the parameters for the connection. (The agent detects the default
parameters of the device and displays them. Only change the values you wish to change and select OK. Use up and
down arrow keys and the tab key for navigation).
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C.0.M.0.D.0 HackerGuardian UPN Agent

Please provide data for static IP

Hostnane:

tld

192.168.0.1

255.255.255.0
Gateway: 192 .168.0.254
Nameserver: 192.168.0.251

< 0K > <Cancel>

* Ifyou are satisfied with the above configurations, select Apply in the next dialog. The previously stored parameters are
overwritten with the new values. If you want to edit the settings before saving, select Modify. The Network
configuration will be restarted. If you do not want to save the settings, select Do nothing. The previously stored
configurations will be retained and the new configurations will not be saved.

After successfully configuring the network adapter, the network state will appear green in the lower right corner of the screen.
The network state will be displayed in black if any connection problems arise indicating that the network connection setting are
to be reconfigured.

2.5.4.5.3 Select a Device for Session Profile

The storage device chosen previously for storing the configuration settings and the session profiles can be changed/configured
by choosing this menu. Selecting this menu again starts building a list of available block devices for storing the configuration.

C.0.M.0.D.0 HackerGuardian UPN Agent

Config data found on device(s). 3elect one or <cancel> to not use
any and choose another device.

(rw): Saved at Fri Jan 4 09:37:52 GMT 2013

<Cancel>

»  Select and configure a storage device to use as a permanent storage for Live CD runtime configuration files. This is
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useful when you plan to boot and run the Live CD more than once with the same network settings and other
configurations and do not want to reconfigure every time. The agent detects hard disks, USB memory drives and/or
other available block devices containing with live file system (like FAT 12, FAT16, FAT 32, VFAT, ext2/ext3, XFS, reisrfs
etc.) and proposes a list of valid devices for you to choose from. The selected device will then be used to store the
configuration files by creating a special directory. The stored configuration will be automatically detected and reused
every time the scanning is run. You can cancel the device selection if you do not want to store the configuration files.

2.5.4.5.4 Diagnostic Console

The Diagnostic Console is intended for advanced users.

This is the maintainance console. Within it you
may use various system commands to diagnose the
system, check network etc.

Useful commands are:

ping

netstat

route

ifconfig

tcpdump
traceroute

uget

When you are done press CTRL-D or type ’exit’
to get back to navigation menu.

[consolel#

The menu contains various tools to diagnose the problems if the agent is not running properly. The console can be opened any
time as required and it will not interfere the agent's normal operation.

2.5.4.5.5 Shutdown System

Selecting this option will shut down the system.
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C.0.M.0.D.0 HackerGuardian UPN Agent

Shutdown the system?

AEE <o >

Note: The run-time settings are automatically saved in the configured storage device, so no extra action is needed for this.

2.5.4.6 Start Device Scanning

1. Login into Web Inspector PCI online interface and click 'Start Scan' button in the 'Overview' area as shown below.

@(——Click here

- Address | ~ Scan Type Action

Subnets

The scan configuration options will be displayed.

CutomScan [ Delect - A seled Start Cancel
Deviced Tes! Devies - nternal | . 192.168.37.128
Teet Device - Inkerna 2
Test Device 2
Test Device 3
Tact dauica ¥
a
- . Address | = — -
Device Subnets Status Date Scan Type  Action

2. Select 'Custom Scan' from the scan type drop-down menu.
3. Select the device to be scanned in the next box. If you want to run the scan for all the devices at once, select 'All'

4. Select the IPs in the next box. If you want to run the scan for all the IPs in the selected device at once, select 'All'.
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5. Click 'Start'

T Scan Type Actian

Test Device - Al Addresses Scanning [——— Cuetom Scar Cancel Scan
[ U

2 il

Tip: If you want to run the scan simultaneously on multiple devices, you can start scanning on the next device by following the
same procedure when the scan in running in one device. Also, you can terminate the scan at any moment by clicking 'Cancel
Scan' button.

2.5.4.7 Viewing a Dashboard Summary of Scan Results

On completion of scan, a dashboard summary of the results will be displayed in the 'Overview' area. If you want to switch to the
scan results of other devices, click the bar-graph button beneath the device name as shown below.

- - Rddress | . - -

Dewce Subnets Status Dae Scan Type Acton
Tesi Device . &3 Al Addresses Compliant 01-03-201308:07  Custom Bcar Exgcutive Report Tl Report Charts
L

l@é_——CIick here

2.5.4.8 View Reports and Statistics

»  Click the ‘Executive Report' button beside the device name to view the Executive Scan Report

e Click the ‘Charts’ button @ﬂ next to any device row to view statistics and graphical summaries of scan results and
vulnerabilities

»  Click the ‘Vulnerability Report’ button beside a device’s IP/domain name (displayed by clicking the "+' button) to view
your vulnerability report.

After a successful PCI scan, you can also download a report pack which contains official documentation that can be sent to your
acquiring bank. Refer to Web Inspector PCI Reports for more details.

2.5.5 Account Preferences and Scan Settings

The 'My Accounts' area of the Web Inspector PCl interface displays your account details, license information, and your email
alert settings, and also allows you to change them if required. It also enables you to configure the general scanning options, the

HackerGuardian plug-ins to be deployed during scanning and PCI scan options like configuring start url and hidden urls of your
website.
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Web Inspector PCI

Overview Schedule Reports My Account

Account Information Email Alerts Custom Settings Pl Settings

My Account

WA B sehl ST IFRRORENT SCC0UNE Falated FRessades Nciuding

i H i simathiEaay 0
Account Email johrgmithiGexample. com rahaied rerndarE

Comany Haime Company Mams Marne as it will aapear an all Exacuiive Renors.

Cowntry Hame Us

Contact Jahi St Title IT Marzges
- Business -

121456 Street Mame
Telephone pa Aiddress et Mar
City Mew Vork State Provance NY
ZipPostal code 10mm UHL e Example com
Dt Fasiviaat My W T Zirwi Apphication Time Zone{GMTE00) w

Dradighit
7

01./04/2013 Saving Tame (]

Licenses Product Manwe starts Expires Bty
Web InspectorPCl Enferprise (WE5AS Medium) 01-02-20113 01-09-2014 Unlimited

This area contains four tabs.

My Account - Enables the Administrator to view/modify the account related information, view License information and configure
email alert options.

Email Alerts - Enables the Administrator to configure email alert options.

Custom Settings - Enables the Administrator to configure general scanning options and to select vulnerability plug-ins to be
deployed during the scans.

PCI Settings - Enables the Administrator to configure the start url, from where Web Inspector PCI has to start scanning all the
webpages/microsites of the website. The Administrator can also specify the hidden urls in the website to be scanned.

2.5.5.1 My Account Area

To access the My Accounts area

1. Switch to 'My Accounts' area of the Web Inspector PCl interface.
2. By default, the 'Account Information' screen will be displayed.
This interface allows you to:
*  View/Modify your Account information provided while creating your account;

*  View your License information.

View/Modify Your Account Information

Account Email - Displays the email address of the subscriber of the Web Inspector PCI service. All the account related
messages and reminders for renewals will be sent to this email address.

Company Name - Displays the name of the Organization/Company attached to the account.

Country Name - Displays the name of the Country of the Organization/Company.
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Contact - Displays the name of the Administrator/Contact person of the Organization/Company, responsible for subscription of
Web Inspector PCI service.

Title - Displays the position/job title of the Administrator/Contact person.
Telephone - Displays the telephone number of the Administrator/Contact person.
Business Address - Displays the address of the Organization/Company.

City - Displays the city of the Organization/Company.

State/Province - Displays the State/Province of the Organization/Company.
Zip/Postal code - Displays the Zip/Postal code.

URL - Displays the url of Organization/Company's website.

Date Format - Allows you to change / select the date format.

Time Zone - Allows you to change / select the time zone.

Daylight Saving Time - When this option is selected, the time stamp in reports will be based on DST of the country from where
you are using the application.

The administrator can enter/change the above details by deleting the old information and entering the new information.

View License Information
Licenses - Displays a list of Web Inspector licenses purchased so far. The following table provides the description of columns in
this area.

Column Description

Product Name The name of the Web Inspector / HackerGuardian service subscribed
Starts The commencement date of the service

Expires The expiry date of the license

Quantity The total number of IPs/Domains for which the service is subscribed

2.5.5.2 Configure Email Alert and Global Alert Options

Web Inspector PCI sends automated email notifications to administrators upon events like the commencement of a manual or
scheduled scan, the results of a scan and the failure of a scan. You can set your preferences for receiving the emails as you
wish.

To configure email alert options
1. Switch to 'My Accounts' area of the Web Inspector PCI interface.

2. Click the 'Email Alerts' link in the "My Accounts' area.
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Overview Schedule Reporls My Accowmnt

Account Information Email Alerts Custem Settings PCI Settings
Email Alerts

Email Alert Options

Select Emall alert options for | Custom Scan (W

Emadl Adilress Device I AdiressesDomains diptions
All w Cortact me when & soan shaz W m

Glohal Alert Options

Comtact me ir| have nol pamormed 3 scan in 3 months

Contact me when new vulnerability plug-ins are added

Contact me when the Repor Pack 15 awailing review
Contact meswhen the the Report Pack is available

Contact me if 3 Report Pack issue is deteclad

OoOoO00 0O@

Contact me if the Report Pack generation fails

3. Select the scan type for which you wish to receive the email notification from the drop-down box beside 'Select Email
alert options for'.

Email Alert Options

Select Email alert options for | Custom Scan (W

Email Address I Custom Scan IP I

Al

4.  Select the preferences as given in the table below:

Option Description

Email Address Enter the email address to which you wish to receive the scan alert message in the text box below 'Email

Address'. This address can be different from the Account Email and can belong to the administrator for the
specific device/domain.

Device Select the Device for which you wish to receive the scan alert message from the drop-down box below
'Device'. If you wish to have the alert message for all the devices, select 'All'".

IP Addresses Select the IPs/Domains pertaining to the device selected, for which you wish to receive the scan alert
message from the text box below 'IP Addresses'. If you wish to have the alert message for all the
IPs/Domains, select 'All".

Options Select the event for which you wish to have email notification from the drop-down box below 'Options'.
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5. Click 'Add". The entry will be added to the list under Email Alert Options.
6. Repeat the procedure for setting email alerts for different types of scans and different devices.

e Toremove an Email Alert entry, simply click the link Remove in the entry as shown below.
Email Adilress Device IP Addresses Domains Chplions
ismithi@example.com ALL ALL Contact me when a scan stars

Global Alert Options

*  Contact me if | have not performed a scan in 3 months - Selecting this option instructs Web Inspector PCI to send
a remainder message for an on-demand scan to the Account Email address if the administrator has missed to perform
a scan for three months.

»  Contact me when new vulnerability plug-in are added - Selecting this option instructs Web Inspector PCI to send a
notification email to the Account Email address whenever a new vulnerability plug-in is added to Web Inspector PCl,
enabling the Administrator to deploy the plug-in in future scans.

»  Contact me when the Report Pack is awaiting review - Selecting this option instructs Web Inspector PCI to send a
notification email to the Account Email address whenever the administrator has attempted to download the Web
Inspector PCI Scan Report pack by clicking the 'Generate Report Pack' in the Reports area and the Report is under
review by a PCI CSS approved staff of Comodo. The Report will be available for download upon completion of the
Review and approval by the Comodo staff. Refer to Downloading Report Pack for more details.

*  Contact me when the Report Pack is available - Selecting this option instructs Web Inspector PCI to send a
notification email to the Account Email address whenever the administrator has attempted to download the Web
Inspector PCI Scan Report pack by clicking the 'Generate Report Pack' in the Reports area and the Report is ready for
download after review by a PCI CSS approved staff of Comodo. Refer to Downloading Report Pack for more
details.

«  Contact me if a Report Pack issue is detected - Selecting this option instructs Web Inspector PCI to send a
notification email to the Account Email address whenever the administrator has attempted to download the Web
Inspector PCI Scan Report pack by clicking the 'Generate Report Pack' in the Reports area, Report has been
reviewed by a PCI CSS approved staff of Comodo and an issue has been detected in the generated report. Refer to
Downloading Report Pack for more details.

»  Contact me if a Report Pack generation fails - Selecting this option instructs Web Inspector PCl to send a
notification email to the Account Email address whenever the administrator has attempted to download the Web
Inspector PCI Scan Report pack by clicking the 'Generate Report Pack' in the Reports area and the Report generation
has failed for some reasons. Refer to Downloading Report Pack for more details.

»  Click 'Save Changes' for your settings to take effect.

2.5.5.3 Custom Settings

The Custom Settings area enables an administrator to configure the Web Inspector PCI scans, like specifying port range to be
scanned, number of parallel checks to be done concurrently, selecting Port Scanner options, selecting plug-ins to be used for
scanning and more.

To access the Advanced Options area

1. Switch to 'My Accounts' area of the Web Inspector PCl interface.

2. Click the 'Custom Settings' link in the "My Accounts' area
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Exclude tap level domain wildcard host
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Port Scanmer Options
Nmap (MASL Wrappear)
Scan for LaBreatarpitted hosts

M Scan

OoOoQO

Metstat Scanner

This interface allows you to:
»  Configure general options pertaining to the scans;

e Choose which plug-ins are to be deployed during a scan.

Configure Scan Options
This area enables administrators to configure general options pertaining to the scans. The settings chosen in this area will apply
to any scan performed on selected device in the 'Overview' and 'Scheduled Scans' areas.

Scan Option Element Type Description

Port Range Text box Set the range of ports to be scanned. A special value of default is allowed
which scans port 1-15000. To scan all TCP ports on the target host, enter '1-
65535'. Enter single ports, such as "21, 23, 25" or more complex sets, such
as "21, 23, 25, 1024-2048, 6000", or enter "default" to scan default ports.

Consider unscanned ports | Check box Ports that are not specifically scanned will be assumed as in closed state.
as closed
Parallel Checks Text box Set the maximum number of security checks that will be performed in parallel.

This may be reduced to a minimum of one to reduce network load. The
maximum number of parallel checks allowed is 10% of the number of IP
addresses in your account and not exceeding 25. To illustrate, If your license
covers 50 IP addresses, you can run scans on five IP addresses
concurrently. Lesser the number of concurrent scans, faster will be the

process.

Optimized Test Check box Allows the scan to be optimized by only performing tests if information
previously collected indicates a test is relevant. When disabled all tests are
performed.

Port Scanner Options

Nmap (NASL Wrapper) Check box Runs nmap(1) to find open ports.

Scan for La Breatarpitted Check box Performs a labrea tarpit scan, by sending a bogus ACK and ACK-

hosts windowprobe to a potential host. Also sends a TCP SYN to test for non-
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persisting lebrea machines.

SYN Scan Check box Performs a fast SYN port scan by computing the RTT (round trip time) of the
packets moving back and forth between host and the target and using the
value to quickly send SYN packets to the remote host.

Netstat Scanner Check box Runs netstat on the remote machine to find open ports.

Safe Checks Check box Some checks are potentially harmful to the target host being scanned. When
this option is enabled scans which may harm the target host are not
performed. This option should be disabled to perform a full scan.

Designate hosts by their Check box This option will identify hosts in the scan report by their Ethernet MAC

MAC address address rather than their IP address. This is useful for networks in which
DHCP is used.

Exclude top level domain Check box Excludes the hosts whose addresses are returned by a wildcard on some top

wildcard hosts level domains or the web server.

Nessus TCP Scanner Check box Enables classical TCP port scanner. It shall be reasonably quick even against

a firewalled target. Once a TCP connection is open, it grabs any available
banner for the service identifications. TCP scanners are more intrusive than
SYN (half open) scanners.

Ping the Remote Hosts Check box Pings the remote hosts through TCP connection and reports to the plug-ins
knowledge base on whether the remote host is dead or alive. This sends to
the remote host a packet with the flag SYN, and the host will reply with a RST
ora SYNACK.

Select the Vulnerability Plug-ins to be Deployed
Each individual vulnerability test is known as a HackerGuardian 'Plug-in'. Each individual plug-in is written to test for a specific
vulnerability. These can be written to actually exploit the vulnerability or just test for known vulnerable software versions.

HackerGuardian is continuously updated with the latest plug-in vulnerability tests via a direct feed available to all PCI Scanning
Service subscribers - providing up to the second security against the latest vulnerabilities. At the moment there are over 30,000
with more being developed and added weekly.

This area enables the administrator to choose which plug-ins are deployed during a scan. Plug-ins can be enabled or disabled
by their family type basis.

To choose the vulnerability plug-in families, click the Vulnerability Plugins Settings link from the Advanced Options interface.
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*  Select the plug-in families you wish to deploy.

Note: You must select Custom Scan for the chosen plug-ins to be deployed, while starting / scheduling a scan.

»  Click 'Save Changes' for your settings to take effect.

2.5.5.4 PCI Settings

The PCI Settings area enables the administrator to customize the scan start page and to include hidden urls to be scanned for a
Device and to specify the maximum number of concurrent scans.

* By default, the scanning is started from the main website page. If the index page of the website is different from the
main site page, the administrator has to specify the index page url as the Start url, in order to start the scanning from
the index page.

»  If the website(s) contained in the Device has hidden webpages, which are not linked from any other active page. Then
the crawler will not be able to find them and include them for scanning. These hidden pages are to be scanned, Web
Inspector PCl allows you to manually add them to the device for scanning.

To access the PCI Settings area
1. Switch to 'My Accounts' area of the Web Inspector PCl interface.

2. Click the 'PCI Settings' link in the "My Accounts' area
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This area allows the Administrator to:

«  Specify the target urls, including hidden urls to be scanned,;
*  Specify the maximum number of allowed concurrent scans and select scan options
Specifying Target URLs for Scanning

1. Select the Web Inspector PCI Device for which the PCI Settings are to be customized from the Device drop-down.
2. Select the IP Address/Domain contained in the Device.
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3. Enter the start page or index page of selected domain in the StartUrl selection textbox and click Save/Add.

Note: The domain name need not be repeated and the startpage should not be ended with a /" . If this field is left blank, the
scanning will be started from the main website page.

For example, if the index page of the domain testdomain.com is www.testdomain.com/starturl/index.html, just enter “starturl” in
the Start Url selection textbox.

4. Enter the hidden url in the Hidden Url selection text box and click Save/Add.

Note: The start page url should be mentioned for each hidden url. The hidden url should be prefixed with a “/” . The domain
name and the full path need not be repeated.

For example, if the hidden page of the domain testdomain.com/starturl is www.testdomain.com/starturl/hiddenpage, just enter
“Ihiddenpage” in the Hidden Url selection textbox. Placing the mouse cursor over the added hidden url will display the full path.

PCI Settings

Initiate the PCI setings

Thiz final URL conslsts of {Rddress) + (Start URL) + (Hidden URLY. For exampla: myaddress.comistartan hiddenur. Start URL has Zeér
ar maore hidden URLs, Den't repeat start URL value in hidden URL input box. Hidden URL stars from 7, Don't pat °" at the end of start URL
Tou can sea full URL by pointing cursar ofyour mouse owver the concrete hidden URL.

Targel salection
Device Testdevice e Mddrass | wiww [etscoding.com b
Start Url selection: Hiddan LIF selection
starur Savefadd fhiddenpage Sevefidd
starturl FEmove hiddenpage LT

URL: wowiw letscoding.comestarur Tilddenpadge

5. Repeat the process for adding the start url and the hidden url for each hidden page in the website.

Setting Maximum Number of Allowed Concurrent Scan and Scan Options
In the PCI Scanning Options section, select the High, Medium or Slow radio buttons to specify the maximum number of
concurrent scans. The number of allowed parallel checks are as given below:

High - Six Parallel Checks
Medium -  Four Parallel Checks (default)

Slow - One check at a time

Tip: Lower the number of concurrent scans, faster will be the process.

Scanning Options
Click the 'More Scan Options' link to view all the scanning options available.

This area enables administrators to configure general options pertaining to the scans. The settings chosen in this area will apply
to any scan performed on selected device in the 'Overview' and 'Scheduled Scans' areas.

Scan Option Element Type Description

Ping the Remote Hosts Check box Pings the remote hosts through TCP connection and reports to the plug-ins
knowledge base on whether the remote host is dead or alive. This sends to
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the remote host a packet with the flag SYN, and the host will reply with a RST
ora SYNACK.

Consider unscanned ports | Check box Ports that are not specifically scanned will be assumed as in closed state.

as closed

Do an applicative UDP ping | Check box Performs a check if the host is up by sending a single UDP packet. The host

(DNS,RPC...) is up if another UDP packet is returned or if an ICMP port unreachable
message is returned.

Port Range Text box Set the range of ports to be scanned. A special value of default is allowed
which scans port 1-15000. To scan all TCP ports on the target host, enter '1-
65535'. Enter single ports, such as "21, 23, 25" or more complex sets, such
as "21, 23, 25, 1024-2048, 6000", or enter "default" to scan default ports.

Optimized Test Check box Allows the scan to be optimized by only performing tests if information
previously collected indicates a test is relevant. When disabled all tests are
performed.

Nmap (NASL Wrapper) Check box Runs nmap(1) to find open ports.

Scan for La Breatarpitted Check box Performs a labrea tarpit scan, by sending a bogus ACK and ACK-

hosts windowprobe to a potential host. Also sends a TCP SYN to test for non-
persisting lebrea machines.

SYN Scan Check box Performs a fast SYN port scan by computing the RTT (round trip time) of the
packets moving back and forth between host and the target and using the
value to quickly send SYN packets to the remote host.

Netstat Scanner Check box Runs netstat on the remote machine to find open ports.

Safe Checks Check box Some checks are potentially harmful to the target host being scanned. When
this option is enabled scans which may harm the target host are not
performed. This option should be disabled to perform a full scan.

Designate hosts by their Check box This option will identify hosts in the scan report by their Ethernet MAC

MAC address address rather than their IP address. This is useful for networks in which
DHCP is used.

Exclude top level domain Check box Excludes the hosts whose addresses are returned by a wildcard on some top

wildcard hosts level domains or the web server.

Nessus TCP Scanner Check box Enables classical TCP port scanner. It shall be reasonably quick even against
a firewalled target. Once a TCP connection is open, it grabs any available
banner for the service identifications. TCP scanners are more intrusive than
SYN (half open) scanners.

2.5.6 Scheduled Scans

Comodo Web Inspector PCl features a highly customizable scheduler that lets you timetable scans to run at a time that suits
your preference. Web Inspector PCI automatically commences the selected type of scan on the selected devices/IPs/Domains.

You can choose to run scans at a certain time on a daily, weekly, monthly or on a custom interval basis. Web Inspector PCI
gives you the power to choose, allowing you to get on with more important matters with complete peace of mind.

Web Inspector PCl vulnerability scans can be scheduled to run:
*  Ata specific date and time;

*  Onarecurring basis at daily, weekly, monthly or user specified intervals.
To access the Scheduled Scan management interface, click on the 'Schedule' tab in the Navigation bar.
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The 'Scheduled Scans' area displays the list of existing schedules. The following table provides description of information
columns in this area.

Column Description

Device Displays the name of the device upon which the scan is scheduled.

IP Address Displays all the associated domains (e.g. www.domain.com) or IP addresses that administrator
specified for the device. Click the '+' button beside 'Open/Close...' to view the list of IPs and the
Domains.

Scanning Schedule | Displays a summary of the scan schedule including details on recurrence period, start time efc.

Scan Type Displays the selected scan type.

Action Enables the Administrator to remove the schedule.

2.5.6.1 Adding a New Scan Schedule

1. Click 'Add New Schedule+'. The schedule options will be displayed.

2. Select the type of scan to be run as per the schedule from the 'Select scan type' drop-down box.

Select scan type FCl Scan v

FCl Scan

Custom Scan

3. Select the device from the 'Select Device(s)' drop-down box.

Select Device(s) Test Device 2 b

Test Device 2
Test Dewvice 3

Testdewvice

4.  Select the IPs/Domain pertaining to the selected device from Select IP(s) box. If you wish to scan all the IPs/Domains,
select "All".
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Select IP Addresses/ testdomain.com
Domains

5. Select the start date for the scan schedule by clicking the calendar icon beside 'Set Start Date' text box.

Set Start Date 01-08-2013 | = |

0 o )

S Mo Tu We Th F Sa

1 2 3 4 5

G 7 8 9 10| 11 12

13 14 15 16 117 18 19

Set Start Time 20 21| 22| 23| 24 25 26
27| 28| 29| 30| 31

6. Select the recurrence period.

Set Start Date |01-08-2013 | = |

Recurrence Options
(% Wieekly

0 Manthly
O Guarterly
(7 Bwery 0 days

»  Weekly - The scan will be performed once in a week on the specified day and time.
*  Monthly - The scan will be performed once in a month on the specified date and time.
*  Quarterly - The scan will be performed once in three months on the specified date and time.

»  Every N days - Scan will be performed once for every 'n' days from the start date. For example, if you
specified 2 then the scan will be performed on alternate days.

7. Select the start time from the 'Set Start Time' drop-down combo box. The scan will be started on the set time at the
scheduled dates according to your time zone set in the 'My Account' area.

Set Start Time 14:00 |
e

8. Click 'Save' to apply your schedule.
Repeat the process for adding more schedules for running scans on other devices/IPs/Domains as per your convenience.

The scans will run on the selected device on date(s), time(s) and interval that you specified.

Notes about Scan types and Devices

+ PCI Scans cannot be scheduled to run on 'Internal Devices' (devices inside your LAN devices have no external IP
addresses). To scan an Internal device, you must use 'Custom Scan'
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+  Selecting 'PCI Scan' will launch a vulnerability scan according to PCI scanning guidelines. PCI Scan are
'predetermined’ by the PCI DSS and are not user configurable. Full reports are available in the 'Reports' area.

+  The composition of a 'Custom Scan' is defined by the administrator in My Account > Custom Settings area.

2.5.7 Web Inspector PCI Reports

At the end of each PCI/Custom scan, Web Inspector PCI produces a vulnerability report and an executive report for each
IP/Domain scanned. In addition, a consolidated report for the network device scanned is also generated.

The compliance status for each device is set as Compliant or Non-Compliant based on the discovery of potential security flaws
on the device/IP/Domain.

The security flaws or the vulnerabilities are rated based on their severity levels. The rating of each vulnerability is indicated by
the color of title bar of the respective report. The following table shows the official PCI severity ratings.

Rating CVSS Score Vulnerability Severity Level Scan Result
Red 7.0-10 Security Hole High Fail PCI Scan
Orange 40-6.9 Security Warnings Medium Fail PCI Scan
Blue 0-39 Security Notes Low Pass PCI Scan

Based on the ratings, Web Inspector PCI categorizes the vulnerabilities as Security Holes, Security Warnings and Security
Notes.

Security Holes A vulnerability, whose severity level is more than three or 'High', is identified as a Security Hole. To
pass a PCI Compliance scan, no holes are to be found during the scan. If any holes are found, the
merchant or the service provider must remediate the identified problems and re-run the scan until the
compliance is achieved.

Security Warnings A vulnerability, whose severity level, is more than two or 'Medium', is indicated as a Security Warning.
To pass a PCI Compliance scan, no warnings are to be found during the scan. If any warnings are
found, the merchant or the service provider must remediate the identified problems and re-run the
scan until the compliance is achieved.

Security Notes A vulnerability, whose severity level, is more than one or 'Low', is indicated as a Security Note.

Each Web Inspector PCI report indicates the Security Holes, Security Warnings and Security Notes found on each
device/IP/Domain and also provides solution for remediation.

The Scan Reports produced from the PCl scans can be assessed from the 'Reports' area of the Web Inspector PCl interface,
displayed by clicking the 'Reports' tab from the Navigation bar. From this interface, you can:

¢ View the scan reports
¢ Submit False Positives
e Track the status of Submitted False Positives

« Download the entire reports as a zip file by clicking the 'Generate Report Pack' button.

2.5.7.1 Viewing Scan Reports

Clicking the 'Scans' link in the Reports area opens the list of the scan reports produced by Web Inspector PCl at the end of each
scan.
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Web Inspector PCI

Ovenden Schedule Reports My Account SAQ

Scans False Positives Tracker Report Packs
REIJO!TS
= St Adiressbon | searcn |
View | POl Reperts e Siatus Al w Generate Reporl Pack Adidress Domain
* Address | Subnets ~ Status - ~ Scan Type Action
Test Device 2 All Addresses Compliant 01-07-201314:00  PClScan Exccutive Report T Report Charts
1 report|s) available
Test device B 2 Addresses Mon-Compliant 01-03-2013 08:57  PCl Scan T — S| Report Charts
1 report(s) mailalde
whwwletscoding com HonComgliam 01-03-2013 Vulnerabilsty Report Executive Report

Test Device 2 I

At the end of each scan Web Inspector PCI produces three types of reports.

*  Executive Report - Executive Reports provide an overview of the security status of multiple hosts - allowing
administrators to gain an overview of the health of their entire network. Click here for More Details.

»  Charts Page - The charts page displays the scan summary and the bar-graphs and pie diagrams indicating the
proportions of vulnerabilities according to their categories. Click here for More Details.

*  Vulnerability Report - Vulnerability Reports are a detailed overview of scans on a single IP/Domain. They include a
prioritized list of the vulnerabilities found, expert remediation advice and thousands of cross-referenced online
advisories. Click here for More details.

Tip: The vulnerability reports and the PCI Compliance reports can be converted into pdf format by clicking the link Print in
PDF' from the Additional Actions area as shown below.

Additional Actions

#{_ Frintin PDF

4= Backto Al Reports

2.5.7.1.1 Filtering Options

The administrator can filter the reports listed, based on the scan type, status or even the reports pertaining to a specific IP or
domain.
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Reports
Repor e Raess Don [ semcn_|
View PCIRepoelz L Stats Al b Generate Report Pack Address Domain
T Device * Address | Subnets ~ Status “ Date ~ Scan Type Action
Test Device 2 Bl -l sddresses | 01-07-2013 11:00 PClScar Executive Report =.l Report Charts

The table below describes the filtering options available in this interface.

Filter Description

View Enables to filter the reports based on the scan type. E.g. to view only the PCI scan reports, select
'PCI Reports' from the drop-down menu.

Filter by Status Enables to filter the reports based on success or failure of the scan results.

Search by IP/Domains Enables to filter the reports pertaining to specific IP or Domain. The administrator can enter the IP
address or the Domain name and the reports only for those will be listed.

2.5.7.2 Executive Report

An Executive Report is a condensed view of the information available by viewing reports individually, but present it in an more
easily digested manner - allowing admins to quickly pick out where insecurities lie and to assess then investigate any surges in
the trends.

To view an executive summary of a device, click the Executive Report button in the row.

Tip: You can also click Executive Report button beside the device name from the 'Device List' area to view the report.

An example of an executive report is shown below.
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Overview Schedule Reports My Account SAQ

Scans

Executive Report

Additional Actions

COMODO Scan Report Executive Summary * PunlinPOE

Creating Trust Online™ € Backto All Reports

Pamn 1. Scan Information

Scan Customer Comgany: ASV Comesany: Comado CA Limbed

DBl SCan Was COmpSla 010

Scan expiration date 04-03-2013

Pan 2, C < i S

IP Address : wwwilelscoding com Pass i Fail a

Part 3a. Vulnerabilities Noted for each IP Address

Severiy  CUSS  Comphance  EXCCMions. False Posiives o1

P Address Vulnerabdlities Hoted por P address Yevel Seore Sta Compensating Controls
Moted by ASW for this Vinensilihy
‘wwew betscoding com S5L Seif-Sianed Certificate h-fhe? (2144ken) Mefm B4 Fail
‘wwew betsCodng com SSL Certificate Cannat Be Trusted wwww (20968ce) Medum 64 Fal
wwww betscoding com S5L Selt-Sioned Certificate www { 2087 4co) Medum B4 Fai
werw betscoding com le;;?oﬂo« Security Patch Detection (55H) ssh Low oo P
[t

Consolidated Solution Correction Plan for above IP address;
Purchase or cenerate  proper certificate for this ssrvice
servers o only wse TLS 1.1 or TLS 1.2 if supported

Configure SSLALS
Configure SSLITLS servers 1o only support cipher sulles that do nolt use
biock ciphers. Apohy palches if avaisble.

Purchase or generate & new SSL certificate to replace the exdsting
one

Filter out the ICMP timestamp recuests (13), and the oulgong ICHMP
limestarng raches (14).

It you wont i et them, re-scan using the special vhost syrtas,
such a5

e sample coml192.0.32,101

f the machine has several Naimes, make sure that users connect to the
service through the DNS host name that matches: the common name in the
certificate

Part 3b. Special notes by IP Addiess

Sean customen’s Sean customen’s
Rem Noted (1emote declaationthat  descripiion of actions Laken
P Address Hote access software, POS softwai & is 10 either: i emove the

Y implemented securely | software or 2} implement
sefware. ete) e next cohmn if not P 0
implemented securetyh

com drectonies on web sarvers can lssdto Dudm’ Blow;u\g
inormation disclosure or potential expiot. Due to
increased risk fo the cardholder data environment,
plense 1] justity the business need for this
configurabion 1o the ASY, or 2) confirm that & iz
desabled Plesse consull your ASW if you have
e stions about this Special Note

The Executive report contains the following information:
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1. Scan Information - Provides information on the Company name of the subscriber, scanning vendor (Comodo
CA Ltd.,), date of scan and the scan expiry date.

2. Component -

: Provides an at-a-glance indication of PCl Compliance status of your systems.
Compliance Summary

3a. Vulnerabilities noted -  Provides details on types of vulnerabilities identified for each IP address, with their
for each IP address severity level, CVSS base score and compliance status.

If no vulnerabilities with a CVSS base score greater than 4.0 (named 'security holes' in
Web Inspector PCI) are detected then the scanned IP addresses, hosts and Internet
connected devices have passed the test and the report can be submitted to your
acquiring bank.

If the report indicates 'Fail' on any of the IP address, then the merchant or service
provider must re mediate the identified problems and re-run the scan until compliancy is

achieved.
3b. Special Notes by IP - Provides any special details or notes of the vulnerabilities found and any special
Address declarations given by the subscriber.

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 105



Creating Trust Online®

Comodo Web Inspector - Ad rrl_i__[]__i_str-atO‘f"'GTj_i_a;ef_:____ ' COMODO

e J
o /

If the Component Compliance Summary section of your Web Inspector PCI Executive Report indicates a failure in the
Compliancy Status, then vulnerabilities with a CVSS base score greater than 4.0 were discovered on your externally facing IP
addresses. The accompanying Vulnerability Report contains a detailed synopsis of every vulnerability prioritized by threat
severity. Each discovered vulnerability is accompanied with solutions, expert advice and cross referenced links to help you fix
the problem. You should fix all vulnerabilities identified as a 'Security Hole'.

Furthermore, each report contains a condensed, PCI specific, 'Mitigation Plan' - a concise, bulleted list of actions that you need
to take to achieve compliance.

After completing the actions specified in the Mitigation Plan you should run another scan until the report returns a 'Compliant'
status.

2.5.7.3 Charts Page

The Charts Page contains at-a-glance summary of the scan results on the device at the top and graphical representations of
proportions of identified vulnerabilities according to their categories.

To view the Chart Page of a Device, click the Report Charts button @H in the row of the Device.

Tip: You can also click the charts page button beside the Device name from the 'Device List' area to view the page.
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An example of the Charts Page is given below.

Owenaew Schedule Reports My Account saQ
Scams False Posiives Tracker
Charts page

Additional Actions

Device name: Test device

Security  Secwity Security
1P Address Domaln scanned Holes  Warnings Motes  10%l

€ Backio Al Reports

wwwe letscoding.com o 51 52 103
P Adkiress Domain. Top 5 Risk Categories
whwwelalscoding com General (103)

Scan History

i t y Host I t t
—tioles — — Nokes
a0
s
P
30
20
10
°
e
o
ty Holes i tego s by Categ
vulnarabilities Trend (Last 5§ scans)
120
100
s0
s0
a0
20
01-03-2013 07141 01-09-2013 212:14
n Time per Host Compliance per Host
= —Holes — -
4 5o
N s0.
as
" .
25 =
0.
2
= 1.5 E
1
10
as
o — °
2™
o™

Summary

The summary table provides the list of IP addresses/Domains pertaining to the device scanned and the number of Security
Holes, Security Warnings and Security Notes identified in each IP/Domain.
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Device name: Test device

Security Security  Security

Holes  Warnings Notes 1ol

IP Address/Domain scanned

vy [etscoding.cam ] a1 a2 103
IP AddressDomain Top 5 Risk Categories

sty letscoding.cam General (103)

Scan History

The scan history section contains bar-graphs and pie diagrams indicating the proportions of vulnerabilities according to their
categories.

Vulnerabilities by Host - A graphical representation of the information regarding the security holes found, security warnings,
and security notes per host. Each category is represented by a different color. Pointing the mouse cursor over a bar in the graph
displays the count of the respective item found. The graph enables administrators to gain both an overview of the overall of
health their network and to monitor the security of individual hosts within that network.

Vulnerabilities by Severity - A pie-diagram representation of proportions of security holes, security warnings, and security
notes found for the entire device. Pointing the mouse cursor over a sector in the diagram displays the percentage proportion of
the respective item found.

Security Holes by Category - A pie-diagram representation of proportions of security holes of different categories like Trojan
Horses, file R/W exploits, Remote Procedure Call (RPC) exploits etc., found for the entire device. Pointing the mouse cursor
over a sector in the diagram displays the number and percentage proportion of the respective item found.

Security Warnings by Category - A pie-diagram representation of proportions of security warnings of different categories like
Firewall exploits etc., found for the entire device. Pointing the mouse cursor over a sector in the diagram displays the number
and percentage proportion of the respective item found.

Vulnerabilities Trend - A graphical representation of the comparison of the vulnerabilities found in the IPs/Domains of the
device during the last five scans. This gives the trend of the reduction in the number of vulnerabilities in successive scans
because of the remediation actions taken at the end of each scan. Each IP/Domain in a device is indicated with a different color.
Pointing the mouse cursor over a bar in the graph displays the number of the vulnerabilities found in the respective IP/Domain in
the respective scan. This graph also indicates the administrator on the frequency of the scans and enables to check whether
scans are being conducted according to their pre-defined scan schedule.

Scan Time per Host - A graphical representation of the time taken for scanning each IP/Domain in the device. Pointing the
mouse cursor over a bar in the graph displays the time taken fr the IP/Domain in hours.

Compliance per Host - A graphical representation of the PCI compliance adhered by the IPs/Domains of the device. Pointing
the mouse cursor over a bar in the graph displays the number of security holes, warnings and false positives reported.

2.5.7.4 Vulnerability Report

A Vulnerability Report provides a detailed overview of scan results on a single IP/Domain. It includes a prioritized list of the
vulnerabilities found, expert remediation advice and thousands of cross-referenced online advisories.

To view a Vulnerability Report of a IP/Domain, click the '+' beside the respective device and then click the 'Vulnerability Report'
button in the row of the respective IP/Domain.

Tip: You can also click Vulnerability Report button beside the IP/Domain name from the 'Device List' area to view the report.

An example of the Vulnerability Report is given below.
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Overview Schedule Reporls Ky Account SAQ

Scans

Vulnerability Report

Scan Summary Mon-Compliant additional Actions
CUSTOINET CONMEANN Name test 4 Backio All Reports
ASW Comipamy namne Comodo CA Limted Fierint In POF
Scan expilation date 04-03-2013 1214
Stant Time: 01-03-2013 D8:57 Phugins Used 15927 of 15627 available
Finish Time: 01-03-201312:14
Total Scan Duration Time: 031700

List of IP Addresses! Domains Security Holes Security Warninags Security Notes

scanmed:
www letscoding.com 0 51 52
O Port: Protocok Comimon Sandce:
M =] 4]
110 lep pop3
143 lep imap
AE5 ep smip
993 tcp imap
995 tcp pop3
2078 tep W
2083 ten WY
2087 tcn W
2096 tep WY
2144 =] hefi?
9090 lcp ssh
x::::::ll abiities Leaend . e e :‘eTnci.cI‘:.aclz:';rcrl?;;:Fe‘;-;.;?;lgﬁc-‘:;;f;lﬂ you to fol o wenerabiity zcan. They must be

B securite veemings

[l securiy ictes

www.letscoding.com

The Vulnerability Report consists of a summary of the scan details and the prioritized list of the vulnerabilities found.

Scan Summary
The scan summary contains the following details:

e Company Name - The Company name of the subscriber.

e ASV company name - Name of the approved scanning vendor (Comodo CA Ltd.,)

»  Scan expiration date - The expiry date of the scan for which the report was generated.
«  Start Time - The date and time at which the scan was started.

e Finish Time - The date and time at which the scan was completed.

*  Total Scan Duration Time - The total time taken for the scan.

*  Plugins Used - The number of vulnerability plug-ins deployed during the scan.

e Atable providing the number of Security Holes, Security Warnings and Security Notes identified the IP/Domain.
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»  Alist of open ports detected on the IP/Domain and their respective communication protocols and dedicated services.

Following the scan summary, the identified vulnerabilities are listed with their descriptions, priority, the plug-in that identified the
flaw, risk factor, expert advices for remediation etc. An example is shown below.

Security Warning found on portiservice “"h-ffx? (2144cp)”

Status Fail (This must be resobed for your device to be compliant).
Pluain "SSL Certificate with Wrong Hostname™

Cateqory "General"

Priority "Medium Priority

Svnopsis

The S50 certificate for this semice |s for a diferent hast,

Description The commonMame (CH) of the SSL cerlificale presented on this portis
for a different machine,

Risk factor Medium f CV53 BASE SCORE (5.0 CVSS2#A" MIAC LIALNIC MNAPIAN

Plugin

autpat The following hostnames were checked
Hymen: Agent hostingd.ninettr (HQ Self-Signed Cert)
Salution Purchase or generate a proper certificate for this service.

Report as False Positive.

fyou believe this valnerability is a false positive, already patched or compens aﬁqp controls exist within yvour infrastructure please click the link
above A security expert will reviews your submission and accept or reject the report. You can manage the status of vour false positve submissions

hara.

The title bar indicates the type of the vulnerability and the port/service in which it is identified.

Status - Indicates the status of the device whether it has passed or failed.

Plugin The vulnerability plug-in that has detected the vulnerability.

Category - The category of the flaw that is responsible for the vulnerability.

Priority - Indicates the priority at which the vulnerability has to be re mediated.

Synopsis - The Synopsis in the report provides a short description of the vulnerability. For example: if the protocol is

encrypted, if debugging is enabled etc.

Description - Adetailed description of the vulnerability and its effects. This section also contains links for additional
reading about the vulnerability.

Risk Factor - Shows the severity of the vulnerability according to the CVSS score. The NVD provides severity rankings
of "Low", "Medium", and "High" in addition to the numeric CVSS scores but these qualitative rankings are
simply mapped from the numeric CVSS scores:

*  Vulnerabilities are labeled "Low" severity if they have a CVSS base score of 0.0-3.9.
*  Vulnerabilities will be labeled "Medium" severity if they have a base CVSS score of 4.0-6.9.

*  Vulnerabilities will be labeled "High" severity if they have a CVSS base score of 7.0-10.0.

Additional - Provides CVE index of standardized names for vulnerabilities and other information security exposures,
Information BID numbers and other references to the vulnerability.

CVE aims to standardize the names for all publicly known vulnerabilities and security exposures.
Examples of universal vulnerabilities include:
»  phf(remote command execution as user "nobody")

*  rpc.ttdbserverd (remote command execution as root)
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*  world-write able password file (modification of system-critical data)
»  default password (remote command execution or other access)
e denial of service problems that allow an attacker to cause a Blue Screen of Death
»  smurf (denial of service by flooding a network)
Examples of exposures include:
*  running services such as finger (useful for information gathering, though it works as advertised)

* inappropriate settings for Windows NT auditing policies (where "inappropriate” is enterprise-
specific)

e running services that are common attack points (e.g., HTTP, FTP, or SMTP)

» use of applications or services that can be successfully attacked by brute force methods (e.g.,
use of trivially broken encryption, or a small key space)

Each CVE name includes the following:
*  CVE identifier number (i.e., "CVE-1999-0067").
* Indication of "entry" or "candidate" status.
»  Brief description of the security vulnerability or exposure.

*  Any pertinent references (i.e., vulnerability reports and advisories or OVAL-ID).

Solution - Provides expert advices on the action to be taken by giving a set of rules to be configured for the specific
port/service vulnerability. This gives the best suited remediation measure for the vulnerability found.

2.5.7.5 Mitigation Plan

Web Inspector PCI will conduct an in-depth audit of your network to detect vulnerabilities on your network and web-server. If
your servers fail the test, you will find lots of helpful advisories in the scan report that will help you patch the security holes.
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fiou must undertske tha following remaedial schions or provide us with the relevan infoemation i youw think the vulnerebilibes sne alresdy patched or if compansating condrols exiss:
{} Disable the Maintain synchronization infarmation’ option from the Ramote Info
category of the advanced view of the Site Definition dialog box. In addition, remaove the
oftending files if already created by the system.

[¥] Madify the relevant CGls so that they filter metacharaders, converd &1t and &gt o
escape sequences

) Moaify the relevant CGls 5o that they filter metacharacters, convert &t and &gt to
E5Cape SeqUENCEs

G Upgrade ta PHP version 5.2.10 or latar.
O Upgrade to PHP version 5.2.11 or later.

O add the following lines for each virual hostin your configuration flle -
RewnteEngine on  RewrteCond %{REQUEST_METHOD] A TRACE|TRACK)
RewnteRule * - [F]
Alternatively, note that Apache versions 1.3.34, 2.0.55, and 2.2 suppont disabling the
TRACE method natively via the TraceEnable’ directive.

Plugin output :
Messus sent the following TRACE request:

snip TRACE Messus431087684.himl
HTTPM 1

Cennedlion: Close

Hast www mydamain,.com

Pragma: no-cache

User-Agent: Mozillaid. 0 (compatible MSIE 6.0 Windows NT 5.0)

Accepl imagel/gif, imagek-gbitmap, imagelpeyg, imagal/pipeq, imagelpng,
Accepl-Language: en

Accept-Charset is0-B359-1 " ulf-3

Snp
and recared the following response from the remote sener
.............................. ST meereeeeereaeseaeeeeeees T TR 1 200 OK
Diate: Wed, 03 Mar 2010 23:37:08 GMT

Server. Apache

Connedtion close
Transfer-Encoding: chunked
Content-Type: messagehitp

TRACE Messus431037684 html HTTFM 1

Connedion: Close

Host www.mydamain.cam

Pragma: no-cache

Usar-Agent: Mozilla/4.0 (compalible MSIE 5.0 Windows MT 5.0)

Accept image/gh, imaget-xbitmap, imageljpeg, image/pjpeg, imagelpng,
Accepl-Language: en

scoepl-Charset is0-8859-1,% utf-3

O 1n nitpa. cont, set the “UserDir o ‘disabled,
O upgrade to OpenSSH version 5.0 or |ater.
O upgrade to OpenSSH version 5.0 of 1ater.
O upgrade to OpenSSH version 5.0 of later.

[#] Upgrade to OpenSSH 4.4 orlater.

©

Upgrade to OpenSSH 4.4 orlater.

©

Upgrade to Open33H 4.4 orlater
Upgrade to OpenSSH 4.2 or later.
Upgrade to OpenS3SH 4.2 or later

Upgrade 1o OpenS3H 4.2 or later

0O 00 O

Add the attribute "autocomplete=ofl 1o these Relds 1o prevent browsers from caching
cradentials

O Reviewthe contents of the site's rabots b file, use Rabots META tags instead of
entries in the robots td file, and/or adjust the web senver's access controls to limit
access to sensitve material

0 Make sura that such files do not contaln any confidential or othenvise sensitive
Information and that they are only accessible to those with valld credentials.

That's why EACH report contains a condensed, PCI specific, 'Mitigation Plan' - a concise, bulleted list of actions that you need to
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take to achieve compliance. The mitigation plan is available at the end of the list of the vulnerabilities.

Tip: You an directly view the mitigation plan by clicking the link Jump to Remediation Plan from the 'Additional Actions' area.

2.5.7.6 Reporting False Positives

Afalse positive exists when Web Inspector PCl incorrectly detects a Security Hole (vulnerability with a CVSS base score greater
than 4.0) or if compensating controls exist elsewhere in the network's security infrastructure to offset or nullify the vulnerability.

Administrators have the ability to submit suspected false positives to Comodo from with the security advisory itself (see below)

hosting4.ni.netr (HQ SelFSigned Cert

Salution Purchase or qgenerate a proper certificate for this service.

Report as False Positive.

Ifyou believe this valnerahility is a false positive, already patched or compens atiq; controls exist within your infrastructure pleasa click the link
above A security expert will reviews your submission and accept or reject the report. You can manage the status of vour false positive submissions

hara.

If you think this is a legitimate false positive, click the 'Report as False Positive' link or here 'link' shown above. This will open the
false positive reporting dialog. (shown below).

False Positive @

Plugin Marme: S5 Cetificate with Wrong Hostname

Semice Marme: irmap (1434cp

Host: vt [etscoding.com

[F] You confirm that this security itern is a false positive and has been fully patchedifixed an
yaur server

Qur security experts may review the information provided to ensure it is correct and
accurate Please pravide hrief information on the patch applied ar upgrade which produced
the false positive:

EE TN

*  Next, check the box "You confirm that this security item is a false positive and has been fully patched/fixed on your
server',

*  Important - administrators must include information in the text box detailing the patch or compensating control that
they have deployed. If this space is left blank then the request will be automatically rejected

e Click 'Save' to submit the report to the Web Inspector PCI technicians for analysis and verification. The advisory will
contain the following message to indicate that your submission is under review:

Our support team will review the information provided to ensure it is satisfactory.
The administrator can check the status of the submitted false positive at any time. Click here for more details.

If Confirmed as false positive by our technicians - This security hole will no longer count against your IP address/Domain.
Genuine false positives are automatically removed from the list of security holes from which your PCl report is derived.

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 13



Creating Trust Online®

Comodo Web Inspector - Ad rrI]’_i__[]__i_sIr-atO‘r"'GTj_i_afé_ J COMODO

..'/ ’-7--’-
Your Host Compliancy Status will be automatically updated in your Executive Report. - You do not need to run another
scan.

For example - If this false positive represented the only security hole on your host, then your PCI report will change from 'Not
Compliant' to 'Compliant’ and you can immediately download it.

2.5.7.7 Downloading Reports Pack

The Administrators can download all the reports in pdf format as a zip file by clicking the 'Generate Report Pack' button in the
Reports > Scans interface.

The Report Pack will contain Executive Report, Vulnerability Report and the Attestation Scan Compliance report of the PCI
scans executed within the past 90 days. These scan reports should be submitted to the acquiring bank or payment bank
according to their instructions, to demonstrate compliance.

To download the report pack, click the 'Generate Report Pack' button from the 'Reports' area.

Web Inspector PCI

Overaew Schedule Reports

Scans False Positives Tracker Report Packs
Reports
i Fepot Stats” Raioss Don
View  PLl Reports » Status A1 Mdlats.ﬂuuuil Search

T Address | Subnets T Status = Date T Scan Type Action

Yeot Denics 2 B 4 Addressas ampliant 01-07-201311:00 PGl 8ean R — Z| Report Charts

If some unresolved security notes are present in the report, the following warning will be displayed:

You have 2 unconfirmed special notes

Host: 108.162.195.201

Flugin group: Directory Browsing

Service name: generalitcp

Flugin names: OS5 Identification

Customer [1 The custormer declares the software is implemented securely,
Declaration:

Browwsing of directories on weh servers can lead to information disclosure or potential
exploit. Due to increased risk to the cardholder data environment, please

17 justify the husiness need for this configuration to the ASY, or

2 confirm thatitis disabled.

Flease consult your ASY if you have guestions ahout this Special Mote.

I N

Address the issue or confirm that the security notes are taken care by selecting the check box and click 'Next'.

An attestation screen will appear.
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You are required to provide an attestation of scan compliance, Please review and accept the attestation shown below,

est attests that

his scan includes all components which should be in scope of PCI DSS, any componant considerad out of
scope for this scan is properly segmented from my cardfolder data ervironment, and any evidence submitied
to the ASY to resolve scan exceptions is accurate and complete. test also acknowledges the following: 1)
proper scoping of this extermal scan is my responsibility, and 2) this scan result anly indicates whether or not
my scanned systems are compliant with the external vulnerability scan requirement of PC1 DSS; this scan
result does not represent my overall compliance status with PCI DSS or provide any Indication of compliance

ith othar PC| DSE requirements,
Ta attest to the above statement, you must electronically slan the attestation by providing the following Information:

Your Contact name our E-mail Your Title
Johin Smith |smithiEexample.com General Manager

“ LEcs

*  Read the Attestation statement and fill your Contact name, email address and your role in the subscribing
Organization, as a token of digitally signing the attestation form and click 'Next'.

Immediately, the report pack generation will be started. On completion, your report pack will be reviewed by our support staff
and will be passed on for download. This will be indicated by a dialog.

& The report pack will be generated and then added to a
gueue to be reviewed by ane of our support staff The
report pack status will be displayed on the Report Packs
page and will be available for download from this page.If yaur
repart pack passes our review it can be submitted to your
acquiting bank for PCI cerification.

e

e Click 'Yes'.
To check your report pack status, click the “Report Packs” tab in the 'Reports' area. The status of your requested report pack will
be displayed.
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Web Inspector PCI

Reports U2
Scans False Positives Tracker @
Complete repﬂl’tS

" Date Pack Report * Status * Description

1-05-2013 051 Awvaiting review
Once the pack is generated and reviewed by our PCI CSS approved support staff, it will be available under the same tab for

download.

Web Inspector PCI

Overndew Schedule Reports SAQ

Scans False Posiiives Tracker Hepart Packs

Complete reports

" Date Pack Report © Status * Description

09-932013 0321 Download Ayzilable Ok

e Click the 'Download' button. The file download dialog will appear.
File Download X
Do you want to open or save this file?

Elh Mame: AllPCIReports.zip
Type: Compressed (zipped) Folder, 29.2KE

From: 81.187.167.53

[ Open || save | [ Cancel |

I.--‘ ‘While files fram the Intermet can be uzeful, some files can potentially
harm your computer. If pou do not trust the source. do not open or
zave this file. What's the risk?

e Save the file in a desired location.

This report pack will contain pdf files of Attestation of Scan Compliance report, Executive Summary, and the Vulnerability Details
and the of the PCI scans executed within the past 90 days.
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& AlIPCIReports
File

Edit  W¥iew Favorites  Tools  Help

\_,) Eack -\_) Lﬁ /j Search H. Folders v

Address

Fiiscan_compliancy|22-11- 10YAIPCIReparts 2 | &0

i P [ asv_feedback_form_-_client ‘= AttestationScanCompliance
File and Folder Tasks DOC File Adobe Acrobat Document
103 KB | 5 KB

®il Rename this file

C@ Mowe this File '~ Executivesurmmary
o Adobe Acrobat Document
() Copy this file Ae | i
&8 Publish this file to the
Weh

() E-mail this fils
iz Print this file
¥ Delete this file

YulnerahilityDetails
Adobe Acrobat Document
3 KB

|

Other Places

) 22-11-10
@ My Documents
i My Computer

P B Y

=

These scan reports should be submitted to the acquiring bank or payment bank according to their instructions, to demonstrate
compliance.

Also, the report pack contains an ASV Feedback form to be filled up and sent to the PCI SSC at
asv@pcisecuritystandards.org, as a feedback for the scanning service provided by Comodo, the Approved Scanning Vendor.

2.5.7.8 Tracking Status of Submitted False Positives

Web Inspector PCl allows the administrator to track the status of the false positives submitted from the 'Reports' area. To view
the status, click the False Positives Tracker link from the 'Reports' area.

Web Inspector PCI

Overview Schedule DO ESE My Account SAQ

Scans False Positives Tracker Report Packs

False Positives

Wiew Al False Positives w  Status Al Statuses w

Deprecated
233 38104 66254 hilps (443Mcp}  SSL Protocol Create from admin interfacs Accepted
Usage

Filtering Options
The administrator can filter the listed false positives, based on the scan type and status.

»  Click the drop-down arrow beside 'View' to select the false positives based on scan types. To view the false positives
submitted for PCl scans, select 'PCI'.

e Click the drop-down arrow beside 'Status' to select the false positives based on its status.

The following table provides description of information columns in this area.
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Column Description

ID The identity number of the submitted false positive

Expiration | Expiration date of the scan

Date
Host The IP/Domain for which the vulnerability was detected and submitted as false positive
Port The details of the port in which the vulnerability was found

Plugin Details of the HackerGuardian Plug-in used to test for a specific vulnerability

Notes Notes entered by the administrator at the time of submission
Status Indicates the review status or whether accepted or rejected by the Administrator or the Comodo support team after
validation

Reason | The reason for accepting or rejecting the false positive

2.5.8 Purchasing Additional IP Packs

The Web Inspector PCl interface allows administrators to add additional IP addresses/Domains to their license at any time.

To buy additional IP addresses/domains
1. Click on the 'Order more Addresses' button in the Account Status area of the interface as shown below.

Account Status:

Scans Left LINLIMITED

AddressesiDomains Letft:
18

Order more
Addresses

You will be taken to the product purchase page. Select your subscription pack and complete the purchase procedure.

The ability to scan the additional IP addresses will be automatically added to your license.

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 18



Creating Trust Online®

Comodo Web Inspector - Ad mj_n__i_stratO‘r"'GTj_i_a;ef_:____ coMODO

J
/

/

2.6 Web Inspector PCI FAQs

*  Web Inspector PCI Services - General FAQ
*  Web Inspector PCI Services - Technical FAQ
+ PCIFAQ

2.6.1 Web Inspector PCI Services - General FAQ

*  What's the difference between the Web Inspector PCI services?
*  Why do | need vulnerability scanning if | have an SSL certificate?

* Is there a User Manual for Web Inspector PCI?

What's the difference between the Web Inspector PCI services?

Web Inspector PCI Scan Compliancy

The PCI Scan Control Center is an on-demand, vulnerability assessment scanning solution to enable merchants and service
providers to achieve PCI scan compliance.

After each scan, users receive a comprehensive vulnerability report detailing any security issues with remediation advice and
advisories to help fix them.

Following a successful scan (no vulnerabilities rated higher than CVSS base score 4.0), merchants receive an official PCI
compliance report that can be sent to an acquiring bank.

The Standard version enables merchants to run 10 PCI scans per quarter on up to 5 IP addresses using the full complement of
over 21,000 individual vulnerability tests. The Enterprise version is a more powerful and flexible service which provides for up to
100 scans per quarter on 20 IP addresses.

Web Inspector Free PCI Scan

The Free PCI Scan service is valid for 90 days and allows merchants to achieve PCI scan compliancy free of charge. The
service contains all the functionality of the Scan Compliancy but restricts the user to 5 PCI scans per quarter on a maximum of 3
separate IP addresses. The service generates an official 'PCl Compliant' report after every successful scan.

Why do | need vulnerability scanning if | have an SSL certificate?

SSL certificates do not secure a web server from malicious attacks or intrusions.
High assurance SSL certificates such as InstantSSL provide the first tier of customer security and reassurance, namely:

e Asecure connection between the customer's browser and the web server
»  Validation that the web site operators are a legitimate, legally accountable organization

However, consumer fears in the light of recent attacks on high profile merchant web sites now mean that businesses need to
ensure that their websites are tested and are secure against all known vulnerabilities. Furthermore, organizations such as the
Payment Card Industry (PCI) have introduced guidelines that make server vulnerability testing a mandatory requirement. The
Web Inspector PCI Scan Compliance service provides merchants with a fast, low cost way of meeting the PCI scanning
guidelines.

Is there a User Manual for Web Inpector?

There is an online manual at the following location: http://help.comodo.com/topic-208-1-490-5111-Introduction-to-Comodo-
Web-Inspector.html
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* Dol need to allow the Web Inspector PCl scanning IP address?

* |signed up and got the following message: 'No vulnerabilities were found and the host did not respond to any
of our checks' - what does this mean?

e Scan Compliancy - | have a dynamic IP assigned by my ISP. Can I still use Web Inspector PCI?

* lreceived an email saying new tests were added but Web Inspector PClI still shows the old number. How do |
add them?

* Does Comodo maintain any statistics about what % of clients consistently a score of 0% on the 'High Risk'
threats? Or what % of all commercial servers would have this score?

*  How do | upgrade from a trial account to the full version?
«  After upgrading, will | have to re-enter my IP/Domain information?

* | am an existing Comodo account holder (e.g. SSL) - can | use my existing Username and Password during
purchase?

«  Explain the password/username system to me.

«  Canl scan private (internal) IP addresses?

*  Scan Compliancy: How many concurrent scans can | run?

*  How many ports does each service test?

* | have changed my password, and now cannot login to the Web Inspector website, why?

*  Scan Compliancy: Does Web Inspector PCI use the latest CVSS v2?
Do | need to allow the Web Inspector PCI scanning IP address?

In order for the Web Inspector PCI scan to be successful your firewall must be set to allow the IP address the scan is coming
from.

The IP ranges that Web Inspector PCI scans originate from are 208.116.56.32/28 and 91.209.196.32/28

| signed up and got the following message: 'No vulnerabilities were found and the host did not respond to
any of our checks' - what does this mean?

This can mean one of two things.

Either:

1) The host is currently unreachable.
It could be that the host is unreachable because of a problem with your server.

Quite often, however, it is because your firewall is denying access to the Web Inspector PCI scanner. In order for the Web
Inspector PCl scan to be successful your firewall must be set to allow the IP address the scan is coming from.

The IP ranges that Web Inspector PCI scans originate from are 208.116.56.32/28 and 91.209.196.32/28
Or:

2) No services are available on the host and it is secure.
Scan Compliancy: | have a dynamic IP assigned by my ISP. Can | still use Web Inspector PCI?

No. Itis not possible to use the Scan Control Service unless you have a static IP.

I received an email saying new tests were added but Web Inspector PCI still shows the old number. How do |
add them?
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Click the tick at the top of the plug-selections to enable all new tests in the current scan.
This is explained in more detail in the Account Preferences and Scan Settings.

Does Comodo maintain any statistics about what % of clients consistently a score of 0% on the 'High Risk'
threats? Or what % of all commercial servers would have this score?

Comodo does not maintain any sort of global statistics about the scan results we produce.

How do | upgrade from a trial account to the full version?

Upgrade PCI Scan Control Service

Click "My Account' and in the 'Comodo Web Inspector Subscriptions' screen click the 'Purchase More Licenses' link.

Or

Upgrade by buying the full version through this link: http://www.webinspector.com/product_price.php

Remember to select 'Existing Customer' and use your regular Comodo account username and password to during signup.

After upgrading, will | have to re-enter my IP/Domain information?

For the PCI Scan Control Service any previously validated IP addresses will still be usable.
I am an existing Comodo account holder (e.g. SSL) - can | use my existing Username and Password during
purchase?

Yes. You should use the 'Existing Customer Option' and enter your existing Comodo UN/PW during the signup process. You can
then also use your Comodo account Password and Username to log into the Web Inspector PCl interface at
https:/lapp.webinspector.com/login

Explain the password/username system to me.

During signup you created a Comodo account with a Username and Password. This Username and Password has dual
functionality:

1. Use it to log into your Comodo account and manage your Comodo account details. You can log in at
http://www.comodo.com

2. Use it to log into the Web Inspector PCI web-application interface. Do this using the login box at;
https://app.webinspector.com/login

Also see the online help documentation at: http://help.comodo.com/topic-208-1-490-5111-Introduction-to-Comodo-Web-
Inspector.html

Can | scan private (internal) IP addresses?

Yes. Internal IP addresses can be scanned if you have a Web Inspector PCI Scan Compliancy Enterprise license. It is not
possible to scan internal IPs with the standard license.

Private IPs ranges are defined by RFC 1918 as:

10.0.0.0 - 10.255.255.255 (10/8 prefix)

172.16.0.0 - 172.31.255.255 (172.16/12 prefix)

192.168.0.0 - 192.168.255.255 (192/168/16 prefix)

How many concurrent scans can | run?

The number of concurrent scans you can run is 10% of the number of IP's covered by your license and the maximum number is

25. For example, if the number of IP addresses covered by your license is 50, you can run five concurrent scans on different
IP's.

How many ports does each service test?

Different level of services will allow for different total numbers of ports to be scanned. (If you use the Scan Control service, you
may define ranges of ports to be scanned within the 'Set Options' page in the 'Port Range' field.)

Comodo Web Inspector Administrator Guide | © 2016 Comodo Security Solutions Inc. | All rights reserved 121


http://help.comodo.com/topic-208-1-490-5111-Introduction-to-Comodo-Web-Inspector.html
http://help.comodo.com/topic-208-1-490-5111-Introduction-to-Comodo-Web-Inspector.html
https://app.webinspector.com/login
http://www.comodo.com/
https://app.webinspector.com/login
http://www.webinspector.com/product_price.php

COMODO

Creating Trust Online®
/

- /

Comodo Web Inspector - Ad r_rI]’_i__[]__i_sIr-atO‘r"'GTj_i_aé_

*  The PCI Scan Control Service scan tests up to a total of 65,535 ports - the total number of ports available on your
system.

e The Daily and Free services will scan the first 15,000 ports on your system. This is a targeted selection of the most
commonly used (and commonly attacked) ports.*

Note that most services run on the reserved ports below 1024 and security industry experts agree that these are the most
commonly targeted ports. In some circumstances it will be beneficial to test all 65,535 ports, but administrators should be aware
that this will lengthen the scan time.

I have changed my password, and now cannot login to the Web Inspector website, why?

When you change your password there is a delay between changing it, and that change being synchronized with the Web
Inspector database.

Please allow 15 minutes for the synchronization to take place after changing your password.
Does Web Inspector PCl use the latest CVSS v2?

Yes. Web Inspector PCI uses the latest Common Vulnerability Scoring System version 2 (CVSS v2). All Web Inspector PCI
Scan customers are not impacted by the change from CVSS v1 to v2 as we have already been using v2.

2.6.3 PCI FAQ

*  Whatis PCI DSS?

*  What is the Self Assessment Questionnaire?

*  What are the compliance validation reporting requirements for merchants?

e To whom does the PCI regulations apply?

*  What is defined as ‘cardholder data'?

*  What if a merchant or service provider does not store cardholder data?

«  Are there alternatives, or compensating controls, that can be used to meet a requirement?
*  Are there alternatives to encrypting stored data?

*  What are the compliance validation reporting requirements for merchants?

* Do merchants need to include their service providers in the scope of their review?

*  What is a network security scan?

*  How often do | have to scan?

*  What reports are provided by Web Inspector PCl scanning service?

*  What criteria causes a Pass or Fail on a PCl scan?

*  What if | fail the PCl scan?

*  Where can I find and complete the Self-Assessment Questionnaire?

*  Where can I find a PCI Approved Scanning Vendor capable of providing quarterly PCI vulnerability scans?
e What's the deadline for compliance/ When must | begin using the new PCI standards?

*  What are the penalties for non-compliance with the PCI standards?

*  Make it easy for me. What do | have to do to become compliant?
What is PCI DSS?

The Payment Card Industry Data Security Standards (PCI DSS) are a set of 12 requirements developed jointly by Visa,
MasterCard, JCB International, Discover and American Express to prevent consumer data theft and reduce online fraud. The
PCI DSS represents a multifaceted standard that includes requirements for security management, policies, procedures, network
architecture, software design and other critical protective measures.
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Compliance and validation of compliance with some or all of the 12 requirements is mandatory for any organization that stores,
transmits or processes credit card transactions.

»  The exact number of requirements (out of the 12) that any one organization need comply with is dependent on that
organization's 'Validation Type'. An organization's Validation Type is determined by precisely how that organization
handles credit card data. There are 5 such 'Validation Types' and every organization will that needs to be PCI
compliant will be categorized as one of these types. (see table 'Validation Types')

*  Once an organization has determined its 'Validation Type' (or the organization has been assigned as a particular
validation type by its acquirer) it can complete the Self Assessment Questionnaire (SAQ) and Attestation of
Compliance that is appropriate for that "Validation Type'.

What is the Self Assessment Questionnaire?
The PCI Data Security Standard Self Assessment Questionnaire (SAQ) is a validation tool intended to assist merchants and

service providers who are permitted by the payment brands to self-evaluate their compliance with the Payment Card Industry
Data Security Standard (PCI DSS).

Comodo has simplified this often confusing process with the Web Inspector PCI / HackerGuardian PCI Compliance Wizard - an
intuitive web-based application guides merchants through every step of the PCI Self Assessment Questionnaire. Each question
is accompanied by expert advice to help the merchant interpret and appropriately answer each question. At the end of the
wizard you will find out immediately whether or not your answers qualify your organization as PCI compliant.

The wizard will provide:

e AQuestionnaire Summary - Listing security control areas on which you failed compliance
*  Acustom 'Remediation Plan' for your company containing:

*  Acomprehensive list of remedial actions that you need to take to attain full PCI compliance

*  Aremediation planning tool enabling task prioritization and project management

»  Links to recommended products and services that will help you cost-effectively resolve non-compliant areas
e A'ready-to-submit' PCI DSS Self Assessment Questionnaire

To access the wizard

«  Click the SAQ tab in the Navigation bar of the Web Inspector PCl interface.

Web Inspector PCI

Schedule Reports My Account SAQ

Web Inspector PCl Overview

The wizard is a four-step process, where you have to register, select the SAQ type and complete the questionnaire. The final
step provides the summary of SAQ.

Your progress is automatically saved after each question - allowing you to log out and return at a later date to complete the
questionnaire. Your free account and responses are retained, giving you an opportunity to revise and modify any of your
answers. This also allows you to update, schedule and track the progress of outstanding remediation tasks.

What are the compliance validation reporting requirements for merchants?

Under the new PCI standard, the compliance validation requirements of the old VISA CISP and MasterCard SDP programs have
been aligned so that merchants need only validate their compliance once to fulfill their obligation to all payment cards accepted.
Merchants will provide compliance validation documentation to their Acquirer(s). Compliance validation documentation consists
of the appropriate annual self assessment questionnaire (and accompanying attestation of compliance) and possibly the
quarterly PCI scan compliance report.

To whom does the PCI regulations apply?
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The PCI DSS standards apply to all entities that process, store or transmit cardholder data. This includes all merchants and
service providers with external-facing IP addresses handle, store or transmit credit card data. Even if your website does not offer
website based transactions (for example, you link to a payment gateway) there are other services that may make card data
accessible. Basic functions such as e-mail and employee Internet access will result in the Internet accessibility of a company's
network. These seemingly insignificant paths to and from the Internet can provide unprotected pathways into merchant and
service provider systems if not properly controlled.

What is defined as 'cardholder data'?

Cardholder data is any personally identifiable data associated with a cardholder. This could be an account number, expiration
date, name, address, social security number, etc. All personally identifiable information associated with the cardholder that is
stored, processed, or transmitted is also considered cardholder data.

What if a merchant or service provider does not store cardholder data?

If a merchant or service provider does not store cardholder data, the PCI requirements still apply to the environment that
transmits or processes cardholder data.

Are there alternatives, or compensating controls, that can be used to meet a requirement?

If a requirement is not, or cannot, be met exactly as stated, compensating controls can be considered as alternatives to
requirements defined by the PCI DSS. Compensating controls should meet the intention and rigor of the original PCI
requirement, and should be examined by the assessor as part of the regular PCI compliance audit.

Are there alternatives to encrypting stored data?
Stored cardholder data should be rendered unreadable according to requirement 3 of the PCI Security Audit Procedures
document. If encryption, truncation, or another comparable approach cannot be used, encryption options should continue to be

investigated as the technology is rapidly evolving. In the interim, while encryption solutions are being investigated, stored data
must be strongly protected by compensating controls.

An example of compensating controls for encryption of stored data is complex network segmentation that may include the
following:

* Internal firewalls that specifically protect the database
e TCP wrappers or firewall on the database to specifically limit who can connect to the database

»  Separation of the corporate internal network on a different network segment from production, fire- walled away from
database servers.

What are the compliance validation reporting requirements for merchants?

Under the new PCI standard, the compliance validation requirements for merchants of the VISA CISP and MasterCard SDP
programs have been aligned so that merchants need only validate their compliance once to fulfill their obligation to all payment
cards accepted. Merchants will provide compliance validation documentation to their Acquirer(s). Compliance validation
documentation consists of the annual self assessment questionnaire and the quarterly PCI scan compliance report.

Do merchants need to include their service providers in the scope of their review?

No. Service providers are responsible for validating their own compliance with PCI regulations independent of their customers.

What is a network security scan?

A Network Security Scan involves an automated tool that checks a merchant or service provider's systems for vulnerabilities.
The tool will conduct a non-intrusive scan to remotely review networks and Web applications based on the external-facing
Internet protocol (IP) addresses provided by the merchant or service provider. The scan will identify vulnerabilities in operating
systems, services, and devices that could be used by hackers to target the company's private network. As provided by qualified
scan vendors such as Comodo the tool will not require the merchant or service provider to install any software on their systems,
and no denial-of-service attacks will be performed.

How often do | have to scan?
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Every 90 days / once per quarter. Merchants and Service providers should submit compliance documentation (successful scan
reports) according to the timetable determined by their acquirer. Scans must be conducted by a PCI Approved Scanning Vendor
(ASV). Comodo is a PCI Approved Scanning Vendor.

What reports are provided by Web Inspector PCl scanning service?

Web Inspector PCI Scan Control service provides two reports after each scan - the Audit Report and the PCI Compliance report.
The PCI Compliance report is the one you need to submit to your acquiring bank to demonstrate compliance. The Audit Report
is a more technical document used to identify and re mediate any security holes.

What criteria causes a Pass or Fail on a PCl scan?
Each post-scan Web Inspector PCI vulnerability report states a PCI compliance status of ‘Compliant' or 'Not Compliant' based
on the discovery of potential security flaws on your systems.

If no vulnerabilities with a CVSS base score greater than 4.0 are detected then the scanned IP addresses, hosts and Internet
connected devices have passed the test and the report can be submitted to your acquiring bank.

If the report indicates 'Non Compliant' then the merchant or service provider must re mediate the identified problems and re-run
the scan until compliancy is achieved.

What if | fail the PCI scan?

If your Web Inspector PCI Scan Compliance Report indicates 'NOT COMPLIANT' then vulnerabilities with CVSS base score
greater than 4.0 were discovered on your externally facing IP addresses. The accompanying Audit Report contains a detailed
synopsis of each vulnerability prioritized by threat severity. Each discovered vulnerability is accompanied with solutions, expert
advice and cross referenced links to help you fix the problem. You should fix all vulnerabilities identified as a 'Security Hole'.

Furthermore, each report contains a condensed, PCI specific, 'Mitigation Plan' - a concise, bulleted list of actions that you need
to take to achieve compliance.

After completing the actions specified in the Mitigation Plan you should run another scan until the report returns a 'COMPLIANT'
status.

Where can | find and complete the Self-Assessment Questionnaire?

Web Inspector PCl provides a free wizard that guide merchants and service providers through each stage of self-assessment
questionnaire.

Merchants have to answer all questions with 'Yes' or 'N/A to be considered PCI compliant. Answering 'No' to any question means
the merchant or service provider is not compliant. The risk(s) identified by the questionnaire must be re mediated and the
questionnaire retaken. After creating a user name and password, merchants can save their progress at any time. Following

successful completion of the questionnaire, merchants will be provided with official certification that can be submitted to their
acquirer.

Where can | find a PCI Approved Scanning Vendor capable of providing quarterly PCI vulnerability scans?

Right here!! Comodo Web Inspector PCI offers a range of PCI compliance services designed for merchants and service
providers of all sizes. Click here to find out more.

What's the deadline for compliance/ When must | begin using the new PCI standards?

The Payment Card Industry Standards, Security Audit Procedures, Self-Assessment Questionnaire, and Security Scanning
Requirements are effective immediately.

What are the penalties for non-compliance with the PCI standards?

Validation and enforcement is the responsibility of the acquiring financial institution or payment processor.

For each instance of non-compliance, these organizations levy various penalties onto merchants and service providers which
can include:

* Increased transaction processing fees

*  Fines of more than $500,000 for serious breaches
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»  Suspension of credit card transaction processing abilities

Comodo Web Inspector provides a range of services that make PCI compliance easy. Find out which service is right for you at
http:/lwww.webinspector.com/

Make it easy for me. What do | have to do to become compliant?
1. Complete the PCI Self-Assessment Questionnaire using our free online wizard after logging-in into Web Inspector
PCl service.

»  Preliminary questions will help you to determine which 'validation type' your company fits into and therefore of the 4
self assessments questionnaires you need to complete.

»  Each of the questions is accompanied by expert help, information and advice that will help you to both interpret the
question correctly and provide the appropriate answer

*  Once the wizard is complete, you will receive:
*  Aquestionnaire summary detailing any control areas on which you failed compliance

*  Acustom 'Remediation Plan' for your company containing a list of remedial actions that you need to take alongside
links to recommended products and services that will help you resolve non-compliant areas.

e A'ready - to - submit' PCI DSS Self Assessment Questionnaire which will include your completed 'Attestation of
Compliance'

2. Conduct a quarterly vulnerability scans on your externally facing IP addresses

If your organization is required to be compliant with section 11.2 of the PCI standard then you will also need to obtain quarterly
vulnerability scans on your network.

Web Inspector PCI will conduct an in-depth audit of your network to detect vulnerabilities on your network and web-server. If
your servers fail the test, you will find lots of helpful advisories in the scan report that will help you patch the security holes.

After your infrastructure passes the scan, Web Inspector PCI will automatically generate the PCl Compliance report that you
need to send your acquiring bank as to demonstrate your compliance.

Find out more about Web Inspector PCI Scanning Services
3. Send the completed questionnaire, attestation and the Scan Compliance report to your acquirer.

Both the PCI Scan Compliant report and the Annual Self Assessment Questionnaire should be turned into your merchant bank.
Your merchant bank will then report back to the Payment Card Industry that your company is PCI Compliant.
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About Comodo

The Comodo organization is a global innovator and developer of cyber security solutions, founded on the belief that every single
digital transaction deserves and requires a unique layer of trust and security. Building on its deep history in SSL certificates,
antivirus and endpoint security leadership, and true containment technology, individuals and enterprises rely on Comodo’s
proven solutions to authenticate, validate and secure their most critical information.

With data protection covering endpoint, network and mobile security, plus identity and access management, Comodo’s
proprietary technologies help solve the malware and cyber-attack challenges of today. Securing online transactions for
thousands of businesses, and with more than 85 million desktop security software installations, Comodo is Creating Trust
Online®. With United States headquarters in Clifton, New Jersey, the Comodo organization has offices in China, India, the
Philippines, Romania, Turkey, Ukraine and the United Kingdom.

Comodo Security Solutions, Inc.

1255 Broad Street
Clifton, NJ 07013
United States

Tel: +1.877.712.1309
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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