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1  Introduction to Comodo cWatch MDR

cWatch Managed Detection & Response (MDR) shows threats and behavioral anomalies detected on your network
and managed endpoints. Featuring 24/7 threat monitoring and comprehensive reports, cWatch MDR provides the
network-wide intelligence admins need to remediate existing threats and anticipate future threats.

Leveraging a combination of technologies deployed at the host and network layers, advanced analytics, threat
intelligence, and human expertise in incident investigation with Comodo’s 24/7 Security Operations Center (SOC)
service, MDR is a comprehensive security solution.

G MDR = Home sedomedemo S -
sedomedemo TestCustomerl TestCustomer2
B8  Senvice Summary
'} Pcidants: Cherview ~
I ureead Reports © & M uwwead Reports : 3 M veead Reports - 7
M Log Sollestion Suimmary
o TN CommTES o gt Bl escalated Tickets: 15 ] Escatated Tickes - 3 Bl Escatated Ticks © D
E Tickets
A Open Tickets : ] A Open Tickets : o A Open Tickets : 0
ﬂ Raporting
(1) ncidents: i () mcidents : & (1) incidents : o
A Tickets Hedtfied : 15 A Tickets Hotified : 3 B Tickets Hotfied : ]
SO & MO by Comoda COMODO
CYFERSECURITY
Features

+  Network Detection & Response
«  Endpoint Detection & Response
+  Web Detection & Response
+  Cloud Detection & Response
+  Real-time event monitoring and processing
+  Office 365 integration with MDR
Guide Structure

This guide is intended to take you through the configuration and use of cWatch MDR and is broken down into the
following main sections.

+ Introduction to Comodo cWatch Network

« Purchase a License
« Log-in to the Administrative Console
«  The Home Screen

«  Service Summary

+ Incidents Overview

+ Log Collection Summary

«  Threat Communication Graph
+  Reports

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 3
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1.1 Purchase a License

You can purchase MDR licenses via Comodo One, Comodo Dragon and ITarian portals.
«  Open the 'Store' areas of Comodo One, Comodo Dragon and ITarian to subscribe for MDR licenses.

+  Click here to know how to sign up for a free C1 account
«  Click here for details about how to sign up for a free Comodo Dragon account.
«  Click here to know how to sign up for a free ITarian account

There are two variants of the MDR module:

+  MDR Force Protect Endpoint — MDR receives logs from the Comodo Client Security (CCS) installations
on the managed endpoints for processing. Comodo’s SOC team will analyze and provide insight about
internal threats. Contact your account manager for configuring your endpoints to forward logs to MDR.

- MDR Force Detect Network — MDR receives logs from sensors installed on your networks for processing.
Comodo’s SOC team will analyze and provide insight about threats on your networks. Contact your account
manager for provisioning sensors on your networks.

Purchasing is the same for both Comodo One, Comodo Dragon and ITarian. The following tutorial explains how to
subscribe via Comodo One.

+  Login to your Comodo One / Comodo Dragon / ITarian account
+  Click 'Store' on the menu bar
«  Locate the 'MDR' tile and click ‘Buy’

@ MDR

Managed Detection and Response

Buy

«  The product order page opens:

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 4
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. Login

Comodo OME Acoount Login *
1. Configure Subscription el O vl o
Customer information

Password *

6. Order Summany

+ Your username is pre-populated
+  Enter your portal account password then click 'Login'

Buy MNew Subscription MDR

1. Logan

2. Comodo ONE Accownt You do not have any existing licenses. Please continue purchasing by clicking Buy New button.
3. Configure Subscription

4 Customer Information

5. Payment Options

6. Drder Summary

+  Click the 'Buy New' button.
«  The next step is to configure your subscription package:

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 5
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Euy New Subscription MDR

Configure Subscription

1. Login

2. Comodo ONE ACcount s MDE Force Brotect l'l'||‘||'|.15rT
3. Configure Subscription b

MDE Force Detect Mebwork
4, Customer Information

5, Payment Oplions

6. Order Summary

Amount of Users 1 Lisers
100 500 1000 10630 COO0
£7.50 $6.25 $5.00 54,00 $3.25
Per user Par wsear PEr user Per user Per user

Select Period

1.

$7.50 per 1 user for 1 month = $7.50

$7.50

«  Select the license type.

+  Note- You can buy additional license types after completing the purchase process. See at the end of
this section for more information.

«  Select the number of user licenses you require.

«  The per-user rate depends on the number of users.
+  Select the license period. The minimum license period is one month.

+  Click 'Next' to continue to customer information.
«  Enter your company name, website and address details:

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 6
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Buy New Subscription MDR

1. Login
mado ONE Company Name

Jame Smith Inc

Company Website Phone Number *
Fayment Dplions

- = 1334567890

6. Order Summary

Street Address * Street Address 2
City Country *
State or Province Pastal Code *

Billing Information
| The same as Contact Information

Terms and Conditions
| | have read and agree the |

«  Agree to the terms and conditions then click 'Next'

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 7
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stomer Information
5. Payment Options

6. Order Summary

PRODUCT LICENSE PERIOD FULL PRICE
MDR Force Protect Endpoint (1-59 Endpoints) manth §7.50
TOTAL £7.50

: -
Card Holder Name Expiration Date

When paying by credit card, the billing information should be exact i a5 It appears on your
credit card statement. For credit card verification, please ensure that your first and last
name are entered as '."IE‘:,' appear on :r'-:“.l' Cam.

+  Review your order and enter your payment details
+  Click 'Next

«  Your order is submitted and processed. You will receive an order confirmation mail with your license key.

«  The order summary page is shown after your order has been processed:

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved.
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Buy New Subscription MDR

0 Congratulations! Your order is completed.

odo OME Acoount

Order #769528-12

3. Configure Subscription

A, Customer Infermation Comodo Security Solutions, Inc.

1255 Broad Street Jane smith Inc.
3. Paymaent Options Clifton, Nj 07013 Any STreet
United States Any City
6. Order Summary IN

Subscription Details

PRODUCT NAME LICENSE KEY
MDR Force Protect Endpaint {1-99 Endpoints) 2e372261 818 2-4d 26-0051-3968a8 1 520af
INVOICE NUMBER 769528111 SUBSCRIPTION ID S9TAAATFEE

Order Details

Order Number 769528-12
Order Date 2020-06-11
Order Tota £7.50

Subscription Expires On 2020-07-12

Product Details
Mumber of Lnits

Linit Prige $7.30

PJI—lr. m

+  Click 'Print' to make a hard-copy of the order summary.
+  Click 'Finish' to complete the purchase process.
Purchase additional MDR licenses
«  Click 'Management' > 'Applications' on the portal menu bar
+  Click the 'MDR'tile
+  Click the 'Subscriptions' tab if not open already
+  Click ‘Add New Subscription’
«  The product purchase page opens.

+  Login to your account and complete the purchase process for additional / different license type as explained
above.

After you subscribe for MDR, Comodo will continuously review the raw data from your instance and update MDR so
it delivers the information most relevant to your needs.

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 9
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1.2 Log-in to the Admin Console

You can open the cWatch MDR admin interface after logging-in to your Comodo One / Comodo Dragon / ITarian
account.

+  Login to your Comodo One / Comodo Dragon / ITarian account
«  Click 'Applications' then 'MDR'

DRAGON PLATFORM APPLICATIONS ~ £} MANAGEMENT ~

g ENROLL NEW DEVICE Endpoint Manager
Patch Management

Customer: All RRAM

Device Management
Help Actions -
Procedures

Endpoint Protection
Service Desk

Secure Internet Gateway

o
- H ®
z
= ]
-

Help Guides

cWatch

% Technology Assessment Platform
All Applications

Contact Information

MDR application opens at the home screen.

G MDR = Home sedomedemn - 1
A Home
sedomedemo TestCustomer1 TestCustomer?
B8 senvioe Summaery
H o
G wederns dmeevie A umwend Reposts - ] A wwead Reposts - 3 M veeead Reports - 7
P Log Collection Summary
P e El Escalated Tickets: 15 Bl Escalated Tickets : 3 Bl Escalated Tickets - 0
E Tickets i
AL Open Tickets : o A\ Open Tickets : ] Ak Open Tickets : o
M Faporiing
(1) mcidents: ] (1) moidents - o (1) wncidents : o
A Tickets Nottfied : 15 M Tickets Notified 3 M Tickets Notified : o
SO & MOR by Comeodo COMODOD
CYBERSECURITY

Note — MDR will open at the service summary screen if there is only one customer for your account.

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 10
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2 The Home Screen

Managed Detection & Response (MDR) is an integrated suite of managed detection-response technologies
comprising Network Detection & Response (NDR), Endpoint Detection & Response (EDR), Web Detection &
Response (WDR) and Cloud Detection & Response (CDR).

After you subscribe for MDR, Comodo will continuously review the raw data from your instance and update MDR so
it delivers the information most relevant to your needs.

The home screen shows at-a-glance summary of customers’ statistics on tiles such as incidents, tickets, reports and
so on.

+  Click ‘Home’ on the left if not already open.
- Note- Home screen is shown if there are more than one customer for the account.

G MDR = Home sedomedeme S -
sedomedemo TestCustomer TestCustomer2

!: Servce Summany
"" Frazichante Doty e

[ umwead Reports - & [ wmwead Reports - 3 M voecad Reports - z
P Log Collection Sufmmary
e — B Escalated Tickets: 15 El Escalated Tickets - 3 Bl Escalated Tickets : ]
E Tickits

A Open Tickets : ] A Open Tickets : o A Open Tickets : b
M Fepoiing

(1) mcidents : 15 (1) wncidents : & (1) incidents - o

A Tickets Nodified - 5 M Tickets Notified : 3 i Tickeis Hotified : (]

I0I0 © MOR by Comadn
CVEERSECLURITY

Click this to expand / collapse the left menu

Click the drop-down and select your customer

Comodo Chennai  ~

ra
La

Click this button to toggle between full screen and normal

Click this button to configure notification settings. This area also allows you to configure to collect
a data from Office 365 accounts.

Clicking an item in each tile opens its respective section:

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 11
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TestCustomer1 - Customer name — Clicking this will open the
service summary screen.

«  Unread reports- Opens the reports section.

o v i 7 + Incidents — Opens the incidents screen.
«  Escalated tickets, open tickets and tickets
B Escalated Tickets : 3 notified — Opens the tickets section.
A\ Open Tickets : o
() Incidents : &
A Tickets Notified : 3

Click the following links to find out more about each interface:
+  The Home Screen
«  Service Summary
+ Incidents Overview

+ Incidents
«  Threat Summary
+ Log Collection Summary

+  Threat Communication Graph

+  Tickets

« Reports

« Notification Settings

+ Integrate your Office 365 Account with MDR

3 Service Summary

The service summary shows the total number of event queries processed, the number of alerts and threats, and
more.

+  Select a customer at top-right or click the customer name on the home screen tile.
«  You can also click 'Service Summary' in the left-menu

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 12
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G HDR = Sarvice Summary (Last thres months) sedamedama = il #
N Home
[ — A" Events Processed [ ] A Alerts (i ] (D- Incidents [ ]
% incidenss Overview v 59 £9m 19 15
! Loy Colleciion Summarny
A Theeat Commrnication Graph ._ Tickels Notified ﬂ u Unread Reports 'n
B Tk
15 6
M Regerting
Alert Summary 0

|-

&, Ny B, ey 3. Mg hey 1. un

@ fens B Incidents

coMOoD0

2NN ML by Comodn CYREAGECURITY

The tiles along the top show:
«  The number of events processed
+  The number of alerts generated
+  The number of incidents minus false-positives
«  The number of incidents closed by the SOC team with notifications sent to customers.
«  The number of unread reports.
Data is provided for the past 90 days.

A Events Processed (i ] A Alerts i ] (D Incidents (i ]
952,304 52 g5

‘ Tickets Notified i ] m Unread Reports i ]
22 2

Events Processed
The number of events in the last 90 days.

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 13
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2 Events Processed (i

952,304

Click the tile to open the log collection summary screen where you can view the events in detail.

Alerts
The number of events that matched a rule and created an alert.

A Alerts i ]

Incidents
The total number of alerts (incidents) minus false-positives for the last 90 days.

@ Incidents ik

323

Click the tile to open the incidents screen where you can analyze the incidents.

Notifications
The number of notifications sent to customers after the SOC team closed an incident

A Tickets Notified @

22

Click the tile to open the tickets section

cCOMODO

Creating Trust Online®
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Unread Reports
The number of reports that the customer is yet to download and view.

ﬂ Unread Reports i

2

+  Click the tile to open the reports section

Alert Summary
Shows alerts versus actual incidents (alerts minus false-positives). Data is for the last 3 months.

Alert Summary [ ]

0005k

0.0DAK

0003k

0002

0001k I ‘ l I I I I |

(i Li 2 L2 L La L8 Ll SR --n.mnm--nnm-n .-."
3. Mar B. Apr 13 Apr 20. ApT 27. A 4, May 11, May 1 8. May 25. May B, Jur 5. Jun 22.]

P Aleris B Incidents

+  Click the 'Alerts' or 'Incidents' text at the bottom to remove that particular graph. Click on it again to view.
+  Place your mouse over a particular day to view more details for that day.

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 15



cCOMODO

Creating Trust Online®

.-’/’--

4  Incidents verview

An at-a-glance summary of the incidents and threats on your network. The ‘incidents’ interface lets you view
incidents by type, name and more.

The 'threat summary' dashboard shows attack sources, types of attack, attack origin and destination, and more.
+  Click ‘Incidents Overview' on the left

G HDR = Incidents Owerview TestCustomerl LR - |
A Home F] 2020-05-24 - A0A0-06-22
B Sevios Surenan ¥
— 6 0 4 1 1 0
G D e . i
Al Incidenits Cutical High ey Low o
Ly Incidents

Ly Threat Summary

M Log Collection Sumrmary
~4 Thiss) Communicalion Graph Saurce Destinatiar SEARCH
E Tickets
Dartection Tima 4+ nCaal N ame Sarwaity Incsdant Action Incikant C atoagory Classification Tickat
[ Foporting
ZVAD2020 19

WEB TRAFFIC &N
Phishing Detection - Do m HOTIFY SAAAL Hot Belertod ta

Click the following links for more about each area:
+ Incidents
+  Threat Summary

4.1 Incidents

Shows the top incidents on your network by type, and the severity of those incidents. Further details on each incident
are shown in the table in the lower pane.

+  Click 'Incidents Overview' > 'Incidents' to open the interface
«  Select a customer at top-right

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 16



cCOMODO

Creating Trust Online®

@ Mor

A Home

= ncidents Ovendew

B Service Summary
6 0

o« incidianis Crvatvidm »,
All Incldanis Critica

Ly Incidents

3  Threst Summay

M Log cellsction Summarny
A0 Thiwat Comimanicaton Graph Source Deestinati
B mickas
Cefection Time & ncident Mame
B Feporting

/05 D 1
Fhinhing Deteciion - Do,

h
/08B 1%
Phisiing Detectisn - Do
1§
21,08 2020 1
I;‘:ﬁ s Palo ARG - Ganeric HT TP,
21040 2000 1%
TI o CoinHive In-Beowser kin
21,706 0 1%
Lirngx sehd S5H Irvalid u
os
21,06/ 2030 19 i
= Enddpeint - Msiwsr Duls
<
2000 & MDR by Comiss

4

High

]

J 13

1

Medium

inciders Action

HOTIFY

RECLCHRD

MOTIFY

RECOHD

RECORD

MOTIEY

TestCustomer R - ]

(%) 0200325 202006-23

1 0

L Irrfo

- I I -
SEARCH

nCuden Calegarny i oabon Ticast
WEB TRAFFIC &8
OMALIES kot Gelected E
WEE TRAFIC AN Mot 5 sed
OMALIES S
WEB TRAFFIC AN

ol 5
OMALIES ot et B
UKUBLIAL HETWE

Mol Selected
B TRAF T
AUTHEWTICATION et
AROMALIES R
BAALWARE AT
_‘ Hat Geeched a8

»
" o
COMODO

ETRERSEEURITY

+ By default, statistics are shown for the past seven days

To view the data for a different time period, click the date range at the top and choose from the options:

[ (%) 2020-03-24 - 2020-06-22 ]
m 2020-03-24 2020-06-22
Today March 2020 > < June 2020
Yesterday T
1 2 3 4 5 B
Last 30 Days
T a ] 10 11 12 13
Last 3 Months 14 15 16 17 18 19 20
e 25 26 27 28 21 e

«  To view data for a custom period, select from and to dates from the calendars

+  Click 'Update'

The top pane shows the incidents by their severity.

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved.
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6 0 4 1 1 0

All Incidents Critical High Medium Low Infa

«  Click atile to view the incidents at the bottom pane
Use the filters to search for particular incidents:

All Incidents Critical High

Incident ID Incident Name Incident Action - Incident Category -
Source Destination SEARCH | ‘ CLEAR
Dataction Time T incadert Marms Sevarity Imcident Action Incident Categary Classification Ticket

1 /0iF 2900 10 WEE TRAFFIC AN

«  Enter/ select the filter parameter(s) and click ‘Search’
« Incidents matching the filter are shown below.
+  Click ‘Clear’ to view all incidents again.
The lower pane shows the incidents for the selected time period:

| I |
5
Dwtaction Tima nCident Name 4 Sereerity incident Action incident Calagary Chass fcaton Tickat Sours Dastnation
21052020 19: UMUSUAL NETWD
. . ) -
== Coinkivwe Ir-Browser Min._ m RECORD A TRAFFIC Mot Selected
i T
/019 Endpoint . Malware Date m NOTIFY b i misit Salactad B
e ™
T1/08/2020 19: ALITHENTICATION
. e .
o Linuss sahd SSH Invalid u._ | Low | ECORD P haot Selected
10620 1 WEB TRAFF)
/N 19: Falo Ao - Genaric HTTR m MOTIFY LU Mot Balectod =]
12 OMALIES
710872020 19: WEE TRAFFIC AN
S T
o highing son - Do, ECORE T Mol Salected
1062020 1 WEE TRAFF)
o s Phishing Dutection - Do, | high ] HOTIFY R TRARELS A8 Mo Salected B
i OMALIES
i s — S i J

Click a column header to sort the incidents by alphabetical / ascending / descending order.
- Detection Time — The date and time the incident was logged.
« Incident Name — The rule label that triggered the incident.
+  Severity — Incident grade whether critical, high, medium, low or information
+ Incident Action — The response to the incident per the rule
+ Incident Category — The incident type. For example, ‘Malware activity' or 'Unusual network Traffic'
«  Classification — Indicates to which the group the rule that triggered the incident is added to.
+  Ticket — Opens the related incident’s tickets interface.
«  Source — The origin IP address that the rule detected
+  Destination — The final network / endpoint IP address

View incident details
+  Click anywhere on an incident row to view even more details like incident ID, admin remarks, and more.

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 18
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= Incidents Overview

e o e
Incident ID Incident Name Incj#ent Action
T Phishing Detectio
Incident Name: n - Download EXE
of Seripts
Source Destination e
o .
Incident id: Q65-3cal-9obs50
Detection Time Incigent Name Sty incidert Action Safscy
270060 2020 19: 3 Hi
i Phishing Detection - . EE o Sevedty C
21,/06,/2020 19: &tj Incident Action: NOTIFY
15 Fhishing Detection - Do.. RECORD WEB TRAFFIC AN
21/06,/2020 19 = Y- OMALIES
' Palo Alto - Generic HTTP_ High HOTIFY
;:.rwzuzu w- Classification: Not Selected
| CoinHive in-Browser Min, m RECORD 27/06F2020 191
;:.r 2020 19 ) 6 .
— e ’ Linux sshd S5H invalid u._ RECORD
. 21/06f2020 134
21/06/2020 19: Last Triggered Date:
init - /]
o Endpaint - Malware Dete... m NOTIFY
< B

R e

«  Click ‘Report as False Positive’ if you know the incident is not a threat or malicious.

4.2 Threat Summary

The Threat Summary' dashboard shows attack sources, types of attack, attack origin and destination, and more.
+  Click 'Incidents Overview' > 'Threat Summary' to open the interface
Select a customer at top-right

= Incidents Owarview SOCUA S - 1
@ Mor

ft Home 5 20200324 - 2020-06-22
FR  Service Summary

M Log Collection Sunsmary

~F  Threat Communication Graph

AR
1000
= i
- g a3
B Tickss
. ¥
M Fspertiog s 41 =Y -
" B
' I l . : : =
H B =
. r r F: ’ = o 2 o E o
F o = F & a 5 o
- g L P o '

4 r
a3 2

&
L

cCoOMODD
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- Statistics are shown for the past seven days by default.
+  Click the date range above the chart to change the time-period shown:

[ () 2020-03-24 - 2020-06-22 ]

Presets [5) 2020-03-24 2020-06-22

Today March 2020 > < June 2020
Yesterday : T ; . : W T

1 2 3 4 5 B
Last 30 Days

T 8 9 10 n 12 13

Last 3 Months 14 15 16 17 18 19 20

()
i
[
o
)
o
(=]
=
XY
=

Threat Sources
Shows the types of threats that occurred over the selected time-period, and the number of sources for each:

Threat Sources O
250
1018
(L
a0
5 08
3 531 o
S0
162
I35
2 Z63 234
250
120 ns g4
H EH =
. & & & 2 E & o - & .
F & k= - N o P & o & 5 = :Fj
- P & o o o
& & & # o 4 &
o & & %

«  X-axis — The name of the threat
+ Y-axis — Number of sources for each threat category
+  Click a bar graph to view its details:

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 20
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Threat Sources
1250
1016
1000
750 Brute_Forcer
@ Threat Source: 608
= Y,
= B
= 531 509
500 t&
250
0
ok L L
& o © ©
o+ e’
‘h‘“&
Threat Distribution Map
«  Aheat map of the threat sources
Threat Distribution Map (i ]
T
o —
Owerall Threal Count: 4338 o 1k K I

+  Click a country to view details of the threat categories from that country:

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 21
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China (10.5%)
Scanner: 183
Compromised: 55
Brute_Forcer: 152
CnC: 40
Bitcoin_Related: 13
DriveBysrc: 3
Drop: 6
DDoSTarget: 4
Total Threats: 456

Top 10 Countries

‘Top 10 Countries' shows the details of countries from where both incoming and outgoing threats were recorded. The
details are shown by percentage.

Top 10 Countries =)

Canada: 2.82 %

France: 3.11 % —

<
Russia: 3.81 % _\\\\\
Cermany: 4.35 %
Netherlands: 465 % { l " United Stat._- {

China: 10.87 %

@ United States @ China
MNetherlands Germany

@ Russia ® France
Canada ® lhaly

@ Republic of Korea Indonesia
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+  Placing the mouse cursor over a segment will display further details.

Top 10 Countries O

Canada: 2.82 %

France: 3.11 % Country
United Srates - §2.97 &
Hussia: 3.81 %

=
/

China: 10.87 %

Germany- 4.35 %

Netherlands: 4.65 % United 5tat....

United States @ China
Netherlands Germany

-' Russia '. France
Canada @ laly

- Republic of Korea Indomesia

Click a country legend below to enable/ disable its data. For example, click 'China’ and this segment will be
removed from the pie chart. Click the legend again to view it.

Top 10 Threat Types

This pie-chart shows the details of top ten-most incoming and outgoing threat types that were recorded.

Top 10 Threat Types i )

DriveBySrc: 234 -

Bitcoin_Related: — Scanner: 1016

263
Compromised: 270 - -.\‘..

v V-

DDoSAttacker: 286 =~

Brute_Forcer: 604
Bot: 362 -

CnC: 509 Drop: 531
Scanner @ Brute_Forcer
Drop CnC

® Bot @ DDoSAtacker
Compromsed @ Bitcoin_Related
@ DriveBySrc DDoSTarget
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«  Placing the mouse cursor over a segment will display further details.

Top 10 Threat Types (i )
DriveBySre: 234
Eitcoin_Relatsd: . Scanner: 1016
263
Threar Type
Compromised: 270 Drop ; 531
DDosAttacker: 286 ~ W o W — |
~ ,\.F-J " Brute_Forcer: 60{
Bot- 362 5
ool 309 Drop: 531
) Scanner @ EBrute_Forcer
Drop CnC
® Boi @ DDoSAttacker
Compromsed ® Bicoin_Related
@ DriveBySrc DDoSTarget

+  Click a threat name below to enable/ disable its data. For example, click 'Scanner' and this segment will be
removed from the pie chart. Click the legend again to view it.

Top 10 Internal IPs

This pie chart shows the details of endpoints from which the threat types originated. The number beside an IP
indicates the threat counts that originated from the endpoint.

Top 10 Internal IPs i
192.168.10.222 o 192.168.10.230
(43) (49)

192.168.10.226
(44)

. 192.168.10.210 (;

192 168.10.164

192.168.10.183 ~ (45)
(45)

192.168.10.207 (4|
192.168.10.243 (44) ‘ r

@ 192.168.10.230 @ 192.168.10.207
192_168.10210 192_168.10.164
® 192.168.10.172 @& 192.168.10.183
192.168.10.226 @ 192.168.10.243
® 192.168.10.201 192_168.10.222
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+  Placing the mouse cursor over a segment will display further details.

Top 10 Internal IPs

192.168.10.222
43}

192.168.10.226
44)

192.168.10.183
(45)

192 16810230
192.168.10.210
& 19216810172
192.168.10.226
& 192.168.10.201

192 108.10.230
(43)

Internal IF
152.168.10.243 {44) o, 192 16B8.10.172 (45)

o

G2 16810207 (4

192.168.10.210 ¢

192.168.10.164
(45)

@ 192 16810207
192.168.10.164
® 192.168.10.183
@ 192.168.10.243
192 16810222

« Clickan IP to enable/ disable its data. For example, click '192.168.10.222" and this segment will be
removed from the pie chart. Click the IP again to view it.

5

Log Collection Summary

The log summary screen is a record of logs from all cWatch MDR sources. For example, logs collected from cWatch

MDR sensors placed on your network.

+  Click 'Log Collection Summary' on the left and select a customer at top-right:

= Log Collection Surmmary

@ mor

i BES0r  wend

heSerao_netice a6 Ak

faloon

30 & MR by Comado

N Home
28  Service Summary
F Incidents Quenaew w Leg Callection Summary
)

o' Thigat Communication Smeph

B Tow O Event Type

@ Reporng O MsSeraor, conn a2
: HrSensor_ g )
O HeSersmr_capkoss 148, 9k

SOCUA o I -
E 2020-03-24 - 2020-08-22
[ ] Log Collection Digtribution (i ]
Sadert rows on left sade o draw chart
Lo
COMODO
CFATRSECUAITF
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+  Results are shown for the past seven days by default. Click the date above the table to view a different time
frame.

+  The summary panel shows the log source and the total number of logs from that source. You can use these
logs to generate graphs for the selected time period:

Log Collection Summary O
|
Select rows that you want to draw charts
D Ewent Typ= Event Count J-
| NxSenser_conn 1.1m
| MxSensor_dns g35.8k
O MxSensor_files §13.0k
O NxSensor_ss 157.0k
|:| MxSensor weird 33.3k
O NxSensor_htip 22.0k
|:| Mxsensor_dhep 7.3k
O MxSensor_notice 6.8k
O NxSensor_caploss 4.6k
D NxSensor_icmp 3.6k
O NxIDS 2.5k
D MxSensor_dpd 23k
D MxSensor_software 1.3k
D NxSensor_pe 1.7k
B: >

«  Event Type — Name of the log source. Each source creates logs for different types of event
- Event Count - Total number of logs from the source for the selected time-period
Log Collection Distribution and Log Source Distribution
«  Select one or more log sources in the 'Log Collection Summary' table on the left
+  Click 'Draw Charts":
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2019-03-05 — 2019-03-12 E

Log Collection Summary i )

Select rows that you want to draw charls @

Event Counf-

NSOr_Conn 1.7m

NxSensor_dng B17 .0k

MxSenaor_files B06 Gk

|:| MxSensor_ssl 1557k

MxSensor_weird 2.8k

|:| MxSensor_hitp 21.0k

The log collection and source distribution charts are shown on the right:
Log Collection Distribution [ ] Log Sowrce Distribution (i ]

250%
KSenmuer_seied 32 TG

20w . b HxSeannr_fiey GOG 633

MaSensor Canm. 1105 100

MxSeoayor dns: 318 983

# HxSensor_coan 8 MxSensor_files KaSensor_daa Mxfmmor_wrird B Mutensor_cosn B MaSenson_des Mihesctas_files Mt o _wearid

Log Collection Distribution — Line chart. Shows how many logs were generated per-day from your sources, over
your selected time period.

Log Source Distribution — Pie Chart. Shows the total logs collected from your selected sources, over your selected
time period. Each segment represents the total logs from a particular source.

«  Click a source name under the chart to remove its data from the graphic. Click the name again to re-add the
data.

+  Place your mouse cursor over a pie segment or date to view more details:
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Log Collection Distribution (i
250k
200k

e e, .

3

= Saturday, Mar 9, 2019

® NxSensor_conn: 143 396

100k
® MxSensor_files: 82 659
MNxSensor_dns: 94 736
® NxSensor_weird: 2 358
50k
D ........................ - - * -
5. Mar 6. Mar 7. Mar 8. Mar 9. Mar 10. Mar 11. Mar 12. Mar
@ MNxSensor_conn @ NxSensor_files MxSensor_dns ' NxSensor_weird
Log Source Distribution O
NxSensor_weird: 32 776
Nx5ensor_files: 606 633 ‘

Log Source
MxSensor_files : 606 633

@ | _—— NxSensor_conn: 1 115 101

Nx5ensor_dns: 816 983

@ NxSensor_conn @ NxSensor_dns NxSensor_files ' NxSensor_weird
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6 Threat Communication Graph

Click 'Threat Communication Graph' on the left and select a customer at top-right

«  This graph shows how external IPs attempted to communicate with internal IPs to deliver specific types of
threat.
+  Click a threat category on the right to reveal the internal addresses targeted by that type of attack.
+  Next, click an internal address to see the IPs that contacted it to try and deliver the threat.

«  The color-tone of the circle indicates the volume of communications. White = low, yellow = medium, red =
high.

G HDR = Threai Commurication Graph SOCLA - 3 ﬂ

A Hom E JOF0H03-24 - 030083 F
85 Service Suminary
B irciciants Ot - Threat Communication Graph (Top 10) i ]
M Log Colecuon Surrany ™
e
B rehens

B ety

HEH) & WD vy Comeds coMODO

CFRIASECWAITY

+  Statistics are shown for the past seven days by default
«  Click the date above the chart if you want to view a different time-frame:
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[ () 2020-03-24 - 2020-06-22 ]

resets [%) 2020-03-24 2020-06-22

Tod
oday March 2020 > < June 2020
Yesterday 1
1 23 4 5 &

Last 30 Days

7 8 § 10 11 12 13
Last 3 Months 14 15 16 17 18 19 20

e 25 2% 27 28 2 e
29 1

View threats in tree view
«  Click a threat to the view the details of affected internal IPs

Threat Communication Graph (Top 10) i)
. 1
@
@ ez
@
o~ L ] '
e ® Oz
@ =
O
O'. T . -' c
5T am
O 7
@ b g
O {"\- 15,74,
O 3
iy O- D : {:-:‘
O _ Q1
o o
(:IL jek O
E:_ _ LD O 1572
@ o O O
) 20
@ o< i
@ Birc
O

+  Click aninternal IP to view details of threat from blacklisted IPs
«  Node color tones range from white to red depicting the intensity of threat communication
+  Click again to collapse the tree view
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7 Tickets

Click ‘Tickets’ on the left menu

- Tickets are a two-way communication system via the MDR interface between customer and Comodo’s
security operations center (SOC) team. For example, if any threats or anomalies are found on your network,
SOC team raises a ticket so customer can view and attend to the problem.

+  Similarly, customer can create a ticket, for example, request the SOC team to check for particular threats.
G HDR = Tickets TesiCusiomerl - 03 ¢
A Home (5 2000925 - 20200623
!: Service Summany
. 0 2 0 2
6 idents dverview Open Closed Re-Opened Escalated
M Log Colection Summary
#  Threat Communication Graph

CREATE NEW TICKET
M Eeposng Ticket iD Incident ID Swhject
Saverity - Réparted By * SEARCH CLEAR
Ticked kd Subject Sarverfy Fegoried By Reparied &1 Last Updae-T- Slatus
e oo o e e g
1041 Erdipoint - Msheare Defected m S0C 1);-::)0:.-n :::;mel:
1043 ihishing Detectian - Dosmbaad EXE or Sor =3 [ soc | :;‘:::mn :'1":'”9“?:' ! ==
10az Pt - Gemeic WTTP Croms Site St 2 Em o =
€ *
w o= 4ol 4
2020 © WO iy oo 5 2

+ By default, ticket details are shown for the past seven days
- To view the data for a different time period, click the date range at the top and choose from the options:
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Tod
oday March 2020 > < June 2020
Yesterday 1
1 23 4 5 &

Last 30 Days

7 8 § 10 11 12 13
Last 3 Months 14 15 16 17 18 19 20

e 25 2% 27 28 2 e
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- To view data for a custom period, select from and to dates from the calendars
+  Click 'Update'
The top pane shows the tickets by their statuses.

4 0 2 0 2

All Open Closed Re-Opened Escalated

«  Click atile to view the respective type of tickets at the bottom pane

«  Open — Number of tickets whose issues are not yet addressed.
«  Closed - Issues resolved and tickets closed by the customer or the SOC team.
+  Re-opened - Closed tickets that are opened again by the customer or the SOC team.

«  Escalated - Tickets can be escalated by SOC team only. This may be to remind customers to attend to
issues immediately.

Use the filters to search for particular tickets:

CREATE NEW TICKET
Ticket ID Incident ID Subject
Severity - Reported By - SEARCH CLEAR
Ticket ki Subject Severily Reported By Reporbed Af Lasi Updaie T Slatuy

«  Enter/ select the filter parameter(s) and click ‘Search’
«  Tickets matching the filter are shown below.
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+  Click ‘Clear’ to view all tickets again.
The lower pane shows the tickets for the selected time period:

gEan"
DoDo

m
il

Click a column header to sort the tickets by alphabetical / ascending / descending order.
«  Ticket ID — Auto generated ticket reference number
+  Subject — The ticket subject that was entered while creating the ticket
«  Severity — Ticket urgency grade. Possible values are:

< Al

« Info

- Low

«  Medium
+ High

«  Critical

«  Reported by — Indicates who created the ticket. It can be SOC team or the customer.
+ Reported at — Date and time of ticket creation.

- Last update - Date and time of the latest response to the ticket

+  Status - Indicates the latest position of the ticket. Possible values are:

+  Closed - This can be done either by the customer or the SOC team

+  Pending Customer - Ticket waiting for response from the customer

+  Pending SOC - Ticket waiting for response from the SOC team

«  Reopened - A closed ticket is opened again by SOC or by the customer
+ Details — Click this to view the history of the ticket.

Create a ticket
+  Click ‘Create New Ticket'
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Create New Ticket

?&

Subject
High -
.‘ CREATE NEW TICKET L
Description
Ticket ID
0 7 500
Attachments:

* Maximum 5 files are allowed to be uploaded with 20MB max. size limit per file.

SELECT FILES

CLOSE e

+  Subject — Enter an appropriate label for the ticket.
+  Description — State your requirements in detail not exceeding 5000 characters.
+  Attachments — Upload any reference files if required. Click ‘Select Files’, navigate to the location and
click ‘Open’.
+  Click ‘Save’

The ticket is created and the status shows as ‘Pending SOC'. The SOC team will analyze your request and reply to
the ticket. You can either close and respond again.

Ticket Details
«  Click the ticket icon in the ‘Details’ column
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Froa = Tickets TestCusiomari ﬂ
= Tickais Tesbiustomsr o
Ticket Details + macx
Subjars Peinking Calection - Downlond FXF o Seripty TICKET HISTORY s TR
Tt 10 1043 Il
Dtk
Arporind s T10 T0 1RT [EEIT
. Tichst Staham: Ticurt siatus changed io Escalsbed by E
. m B 77T 1917
Huporied By m E
Derscrigrthon: 4 possibly makcious esecutabie conbent <Fia Mame» is Sotectod downioaded in The retwork Tiche! hus Seen cwanled by S0C o E
R0 19T
Hamsodulion Datiction of mabcious & omen which & related 1o Fhishng.
Ticket Replies
COMODO
CYaERSEERRITT
e & MDA by Comesdn cCoMODO

+  Ticket Details — The top pane shows the ticket details such as ticket subject, ticket ID and more.
+  Ticket Replies — Shows responses from the customer and the SOC team.

«  Reply to Ticket — Enter your response and if you want to upload any files, click ‘Select Files’ in the
‘Attachments’ section below and complete the upload process.

«  Reply - Click this button at the bottom to respond to the SOC team.
+  Close Ticket — Click this button at top-right to end the ticket issue.
+ Re-open — Shows only for closed tickets. Click this button to open a closed ticket.

+  Ticket History — Shows the details of the ticket, such as who created the ticket, replies from the customer
and SOC team.

«  Attachments — Shows the details of uploaded files.
«  Back - Click this to return to the tickets screen.

8 Reports

Click ‘Reporting’ on the left menu
«  MDR provides a variety of reports such as endpoint compliance, weekly report and more.
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G MDR = TastCustomart R - |
A  Hom (3] 20200326 - 2020-08-24
!I Service Summary
5 modents dvenies w )

Repart Typa - SEARL CLEAR
M Log Cobection Summary ]
~  Theeat Communication Geagh
Rapt Name Saport Typa Repored &4 Period Siah Wiirw Rapuort
B Tisis
EDR_OPERATIONAL REPORT_14-06-1020_ 220062020 15 1RG0 - 20
o
——— DI EDL 8 o
INCIDENT_REPORT_O7-06-2020_13-06-30 N 06BN T O D D - 1370
incident
ENDPOBT_COMPLIANCE REPORT_Z1-06 Endpaint Compliznce TN T UMD - 1D w O
-2030_21-D6- 3020 Fospeasrt (] LA
O 18: 1 i &
WEERLY_REPORT_10-05-20000_16-05-2020 Waekly Report ;;m e sﬁ:nmu en [+ O
WEEKLY REPORT 03056 2030 0F-0% 302 N 06SEEE TR D3 D5/ - FD
o 3 SfrD H n
Meras P g il -
2600 8 MOR by Comede COMODO
CTOERSECURITY

« By default, reports are shown for the past seven days
- To view reports for a different time period, click the date range at the top and choose from the options:

[ (3 2020-03-24 - 2020-06-22 ]

_— (3 2020-03-24 2020-06-22

Today March 2020 > < June 2020
Yesterday 1

1 2 3 4 5 &
Last 30 Days

Last 3 Months 14 15 16 17 18 19 20

P
o
¥
=
]
ol
]
o
¥
=

- To view data for a custom period, select from and to dates from the calendars
+  Click 'Update'

Use the filters to search for particular reports:
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1 |
[ Report Type - SEARCH | CLEAR | ]

Repart Marme Repart Type Riported Al Pariad Satus Wie'w Repornt
EDR_OPERATIONAL_REPORT_14-06-2020 EDR Oparational Repor 12062020 155 14/06/2020 - 20006 _

+  Select the report type click ‘Search’

Reports matching the filter are shown below.

+  Click ‘Clear’ to view all reports again.

The lower pane shows the reports for the selected time period:
i
Report Name Report Type Feported At Preriod Status ‘Wiew Report
EDR_DPERATIOMAL_REPORT_14-06-2020_ EDR Operstional Repor 22/06/2020 155 14/06/2020 - 20/06 ﬁ
20-0e6-2020 1 1 F2020 o
INCIDENT_REPORT_07-06-2020_13-06-20 . R 21062020 19: 0706/ 2020 - 13/0
20 oz G020 ﬂ o
ENDPOINT_COMPLIANCE_REPORT_21-06- Endpoint Compliance 2170642020 19:0 21/06/2020- 21/06 ﬁ a
2020_21-06-2020 Rapart ] 2020
WEEKLY_REPORT_10-05-2020_16-05-2020 Weekly Repart iunwm 185 :;;2:!2”20 S i Y
WEEKLY_REPORT_03-05-2020_09-05-202 21 /062020 18 03052020 - 09/0
o Weekly Report 56 et ] [+
Rows per page M =

Click a column header to sort the reports by alphabetical / ascending / descending order.

+  Report Name - The report label
- Report Type — Report category
+ Reported at — Report generated date and time

+  Period - Indicates the ‘from’ and ‘to’ days for which the report is generated

+  Status — Whether the report is downloaded or not. Closed envelope icon indicates the report is not

downloaded.
+  View Report- Click this to save the report.

Download a report
+  Click the arrow in the report row that you want to save:
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“ou have chosen to open:
o] WEEKLY_REFORT_03-05-2020_09-05-202 0Ladsx

Hanoit i which is: Microsoft Excel Worksheet (185 KE) o At e R e

WEEKLY from: hetps://s3.amazonaws.com 21 FO6S2020 18- 03/05/2020 - 09/0

o 5 S/2020

wesH What shauld Firefox do with this file 21/06/2020 18:5 10/05/2020 - 16/05 ﬁ

) Open with | LibreQffice Calc (defauk) - 7 2020

rl]ﬂ @ Save File ;;}'ﬂﬁm 19 E::;m‘zn- 1370 n G

EDR_OP 22006/ 2020 155 14006/ 2020 - 20/06

200620 i) 2020 ﬁ a

ENDPOI - i 21,/06/2020 19:0 21/06,/2020 - 21/06

2020_21-06-2020 Repart o F2020 ﬁ a

e 1m -
«  Click ‘OK’ to save the report.
The following report types are generated in MDR.
Report Type Frequency Description
Weekly report Weekly Report of actionable incidents, unusual network traffic, threat
types, log collection summary and more.
EDR operational Weekly The report contains continuous monitoring and response
report service outputs for advanced threat protection of endpoints.
Dashboard report On-demand Total events received from sources such as domain controller,
Palo Alto, web proxy, ProffPoint and so on.

Endpoint compliance | Weekly Details such as total number of enrolled devices, last
report reporting status, Comodo anti-virus product version status,

new malwares detected in past one week and so on.

Executive report Monthly This report includes work summary like investigated and
notified incident details and log collection details.

Report also contains some analytics on data collected from
customer and provides summary about overall security level
of the customer.

Threat intelligence Monthly Areport of vulnerabilities analyzed by the SOC team on all
report customer products. It includes the latest threats analyzed as
well as the result of SOC checks in the customer networks.

Incident report Weekly Contains information about network and system security.
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9 Notification Settings

«  Configure who should receive alert emails sent by Comodo SOC team. For examples, incident notifications
are sent to the selected users.

Click the settings icon at top-right to open the screen:

= Setlings (Last three manths) S00UA = I3
@ nor ,_] BRSO

# Home r 0
User Notification Settings (i ]
B Service Summary
T corviack Ema Feceve Nolfication
ff  noioems oo w
|
M Log Colection Summany
O
A Threst Gommnication Graph
O
[ =
M Reporiing

Cloud Security Settings

Admins and staff in your portal account (Comodo One, Dragon Platform and ITarian) are shown in the user list.

«  User Name - User ID of the staff

«  Contact Email - Email address provided at the time of enrolling the staff. Notification mails are sent to this
address.

+ Receive Notification — Enable / disable for email notification.
Click ‘Save’ after selecting the users. A confirmation message is shown:

User Notification Setting is updated successfully.

Comodo cWatch MDR Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 39



cCOMODO

Creating Trust Online®

10 Integrate yur Office 365 ccount
with MDR

You can integrate your Office 365 account with MDR so any threats and behavioral anomalies are detected. Once
integrated, our SOC team analyzes data logs from your Office 365 account for malware activity and other anomalies.

You have to first configure your Azure AD application and MDR so as to collect data.
Configuration Steps

«  Step 1- Create an APl integration application within registry

«  Step 2 - Create security credentials for registered application

«  Step 3 - Add permissions for the registered application

«  Step 4 - Configure MDR with Azure application registration attributes (Tenant Id, Client Id, Secret
Key)

Step 1 - Create an API Integration Application within Registry
+  Log into your Azure account (https:/iportal.azure.com).
+  Navigate to App registrations and create a new app by clicking ‘+ New registration’
+  Fill application details as shown below:

« > O @ portal.azure.com/*blade/Microsoft_AAD 1AM/ ActiveDirectoryMenuBlade/RegisteredApps

Microsoft Azure D Search resources, services, and docs (G+/)

Home » Biomber | App registrations * Register an application

Register an application

* Mame

The user-facing display name for this application (this can be changed later).

comodo-mdr

Supported account types

Wheo can use this application or access this APIZ

(@) Accounts in this organizational directory only (Biombee only - Single tenant)

Y a P -
) Accounts i any organizational directory [Any Azure AD directory - Multitenant)

™ & [T . a1ttt o ; g
) Accounts in any organizational directory [Any Azure AD directory - Multitenant) and personal Microsoft accounts (2.9, Skype, Xbox)

Help me choose

Redirect LRI (optional)

we'll retumn the authentication response 1o this URI after suocessfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for mast authentication scenarios,

Web e e.q. hitpsymyapp.comyauth
By procesding, you agree to the Microsolt Platform Policies

«  Name: comodo-mdr (or any other suitable label)
+  Supported account types: Choose "Accounts int this organizational directory only"
+  Click ‘Register’
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Note down the Application (client) ID and Directory (tenant) ID.

Step 2 - Create Security Credentials for Registered Application
+  Click ‘Certificates & Secrets’ on the left

= Micrasoft Azure B Soarch ftestis, s, ard docs (Ge) m

comede-mdr | Cotificates S wcreti

comodo-mdr | Certificates & secrets

Add a chent secret

B Owiviw

Description
F Ouicksea
Manage Expires

I
= Branding 1y

() n 2 years
D authentication
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«  Click ‘“+New client secret’

«  Create a secret insert description for the key, select expiration of ‘Never’, then click ‘Add’ (only then will the
key/secret be generated)

«  Copy the new client secret value.

Step 3 - Add Permissions for the Registered Application
+  Click ‘API Permissions’ on the left then ‘Add a Permission’
«  Click ‘Microsoft Graph’ and select ‘Application Permissions’
«  Add permissions as shown below:

“ Microsaft Graph (4)
AuditLog.Read.All Application Read all audit log data Yes
IdentityRiskEvent.Read. All Application Read all identity risk event information Yes
SecurityEvents.Read Al Application Read your organization's security events Yes
User.Read.Al Application Read all users’ full profiles Yes

+  Click ‘Add a permission’ again and select ‘Office 365 Management API' and toggle ‘Application
Permissions’.

+  Add permissions as shown below:
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~ Office 365 Management APls ()
ActivityFeed.Read Application Read activity data for your organization Yes
ActivityFeed . ReadDlp Application Read DLP policy events including detected sensitive data es
ActivityReports Read Application Read activity reports for your organization Yes
ActivityReports.Read Application Read activity reports for your organization Yes
Threatintelligence.Read Application Read threat intelligence data for your organization Yes
Threatintelligence Read Application Read threat intelligence data for your organization Yes

Step 4 - Configure MDR with Azure Application Registration Attributes (Tenant Id, Client Id, Secret
Key)

+ Log into MDR Customer Portal.
«  Click "Settings" at the top left of the screen and scroll down to ‘Cloud Security Settings’

Fa

= Settings TestCustomerl * La

Cloud Security Settings

Integrate your Office 365 account u Of‘ﬁce 365
Fill in the below felds o register your Office 365 account. @@E ﬂ‘:mn ’
Client ID Tenant 1D Secret Key

REGISTER YOUR ACCOUNT

- Enteryour client ID, tenant ID (generated in step 1) and secret key (generated in step 2) into the respective
fields.

+  Click "Register Your Account"

That's it, your Office 365 cloud account is integrated with MDR. Contact your Comodo account manager for support
if you have any trouble integrating your cloud account with MDR.
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About Comodo ecurity Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or Linkedin.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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