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1 Introduction to Comodo cWatch
Network

Comodo cWatch Network is a security intelligence and event management product (SIEM) built exclusively for MSPs
to help them grow their business. cWatch Network features advanced event log monitoring, built-in reporting,
multiple pre-set queries, a powerful custom-query interface, automatic assignment of incidents to personnel,
customizable dashboards and real-time alerts. cWatch Network's multi-tenancy architecture enables MSPs to
manage their customers from a single deployment and benefit from "big data" scalability as their log sizes increase.
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Features

+  Real-time event monitoring and processing

+  Long-term log retention, archiving and backup

Multiple 'Ready-to-go' queries to address typical use-cases

«  Powerful query creation interface for custom queries

+  Configurable custom dashboards

«  Custom report generation and report scheduling

+ Incident management

«  Per-customer policy creation and management

+  Immediate alerts and incident delegation

« 'Live Lists' of event parameters for use in queries and correlation rules

Rapid search over huge volumes of data

Guide Structure

This guide is intended to take you through the configuration and use of cWatch Network and is broken down into the
following main sections.

+ Introduction to Comodo cWatch Network

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 3
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« Purchase a License
+ Log-in to the Administrative Console
«  The Main Interface

«  The Dashboard

+  Customer Asset Management

« Add Customers
+  Add Assets for Monitoring
»  Configure Nxlog and Rsyslog to Send Logs to cWatch Network Server
+  Edit Customers
+  Query Management
«  Configure Event Queries
- Long Term Analysis
+  Configure Custom Dashboards
+  Event Field Selection Settings
« Managing Rules
+ Manage Correlation Rules
«  Manage Tagged Rules
Manage Aggregation Rules
+ Incidents

«  Manage Incidents
+ Incident Category Management
+  Category Action Management
+ Lists
« Manage Live Lists
« Manage Live List Content
- Manage Range List Content
+  Manage IP Range List Content
+  Manage Multiple Column List Content
- Manage Reports
+  Administration

+ Event Collection
+  Phantom Settings
«  Manage Users
« View License and Subscription Details
+  Appendix 1 - Field Groups and Event ltems Description

+  Appendix 2 - cWatch Supported Logs

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 4
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1.1 Purchase a License

To purchase a license:

«  There are three ways you can subscribe for cWatch - via a Comodo One account, Comodo Dragon and via
an ITarian account

«  Click here to learn how to subscribe for a Comodo One account
+  Click here to learn how to subscribe for a Comodo Dragon account.
«  Click here to learn how to subscribe for an ITarian account

cWatch purchasing is the same for both Comodo One, Comodo Dragon and ITarian. The following tutorial explains
how to subscribe via Comodo One.

+  Login to your Comodo One / Comodo Dragon / ITarian account
«  Click 'Store' on the menu bar
+  Click the cWatch tile to see product details and pricing:

) _
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+  Click the 'Free' button to open the purchase page:

Buy New Subscription cWatch

newowatchoone@yopmail.oom

Password *

«  Enter your C1 account password and click 'Login'

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 5
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Subscriptions assigned to this Comodo One Account
- Login -

2. Comode ONE Account You do not have any existing licenses. Please continue purchasing by clicking Buy New button.
3. Configure 5
stomer Information

r Confirmation

+  Click 'Buy New'

Buy New Subscription cWatch

Configure Subscription

1. Login
2. Comodo ONE Account
3. configure Subscription

4, Customer information

5, Order Confirmation

30 Days

6. Order Summary

FREE

select

«  Click 'Select'

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 6
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Customer Information

Company Name

4. Customer Information
Company Website
5. Order Confirmation

6. Order Summary

Street Address *

Fhone Mumber

0422391025

Street Address 2

City Country *
State or Prowvinge Postal Code *
Billing Information

of| The same as Contact Information

Terms and Conditions

ol I have read and agree the End User License/Service Agreement

Back Mext =

«  Your company name is auto-filled. Edit it if required and provide website and company address details.

« Read and agree to the end-user license/service agreement.
+  Click 'Next' to proceed to order confirmation

Buy New Subscription cWatch

f SUFMImany

QOrder Confirmation
1. Login
2.0
PRODUCT
cWatch Core For Comoda One FREE 30 days (S00 miwday log voleme)

LICENSE PERIOD

30 days

TOTAL

FULL PRICE
$0.00

$0.00

e m

+  Click 'Next' to submit your order. The order summary page is shown afterwards:

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved.
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1. Lagin

2. Compda OME Account
3. Configure Subscription
4. Custormer information
5. Order Confirmation

6. Order Summary

+  Click 'Finish'
After the purchase is complete, cWatch will appear in the ‘Applications' interface.

Buy New Subscription cWatch

Congratulations! Your order is completed.

Order #37859163-4

Comodo Security Solutions, Inc
1255 Broad Street

Cliftom, N] 07013

United States

Subscription Details

FRODUCT NAME
cWatch Core For Comado One FREE 30 days (300 mbfday log

wolume]

INVOICE NUMBER 37859163-14

Order Details
Order Humibier
Order Date
Order Towal

Subscription Expires On
Product Details

Unit Price

chennaicwatchsiem

Sth Main Road 9th Main Road
Chennai

IN

LICEMSE KEY

SUBSCRIPTION ID 0SBSFDCITS

2019-02-06

019-03-09

1
=]
=
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1.2 Log-in to the Admin Console

You can open the cWatch Network admin interface after logging-in to your Comodo One / Comodo Dragon / ITarian
account.

Access the cWatch Network admin console:
+  Login to your Comodo One / Comodo Dragon / ITarian account

+  Click 'Applications' then 'cWatch'

COMDDD

ONC = Iii APPLICATIONS ~ {3 MANAGEMENT - [ REPORTS

g ENROLL NEW D Endpoint Manager

RMM
Customer: All Patch Management
Device Management
Help Actions
Procedures

Endpoint Protection

Service Desk

Dome Shield

All Applications

Help Guides

S

The cWatch admin console will open at the dashboard:

oMs ~ Y MANAGEWENT ~ B RepaRTs W sTome (O Toous
=
Cantemars Q Lag Collection  Gecuriy fwence  Incidesce O Last)hour |-
Logs per Minute Lags per Collectar
SOCIN
e ra: b
SOCUA
bar f Dpen Inciderr: 201
comuodoankars
rarTh O 0 et 160
L m
L L
Tap Applicatisns Tep Prediscts
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1.3 The Main Interface

The admin console is the nerve center of cWatch, allowing you to enroll networks/endpoints, create log collection
policies and more. The dashboard contains at-a-glance statistics about your protected network.

mﬂnhlxmrd 3 Situstional Avwareress :"h E

Customers [ Log Colloction | Sacurity Evonts Incidants 0 Last i howrs |w

A Logs per Minure Logs per Collector
FMumber of Open Incidents: 263

Number of Events. 726504 JI
Humberaf X

L & i B b
SOCUA |I |I ia '\."l R i | LA | |
R L LRJ i 4 L
Murmber of Dpen inddent= 19 ' ' L L

comadaxnkara
Mg of Dpan Incicents; 248

W cWalrhbenso B 1B188.1 70T 50CUA
tosT 3 [l DESKTOP-BISKAGA

Top Applications Top Products

+  The title bar shows your username, region, language and the number of alerts you have. The options icon
on the right lets you change profile settings and password.

Title Bar Controls - Descriptions

The username of the currently logged-in admin

M The name of the selected default customer. See 'Change Region and Default
Customer' for more details.

The location, language and time zone settings as per the currently logged-in admin.

n The number of incidents detected.

Click on the notification icon to open the incident management interface. The interface
shows a list of incidents from all customers and lets you reassign them. See Incidents
for more details.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 10
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Allows the currently logged-in administrator to edit their location, language and set
default customer. See 'Change Region and Default Customer' for more details.

Navigational Menu button - Clicking this button allows administrators to navigate to the
required main functional areas of the console: Dashboard, Assets, Investigation, Rules,
Incidents, Live Lists, Reporting and Administration.

Main Functional Areas

Dashboard -A graphical summary of all events, top detected applications, attack sources, firewall event
sources and more. See 'The Dashboard' for more details.

Assets - Add and manage networks for the customers, configure Nxlog and syslog servers and more. See
'Customer Asset Management' for more details.

Investigation - Create event queries and view the results in pie charts, bar charts and spider charts. See
'‘Query Management' for more details.

Rules - Create rules to analyze logs and provide alerts for certain conditions. See 'Managing Rules' for
more details.

Incidents - Manage correlated and default incidents, assign/reassign incidents to users and more. See
'Incidents' for more details.

Lists - Create values that can be inserted into form fields when creating event queries and correlation rules.
For a example, a list might be used to populate the suggestions in a drop-down menu. See Lists for more
details.

Reporting - Generate customer specific reports. Reports are available for different kinds of events such as
login failures and successes, suspicious login attempts and more. See '‘Managing Reports' for more
details.

Administration — Download log collection utilities in order to deploy them on Windows and Linux servers.
See 'Administration' for more details.

Change Region and Default Customer

Click the user setting button .and choose 'Region & Language' from the drop-down.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. "
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Region & Language

Region ﬂ
Greenwich (0:00)
Language

English

The 'Region and Language' dialog will appear.
+  Choose the region and time zone to be followed from the 'Region’ drop-down.

«  Choose the language in which the cWatch Network web console is to be displayed from the 'Language’
drop-down.

+  Click the 'Submit' button.
A confirmation message will displayed.

Region And Language changed successfully. Please login to portal again.
The settings will be changed and will take effect from your next login.
Customer Selection
«  After logging in, by default, the dashboard will show statistics for all customers.

+  You can configure cWatch to display statistics for a particular customer throughout the logged-in session.

For example, if you navigate to different screens and return to dashboard, the statistics for the selected
customer will be shown.

+  Note - This setting is valid only for the session.

«  Click the user setting button .and choose 'Customer Selection' from the drop-down.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 12
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Customer Selection

comodoankara

The 'Customer Selection' dialog will appear.
+  Choose the customer the drop-down.
+  Click the 'Submit' button.

A confirmation message will displayed.

Support
At the bottom of the interface, clicking the 'Help' and "Tutorials', opens the respective support pages.
+  Help - Opens Comodo cWatch Network online help guide at https://help.comodo.com
+  Tutorials - Opens the tutorials page that contains instructions and videos for some important tasks.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 13
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2 The Dashboard

«  The dashboard shows a summary of collected logs, events and incidents detected on customer networks
over a selected period of time. This allows admins to more effectively track customer progress, diagnose
potential issues and to make informed decisions should corrective actions need to be taken.

«  The default view shows details collected for all enrolled customers. You view statistics for a particular
customer by clicking 'Settings' > 'Customer Selection'. You can also can filter statistics by customer by
choosing a customer on the left.

The 'Situational Awareness' dashboard contains three tabs, 'Log Collection’, 'Security Events' and 'Incidents’".
+ Log Collection - Displays graphical summaries of logs collected from different networks.

«  Security Events - The 'Security Events' tab provides critical information such as top 10 attack sources, top
10 attack destinations, top 10 firewall event sources and number of firewall events happened per minute.

« Incidents - The 'Incidents' tab provides details such as incident list, top 10 alerts, open incidents and
unassigned incidents.

The 'Situational Awareness' dashboard is shown by default whenever you log-in to cWatch. You can reach the
interface at any time by clicking 'Menu' > 'Dashboard' > 'Situational Awareness'":

[ pashboard

Situational .ﬂwr‘ﬂl‘lfﬁﬁ

By default, the statistics for all customers will be displayed after logging-in.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 14
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Selecting Customer and Time Period

The left hand menu displays a list of all enrolled customers along with details such as the number of events, number

of open incidents, number of networks, number of zones and number of agents for each customer. The top item in
the list displays a consolidated summary of details from all the customers.

Customers

o
Al
Murier of Open ncidents: 263

Number of Events: 726584
Humber of Metworks: 3

Wi e

Wl Tores @
SOCLIA

Hursber of Dpen Inddeni: 19

comodoankara
Nisminer of Opan W icents; 248

To view the charts with details from all the customers on the dashboard, select 'All' from the list

To view the charts pertaining to a selected customer on the dashboard, select the customer from the list
To update the list of customers and number of events, click the refresh button at the top

The drop-down at top left allows you to choose the time period for which the statistics should be displayed. You can
choose from the past hour up to the past 24 hours.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved.
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} | Last 1 hours *
Last 1 hou IE:‘

Last B hours
Last 12 hours
Last 24 hours

Tip: You can also create custom dashboards to show data tailored to your requirements. Custom dashboards let
you view complex queries in easy-to-understand charts. This allows you to effectively track, monitor and analyze
customer activity. See 'Configuring Custom Dashboards' for more details.

Following sections explain more on:
+ Log Collection Charts
+  Security Events Charts
+ Incidents Charts

Log Collection Charts

The 'Log Collection' tab displays statistics of logs collected from the selected customer networks as four charts,
'Logs per Minute', 'Logs per Collector', "Top Applications' and "Top Products'. Comodo cWatch Network gathers logs
from various systems, tools and devices so that the data may be searched, correlated and used to create reports.

Logs per Minute

The chart shows the number of logs collected from various sources in selected customer network at different time
points.

Logs per Minute

20k
2018-04-16 12:19
15k = Count: 13,677
]
3
E 1':”‘{
Sk
Ok
Ny & 3
o o e e
e ¥ o NG

Placing the mouse cursor on the graph shows the exact number of logs collected at that time point as a tool tip.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 16
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Logs per Collector

The 'Logs per Collector' chart shows the number of log entries collected from different agents/networks pertaining to
the selected customer's networks.

Logs per Collector

1,000k
comodoankara
= cWatchSensor: 743,205
750k : - =
=
“;:..E 500k
250k
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o o
& &
o3 5
(8]
&
I:.,C'
M cwatchSensor 1l 18.218.16.162 SOCUA

Centos71.comodo.ua [l DESKTOP-B15K4G4

Placing the mouse cursor on a bar shows the exact number of the log entries collected from the respective agent as
a tool tip.
Top Applications

The "Top Applications' pie-chart shows the percentage breakup of number of log entries received from events
generated by various applications running in the customer's network.

Top Applications

~— MxSensor_c:33.76%

FSensor_dns
= Count: 1,042

MxSensor d.-39.39% ¢

Placing the mouse cursor on a sector shows the exact number of the log entries collected from the respective
application as a tool tip.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 17
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Top Products

The "Top Products' pie-chart shows the percentage breakup of number of log entries of events generated by network
appliances and firewalls connected to the customer's network.

Top Products

NSensor Conn L e e oe e
= Count: 1,268

-2939%

-
"
=
=]

Placing the mouse cursor on a sector shows the exact number of the log entries collected from the respective
product, as a tool tip.

Security Events

The 'Security Events' tab in the dashboard displays summaries of events detected from the customer networks as
four graphs, "Top Attack Sources', "Top Attack Destinations', "Top Firewall Event Sources' and 'Firewall Events Per
Minute'. Comodo cWatch Network gathers logs from various systems, tools and devices so that the data may be
searched, correlated and used to create these reports. The data is then analyzed automatically and graphs are
displayed accordingly.

Top Attack Sources
The addresses from which most attacks originated, and the type of attack.

+  Addresses are shown on the X-axis. Quantity of attacks are shown on the Y-axis. Attack types are color-
coded and listed in the legend below the chart.

«  Place your mouse cursor over an event to view attack details.

+  You can hide/view a bar by clicking its name in the legend. The colored box beside an event name will be
black if the bar graph for it is hidden.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 18
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Top Attack Destinations
«  The systems that are most affected by the attacks

+  Addresses are shown on the X axis. Quantity of attacks are shown on the Y axis.
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«  Place your mouse cursor over an event to view attack details. The colored box beside the event name will

be black if the bar graph for it is hidden.

Top Attack Destinations
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Top Firewall Event Sources
«  The endpoints that are most affected by firewall attacks.

« |IP addresses of systems from where the firewall events originated are shown on the X axis. Quantity of

attack events are shown on the Y axis.

+  Place your mouse cursor over an event to view attack details. The colored box beside the event name will

be black if the bar graph for it is hidden.
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Top Firewall Event Sources
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Firewall Events Per Minute
«  The bar graph provides occurrence of firewall events per minute.

«  For example, admins can get the time when the greatest number of firewall events occurs for a customer or
if no events are coming from a customer, it may indicate malfunctioning communications with the agent or
issue with log forwarding.

+  Place your mouse cursor on a point in the graph to see more event details.

Firewall Events Per Minute
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Incidents

«  cWatch generates alerts based on rules that defined in the 'Correlation Rules Management' interface

«  These alerts are automatically assigned as incidents to the user responsible for the customer. See
'Administration’ for more about assigning admins to customers.

«  Alerts that are assigned to users are called 'Incidents'. Incidents that are not closed are called ‘Open
Incidents'".

+  Alerts that are not assigned are called 'Unassigned Incidents'.
+ You can also add incidents manually in the 'Incidents' screen and assign them to users.
+  See 'Managing Incidents' to learn more about incidents.
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Log Collection Security Events Incidents
Incident List { Total Count: 270)
Date -~ MName Object = Subject Category Priority | Username
2018-04-16 10:42-32 | Blacklisted Communication EXT to INT 104 | 1010, | UNUSUAL NETWORK TRAFHC Medium | cwatchankara_o ™
2018-04-16 10:20x40 | DN5 Query to a * top domain 101, | 100 | DNS REQUEST ANOMALIES Medium | cwatchankara_o
2018-04-16 10:20x40 | DN5 Query to a *.top domain 101.. | 1921... | DNS REQUEST ANOMALIES Medium | owatchankara_o
2018-04-16 09:18:31 | Blacklisted Communication EXT to INT 185.. | 10.10.. | UNUSUAL NETWORK TRAFHC Medium | owatchankara o
2018-04-16 07:45:33 | 5CAN Behavioral on Unusual Ports 101 | 1030, | UNUSUAL NETWORK TRAFAIC | High owatchankara_o
2018-04-16 072733 | Blacklsted Communication INT to EXT 101, | 1622 | UNUSUAL NETWORK TRAFHC Medium | owatchankara_o
2018-04-16 07:06:31 | False Auth S5H Conn 101 | 10100, | AUTHENTICATION AMOMALIES | High owatchankara_o
2018-04-16 06:45:32 | eMule KAD Network Connection Request | 10.1.. | 1575 | UNUSUAL NETWORK TRAFHC | Medium | cwatchankara_o
2018-04-16 06:45:31 | P2P Application{s) Activity 10.1.. UNUSUAL METWORK TRAFAC | Medium | owatchankara_o
2018-04-16 05:54:32 | CHAT Related Events 101, | 8423 | UNUSUAL NETWORK TRAFHC | Info owatchankara_o
2018-04-16 05:24:32 | WinTrojan.Generic-6454615-0 10.1.. | BBBE | MALWARE ACTIVITY High owatchankara_o o
£ >
Top 10 Alerts Dpen Incidents
300
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Possibie T 200
OYRAMSC DN.__- 341 % I]:.l
T ~ New MalD5 - 30.27 % E

100

ehiule KAD . 7.03 % .
V] —
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DR Cuery . BT H -&y . 35-‘: _.55' C_\\?'i *t'g 692 @Q
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& & & ¢ F o §
. Prtertnl - 1409 3 o A + xF
- Fobential _: 14.07 % R & 2
SCAN Behav 373 % o &
PZF Ociosn.— 1081 %
| LOW  mm MEDIUM HIGH INFO @ CRITICAL

Incident List

The 'Incident List' table at the top displays a list of events with details like name, description and so on.

Incident List ( Total Count: 270

Date - | Mame Object | Subject = Category Priority = Username
2018-04-16 10:42:32 | Blacklisted Communication EXT to INT 104... | 1010, | UNUSUAL NETWORK TRAFHC Medium | cwatchankara_o ™
2018-04-16 10:20:40 | DMS Query to a *.top domain 101, | 1010, | DNS REQUEST ANOMALIES Medium | cwatchankara o
2018-04-16 10:20:40 | DNS Query to a *.top domain 104, | 192.1... | DNS REQUEST ANOMALIES Medium | cowatchankara_o
2018-04-1609:18:31 | Blacklisted Communication EXT to INT 185 | 1010 | UNUSUAL NETWORK TRAFHC | Medium | cwatchankara_o
2018-04-16 07:45:33 | SCAN Behavioral on Unusual Ports 1005 | 1000 | UNUSUAL NETWORK TRAFAIC | High owatchankara_o
2018-04-16 07:27:33 | Blacklisted Communication INT to EXT 100 | 1822, | UNUSUAL NETWORK TRAFHC Medium | cwatchankara o
2018-04-16 07:06:31 | False Auth 55H Conn 100, | 10,0 | AUTHENTICATION ANOMALIES | High owatchankara_o
2018-04-16 06:45:32 | eMule KAD Network Connection Request | 10.1.. | 157.5.. | UNUSUAL NETWORK TRAFAC | Medium | cwatchankara_o
2018-04-16 06:45:31 | P2P Application(s) Activity 10.1.. UNUSUAL NETWORK TRAFAC | Medium | cwatchankara_o
2018-04-16 05:54:32 | CHAT Related Events 100 | 6423 | UNUSUAL NETWORK TRAFHC | Info owatchankara_o
2018-04-16 05:24:32 | WinTrojan.Generic-6454615-0 10.1.. | BBEBE | MALWARE ACTIVITY High owatchankara_o .
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Incident List - Table of Column Descriptions

Column Header Description

Date Date and time of the incident

Name The rule that captured the event

Object The source IP of the assets

Subject The destination IP of the host

Category The incident type. For example, 'Malware activity' or 'Unusual network Traffic'

Customer Name of the affected customer

Username The administrator to whom the incident is assigned

Priority The severity of the event. Event priority can be specified in the 'Rule Creation' screen and in
the 'Add Incident' screen.

Status Shows whether the incident is 'Open’, 'In-Progress', 'False Positive' or 'Closed'.

Type Whether the event was automatically or manually generated. Automatic events are called
'Correlated'. Manual events are called 'Default'.

Summary A Ishort description of the incident. This description is provided when creating or editing the
rule.

Trigger Count The number of times the incident has occurred

Last Trigger Date Time and date that the rule was most recently breached.

|dentity Internal id of the incident.

Report Whether the report for the selected incident is generated or not

You can sort the column items alphabetically/ascending or descending by clicking on the column header.

Top 10 Alerts
«  Shows the 10 rules which generated the most alerts

- Place your mouse cursor over a chart slice to view more details.
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Top 10 Alerts
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Open Incidents
«  Shows unresolved incidents by assignee.
«  Assignees are shown on the X axis. Quantity of attacks are shown on the Y axis.

+  Place your mouse cursor over a bar to view the number of incidents, the severity of the incident and the
user assigned.

+  You can hide/view a graph bar by clicking the legend items
+  The colored box beside the priority will be black if the bar graph for it is hidden. Click on it again to display

the bar graph.
Open Incidents
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3 Customersset Management

The asset management area lets you manage customer endpoints and networks.
To open the 'Asset Management' interface:

«  Click the 'Menu' button at top-right

+  Choose 'Assets' and click 'Asset Management'.

€)- | €®enosao

Incidents

The 'Asset Management' interface lists customers on the left and customer details on the right:
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!lssets F Asset Management

Custemer List Customer Details

Nama Talephone

Locations
Comodo India

Comesdo Phiighines
et M5P Servaces

sbu Shies

Cantacts

de | ) Papaiefi € | 3

The following sections explain how to manage customers, customer assets and configure customer network to send
logs to cWatch.

« Add New Customers

« Add Assets for Monitoring

«  Configure Nxlog and Rsyslog to Send Logs to cWatch Network Server
- Edit Customers

3.1 Add Customers

+  To monitor customer networks, you first need to add a customer then provide details of their networks and
other assets.

+  Once a customer is added, a 'Network Activation Key' and "Token' will be generated for them.

+  This token, which is configured in the log config file, is used by cWatch to identify the web-server or
network.

+  See 'Configure NxLog and Rsyslog to Send Logs to cWatch Network Server' for more details.
Add a new customer

Customers added to your Comodo One / Comodo Dragon / ITarian account are automatically added to cWatch.
+  Login to your Comodo One / Comodo Dragon / ITarian MSP account
«  Click 'Management' then 'Customers'
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COMODO

ONC 222 APPLICATIONS v ‘¥ MANAGEMENT ~ [ REPORTS

|
|
g ENROLL NEW DEVICE [: D - |

Customers

Staff
Customer: All Roles

Account

Security Status -
Applications
o Audit Logs

Inactive Antiviru Inactive Firewall

(A}

«  Click the 'New Customer' button:

3 Manapement ¥ Customers

New Customer

Contact Ermail *
Mame & Contact Email 2
Post Production cone_postprod@yapmail.o

Address ™
Sarkan Sakinmaz serkan.sakinmandoomods
SOCUA dmitriy. siroshdoomodo.cg

Postal Code *
comodoankara cwatch-network@oomodo.
1 -4 of 4 items Descriplion

Canced

«  Complete each field on the form then click 'Save' to add the customer.
+  Click 'OK" in the confirmation dialog:
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Alert

New customer is added successfully.

+  Repeat the process to add more customers.

In the cWatch interface, you can view the customers in the dashboard and asset management screens.

CcCOMODO

Creating Trust Online®

Dashhuard > Situational Awareness

F ™

Customers O Log Col

All
Mumber of Open Incidents: 2135

Mumber of Events: 441333
Number of Networks: &
MNumber of Zones: 0

SOCIN

Mumber of Open Incidents: 0

Value

SOCUA
Number of Open Incidents: 287

comodoankara
Mumber of Open Incidents: 1848

«  The next step is to:

+ Add assets to cWatch Network for monitoring

!.ﬂ..ueb ¥ Assel Management

Eustamer List

Hame Telephane

Eustom

+  Download Nxlog and Rsyslog config files to deploy on networks
See 'Add Assets for Monitoring' and 'Configure Nxlog and Rsyslog to Send Logs to cWatch Network Server'

for more details.
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3.2  Add Assets for Monitoring

You need to add customer assets to cWatch Network in order to collect logs and monitor events. Administrators
should enroll the web-servers, endpoints and software assets (such as services) that they wish to monitor.

To add assets for a customer
«  Open the 'Asset Management' interface by clicking the 'Menu' button, then 'Assets' > 'Asset Management'.
+  Select the customer whose assets are to be added, from the left hand side pane.

The Customer Details pane will open in the right.
+  Click 'Manage' at the bottom left of the right pane

Customer Details
Name Telephone
Chennai Techwriting 9445175813
Locations

USA

New fersey S 1

_+_

Contacts

2 (G e e

Hard Assets Soft Assets

Assets Action

« | = Network

Team 1 Token: 8 m
a065175782a9497dbB71 edBda4dc7f90 2 Nxlog 2 Rsyslog
Team 1 Activation key:

developmentank | CUSTOfE7M107b3¢1450cheSa4bbo5at41a62 | 578dc04efoBe45c0bET1 7c565a04dbaa

The interface for adding customer's assets will open. It contains two tabs:

« Hard Assets - Allows you to add networks and zones to be monitored by entering their start and end IP
addresses. See Hard Assets for more details.

«  Soft Assets - Allows you to add soft assets like services hosted from the network by specifying their URL,
website and so on. See Soft Assets for more details.
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3.2.1 Hard Assets

The 'Hard Assets' interface allows you to add and manage networks for enrolled customers. You can add several
networks for each customer by specifying their start and end addresses. Each network can be divided into zones
depending on organizational requirements.

For each network or zone defined for a customer:

« Aunique authentication token is generated. The authentication token can be used as
'AGENTLESS_AUTH_TOKEN' parameter on the configuration script that can be run on Linux and Windows
endpoints with RSYSLOG and NXLOG utilities, for agent less log collection from them. See 'Configure
Nxlog and Rsyslog to Send Logs to cWatch Network Server' for more details.

To open the Hard Assets interface for a customer
+  Open the 'Asset Management' interface by clicking the 'Menu' button, then 'Assets' > 'Asset Management'.
+  Select the customer whose assets are to be added, from the left hand side pane.

The Customer Details pane will open in the right.
- Click 'Manage' at the bottom left of the right pane and choose the 'Hard Assets' tab.

B fssets 3 Assot Managoment 2=
Customer List Hard Assets  Soft Assets
Mame Talephone AsSRrE
* Team 1 y F &S B+
Fo# 0
Chieninas Tg:hwrmﬂs S4A%1 75813

|+ Network
Team 1 Toke
a0551 757Bead407dnET 1 edSdadde 70 4 Mulog £ Rsyslog
Team 1 Activation key:

+ add O Y 0 Y devslopmentank | CLISTOMTH 07030 1850che 5a4bb0 53541 akie | STEdC4eiNBeS 000871 7o 56504033

The list of networks/zones added for the selected customer is displayed in the right hand side pane with action
buttons. The network token and the activation key for the selected network are displayed in the lower right pane.

Hard Assets: Action - Controls

[2] Clicking this icon displays the authentication token and download buttons for the pre-
configured RSYSLOG and NXLOG configuration script files for the network/zone in the lower
right pane.

£ Allows you to reset the authentication token for the network/zone and generate new one.

Once the token is changed, the old token becomes invalid. The cWatch Network server will
not be able to collect logs from RSYSLOG and NXLOG utilities at endpoints with
configuration script file containing the old token.

# Allows you to edit the name and IP address range of the network or the zone.

Allows you to delete the network or zone. Deleting a network also deletes the zones
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configured under it.

+ Allows you to add a zone to the network.

The Hard Assets interface allows you to:

« Add a new Networks and Zones

- Edit a network or zone

+  Delete a network or zone

+  Get the authentication token and activation key for a network or zone
To add hard assets for a customer

«  Select the customer from the left in the 'Asset Management' interface and click the 'Mange' button on the
right pane.

+  Click the 'Hard Assets' tab
+  Click the 'Network' button at the bottom of the right pane.

Hard Assets Soft Assats

Assets Action
* Team 1 B L2 A 8 +
First Shift B A2 & B
Add Network x
Marme
Start IP
EndIP

— [ 4 Network

Team 1 Token:

al651 7578230457 dbE 71 edEdaddc TFO0

Team 1 Activation key:

developmentank| CUSTOETH07b301 450chc Sa4bb5a641 abe | 57RAC04afRBe453c00ET 1 7c565a04dbaa

The 'Add Network' dialog will appear.

- Name - Enter the name of the network in the field.

« StartIP - Enter the start IP address if a range of endpoints are to be added. If a single endpoint is to
be added, enter its IP address in both the 'Start IP' and 'End IP' fields.

« EndIP - Enter the end IP address if a range of endpoints are to be added. If a single endpoint is to be
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added, enter its IP address in both the 'Start IP' and 'End IP' fields.
+  Click the 'Add' button.
The network will be added and a unique authentication token and agent activation key will be generated for the

network. Clicking the [2] button in the new network row will display the token and the key at the bottom of the right
pane.

Hard Assets soft Assets

Assets Action
» Team 1 iR - B
First shift [ R S
Team 2 W £ £ O =

— 4 Metwork

Team 1 Token: B
20651757 8220487 dbET1 edidaddc 7500 % Nulog + Rsyslog
Team 1 Activation key:

developmentank | CUSTOfRTI 07b3c1450cbe Sa4bba5a641 a6e | 572dc04ef08e4500b87 1 Te565a04dhaa

«  Repeat the process to add more networks.
To add a zone to a network

- Click the =+ button in the row of the network.
The 'Add Zone' dialog will appear.
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Hard Assets Soft Azsets

Assels Action

* Teamn 1 WS 5 0+
First Shift v R S 8 |
Team 2 A s of+)

Add Zone

MName

Start P

End IP

— = Network

- Name - Enter the name of the zone in the field.

- Start IP - Enter the start IP address if a range of endpoints are to be added for the zone. If a single
endpoint is to be added, enter its IP address in both the 'Start IP' and 'End IP' fields.

« EndIP - Enter the end IP address if a range of endpoints are to be added for the zone. If a single
endpoint is to be added, enter its IP address in both the 'Start IP' and 'End [P fields.

«  Click the 'Add' button.

The Zone will be added to the network and a unique authentication token will be generated for the zone. Clicking the
2] button in the row of the new zone will display the token and the key at the bottom of the right pane.

To edit a network or a zone
. Click the #" button in the row of the network or the zone.
The "Edit' dialog will appear. The dialog is similar to Add Network or Add Zone dialog.
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Hard Assets Soft Assets

Aszzets Artion

* Team 1 A -
First Shift b 2 & 8

* Team 2 m A Q @ +
second Shift F F 0

Nama

Team 2

start P
192.168.21

End IP
192.168.2.3

& <+ Network

+  Edit the details as required and click the 'Add' button.

To delete a network or zone
. Click the T button in the row of the network or the zone.

A confirmation dialog will appear.

Hard Assets Soft Assets

Azsets Action
* Team 1 B » £ --
First Shift 11 S
* Team 2 m » £ --
Frr 0

Second Shift

Do you want to confirm?

Metwork Team 2 will be deleted with all of it's zones

e ves |

Click "Yes' to remove the network or the zone. Please note that if a network is removed, the zones under it
will also be removed.
To get the authentication token, activation key and the configuration script files for a network or a zone

. Click the 2] button in the row of the network or zone.
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The authentication token and the agent activation key for the item will be displayed at the bottom of the screen.

Hard Assets Soft Assets
Assels Action
* Team 1 s B +
First Shift s |
* Team 2 s 80 +
Second Shift FEue |
« = Network
Team 2 Token:
4d531260122140c6b2682302308 8504 i Nxlog % Rsyslog
Team 2 Activation key:
developmentank | CUSTOfA71107b301450cbc534bb5s5a641a6e | Bo02f1abb55147a7963b934372ad4d36

«  Authentication token - The authentication token can be used as '"AGENTLESS_AUTH_TOKEN'
parameter on the configuration script that can be run on Linux and Windows endpoints with RSYSLOG and
NXLOG utilities, for agent less log collection from them. See 'Configure Nxlog and Rsyslog to Send Logs
to cWatch Network Server' for more details.

+  Configuration Script Download Buttons - The configuration files can be directly run on endpoints with
RSYSLOG and NXLOG utilities respectively without any re-configuration, for them to send logs to cWatch
Network server. See Configure Nxlog and Rsyslog servers to send logs to NxNetwork server for more
details.

3.2.2 Soft Assets

«  The 'Soft Assets' interface allows you to create and manage a list of important URLs, domains or IP
addresses. The list acts as a reference for operators/administrators/analysts.

«  For example, admins can clearly see if an incident has affected one of their important addresses and take
appropriate actions.

To open the Soft Assets interface for a customer
+  Open the 'Asset Management' interface by clicking the 'Menu' button, then 'Assets' > 'Asset Management'.
«  Select the customer whose assets are to be added, from the left hand side pane.

The Customer Details pane will open in the right.
«  Click 'Manage' at the bottom left of the right pane and choose the 'Soft Assets' tab.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 34



Creating Trust Online®

Comodo cWatch Network- AdmmrstraforG cCoOMODO

.-’/’-

Hard Assets Soft Assets

Ip Address

10108 17 100

o Fs T %]

URL

https-dithercons. com 8

« + Add

The list of soft assets added for the customer will be displayed. The Hard Assets interface allows you to:
+  Add new Soft Assets
«  Remove Soft Assets
To add soft assets for a customer
«  Open the 'Asset Management' interface by clicking the 'Menu' button, then 'Assets' > 'Asset Management'.
+  Select the customer whose assets are to be added, from the left hand side pane.
The Customer Details pane will open in the right.
+  Click 'Manage' at the bottom left of the right pane and choose the 'Soft Assets' tab.
+  Click the 'Add' button from the bottom of the right pane.
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URL

httpsdithercons.com

soft Assets
URL T

Value

A 2

- Gome)

The 'Add Soft Asset' dialog will be displayed.
+  Choose the type of soft asset that you want to add from the 'Soft Assets' drop-down.

Soft Assets
URL

Domain
Website
Ip Address

+  Enter the value for the selected soft asset in the 'Value' field.
+  Click the 'Add" button.

The Soft Asset will be added to the list for the customer.

To remove a soft asset
- Click the I button in the row of the asset.

A confirmation dialog will appear.

cCOMODO
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Do you want to confirm?

"URL" will be deleted from the system.

B v

«  Click 'Yes' to remove the item.

3.3 Configure Nxlog and Rsyslog to Send Logs to cWatch
Network Server

«  CWatch features agent-less log collection from Windows/Linux endpoints connected to customers'
networks.

«  This is achieved through the Nxlog and Rsyslog utilities. The NXLOG utility (for Windows) and the
RSYSLOG utility (for Linux) need to be configured to send logs to the cWatch Network server.

Comodo cWatch Network provides ready-made configuration script files for each customer's /network/zone which
can be downloaded from the respective 'Customer Details' page. Once connected, the cWatch Network will be able
to receive and store logs from the customer's endpoints and web-servers.

The following sections explain more about:
»  Configure the NXLOG Utility
+  Configure the RSYSLOG Utility
Configure the NXLOG Utility

Administrators can download a specific customer's NXLOG configuration file from the administrative console and use
this to configure the NXLOG utility installed on Windows endpoints and web-servers connected to the customer's
network. Please make sure NXLOG utility is installed on the machine which is to be configured to send logs to
cWatch.

To download the NXLOG Configuration File
+  Open the 'Asset Management' interface by clicking the 'Menu' button, then 'Assets' > 'Asset Management'.
+  Select the customer from the left hand side pane.

The 'Customer Details' pane will open at the right.
«  Click 'Manage' at the bottom left of the right pane and choose the 'Hard Assets' tab.

- Choose the network/zone you wish to configure from the right hand side pane and click the [2] button in the
row of the network/zone.

The authentication token, the authentication key and the download buttons for the NXLOG and RSYSLOG
configuration script files for the selected network/zone will be displayed at the bottom of the right pane.

+  Click the NXLOG configuration file download button as shown in the screenshot below and save the file:
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Assets Action
* Team 1 @ £ £ 0 +
First Shift ri [ R S . |
* Team 2 i £ £ 8 +
Second Shift o £ < 0
« < Network ¢
Team 1 Token:
206517578239497db871 ed8daddcTio0 L Rsyslog
Team 1 Activation key: ‘H
developmentank | CUSTOfB7F107b3c1450cbcSa4bb05a641a6e | 578dc0Lefd8e45c0bE8717c565a04dbaa

+  Replace the NXLOG configuration file at the location C:\Program Files (x86)\nxlog\confinxlog.conf or
C:\Program Files\nxlog\confinxlog.conf in the endpoints\webservers with the downloaded configuration file.

All settings in the configuration file including network token for the selected network/zone are pre-configured and will
instruct the NXLOG utility to send logs to the cWatch Network server. cWatch will receive and store the logs under
the respective customer/network for monitoring and incident reporting.

Configure RSYSLOG Utility

+  You can download a pre-configured RSYSLOG config script from the admin console. Each script is
generated for a specific customer/network.

+  The script will configure RSYSLOG utilities installed on Linux machines to send logs to the cWatch
Network.

+  Please make sure the RSYSLOG utility is installed on the target machine.
To download the RSYSLOG Configuration File

«  Open the 'Asset Management' interface by clicking the 'Menu' button, then 'Assets' > 'Asset Management'.
+  Select a customer from the left hand pane.

The 'Customer Details' pane will open at the right.
«  Click 'Manage' at the bottom left of the right pane and choose the 'Hard Assets' tab.

«  Choose the network/zone whose endpoints are to be configured, from the right hand side pane and click
the [zI button in the row of the network/zone.

The authentication token, the authentication key and the download buttons for the NXLOG and RSYSLOG
configuration script files for the selected network/zone will be displayed at the bottom of the right pane.

«  Click the RSYSLOG configuration file download button as shown below and save the file.
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Assets Action
* Team 1 ' ' £ £ i +

First Shift ri A |
* Team 2 T P & L

eam 2 L} & & O

Second Shift F1 I A

« 4+ Network ¢

Team 1 Token: 7
a06517578259497db&71edBdasdc7io0 -
Team 1 Activation key:
developmentank | CUSTOfE7f107b3c1450chcSa4bb95a641a6e | 578dc04efa8e45c0b8717c565a04dbaa

+  Run the script file on all required endpoints.

The script will configure the RSYSLOG utility to send logs to cWatch Network. cWatch will receive and store the logs
under the respective customer/network for monitoring and incident reporting.

Alternatively, you can download the script file for configuring the RSYSLOG utility from ‘Administration’ > 'Event
Collection' interface, manually enter the parameters for the customer network to be monitored and run the script at
the endpoints. See Event Collection for more details.

+ Inaddition to event log collection, cWatch Network is capable of collecting log information from Comodo
Network Monitoring Sensors.

«  These sensors listen on the customer's network using span/tap technologies.

- Sensor deployment is customized according to a customers network topology. Please contact Comodo to
arrange sensor deployment.

3.4 Edit Customers

You can edit the name, address and location of a customer. You can also remove customers if required.
Edit a customer's details

Login to your Comodo One / Comodo Dragon / ITarian MSP account

+  Click 'Management' > 'Customers'

«  Select the customer and click 'Edit' at the top
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MAMAGEMENT ~ [ REPORTS W STORE o= TOOLS

it 3 Customers .
Edit Customer

Customers il Name *

Great Lake Sendces
DI
Contact Email

Nama Cantact Email ¥ adminggls.com

Great Lake

Comaodo Philighines

Comodo India

admirddgls.com

uiopyopmail.com

cytice@yopmail.com

Taba Shoes admindbtabacom 00008
Drescription
Efficent MEP Servaces yenirp@yopmail.com
Prin Ervices compa

1-5 of 5Items

+  Update the 'Edit Customer' form and click 'Save Changes'/

+  Click 'OK" in the confirmation dialog.

Customer is edited successfully.

The changes done here will be updated in the cWatch interface also.

To delete a customer
+  Login to your Comodo One / Comodo Dragon / ITarian MSP account
«  Click 'Management' > '‘Customers'

«  Select the customer and click 'Delete’ at the top
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+  Click 'Delete' in the confirmation dialog:

Are you sure?

Do you really want to delete selected
customer?

If a customer is removed, all the hard and soft assets added for the customer will also be removed and the
customers networks will not be monitored.
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Query Management

You can query the log database to search for specific events on customer networks.

The 'Investigation' feature lets you build granular queries, construct correlation rules and create custom
dashboards.

Comodo cWatch Network ships with a set of predefined queries for each customer and also allows you to
create custom queries.

7 Reporting

{5} Administration

See the following sections for more details:

4.1

Configure Event Queries

Long Term Analysis

Configure Custom Dashboards
Event Field Selection Settings

Configure Event Queries

The event query area lets you search for specific events using built-in queries or custom queries.

You create your own conditions for each search. For example, for events during a specific period in specific
customer networks.

The results table shows all events which match the query conditions. The table also lets you run a look-up
on external IPs involved in the event.
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Once created, an event query can also be used for:

+  Custom dashboards which show the query results as charts. See 'Configure Custom Dashboard' for more
details.

+  Correlation rules which identify harmful events/incidents and assign them to customer admins for attention.
See Manage Rules for more details.

To open the event query interface:
«  Click the menu button at top-right > 'Investigation' > 'Event Query":

- Mew Query = Mew Guery =
ST Query Buikder L]
| BT R
Gueries 5 30 | gt o o | agarn_id i+
*= B Contom
- Niw Guiry
Traic INT 10 EXT
4% MonfCation
= S5 it Porce S M save | Savefs 5% Mewe O Schedule ajai e - |
Tesguery
* Lt
LELTHISY Agprepatcns
* B Frojecs
= B PCIOSS 8B mm Liwe

Tiewap; [ 2018-0%9-08 22 19:39 - 7018-09-089 8:15:39 | Totsl Count: 28574

ser_Logout_Al Cemiral Time - Device Host application Name Name Message Source IF Source Port

Tl EIr el

+  The left-hand panel shows predefined and custom queries for the selected customer.
«  The main panel shows the parameters of the selected query and its output.

«  The 'New Query' tab contains a query builder. This allows you to create granular, customer queries for the
selected customer. Any queries you create will be added to 'Custom queries'.

+  Click 'Search' to run the query.

Event Query Interface - Table of controls

Customers Select the customer on whose behalf you want to run the query.

Comodo Ank w

Chennai Teq_l'w.'il:ing
Comodao Ank
Milkyway Inc.

Test Benchmark?
Test Benchmark2
Test Benchmark3

——wvCorerors

Search for a particular query. Enter the name of the query fully or partially and
click on the search icon or press 'Enter'. The queries matching the entered text
will be listed. To view the full list of queries again, clear the search field and
press 'Enter’

== Expand or collapse the list of queries. To collapse, click the first button and to
expand it, click the second button. Click the refresh button at the end to
instantly update the query list.
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= Add a new 'Queries' folder to the panel on the left
Edit the name of a 'Queries' folder

e Add new event query under a selected folder

i Delete selected query folders or event queries
[+] Import saved queries

[4] Export queries

New Query . Add conditions for a query. The options available from the drop-down are:

« AND
Query Builder - OR
« NOT
M - AND -
B «  Click the + button to add a condition for a query.
. Clickthe . @ button to delete a condition
e Expand or collapse the upper pane to view the complete list of conditions in the
query.
I Configure the 'Results' table for the query displayed in the upper pane.
= save Save a newly created or edited event query.
| save As Save the query under a different filename or to a different folder.
= Move Save and move your query to another folder.
) schedule Configure alerts and email notifications based on the quantity of events
detected by the query within a specified period. See explanation under
'Configure duration based alerts' for more details.
O Refresh displayed data.
Run a query for time-period.

You can set the start end dates to search for events matching the conditions
defined in the query and click the 'Search' button in the 'Advanced Search'’
dialog that appears on clicking this button to view the list of events. Please note
the event query created for searching events in the specific period in the past
using this option, cannot be saved.
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Last 7 Daysy, " Choose the time period from which events are fetched. Periods range from 1
[Last1 hours | hour to 7 days.

Last 8 hours
Last 24 hours
Last 3 Days

| Last 7 Days

m Run a the search operation.

The interface allows administrators to:
+  Manage query folders
« Add and Manage event queries
«  Configure results table for a query
+  Configure duration based alerts
+ Run event queries
+  View Results Table
+  Perform IP Lookup of External IP Addresses from results using IPVOID
«  Perform Lookup of IP Address/Domains from results using Virus Total
+ Add Field values to Live Lists from results
« View Aggregated results
«  Update and Refine Queries from results
- Export queries
+ Import queries
+  Export query results to CSV file

Manage a Query Folder
Query folders contain collections of event queries. Every new query must be placed in a query folder.
Creating a query folder

+  Choose the customer from the 'Customers' drop-down at the top of the left panel.
Predefined queries added for a customer are displayed in a tree structure in the 'Queries' pane.

«  Choose the parent folder to create a new sub-folder and click the ¥ button. The Folder Name dialog

will appear.
Folder Name bt

Folder Name :

R

wdllle

Add
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- Enter the name for the folder and click the 'Add' button

The folder will be saved and displayed on the left side.

e
. ale - AL

[n]x]

== Fortigate - Traffic

== Cisco - ASA
> icyvall
I Login Audit -
4 | b
E B «+» 0

The relevant event queries can now be placed under the newly created folder. See 'Manage an Event Query' for
more details.

Editing a query folder

+  To edit the name of a query folder, select it and click the button

Folder Mame X

Folder Name :

Login Audit

Save

+  Edit the name as required and click the 'Save' button

Deleting a query folder

i}

«  To delete a query folder, select it and click the button

A confirmation dialog will appear.

Do you want to confirm?

"Login Audit” folder and all of it's content will be deleted.

'

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 46



CcCOMODO

Creating Trust Online®

+  Click 'Yes'in the In the confirmation dialog. Please note all event queries in the folder will also be deleted.

Add and Manage Event Queries
Event queries can be created in two ways:

+ Create a new event query by defining conditions

»  Create a new query using an existing query as a template
Create a new event query

An event query is built with a set of filter statements that are connected by Boolean operators, 'AND', 'OR" or 'NOT".
Each filter contains the following components.

'Field Group' + 'Field' + 'Operator + 'Value'

«  Field Group - The group to which the 'Field' specified as the filter parameter belongs.

«  Field - The field in the event log entry by which you want to filter results. For example, if you choose 'Agent'
field group, you can select ‘agent_id' or ‘agent_ip' as an event field. See 'Appendix 1 - Field Groups and
Event Items Description' for a full list of field groups and event fields.

«  Operator - Controls the relationship between the field and the specified value. Examples include 'Equals
to', 'Does not equal to', contains, 'does not contain' etc.

«  Value - The value for the field. Values can be entered manually or fetched from a pre-defined list which is
managed in the Live List Management' interface. For example, if you choose a source IP (src_ip) as the
field to be searched from network events, you can manually enter the IP address of the source of the
connection request or choose a Live List containing a list of specified source IP addresses.

When the query is run, events will be fetched from the database and checked against the filter statements one by
one.

Examples:

i.  To search for network connection events originating from an endpoint with IP address 10.100.100.100, build
the filter statement as shown below:
'Source' +'src_ip' +'=" +'10.100.100.100'

ii. ~To search for network connection events originating from a set of endpoints whose IP addresses start with
10.100.100.xxx, build the filter statement as shown below:
'Source' + 'src_ip' + 'AB*' +'10.100.100

iii.  To search for network connection events originating from a set of endpoints whose IP addresses are
defined in the 'Live List type' named 'Internal' under the 'Live List' named 'IP Blacklist', build the filter
statement as shown below:

'Source' + 'src_ip' + '[a]' + 'IP Blacklist' + 'Internal’

You can create more complex queries by adding more filter statements and linking them using 'AND’, 'OR', or 'NOT".
For example:

«  To search for network connection events originating from an endpoint with the IP 10.100.100.100, and
destined for an endpoint with the IP 10.100.100.120, build the filter statements with the AND operator as
shown below:

'Source' +'src_ip' +'="+'10.100.100.100'
AND

'Destination’ + 'dst_ip' + '="+'10.100.100.120'
To add a new event query for a customer

«  Select the customer from the 'Customers' drop-down at the top of the left hand panel.
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«  Select the appropriate folder or create a new query folder under which you want to create an event query.
Alternatively, you can also select a folder while saving a query.

) <
«  Click the button.

Customers

Comodo Ank

Queries O O QO

3 Comodo Built-in Queries

» I Dome IFrame Queries
(3 G | Imported - 1455522640483

vienitering
» B Workspace (Erdem)

A'New Query' tab will be displayed.

Tip: You can also create a new query by selecting a customer then clicking the 'New Query' tab. You can save the
created query by selecting an appropriate folder from the left side panel.
Mew Query =
Query Builder (1 ]
| AND [~ | +
<l save Save As Move schedule (] Last 1 hours |~

The next step is to add filters to the query.

«  Choose the operator for the query filter statement from the drop-down in the 'Query Builder' pane. The
options available are:

- AND
- OR
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« NOT

«  Click the + button to add a filter

The 'Field Groups' drop-down and 'Fields' drop-down will appear. The 'Fields' drop-down will contain options relevant
to the 'Field Group' chosen from the drop-down at the left.

Mew Query =

Query Builder (1]
- anD v®\
-. ...... m agent A - agent_id Ead 'lTl'i"' +

« |l | || save | [5 save As | 3 Move | O Schedule (8] Last 1 hours |~

+  Choose the field group you wish to add to the filter from the 'Field Groups' drop-down.

Query Builder

jﬁ-mnB+

e [ T || source - -|:5r|:

agent
application
classification
custom
destination
device
event

file
network
product
rule

syslog
time
user

The next field will display the fields available for the selected field group.
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Query Builder

i anp » | 4
: ﬂ SOUrCe ¥ | = | srC_City L =
sre_city
Coanr
: srg_host
MR save ) sav g

Tip: Descriptions of each Field Group and the Field items under them are available in Appendix 1 - Field Groups
and Event Items Description.

The next step is to choose the relationship operator between the two fields.

«  To choose an operator, click the drop-down between the two fields:

Query Builder
i+ AND ~| +
[ i | source e | - | src_ip e || = + | &
1=
*a*'
ke
< I B save [5l Ssave As I Move O s ab*
. *ab
nil
Results Aggregations =il
[a]

Time: [ 2018-05-08 22:19:59 - 2018-05-09 06:19:59 ) To T8} pag2a

B TL =)

The types operators depends on the field chosen. The following table explains the various operator symbols:

Relation Operator Description Entering the value for the 'Field'
- Equals to +  Events containing the same value will be identified
by the query.
+  Enteravalue in the field to the right of the operator.
1= Does not equal to «  Events that do not contain the value will be identified
by the query.
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«  Enter a value in the field to the right of the operator.

> Greater than «  The query will identify events that contain values
greater than the entered value.

«  Enteravalue in the field to the right of the operator.

«  Applies only to fields with numerical values. For
example, port numbers.

= Greater than or equal to «  The query will identify events that contain values
equal to or greater than the entered value.

«  Enteravalue in the field to the right of the operator.

+  Applies only to fields with numerical values. For
example, port numbers.

< Less than «  The query will identify events that contain values
less than the entered value.

«  Enteravalue in the field to the right of the operator.

+  Applies only to fields with numerical values. For
example, port numbers.

<= Less than or equal to +  The query will identify events that contain values
equal to or lower than the entered value.

«  Enteravalue in the field to the right of the operator.

»  Applies only to fields with numerical values. For
example, port numbers.

*a* Contains - The query will identify events that contain the

entered value somewhere in the string.

«  E.g - search for events with source IP
addresses containing '123' anywhere in the
address.

»  Enter avalue in the field to the right of the operator.

Epek Does not contain - The query will identify events that do not contain the
entered value anywhere in the string.

«  E.g - search for events which don't contain '123'
anywhere in source IP address.

«  Enteravalue in the field to the right of the operator.

ab* Starts with - The query will identify events that begin with the
entered value.

« E.g, - search for events with source IP
addresses that start with '192'

«  Enter avalue in the field to the right of the operator.

*ah Ends with - The query will identify events that end with the
entered value.

- E.g. - search for events with source IP
addresses that end with 123"

«  Enteravalue in the field to the right of the operator.

nil Is Empty «  Search for events in which the selected field is
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empty (does not contain any value).

» E.g. - search for the events with no values in
their source IP address fields, select 'ls Empty'.

= Is Not Empty «  Search for events in which the selected field is not
empty (contains a value of some kind).

- E.g-tosearch for the events with some [P
addresses values in their source IP address
fields, select 'ls Not Empty'.

[a] s in List Configure the filter statement to fetch values for the field from
a pre-defined list containing specific values for the field type.

Background:

+  Lists enable administrators to add and manage lists
of values for different fields for use in queries and
correlation rules.

- cWatch features three kinds of lists - Live Lists,
Range List and IP Range.

«  Lists can be created and the values updated
manually.

+  Live lists can be also be fetched from the output of
correlation rules.

+  List updates will be immediately reflected in the
queries and the rules in which they are used.

- See Lists for more details on list management.

On selecting [2] as the relation parameter, drop-down
options will appear for the List and the List type:

1- Maliciows D v [ = ANY o +

Ay

Phishing

The first drop-down shows the Lists that contain values for
the selected query field. The second drop-down shows the
List Types within the selected 'List'.

+  Choose the List to be used in the query filter from
the first drop-down.

«  Choose the sub list that contains the set of values to
be included in the query filter from the second drop-
down.

All the values contained in the list will be included as values
for the Field specified in the filter statement.

fat Not in List Allows you to configure the filter statement to search for the
events that do not contain specific values from a pre-defined
list.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 52



CcCOMODO

Creating Trust Online®

On selecting 12t as the relation parameter, drop-down
options will appear for the List and the List type:

@Semrs v |- N @ +

AMNY
' den

The first drop-down shows the Lists that contain values for
the selected query field. The second drop-down shows the
List Types within the selected 'List'.

+  Choose the List to be used in the query filter from
the first drop-down.

»  Choose the sub list that contains the set of values to
be input as exclusions to the query filter from the
second drop-down.

The results will display all events that do not contain the
values in the lists.

If you are adding values for source parameters like source IP address, source port, source MAC etc., but wish to

reverse the parameter, click the switch icon @ that appears to the right of the statement. The field group and the
field selected will automatically switch from source to destination or vice-versa.

«  Forexample, if you are specifying a live list containing values of source IPs for the source IP field, but want
to change them to destination IPs, you can click the switch button.

Query Builder 0

&

- AND |~| +

- | i source Izl - | src_ip v)a] ‘Blacklist

Backdoor ‘

‘-""--__ __--""'-/
Query Builder e
|
- destination IEI - | dst_ip Ea] Blacklist v | = | Backdoor v ||+
« Il & save [E saveAs Il Move O schedule O Last 1 hours EI

«  To add a sub-filter statement, click the + button beside the filter and repeat the process.
+ To set the relationship between each statement, use the drop-down menu.

«  For example, the query below will return events whose source ends with 10.100 OR .com AND whose
destination is 86.105.227.125
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Query Builder 0
i  AND E| +
....... ﬁﬁ OR |Z®
------- M | source EI - | srcip IEI ab* 10.100 +
. ....... 'ﬁ source E - SFC_hUS't B ah* com +
....... i |[ destination B - [ st ip B = 86.105.227.125 +
« Il S save [E save As ii Move | O Schedule o Last 1 hours EI

Tip: You can update and refine a query by adding more filters once you have seen the results. See Updating a
Query for more details.

+  To add more filter statements to the query, click the + button and repeat the process.

-

+  To delete afilter , click the @ button beside it.
+  Click the 'Save' button in the 'Query Builder' screen.

Query Name ®

Query Name :

Access to Malware Dor

Save

«  Enter the name of the query in the 'Query Name' field and click the 'Save' button .
The 'Event Query' will be saved under the selected folder and displayed.

Note: If you didn't select a folder in the first step you will be asked to do so when saving the query.

Queries
-~ BB Network Connections -
== test-query-ip

== connection

ev_name

m

== Access to Malware Domains

» B Network Monitoring
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The next step is to run the event query. Before that, however, the 'Results' table must be checked and configured so
that it is relevant to the event query. See 'Configure Results Table for a Query' and 'Event Field Selection
Settings' for more details.

Creating a new query using an existing query as a template

You can select a pre-defined query and modify its parameters to create a new query.

To create a query from an existing query
«  Select the customer from the 'Customers' drop-down at the top of the left hand panel.
+  Select the query from the list of queries in the left panel.

The query will be expanded under a new tab in the right side panel.

+  Add or remove the query filter statements and/or edit the parameters in the existing filter statements. The
process is same as creating a new condition as explained above.

T — MNew Query » Intrusion Events x
demo custs W Quary Builg i}
Queries a
or_[x] + 3
» I Natwork Connections r|

- I T N .':
- [ || event j- type | = Intrusion Devection - |

ir ips -+

2 fm-nm O schedule O @] [Last1nours -] [0

+ B Comodo Built-in Queries

» I Network Monitoring - T || classification T| - | class_service

+~ B Classification Based

+  Select the folder in which the new query is to be saved.
«  Click 'Save as' from the 'Query Builder' pane.
The 'Query Name' dialog will appear.

Query Name X

Query Name :

Intrusion Events Spec|'|i

Save

+  Enter a new name for the query and click 'Save'.
The 'Event Query' will be saved and displayed under the selected folder.

The next step is to run the event query but before that the 'Results' table must be checked and configured so that it
is relevant to the event query. See 'Configure Results Table for a Query' for more details.
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Queries
= I Metwork Connections =
== test-query-ip

== connection

=> dev_name

m

e lomains

Configure Results Table for a Query
In order to display the event fields relevant to a specific query, the 'Results' table must first be configured.
+ By default, cWatch ships with ten event field columns in the results table.

«  You can add more event field columns here.

+  Select an event query from the left and click the button in the 'Query Builder' pane. Note — The event
field columns added to the results are valid for this search only. Go to 'Investigation' > 'Event Field
Selection Settings' to configure fields that are valid for all query searches.

The 'Result Fields Selection' dialog will be displayed.

Result Fields Selection

Available Fields For This Query

agent “ || agent_id vl |+ (] ]

Result Fields

>

central_time @ Central Time
dvc_host | Device Host
app_name @ Agplication Name
name | MName
message  AMessgge
Src_ip | Source IP

src_port | Sourre Port

<

B B B2 B8 B8 B B B

dst_ip | Destination iP
<

W
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The same 'Field Groups' and 'Fields" used for in the 'Query Builder' will be available for inclusion in the results table.
By default a set of 'Result Fields' relevant to the query will be displayed.

«  Toadd new 'Result Fields', click the 'Field Groups' combo box and select the field group.

Result Fields Selection Result Fields Selection

Available Fields For This ¢ Available Fields For This Query
destination @ dst_host destination |Z| dst_host +
fagent |
F application Result Fields  |dstip
| classification | dst_mac
;fcustnm | I |'|;"|""‘I _.J_I";édst_pl:lrt
ENralUme g b ip
| device | dst_tr_port
| event
| file
| netwark
product
rule
source
syslog
time
USEr
The next field will display the items available for the selected field group.
«  Select the required field from the drop-down and click the + button.
Anew field will be added and you have to provide a new label for the result field.
dst_port | dst port |
o
dst_host | dst host u

«  Enter a name for the field, by which the field should be displayed in the 'Results' screen.

+  Repeat the process to add more fields and click 'OK'’

- Toremove irrelevant fields, click the trash can icon it beside it.
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dst_host | dst fost

: ‘J
prod_name | prod name

+  Click the 'Ok' button
«  Click the 'Cancel' button to revert the changes you made.
+  Click the 'Save' button in the '‘Query Builder' screen to save your changes.

'Event Queries' can also be used to populate charts in a custom dashboard. See 'Configuring Custom Dashboard'
for more details.

Configure Duration Based Alerts
+  cWatch Network dynamically monitors customer networks for events based on used-defined queries.

+  You can create queries to generate alerts if the number of events exceeds or falls below a certain threshold
in a certain time-period.

«  Examples. You can request alerts if the number of events matching a query exceeds 1000 in 10 minutes, or
if no events are detected for a query for 15 minutes.

«  Alerts can be configured to send notification emails to the admin and/or generate an 'Incident’. The incident
can be auto-assigned to a user. See Managing Incidents, for more details on this.

To schedule a query to generate alerts

«  Select a saved event query from the left side and click the 'Schedule' button O schedule from the

'Query Builder' pane.
The 'Schedule Info' dialog will be displayed for the selected query.
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Customers P ey
demo custo Quary Byis [i]

Queries
+ I Natwork Connections )
«» I Comode Built-in Queries = i product j = | prod_name | ab* Bro +

= B Network Monitoring

“* BROHTTP

<> BRO Al

Il [ save [ save As | T Mofe | O Schedule O & | Last 1 hours EI

BRO All Schedule Info

Mame i ]

Description

Duration (minute) Severity Activation
15 EI Info B Passive EI
Count
< IZI 0
Action
Send e-mail

Create incident

+  Name - Enter a name to identify the schedule
+  Description - Enter a short description for the schedule

+ Duration - Enter the time period specified for monitoring the number of events matching the query,
in minutes.

«  Severity - Select the severity level for the alert to be generated by the schedule

«  Activation - Specify whether the schedule is to be activated or not from the drop-down. You can
switch the activation state of a schedule at any time from the 'Schedule Info' dialog.

«  Count - Set the threshold for the number of events.

«  >-Will generate an alert if the number of events detected in the specified 'duration' exceeds
the value in the text field.

«  <-Will generate an alert if the number of events detected in the specified 'duration’ is lower
than the value in the text field

« To generate an alert if no events are detected within the specified duration, choose less than
and enter 'zero' ('<"and '0")

«  Action - Choose how cWatch should react if the alert's conditions are triggered.
- Send e-mail - cWatch sends a notification email to the administrator if the conditions are met

- Create Incident - An incident is created and assigned to a user to investigate. See Managing
Incidents for more details.
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+  Click 'Save'in the Schedule Info dialog to save the schedule.
The event query will be added with a schedule.

« To edit a schedule of a query or switch the schedule between 'active’ and 'inactive’ states, select the query
from the list at the left, click the 'Schedule' button, change the values in the 'Schedule Info' dialog and click
‘Save'.
Run an Event Query

Saved event queries can be run at anytime to obtain a list of matching events within a chosen period of time. The
results can be viewed in two ways:

1. As aresults table with columns selected as explained above.

You can view the full details of any event in its 'Details Pane' containing values for all the fields in the log
entry. The details pane also lets you add values of live lists for use in new event queries and rules. You can
also run look-ups of IP addresses and domains involved in the event. More explanations are available
under 'View Results Table'.

2. As aggregated results.
Identified events are grouped based on selected event field(s) and the resultant event groups ranked based
on the aggregation function. More explanations are available under View Aggregated Results.
To run an event query
Select an event query from the left.
+  Select the period for which you want to run the query.

+  View recent events - Select a period from the drop-down at the bottom right of the 'Query Builder'
pane and click 'Search'. Options range from the past hour to the past 7 days.

Last 7 Days @
Last 1 hours

Last 3 hours
Last 8 hours
Last 24 hours

Last 3 DaéS

«  View events over specific dates - Click the calendar button, enter the start and end dates and click
'Search'.
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New Quary =
Query Builder (1]
= 0 ano ~| 4 -
I T
| . . — +
: B destination -v:- dst_city [aed = 10,100,164.45 +
B | source | - | sreemy Il = 10.100.164.46 + o

< M| B save [ saveas move [ 2 schedule 0 @ 136t 1 hiotirs -8 m

Results Pgmregations

Tirme: [ 201 B-04-18 06:37:48 - 2018-04-18 0737 UL BRI s » ™| 4 Live
Contral Time - Device Hos Ec Source IP Source Port
- - Start (UTC) End [UTC) . .
208041807 356 | SOCUA 10.100.164,35 5455 -
JOIR-04-1807 3356 | SOCLA = 2018-04-01 l'lﬁ:l.’.('l:di B 2018-04-18 07:00:43 016435 SRASE
201B-04-18 07 1 SOCUA s BL.L6 iS4
Warning:
2018041807 SOCUA 1010001 64,46 44337

B 0S18 "|F.1; 15 Live query mcde will be disabled,
2018-04-18 07:35

SOCUA 10,100 164,46 44337
20N6-04-18 07:35:02.148 S0C0UA 10.100.164.47 22046
2018-04-18 07:35:02.148 | SOCUA E 10.100.164.47 22047
201B6-04-18 07:34:52.980 SOCUA TR T _ OO 10.100.164.33 52572
HNE-D4-18 073452464 | SOCUA NxSermor_conr 10.1D0.164.33 5267

The 'Results' are displayed in the lower pane.
+  Select the 'Live' check box to search streaming data for the event query.

Note: The 'Live' option is not available for searches with specific start and end dates.

Mew Query «
Query Builder (1]
8 a0~ +

- | aND )

il @ apent wl| = agentid « | @ik 4

« Il B save [E saveas ol Move O Schedule O B  Last8hows

Results  Aggregstions

Tirme: [ 2018-04-18 00:43:43 - 2015-0:4-13 02:45:43 | Total Count: 43072
Central Time - Dvice Host Applicatian Nams Nams Blenpags Source IP Source Poart

ANED4-18 08413907 | SOCUA MaSensor_oons 100100 164,34 627972 -

2015-04-18 DEAZT 2420 | SOCUA hiSensor_fles SSL 34.231.200.228 a
AN S-04-18 08:A%11.212 SOHUA Musensor_ss) TLSw 12 VOLTOEL T, 32 LR
SOCUA Musansor_fies SsL 52.5061.93 q
SCHCLER, '.I"-l"-"'.l\'_'.'-| TLSw2 10100, 164,32 62re8
SOCUA MSensor_dns SRV TL100.164.34 53411
SOCLIA MaSensor_fles 55 25.3061.593 Li]
2018-04-18 08:4 SOCUA MiSensor_conn 10100.154.32 64097
20120418 08:48:48970 | SOCLA MaSensor_tonn 10100164, 164 137
2018-04-18 G:4B36.189 | SOCUA Msensor_ssl L2 10100.164.46 35630
20180418 (8:48IB 046 | SOCLIA HaSensor_coni 1010016445 35630
20150418 DEASIEM4 | SOCUA MiSensor_dns A 10,100, 164,46 53159
WMB8-04-18 OE4R-AR04L | SOCLIA 45 I\

The lower pane has two tabs:

+ Results - The 'Results' tab displays log entries that match the query with the selected event fields as
column headers (explained above). Click an event to view its details. More details on the 'Results Table' are
available under 'View Results Table'.

«  Aggregations - The Aggregations tab allows you to group identified events and view aggregation results.
More details on aggregations are available under 'View Aggregated Results'.
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View Results Table

After running a query, the 'Results' tab is opened by default in the lower pane. You can click the 'Results' tab to view
the results table if you are currently viewing the aggregation results.

The 'Results' tab contains a table of event log records that match the event query. The event fields form the table
columns. Events can be created in the Query Builder pane. See 'Configure results table for a query' and 'Event
Field Selection Settings' for more details.

Resules Agyregatisna

Tirnas [ 2018-04-18.01:35:10 - 218-04-18 09:35:10 ) Total Counts 46623 B W e
Central Time - Device Hast Applicatian Name Name Message Lauree IP Souree Part
I01E-DS-18 093434 Q48 SOCLW KcSensor_ss| TLSwr2 10100016434 20968 -
2015-04-18 033434224 | 500U Macsensor_ss| TL5w12 101001643 LR
JONE-04-18 (K 739 SO LA, NeSansar_conn T0HLTELSS ad3re
2018-04-18 033352156 | SOCUA WeSensor_ss| TLEWTZ 1010016446 35722
JOME-D-18 0355 5 SCHCLAS, MESensar_oonn RLERLETRE ST ) 33r22
J01E-D4-18 09:3%51.950 | SOCLW kaSensar_dns A 10,1001 6446 56511
SOE04-18 093351930 500U chensor_dns AsiA 101318440 6511
20168-04-18 093350454 | CentasT liniusz-asdit SYSCALL a
S0 E-(4-18 0933500454 Centas /1 Iinur-audit SYSLALL a
201E-D4-18 02:33:500454 | CentosTi linux-aisdit PROCTITLE a
201 5-04-18 0233050, Centasi linurze-audin SYSCALL a
CentasTi lindix-awhit PROCTITLE a
Centasi1 linure-awdit FROCTITLE a
SOCLR, NaSensar_conn 10.100.164.33 53374
SOCLA HxSensor_conf 1010016447 2TBSE
S0OCUA, ReSensor_conn 1000 BT 278’
SOCLW MxSensor_cons 52373
SOCUA Necsensor_weird dns_unmatched_msg 5353
SOCLA NxSersar_weind dns_urmatched g Bhed b3 5353
SOCLA NxSensor_weird :1S_L|r'|'\33-\""€'j_'n32 101001 64T 137 A
L >

Each page in the 'Results' table displays 20 entries. You can navigate to successive pages using the left and right
arrows at the bottom-right.

«  Open a specific page - Click the page number at bottom-right then enter the page number you require:

Page 1 of 24752
101

+ You can view complete details of an event log entry in the results table. You can use values from the results
as additional statements in your query to further refine the search.

+  You can also perform IP and domain look-ups and feed these values into live lists for use in other queries
and correlation rules.

«  To view fields you selected earlier, click ' Selected Result Fields'
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Dwtails Fileer Raw Lag x
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prodd_same : FlxSeneer Dos
Fowd phi s ]

Seurce IP; 00900154 54
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¥

Pageiofzaoe € | 2

«  View second-level filtered results - Click and select the fields you want to view then click the 'Filter' tab.
«  View all collected endpoint messages and activities - Click the 'Raw Log' tab.

Central Time - Device Host Application Name
201E-D4-1800:46:36.335  SOOUA Rocsensar_dns
JOE-{4-18 00cak35.207 | 500U Neteeresar_ssl
i F 2 A06:34.532 0 SO0UA KxSerrsor_ss!
201 E-D4-18 05046:34.072 500U Rocsensor_ssl
2 EDL-18 0 3.010 - SOOUA RocSerrsar_ssl

SOCUA NoSenzar_ssl
SOCLA HNxSersar_conn
SOOUA NS nsar_oonn
SOCUA Rbcsersar_conn
SOCUA Rocersor_conn
SOCUA Rbssensar_conmn
SOOI NxSarsnr_conn
SOCUA ROZSENEOr_Conn
SOCUA Kocsensor_ssl
SOCLA NxSerrsar_conn
S0CuA NoeSensar_dns
SOCLA HxSersar_dns
SOCUe, NxSensor_dns
2 E SOCUA Rocsersar_dns
20818 0504559,161. - 500U Rocensor_conn
L4
«  View event details - Click the result row then the 'Details' tab.
Reaults Aggregations

Tierme: [ 201 8-04-18 0016 -

Central Time -
2018-04-18 1158:45 703
20180418 11:58:35.625
0180418 11:58:36 485
2015-04-18 1 158:36.421
2018-04-18 1158:36.421
2018-D4-18 115836421
2075-D4-18 171:58:34.885

201 E-02-18 120116 ) Total Couni: 32477

Device Host Application Name
SOHC LA HoSensor_cann
SOCUA HSensor_ss!
SOC LA HofSensor_cann
SOCLUA HSansor_dns
SOCUA HxSansce_conn
SOCUA NxSensor dns

SOCLUA NeSansor_oconn

Selected Result Fields

1524052716.625814  CekKylusOldRzgECd 10.100.164.46

Detoils

Fibter Raw Log =

IR 35169332

443 TLsw12 TLS_ECDHE_RSS_WITH_AES 256 _GCM_SHA3EM -

T2

ARAR

A

External IP addresses and domain names are highlighted in yellow.

sensonmsspoemodo.comT - - T

+  Clicking on a field adds the field with its value as a filter statement to the query, enabling you to refine your
search for events that contain the same value in the respective field and/or to create a new query. See
explanation under Update and Refine Queries from results for more details.

+ Ifyou click the gear icon that appears when you hover your mouse over a field you will see a context
sensitive menu:
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co_3label : Hitp_method
co5: FlyzUh3WpdfZ... dst_ip

fodact.. Destination Host:  wwnwboyner.c.., |
detip: 213.14.112.78 IPVoid
dst_port: 50 VirusTotal
dwc_host: MxSIEM + Add to List
f name: -
furi_path: /static'mimag...
t2: [l

mssp_id : developmenta.

From the context sensitive menu, you can:

«  Perform IP lookup of external IP addresses using IPVOID
+  Perform IP Address/Domain lookup using Virus Total
- Add the value to a Live List

Performing IP Lookup of External IP Addresses using IPVOID

You can view the scan report containing IP address information and IP Blacklist Report for any external IP address
detected in an event. The 'Details' pane of an event query result displays the detected external IP address field in
yellow, which acts as a shortcut to perform the IP Look up through IPVOID website.

To perform IP Look up of External IP address

- Click on the event involving connection to an external network or host from the results table to open its
'Details' pane.

The fields containing external IP address(es) are highlighted in yellow as shown in the example below.
+  Hover the mouse cursor over the field and click on the gear icon that appears at the right.
+  Click on the 'IPVoid' option.
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co_3label : Http method
co 5: FyzUh3WpdfZ...
Destination Host : '..'r'..'r'-.‘r'.t:'_-r'rer.:. F

dst ip: 213.14.112.78

dst_port: BJ

dvc_host: MxSIEM

f name: -

f uri_path: fstatic/mimag..
t2: []

dst_ip

pi31211278 |

+ Add to List

You will be taken to the IP Void webpage containing the scan results of the IP address.

An example is shown below.

cCOMODO

Creating Trust Online®
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213.14.112.78 Scan Report
i e e 1 B o
IP Address Information
D3
1 POSSIBLY SAFE 039
. ES £ £.48 e LES LOOKUpP
AS34954
g
IP Blacklist Report
Engine Status
"-::!_ F FT ' B |
o ore details —
O
L ¥

Performing IP Address/Domain Lookup using Virus Total

You can view the IP address information/Domain information for external IP addresses/domains detected in an event
from the 'Virus Total' website. The 'Details' pane of an event query result displays the fields containing external IP
address/domain names field in yellow, which acts as a shortcut to perform the look up.

To perform IP/Domain Look up using Virus Total

- Click on the event involving connection to an external network or host from the results table to open its
'Details' pane.

The fields containing external IP address/Domain name are highlighted in yellow as shown in the example below.
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+  Hover the mouse cursor over the field and click on the gear icon that appears at the right.

+  Click on the 'Virus Total' option.

co_3label: Http_method

co5: FlyzUh3Wpdiz... dst_ip

Destination Host @ www.boyner.c.. | 2131411278 |

dst_ip: 213.14.112.78 IPVoid

MxSIEM

d h :
i + Add to List

fname: -

furi_path : [fstatic'mimag...

T

It 2

You will be taken to the Virus Total web page which contains information about the IP address/domain.

An example is shown below.

C | 8 httpsy//www.virustotal.com/en/ip-address/213.14.112.78/information i @ =

" Cammunily Slatislics Dacumantation FaAQ Aboul ﬂl:'.__:lu," Jain oud communily '_5-._||||

pa total
213.14.112.78 |P address information

@ Geolocation

Country = TR

= Passive DNS replication

VirusTotal's passive DNS only stores address records. The following domains resolved to the given IP address.
2015-01-15  boyner com fr

2015-01-09  www.boyner.com.ir

A Latest detected URLs

Latest URLs hosted in this IP address detected by at least one URL scanner or malicious URL dataset
1/63 2015-09-09 18:19-16  hitp:/fwww. boyner com &

163 20150909 17:05:40  hitp/fwww. bo

i Blog | w Twitter | @8 contact@wrustotal com | i Google groups | 4 ToS | @ Privacy policy

Adding Field values to Live Lists from Results

You can add values for certain fields detected in an event to Live Lists defined in cWatch Network, for use in other
queries and correlation rules.

Background Note on Live Lists:
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+ Live lists let you add values for fields used in queries and correlation rules.
«  Live lists can be updated manually or configured to fetch values by a correlation rule.
+  List updates will be immediately reflected in the queries and the rules in which they are used.

+  See Live Lists for more details on live list management.

To add a field value from an event to a live list:

«  Click an event on the results table to open its 'Details' pane.

«  Hover the mouse cursor over the field containing the value to be added to a list and and click on the gear
icon that appears at the right:

co_3label : Hitp_method

co5:  FlyzUh3WpdflZ... dst_ip

2131411278

Destination Host 1 WWw. boyner.c..,

VirusTotal

dst_port: EJ

dvc_host: MxSIEM

+ Add to List @

fname: -

furi_path : fstatic'mimag...

+  Click on the 'Add to List' option.
The 'List Content Add' dialog will appear. The 'Value' field in the dialog is pre-populated with the chosen value.

List Content Add x

Value
213.14.112.78

List Management

Yaung Domalns w domains w
Due Date Customer
All W

+ Permanent

«  Select the 'Live List' and the list type to which the value is to be added, from the respective drop-downs
under 'List Management'.

- Enter the date till which the value is valid in the 'Due Date' field. You can click the calendar icon at the left of
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the field and choose the date. On the specified date, the value will be automatically removed from the list. If
you want the value to be permanently valid, select the 'Permanent' checkbox.

«  Select the customer to which the value is applicable from the 'Customer' drop-down.
+  Click 'Submit'.

The value will be added to the respective 'List Type' and all the queries and correlation rules in which the list is
deployed, will be updated immediately.

View Aggregated Results

«  The 'Aggregations' tab lets you group responses from an event query.
+  Events can be grouped based on values of selected fields to form event groups.

- Event groups can then be ranked based on the aggregation function selected and results can be viewed in
ascending or descending order.

To view the aggregation of events

+  Click the 'Aggregations' tab in the lower right pane of the 'Event Query' interface
MNew Query = User Modify Password =

Query Builder (1 ]
i anD |~ 4

i agent « | = | agent_id ~ | w4+

< Il 5 save [E save As i: Move O Schedule (8] Last 8 hours |+ m

Results Aggregations

Event Fields
agent ~ || agent_ id w +
~ ~ |
Aggregation Function
Count v
Order By Limit

Descending |~ | | 300

Aggregating events involves four steps:
- Step 1 - Select the event field(s) on which events are to be grouped
+  Step 2 - Select the aggregation function

- Step 3 - Select the order of ranking based on how you want to see the aggregation results
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+  Step 4 - Set the limit for number of results to be displayed
Step 1 - Select the event field(s) by which events should be grouped

The first step is to choose the event fields by which the events should be grouped. Event groups will be formed so
that each event group will have events with same value for the selected field. If you select more than one field, the
combinations of values in the selected fields will be taken into account for grouping.

To select the event field(s) for grouping
«  Choose the 'Field Group' from the first drop-down under 'Event Fields'
The next drop-down will be populated with the fields belonging the chosen group

+  Choose the 'Field' from the second drop-down and click the + button.
The field will be added to the list below 'Event Fields'

Event Fields
agent w | agentid w ! +l
agent_id =

~ ~ |

+  Repeat the process to add more fields for grouping.
+  You can re-position fields by selecting them then clicking the up/down arrow buttons at bottom-left
Step 2 - Select the aggregation function

The event groups formed based on the fields chosen in the first step are ranked based on the function chosen from
the 'Aggregation Function' drop-down. The available options are:

«  Count - The event groups are ranked based on the number of events in each group.
«  Forexample, if you choose Source IP as 'Field', then the group which contains the most events on a
particular source IP will have the top rank. The group containing the least events is ranked lowest.
+  You can further control how the data is displayed by modifying the 'Order By' and 'Limit' parameters.
+  Sum - The event groups are ranked based on sum of values in another field that contains numerical value.

+  Ifyou choose 'Sum', you need to select another field that contains a numerical value, like 'Bytes in/out'.

«  Event groups are ranked based on the sum of the values in the chosen numerical field from all the
events in that group.

«  Forexample, if we choose 'Bytes-in' as numerical value, then the system adds up the values in the
'Bytes-in' field of all events in the group and ranks the group accordingly. This will tell you which source
IP has the most incoming traffic.

«  The event group with the highest SUM in the 'Bytes-in' field is ranked top and vice-versa.
+  Average - Similar to above.
«  Event groups are ranked based on the average values of the chosen numerical field from all the events
in that group.

+  For example, the average of values of 'Bytes_in' field of events in the group, if we take the same
example as above

+  Minimum - Similar to above. The event groups are ranked based on the minimum of the values of chosen
numerical field from all the events in that group.
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+  Maximum - Similar to above. The event groups are ranked based on the maximum of the values of chosen
numerical field from all the events in that group.

To set the aggregation function
+  Choose the function from the 'Aggregation Function' drop-down.

«  If you choose 'Sum', 'Average', 'Maximum' or 'Minimum', then you should choose an item which is it useful
to measure.
«  For example, ‘Bytes-in' can be measured and is suitable for the Sum, Average, Max and Min functions.
+  On the other hand, there would be little value in applying these functions to destination port numbers.

Aggregation Function

sum v App pid v

Order By Lim App pid

| Dst port

+ Dsttr port
Raw size
Size
F size
Bytes in
Bytes out
Rule hit count
Rule id

Descending v | |5

Step 3 - Select the order of ranking based on how you want to see the aggregation results
You can choose how event groups should be ranked from the 'Order By' drop-down. The available options are:

«  Ascending - The group with the lowest rank will be top of the list. A limit of 5 will show the 5 groups with the
lowest ranks.

«  Descending - The group with the highest rank will be top of the list.. A limit of 5 will show the 5 groups with
the highest ranks.

Order By Limit

Descending v| 5 v

Ascending
Descending

Step 4 - Set the limit for number of results to be displayed

The last step is to set a limit for the number of event groups to be displayed as aggregation results in ascending or
descending order as chosen in the previous step.
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Order By Limit

Descending v | (5 v

00 =] v kN

9

10
11
12
13
14

«  Toset the limit, choose/enter the number of results to be displayed, in the 'Limit' drop-down combo box.
+  Click "Submit'.
The results will be displayed in the Aggregation Results pane at the right.

Results Aggregations

Event Fields Table BarChart | Pie Chart
agent ¥ 2eentM “| [+ # agent id Count [+
agent_i . L
gent_id agentless-syslog 46,251 f
o'
2 Sensor-Collector 2
Lﬂ
] 2
s e 1]
Aggregation Function
Count W
Order By Limnit
Descending |~ | 500 r
Submit
Updating an Event Query

Event queries can be updated and refined at any time from the 'Event Query' Interface. For example, you may wish
to add new filters or to remove filters that offer little value.

To update a query
+  Select the customer from the 'Customers' drop-down at the top of the left hand side panel.
«  Choose the query to be updated, from the 'Queries' list at the left.

The query with its filter statements will be displayed in a new tab at the right panel

-

« Todelete afilter , click the il button beside it.
- Toadd a new filter, follow the process explained in Creating a New Event Query.
To refine the query by adding a new filter(s) from the results

+  Run the query as explained in the section Run an Event Query.
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The results will be displayed in the lower pane in the 'Results' tab.

Mew Query «
Query Builder (1]
8 o o 4

- B anD | 4

i @ agent | = apent_id | a4+

« Il Bsave [E saveas Il Move D Schedule O B  Last®hows

Tirme: [ 2018-04-1B 00:49:43 - 2018-04-18 024543 ) Total Coant: 49072

Central Time - Dvice Host Applicatian Nams Nams Blenpags Source IP Source Part
FNE04-18 08413107 | SOCUA MuSen cons 62792 ~
2015-04-18 CHART 2420 | SOCUA MxSensor_files a5k 0
ANS-04-18 0HAE202 | SOCUA Mlubensor_ssl TLS 12 LERY
I018-04-18 045059315 | SOCUA MuSensor files S5L L1}
200VE-04-18 084 SOHCLEA, MuaSensor_ssl TLSw12 LiEE
2018-02-18 034 SOCLUA MxSensor_dns SRY 10.100.164.34 53411
HHB 0218 00403408 | SOCUA MuSensor_fles 55 52.50061.93 [i}

2018-04-18 024853323 | SOCUA MuSensor_oonn 10.1000164.32 54097
HNE-04-18 CRARAB 970 | SOCUA I0L1DL 164,164 137
A018-04-18 CE:A836.189 | S0OCUA MxSensor_ssl TLSW12 101001 64,45

A01E-04-18 (E:483B 046 | SOCLA MaSensor_oons 10010001 64,46

2015-04-18 CHARIB0N4 | SOCUA MxSensor_dns A 10,100, 164.46

H18-04-18 0B 3B 04 SOCLIA o P 1 AA

+  Click on the result, to view its details, from which new filters are to be added to the query.
Results Aggregations

Time: | 20150418 01:48:54 - 20180418 0%:48:54 ) Takal Coume: £5993 Selected Rewulc Fialds  Cwenlle | Hiieer | Fawilog x

Device Host gt = 30160413 03 Application Mams = hcersor_des

bytea m: 0 bytes ot [
. o T
= i T TESIL e i 20020412 00 comtomes s CLETURATAE.
20180418 09086 34,537 SOOLA L )
2016-D4-18 02e46:34.072  SOOUA RoSensar_ss| TLS¢]2] Destimetion(f: a0 Bwtlmrtion Bori: 53
201A04-18 05e46:33.810 - SOCLIA KSersar_ss TRSWI2|  pipyire bomt: SOOUL durakian: 0
KocSersar_ssl TLSw12
- et i nplrAdeET - PET: Rasatlig
NS nsar_oonn L procd_rame : FlxSeneer Dos
haSersar_conn pred Camestn rvelphi 1 i
RS rsor_comn
2016-04-18 05:45:30.354 hoxSersar_conn meben b CBRVpliyAN Frarme P G
201 8-04-18 2852 NxSarsor_conn Source Port: LIS SRR PROAD T wdp
201 B-0-18 0546 KoSerEar_oonn
20160418 0246 11.797 - SOOUA KoSersar_ss| TLSw12
201A04-18 0 SOCLIA KxSermsar_conn
20160418 SOCUA NeSensar_dns A
201 E-04-18 SOCLA HxSersor_dns ME
207150418 (19 SOOI NxSensar_dns MB
201 B-D4-18 O SOOUA KoSersar_dns B
2016418 (94559101 500U KocSerrsar_conn
€ >

Pageiofzane < | 2

The 'Selected Results Fields' pane will appear for the event log entry, with values for all the fields.
«  Click one or more fields from the 'Selected Results Fields' tab
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Results Aggregations

Tirne: [ 2018-04-18 04:01:16 - 2018-04-18 12:01:16 ) Total Count: 38477 Suluctad Aaillt Flaldds. . FOREN S Lo L]
Central Time - Device Host Application Mame agemt time: 018 app

2018-04-18 11:58:45.703  SOCUA NESENSOr_Conn Application Name : HaSerner_roen byt

2018-04-18 11:58:36.625 | SOCUA MiSensor_ssl WSIZ] s sut: 57 .

2018-04-18 11:58:36.485  SOCUA NxSensor_conn

2018-04-1811:58:36.421 | SOCUA HiSensor_dns AARA class.actien: connert T3 37 a6

201B-04-18 11:58:36.421 | SOCUA NxSensor_conn Destination P 01001 Port: 7EH

201 B-04-18 11 MiGensor_dns A

2018-04-18 112 NxSensor_conn

20180418 11 SOCUA MxSensor_conn

2018-04-18 111 082  SOCUA hixSensor_conn

2018-04-18 11:58:23.582 = SOCUA hixSensor_conn

2018-04-1811: 305 | SOCUA MxSensor_conn

2018-04-18 112 SOCUA MxSensor_vweird dns_un

:\-'-9_:-.~9~-\.-_ "‘"" 1& ) ’F_. .
Selected Result Fields Details Filter (10} Row Log x
bytes eut: ET class_action: conneo Application Mame - NxSonso conn ™
Apemt_time:  201504-18 11 sppprata; . bytesiin: 8T
Central Tame customer.id; CUSTUGIT06 Destination Port: 7650

18-04-18 11:48:35 18-04-18 12,0836

Query Builder
B | destination ~v| - | dstip vl =
1 BVeEry w | = central_time W= :
t I_ti 2018-04- !

------ @ anD [~ 4

event

~ | = | central_time e 1524052716625

----- ~ destination v | - dstip e B 35.169.33.2

Ll B save | [l save As | 53 Move LU SCHEOUNE

Mew Query = User_Modify Password =

Query Builder 0
- amo - 4

- || event v - | central time  [v| = 1524052716625 +

@i destination | = detip v o= 35.169.33.2 4

« Il & save Save As Mowve Schedule O = m

These fields will be added to the 'Filter' tab

«  To save the query with the new filter, click =
«  To create a new query with the existing and newly added filters, leaving the existing query unchanged,

1
select the category folder from the left click and save the new query with a new name.
+  You can select the specific time period to create a query or save to the current query.
«  See 'View Results Table' for more details on 'Raw Logs'
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Export Event Queries
+  You can save event queries in order to use them for other customers.
+  You can export a query folder or a particular query.

+  Please note - exported event queries can only be imported to their respective sections. For example,
event queries exported from the reports section can only be used in the report section. Also, the values
in the filter items in the exported events for tagged and list events will be set to default values.

To export a query or query folder
+  Select the customer from the 'Customers' drop-down at the top of the left hand side panel.
+  Choose the query or query folder to be exported, from the 'Queries' list at the left.
+  Click the 'Export' button at the bottom

Big Files

== All Analyser Events
<> Blacklisted Domains
== Malicious Files

== Safe Files

i | : e

The file with extension 'nxm' will be downloaded to the default download location.
The saved query can be imported for use another customer account.
Import Event Queries
«  You can import saved event queries to use them for other customers.
« Imported queries can be used as is or altered to suit the requirements of the customer.

+  Please note - exported event queries can only be imported to their respective sections. For example,
event queries exported from the reports section can only be used in the report section. Also, the values
in the filter items in the exported events for tagged and list events will be set to default values.

Import a query or query folder

+  Select the customer from the 'Customers' drop-down at the top of the left hand side panel for which you
want to import the saved queries

+  Click the 'Import' button at the bottom
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Cisco - ASA
Sonicwall -
4 L k
- Navigate to the location where the event query file is saved.
& File Upload x
uN o« MewVolume (D:) » cWatch » cWatch Event Queries v @ Search cWatch Event Queres 0
Organize « MNew folder = o« TH 9
& Chsbck aceess Mame Date modified Typ
. || exported-CorrelationRuleModel-PHP Possible Local File Inclusion Attempt-132...  4/20/2018 7:19 PM MX
& OneDrive 3 o
|| exported-CustomDashboardModel-Mew Dashboard2-1524224381854(1) nourm 472042018 517 PM X
[_:__'! This PC |_'| exported-CustomDashboardModel-Mew Dashboard2- 1524224381854 noem 4/20/2018 5:10 PM MX
¥ Metwork
€ >
File name: | o] lanFies v
Open Cancel

+  Select the file and click 'Open'

The event query or event query folder will imported and will be listed under 'Imported' folder.
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Customers
Chennai Techwriting v
Queries | | (]

6 B Imported - 14605458261 E-3> e
* A Comodo Dome
* A Analyser
== All Analyser Events
== YWhitelisted Domains
== Malicious Files

<> Safe Files

<> Suspicious & Malicious Files

= Wrapp ed Files

You can run the queries as it is or alter according to your requirement.

Exporting Query Results to a CSV file

Administrators can save the query results by exporting it as a CSV file for future use. Please note the query results
available in the opened page will only be exported.

Export a query result
+  Select the customer from the 'Customers' drop-down at the top of the left hand side panel.
+  Choose the query whose results to be exported, from the 'Queries' list at the left.

The Query with its filter statements will be displayed in a new tab at the right panel
+  Run the query as explained in the section Run an Event Query.

The Results will be displayed in the lower pane under the 'Results' tab.

Results Agpregations

Time: [ 2016-04-08 11:55:31 - 2016-04-13 11:53:31 ) Total Count: 12575187 (4] Live
tima - Source IP Source Port Name Targat Port M
2016-04-12 13:1539.973 54.239.22 240 0 HTTP 1] 1460456135
1042087108 o HTTP o 1460456132

10.0.33.57 o HTTP ] 1460455735

10.100.130.217 34554 GET EO 1460456135

+  Click the 'Export' button above the results table header

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 77



CcCOMODO

Creating Trust Online®

Rasults Appregations

Time: { 2016-04-06 11:53:31 - 2016-04-13 11:53:31 ) Tetal Count: 12973187 Live
time b Source IP Source Port Name Target Port Me

The file will be downloaded to the default download folder.

4.2 Long Term Analysis

Results for event queries (see 'Configure Event Queries') are available for a maximum of seven days. To analyze
results older than seven days you need to use the 'Long Term Analysis' interface. Results are available for up to four
weeks in the past.

+  Click the 'Menu' button > 'Investigation' > 'Long Term Analysis'.

l—l—l - .
Ll Dash hoard

ﬁ Investigation

Event Query

4:;} Administration

The 'Long Term Analysis' screen will open:
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j investigation > Long Term Analysis 3\

Custamars Please select a query to start monthly UTC TimeZane analysis

Chennas Techwr ting

Gusrios H x| Q
= [0 Comads Builein Quare
Mepwork Monitoring
b I Classification Rased
" Pradiset Based

a

The default customer that was configured under the settings is shown in the left pane. A list of predefined and
custom queries for the customer is shown under 'Queries'. The main panel will be blank and after pressing the play
button at the bottom, will show the monthly results for the selected query.

Correlation Rules Management - Table of controls

Customers The 'Customers' drop-down allows you to select the customer for which you
« || want to analyze the long term query results.

Chennai Techwriting
Comodo Ank
Milkyway Inc.

Test Benchmark1
Test Benchmark2
Test Benchmark3

B LASEALLTU MELSLA LIRS S PYUSE

Allows you to search for a particular query. Enter the name of the query fully or
partially and click on the search icon or press 'Enter'. Queries matching the
entered text will be listed. To view the full list of queries again, clear the search
field and press 'Enter'

e | ma |y Expand, collapse or refresh the list of queries. Click the refresh button at the
end to instantly update the query list.

Q Allows you to preview the parameters of a selected query.

> Click this button to start the search for the selected query.

To preview the parameters of a query
+  Select a customer from the 'Customers' drop-down at the top of the left hand panel.

«  Select the query for which you want to preview the parameters

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 79



Creating Trust Online®

Comodo cWatch Network:- AdmmrstratorG coMODO

'

i
/

«  Click the search icon at the bottom of the left menu

- Incidents Details
» ies

“ Incidents Unde; Vernfication
== Al Incidents Triggered
= Comfirmed Incidents

¢ 8 Microsoft Based Evqnts

» [0 Network Security Edents

¢ I8 50C Reports Based Queries

The preview of the selected query will be displayed.

Filter Preview (Incidents Under Verification)

i - AND +
fﬁ event = | name = INCIDENT_INPROGRESS -+
g 'ﬁ event - | type = incident +

Please note that you cannot edit or update the query from this screen. Click 'X' to close the dialog.
To search for monthly query results

«  Select the customer from the 'Customers' drop-down at the top of the left hand panel.

«  Select the query for which you want to view the monthly results

+  Click the play button at the bottom of the left menu

The monthly analysis for the selected query will be displayed.
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All NxID5 Logs : Daily analysis is completed successfully ./

Monthly Analysis

2018-03-26
2018-0:-01

2018-04-02

2018-04-08 1585

2018-04-09

2018-04-15

2018-04-16

2018-04-22 5T . a
Monday Tuesday Wednesday Thursday Friday Saturday Sunday

+  The data will be shown as a heat map, displaying the number of events for the past four weeks.
- Place your mouse cursor over an event count to view the date it occurred and the number of events.

To search query results for a selected day of the week
«  Click on a day of the week to view the results for the selected query
The daily analysis graph details will be displayed below the monthly analysis table.
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All NxIDS Logs : Daily analysis is completed successfully v

Menthly Analysis

2018-03-26 2018-04-04
2018-04-01 Event Count l 1373
2370

2018-04-02
2018-04-08

2018-04-09
2018-04-15

201280416

2018-04-22 q o
Maonday Tuesday Wednesda Thursday Friday Saturday Sunday
Daily Analysis (2018-04-04) O
25
20
-
E L=
= =1
(=]
L
[=
g 10
Y
5
i}
4. Apr 03:00 06:00 09:00 12:00 15:00 18:00 21:00 5. Apr

+  The number of events is displayed on the 'X' axis
«  The time of the events is shown on the 'Y' axis

+  Place your mouse cursor on a particular point to view the number of events at that time.

Daily Analysis (2018-04-04) (%]
25
20
S 15
u
g 10 .
w 20180404 0745
= Bvent Count: 3
5 )
0
4. Apr 03:00 06:00 09:00 12:00 15:00 18:00 21:00 5. Apr

+  Click on a particular time to view more details in a table below the graph.
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Daily Analysis (2018-04-04) )

20
R L
o
g 10 :
o 20180404 0717
= Event Count- 3
5 )
o
4, Apr 5. Apr
I Time: | 2018-04-04 06:15:00 - 201 8-04-04 06:16:00 ) Toral Count: 3 I £1)
Central Time - Device Host Application Name MName Message 5
2018-04-04 08:15:52.000 | cWatchSensor NxIDS Misc Attack T TOR Known Tor Rela... 185243
2018-04-04 06:15:40.000 | cWatchSensor NxlDS Misc Attack ET CINS Active Threat ... | 96.47.14
20ME-04-04 06:15:34.000 | cWatchSensor MNxIDS Mise Aftack ET TOR Known Tor Rela.. | 784653

The table displays details of events that happened during the selected period. See 'View Results Table'in
'Configuring Event Queries' for more information on event details.

«  To view the full event results table for a particular day, click the day from the table. The 'Daily Analysis' for
that particular day will be displayed.

All MxIDS Logs : Daily analysis is completed successfully v

Monthly Analysis

2018-03-26

2018-04-01 i
201 2-04-02
201 8-04-08 1585
2018-04-09
20180416
2018-04-27 54 ’ 9
Wednesda Friday Saturday Sunday
Daily Analysis (2018-04-04) 10
25
20
"
E .=
e | 3
[=]
]
[ =
AL
(*Y )
5
o
4, Apr 03:00 06100 0500 12:00 15:00 18:00 21:00 5. Apr

«  Click the 'Search' button.
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Time: { 2018-04-04 06:15:00 - 2018-04-04 06:16:00 ) Total Count: 3 L)
Central Time - Device Host Application Name Name Message 5
2018-04-04 06:15:52.000 | cWatchSensor MNxIDs Misc Attack ET TOR Known Tor Rela... | 185.2.43
2018-04-04 06:15:40.000 | cWatchSensor NxIDS Misc Attack ET CINS Active Threat I... 96.47.14
2018-04-04 06:15:34.000 | cWatchSensor NxIDS Misc Attack ET TOR Known Tor Rela... | 78.46.53
< >

Please note that only last 1000 events for the selected date will be displayed even if the number of events exceeds
that number. If the results for a query exceeds 1000, it means that the query is not properly configured and should be

reconfigured.
+  Clicking on an event will display its details.

Tirme: ( 20158-04-04 06:15:00 - 20718-04-04 06:15:00 ) Te  Details Filter

Central Time

Application Mame :  NaID5 Central Time:  2018-04-04 06
Destination 1P 10.100.130242 Destination Part: 42001
2018-04-04 06:15:34.000 | cWatchSensor e I Mexwee: ETTOR Enow..
Name: Wesc Artack Sowrce IP: 12024387
Source Port: L43 Type: Intrusion Dets.

See 'View Results Table' in 'Configuring Event Queries' for more information about event details.
To export a long term query result to a CSV file
+  Click the 'Export' button above the results table header

Tirme: | 2018-04-04 06:15:00 - 201 8-04-04 06:16:00 ) Total Count: 3

Central Time - Device Host ﬂpp“cnr.iun MName Mame Mrs:ugz
2018-0£-04 06:15:52.000  cWatchSensor DS Misc Attack ET TOR Known Tor Rela...
20128-04-04 06:15:400000 | cWatchSensor MlDS Misc Attack ET CING Active Threat |...
201 8-04-04 06:15:34.000 | oWatchSensor MxIDS Misc Attack ET TOR Known Tor Rela..

The file will be downloaded to the default download folder.

“tm

185.2.43
96.47.14

I0 A

5,53
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43  Configure Custom Dashboards

«  The custom dashboards area lets you view query results as charts. This allows you to see data from often
complex queries in an easily digested format. See 'Configure Event Queries' if you need to learn how to
create queries.

«  Click the 'Menu' button at top-right
+  Choose 'Investigation'
+  Click 'Custom Dashboards'":

5 Investigation

Evenl Query
Lo Term Analvsis
Custnm Dashboards

Event Field Selection Sthings

ncidents

Ly Administration

The custom dashboards area is initially a blank palette, awaiting your first custom dashboard:
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4 Investigation ¥ Custom Dashboards :.“ =
Custemers Mow Dashboard
Comaodo Ank
Dashboards Q
L] L]

+  The left-hand panel shows custom queries for each customer. Select a customer and a query to view the
custom dashboard for that query on the right.

«  Each dashboard can contain four charts per query.

Custom Dashboards Interface - Table of controls

Customers

Comodo Ank

Chennai Teq_l'w.'il:ing
Comodao Ank
Milkyway Inc.

Test Benchmark1
Test Benchmark2
Test Benchmark3

—wrorerorre

Select the customer for whom you want to query events and/or add custom
« |queries.

Allows you to search for a particular query. Enter the name of the query fully or
partially and click on the search icon or press 'Enter'. The queries matching the
entered text will be listed. To view the full list of queries again, clear the search

field and press 'Enter.

Allows you to expand or collapse the list of queries. To collapse, click the first
button and to expand it, click the second button. Click the refresh button at the
end to instantly update the query list.

[+] Allows you to import saved queries to configure and view as custom dashboard
[4] Allows you to export queries
= Allows you to add a new 'Dashboards' folder to the left side panel
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Allows to edit the name of a 'Dashboards' folder

3| Allows you to a add a hew dashboard by selecting an event query added for
the selected customer.

Allows to delete selected dashboards folders or dashboards.

The interface allows administrators to:
+  Manage dashboard folder
- Configure a custom dashboard
+  Create an event query for specific events from the Dashboard
- Edit a dashboard tile
+ Delete a dashboard tile
« Import queries to custom dashboard
«  Export queries from custom dashboard
Managing Dashboard Folders

You can create and manage dashboard folders to accommodate the custom dashboards of specific type and to
display them as tree structure.

To create a new Dashboard Folder

«  Select the parent folder under which you wish to create a new folder

s

«  Click the button at the bottom of the screen.

Folder Mame x

Folder Name:

Audit Events

¥| Private

- Enter a name for the folder

+  Private - This option will be available for first level folders. If selected, the folder will be accessible only for
the user who created it and the administrator. Other users will not be able to access the folder.

«  Click the 'Add" button

The folder will be saved and displayed on the left side. For private folders, a lock icon will be displayed over the
folder.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 87



Creating Trust Online®
'

i
/

Comodo cWatch Network:- AdmmrstratorG coMODO

ﬁ Investigation » Custom Dashboards

Customers
Comodo Ank W
Dashboards - = Q

Audit Events

You can add new dashboards under the folder.

To edit the name of a dashboard folder

«  Select the folder and click the = button at the bottom

Folder Mame x

Folder Name:

Audit Events

+  Edit the name as required and click the 'Save' button
To delete a custom dashboard folder

o

«  Select the folder and click the button at the bottom.

A confirmation dialog will appear.

Do you want to confirm?

"Audit Events" folder and all of it's content will be deleted.

B =

«  Click 'Yes' to confirm the deletion.

Configuring Custom Dashboards

+  You can add any number of custom dashboards for a customer for different event queries.
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+ Ifrequired, you can create new queries specifically for custom dashboards and save them, from the Custom
Dashboard > Add dialog. You can also add existing queries.

«  See Manage an Event Query in Configuring Event Queries, for a tutorial on creating new queries
Each dashboard can display up to four charts. Each chart is constructed from the following parameters.
‘Name' +'Selected or Created Event Query' + 'Group By' + 'Aggregation Function' + 'Order By' + 'Limit'
«  Name - A name to identify the chart.

«  Selected or created Event Query - The query whose results are to be displayed in the chart. The query can
be selected from the list of queries, added from the selected customer or a new query can be created from
the 'Add' chart dialog. The events that are detected based on the query for the last one hour will be
displayed in the charts.

+  Group By - The field, based on whose values, the events identified by the query are to be grouped and
shown in the chart. Event groups will be formed so that each event group will have events with same value
for the selected field.

- Aggregation Function - The event groups formed based on the fields chosen in the 'Group by' option, are
ranked based chosen 'Aggregation Function'. The event groups are indicated in the charts in ascending or
descending order as chosen in the 'Order by' setting. The available options are:

«  Count - Event groups are ranked based on the number of events in each group.

«  Forexample, if you choose Source IP as 'Field' then the group which contains the most
events on a particular source IP will have the top rank and the group containing the lowest
number of events is ranked lowest.

+  You can further control how the data is displayed by modifying the 'Order By' and 'Limit'
parameters.

«  Sum - The event groups are ranked based on sum of values in another field that contains
numerical value.

+  Ifyou choose 'Sum', you need to select another field that contains a numerical value, like
'bytes in'/'bytes out'.

«  The event groups are ranked based on the sum of the values in the chosen numerical field
from all the events in that group.

«  Forexample, if we choose 'Bytes-in' as numerical value, then the system adds up the values
in the 'Bytes-in' field of all the events in a group and ranks the group accordingly. The event
group having the sum of values in the 'Bytes-in' field as maximum is ranked top and vise-
versa.

«  Average - Similar to above. Event groups are ranked based on the average of the values of the
chosen numerical field from all the events in that group. (e.g. the average of values of 'Bytes_in'
field of events in the group, if we take the same example as above)

+  Maximum - Similar to above. The event groups are ranked based on the maximum of the values of
chosen numerical field from all the events in that group.

+  Minimum - Similar to above. The event groups are ranked based on the minimum of the values of
chosen numerical field from all the events in that group.

- Order By - You can choose the order in which the event groups are to be indicated in the chart, based on
their ranking. The available options are:

+  Ascending - The group with the lowest rank will be top of the list. A limit of 5 will show the 5 groups
with the lowest ranks.

+  Descending - The group with the highest rank will be top of the list.. A limit of 5 will show the 5
groups with the highest ranks.

+  Limit - The number of event groups to be displayed in the chart

For example, If you want to view the identify of the source IPs of top 5 endpoints that are involved in large file
transfers and hence consume large bandwidth resource, you can:

«  Create and save a query for identifying file transfer events
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«  Construct a chart by selecting the query

«  Group the events by Source IPs

+  Aggregate the event groups by the sum of 'Bytes-out'

+  Set the chart to display top 5 groups in descending order

The screenshot below shows the resultini dashboard chart constructed with the iarameters as described above:
Add (Fie Chart) ®

+ Definitions

= Preview

File Transfer

i

10.100.130.247

® Sum: 3801 879 414

To create a new dashboard
+  Select the customer from the '‘Customers' drop-down at the top of the left hand side panel.

Select the appropriate folder or create a new dashboard folder under which you want to create a new
dashboard. Alternatively, you can also select a folder while saving a dashboard.

«  Click the Eﬂ button.

Customers

Comodo Ank L

A'New Dashboard' tab will be displayed.

Tip: You can also use the 'New Dashboard' tab that is displayed as the first tab on selecting a customer, to create a
new dashboard. You can save the created dashboard by selecting an appropriate folder from the left side panel.
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The new dashboard contains four tiles to display four charts.
+  Click the 'Click here to add new chart' link on a tile.
The option to select the graph type to show the query results will be displayed.

-

The available options are:

«  Pie Chart
«  Bar Chart
+  Spider Chart
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+  Time Chart
«  Stacked Bar Chart
+  Choose a graph type from the options

The 'Add' screen will be displayed for configuring the results to be shown in the chart.

Add (Bar Chart) *

= Definitions

Name

== [l

0. oanp | 4

Group By Aggregation Function Order By Limit

dvc_host “ | | Count Descending (v | |5

4 Preview

The interface allows you to enter a name for the chart and select from event queries that were pre-configured for the
customer's network or create a new query. You can select the event query for which the chart is to be displayed, from

L =]
the list by clicking the button.

+  Create a new query for the custom dashboard - Click the + button then follow the procedure explained
in 'Configure Event Queries'.

Add Chart - Form Parameters

Parameter Description
Name Enter an appropriate name for the dashboard tile
. +  Displays the list of predefined and custom event queries added for the selected
customer.
«  Select the event query for which the results are to be displayed in the chart.
m +  Allows you to configure the 'Results' table for the new query.
+  See 'Configure results table for a query' for more details.
&l anp v [+ Allows you to configure a new event query
Group By +  The drop-down displays the fields, configured as event query results table column
headers for the selected or created event query.
- See 'Configure results table for a query' for more details.
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+  Choose the field by which events identified by the query should be grouped and
shown in the chart.

« Ifyou select 'Stacked Bar Chart', another 'Group By field, 'Group By -2', will be
available to further refine the grouping.

Aggregation
Function

Allows you to choose the aggregation operation to be applied for ranking the event groups
and show them in ascending or descending order, in the chart. The options available are:

«  Count - The event groups are ranked based on the number of events in each
group.

«  Forexample, if you choose Source IP as 'Field' then the group which contains
the most events on a particular source IP will have the top rank and the group
containing the lowest number of events is ranked lowest.

+  You can further control how the data is displayed by modifying the 'Order By'
and 'Limit' parameters.

«  Sum - The event groups are ranked based on sum of values in another field that
contains numerical value.

« If you choose 'Sum’, you need to select another field that contains a numerical
value, like bytes in/out.

«  The event groups are ranked based on the sum of the values in the chosen
numerical field from all the events in that group.

+  For example, if we choose 'Bytes-in' as numerical value, then the system adds
up the values in the 'Bytes-in' field of all the events in a group and ranks the
group accordingly. This will tell you which source IP has the most incoming
traffic. The event group with the highest SUM in the 'Bytes-in' field is ranked
top and vice-versa.

+  Average - Similar to above. Event groups are ranked based on the average of the
values of the chosen numerical field from all the events in that group. (e.g. the
average of values of 'Bytes_in' field of events in the group, if we take the same
example as above).

«  Maximum - Similar to above. The event groups are ranked based on the maximum
of the values of chosen numerical field from all the events in that group.

+  Minimum - Similar to above. The event groups are ranked based on the minimum of
the values of chosen numerical field from all the events in that group.

Order By

Allows you to choose the order in which the event groups are to be indicated in the chart,
based on their ranking. The available options are:

+ Ascending - The group with the lowest rank will be top of the list. A limit of 5 will
show the 5 groups with the lowest ranks.

+  Descending - The group with the highest rank will be top of the list. A limit of 5 will
show the 5 groups with the highest ranks.

Limit

Maximum number of events to be shown in the chart

Preview

View the chart before adding it to the tile

Add

Commit the chart to the dashboard.

« To create a new query, click the click the + button. The procedure is same as explained in the section
'Configuring Event Queries'.
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el
+ To select a predefined query, click the button.

Select Query

g AnD* +

Querias 0 B (%] L O | classification ¥ | = | class_damain v = -+
= B cermede Bullt-In Quaries
- Classification Based
Web Events
nirusion Events
Antivirus Detedions
Audit Evenis
= Metwork Events
Events With knowmn Types
* Fimeall Events
Unparsed Logs
- Notwork Menitaring
BRO HTTP
BRO Weird

Firm &

+  Select the predefined query from the left.

The query filter(s) will be displayed on the right. If required you can add more conditions for the selected query. The
procedure is the same as explained in '‘Configuring Event Queries'.

+  Click 'OK'
The query will be added and displayed in the 'Add' chart.

Add (Bar Chart) x

= Definitions
MName

(= {m]
(M} anm [+ |

Group By Aggregation Function Order By Lirnit
dwc_host w | | Count 4 | Descending 5 '

+ Preview

«  Enter or select the parameters for 'Group By', 'Aggregation Function', 'Order By' and 'Limit' fields as
explained in the above table

+  Click the 'Preview' tab to check the chart before adding it to the dashboard tile.
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Add (Pie Chart)

+ Definitions

= Prawviaw

Source IP Event

Placing the mouse cursor over a section will display the details of that particular event query.

Source IP Event

{ 0: 0.00 %

445:373539% —

445
& Sum: 445

Ly

389 32.69 %

+  Click the 'Add' button
The configured tile will be added to the dashboard.
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Source IP Event

Click here to add new chart Click here to add ne

«  Repeat the process to add more number of tiles to the dashboard as explained above.
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Source IP Event MNetwork Type
5G
10G
w
5G
a0, o
AT & o P g ol
& ¥ & § +
_.‘,_-ﬁ::’ ‘\_\_-,‘.- _{\-.\i.
3: 26.02 % o
Network - Name Metwork - Target Port
T I 5k
|
Sk |
passible_s... Loz w |"I'
g B b -
25k — o S A ’ o
¥ | '\d).ﬂ dilB e
i yorw W
Ok
TLSw10 POST S o el Y
W0 D o N
T
S

+  Click the 'Save' button.
The 'Save' dialog will appear.

MName:

letwork Dashboard

Refresh Interval :

30 seconds v

. Enter the name for the dashboard in the 'Name' field

«  Select the period at which the event query results chart should be updated from the 'Refresh Interval' drop-
down. The options range from 30 seconds to 5 minutes.

+  Click the 'Save' button
The dashboard will be saved and its name will be displayed on the tab and under the folder it was saved.
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5 Investigation » Custom Dashboards

Customers Network Dashboard =

Comodo Ank W Source IP Event

Dashboards - -

~ [ Audit Events
» W Netwo En

& Metwork Dashboard

The 'Save As' button allows you to save the dashboard with the same parameters and with a different name. You can
then edit the dashboard according to your requirement. You can add as many custom dashboards for various event
queries configured for a customer by repeating the same process.

Create an Event Query for Specific Events from the Dashboard Chart
You can create new event queries for the customer to view the filtered results from the dashboard tiles.

To create a new query

+  Click on the portion of the chart that indicates the events for which a new query is to be built

New Dashboard = Network Dashboard 2 ~ Metwork Dashboard =

i ) Source IP Event |

—_—
AN =
Souree IP Event are_pa...
Query Builder 1]
& ano v +
— B aND v+
— @ classification v |- class domain v | = net + 7
« (Ml B save [ Save As |10 Move O Schedule O B Last1hours ¥ m
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The query builder will open for the customer, with all the query parameters pre-configured for the specific event type
indicated in the chart.
+  If you want to change the parameters, directly edit on the 'Query Builder' interface.

«  To view the results of the query, click 'Search'. The results will be displayed as a table in the lower right
pane.

+  Choose the folder in which the query is to be saved, from the list of folders in the left hand side pane and
click 'Save'

The Query will be saved. You can search for the events at anytime using the query.
Edit a Dashboard Tile

The custom dashboard tiles can be edited at anytime to change the query for which the results are displayed, the
grouping and aggregation operation of the results and so on.

To edit a dashboard tile
«  Place the mouse cursor over a tile to view the 'Edit', 'Delete’ and "Tool Tip' icons.

O Source IP Event 6 i
Edit Chart
¢+ 0:0.00 %
9.75 %
604: 26,81 %
o
©
=
601: 26.68 %

(=3
La
ra
(=3
e
[=4]
&

- Edit the chart details as required and click the 'Update' button

Delete a Custom Dashboard Tile
You can remove unwanted tiles from the dashboard, at anytime, and make room for new tiles to be added.
To delete a tile

«  Place the mouse cursor over a tile to view the 'Edit', 'Delete' and "Tool Tip' icons.
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«  Click 'Yes' to confirm the deletion.

Do you want to confirm?

"Source IP Event” will be deleted from the system.

B v

Import Event Queries to Custom Dashboard
«  You can import saved event queries to use them in a custom dashboard.

+ Imported queries can be used as is or altered to suit the requirements of the customer. Please note -
exported event queries can only be imported to their respective sections.

+  Forexample, event queries exported from the report section can only be used in the report section.
Also, the values in the filter items in the exported events for tagged and list events will be set to default
values.

To import a query or query folder

«  Select the customer from the 'Customers' drop-down at the top of the left hand side panel for which you
want to import the saved queries

+  Click the 'Import' button at the bottom

@ - -

«  Navigate to the location where the event query file is saved.
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@ File Upload x
1 « New Volume (D) » cWatch » cWatch Event Quenes v Search cWatch Event Queries 0
Organize « Mew folder == - [[H 9
Fal
3 Quick access Name Date modified Tyvg
& OneDri "i expornted-CustomDashboardModel-New Dashboard2-1524224381834(17).nxm 47202018 17 PM MNX
neDrive -
| exported-CustomDashboardModel-MNew Dashboard2-1524224381854.nem A20/2018 510 PM X
3 This PC
e# Network
< >
File name: | v| ANFies v

+  Select the file and click 'Open'

The event query or event query folder will imported and will be listed under 'Imported' folder.

Customers

comodoankara

o
* [ Test
5 New Dashboard
B2 ¥eni Panel
= Test INS Pansl
[+ [# m

Select the query from the list and configure the custom dashboard as explained above.
Export Event Queries from Custom Dashboard

+  You can save event queries in order to use them for other customers.

«  Imported queries can be used as is or altered to suit the requirements of the customer.

+  You can export a query folder or a particular query. Please note - exported event queries can only be
imported to their respective sections.

«  Forexample, event queries exported from the report section can only be used in the report section. Also,
the values in the filter items in the exported events for tagged and list events will be set to default values.

To export a query or query folder from the Custom Dashboard

+  Select the customer from the 'Customers' drop-down at the top of the left hand side panel.
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«  Choose the query or query folder to be exported, from the 'Queries' list at the left.
+  Click the 'Export' button at the bottom

—-IT =TS NaTu =T

* [ Network Monitoring

The file will be downloaded to your download folder. The saved query can be imported for use on another customer
account.

4.4 Event Field Selection Settings

«  The query results table should be configured appropriately to view the results of a query.
«  cWatch ships with ten event field columns in the query results table
«  This interface allows you to add event field columns to the results table that will be valid for all queries.

«  Alternatively, you can add event field columns on a one-off basis for a particular query. See '‘Configure
results table for a query' for help with this.

Configure the query results table

«  Click the hamburger icon > 'Investigation' > 'Event Field Selection Settings'
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ﬁ Investigation

Ewvenl Quiery
Lorg Term Analysis
Custom Nashhoarde

Event Feld Selection Settings

Ty

lL-:-.dl Administration

All default and custom event fields are shown:

_’5 Investigation » Ewvant Flald Selection Settings
Selection Fields Setting
Sulacted Flald Koys Seloctad Flald Valuas

central_time Central Time
t_hert

+  Selected Field Values — The name of the event field group
«  Selected Field Keys — The parameter selected for the event field
To add more event fields, click the 'Edit' button on the bottom-right

«  The 'Selection Fields' dialog will open.
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Selection Fields

Available Fields For This Query

agent w | agent_id w +‘ 0
Result Fields
- L]
central_time | Central Time m
dvc_host | pevice Host i
app_name  Application Name ]
name  Name il
message Message i
Src_ip | Source IP i
src_port | Souwrce Port i
dst_ip | Destination IP i

The default and added 'Result Fields' will be displayed.

« Toadd new 'Result Fields', click the first combo box and select the event field group.

Selection Fields Selection Fields

Available Fields For This Query Available Fields For This Query
v n agent o
Result Fields )
application agent_ip
M
classification Central Time central_time| agent_ip_number i
custom
. i
destination Device Host
device
Application Name

event

file
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The next field will display the parameters available for the selected field group.

«  Select the required field from the drop-down and click the + button.
Anew results field will be added and you have to provide a new label for the result field.

type | Type

@
(gent_id agent_id )
W

«  Enter a name for the field on the right side, by which the results field column should be displayed in the
'Results' screen. Note — Each event field group name should be unique.

+  Repeat the process to add more fields and click 'OK'’

- Toremove irrelevant fields, click the trash can icon il beside it.

type | Type

@
agent_id | agent id
W

«  Click the 'Cancel' button to revert the changes you made.
+  Click the 'OK' button
See 'Configure Event Queries' for more details.

5 Manage Rules

+  cWatch monitoring rules identify events that may cause harm to customer networks and reports them to the
admin console as 'Incidents'. For example, a firewall breach.

+  Logs collected from customer networks are checked by the rules engine.

+ Incidents created by rules are classified as 'Correlated Incidents' and automatically assigned to admins for
further action. See 'Incidents' for more information.

+  This section also lets you tag events so you can search events more effectively.

«  Aggregated rules let you configure multiple sub-events. When the conditions are met, a new event is
created and can be queried in the 'Events Query' section.
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— Rules

Correlation R
I3 Huless Manadgennent

See the following sections for more details:
- Manage Correlation Rules
«  Manage Tagged Rules
- Manage Aggregation Rules

5.1 Manage Correlation Rules

+  Correlation rule management allows you to create rules which monitor the network for certain events.

«  Events which match these rules are called 'Correlated Incidents'. These are automatically assigned to
admins for further action.

«+  Correlation rules are created by defining query groups and aggregation parameters based on the event you
want to capture. Each query group can be created by selecting saved 'Event Queries' and/or by adding new
queries.

«  The output from a correlation rule is also created as an event which can be queried from the 'Event Query'
interface.

«  Each rule can be configured with ‘Output Mappings' that define the fields shown in the 'Events Query'
interface.
+  You can even configure a rule to just to create output events and not generate alerts.

«  Also, selected field values of the outputs of a correlation rule can be used to update entries in live lists. Live
lists contain values that can be used as parameters in a query or a rule.

If a list is updated, the updated values are automatically reflected in the queries or rule which use the list.
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See 'Live Lists', for more details on managing Live Lists.

+  Click the 'Menu' button > 'Rules' > 'Correlation Rules Management' to open the interface:

— Rules

Correkation Rubes MEnagement

The 'Correlation Rules Management' interface will open:

2 =
H Rulas » Correlacon Rules Managemant h —
Customers = Ganaral
SOCUA
MNama Caregory Sevariry Acthuation
PHP Possibie Local A2 InCusion ATTEmpL WEB TRAFRC AMNOMALIES t¥J Low we| Acmee
Correiztion fses W0 Window Duration (minutes) Windew Mads
e 1 Fiwed {30 J
GNULinuo: User-Agent Dutbow ™ e o
Potenial 55H Scan Description
Suspicioas FTP 220 Banner or glabats php in PHP Address before 0.2, with the PHP allow_url_fopen and register_giobals variables enabled, allows remote attackers
Posgibls 55H TLANMEL ke

to emecute arbitrary PHP code via a LIRL to the code in the LangCookie parameter.
- Wab Traffic Anomalios

MHTML Arrernpeed Script Execu
s PHP Possible Local File Incusios

Action

Common Hex Pattern Heap Spe

Corirmction estabiizhed to Spar  Cieate Alarm Send &manl
# Definitions

+ Output Mappings
+ List Mappings

] o | e save 2o
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The left-hand panel shows predefined correlation and custom rules for the selected customer. The right-hand panel
show rule details and allows you to configure the rule. Rules are added to their respective folders based on their

category.
Correlation Rules Management - Table of controls

customars The 'Customers drop-down allows you to select the customer for which you

« || want to manage correlation rules.

Chennai Techwriting

Comodo Ank

Milkyway Inc.

Test Benchmark1

Test Benchmark2

Test Benchmark3
Allows you to search for a particular correlation rule. Enter the name of the rule
fully or partially and click on the search icon or press 'Enter'. The rules
matching the entered text will be listed. To view the full list of rules again, clear
the search field and press 'Enter'

e | ma |y Allows you to expand or collapse the list of rules. To collapse, click the first

button and to expand it, click the second button. Click the refresh button at the
end to instantly update the rules list.

= Allows you to add a new category folder for adding the rules.

Allows to edit the name and description of a 'Correlation Rules' folder
& Allows you to a add new correlation rule under the chosen folder.

m Allows to delete rules folders or rules

[+] Allows you to import saved rules

[4] Allows you to export rules

The interface allows administrators to:
+  Manage rules folders
- Manage correlation rules
«  Export correlation rules

« Import correlation rules

Manage a Correlation Rules Folder

The correlation rules folder contains a collection of rules of specific category. Every new rule must be placed in a
rules folder.

Creating a correlation rules folder
+  Choose the customer from the 'Customers' drop-down at the top of the left panel.
The predefined and custom rules added for the customer is displayed as a folder tree structure in the 'Correlation
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Rules' pane.

¥ button.

Choose the parent folder to create a new sub-folder and click the

Folder Mame x

Folder Name :

Metwork Rules|

Description

Add

Enter a name for the rules folder in the 'Folder Name' field
Enter a description for the category of rules to be added to the new folder

+  Click the 'Add' button
The folder will be saved and displayed on the left side.

eat ATTack-l
Sl ALbal LU

(V]

m

o Repeat Attack-Login Target

- B M55P De ules
MNetwork Rules

m |

M [+ B o [

4|

The relevant correlation rules can now be placed under the newly created folder. See 'Manage a Correlation Rule'

section for more details.
Editing a correlation rules folder

- Select the folder and click the button

109
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Folder Mame X

Metwork Rules -

Description

Metwork related rules

m

e

4 | mn | 3

+  Edit the details as required and click the 'Save' button
Deleting a correlation rules folder

i

- To delete a correlation rules folder, select it and click the button.

A confirmation dialog will appear.

Do you want to confirm?

"Metwork Rules” folder and all of it's content will be deleted.
o

+  Click 'Yes'in the In the confirmation dialog. Please note all the rules in the folder will also be deleted.

Configure a Correlation Rule

«  Admins can create correlation rules in order to identify potentially harmful events. A event that meets the
conditions of a rule will generate an 'Incident'.

« Arule is created by adding rule definitions with groups of filter statements and aggregation parameters for
aggregating the events that are detected by the rule.

+ Incidents will be assigned to the admin responsible for the customer.

«  The detection of events based on a rule is also created as an event, that could be queried from the 'Event
Query' interface.

+  You can configure the values to be fetched for the fields for the output events generated by the rule every
time.

«  This allows you to further refine queries and rules based on output events. See Output Mappings for more
details.

To create a correlation rule

«  Select the customer from the 'Customers' drop-down on the left side.
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«  Select the appropriate rule category folder or create a new correlation rule folder under which you want
to create a correlation rule.

[ ]
. Clickthe ** button

+» Repeat Attack-Login Target
» I MSSP De ules
MNetwork Rules

M [ E ]

The configuration screen for creating the new rule will be displayed in the right hand side panel. It has four sections:

= General
Name Category Severity Activation
CORRELATED “ | | info | Active
Window Duration {(minutes) Window Mode
1 Fixed (20 min.)

Description

Action

« Create Alarm Send e-mail

+* Definitions
4 Dutput Mappings
+ List Mappings

Gy o[
b

«  General - Allows you to specify the name and description for the rule, category, select the severity level,
window duration for rule, to set rule active or inactive and set whether or not to create an Incident when this
rule is met.

+  Definitions - Allows to define the queries for the rule and select aggregation parameters for grouping
identified events and more.

«  Output Mappings - Allows you to select the field values to be included in the output events generated
based on the rule. The output events can be queried from the 'Event Query' interface (Optional).

«  List Mappings - Allows you to map live lists to which the selected field values of the events detected by the
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rule is to be updated (Optional).
General

+  Click the 'General' Stripe to open the General Configuration area.

= General
Name Category Severity Activation
Access to Malware Site MALWARE Infia {5 Active

Window Duration (minutes) Window Mode
1 Fixed (30 min.}
Description

Alert when a domain containing makhware is accessed

Action

w Create Alarm Send e-mail

+ Definitions
+ Dutput Mappings
+ List Mappings

i Deactivate m m

- Name - Enter a name for the rule

- Category - Select the type of rule. These options can be customized in the 'Incident Category Management'
interface. The default categories are:

+  Authentication Anomalies
+  Anomalies in privileged user account activities
«  Anomalies specific to endpoint and backend
+  Check for known APS
«  Correlated
«  DNS Request Anomalies
+  Malware Activity
+  Malware
«  Manual
+  Scheduled Query
«  Unusual Network Traffic
+  Unpatched for Vulnerable Systems or applications
«  Web traffic anomalies
+  Severity - Choose the severity level that will be assigned to the incident that matches the rule. The options

available are:
« Info
«  Low
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«  Medium
«  High
o Critical

«  Window Duration (minutes) - Enter the minimum duration (in minutes) for the event to be identified as an
incident based on the rule.

« Activation - Choose whether you want the rule to be active or inactive from the drop-down

+  Description - Enter an appropriate description for the rule. The description entered in this field will appear
as the 'Summary' in the incident generated by the rule.

«  Create Alarm - Configure whether or not an 'Incident' is to be created and an alert is to be sent to the
administrator, when the rule is met. If selected, the rule creates an incident and an output event which can
be queried from the 'Event Queries' interface. Else the rule creates only the output event and does not
create an Incident.

+  Send e-mail - Select this check-box if an email alert should be sent to the administrator when an incident is
created. See Adding Users in 'Managing Users' for more details about configuring email address.

Definitions

Each rule is constructed with a set of filter condition statement groups to identify the events and generate alarms.
The definitions stripe allows to define filter statement groups and aggregation parameters for the rule. You can add
filter statement groups by selecting saved queries and/or by manually defining them.

+  Click the 'Definitions' stripe, to open the 'Definitions' area.

+ General

= Definitions

+ || = Ordered

4+ Output Mappings
+ List Mappings

£% Deactivate m m

« Toadd afilter statement group as a rule definition, enter a name for the rule definition.
The next step is to add the filter condition statement groups to the definition. This can be done in two ways:

+  Select an Event Query and import the filter statement from it

+ Manually define filter statements for the group
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Selecting an Event Query and import filter statements:

Ry
+  Click the button after entering a name for the rule definition.

+ Garveral
= Definitions

retrusion Event Rule + Q

Ordered

Select Query

§ | ok +
Queries o0 g event | = type +
«* BRO FTP g  classification | = - class_senice +
A0 Files = :
| g | classification | = | = class_senvice +

Big Files B

+ W Classification Based

Audit Evemts
Hatwork Events
= Events With Knawn Types
Firgwiall Events
Unparsed Logs
w [ Product Based

The 'Select Query' dialog will open with a list of pre-defined and custom event queries added for the customer in the
left pane.

«  Choose the query from the left pane.

The filter statements in the query will be displayed in the right pane.

+  Click 'OK' to import the filter statements.

The rule definition will be added with the group of filter statements from the query .
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+ General

= Definitions

INtrusion Event Rule + bl Ordered

Intrusion Event Rule «

@i or j +

-1 M || event |"'| - type [" = Intrusion Detection + £
i | classification |E| - class_service E = ips +
B classification |E| - class service E = ids <+ 43

Aggregations Selected (at least 1) 0 Function

agent sgent_id = > et (R COUNT H

agentagent_ip igts

application.app_name 4 - Threshald

application.app_pid
classification. class_action
classification.class_domain
classification.class_object >

You can edit the group by adding new statement(s), changing fields/values and/or removing existing statements. For
more details on construction of the filter statements, see 'Manually defining filter statements for the group' given
below.

+  Repeat the process to add more definitions from event queries.

Manually defining filter statements for the group

+  Click the +
Atab to add the query fields for the definition will open.

button after entering a name for the rule definition.

Each rule definition is built with a set of filter statements that are connected with Boolean operators like 'AND', 'OR'’
or 'NOT". Each filter statement contains the following components.

'Field Group' + 'Field' + 'Operator + 'Value'

+  Field Group - The group to which the field specified as the filter parameter belongs.
+  Field - The field in the event log entry by which you want to filter results

«  Operator - Controls the relationship between the field and the specified value. Examples include 'Equals
to', 'Does not equal to', contains, 'does not contain' etc.

+  Value - The value for the field. Values can be entered manually or fetched from a pre-defined list which is
managed in the 'List Management' interface. For example, if you choose a source IP (src_ip) as the field to
be searched from network events, you can manually enter the IP address of the source of the connection
request or choose a List containing a list of specified source IP addresses. Refer to the section Lists for
more details on pre-defined lists.

Examples:
i.  Tofilter network connection events originated from an endpoint with IP address 10.100.100.100, build the

filter statement as shown below:
'Source' +'src_ip' +'=" +'10.100.100.100'
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ii.  To filter network connection events originated from a set of endpoint whose IP addresses start with
10.100.100.xxx, build the filter statement as shown below:
'Source' + 'src_ip' + 'AB*' +'10.100.100

iii. ~ To filter network connection events originated from a set of endpoint whose IP addresses are defined in the
'Live List type' named 'Internal' under the 'Live List' named 'IP Blacklist' build the filter statement as shown
below:

'Source' + 'src_ip' + '[a]' + 'IP Blacklist' + 'Internal’

You can create more complex queries by adding more filter statements and linking them using 'AND', 'OR', or 'NOT".
For example:

+  To filter network connection events originated from an endpoint with IP address 10.100.100.100, and
destined to another endpoint with IP address 10.100.100.120, build the filter statements with an AND
combination as shown below:

'Source' +'src_ip' +'="+'10.100.100.100'
AND

'Destination’ + 'dst_ip' + '="+'10.100.100.120'

+ General

= Definitions

on From Malware | | =+ o Ordered
Intrusion Event Rule x Intrusion From Malwa_.. x
i - AND E| +
- M | destination E| - | dst_tr_ip E| = | 66.36.163.207 ‘ —
Aggregations Selected (at least 1) i) Function
agent.agent_ic . . COUNT [+]

V=]
[\T=]

Manually add a filter statement group

«  Choose the combination condition for the query(ies) to be defined from the drop-down at the top left. The
options available are:

- AND
- OR
- NOT

«  Click the + button beside the drop-down to add a query filter.

The 'Field Groups' drop-down and 'Fields' drop-down will appear. The 'Fields' drop-down will contain options relevant
to the 'Field Group' chosen from the drop-down at the left.

+  Choose the field group you wish to add to the filter from the 'Field Groups' drop-down.
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The next field will display the fields available for the selected field group.

Intrusion Event Rule x Intrus Intrusion From Malwa__
i - AND B +
- { m || destination e dst. ~| - | dst_city il =
ager?t _ o dst_city -
apphl:_.'atlm:l dst_country
classification dst_host
cu5tm _ dst_ip
| destination | dst_ip_private
Aggregati device dst_loc t least
agent ag: 1‘x:?rrent - = | dst_mac
agent ag ile A [ ]| dst_port
applicati net:.j'.rurk | dst_sd 1
roduct
applicatit rF'}uIe il
classifical
. |source dst_tr_port
classifica syslog 1
classifical time - _
user

«  Choose the field from the second drop-down.

Tip: The descriptions of the field groups and the field items under each of them, are available in Appendix 1 - Field
Groups and Event ltems Description.

The next step is to choose the relation between the field chosen and the value to be entered in the next field.

- To choose the relation, click on the relation symbol at the right of the 'Field' drop-down.
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Intrusion Event Rule = Intrusion From Malwa_.. x

ﬁﬁ-ANDB+

| destination IZl - | dst_tr_ip r | | @ ” -l

I=
Aggregations Selected (al *g#¥ _ i ] Function
igent.ient_'d = gk i COUNT =
ab*

*ab

Entering the value for the 'Field'

- Equals to «  Manually enter a value in the field to the right of the
operator.
+  Events containing the same value will be identified
by the filter.
1= Does not equal to +  Manually enter a value in the field to the right of the
operator.
«  Events that do not contain the value will be identified
by the filter.
> Greater than +  Applicable only for fields with numerical values, for

example, port numbers.

«  Manually enter a value in the field to the right of the
operator.

+  The filter will identify events that contain values
greater than the entered value.

Greater than or equal to «  Applicable only for fields with numerical values, for
example, port numbers.

«  Manually enter a value in the field to the right of the
operator.

«  The filter will identify events that contain values
equal to or greater than the entered value.

< Less than +  Applicable only for fields with numerical values, for
example, port numbers.
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«  Manually enter a value in the field to the right of the
operator.

«  The filter will identify events that contain values
less than the entered value.

<= Less than or equal to +  Applies only to fields with numerical values. For
example, port numbers.

«  Manually enter a value in the field to the right of the
operator.

«  The filter will identify events that contain values
equal to or lower than the entered value.

*a* Contains «  Manually enter a value in the field to the right of the
operator.

+  The filter will identify events that contain the
entered value somewhere in the string.

«  For example, to search for events with source
IP addresses containing 123 anywhere in the
address, enter '123".

Eppk Does not contain +  Manually enter a value in the field to the right of the
operator.

«  The filter will identify events that do not contain
the entered value anywhere in the string.

«  For example, to search for events with source
IP addresses that do not contain 123 anywhere
in the address, enter '123".

ab* Starts with . Manually enter a value in the field to the right of the
operator.

+  The filter will identify events that begin with the
entered value.

«  For example, to search for events with source
IP addresses starting with 192, enter '192'.

*abh Ends with - Manually enter a value in the field to the right of the
operator.

«  The filter will identify events that end with the
entered value.

«  For example, to search for events with source
IP addresses that end with 123, enter '123".

nil Is Empty - Searches for events in which the selected field is
empty (does not contain any value).

«  For example, to search for the events with no values
in their source IP address fields, select 'ls Empty'.

=== Is Not Empty «  Searches for events in which the selected field is not
empty (contains a value of some kind).

«  For example, to search for the events with some IP
addresses values in their source IP address fields,
select 'ls Not Empty'.
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[a] s in List Allows you to configure the filter statement to fetch values for
the field from a pre-defined list containing specific values for
the field type.

Background:

+  Lists enable administrators to add and manage lists
of values for different fields for use in queries and
correlation rules.

- cWatch features three kinds of Lists which are Live
Lists, Range List and IP Range.

« Lists can be created and the values can be updated
manually.

+  Live Lists can be also be configured to be fetched
from outputs of correlation rules.

«  The updates in a list will be immediately reflected in
the queries and the rules in which it is used,
relieving the administrator from the burden of
updating queries and rules for change in values to
be queried.

+  For more details on Lists management, see Lists.

On selecting [a] as the relation parameter, drop-down
options will appear for the List and the List type:

ZI - srcp IPBIacinst v |- | @ +

ANY
| External
Internal

The first drop-down shows the Lists that contain values for
the selected query field. The second drop-down shows the
List Types within the selected 'List'.

+  Choose the List to be used in the query filter from
the first drop-down.

«  Choose the sub list that contains the set of values to
be included in the query filter from the second drop-
down.

All the values contained in the list will be included as values
for the Field specified in the filter statement.

tat Not in List Allows you to configure the filter statement to search for the
events that do not contain specific values from a pre-defined
list .

On selecting 12} as the relation parameter, drop-down
options will appear for the List and the List type:
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@Sewars v |- | @ +

ANY
" den

The first drop-down shows the Lists that contain values for
the selected query field. The second drop-down shows the
List Types within the selected 'List'.

+  Choose the List to be used in the query filter from
the first drop-down.

«  Choose the sub list that contains the set of values to
be input as exclusions to the query filter from the
second drop-down.

The results will display all events that do not contain the
values in the lists.

If you are adding values for source parameters like source IP address, source port, source MAC etc., but wish to

reverse the parameter, click the switch icon @ that appears to the right of the statement. The field group and the
field selected will automatically switch from source to destination or vice-versa.

For example, if you are specifying a live list containing values of source IPs for the source IP field, but want to
change them to destination IPs, you can click the switch button.

Intrusion Event Rule = Intrusion From Malwa . x

ﬁﬁ-ANDB+

| source El - | src_ip El [a] |Blackli51

v ‘

W | - | Backdoor

Intrusion Event Rule x Intrusion From Malwa_.. x
i - AND E| +
- M | destination IEI - | dst_ip IZI [a] Blacklist “ | = | Backdoor v |+

+

+  To add more number of query filters under the same combination chosen in the first step, click the
button beside the same combination and repeat the process.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 121



CcCOMODO

Creating Trust Online®

+ Toadd a sub-filter statement, click the + button beside the filter and repeat the process.
«  To set the relationship between each statement, use the drop-down menu.

«  For example, the statements below will return events whose source ends with 10.100 OR .com AND whose
destination is 86.105.227.125

@i or [+] +
~{ il | AND EI +

------- M | source E| - | src_ip B ab* 10.100 -
BN fi | source EI e IZI ab* com +

-~ T || destination IEI - | dst_ip IEI

86.501.227.125 -+

-

« Todelete afilter , click the it button beside it.
You can add multiple query definitions for a single rule and these are tied together.

« Toadd a new definition, enter the name of the new definition and add the filter statements as explained
above.

+  Ifyou want the rules engine to process the definitions of the rule in order, select the 'Ordered' check-box.

«  Forexample, under the first tab you can create a rule that checks for a brute force attack on a
destination IP and in the second tab you can create a rule for intrusion detection.

«  The rules engine checks for brute force attack and intrusion events. If any destination IP in the second tab
matches the destination IP in the first tab, then an incident is created. Note - the number of selected
aggregates should be equal for all tabs in order to correctly define the fields in the 'Output Mappings'
section.

«  Forexample, if you select 4 aggregate fields in the first tab, then all other tabs for the rule should also
have 4 aggregate fields.

+ Incidents are logged and can be queried from the 'Event Query' interface.

«  Forexample, if you want the rule to search the source details from where the event occurred, then you
have to select the appropriate event value in the 'Aggregations' box and move it to the 'Selected' box.

«  Select the required values from the 'Aggregation’ box and move them to the 'Selected' box by clicking

the > button.

U egent e Sl 4 1

Aggregations Selected (at least 1) 0 Function
rule.rule_name - source.src_ip - - COUNT IZI
rulerule_sig_id

rule.rule_sig_name £ v
et T L NOST
( SOUICe.src_mac
S0 T T
sourcesrc_tr_ip

TR ol T e

Threshold

1

+ Output Mappings
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« Toremove a value added to the 'Selected' box by mistake, select it and click the < button.

- Toreorder in the values in the 'Selected' box, select them one by one and click the v or ” buttons.

The next step is to define the 'Aggregation Function' and 'Aggregation Threshold' for the defined query. The
'Function' drop-down has three options:

Function

[COUNT B

DISTINCT_COUNT
SUM

«  COUNT - Select this if the incident is to be generated if the number of events that met the queries
in the definition reach a certain number and enter the number in the Threshold field that appears
on selecting this option.

« DISTINCT_COUNT - Choose this for the definition that checks for a range of events, for example,
different source IPs to a single IP, choose the event items in the 'Distinct Field' combo boxes and
enter the value in the 'Threshold' field.

« SUM - Choose this for the definition that checks for a numeric value, for example, number of
bytes transferred or the rule hit count, select the event item in the 'Sum (Count)' field and enter the
value in the "Threshold' field.

You can create any type of rules as required for your customers. For better insight into rules creation, please check
out the built-in predefined rules on the left side of the 'Correlation Rules Management' screen.

Output Mappings

« Inaddition to generating an 'Incident’, cWatch Network generates a new event as output event every time
events are detected as per a correlation rule.

«  The output event can be queried from the 'Event Query' interface and its details can be used to generate
further event queries for the customer.

«  The 'Output Mappings' area allows you to define the values to be fetched for selected fields of the output
event from the respective input events detected by the rule.

« You can choose only values that are common to all the input events that generated an 'Incident' as per the
rule.

To configure output mappings for the rule

+  Click the 'Output Mappings' Stripe to open the 'Output Mappings' area.
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+ General

+ Definitions

= Dutput Mappings
agent sy | = agent_id e ar Relaton] |
message

+ List Mappings

o
£: Deactivate m m | 52
i

+  Choose the Field to be configured for the output event by selecting the Field Group from the first drop-down
and the field from the second drop-down.

Qutput Mappings

source Iz]- s

agent

application

classification ; 3
custom | - isrchost E
destination src_host

device _
event Src_mac

file src_port

network src_tr_ip

product src_tr_port

rule

syslog

time

user

« Inthe 'Value' field, select the variable from the 'Relation' drop down at the far end that will fetch the value of
the selected aggregate field in the 'Definitions' tab. The variable will be in the format ~r:1, ~r:2 and so on.
For example selecting 'Relation1' from the drop down will auto fill ~r:1"in the value field. The variable '~r:1'
will fetch the value of the first selected aggregate parameter, the variable '~r:2" will fetch the value of the
second selected aggregate parameter and so on. If you enter some text, the field value will be static for that
field for the new event generated on correlation.
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«  Click the + button to add the field value.

— Output Mappings

SOUNCE EI— SrC_ip EI ~r:1 @ Relation1 |l

message

If you enter some text, the field value will be static for that field for the new event generated on correlation. For
example, to enter a message for the 'Message' field, choose 'Event' > 'Message' from the drop-downs and enter the

message in the third field . Click the + button to add the field.
+ Definitions
= Output Mappings
event Z| = message 3 Alert when malware : =+ Relationt j
sre_ip message
it AlerT when malware aiack

+  Add more fields to fetch the values for, by repeating the same procedure.

List Mappings

«  Each Live List managed from the 'Lists' > 'Live List Management' interface, is configured to contain a list of
defined values of a specific field value.

«  Thelive lists can be used to provide values for respective fields in event queries or in correlation rules
relieving the administrator to enter several values for a single field one by one.

«  Also, when allist is updated with addition of new values or removal of existing values, the query/rule in
which it is used is automatically updated, hence the administrator need not modify the query/rule every time
for changes in values.

«  The values in a list can be populated in two ways:

+  Manual - The administrator can manually enter the values for the field in the respective list, from the
'Live List Content Management' interface, accessible by clicking 'Lists' > 'Live List Content
Management' from the navigation menu.

Automatic - From the events detected by a correlation rule. The administrator can map a rule to Live
Lists and configure the fields of the events from which the values are to be updated to the respective
list.

See 'Live Lists', for more details on managing Live Lists.

«  The 'List Mappings' area allows you to choose the Live Lists to which the selected field values of the events
detected by the rule are to be automatically updated.

« Asa prerequisite, you should have chosen the field values to be collected, as the aggregation parameters
for the query defined in the rule.

«  For example, if you want to collect the source IP addresses from the events identified by a rule that detects
access to malware domains, in a live list that contain list of IP addresses of infected endpoints, you can
map the respective live list to the rule and configure for the values of source IP address fields of the events
to be fed to the list. The 'Source IP' field should have been set as a aggregation parameter in the query
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defined for the rule.
To map live lists to a rule

+  Click the 'List Mappings' Stripe to open the 'List Mappings' area.

+ General

+ Definitions

+ Output Mappings
= List Mappings

Generic IP List Aftacker Relation | =| Add ’?| 5 minutes q +

List - Typa Relation Tim& to Live AddiDrop Remove

«  Choose the list to be updated by selecting the 'List' from the first drop-down and the 'List Type' from the
second drop-down.

v | Attac || [EERER v | Relatic
| Young Domains _ - Attacker

Known Ports Typ >Uspicious n
| Known Protocols . { Trusted

Esoteric Domains
Generic IP List
External Dns Servers

More details on Lists and List Types are available in the chapter Live Lists.

+ Inthe 'Relation' field, select the variable that will fetch the value of the selected aggregate field from the
'Definitions' area. The variable will be in the format ~r:1, ~r:2 and so on. For example selecting 'Relation1'
from the drop down will auto fill ~r:1" in the relation column. The variable '~r:1" will fetch the value of the first
selected aggregate parameter, the variable '~r:2' will fetch the value of the second selected aggregate
parameter and so on. Care should be taken that the field values contained in the specified list should be
same as the aggregate parameter chosen by entering the relation parameter.

For example, If the list contains Source IPs, and if the 'source.src_ip' is chosen as first aggregate parameter
for the rule, then for collecting the source IPs from the events identified by the rule, select 'Relation1".

«  Select 'Add' if the output is to be populated in the Live List Content interface. Select 'Drop' to remove the
output from the Live List Content interface. For example, if the output value of an IP is 87.250.255.234 and
if this value exists in the live list contents, then this will be removed from the content list.

+  Choose the validity period for the value in the live list from the Time To Live (TTL) drop-down that appears
next. The options available are from '5 minutes' to 'No Limit'. On lapse of the TTL period, the value fetched
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to the list by the rule will be automatically deleted.

+  Click the + button to add the list mapping.

+ General
+ Definitions

¥ Output Mappings

= List Mappings
AssetList < || medium “ || Relatioml |%» | Add || 1day sl
List = Type Relation Time to Live Add/Drop Remowe
Assetlist unclassified -1 5 minutes Add 1)

i+ Deactivate m m 1

+  Repeat the process to add more number of list mappings to the rule to fetch values from different fields for
different live lists.

B

To remove a list mapping entry added by mistake or that is no longer needed, click the icon under the 'Action’

column for that mapping entry.
«  Click the 'Save' button, to save your rule for the customer.
«  Click the 'Save As' button, to create a new correlation rule
«  Click the 'Deactivate' button, to disable the rule
+  Click the 'Move' button, to change the folder of the current rule

The rules engine checks the events from the logs and if it matches the rule, generates an alert and creates an
incident created. Also a new event is generated which will have the selected field values selected in the 'Output
Mappings' area. If there are more than one query definition tabs are added for a rule, please make sure the number
of selected aggregates is equal for all the tabs in order to correctly define the fields in the 'Output Mappings'
section. For example, in the 'Definitions' section if you select 4 aggregate fields in the first tab, then all other tabs for
the rule should also have 4 aggregate fields.

Editing a correlation rule

Correlation rules can be edited at anytime to change the name, query definitions, output mappings and list
mappings.

To edit a rule
+  Choose the customer from the 'Customers' drop-down at the top of the left panel.

The predefined and custom rules added for the customer is displayed as a folder tree structure in the 'Correlation
Rules' pane.
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+  Choose the rule to be edited.
The configuration panel for the rule is displayed at the right.

B= Rules » Correlation Rules Management :-“ E
Custamuers = Zgreral
Chennal Techwriting
! = - Mams Tavarity Windaw Duration (minutas) Activation

Access to Makware Site nfa - 1 Artive I'

me ] L
Corvalation Rubes N O e
= I Comods Builtin Correlation Rules

= I Artack Rules
&% Distribirted attack or Infoctod Host

Apert when amalware domaln s accessed

a MyHiple Alarms on Host
o Iritrusion Fram Brute Fosoe suth. Host Actisn
o Possible Outliresk - Multiple infectedfio: = Craate Alarm Send a-rrail
w Porsibie Outhresk - Excessree Conngictiar
#% Fossible Brute Force
= I8 Network Attack Rules
i Repraat Artack-Firows
o Fopsaal ARLSEK-MEWHTE 1L gon Preseey
= I Uger Authentication Rules
#a Repeat Aftack-Login Sow
#= Repeat Attack-Login Targft
w [ Ms5P Defincd Rubes
= I8 Network Rules

AOTBSS T Madviane Sile.

L ¢ + Cutput Mappings

M s B m 8 B # List Mappings

* Dwfinitharns

Edit the rule as required. The procedure is same as adding a correlation rule. See creating a correlation
rule for more details.
«  Click the 'Save' button to save your changes.

Deleting a correlation rule

- To delete a correlation rule, select it and click the il button

» BB Network Rules
& & Access to Malware Site
4 | i | ny

m o s om s

A confirmation dialog will appear.

Correlation Rule "Access to Malware Site” will be deleted

el
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+  Click 'Yes'in the confirmation dialog to remove the rule.

Exporting Correlation Rules

«  cWatch Network allows administrators to save correlation rules, which are defined from event queries, in
order to use them for other customers.

«  The imported queries or rules can be used as is or altered to suit the requirements of the customer. You can
export a rule folder or a particular rule.

« Please note - exported event queries can only be imported to their respective sections.

+  Forexample, event queries exported from the reports section can only be used in the report section. Also
the values in the filter items in the exported events for tagged and list events will be set to default values.

To export a rule or rule folder
+  Select the customer from the 'Customers' drop-down at the top of the left hand side panel.
«  Choose the rule or rule folder to be exported, from the 'Rules' list at the left.
+  Click the 'Export' button at the bottom

o Possih i W

* B Metwork Attack Rules

s Repeast Atta

~ I Analyser

o Linknowg F

efl Files

a
e
L ¥

For some browsers, the file with extension 'nxm' will be downloaded to the default download folder.
The saved rule(s) can be imported for use with another customer account.

Importing Correlation Rules

Administrators can import saved correlation rules to use them for other customers.

The imported rules can be used as is or altered to suit the requirements of the customer.

Please note - exported event queries can only be imported to their respective sections.

For example, event queries exported from the reports section can only be used in the report section. Also the values
in the filter items in the exported events for tagged and list events will be set to default values.

To import a query or query folder

«  Select the customer from the 'Customers' drop-down at the top of the left hand side panel for which you
want to import the saved queries
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== Repeat Attack-Login Target

M M55P Defined Rules

Fl m ¥
2 B
+  Navigate to the location where the rules file is saved.
E_ Rulas » Correlation Rulss Managemant h E
Customers - Genaral
A
SO - Mame Category Sevariry ACTIATIN
PHP Possibde Local Rl Inchsion Attempt WEB TRAFFIC AMOMALIES b ] Low gt | Aciree
WD Window Duration [minutes) Window Mode
JRS 1
GNUWLinux User-Agent Cutbow ™ e L
Pocemial 55H Scan Description
Suspicioats FTP 220 Banner on glabals php in PHP Address before 021, with the PHP allow_url_fopen and register_giobals variables enabled, allows remote attackers
PosEAs S5H TUNNEL to execute arbitrary PHP code wia a URL to the oode in the LangCookie parameter
* = Wab Traffic Anomalies
MHTML Afternpred Script Bwecu
<% PHP Possibie Local File Indusics Action

Common Hex Pattern Heap Spr
Conrection estabiished 1o Spar W Create Marm || Send e-mail
WebShell Geneic - *1a g2 in P
S0L Injection detaction
PHP Ganeric Ramiots Hia Inchud
POF Wich Embaedoed Fila
S ek Shetl & .
hsiatlackcat Scan actiity
Exacutabis sansc Srors Amuzo
FrdACiirann sdminirIzs e ne . ¥ + Definitions

& 2 + Outpat Mapgings

M iR B & + List Mappinzs
i+ Deactivate

«  Select the file and click 'Open'
The rule or rules folder will imported and will be listed under 'Imported' folder.
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e+ Malware found

.......................

» B [mported - 1524232173673

= = Comodo Global Rules
w = Blacklisted IP Based Rules
+» Traffic to Blacklisted DMN5 servers
os Blacklisted Commumicaticn INT o B
» Communication with CnC server
«» Blacklisted Commumnication EXT to It
» Successful Conn. to China/Russia BL
» High Mumber of Comm. Pairs with B
= 0 Product Based Rules
w Darktrace Correlations

|

=3

You can use the rules as it is or alter according to your requirement. Please note you can also import saved event
queries and configure the mandatory settings, that is, 'General' and 'Definitions'.

5.2 Manage Tagged Rules

«  The 'Tagged Rules' interface lets you create rules to monitor network activity for specific events. You can
tag those events with labels of your choice.

+ If amatching event is found in the streaming logs then it is tagged with your label.

«  Tagged events can be queried from the 'Event Query' page in the Investigation section.

«  Tagged rules can be applied to customers by their assigned administrators.

+  Click the 'Menu' button > 'Rules’ > 'Tag Rules Management' to open the tag-rules management interface:
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E= Rules

Tag Rules Management “

The 'Tag Rules Management' interface will open

= Ruies > TagRules Management =
Tag List Tag Detadls
—— Mame Frope
CALF Injectson all
Filter
CRLF injection §
oo |-+
B orue x| - | nule_name = *ar CVE-2015-0190 +
ﬂ ale *| = rule_mame - TRT CVE- Z0G- 1899 -+
ﬁ ruk *| = nube_name - T COVE- 252017 +
B ruk | - | rule_name =| T CVE-Fr5-2028 +
B e | - | ruile_name = wgn CVE-J015.2054 +
Label
B
=+ Add Label
+ add B O Papetofz ¢ | ¥ m

The left-panel shows existing tag rules. The main panel shows the parameters of the selected tag rule. You can
configure the rule from here.
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Tag Rules Management Interface - Table of controls

Search for a particular tag rule. Enter the name of the rule fully or partially and
click the search icon. The rules matching the entered text will be listed. To view
the full list of rules again, clear the search field and press 'Enter’
+ Add Allows you to add a new tag rule
i Allows you to delete selected tag rules
O The refresh button allows to instantly update the rules list
Name Allows you to add a new name for the tag
Scope Allows to select customers to whom the tag rule will be applied
All W
Filter Allows you to configure filter parameters for a tag rule
M - AND B —
o fi | agent
+ Add Label Allows you to add new labels for tag rules
m Allows you to save the configured tag rule

The interface allows administrators to:
+ Manage a tag rule
+  Create a new label
Manage a Tag Rule
From the Tag Rules Management interface, you can create a new tag rule, edit it and delete if no longer required.
To create a new tag rule and apply it for a customer
+  Click the 'Add' button at the bottom of the left pane
The 'Add Tag' screen will be displayed on the right side.
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§: Rules > TagRules Management

Tag List add Tag

Hame Mame Scape

Filter
B~ g+
® | agent E- agent_id E = +

CRLF Injection
ross Site Request Forgery
CWE

Diractory Traversal

Labe

n
|
- [—
|
s

Add Label

«  Enter a new name for the tag rule in the 'Name' field

+  Select the customer to whom the rule will be applied from the 'Scope' drop-down. Please note that you can
apply the rule for all customers or any one customer. If you want to apply it to two or more customers,
create a similar tag rule and apply it for each customer.

Scope

IO,

All
Chennai Techwriting
Comodo Ank

=

~ Milkyway Inc.

— Test Benchmark?
Test Benchmark2
Test Benchmark3
demo_cust

The next step is to add filters for the tag rule. By default, the '"AND' operator, 'agent' field group and 'agent_id' field
will be displayed under the 'Filter' section.

Name Scope
suspicious Hosts Al
Filter
i AND 'v| +
m agent |:|— agent_id [« = +

The process of adding filters is same as explained in '‘Configure Event Queries'. Click here to view the details
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Tag Details

Mame Scope
MySQL_Forcing Close All

Filter

1] AHDE|+

Label

- T | product E| - | prod_name

@ event EI— MEessage

"
|E| = MySOL_Error
IEI *a* Forcing close

After adding filters for a tag rule, the next step is to label it.

- Select a label from the ‘Label' section. If you haven't yet created a label you can add one by clicking the
'Add Label' button. See 'Create a New Label' for more help with this.

Tag Details
Mame Scope
Suspicious Hosts All
Filter

fi| Ao [=] +

i | source |E| - sre_ip

=+ Add Label

E = 19E8.1.2.100

suspicious_hosts

v

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved.

135



Creating Trust Online®

Comodo cWatch Network- AdmmrstraforG cCoOM0ODO

/

= e ‘“i"

«  Click the 'Save' button.

The tag rule will be saved and listed on the left. The rules will be checked every 15 minutes by cWatch and the
events will be updated accordingly.

Now that a tagged rule is created, you can search for event queries that match the tagged rules.
+  Todo that, click the menu button, then 'Investigation' > 'Event Query'.
See 'Configuring Event Queries', for details about query building.

A 'New Query' builder interface will be displayed. An example of query building for searching events that matches tag
rules is shown below:

Mew Query =

Query Builder 0
fi - anD E| -
| event B - | tap list |E| *a* | @CRLF v [ =+
v Ml B Save [ save As Move | ) Schedule O = | Last1 hours |'|

The value field drop-down will display all the tag rule labels added for the customer.

Mew Query =
Query Builder (1]
@ - AnD ﬂ +
Ll | event B- tag_lst !Z| o .E O —_
@ CRLF
= ® CSRF y
Il B save [ save as | £ Move O Schedule ® O O Last 1 hours Em
@ Directory Traversal
@ FULLY_CLASSIFIED
® Image Filter
& NOT_CLASSIRED
@ PARSED
@ PARTLY _CLASSIFIED
@ Possible shell upload
1-10028

«  Select the tag rule label from the list, select the search period from the 'Last...' drop-down and click the
‘Search' button.

The query results that matches the tag rule conditions will be displayed:
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Results Aggregatians

Time: [ 2018-04-23 09:33:27 - 2018-04-23 10:33:27 ) Tatal Count: 2396 [LIg Je) Live
Central Time - Device Host Application Name Name tag list Mezsage

20M8-04-23 10:30:36.818 | SOCUA WxSensor_notice Quiery: wepad WS ohsaot_ps3

2018-04-23 10:30: SOCUA WxSensor_notice Query: wpad [ PARTLY CLassL. | raRse ] b

2018-04-23 10:30:28. SOCUA NxSensor_filas HITP [ PanTLy.class.. [ ransio ]

2018-04-23 10:30:28.482 | SOCUA MNxSensor_files HTTP [BaRTLY CLASEL [ paRsio |

20M8-04-23 10:30:2B8.357 | SOCUA Hxsensor_files HTTR [ Py cLassL | ransio |

2018-04-23 10:30:26.338 | SOCUA Mxsensor_files HTTP [ ParTLY CLasEL. [ Pansio |

2018-04-23 10:30:27.99% | SOCUA MxSensor_files S5L [anTie cLass [ eansio]

2018-04-23 10:30:27.99% | SOCUA NxSensor_files S5L [ PanTLy_cLass | pansic |

20M8-04-23 10:30:27.943 | SOCUA Mxsensor_ssl TLSW12 [ PuRTLY CLAsEL. | raRsiD |

2018-04-23 10:3 SOCLUA MNxSensor_conn [ PRRTLY CLASEL. | PARSED |

2018-04-23 10:30:27.872 | SOCUA hxSensor_dns A [ ParTLe CLassL. [ eansio ]

2018-04-23 10:30:27.848 | SOCUA HxSensor_dns [ [ PaRTLY cLassL | paRsis |

2018-04-23 10:30:27.848 | SOCUA WXSensor_conn [ PARTLY_CLasEL. | rrnsic |

2018-04-23 10:30:27.780 | SOCUA HxSensor_http GET [ PanTur cLassL, [ pansio ]

2018-04-23 10:30:27.662 | SOCUA hxSensor_files HTTP [ Paruy cLassL. [ pansio ]

2018-04-23 10:30:20.078 | SOCUA NxSensor_files 551 [ PaRTLY_cLassL [ pansis |

2018-04-23 10:30:19.830 | SOCUA MxSensor_dns AAAA [ PanTLY cLkssL. | prnsio |

2018-04-23 10:30:12.830 | SOCUA MxSensor_conn [PanTLy cLassL. [ eansio ]

20M8-04-23 10:30:19.612 | SOCUA MxSensor_dns [ [ Baniv cLass [ pansio |

2018-04-23 10:30:12.782 | Centos71 Inux-audit SYSCALL R AEED  audit(1524473412 782
€ »

+  You can also view the tag associated with the event by clicking on an event log.

Results = Aggregations

Time: [ 2015-04-23 09:33:27 - 2018-04-23 10:33:27 ) Total cour] S91e<ted Rusult Fiekds | Details  Filter | Raw Log bl

Central Time - Device Host -“F plicatian Mama :  MaSarsor_files Cantral Tima: 201504 2310 Destimation 1P @ 1010015434
2018-04-23 10:30:36.818 S0OCUA Dwstination Part: [ Danvice Host @ S0CUA Mame: S50
30} ’ a0y 2
2018-04-23 10:30:36.818 SOCUA Louren B 5433113135 Sores Pust: NP AT cLass.. |
2018-04-23 10:30:28.505 SOCLUA
201804-23 10:30:28482  SOCUA tag i (TS Type: froess

2018-04-23 10:30:28.357 SOCUA

P - Ix5E
Q180423 10:30:27.999  SOCUA j

2018-02 T T ———— xS
2018-04-23 10:30:27.343 S0CUA Mx5e
2018-04-23 10:30:27.872 SOCUA Nx54
201E8-D4-23 10:30:27 872 SOCUA Nx5&

2018-04-23 10:30:27.848 . 50CUA MxS

£ I 7 B4R " Wx

Multiple 'tag_list' labels in the details dialog indicates that the event satisfies more than one tag rule. You can save
the query and use the same for incident creation. See 'Configuring Event Queries', 'Managing Correlation Rules'
and 'Managing Incidents' for details about query building and configuring correlation rules in order to create
incidents.

To edit a tag rule

+  Select the tag rule from the left menu
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5= Rules > Tag Rules Management ﬁ =
Tag List Tag Datails
Name
Mame Scopa
i cl All
Fileer
& ano =] 4
nalwar . ;
I =Tl ] =| = | SFC_ip = = 1EA 2900 +
SuSpICHuUS Hosts ) .
Labal
Z n SIEED 5 _MD5Es
+ add Label
+ add @ O Pageiete {3 m

«  To change the name, edit it directly in the 'Name' field

+  To change the customer, select it from the 'Scope' drop-down. Please note that you can apply the rule for all
the customers or any one customer. If you want to apply it to two or more customers, create a similar tag
rule and apply it for each customer.

+ Ifrequired, modify the filters as explained above.
«  Change the label for the rule from the 'Label' section.

+  Click the 'Save' button. The rules will be checked every 15 minutes by cWatch and the events will be
updated accordingly.

To delete a tag rule

+  Select the tag rule and click the trash can icon at the bottom
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EE Rules » TagRules Management

Tag List

Mame

Qirectory Traversa
mage Filter
qySQL_Access Denied

I ".'5!:5\__"'- 'Edl'.!'.-'_z\"_'-l.'
MypQL_Cannot_Load_Plugin
MySQL_Config_Error
MySOL_Connection_Aborted
MySQL_Farcing_Close
MySQL_Service_Ended
ervice_Started
MySQL_Shutdown

MySQL_Startup

+ Add o Pageiofz < | 2

The selected tag rule will be removed from the list. Please note that the label associated with the rule will also be
removed only in future events.

Create a New Label

Click the 'Add Label' button at the bottom of the 'Label' section.
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Label Choose Label Color:

PARSED . Bed . Blue PAR
BB rest mvare [l Amber i Grey BTLY
B FuLgciass Dark Yellow Bl Green

B viclet B oark Green

B tietfiork Eved F
I LofsFromank m EDic
B Jaiware

+ Add Label

-  Enter a name for the label in the 'New Label' field

+  Select the color that should be displayed for the label in the event details dialog.
+  Click the 'Submit' button
The new label will be added and displayed.

Label

. Test Malware

. FL LA FIED

. MNetwo Eve -
X Zf"iﬂl_ omAnKara

. MALWARE hrea -
<+ Add Label

The newly added label can be used for a tag rule.
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5.3 Manage Aggregation Rules

«  The 'Aggregation Rules' interface allows you to log new events by configuring filters for sub-events and
conditions that, when met, will create a new event.

«  The aggregation rules filter lets you define highly granular event queries.

+  For example, you can create an aggregation rule to generate a new event whenever a firewall event and
access event for the same IP is detected. This event then can be queried from the Event Query page
under Investigation.

«  To open the 'Aggregation Rules' interface, click the 'Menu' button from the top right, choose 'Rules' and then
click 'Aggregation Rules'.

The 'Aggregation Rules' interface will open:
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= Rules > Aggregation Rules =
Appregation Rubes List = Gararal
MName Nama Window Duration (minutes) Activation Scape
agerezated Rule 3 12 Arthee ': all
Duseription
Aggregated Rule 3 Aggregated Rule 3

¥ SubBvants
# Join Cordition
+ Dutput Mappdrgs

+ add| B| © pagerotr] €| P m

The left hand panel shows configured aggregation rules. The right panel shows details of the rule chosen from the
list and allows you to configure the rule.

Aggregation Rules Management Interface - Table of controls

Joresation Rule Allows you to search for a particular aggregation rule. Enter the name of the

' rule fully or partially and click on the search icon or press 'Enter'. The rules
matching the entered text will be listed. To view the full list of rules again, clear
the search field and press 'Enter'.

+ Add Allows you to add a new aggregation rule
o Allows you to delete selected aggregation rules
O The refresh button allows to instantly update the rules list.

The interface allows administrators to:
« Create a new aggregation rule
- Edit an aggregation rule
«  Delete an aggregation rule
Create a New Aggregation Rule
You can create a new event from the output of configured sub-event queries and conditions.
To create a new aggregation rule
+  Click the 'Add' button at the bottom of the left panel
The rule configuration screen will open on the right. It has four sections:

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 142



Creating Trust Online®

Comodo cWatch Network- coMODO

.-’/’--

i= Rules » Aggregation Rules ﬁ —_—

Aggregation Rules List = Ganeral

MName MName Windew Duration (minutes) Activatian Scape
Ative B All El

Description
Aggregated Rule 3

+ subEvents
+ Juin Canditian

+ Output Mappings

+  General -
«  Specify a name and description for the rule.
+  Window duration (minutes) - The time span by which the join condition should be fulfilled
+ Activation - Enable or disable the rule
«  Scope - Select the customer to whom the rule should be applied.

«  Sub Events - Allows you to define multiple event queries for the rule. The field values of the sub events will
be used to check for conditions configured in 'Join Condition'.

« Join Condition - Allows you to configure field values that when matched in the sub events, a new event will
be created per the output mappings. cWatch will check the field values of the sub events and if the join
conditions are satisfied, then a new event will be generated.

+  Output Mappings - Allows you to select the field values to be included in the output events generated if the
join condition is true. The output events can be queried from the 'Event Query' interface.

General
+  Click the 'General' stripe to open the general configuration area.

= General
Name Window Duration (minutes) Activation Scopa
1 Artive B All F
=

Description

« Name - Enter a name for the rule

+  Window Duration (minutes) - Enter the minimum duration (in minutes) for the join condition to be checked
for the rule. For example, if you enter 5, the sub events join condition will be checked for every 5 minute
cycle. If within the 5 minute window, say in the 1% minute, the join condition becomes true, an aggregated
event is generated and the window is closed. The next cycle begins and so on.
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+  Activation - Choose whether you want the rule to be active or inactive from the drop-down

«  Scope - Select the customer to whom the rule will be applied from the 'Scope' drop-down. Please note that
you can apply the rule for all customers or any one customer. If you want to apply it to two or more
customers, create a similar tag rule and apply it for each customer.

Scope

All . EI

| Chennai Techwriting
| Comodo Ank
é"..-1ill-:3n~.'d}l Inc.

| Test Benchmark1

| Test Benchmark2

| Test Benchmark3

| demo_cust

+  Description - Enter an appropriate description for the rule.
Sub Events

Each sub event is constructed with a set of filter condition statement groups to identify the events. You can create
multiple sub events for a rule. The 'Sub Events' stripe allows you to define filter statement groups for the rule. You
can add filter statement groups by selecting saved queries and/or by manually defining them. Please note that you
have to add at least two sub events to construct an aggregation rule.

+  Click the 'Sub Events' stripe to open the 'Sub Events' area.

+ General

= SubBvants

+ Join Condition

+ Qutput Mappings

Save

+ Toadd a filter statement group for a sub event, enter a name for it in the 'Subevent name..." field
The next step is to add filter condition statement groups for the sub event. This can be done in two ways:

+  Select an Event Query and import the filter statement from it

+ Manually define filter statements for the sub event

Selecting an Event Query and import filter statements:

ol
+  Click the button after entering a name for the sub event.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 144



Creating Trust Online®

Comodo cWatch Network- coMODO

+ General

= SubBvents

Suly Evert 1 +

Queries H = O — W event =l - type v = -

= [ Comade Built-in Quorics B classification = glass_senvice = -

= B Network Menitoring .=I = = = =
= BRO HTTP - O classification = glass_senice - -
=> BRO Weird
BRO AN
== BRO FTP
BRO Files
< Big Files
= & Classification Based
“ Web Events
= |ntrnusion Events
<= Antivirus Detections
Audit Events

The 'Select Query' dialog will open with a list of pre-defined and custom event queries added for the customer in the
left pane.

«  Choose the query from the left pane.
The filter statements in the query will be displayed in the right pane.
+  Click 'OK" to import the filter statements.

The sub event will be added with the group of filter statements from the query.
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4+ General

= SubEvents

Sub Event 1 + | -

Sub Event 1 =

8 ok 7 +
ﬁ event B = | type E| = Intrusion Detection +
ﬁ classification EI = | tlass_serice |Z| = ips +
~{ {l | classification B - | class_service E| = ids —

+ Join Condition

+ Output Mappings

You can edit the group by adding new statement(s), changing fields/values and/or removing existing statements. See
'Manually defining filter statements for the group' given below, for more details on the construction of filter
statements.

+  Repeat the process to add more definitions from event queries. Please note that you have to add at least
two sub events to construct an aggregation rule.

Manually Define Filter Statements for the Sub Event

+  Click the +
Atab to add the query fields for the definition will open.

button after entering a name for the sub event.

Each rule definition is built with a set of filter statements that are connected with Boolean operators like 'AND', 'OR'
or 'NOT". Each filter statement contains the following components.

'Field Group' + 'Field' + 'Operator + 'Value'

+  Field Group - The group to which the field specified as the filter parameter belongs.
+  Field - The field in the event log entry by which you want to filter results

«  Operator - Controls the relationship between the field and the specified value. Examples include 'Equals
to', 'Does not equal to', contains, 'does not contain' etc.

+  Value - The value for the field. Values can be entered manually or fetched from a pre-defined list which is
managed in the 'List Management' interface.

«  Forexample, if you choose a source IP (src_ip) as the field to be searched from network events, you
can manually enter the IP address of the source of the connection request or choose a list containing a
list of specified source IP addresses. See Lists for more details on pre-defined lists.

Examples:

i.  Tofilter network connection events originated from an endpoint with IP address 10.100.100.100, build the
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filter statement as shown below:
'Source' +'src_ip' +'="+'10.100.100.100'

i.  To filter network connection events originated from a set of endpoint whose IP addresses start with
10.100.100.xxx, build the filter statement as shown below:
'Source' + 'src_ip' + 'AB*' +'10.100.100

iii. ~ To filter network connection events originated from a set of endpoint whose IP addresses are defined in the
'Live List type' named 'Internal' under the 'Live List' named 'IP Blacklist' build the filter statement as shown
below:

'Source' + 'src_ip' + '[a]' + 'IP Blacklist' + 'Internal’

You can create more complex queries by adding more filter statements and linking them using 'AND', 'OR', or 'NOT".
For example:

+  Tofilter network connection events originated from an endpoint with IP address 10.100.100.100, and
destined to another endpoint with IP address 10.100.100.120, build the filter statements with an AND
combination as shown below:

'Source' +'src_ip' +'=" +'10.100.100.100'
AND

'Destination’ + 'dst_ip' + '="+'10.100.100.120'

= SubEvents
+ e
Sub Event 1 x Sub Event 2 =
@ ano -] +
irrd § || destination E| - | det trip E| = §6.36.163.207] +

To manually add a filter statement group

«  Choose the combination condition for the query(ies) to be defined from the drop-down at the top left. The
options available are:

- AND
- OR
« NOT

«+  Click the + button beside the drop-down to add a query filter.

The 'Field Groups' drop-down and 'Fields' drop-down will appear. The 'Fields' drop-down will contain options relevant
to the 'Field Group' chosen from the drop-down at the left.

«  Choose the field group you wish to add to the filter from the 'Field Groups' drop-down.
The next field will display the fields available for the selected field group.
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Sub Event 1 = Sub Event 2 2
i anD H +
L] ﬁ destination - - | dst_tr_ip . |Z| —
| agent ‘ [dstcty °
| application | dst_country
classification | dst_host
| custom | dst_ip
s p.private
| device ?d'st_lnl:
| event | dst_miac
| file | dst_port
network | dst_sd 1
| product | dst _sd 2
| rule
source | dSt_tr_pﬂr‘t
| syslog
| time
| user

+  Choose the field from the second drop-down.

Tip: The descriptions of the field groups and the field items under each of them, are available in Appendix 1 - Field
Groups and Event Items Description.

The next step is to choose the relationship between the field chosen and the value to be entered in the next field.

«  To choose the relation, click on the relation symbol at the right of the 'Field' drop-down.

Sub Event 1 = Sub Event 2 =

i-.ﬁ.ND|E|+

“~ T = destination |E| - | dst_trip @ 66.36.163.207 +

1=
-
-
ab*
*ab

- [al

- Join Condition

¥ Output Mappings

The types operators depends on the field chosen. The following table explains the various operator symbols:

Relation Operator Description Entering the value for the 'Field'
- Equals to «  Manually enter a value in the field to the right of the
operator.

«  Events containing the same value will be identified
by the filter.
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1= Does not equal to «  Manually enter a value in the field to the right of the
operator.
«  Events that do not contain the value will be identified
by the filter.
> Greater than +  Applicable only for fields with numerical values, for

example, port numbers.

«  Manually enter a value in the field to the right of the
operator.

+  The filter will identify events that contain values
greater than the entered value.

= Greater than or equal to «  Applicable only for fields with numerical values, for
example, port numbers.

«  Manually enter a value in the field to the right of the
operator.

«  The filter will identify events that contain values
equal to or greater than the entered value.

< Less than «  Applicable only for fields with numerical values, for
example, port numbers.

+  Manually enter a value in the field to the right of the
operator.

+  The filter will identify events that contain values
less than the entered value.

<= Less than or equal to «  Applicable only for fields with numerical values, for
example, port numbers.

«  Manually enter a value in the field to the right of the
operator.

«  The filter will identify events that contain values
equal to or lower than the entered value.

*a* Contains «  Manually enter a value in the field to the right of the

operator.

«  The filter will identify events that contain the entered
value somewhere in the string.

«  For example, to search for events with source
IP addresses containing 123 anywhere in the
address, enter 123"

gk Does not contain «  Manually enter a value in the field to the right of the
operator.

«  The filter will identify events that do not contain the
entered value anywhere in the string.

«  For example, to search for events with source
IP addresses that do not contain 123 anywhere
in the address, enter '123".

ab* Starts with - Manually enter a value in the field to the right of the
operator.

+  The filter will identify events that begin with the
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entered value.

«  For example, to search for events with source
IP addresses starting with 192, enter '192'.

*abh Ends with - Manually enter a value in the field to the right of the
operator.

«  The filter will identify events that end with the
entered value.

«  For example, to search for events with source
IP addresses that end with 123, enter 123",

nil Is Empty - Searches for events in which the selected field is
empty (does not contain any value).

«  For example, to search for the events with no values
in their source IP address fields, select 'ls Empty'.

=== Is Not Empty «  Searches for events in which the selected field is not
empty (contains a value of some kind).

- For example, to search for the events with some IP
addresses values in their source IP address fields,
select 'ls Not Empty'".

[a] s in List Allows you to configure the filter statement to fetch values for
the field from a pre-defined list containing specific values for
the field type.

Background:

«  Lists enable administrators to add and manage lists
of values for different fields for use in queries and
correlation rules.

- cWatch features three kinds of Lists, Live Lists,
Range List and IP Range.

« Lists can be created and the values can be updated
manually.

+  Live Lists can be also be configured to be fetched
from outputs of correlation rules.

«  The updates in a list will be immediately reflected in
the queries and the rules in which it is used,
relieving the administrator from the burden of
updating queries and rules for change in values to
be queried.

«  For more details on Lists management, see Lists.

On selecting [a] as the relation parameter, drop-down
options will appear for the list and the list type:

ZI - | srcip IPBIacinst v |- @ +

ANY
External
Internal

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 150



CcCOMODO

Creating Trust Online®

The first drop-down shows the lists that contain values for the
selected query field. The second drop-down shows the list
Types within the selected 'List'.

«  Choose the list to be used in the query filter from the
first drop-down.

«  Choose the sub list that contains the set of values to
be included in the query filter from the second drop-
down.

All the values contained in the list will be included as values
for the field specified in the filter statement.

tat Not in List Allows you to configure the filter statement to search for the
events that do not contain specific values from a pre-defined
list.

On selecting 12} as the relation parameter, drop-down
options will appear for the list and the list type:

@Semrs v |- @ +

ANY
~den

The first drop-down shows the lists that contain values for the
selected query field. The second drop-down shows the list
Types within the selected 'List'.

+  Choose the list to be used in the query filter from the
first drop-down.

«  Choose the sub list that contains the set of values to
be input as exclusions to the query filter from the
second drop-down.

The results will display all events that do not contain the
values in the lists.

- If you are adding values for source parameters like source IP address, source port, source MAC etc., but

wish to reverse the parameter, click the switch icon @ that appears to the right of the statement.
«  Thefield group and the field selected will automatically switch from source to destination or vice-versa.

«  Forexample, if you are specifying a live list containing values of source IPs for the source IP field, but want
to change them to destination IPs, you can click the switch button.
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Sub Event 1 Sub Event 2 =
il AND E| +
i & | source El- sre_ip IEI [a] | Blackiist
Sub Event 1 x Sub Event 2 x
@ Ao [+] +
“! [ || destination EI - dstip |E| [a] Blacklist v = ANY v | ==

«  Similarly to add the switched condition to the existing query, click 2
Subevent x
il | anp |~ +
..... @ ano v |+
B agent v .| agent id v sk +
| i source |- | srep NER 10.100.164.34 I+ I
L] il | destination v - | dstip wl = 10.100.164.34 + L e )

«  To add more query filters under the same combination chosen in the first step, click the + button beside
the same combination and repeat the process.

« To add a sub-filter statement, click the + button beside the filter and repeat the process.
«  To set the relationship between each statement, use the drop-down menu.

«  For example, the statements below will return events whose source ends with 10.100 OR .com AND whose
destination is 86.105.227.125

@ or [+] +
fi | AND EI +

------- M | source E| - | srcip B ab* 10.100 -
e fi | source EI - | src_host |Z| ab* com +

- M || destination |Z| - | dst_ip B

86.501.227.125 =+

-

il button beside it.

« To delete afilter , click the
You can add multiple query definitions for a single sub event and these are tied together.

The next step is to define sub events join condition that, when true, a new event will be generated per the output
mappings configuration.

Join Condition

Please note that you have to add at least two sub events in order to define a join condition. This section allows you
to configure field groups and fields that when those values are equal in the sub events, then a new aggregated event
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will be generated as per the output mappings. For example if in the condition 'agent:agent_id' for sub event 1 is
equal to 'agent:agent_id' for sub event 2 then the condition becomes true.

+  Click the 'Join Condition' stripe to open the 'Join Condition' area.

The Join Condition screen will be displayed:

+ General
+ SubEvents

= Join Condition

SE2 SE1

agent ¥ - agentid v agent v - ageni_u v

+ Output Mappings

The number of columns displayed for 'Join Condition' depends on the number of sub events configured. For
example, if you have configured three sub events, then the Join Condition will display field groups for three sub
events allowing you to configure the condition. The above aggregated rule displays the Join Condition for two sub
events and the selected values indicate that when the value of 'agent_id' is same for both the sub events then the
condition becomes true. The column header displays the name of the sub events configured for the aggregated rule.
When the condition become true, a new aggregated event will be logged and can be queried from the Event Query'
page under Investigation.

To configure a join condition
+  Choose the field group you wish to add to the filter from the 'Field Groups' drop-down.
The next field will display the fields available for the selected field group.

Jein Condition
SE2

agent |E| = | agent_d -

custom
destination

{rule

| source

| syslog

| classification

| netwark

{ file

| application

| time

| event

| dewice

| user

+  Choose the field from the second drop-down.

Tip: The descriptions of the Field Groups and the Field items under each of them, are available in Appendix 1 -
Field Groups and Event ltems Description.
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Repeat the same process to select the field group and fields for the available sub event(s)

+  To add more field groups and fields for the sub events, click the + button at the bottom of the screen
Another row to configure the field groups and fields for the sub events will be displayed.

+ SubEvents

= Join Condition

SE2

SE1
agent H = agent_id - agent F| = agent_id |
agent |Z| = | agent_ud |=

agent |E| = | agent_wd

I |

b
+ Output Mappings

Repeat the same process explained above to select the field group and fields for the available sub event(s)
for each row.

Please note that you can add multiple rows for a Join Condition. The values in the same row should be equal for the
Join Condition to be true. For example, the value of row 1 of sub event 1 should be equal to value of row 1 of sub
event 2. Similarly the value of row 2 of sub event 1 should be equal to value of row 2 of sub event 2 and so on.

To remove a join condition row, select it and click the trash can icon at the bottom

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved.

154



CcCOMODO

Creating Trust Online®

= Join Condition

SE2 SE1

agent j = | agent_id J;I agent j = | agent_id |:|
d: agent "'] - agent_id |""| agent "'] - agent_id |"'| __:-_>

The row will be removed from the screen. After configuring the join condition for the sub events, the next step is to
configure the fields that should be included in the aggregated events.

Output Mappings

The Output Mappings area allows you to configure the field values that should be displayed in the aggregated events
that are generated whenever a join condition for sub events becomes true. Please note that the details screen of an
aggregated event will display the configured output field values including default values. These default values may
vary for different aggregated events.

+  Click the 'Output Mappings' stripe to open the 'Output Mappings' area.
The 'Output Mappings' screen will be displayed:

= Output Mappings

Qutput Subevent

agent x| - agent_wd ILE SE2 j agent H - | agent_id j +

«  Output - Allows you to configure the field that should be displayed on the details screens of an aggregated
event
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«  Subevent - Allows you to select the value that should be displayed for the output field. The drop-down lists
all the sub events added for the rule including 'Value' that allows to input a custom value.

To configure the output field
+  Choose the field group from the 'Field Groups' drop-down from the 'Output’ section
The next field will display the fields available for the selected field group.

= Qutput Mappings

Cutput

Lo Fl - o1 B
CUSEOImE b, j La
|

agent

| €o_1label
destination oo 2
rule co_Zabel
SOUICE o 3
syslog (co_Flabel
classification |co_a
network | co_dlabel
file |co S
application co_Slabel
event
device
user

+  Choose the field from the second drop-down.

Tip: The descriptions of the Field Groups and the Field items under each of them, are available in Appendix 1 -
Field Groups and Event Items Description.

Next, you have to configure the sub event value that should be populated for the selected field under 'Output’
The first drop-down under the 'Subevent' section displays all the sub events available for the rule.

Subevent

5E2 P iEI agent -

SE1
value

«  Choose the sub event from the drop down. 'Value' allows you to input a custom value.
«  Next, choose the field group from the 'Field Groups' drop-down
The next field will display the fields available for the selected field group.
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bubevent
|E| event w | - type |E|

BEE"F'II' ?'} agpnt_ﬂmp
product central_time
custom | customer_id
destination dve_time
rube | event_id
SOUFCE |t 1
syslog |2
classification 3
network message
file mssp_sd
application | name
time | rawi_log
| raw _size
device 5ize
user taE_I:st

+  Choose the field from the second drop-down.

Tip: The descriptions of the Field Groups and the Field items under each of them, are available in Appendix 1 -
Field Groups and Event Items Description.

+  Click the + button on the right after selecting the output parameters.

Jein Conditian

= Qutput Mappings

output Subevent
custom 3 = o1 |E| SE2 |E| event E = type |:| —@

co_1 -

SE2type

Save

The output field with the configured field value will be displayed below the configuration area. The following example
shows the field output values added for sub event 1 and 2. You can add as many output fields as required for the
aggregated event.
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= Qutput Mappings

Output Subevent

custom H' o 2 H SE1 r'\l event H— type l:' +

- | co_2

LE2Type 21 Type

«  Toremove an output field, place the mouse cursor over an output configuration and click the 'x' mark.

dgent

oo 1 co_2

Remove Output Field

SEZType SEType

«  Click the 'Save' button.

The aggregation rule will be saved and when the join condition is triggered, an aggregation event will be generated
and can be queried from the Event Query' page under Investigation.

« To view an aggregated event that was triggered by an aggregation rule, click the menu button > 'Event
Query' under 'Investigation. Select the customer that was applied to the rule under '‘Customers' on the left

pane.
4 Investigation 3 Evert Quary D=
Customers Maw Quary =
Cameds Ank w Quury Builder L]
@ awp e
Quarias mix| 0 — | sent " .| hype ¥ = apgrepgation +
» W famode Built-in Quorias
= Bn Classification Basod
Vel Events « Il Bl save Save As schedule = 5 5w m
nfrusion Events
Argtvirus Detections

In the 'Query Builder', select 'event' from the 'Field Groups' drop-down and 'type' from the 'Fields' drop-down. Select
'=" operator and enter 'aggregated' in the text field. Select the search period from the 'Last..." drop down and click the
'Search’ button.

The search results for the aggregated event query will open.
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Query Builder
B awp v 4+
1 'ﬂ' SOUrNCEe ¥ = srciip ¥ = 105.140.126.2 +
« [# save Save As Move Schedule
Results Aggregations
Event Flelds Bar Chart  Pie Chart
i 2 v :
destination dst_ip 3 7 s
dst_ip
31 198, 58,106,243
32 211.159.235.58
3 172.217.1.238
7 o f 33 172.21
34 95.6.45.26
Aggregation Function
. 35 91.189.88.152
Count W
o 35 96.6.45.83
Crder By Limit
57 @98 3] 6
Descending + | 500 w 3 §.053.531234
38 B.252.26.126
m 358 23.202.233.152
40 173.184.167170
41 128.122.109.46
47 23.57.36.67
13 172.217.2238
a4 85.236.43.108

Q=

Count

Last 3 hours ¥ m

BB E

+  Click the export [] button on the right of the table to generate a .csv file of the results.

Opering exported-MNew Query-aggregation-13244840263 70, cov >
< W &l save Save As Move " e s : O [ Last 1 hours |~ m
Wou have chosen ko oper: ‘\
Results Aggregations 'é] exported-MNew Query-sggregation-132448402631 Desw
R which & OpenOffice.ong XML 1.0 Spreadsheet
Evant Figlds from: hitpss//cwatchankara.conemssp.comodo.com
- ‘What shauld Firefox do with this file?
Event “ | category (W -+ e Count
@ipen with} | OpenOffice Cale (default) |
agent_id i i
P . i Save File FTRAFFIC 1
Sre_city a'
category Do this gutomatically for files ke this from now on,
W2
”~ by i ]
Aggregation Function :
Count b
Crder By Limit
Descending ~| | 500 w
You can also view the graphical representation of the number of events from source ip to destination ip.
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«  Click the 'Bar Chart' tab to view the bar chart representation of the aggregated events.

Results Aggregations

Event Fields

destination ¥ | dst_ip

dst_ip
P g
Aggregation Function
Count L4
Order By Limit

Descending + | 500

Submit

Table Bar Chart Pie Chart
||+ Limit |10
S0k —
10k
[}
ok
20k
il
Ok
ik —_—— — _ _—
N % ok : o Ir ] Dy *
SR & @ X S
J L =] ~.
i - ¢ . B ~= 5-\
A F ) o 4
i \-,-»-' . o

+  Click the 'Pie Chart' tab to view the pie chart representation of the aggregated events.

Results Aggregations

Event Fields
destination ¥ dsLip

dst_Ip

st b

Aggregation Function

Count W

Order By Limit
Descending * | | 300

Tahble Bar Chart Pie Chart

W Limit |10 W

To re-arrange the event fields,

+  Select the field you want to re-positon
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+  Click the up/down arrow button on the bottom left of the 'Event Fields' pane.

cWatch Analytics

+  You can view more graphical representations of the aggregated results using cWatch Analytics.

«  This interface helps you view a unique filtered chart by entering the specific values in the field as desired
from event query.

+  You can view the both the combination of fields or either of the fields entered in the right hand side filter to
view the desired chart by clicking Boolean operators AND/OR present below the aggregated fields

+  To view more graphical representations of the aggregated results, click the 'Go to cWatch Analytics'
button

at
m\fm al Analytics

INgafT gour Sa@

agenlid

Collapuible Indented Tres

The analytical result for fields chosen in aggregated results will open. The parsed analysis results will also be
displayed in this interface.

+  To view this result in various types of charts, map the aggregated result fields, by clicking 'Map Your
Dimensions' window on the left panel.
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Insert your data

Select Chart [

class action,Coun
Map your Dimensions
FIC,-,1.0
srec_city string
agent_id string
category string
class_action string

o Count number

Hierarchy

Dreg numbers, strings, dates here

src_city string

agent_id s ring successfully pars=c

category sling

class_action string

Count number

WALWARE ACTIVITY

cCOMODO

Creating Trust Online®

+  Select the field you want to map and then drag and drop the parameter to the 'Hierarchy' below in the order

you want it to be represented in the chart

+  To view specific events in a graph, enter the fields displayed on the right of the interface and click 'Filter' to

view the graph.

2]

SIC_city
agent_id
category

class_action

Count

AMND I Reset

+  Click 'Reset', to view all events of aggregated results

«  To view data input in text format, click
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Insert your data

agenl_d

caiegory

cass_achon

Cound

ol 2 iecands in you Gala have besn succedsfully paissd

«  To view data input in table format, click it

«  Click the 'Select Chart' window to view the various types of charts that appropriately fits your event data
inputs

c\Watch

J-

L}

Map Your
Dimensions

Correlations

Distributions

. y N. y
ol e

Time Series
Hierarchies
A_—

3
« Toadd a particular event from the aggregated result to the current query, click

« Toadd a particular event from the aggregated result as a new query, click L
Clicking on an aggregated event will open details with configured and default output values.
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Results Aggregations
Time: { 2018-04-11 09:07:56 - 2018-04-11 12:07:56 ) Total Cour >oiected Rasult Fields  Datails  Filter  Raw Log ®
central Time - Device Hast Aj agent_id; 5yl agent ip: MaSensar agent_ip_number: .1
201 8-04-11 12:07:33.881 NxSensor agent time: 20180411 12, app_pid: 0 app proto: dis
2018-04-11 12:07:33.810 NxSensord M5! = = = =
= - = Application Name : MxSensor con base score: 0 bytes in: 77
2018-04-11 12:07:32.663 [ Pt
bytes gut: 37 Cemtral Time: 20180411 12 chass action | connect
I 2018-04-11 12:07:20.197 MxSensor N‘“S'I class domain: net chass ohject: flow chass stabus: success
LOTE-DE-TT 12020162 NxSensorl NS
2018-04-11 12:07-20.162 NxSensor2 NS w X 5F o_Habel: conn state oo ¥: Do
2018-02-11 1 MNx5ensor2 MNx5§ o 3abel: conn histary customer wi: CUSTebdcieds Destination IF- 2E4H
201 8-04-11 12 NxSensor? 5
2018-04-1 {xSensor s Destination Port: 51 Device Most:  WxSensor dst city:  Mountain View
201E-D2-111 NxSensor MNKS!
2018-04-1112 NxSensor MxS wst_country: United States dst_#p_number: 134733077 dat ip_private: fase
2018-02-111 Nx5ensor NXSE  gst ip werslon: 2 dst boc: 3738451720 dst sd 1: Calfarnia
2016-04-11 MxSensord Mx5
= S st tr ip number: -1 dst tr part: 0 duratien: 0
2018-D2-11 NxESensor2 MNKS!
201804111 MxSensor2 MNxS dve_ip_number: -1 dve_thime:  Z018-04-17 12 dve_tx_ip_number: -7
200804111 hxSensord NESE  pventia: SDCRamGT.G fsie: 0 faciity: 23
2018-04-11 12:0:78.4( MxSensor MNx5:
20180411 1 FRCaraDE s Kafka_ofFset: 0 Kafka_partitien: 0 1_1: AssetRanpelist
201 8-04-11 12:021 MxSensor MxS W2 s pAssetia K3: s phssetia mEEp_ld  samsung_oong

The following screenshot shows the output fields and values that were configured for an aggregated rule in the
details screen of the aggregated event that the rule triggered. The 'event type' that were configured for sub event 1
and sub event 2 are Firewall and Access respectively.

Details =

ngenc time ;200 E-04-19 06 app pad ;0 by in: O

bytea_pum: D

+ General

+ SubEvents

+ Jain Conditian mog_id: Sevslapmems

pass days i TEEID pasg Pesurs s AJLIEN PasE_mimaes 1 JAOESIH

= Dutput Mappings

PARE_aIEnL | BT YEATE | iy

Durpur
prod_name ;L pred wandar:s Coeooo raay_uirs : 0
Custom 3 = ol
e iz 0 rubs_uigd: 0
Hew

e 1 ca_X

SE2Type SEIDpe /

You can save the aggregated events and use it for correlation rules in order to create incidents. See 'Query
Management', Managing Correlation Rules' and 'Managing Incidents' for more details.

Edit an Aggregation Rule

+  Select the aggregation rule that you want to edit from the list.
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= nules > aggregatian Rulos N =

Apgrogation Rules Lise = General

Mame ‘Windew Duratien (minutes) Activation Scope

Fame

Demo Aggregatad Rule ] Adtew | Al

Description

Aggrégs ¥
Demo Aggragatad Rule
Test Aggreate 25 for Intrusion Detect|

+ SubEvents
+ Jsin Conditian

+ Output Mappings

+ Add B O eageiofr £ 2 @

+  General - Edit the name of the rule directly in the name field. Modify the other parameters as required. The
process is similar to adding a new rule. Click here for more details about configuring the general section.

«  Sub Events - Click 'SubEvents' to open the sub events configuration area. Modify or remove the sub
events as required. The process is similar to configuring new sub events. Click here for more details about
configuring sub events.

« Join Condition - Click 'Join Condition' to open the join condition configuration area. You can modify or
remove join conditions as required. The process is similar to configuring new join conditions. Click here for
more details about configuring sub events.

+  Output Mappings - Click 'Output Mappings' to open the output mappings configuration area. You can edit
existing current outputs, remove or add new outputs. The process is similar to configuring new output
mappings. Click here for more details about configuring output mappings.

«  Click the 'Save' button for the changes to take effect.
Please note that aggregated events triggered by aggregated rules prior to their modifications will not be affected.
Delete an Aggregation Rule

«  Select the aggregation rule that you want to remove from the list.
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E= Rules » Aggregation Rules
Agpragation Rules List

Mama

:‘-.g:[;lr-.'-;:,.':m'-cj Rule 3

'+‘ .ﬁﬂd D Pngr1uf1 { }

The rule will be removed from the list. Please note that the aggregated events triggered by aggregated rules prior to
their removal will not be affected.

6 Incidents

«  cWatch will generate an 'Incident' when it identifies events which match a correlation rule. Correlation rules
are defined per-customer and can be configured in the 'Rules' section.

+ Incidents are assigned to the user who is handling/supporting the customer.
« Anincident remains open until the user closes it.

+  Admins can manually add incidents and assign them to users if certain tasks are required on a customer
network.

«  The number of open incidents is shown beside the natification icon in the title bar.

The 'Incidents' menu allows users to manage incidents.
To open the incidents interface:

+  Click the menu button at top-right and choose 'Incidents":
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ﬁ Incidents

Incident b

Indchdent Manegemen

See the following sections for more details:
« Manage Incidents
+ Incident Category Management

+  Category Action Management

6.1 Manage Incidents

+  Click the 'Menu' button > 'Incidents' > 'Incident Management'.

«  This area lists recent incidents along with details such as customer network, the object affected, the user to
whom it is assigned and more.

«  The actions menu lets you close/re-open incidents, assign them to different users and change incident
status.
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,‘ Incidents

Incident Management

L

noident Cate ¥ Man

The 'Incident Management' screen:

.‘I-uiden[s » Incident Managemant =
Customer Priority Ineidant Lint | Total Count: 0 ) Generate Report [
All Al b2 Dal » Mame Object Subject Category  Pricrity  Username Cass Customer Status  Type  Summary  Trigger Coun
User Hame:

All
Category Qbject
Al
Type Subject
Swtus
, s
identity
Search By id
< »
Actions ~ + add @ Delete O Details & Attach

«  Use the drop-down menus on the left to filter incidents. Click 'Search' to execute the query. You can
combine filters to run more granular searches.

+  You can also click the notification icon on the title bar to open this screen:
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Incident List - Table of Column Descriptions

Description

Date Time the incident was detected or added.
Name +  Forincidents added by correlation rules - The 'Name' column displays the name of
the rule based on which the incident was detected.
«  For manually added incidents - The 'Name' column displays the name as entered
during its creation.
Object The resource on which the incident occurred. For example, an endpoint.
Subject The source of the incident. For example, a user or process that accessed the resource.
Category The type of the incident
Priority «  Forincidents added by correlation rules - The 'Priority' column shows the severity
level of the incident. This is set by the rule that detected the incident.
«  For manually added events - The 'Priority’ field shows the severity level entered by
the person who created the ticket.
Username The name of the admin to whom the incident is assigned.
Customer The name of the customer on whose network the incident was detected.
Status The current standing of the incident. The possible values are:
+ Open
«  In-Progress
«  False-Positive
+  Closed
Type Whether the incident was added manually or by a correlation rule. The possible values are:
+  Default - Incident was added manually
+  Correlated - Incident was added by a correlation rule
Summary For incidents added by correlation rules - The ‘Summary' column displays a short description
of the it as defined in the rule based on which the it was detected.
For manually added events - The 'Summary' field displays the short description of it as
entered during its creation.
Trigger Count Number of times the incident occurred
Last Trigger Date | Date and time the incident last occurred
[dentity The incident identification number that was auto-generated by cWatch
Report Indicates whether a report has been generated for the incident. The possible values are:
- Waiting request to generate report
«  Inprogress
+  Ready
TheHive TheHive is a security incident response platform. Contact your Comodo account manager to

access this.
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+  Click any column header to sort the table in order of the items in the column.
Following sections explain on:

« View incident details

+ Add and assign incidents to users

« Edit and Reassign an incident

+ Delete an incident
View incident details

+  Select anincident and click the 'Details' button at the bottom.

«  The details pane contains comprehensive information about the incident. This includes the name of the rule
that triggered the alert, category of the incident, name of the customer, type of rule and more.

«  The pane also lets you view other events detected by the same rule on other endpoints in the network.

Incident List [ Total Count: 6515 ) Generate Report [«

Date v MName Object Subject Category Priority
2019-02-08 07:27:55 | Ursnif (aka Gozi) Trojan 10.100.136.... 8.8.8.8 MALWARE ACTIVITY High £
2019-02-08 07:27:54  Ursnif (aka Gozi) Trogan 10.100.136.... 10.100.136.13 MALWARE ACTIVITY High
2019-02-07 11:12:54 | New NxIDS Event Tniggered 2013495 ET TROJAMN DM... UNCATEGORIZED Critical
20M9-02-07 05:37:54 | NanoCore RAT €2 10.100.132.... 104.200.23.95 MALWARE ACTIVITY High
2019-02-07 06:31:54 = CHAT Related Events 10.100.130.41 | 74.125.133.125 UMUSUAL NETWORK TRAFFIC | Infa
2019-02-06 15:42:55  Emotet Spyware C2 10.100.136.25 | 46.235.9.35 MALWARE ACTIVITY High
2019-02-06 13:49:53 = NanoCore RAT C2 10.100.132.... 185.64.189.110 MALWARE ACTIVITY High
2019-02-06 13:46:54 | NanoCore RAT C2 10.100.132.... 185.64.18%.110 MALWARE ACTIVITY High
2019-02-06 13:42:54  NanoCore RAT C2 10.100.132.... 185.64.189.110 MALWARE ACTIVITY High
S019-02-06 1210:54  NanoCore BAT C2 101000132 185.64.189.110 MALWARE ACTIVITY High
2019-02-06 12:57:54 | NanoCore RAT C2 10,100 130 185.64.189.110 MALWARE ACTIVITY High
«=TOTO02-06 12:34:55  Potential Scan or Infection 10.100.134.74 | 10.100.129.20 UNUSUAL NETWORK TRAFFIC  Info ==

4+ add @ Delet Attach

20159-02-06 12:30:54 ManoCore RAI L2 TO. UL 1 o000 1B, 159, 1 10U MALWARE ACTIVITY High
2019-02-06 12:23:54 ManoCore RAT C2 10.100.134.71 185.64.189.110 ALWARE ACTIVITY High
2019-02-06 11:45:54  NanoCore RAT C2 10,100.132.89 185.64.189.110 WARE ACTIVITY High
2019-02-06 11:44:54  ManoCore RAT C2 10.100.132..... 185.64.189.110 E ACTIVITY High
2019-02-06 11:42:53 . WanoCore RAT C2 10.100.136 185.64.189.110 TIVITY High -
L4 : >
Actions

The pane opens at the 'Summary' page

IncCident Details

Summary:

+ History
+ Drill Dewn

Uranif {aka Gozi) Trojan was detected in the nebwark

= SUMIMAry

Name: Ursnif {aka Gozl) Trajan Type: Correl...

Diate: A Q008 072755 Category: MUALWINRE ACTRATY

Customer: comodeaniara Assignee: ewatchankar! w

Priority: High - Status: Open o

Olbjst: 10.100.136.135 Subject: 2E44 L~1.7]
Lot Trigger Dabe:  2019-02-08 072755 Trigger Count: 1
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The summary page provides details of the incident such as its name, date and time it was recorded and more.

+  History — You can view the stages of the incident management, for example, closed with reason as False-
Positive, in-progress and so on.

+  Use the 'Drill Down' report to view all devices affected by the incident:

Incident Detalls

+ Summary

+ History
= Drill Dawn

Ewart Fislds
Desc |~ | [0S q,| Feemth %

t_ip_ ber : 0
v B 2019.02-08 07:36:58 e e

Spp_name cwratch-carrelation

app pid: ]

cmd: {correlatonfuleDbuid
-8 ["EhDmATHTOuK Rl ...
dst_hast : sycmgshba.com

dst jip: 8.8.4.4

dst_ip_mumber ; 0

dst_ip_private : alse

dst part

a
dst_tr_ip_number : 0
dst_tr_pert ; 1

a

dve Ip mumber

dhc_tr_ip_number : 0

mgent_time ; AUVE0208 07 005
eatEgories [MALWARE ACTIATY]
141 100 v E EBEEEFY * MALWARE ACTIVITY

.
I e X B

+  Place your mouse cursor over an item to view full details as a tool tip.

Lesc ~

agent_ip_number
» B 2019-02-0807:26:59
App_name : owatch-comrelation
app pid : i)
cod: {"correlationRueDbuid..
co5: ['Ehjrr“,'{_H?l:n.- {Toorre
det_hoat : sycingshbo.com
dst ip: B.a.4.4

dst_ip number: [
dst_Ip_private : false
dst_port : 0

dst tr ip number: 0

The 'Event Fields' pane on the right shows all event fields in the incident.
See 'Output Mappings' under 'Configuring a Correlation Rule' in Managing Rules for more details.
The 'Drill Down' pane lets you view other incidents identified by the same rule.

«  To view the events, expand the folder structure under drill-down and select the time point.
The field values of the respective event detected at the time point will be displayed at the right.
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Incident Details

+ Summary
4 Histary
= Drill Dewn
”
Desc [+ Q, Ewent Fields =
agent lp mumber: [

= W 20130208 07:26:57 Lt

i ¥ zi) Trojan SRR A& owatch-cofrelation
> & 20190208 07:26:58 app_pid :

v T Takd LOZ() Trojan e d: {TeorrelationRuleDbli...
v & 2015-02-08 07:26:57 e 8 [WD_INnSjmaiLILS...
» R 20190208 07:26:58 dat host 1 gyringshbo.com
- 019.02 BT

R 20150208 IZIT-‘..ZE?.?; datims BTG
v R 20150208 07:26:58 . .
v W 2019-02-08 07:26:58 et ipmumbar: 0
v B 20190208 07:26:55 datip privwte:  fads
» M 2019-02-08 07-26:58 dsz port: L/
v R 20190208 07:26:58 dst_tr_ip_number : 1
v R 20190208 07:26:58 et br port -
v R 20190208 07:26:57 dve ip.numbar: 0
» L 20190208 07:26:58 : -
v ML 2019.02.08 07-26:58 Ses b samtems 20
» ML 2019.07.08 07:26:58 agent_time ; 207 G000 02650
« @ INanT NE NS0 ¥ | earegaries: [MALWARE ACTRITY]
19419 w00 = a categary : MALWARE ACTIWITY

w
J
T (e ) £

+  Send Incidents to TheHive — TheHive is a security incident response platform. Contact your Comodo
account manager to access this.

+  Generate Report — Click to generate an incident report. Click View Report' to view the output.

+  Close - Click this to close the ticket. Enter details for closing the ticket and click 'Save'. The incident
details will be archived.

«  The 'Actions' drop down lists various activities you can perform on the incident:

2018-04-23 18:03:32 | Communicatio
L

Actions

> Assign To

O Reopen

£* In Progress

O Awaiting Reply
/ False-Positive
X Close

Actions:
«  Assign To - The incident is assigned to one of the administrators
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Assignee Selection

Alex.Torres
Jason.Plata
Hiral.Washi
Erick.falconi
Franko.Myrteza
Courtney.Campbell
Logan.Morales
martin.issiov
Christina.Puleo
Sammy.Samkough

Assignee Selection

Alex.Torres

+ Reopen - The status of the closed ticket will change to re open

« InProgress - Change the status of the incident to 'In Progress'. Enter a comment to explain the status
change in the field provided.

JOansara_rone
Hankara_cone
dhankara_cone
shankara cone
‘hankara_cone
thankara_cone
‘hankara_cone

<
Actions «

» Assign To
) Reopen

2 Awvaiting Reply
/A False-Positive

X Close

COImMoaoansara e TorTEatea
comodoankara g Correlated
comodoankara Ben Correlated
comodoankara Correlated
comodoankargd | Open Correlated
comodoankgfra | False-Positive ~ Correlated
comodoapkara | Open

Correlated

Comment

TS TUT...
This sig...
This rul...
Blacklis...
Paossibl...

It indica...
Everntsr...

EU TSI U 1533
2018-04-24 08:21:33
2018-04-24 08:15:33
2018-04-24 07:51:33
2018-04-2407:42:33
2018-04-24 07:30:32
20718-024-24 00:485:33

(B n 0, RFal. v g
72918753
0b7715¢4
6040bf37-
687e17f7-
53963030

'd‘«]ldqﬂ‘Hv

3

+ Add @ Delete O Details & Attach

«  Awaiting Reply - Select an open incident that requires response from the user and click 'Awaiting

Reply'. Enter a comment about the incident and click 'Ok’

- False-Positive - Select the malware free incidents and select the 'False Positive' from the 'Action’ drop

down
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« Close - Select 'Close' after the incident is resolved
Manually Add an Incident

In addition to the incidents reported by correlation rules, admins can manually add incidents and assign them to
specific users.

To add and assign an incident
+  Click the 'Add' button at the bottom of the screen.
The 'Add Incident' dialog will open.

191285733 Teus Tracker Reportad Cnd Server 1010 141.8.. | MALWARE ~
191235733 | CnC Server Q... 141.8... | MALWARE ~

ns v (i
Add Incident x

Name

Category

MANUAL

Object

Subject

Customer

Priority Status

Info v Open w

Description

«  Name - Enter a name for the incident.
+  Category - Select the classification of the incident from drop down
+  Object - Enter the value you want to assign. For example: Source IP address

+  Subject - Enter the value you want to assign. For example: if you have assigned source IP
address to the object, you can enter the destination IP address to check for the events occurring
between the two end points specified

+  Customer - Choose the customer from the drop-down for whom you want to add the incident.

+  Assignee - Select the user to whom the incident should be assigned

«  Priority - Select the severity level of the incident from the drop-down. The options available are
'Info’, 'Low', 'Medium', 'High' and 'Critical'.

«  Status - Select the status of the incident from the drop-down. The options available are - Open, In

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 174



cCOMODO

Creating Trust Online®

Progress, False-Positive and Closed.
+  Description - Enter an appropriate description for the incident
+  Click the 'Save' button

+  Admins can identify incidents based on the name, object and subject of the incident.

«  Ifthe values above match an existing incident, then the incident will add to the count of the existing incident.
If the values are new, then a new incident is created.

The incident will be added and displayed in the 'Incident List'. Please note that incidents added manually will be
classified as 'Default'.

Delete an Incident
Administrator can delete incidents that are no longer required from the list.
To delete incidents

«  Select the incident(s) from the list and click the 'Delete' button at the bottom

Incident List ( Total Count: 1401 )

Generate Report [+

Date - MName DObject = Subject Category Priority = Usernai
2018-04-22 14:35:32 | P2P Application{s) Activity 10.1... UNUSUAL NETWORK TRAFFIC | Medium | owat a
2018-04-21 13:2734 | MNew NxID5 Event Triggered 2009... | ETP2... | UNCATEGORIZED Critical

2018-04-21 13:27:34 | P2ZP Application(s) Activity 10.1.. UNUSUAL NETWORK TRAFFIC | Medium | owat
2018-04-2015:33:33  DNS Query for Suspicious domains 10.1... | 826.... DNSREQUEST ANOMALIES Medium | owat
2018-04-2015:33:33 | DNS Query for Suspidous domains 10.1... | B26.... | DNS REQUEST ANOMALIES Medium | owat
2018-04-2015:26:38 = SquirtDanger 10.1.. 192.1... MALWARE ACTIVITY High owat
2018-04-20 15:26:38 | SquirtDanger 10.1... | 10.10... | MALWARE ACTIVITY High owat
2018-04-20 15:21:18 | eMule KAD Network Connection Beguest | 10.1. 65.55...  UNUSUAL NETWORK TRAFFIC = Medium | owat

&XITE0A-20 15:17:28 | Zezin botnet activity 10.1... | 5.101.. | MALWARE ACTMITY High O
2018-04-2015:14:45 | Emotet acimaly OeteCloT oy T T, WALVWARE AL 1TV High owat
2018-04-2015:14:45 | Zezin botnet activity 10.1... 10.10.. = MALWARE ACTIVIT High owat
2018-04-2012:42:32  Spamhaus Drop Events Inbound 10.1... 91.20..  UNUSUAL NETWOHK TRAFFIC = Medium | owat
2018-04-2012:0032 | eMule KAD Network Connection Request | 10.1... 111.2... | UNUSUAL NETWOHK TRAFFIC | Medium | owat
2018-04-2012:00:32  P2P Application(s) Activity 10.1.. UNLSLUAL NETWORK TRAFFI Medium | owat
2018-04-2010:33:33 | Ransomware Tracker Reported 10.1... | 103.2.. | MALWARE ACTIVIT High owat
201804-2010:33:33  CnC Server 10.1.. 103.2.. MALWARE ACTIVI High owat
2018-04-20 10:00:33 | DNS Query to a *.top domain 10.1... 10.10... | DN5 REQUEST ANGMALIES Medium | owat .
S e ne= oo sssrisinne acTna == =
Actions -~ + Add @ Delete O Details & Attach

A confirmation dialog will be displayed before you want to delete the incident.

Do you want to confirm? x

Selected incidents will be deleted from the system ?

i v=-

«  Click 'Yes' to confirm removal of the incident from the list.
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6.2 Incident Category Management

+ Incident categories let you classify events based on their impact on the endpoint or network.
+  You can assign colors to identify each category.

«  There are predefined, default categories for managing essential incidents.

«  You can add and edit categories as required.

B incidents » Incident Category Managemant Y

Carsgory Nams Autn Assigred Usars Manual Assignad Usars Caler

.......

=2 E e (B aae | ala |8iafsa|a

+ Add # Bdit B Delete . Show Actions

«  The default incident categories are:

+  Authentication Anomalies

«  Anomalies in privileged user account activities
+  Anomalies specific to endpoint and backend

+  Check for known APS

+  Correlated

«  DNS Request Anomalies

«  Malware Activity

«  Malware

«  Manual

«  Scheduled Query

+  Unusual Network Traffic

+  Unpatched for Vulnerable Systems or applications
«  Web traffic anomalies

Incident Category Management List - Table of Column Descriptions

Column Header Description

Category Name Label of the category.

Auto Assigned User | The user who is assigned to deal with incidents which belong to this category.
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User
[
MName Auto Assigned Users
yuriy.lazarenko@comodo.com
yuriy.konstantinovskiy@comodo.com
Jason.Plata
Manual Assigned Users assigned when the category was created or edited.
Users User
MName Auto Assigned Users = Manual Assigned Users

yuriy.lazarenko@comodo.com
yuriy.konstantinovskiy@comodo.com

Jason.Plata

Color Represents the category type

Note:
-  Users take action on incidents.

« When an incident is created, it is automatically assigned to a user who is present in the 'Auto Assigned
Users' list.

+ You can reassign an incident to a user who is on the 'Manually Assigned Users' list. If the list is empty, you
cannot assign the incident manually to a user.

«  To add users to the existing list available see 'Managing Users'

Add a Incident Category
«  To monitor and manage the types of incidents detected based on the correlation rules

«  Once a category is added, the incidents will be grouped to the specified category based on the correlation
results

+  Based on the severity/priority the incident category is either auto-assigned or manually assigned to users
for performing required action.

To add a new category
+  Click the 'Add' button on the bottom right of the interface
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3, Sk.Moshin, Courtney.Campbell, Franko.Myrt... . Black

3ta, Sk.Moshin, Courtney.Campbell, Franko.Myrt... . Black

f Edit [ Delete <, Show Actions

The 'Add Category' dialog will open

Add Category x

MName

Color
@ Black

User

~
Name Auto Assigned User.

yuriy.lazarenko@comodo.com
yuriy.konstantinovskiy@comodo.com
Jason.Plata
alexander.zelko@comodo.com
bar.bonen@comodo.com
Sk.Moshin
Courtney.Campbell

servet.kurt@comodo.com

+  Enter a name to identify the detected incident type
«  Select a color code from the 'Color' drop down, to indicate the category
+  Select the user to whom you want the incident alerts to be sent.

+  You can choose to assign users automatically or manually by selecting the options 'Auto-Assigned
User' or 'Manual Assigned Users' columns against the user

+  Click 'Save' to create an incident category

Edit the incident category
You can edit the created incident category for reassigning users or changing category names.

To edit a category
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+  Click the 'Edit' button on the bottom right of the interface

AR WA LIE [owatchandara_conea] [|ason.Flata, doshin, Courtney.Campbsall, Framdo, yri . glack

TS IN PRIVILEGED USER ACCO... [owatchankara_cone] [Jason.Flata, Sk.Moshin, Courtney.Campbell, nm.mm:
AMOMALIES SPECIAC TO ENDPOINT & . [owalchankara oone] UasonMgLa, Sk.Hoshin, Courtney.Campbell, Franko. Myl . Biack
CHECK FOR KHNOWN AFTS [owatchankara_cone] LJason. Flatg. Noshin, Courtrey.Campbell, Franko. vyt | 2ack
MALWARE ACTIVITY [ewatthankara_oome] [Jason.Flata, S Mgehin, Courtney .Campbell, Franso. Myt . @ ack

MALWAAE [ewsatchasnkara_ cone) [Ja=on. Plata, Sk NeshMy Courtney Camplell, Framio. Myt . Arnibaer
SOHEDULED QUERY [owatchankara_cona] [Jason.Plata, Sk.Noshin, Cogrtney Campbell, Franio. MyrL.. . Black
URUSLIAL METWORK TRAFFIC [ewalchankara o) [Jason.Plata, Sk Noshin, CourtiMg Camplel, Framio. My . Biack
LINPATCHED OR WUMLNERABLE SYETEMS...  [owatchankara cone) {ason.Plata, Sk.Noshin, Courtney Cgnpbell, Frando. vyt . Blark

WEB THAFFIC AROMALIES [owatchankara_oome) [Jason.Plata, S« Moshin, Courtney Camp = . Biack

@ palate L show Actions

The 'Update Category' dialog will open

Update Category x

Name

ANOMALIES IN PRIVILEGED USER ACCOUNT ACTIVITY

Color

@ Black v
User
Name Auto Assigned User, A
yuriy.lazarenko@comodo.com
yuriy.konstantinovskiy@comodo.com
Jason.Plata
alexander.zelko@comodo.com
bar.bonen@comodo.com
Sk.Moshin
Courtney.Campbell

servet. kurt@comodo.com

+  Modify the fields as required and click 'Save' to update an incident category
To Remove a Category

+  Click 'Delete’ on the bottom right
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MARLUAL [owatchank .

DS AEQUEST AMOMALIES [owalchankara_cone] [Jeson.Plata, Sk.Moshin, Courtney.Campbell, Frankouk .

AUTHENTICATION ANOMALIES [owatchankara conie| Lagson Flata sk Noshin Courtney.Campball, Franko byt . Black
SO IES IM PROILEGED LISER ACCOL. [owatchankara_cone) [Jason Pata, Sk Noshin, CourtnayCampbaell, Eranko Myrt Black

ANOMALIES SPECIAC TO ENDPOINT & ... | [owatchankara_cone] [Jason.Mata, Sk.Noshin, Courtney.Campbell, Agnko byrt_.. . Black

CHECK FOR KMHOWHN APT'S [owatchankara_cone] [lasan.Flata, Sk.Moshin, Courtney.Camphell, ki Wyt . Black

Myt . Black

ML WARE [owstchankara_coni) [Isson.Flata, Sk.Noshin, Courtnay.Camphall, Frankoipyrt . Ambsar

MALWARE ACTIVITY [owatchankara_cone] [Iason.Flata, Sk.Noshin, Courtney.Camphell,

SCHEDULED QUERY [owatchankara_cone] [Jason.Flata, Sk.Moshin, Courtney.Campbell, Frankn. kgt . Black
B ciack
B Giack

Black

. Shew Actlons

UHLISUAL KETWORK TRAFFIC [owatchankara_cone] [Jason.Flats, Sk.Moshin, Courtney.Campbell, Frankouhy
UNPATCHED OR VIJLNERABLE SYSTEMS... [owatchankara_cone] [Jason.Flata, Sk.Moshin, Courtney.Campbell, Franko.iyrt

WEE TRAFFIC AMOMALIES [owalc hankara_oomne] [Jason.Mata, Sk.Meshin, CourtneyCampbell, Franko byl

+ Add 4 Edit

A confirmation dialog will be shown as follows:

Do you want to confirm?

Selected incidents will be deleted from the system ?

fia] ves

«  Click 'Yes' to confirm removal of the incident category from the list.

- To view and manage the actions performed on an incident category, select a category and click 'Show
Actions' on the bottom right

The 'Category Action Management' screen will open

Category Name Auta Assigned Users Manunl Assigned Users Colar
mllt ATHIN ANCRAL IS [oaatchankara_crine| Jm=an. Plata, Sk.Meshin, Courtney Carmpbied], Fra "\n.r-l-ii—l{_l._T._‘_:

ANCRMALIES N PRMILEGED USER ACCO...  [owatchankara_cone) [Jason.Plata, Sk.Moshin, Courtrey.Carmpbell, Franko. Myrt... . Black

ANDOMALIES SPECIFIC TD ENDPFCINT B [owatchankara_oons] [J==aim, Flata, Sk.Moshin, Courtney.Campbel|, Frankoo, Myt . Black

TEST CATEGORY [y lararanko®Ecomiodo.com] [ywriy.|azarenko@comadounam] . Black

CHECK FDOR KMITWH AFTS [pwatchankara_cone) [Jsan.Flata, Sk.Meshin, Courtney.Carmphiell, Franko, Myrt... . Rlack

CORRELATED [servet.kurt®comado.com, opsrator] [servet.kurt@oomodks.com, operator] . Red

DINS REQUEST ANOMALIES owatchankara_cons] [Jzson.Fata, Sk.Moshin, Courtney.Campbell, Framko, Myt . Black

MALWRRE ACTITY [owartchankars_oone] [Eervet. kurb@oamoke, com] . Black

MALWRAE ACTITY [owatchankara_comns] [Jason.Plata, Sk.Moshin, Courtney.Campbell, Frambo.MyrL... . Black

[owatchankara_cons] [Ja=on.Plata, Sk.Maoshin, Courtney.Campbell, Frambo Myrt.. . Amber

MANLIAL [owatchankara_cons] [Ja=son.Fiata, Sk.Mashin, Courtney.Campbel], FrankoMyrt. . Black

SCHEDLULED QUERY [oeatchankara_oomne] [Jason. Plata, Sk.Mashin, Courtney.Carmpbell, Franko Myrt... . Black

UNUELAL METWORK TRAFFIC [owatchankara_cone] [Jason.Plata, Sk.Mashin, Courtney.Carmpbel], Franko MyrL... . Black

UNPATCHED OR VULMERABLE SYSTEMS... [owatchankara_cone] [J&son.Plata, Sk.MNoshin, Courtney.Camplel], Franko Myrt... . Black

el, Framkobiyrt... [ Black

WEER TRASRC ANOMALIES

[Jerson. Plata, Sk.Moshin, Courtney.Ca

+ Add  # Edit B Delete{ ", Show Actions

The 'Category' will be selected by default and the right hand panel will show the list of incidents that belong to the
specified category.
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Incidents » Category Action Mansgement 3 E
Type Status Incident Category Action List | Total Court: 2§
Al ~| | Al o Caregary Starus | Type = Descriptian Confirmation Requirement
Caligary ALTHENTICATION ANOMALIES — Open Send Ema &m emall is sent 1o the assignes b
ALTHENTICATSON & m AUTHEMTRCATION ANDMALIES — Open Fhartom Action | Pharicem action is craated 5 Phantom W P

+ add 3 Delete

6.3 Category Action Management

«  Click the 'Menu' button > 'Incidents' > 'Incident Management'.
«  The category action area lets you manage the actions performed on a class of incidents.

+  You can also open this area from by selecting a category in the 'Incident Category Management'
screen
+  You can manually create and remove actions for incidents
«  To open the interface:
+  Click the 'Menu' button > 'Incidents' > 'Incident Management'.

._ Incidents

ncident Manage

Incident Category Managemaenlt

Category Action Management

The 'Incident Category Action List' screen will open:
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Incidents » Category Action Mansgement ﬁ E
Type Status inchdent Caregary Acthan Lise | Totsl Counte: 2
A w=| Al b Starus  Type Canfirmation Reguirement
Cotegary E TICH ANOMALIES  Opst Send Email x
TEST CATEGOSY Open Send Email X
Al .
m SCHEDLALED QUERY Opn 5 Email = X
AUTHEMTRCATIOIN ANORMALIES | Open Phantom Action | Phariormn achion = creabed as Phargom OWatch }C
£ *
+ add [ Delote

+  You can filter the action list by selecting 'Type' and 'Status' of the incident

«  The left hand side panel of the interface displays a list of filters to specify a particular group of incidents

+  Specify values from the Type', 'Status' and 'Category' drop-down, and then click 'Search’

Custom Dashboards Interface - Table of controls

Category The incident type. For example, 'Malware activity' or 'Unusual network Traffic'

Status Shows whether the incident is 'Open’, 'In-Progress', 'False Positive' or 'Closed'.

Type Whether the event was automatically or manually generated. Automatic events
are called 'Correlated'. Manual events are called 'Default'.

Description Specifies the current status of action in a line

Confirmation Confirmation required to perform the action

Add a Category Action

«  Click 'Add' at the bottom-right of the interface:
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>

m Delete

Add Category Action

Category
W
Status Type
Open ~ Send Email 5
Email Address

Send to Assignee

The 'Add Category Action' dialog will open. Users can now follow up and close their category of incidents with the
actions assigned to them

Select the category name to which you want to add an action

Choose the status of your incident category from the 'Status' drop-down list
Select the type of action you want to take from the "Type' drop down

Enter the email address of the user in the 'Email Address' field

Select 'Send to Assignee' option if you want to send emails to the user assigned in the category
management interface

Click 'Save' to add the action to the list

Delete an Incident Action List

Select the incident that you want to deleted and click the 'Delete’ button on the bottom right
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Incident Category Action List ( Total Count: 9)

Category Status  Type » Description Confir

AUTHENTICATION ANOMALIES Open Send Email An email is sent to the assignee

TEST CATEGORY Open Send Email An ernail is sent to the assignes

CHECK FOR KNOWMN APT'S Open Send Email An email is sent to the assignes

MANUAL Open Send Email An emnail is sent to the assignee

SCHEDULED QUERY Open Send Email An emnail is sent to soc.net.ua@comodo.com

AUTHENTICATION ANOMALIES Open Phantom Action | Phantom action is created as Phantom CWatch

TEST CATEGORY QOpen Delete from List | Object field is deleted from the Assetlist list

ALTHENTICATION ANOMALIES Closed | Add fo List Object field is added to the Miners list
OTTES TIT PHOVILEGED USER ACCOUNT ACTITY  Open  Add to List Object field is added to the AssetlIstar —
< ¥

+ Add @ pelete

A confirmation dialog will be displayed before you want to delete the incident.

Do you want to confirm?

Selected incident category actions will be deleted

e

[/ Lists

« Alistis a set of field values which can be used as parameters in event queries and correlation rules.
cWatch features three type of lists, 'Live Lists', 'Range Lists' and 'IP Range Lists'.

« 'Live Lists' specify a single value.
« 'Range Lists' specify a range of values (e.g. port numbers).
+ 'IP Range Lists' specify a range of IPs.
«  Any updates to a list are dynamically reflected in all queries and rules in which they are used.

+ Lists are created by first specifying the event field then populating it with values.

+ Live lists can be populated by entering values manually or by configuring correlation rules to feed values
automatically from events. See List Mappings in 'Managing Correlation Rules' for more details.

+  Values for range lists and IP range lists have to be entered manually.
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See the following sections for more details:
« Manage Live Lists
« Manage Live List Content
«  Manage Range List Content
+ Manage IP Range List Content
« Manage Multiple Column List Content

7.1 Manage Live Lists
«  The 'Live List Management' interface lets you create and manage 'Live Lists', 'Range List' and 'IP Range
List'.
« Asingle list can have several 'Types', where different sets of values for the same field are used in different
queries and correlation rules.

«  For example, you can create a live list called 'IP Blacklist'. The list could have two 'types' - 'Internal’
(blacklisted IPs of internal hosts) and 'External’ (blacklisted IPs of external hosts).

«  The two types can be used separately in queries and rules.
+  You can also define the validity period of a value.

Please note that the number of lists that can be active at a time depends upon your subscription.
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Note: The live list management interface only allows you to create and manage lists for various fields. The values
for the fields can be manually added from the respective 'List Content Management' interface. See Managing Live
List Content, Managing Range List Content and Managing IP Range List Content for more details.

+  Toopen the 'Live List Management' interface, click the 'Menu' button from the top right, choose 'Lists'
options and then click 'Live List Management'.

. Lists » Liwe List Managesment ﬁ E

Liwe List Summary

Name Type Cantent Types Field Active
Lrve List unclassified, low, medium, high, crtical agert_ip, dst_g, dsi_br_p,... v
L Ligl High, bow pass_days, th_handied, p. \f
Rangelist IP Range List unclassified, low, medium, high, cremcal AEANT_ip, dst_gp, dst_trp.... v
Alackiist Ips Live List External ips, intemnal Ips agent_id, app_namsa s
Hash ML MIES, SHAZSE F_rmd®_ f_shazse
Miners Live List IP dst_ip v
Patya Live List MID5, SHAT, SHAZSE f_sha1, f_sha2sa, f_mds '
Petya IOC Live List IF, domain name, miailkd SrC_Ip, sAC_Mdst, Ost_Ip, Os. (
Rl DNG Servers IP Rarge List IP Agfricspmg dsip
Liwe List MDS I_rmdS
n t Lre LISt Al H sha: m -
dridex_c2 Liva List P dst_ip
meninghosts Lrewe List P ast_ip J

+ UweList + RangeList -+ IPRangelist + MCL I Change L Show

The interface shows all existing live, range and IP lists. You can add new lists, enable or disable lists, and view list
values.

Please use the following links to learn more about:
«  Create new Live Lists
+ Create new Range Lists
+ Create new IP Range Lists
- Change activation state of lists
«  View the values entered for a list

+  Create the Multiple Column Lists

Create new Live Lists

Anew live list can be created by specifying a name, adding types and defining the field for which the values are to be
populated. The values for the field can be specified only from the 'Live List Content Management' interface.
Explanations on adding values to the list types are available in Managing Live List Content..

To create a new list

+  Click the 'Live List' button at the bottom right of the 'Live List Management' interface.
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Content Types Field Active
sified, | : = ' : :
W
ified, | v
a These values can not be changed after creating the list. You can make active or passive the list
al Ips, | g
v Active
SHAZ55
+ agent ~ || agent_id i +
v
SHAT, S 4
nain na -J
BES055
HA256 e
- e v
A
@ Range List -+ IP RangeList + MCL i Change O Show

The 'List Creation' dialog will open.

- Enter a name for the live list in the 'Name' field.

« Add a name for a list type to be created in the 'Content Type' text box and click the + button. For
example, you can enter 'Internal’ or 'External’, for which you can define IP addresses in the live list content

page.

List Creation

ﬂ These values can not be changed after creating the list

Blacklist IPs v A
Internal @ agent
External -,

+  Repeat the process to add more types for the live list.

«  Toremove a type, select the type from the list and click the n icon.
«  Specify the field for which the values are to be populated in the list by selecting the 'Field Group' then
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choose the field from the respective drop-downs and click the + button. Please note that for live lists,
the full list of 'Field Group' will be available for selection.

T
v ACTIve
+ SCHITDE . B "l wre_ip b, | = |
. : "
agent Sr_city
application SrE_country
dassification srg_host
custom sroip
destination Sri_lp_private
device sre_lac
event sTC_mac
file Sre_port
network src sd 1
product sre_sd 2
rule sro_tr_ip
SFE_tF_EIZII't
wyslag
time
i Lser

The field will be added to the list of fields in the right pane.

+  Repeat the process if you want to add more fields.

«  Toremove a field added by mistake, select the field from the list and click the b icon .

+  Leave the 'Active’ checkbox selected if you want the list to be active on creation. If you want to turn the list
active at a later time, clear this checkbox.

«  Click the 'Submit' button.

Caution: The name, types and field values once configured for a list cannot be changed or removed later. Please
re-check these details before clicking 'Submit'.

The list will be added to cWatch. The next step is to manage the values for the list. See Managing Live List
Content for more details.

Create new Range Lists

«  Anew range list can be created by specifying a name, adding types and defining the field for which the
values are to be populated.

«  The values for the field can be specified only from the 'Range List Content Management' interface.
«  Explanations on adding values to the range list types are available in Managing Range List Content..
To create a new range list

«  Click the 'Range List' button at the bottom right of the 'Live List Management' interface.
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Content Types Field Active
sified, | : = : : :
W
sified, | J
0 These values can not be changed after creating the list. You can make active or passive the list
al Ips, | \(
« Active
SHAZ56
+ agent ~ || agent_id hd + v
SHAT, S o
nain na -J
55855
HA256 v
. s v

@ RangeList -+ IPRangeList + MCL i} Change O Show

The 'List Creation' dialog will appear.

«  Enter a label for the range list in the 'Name' field.

+ Add a name for the range list type in the Type' box. Click + to save the type.

ﬂ These values can not be changed after creating

Raw Log 5ize Range

Raw log -+

+  Repeat the process to add more types for the range list.

«  Toremove a type, select the type from the list and click the trash can icon

«  Specify the field for which the values are to be populated in the list by selecting the field group then choose

the field from the respective drop-downs and click the + button.
+  Please note that for range lists, only appropriate 'Field Groups' will be available.
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« Thatis, the fields available for a field group can be configured for a range.

«  Forexample, if you choose 'File' field group, then the field available for this is 'f_size' for which you can
provide a minimum and maximum size.

v| Active

af;l:licatinn ﬁ E BI&_SEE |E|

destination
event
network
rule
SOUrCe

syslog
time

The field will be added to the list of fields in the right pane.

+  Repeat the process if you want to add more fields.

- Toremove a field, select it from the list and click the B icon .

« Leave the 'Active’ checkbox selected if you want the range list to be active on creation. If you want to turn
the range list active at a later time, clear this checkbox.

«  Click the 'Submit' button.

Caution: The name, types and field values once configured for a range list cannot be changed or removed later.
Please re-check these details before clicking 'Submit'.

The range list will be added to cWatch. The next step is to manage the values for the range list. See Managing
Range List Content for more details.

Creating new IP Range Lists

Anew IP range list can be created by specifying a name, adding types and defining the field for which the values are
to be populated. The values for the field can be specified only from the 'IP Range List Content Management'
interface. Explanations on adding values to the IP range list types are available Managing IP Range List Content.

To create a new IP range list

«  Click the 'IP Range List' button at the bottom right of the 'Live List Management' interface.
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Content Types Field Active

sified, IW' = : .

W
sified, | J
ﬂ These values can not be changed after creating the list. You can make active or passive the list
al Ips, | v
v Active
_—|A2 56 ..........
+ agent wi | agent_jd » + v
SHATL S 4
Tain na J
I5SB55
HA25H v
. e Y
N

+ Live List -+ Range List

+ MmcL I3 change O, show

The 'List Creation' dialog will appear.

Enter a name for the IP range list in the 'Name' field.

Add a name for the IP range list type to be created in the Type text box and click the + button. For
example, you can enter 'Local Network BL IP range' or 'External Network BL IP range', for which you can
define the local IP network range in the IP range list content interface.

List Creation

€Y These values can not be changed after creating tt

Blacklist IP Range List

Local Metwork BL IP range @

Repeat the process to add more types for the IP range list.

To remove a type, select the type from the list and click the f trash icon.

Specify the field for which the values are to be populated in the list by selecting the 'Field Group' then

choose the field from the respective drop-downs and click the + button. Please note that for IP range
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lists, only appropriate 'Field Groups' will be available. That is, the fields available for a field group can be
configured for an IP range. For example, if you choose 'Agent' field group, then the field available for this is
‘agent_ip' for which you can provide a start and end IP range.

v ACTIVE

device 'Q |Z| l dvc_ip

— m
destination

source

The field will be added to the list of fields in the right pane.
+  Repeat the process if you want to add more fields.

- Toremove a field, select the field from the list and click the B trash can icon.

«  Leave the 'Active’ checkbox selected if you want the IP range list to be active on creation. If you want to turn
the IP range list active at a later time, clear this checkbox.

«  Click the 'Submit' button.

Caution: The name, types and field values once configured for an IP range list cannot be changed or removed
later. Please re-check these details before clicking 'Submit'.

The IP Range List will be added to cWatch. The next step is to manage the values for the range list. See Managing
IP Range List Content for more details.

Changing activation state of lists

Lists can be switched between active and inactive states at any time. The inactive lists do not feed the values to the
event queries and the correlation rules in which they are used.

To change the active/inactive state of a list

«  Choose the list from the 'Live List Summary' interface and click the 'Change’ =+ Change button at the
bottom right.
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B Lists > Live List Management D=
Liwe List Susnemary
Marme - Type Content Types Feeld Active
L =y Lo List umnclassilied, low, mediuem, high, critical agent_ip, dstip, dsLLr o D‘
AssatList Lhea List High, lowr pass_days, th_handled, l,
AscatRangedist IP* Rargge List unclassified, low, madium, high, critical agent_ip, det_ip, dsi_Lr gl lf
Blacklist Ips Liwe List External ips, Intarnal Ips agent_id, app_name l(
Hash MCL MDS, SHA2SE _mds, T_shalse
Miners Lo List P dst_ip
Frtya Lrese List MDA, SHAT, SHATSE f =k, F sha?Ss, fmdS
Petya O Lree List 1B doman narmee, maihd sre_ip, src_host, d=t_ip, ds...
FAoot DS Sarvars IF Rarge List F Adressess dst_ip
WannaCry Live List MDS f_mds
WannaCry List Liwe List MDS, SHA2SE 1_sha2ss, T_mds
dride_2 Live List P dst_ip
mininghoss Lie LIST F asL_ig

+ Lvelist | + RangeList |+ IPRange List | 4+ MC - Show

A confirmation dialog will open.

Activity state of the Chennai will be changed.

o

«  Click 'Yes' to confirm the change.
The change in the state of the list will be indicated under the 'Active' column in the 'Live List Summary' interface.
Viewing the values entered for a list

Administrators can view and edit values for all list types.

O, Show

+  Choose the list from the 'Live List Summary' interface and click the 'Show' button at the

bottom right.
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MName Type Camtent Types Field Active
AESETLIST Lve List undassified, low, medium, "llgl critical agent_ip, asL_ip, OsL_ir_ip.... J
Assat] st Live List High. low passigd o
AozetRanged et IP Rarge List urchassified, love, medium, high, critical agent_ify o=t ap, dst brop.. -p’
Blacklist Ips Live List Extarnal ips, Intemal Ips agent_id, Agp_na W
Hash ML MO5, SHAZSG f_rmds, f_sha?NG
Miners Live: List P
Fatya Le List MADS, SHAT, SHAZSE F_shal § chaiSs, f igds
Petya IO Live List IF. domain name, mailid
Rosd DNGS Servers IP Rarge List 1P Adressess
WannaCry Live List M5 F_medS
Wannalry List Live List MD3, SHA255 t_sha236, £ mds
dridex_c2 Live List P
mininghosts Live List [

+ Live List - Rangelist - IPRangelList -+ MCL I} Chang

The respective 'List Content Management' interface will open with a list of values added to the list.

.List: # Range List Content Management ﬁ =
i x - » =
List Contents

Range 5tart Range End List Type Customear Due Date Last Wpdate Time

+ add  Edit E Delste

See Managing Live List Content, Managing Range List Content and Managing IP Range List Content, for more
details on adding new values and editing existing values.

Create New Multiple Column Lists

«  Anew Multiple Column List (MCL) can be created by specifying a name, adding types and defining the field
for which the values are populated.

+  You can view more than one range of IPs using this interface.

+  For example, If you want to track two lists of IPs in a incident, you can add IPs that spread virus as one list
and IPs that are infected as another list in the MCL interface

«  The values for the field can be specified from the 'Live List Content Management' interface.
«  Explanations on adding values to the list types are available in Managing Multiple Column Lists.

To create a new list

+  Click the 'MCL' button at the bottom right of the 'Live List Management' interface.
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ﬂ These values can not be changed after creating the list. You can make active or passive the list
al Ips, | e
« Active
SHAZ59 . .
+ agent || agent_id i =k v
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nain na -J
55855
HA256 v
. s ¥

The 'List Creation' dialog will open.
- Enter a name for the MCL list in the 'Name' field.

« Add a name for a list type to be created in the 'Content Type' text box and click the + button. For
example, you can enter 'Internal' or 'External’, for which you can define IP addresses in the MCL list content

page.

List Creation

ﬂ These values can not be changed after creating the list

Blacklist IPs | A
Internal @ agent
External 5

+  Repeat the process to add more types for the live list.
«  Toremove a type, select the type from the list and click the H icon.
«  Specify the field for which the values are to be populated in the list by selecting the 'Field Group' then

choose the field from the respective drop-downs and click the + button. Please note that for live lists,
the full list of 'Field Group' will be available for selection.

Comodo cWatch Network Administrator Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 195



cCOMODO

Creating Trust Online®

et
v Active
+ SQUMDE p, IEI "l sIC_ip b |T|
% : "
agent sre_city
application SFE_COURLRyY
dlassification srg_host
custom A
destination sre_lp_private
device sre_lac
event sTC_mac
file sTC_port
neEtwark sre sd 1
product src_sd 2
rule sre_tr_ip
src_tr_port
syslag
tirme
fi Liser

The field will be added to the list of fields in the right pane.

+  Repeat the process if you want to add more fields.

«  Toremove a field added by mistake, select the field from the list and click the n icon .

«  Leave the 'Active’ checkbox selected if you want the list to be active on creation. If you want to turn the list
active at a later time, clear this checkbox.

«  Click the 'Submit' button.

Caution: The name, types and field values once configured for a list cannot be changed or removed later. Please
re-check these details before clicking "Submit'.

The list will be added to cWatch. The next step is to manage the values for the list. You can manage these MCL lists
only by clicking 'Show' button. See Create the Multiple Column Lists for more details.

1.2 Manage Live List Content

The values for a live list can be populated in two ways:
+  Manually added to the list.

«  Fed from a correlation rule. Rules that identify specific events can be configured to feed values to a live list
from those events. See List Mappings in Managing Correlation Rules.

This section explains how to manually add values to lists and manage existing values. The 'Live List Content
Management' interface allows you to view values added to all or selected lists, manually add new values, edit
existing values and remove values from a list.

To open the 'Live List Content Management' interface,

«  Click the 'Menu' button from the top right, choose 'Lists' and then click 'Live List Content Management'.
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B Lists 3 Live List Content Mansgement n =
Cusbeiar [ List  Assatl st Typs A Waluie Search
Limt Cantents
Valus List Typs Customer Dus Datw Last Updats Tims
DOTaT1cA3RTeseTd Assetlist unerlassified T 2018-05-17 063543 1740517 063610 <
01 5S6edr6d8d350e12 AssetList undiassined comodoankara 2018-05-17 06735743 20170517 06:36:14
05a00c 3207549347 Assetlist undassified T 2018-05-17 063543
0Bbab{AI01925726... Aszetlist undazsified modoankars 20180517
OMmice09n168IE7cr,,  Assetlist urdlassified m 2018-05-17 063543
00.164.34 AssetList undassined Al 2037-01-07 QOAO0-00
3dT02666DOEead Assetlist undassified comadoankara 2018-05-17 06:35:43
7.  Aszetlist undezsified comodoankars 2018-05-17 063543
Aszetlist undassified comodoankara 2018-05-17F 063543
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By default, the live 'List Contents' table shows the values added to all the live lists. You can filter the table to view the
values added to a specific list using the filter options from the top.

Live List Contents Table - Column Descriptions

Column Header Description
Value Displays the value added to a list.
List Displays the live list to which the value belongs.
Type Displays the type of the live list, to which the value belongs.
Customer Displays the customer to which the value is applicable.
Due Date Indicates date and time till which the value is valid in the list. On lapse of the due date,
the value will be automatically removed from the list.
Last Update Time Date and time the live list was last updated.

Sorting and Filtering Options:
+  Clicking on any of the table header sorts the items in alphabetical/ascending/descending order

«  Tofilter values for a specific customer, choose the customer from the 'Customer' drop-down and click
'Search'.

«  To view values that belong to a specific live list, choose the list from the 'List' drop-down and click 'Search'.

«  To view values that belong to a specific live list type, select the list from the 'List' drop-down, then choose
the type from the "Type' drop-down and click 'Search'.

The interface allows you to:
«  Manually add values to live lists
« Import values to a live lists

«  Export values to a live lists
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«  Edit existing values in a list

+  Remove values from a list
To manually enter a value to a list

+  Click the 'Add' button at the bottom right of the 'Live List Content Management' interface.
The 'List Content Add' dialog will appear.

thl:: ¥ Liwe List Conbeni Management a' 3
Customar i List Assetlist Typs Al Valua

Lint Comtents

Valus [ List Cl:II'ItEI'It Add x Laset Updats Time
DOTaT1cE3nTese 7d Assetlist 15-17 063610 &

01 55edfEdRd35defl . Assetlist
R o Value
05200 3207540347 Azsetlist
OBbab0EI01DA5726...  Assetlist 0517 063610
O leedSn 165980, Azsetlist . A5-17 06:36:14
List Management
100.164.34 Assetlist 04-18 09:46:47
Aczetlist w unclassified e
13d7T02666008eadc Assetlist 05-17 06:35:14
1622380047 82087...  Assetlist 05-17 06:36:15
Due Date Customer
Aszetlist 0517 Ca:3E15
Assetlist L All ¥ | o517 0e3s10
Assetlist | Permanent 7 053614
24602781 bEAMSEDCE..  Assetlist 05-17 0636:10
FIUTTARBEIe S — || et e \ m e
26b20 5 fedadandbb. Azzetlist 1517 BE-3E:-10
ITch3%db5733rebd Assetlist undazsified comodoankars 2018-05-17 0b 3 Z0M7-05-17 063615
Z3X2abbalTBOMSE%... Assellist undassified comiodoankarns 201 805-17 063543 63614

W

impart (3] Expart | & Edir T Detete

+  Select the live list and the list type to which the value is to be added, from the respective drop-downs under
'List Management'. See 'Creating new live list' in 'Managing Live Lists' for more details.

- Enter the value for the field defined for the live list in the "Value' field.
- Enter the date till which the value is valid in the 'Due Date' field.

«  Click the calendar icon at the left of the field and choose the date.

+  On the specified date, the value will be automatically removed from the list. Select the 'Permanent’
option if you want the value to be valid forever.

+  Select the customer to which the value should apply from the 'Customer' drop-down.
+  Click 'Submit'.

The value will be added to the selected list type.
+  Repeat the process for adding more values to the list.

You can click 'Upload File' management

To Import values to a live list
+  Click the 'Menu' button at top right > choose 'Lists'
+  Click 'Live List Content Management'

«  Select the list to which you want to import values then click the 'Import' button
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The 'Import List Content' screen will open:

Import List Content x

Select File to Upload

Upload File

List Management

Azzetlist w unclassified w
Due Date Customer
B2 2018-04-27 11:09:00 All w

+  'Due Date' - Date at which the list values will expire and will no longer be active.
«  Select the customer for whom you want to import live list values
+  Click 'Import' to upload the file

Please note that you can upload only one listin a file.

To Export values to a live list

+  Select the live list and then click 'Export' button
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- The 'Export' screen will open.

Warning

Result of the "Full” import cannot be imported. Please use "Values Only™ option to be able
to import data

Export Type

Full
Walues Only

The 'Export' screen will open. Since all imported lists cannot be exported in a single attempt, you need to choose to
+  Select 'Values Only' option to enable export
+  Click 'OK' to upload the file

Please note that you can upload only one listin a file.

To edit an existing value in a list

«  Select the live list and choose the type from the 'List' and Type' drop-downs respectively at the top of the
'Live List Content Management' interface and click 'Search’, to view only the values added to the required
'Live List/Type'".

. S #" Edit . .
+  Select the value and click the 'Edit' button at the bottom right of the interface.

The 'List Content Edit' dialog will appear for the chosen value. The dialog is similar to the ‘List Content Add' dialog.
See above for more details.
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Permanent

«  Edit the details as required and click 'Submit'.

The value will be edited and will take immediate effect on the event queries and correlation rules in which the live list
is used.

To remove a value from a list

«  Select the live list from the 'Live List Content' interface

«  Select the value and click the 'Delete’ button _ Lo at the bottom right of the interface.

A confirmation dialog will appear.

Do you want to confirm?

Selected 1 content/s will be deleted from the system

el s

«  Click 'Yes' to confirm the removal.

The list will be updated with the removal of the value. The change will take effect immediately in event queries and
correlation rules which use the list.

7.3 Manage Range List Content

+  The values of a range list can be populated manually in the 'Range List Content Management' interface.
«  See create new range list and Live List Management for more help around this topic
To open the 'Range List Content Management' interface:
+  Click 'Menu' on the top-right
+  Choose 'Lists' > 'Range List Content Management'
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By default, the range list contents table shows values added to all range lists. You can filter the table to view values
added to a specific list using the filter options at the top.

Range List Contents Table - Column Descriptions

Column Header Description
Range Start Displays the start value for the range
Range End Displays the end value for the range
List Displays the range list to which the value belongs.
Type Displays the type of the range list, to which the value belongs.
Customer Displays the customer to which the value is applicable.
Due Date Indicates date and time till which the value is valid in the list. On lapse of the due date,
the value will be automatically removed from the list.
Last Update Time Date and time the range list was last updated.

Sorting and Filtering Options:
- Clicking on any of the table header sorts the items in alphabetical/ascending/descending order

+  Tofilter values for a specific customer choose the customer from the '‘Customer' drop-down and click
'Search'.

«  To view values belonging to a specific range list, choose the list from the 'List' drop-down and click ‘Search'.

+  To view values belonging to a specific range list type, select the type from the 'List' drop-down, then choose
the type from the "Type' drop-down and click 'Search'.

The interface allows you to:

«  Manually add values to range lists

+ Edit existing values in a range list

+  Remove values from a range list
To manually enter a value to a range list

+  Click the 'Add' button at the bottom right of the 'Range List Content Management' interface.
The 'List Content Add' dialog will appear.
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+  Select the 'Range List' and the list type to which the value is to be added, from the respective drop-downs
under 'List Management'. See 'Creating new range list' in "Managing Live Lists' for details about creating
new range lists'

«  Enter the values for the field defined for the range list in the 'Range Start' and 'Range End' fields. Please
note that IP range value is not allowed here.

- Enter the date till which the value is valid in the 'Due Date' field. You can click the calendar icon at the left of
the field and choose the date. On the specified date, the value will be automatically removed from the list. If
you want the value to be permanently valid, select the 'Permanent' checkbox.

«  Select the customer to which the value is applicable from the 'Customer' drop-down.
+  Click 'Submit'.

The value will be added to the selected list type.
+  Repeat the process for adding more values to the list.

To edit an existing value in a range list

«  Select the range list and choose the type from the 'List' and 'Type' drop-downs respectively at the top of the
‘Range List Content Management' interface and click ‘Search', to view only the values added to the required
range list/type.

. - # Edit . :
- Select the value and click the 'Edit' button at the bottom right of the interface.

The 'List Content Edit' dialog will appear for the chosen value. The dialog is similar to the ‘List Content Add' dialog.
See above for more details.
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«  Edit the details as required and click 'Submit'.
The change will take immediate effect in event queries and rules which use the list.
To remove a value from a range list

«  Select the range list and choose the type from the 'List' and 'Type' drop-downs respectively at the top of the
'Range List Content Management' interface and click 'Search’, to view only the values added to the required
range list/type.

«  Select the value and click the 'Delete' button O Delete at the bottom right of the interface.

A confirmation dialog will appear.

Do you want to confirm?

"1500-5000" will be deleted from the system.

e[

«  Click '"Yes' to confirm the removal.

The list will be updated to remove the value and will take effect immediately on the event queries and correlation
rules in which the range list is used.

7.4 Manage IP Range List Content

The values for an IP Range List that was created in 'Live List Management' interface can be populated manually
from the 'IP Range List Content Management' interface.

To open the 'IP Range List Content Management' interface,

+  Click the 'Menu' button from the top right, choose 'Lists' and then click 'IP Range List Content Management'.
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By default, the 'IP Range List Contents' table shows the values added to all the range lists. You can filter the table to
view the values added to a specific list using the filter options from the top.

Range List Contents Table - Column Descriptions

Column Header Description
Range Start The first IP in the range
Range End The last IP in the range
List The IP range list to which the value belongs.
Type The type of IP range list to which the value belongs.
Customer The customer to whom the value applies.
Due Date Date and time which the value is valid until. After the due date, the value will be
automatically removed from the list.
Last Update Time Date and time the IP range list was last updated.

Sorting and Filtering Options:
- Clicking on any of the table header sorts the items in alphabetical/ascending/descending order

- Tofilter values for a specific customer select the customer from the '‘Customer' drop-down and click
‘Search'.

«  To view values belonging to a specific IP Range List, select the list from the 'List' drop-down and click
'Search'.

«  To view values belonging to a specific IP range list type, select the type from the 'List' drop-down, then
choose the type from the Type' drop-down and click 'Search'.

The interface allows you to:

+  Manually add values to IP range lists

- Edit existing values in an IP range list

+ Remove values from a IP range list
To manually enter a value to an IP range list

+  Click the 'Add' button at the bottom right of the 'IP Range List Content Management' interface.
The 'List Content Add dialog' will appear.
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+  Select the IP range list and the list type to which the value is to be added, from the respective drop-downs
under 'List Management'. See 'Creating new range list' in 'Managing Live Lists' for details about creating
new range lists'

+  Enter the values for the field defined for the IP range list in the 'Range Start' and 'Range End' fields. Please
note that only IP range value is allowed here.

- Enter the date till which the value is valid in the 'Due Date' field.

«  You can click the calendar icon at the left of the field and choose the date. On the specified date, the
value will be automatically removed from the list.

+  If you want the value to be permanently valid, select the 'Permanent’ option.
+  Select the customer to which the value is applicable from the 'Customer' drop-down.

+  Click 'Submit'.
The value will be added to the selected list type.

+  Repeat the process for adding more values to the list.
To edit an existing value in an IP range list

+  Select the IP range list and choose the type from the 'List' and Type' drop-downs respectively at the top of
the 'IP Range List Content Management' interface and click 'Search’, to view only the values added to the
required IP range list/type.

. - # Edit , ,
«  Select the value and click the 'Edit' button at the bottom right of the interface.

The 'List Content Edit' dialog will appear for the chosen value. The dialog is similar to the 'List Content Add' dialog.
See above for more details.
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«  Edit the details as required and click 'Submit'.

The value will be edited and will take immediate effect on the event queries and correlation rules in which the IP
range list is used.

To remove a value from a range list

«  Select the range list and choose the type from the 'List' and 'Type' drop-downs respectively at the top of the
‘Range List Content Management' interface and click ‘Search', to view only the values added to the required
IP range list/type.

«  Select the value and click the 'Delete’ button _ Lo at the bottom right of the interface.

A confirmation dialog will open.

Do you want to confirm?

"154.165.2.1-154.165.2.32" will be deleted from the system.

o

«  Click 'Yes' to confirm the removal.

The list will be updated for the removal of the value and take effect immediately on the event queries and correlation
rules in which the IP range list is used.

7.5 Manage Multiple Column List Content

The values of a multiple column list (MCL) can be populated in two ways:
+  Manually added to the list.
+  Fed from a correlation rule. See List Mappings in Managing Correlation Rules.

This section explains how to manually add values to lists and manage existing values. The 'Multiple Column List
Content Management' interface lets you view values under more than one column.
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For example:
- If you want to check for attacks that originate from one set of IPs and target another set of IPs

+  You can create an MCL list with the two sets of IP as separate columns.

+  You can then manage the list from the 'Multiple Column List Content Management' interface by
adding/updating/deleting IPs

OR

«  To check for incidents that originate from assets belonging to specific departments, create an MCL list by
adding columns for the assets of each department.

To open the 'Multiple Column List Content Management' interface,

«  Select an MCL list from the 'Live List Management' interface and then click 'show'
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Live List Summary
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AssetRangedist * Range List unclassified, low, medwm, high, critica AFEAT_IR, d5_ip, dst_fr_sp ¥
Blackist Ips Live List External Ips, Intermal Ips AERAT_id, App_name v
Hash MCL MDS, SHAZSE fmd5. [_shalss I
Mirmers Liwee List 1P
Petya Live List MDS, SHATY, SHAZ56
Pty b Live List 1P, domain name, mallid
HOOT DMS Senie " Rang Ay
WlaninaC e L MD5

= L L MDS5, SHAZSE

dridex_c2 =L P
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The content management list will open:
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Multiple Column List Content Table - Column Descriptions

Column Header Description

agent_id Agent id of the log collector

th_handled Status of the threat handled

base_score Score that indicates the severity of the incident

prod_name Name of the product

Lists IName of list that contains values, for example: in this case, the values belong to MCL
ists

Type Values are specified based on content classification. For example: if you want to enter
field values like 'agent_ip', then you can enter the content as 'IP address'

Customer The customer for whom the live lists are created

Due Date Date and time which the value is valid until. After the due date, the value will be

automatically removed from the list.

Last Update Time Date and time the live list was last updated.

Sorting and Filtering Options:
+  Click on any table header to sort items in alphabetical/ascending/descending order

«  Tofilter values for a specific customer, choose the customer from the 'Customer' drop-down and click
'Search'.

«  To view values that belong to a specific live list, choose the list from the 'List' drop-down and click 'Search'.

«  To view values that belong to a specific live list type, select the list from the 'List' drop-down, then choose
the type from the "Type' drop-down and click 'Search'.

The interface allows you to:

«  Manually add values to MCL lists

+  Edit existing values in an MCL list

«  Remove values from a MCL list
To manually enter a value to a MCL list

«  Click the 'Add' button at the bottom right of the 'Multiple Column List Content Management' interface.
The 'List Content Add' dialog will appear.
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«  Select the MCL list and the list type to which the value is to be added, from the respective drop-downs
under 'List Management' interface. See 'Create the Multiple Column Lists' in 'Managing Live Lists' for
details about creating new range lists'

+  Enter the values for the field defined for the MCL list in the 'agent_id', 'th_handled', 'base_score',
prod_name' fields.

- Enter the date till which the value is valid in the 'Due Date' field.

+  You can click the calendar icon at the left of the field and choose the date. On the specified date, the
value will be automatically removed from the list.

«  If you want the value to be permanently valid, select the 'Permanent’ option.
«  Select the customer to which the value is applicable from the 'Customer' drop-down.

+  Click 'Submit'.
The value will be added to the selected list type.

+  Repeat the process for adding more values to the list.
To edit a value in an MCL list

+  Click the hamburger icon > 'Live Lists'

«  Select an MCL list from the 'Live List' interface and click 'Show' at the bottom right. The ‘Multiple Column
List Contents Management' interface will open.

+  Choose 'Customer' and 'Type' from their respective drop downs.
+  Click 'Search' to view the values added to the list
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«  Select the required list from the 'List Contents' section and click . * . The 'List Content Edit' dialog
will open

List Content Edit bt
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+  Modify the required details and click 'Submit'
The dialog is similar to the 'List Content Add' dialog. See here for more details.

The value will be edited and will take immediate effect on the event queries and correlation rules in which the [P
range list is used.

To Remove a value from a MCL list
«  Click the hamburger icon > 'Live Lists'

«  Select an MCL list from the 'Live List' interface and click 'Show' at the bottom right. The 'Multiple Column
List Contents Management' interface will open.

+  Choose 'Customer' and 'Type' from their respective drop downs and click 'Search'. The values added to the
required MCL list/type will be listed.

«  Select the required list from the 'List Contents' section and click O Delete . The 'List Content Edit'

dialog will open
A confirmation dialog will open.
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Do you want to confirm?

Selected 1 content/s will be deleted from the system

oo

«  Click "Yes' to confirm the removal.

The value will be removed from the list. The change will take effect immediately on event queries and correlation
rules which use the list.

Please note that you cannot create more than 3 MCL lists in the 'Live List Management' interface

8 Manage Reports

«  cWatch Network can generate event reports covering a wide range of security and productivity criteria. You
can create reports on a per-customer basis.

+  You can create reports for intervals from one hour to one month in the past. You can show data as tables,
pie charts or bar charts.

+  Data for reports is fetched from event query results. You can use pre-defined queries or custom queries.
See 'Query Management' for more help with this.

+  To open the report interface:

+  Click the hamburger button at top right
«  Select 'Reporting' then 'Report Management':

@7 Reporting

Report Management
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The 'Report Management' screen will open:

#R:puning ¥ Bepert Management h

Custamers Mame
Chennai Techwriting Firewall Events
Description
Firewall event summaries
Reports H oH O
- Comodo Built-in Reports
Firewall Events
Habwork Events
Correlated Events
Shart Everits Time:
Comedo Endpoint Seourty Events Last 7 Days  |=

ntnu: Evernits

Repert Elemants

Fasma Typs

EEEEG®

The left-hand panel shows a list of predefined reports (those in blue) and custom queries added for the selected
customer. The right hand panel shows the configuration area for report generation.

Report Management Interface - Table of Controls and Fields

customers The 'Customers' drop-down allows you to select the customer for which you
v ||want to create or view the report(s).

Chennai Techwriting
Comodo Ank
Milkyway Inc.

Test Benchmark1
Test Benchmark2
Test Benchmark3
demo_cust

e | =Ry Expand, collapse or refresh the list of reports. To collapse, click the first button
and to expand it, click the second button. Click the refresh button at the end to
instantly update the rules list.

[+] Import saved report types

[4] Export reports.

= Add a new report category folder to the left side panel.

Edit the name of a folder

¢ Add a new report type under a folder

i Delete selected report category folders or report types from the left hand side
pane.
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Report Management Interface - Table of Controls and Fields

Name Displays the name of the report chosen from the left hand side pane. Allows
you to enter the name for the report, when creating a new report.

Description Displays a brief description of the report chosen from the left hand pane.
Allows you to enter a brief description the for the report when creating a new
report.

Allows you to select the time period for report generation. Options ranges from

Ti
'me the last hour to the entire previous month.

Last 7 Days E

Last 1 hours
Last 3 hours
Last 8 hours
Last 12 hours
Last 24 hours

Last 3 Days
Last 1 Month
Report Elements Displays a list of the contents in the report with details such as name, the

event query based on which the data is populated and the type of report
component (table, pie or bar chart).

+ | Table B Add a report element to the selected report and choose the type of chart for
the report.

Pie Chart
Bar Chart

£ The last report can be moved to the first position
-~ The report can be moved to the above row
v The report can be moved to the below row
+ The first report can be moved to the last position
s Edit a report element.
o Delete a report element from the list.
Generated Reports Displays the list of reports generated so far for the selected customer, and

allows you to download any report as a .pdf file.

Show Last Generated Report | Will display the most recently created report.
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Report Management Interface - Table of Controls and Fields

[ Generate Instantly generate a report according to your selected criteria.

| schedule and Save Automatically generate recurring reports according to a schedule of your

choice.
m Save a configured report.
m Save and move your report to another folder

m Select a location in which to save the report.

The following sections explain how to:

+ Manage Report Folders

+  Add and Configure Reports
»  Generate a Report

+  Schedule a Report

»  Download/View Reports

+ Edit Report Settings

+ Manage Reports

«  Export Event Reports

« Import Event Reports

Manage Reports Folder

Each report folder contains a collection of reports belonging to a specific category. Every new report must be placed
in a category folder.

Creating a report group folder
+  Choose a customer from the 'Customers' drop-down at the top of the left panel.
Alist of predefined reports added for the customer is displayed as a tree structure in the 'Reports' pane.

s

«  Ifyou want to create a sub-folder, select a parent folder and click the button. You can also create

a new top level folder. The Folder Name dialog will appear.
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Folder Mame X

Folder Name:

¥ Private

Add

- Enter a name for the new folder in the 'Folder Name' field

«  Select 'Private’ if you want the folder accessible only to you. Note - this option is only available when
creating a top level folder.

+  Click the 'Add' button
If you did not select 'Private’, a confirmation dialog will be displayed:

Do you want to confirm?

This folder and all of it's content will be shared. It can't be private again.

om

«  Click "Yes' to confirm

The newly created report folder will be listed. A lock icon will be displayed on the folder icon if the folder is created as
a private folder.

oy L

I Audit Reports

M ¥ B m ¢ 1o

The relevant reports can now be placed under the newly created folder. See 'Adding and Configuring a Report' for
more details.

Editing a reports group folder

«  To edit the name of a reports group folder, select it and click the w button.
The 'Folder Name' dialog will appear.

«  Edit the name as required and click the 'Save' button
Please note you cannot edit built-in folder names.
Deleting a reports group folder
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« Todelete a reports group folder, select it and click the button.

A confirmation dialog will appear.

"Audit Reports” folder and all of it's content will be deleted.

el

+  Click 'Yes'in the In the confirmation dialog. Please note all reports contained in the folder will also be
deleted.

Add and Configure Reports

«  cWatch Network ships with a set of pre-defined reports for common requests. These are listed in the
'Comodo Built-in Reports' folder in the left hand panel.

+  Admins can also configure custom reports on demand for any customer.
Add a new report for a customer
+  Choose a customer from the 'Customers' drop-down at the top of the left panel.
Alist of predefined reports added for the customer is displayed as a tree structure in the 'Reports' pane.

+  Select the appropriate folder or create a new folder in which you want to create a report.

=
«  Click the ¢ button.

= Wraped Files
+ A Demo

The configuration screen for creating the new report will be displayed in the right hand side panel.
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Firewall Events
Description

Firewall event summaries.

Time
Last 7 Days |+

Report Elements

Name Type
Products ]
Top 10 Source IPs (1]
Top 10 Target IPs 1]
Top 10 Target Ports s
Top 10 Source Ports alt

+ |Table | Flalv|2|[”] 0
Generasted Reports O
Creation Time * File Typs Actson
2 12:58:26 paf [

Show Last Generated Report

|4 Generate [ Schedule and Save m m m

+  Enter a name for the report in the 'Name' field
+  Enter an appropriate description for the report in the 'Description' text box

- Select the period for which events are to be included from the 'Time' drop-down. Options range from the
previous hour to the entire previous month.
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Time
Last 1 hours EI

Last 1 hours

Last 3 hours
Last 8 hours
Last 12 hours
Last 24 hours

Last 3 Days
Last 7 Days
Last 1 Month

The next step is to add the component tables/charts to be included in the report. The events for populating the
tables/charts are fetched from the query results. Refer to the section 'Query Management' for more details about
configuring event queries.

«  Select the type of report element that should be added, from the drop-down at the bottom of the 'Report
Elements' area.

+ PieChart *

:nera Fle Chart
Bar Chart

Crastiamn Tirme

The options available are:

« Table - Table showing events that match the query selected. See explanation on adding a table given
below for more details.

«  Pie Chart - Pie-chart showing events aggregated by the parameters configured for the chart. See
explanation on adding a pie chart given below for more details.

«  Bar chart - Bar-chart showing events aggregated by the parameters configured for the chart. See adding
a bar chart explanation given below for more details.

'Table' type Report Element

A 'Table' report is configured by selecting an event query from the list of queries added for the customer. The report
will contain details of events that match the query in the selected time period.

Add a Table type report

«  Select 'Table' from the drop-down and click the + button beside it.
The 'Add (Table)' screen allows you to configure the event query:
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= Definitions
Mame
==l
@ AND EI +
+ Preview
Add

«  Enter a name for the report element in the '"Name' field.

Lo =]

«  Select the event query you want to use by clicking the button. This table is the same as configured
in the event queries. To create a new query for generating a report, click the + button. The procedure
is same as explained in '‘Configuring Event Queries'.

+  Click the 'Preview' button to view the result

Add (Table) x

+ Definitions

= Prawviaw

Time: { 2016-04-22 08:35:56 - 2016-04-22 093556 ) Total Count: 13

- Sourca IP Sourca Port Nama Targat Port L}

192.168.9.75 o HTTP 0 1461317

10.100.130.211 55723 40009 1461317

10.100.130.247 41074 218 1481317

20M16-04 0535595977 10100130247 35853 GET 8l 1481317
201 6-04-22 05:35:55 959 10.100.130.247 41058 STOR 218 Transfer
2016-04-22 (19:35:59.940 10.100.130.247 55903 80 1461317
936 10.100.130:247 35902 80 146117

10.100.130.247 55901 B0 1461317

10.100.130.247 555900 B0 1461317

10.100.130.247 55899 a0 1481317

26 053555932 10.100.130.247 35398 a0 1461317
2016-04-22 05:35:55.930 10.100.130.247 55897 80 1461317
2016-04-22 0535:55 979 10.100.130.247 55896 80 1461317

3

«  Click the 'Add' button.

The report element will be added to the report.
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Time

Last 1 Month v
Report Elemants
Name Type

MNetwork Event - Table Report EH

'Pie Chart' and 'Bar Chart' Reports
Chart type reports can be configured by specifying the following parameters:
‘Event Query' + 'Group By' + 'Aggregation Function' + 'Order By' + 'Limit'

«  Event Query - The query whose results are to be displayed in the chart. The query can be selected from a
list added for the selected customer.

«  Group By - The parameter by which events identified in the query are displayed in the chart. For example,
you can group events by 'Source IP'. Event groups will be formed so that each event group will have
events with same value for the selected field.

«  Aggregation Function - How the event groups should be ranked in the chart. Available options are:

«  Count - Event groups are ranked based on the number of events in each group. For example, if
you choose Source IP as 'Field' then the group which contains the most events on a particular
source IP will have the top rank and the group containing the lowest number of events is ranked
lowest. You can further control how the data is displayed by modifying the 'Order By' and 'Limit'
parameters.

«  Sum - Event groups are ranked based on the sum of values in another field that contains a
numerical value. If you choose 'Sum’, you need to select another field that contains a numerical
value, like bytes in/out. The event groups are ranked based on the sum of the values in the chosen
numerical field from all the events in that group. For example, if we choose 'Bytes-in' as numerical
value, then the system adds up the values in the 'Bytes-in' field of all the events in a group and
ranks the group accordingly. This will tell you which source IP has the most incoming traffic. The
event group with the highest SUM in the 'Bytes-in' field is ranked top and vice-versa.

«  Average - Similar to above. Event groups are ranked based on the average of the values of the
chosen numerical field from all the events in that group. (e.g. the average of values of 'Bytes_in'
field of events in the group, if we take the same example as above)

« Minimum - Similar to above. The event groups are ranked based on the minimum of the values of
chosen numerical field from all the events in that group.

«  Maximum - Similar to above. The event groups are ranked based on the maximum of the values of
chosen numerical field from all the events in that group.

+  Order By - Choose whether results are shown in ascending or descending order. Available options are:

+  Ascending - The group with the lowest rank will be top of the list. A limit of 5 will show the 5 groups
with the lowest ranks.

«  Descending - The group with the highest rank will be top of the list.. A limit of 5 will show the 5
groups with the highest ranks.

+  Limit - The number of event groups to be displayed in the chart
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Example:
The following screenshot shows the preview of resulting pie chart from the following configuration parameters:
'Network Events' + 'Source IP' + 'Count' + 'Descending' + '5'

Add (Pie Chart) *

+ Definitions

= Preview

Network Event - Pie Chart

The following sections explain on:
- Adding a pie chart
+ Adding a bar chart

To add a Pie Chart type report

«  Select 'Pie Chart' from the drop-down and click the + button beside it

+ | pie Chart ~
[ Table
M pie Chart

| Bar Chart
vrion Time

The 'Add (Table)' screen will be displayed for configuring the event query whose report is to be shown as pie chart.
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Add (Pie Chart) %

= Definitions

MNama

= [l

@ AanD» 4

Group By Aggregation Function Order By Limit
dve_host v Count W Descending * 3 o

+ Preview

Add (Pie Chart) - Form Parameters

Parameter Description
Name Enter an appropriate name for the report element
. Displays the list of predefined and custom event queries added for the selected customer.

Select the event query for which the results are to be displayed in the chart.

m Allows you to configure the 'Results' table for the new query. See 'Configure results table
for a query' for more details.

&l anp v [+ Allows you to configure a new event query

Group By The drop-down displays the fields, configured as event query results table column headers
for the selected event query. See 'Configure results table for a query' for more details.

Select the field based on whose values, the events identified by the query are to be grouped
and shown in the chart.

Aggregation Allows you to choose the aggregation operation to be applied for ranking the event groups
Function and show them in ascending or descending order, in the chart. The options available are:

«  Count - The event groups are ranked based on the number of events in each
group. For example, if you choose Source IP as 'Field' then the group which
contains the most events on a particular source IP will have the top rank and the
group containing the lowest number of events is ranked lowest. You can further
control how the data is displayed by modifying the 'Order By' and 'Limit'
parameters.

+  Sum - The event groups are ranked based on sum of values in another field that
contains numerical value. If you choose 'Sum’, you need to select another field that
contains a numerical value, like bytes in/out. The event groups are ranked based
on the sum of the values in the chosen numerical field from all the events in that
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group. For example, if we choose 'Bytes-in' as numerical value, then the system
adds up the values in the 'Bytes-in' field of all the events in a group and ranks the
group accordingly. This will tell you which source IP has the most incoming traffic.
The event group with the highest SUM in the 'Bytes-in' field is ranked top and vice-
versa.

+  Average - Similar to above. Event groups are ranked based on the average of the
values of the chosen numerical field from all the events in that group. (e.g. the
average of values of 'Bytes_in' field of events in the group, if we take the same
example as above)

+  Minimum - Similar to above. The event groups are ranked based on the minimum of
the values of chosen numerical field from all the events in that group.

+  Maximum - Similar to above. The event groups are ranked based on the maximum
of the values of chosen numerical field from all the events in that group.

Order By Allows you to choose the order in which the event groups are to be indicated in the chart,
based on their ranking. The available options are:

«  Ascending - The group with the lowest rank will be top of the list. A limit of 5 will
show the 5 groups with the lowest ranks.

+  Descending - The group with the highest rank will be top of the list.. A limit of 5 will
show the 5 groups with the highest ranks.

Limit Enter the number of events to be displayed for the chart
Preview This button allows to preview the chart before adding it to the report.
Add Click this button to add the chart to the report

«  Enter the parameters for the chart as shown in the table above and click the 'Preview' button to check the
chart before adding it to the report.

«  Click the 'Add' button
The configured report element will be added to the list.

Report Elements

MName Type
Metwork Event - Table Report B8
Metwork Events - Pie Chart ¢

To add 'Bar Chart' type report element

+  Select 'Bar Chart' from the drop-down and click the + button beside it.

+ | pie Chart *
| Table
ra Pie Chart

an Time

The procedure is same as adding a pie chart report element explained above.
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+  Enter the parameters for the chart as shown in the table above and click the 'Preview' button to check the
chart before adding it to the report.

Add (Bar Chart) ®

+ Definitions

= Prawviaw

MNetwork Event - Bar Chart

10.100.130.247
= Count: 143,580

Value

+  Click the 'Add" button
The configured report element will be added to the list.

lime

Last 1 Month +*

Report Elements

Namea Type
Metwork Event - Table Report 252 ]
Metwork Events - Pie Chart E
Metwork Event - Bar Chart il

The 'Report Elements' area displays the list of report components added to the report.

«  Name - Displays the name of the report element
«  Type - Indicates the type of report element, whether table, pie or bar chart.
You can add as many report elements as required for a report.

+  Click the 'Save' button to save all the report elements.

+ You can save the report to another folder by selecting it and then clicking the 'Save As' button.
Now that you have configured a report, you can generate the report and/or schedule the report generation.
Generate a Report

After configuring a report, you can generate it manually or specify the automatic generation of the report
according to a schedule of your choice.
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To manually generate a report
+  Choose the customer from the 'Customers' drop-down at the top of the left panel.

Alist of predefined and custom reports added for the customer is displayed as a tree structure in the 'Reports' pane.
«  Select the report from the list.

The details of the report with the list of report elements will be displayed in the configuration area at the right.

€7 Reporting > Report Managemant =

Custamers Name
Comodo Ank Metwark Event Report
Description

To generate nehwork event reports

Time
Last 3 Days

Bepert Clements

Name Type
=
+ | Table - ran |
Generated Reparts Q
Creation Time *  File Type Actien
© [ |
+ * 1]
|8 Generate | [M)Schedule and Save m mm

The 'Generated Reports' area displays a list of reports generated manually or as per the schedule created for the
report.

+  Creation Time - The date and time the report was generated.

«  File Type - Currently only PDF format is available for reports. Future releases will support RTF
files also.

+ Action - Allows to delete the generated report.
«  To generate the report instantly, click the 'Generate' button.

The report generation will be started and on completion, it will be added to the list under 'Generated Reports' and its
time stamp will be added to the 'Creation Time' column.

«  To download the report, clicking the time stamp under the 'Creation Time' column.
+  To view the report instantly select the 'Show Last Generated Report' check box.
See 'Download / View a Report' for more details about how to download and /or view a report.

Schedule a Report

You can automate the process of report generation according to a schedule of your choice. If required, you can
cancel a schedule later on.
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To schedule a report generation
+  Choose the customer from the 'Customers' drop-down at the top of the left panel.

Alist of predefined and custom reports added for the customer is displayed as a tree structure in the 'Reports' pane.
«  Select the report from the list.

The details of the report with the list of report elements will be displayed in the configuration area at the right.
+  Click the 'Schedule' button at the bottom of the 'Generated Reports' area.

The 'Schedule Report' dialog will be displayed.

Schedule Report X

© This report is unscheduled
Date

= 2016-04-25 09:06

Occurs
Hourly B
Schedule and save

If the report is already scheduled, the 'Unschedule and Save' button will be in enabled status. You can remove the
schedule by clicking the 'Unschedule and Save' button.

«  To schedule report generation, select the parameters from the 'Date' and 'Occurs' fields
« Date -Allows to select the start date and time of report generation

Schedule Report X

© This report is unscheduled
Date

= 2016-04-27 09:12

& < April 2016 B
‘ Sunhon TueWed Thu Fri Sat
27 28 29 30 31 1 2
| [ Lt T s
10 11 12 13 14 15 16
17 18 19 20 21 22 23

24 25 26 27 28 29 30

.09 :E|:312_E| EAn: E|_

- Select the start date from the calendar
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+  Select the start time from the timing section

+  To configure the frequency of report generation from the start date, select the parameter from the 'Occurs'
field. The options available are:

+  Hourly

+  Daily

«  Weekly
«  Monthly

+  Click the 'Schedule and Save' button after selecting the start date and frequency of report generation

A confirmation message will be displayed at the top right side of the screen. The reports will be automatically
generated as per the schedule for the period selected under 'Time' drop-down and added to the list under
'Generated Reports' and represented by time stamps under the 'Creation Time' column. You can download required
report(s) by clicking the respective time stamp.

Download / View Reports

The 'Generated Reports' area in the 'Report Management' interface allows you to download and / or view any
generated report.

To download / view a report
+  Choose the customer from the 'Customers' drop-down at the top of the left panel.

Alist of predefined and custom reports added for the customer is displayed as a tree structure in the 'Reports' pane.
«  Select the report from the list.

The details of the report with the list of report elements will be displayed in the configuration area at the right.

il —
[ Rgpqatmlg, 3 Rapart Managemant m =
Custamers Mame
Comodo Ank wark Event Report
Description
To generate network eyvent reports
Time
ey
Last 7 Days
Report Clements
= B Comads Deme Reparts Mame Type
= I Comode RDME Reports
p =
&% RD8NS Events Summary
d iy Category Repart L5
by Category Repart !!
LY
©a tegd
(' | il {
] o
+ | Tabile - Far
= irt L
L
- I Mormark Generated Reports Q
=L Evaot Repart Croation Teme *  File Type Actiom
= B DariE
& DG Rapoe I
¥ ¥ B
Bcenerse | senesuie nasove v wore Lo
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The 'Generated Reports' area displays a list of reports generated manually or as per the schedule created for the
report.

+  Click the time stamp in the 'Creation Time' column to download the report as a .pdf.
+ 'Show Last Generated Report' - view the most recently created report.
The report will be displayed in the 'Last Generated Report' area, below 'Generated Reports' area.

Edit Report Settings

You can change the name, description, report elements and their configuration at any time from the Report
management interface.

To edit a report
+  Choose the customer from the 'Customers' drop-down at the top of the left panel.

Alist of predefined and custom reports added for the customer is displayed as a tree structure in the 'Reports' pane.
«  Select the report from the list.

The details of the report with the list of report elements will be displayed in the configuration area at the right.

cﬂepu'ting > Ropart Managomant m

Cuitamers Mame

MNetwark Event Report

Comodo Ank

Description

= B Comads Deme Reparts

To generate network eyvent reports

Time
Last 7 Days
Report Clements

Mame

Type

= I Comads eperts
© roms e om =
& Allowed by Category Repart L]
[ |- Category Repart
[ !!
€©a
.
:: - + | Tabile g FaR
& Wraped Fies
- I Mormark Generated Reports Q
W Potwork Bvant Repart Creation Time *  File Type Action
= B Dog
€ DS RapoeT '
[ Genevats  [)Schedule and Save m m m
+  Edit the name and description as required and click the 'Save' button at the bottom.
To edit the details of a report element
«  Select the report element from the list that you want to edit and click the edit button at the bottom.
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Report Elements

Name Type

MNetwork Event - Table Repor @
@nm - Pie Chart . ¢ >

Metwork Events - Bar Chart !

4+ | Table Z| @

Generated Reports

The 'Update' screen for the selected report element will be displayed.

Update (Pie Chart)

+ Definitions

= Preéview

Metwork Events - Pie Chart

+  Edit the details of the report element as required. The procedure is similar to adding a report element as
explained above.

+  Click the 'Update' button.
+  Click the 'Save' button at the bottom.
To delete a report element
- Select the report the element and click the delete button at the bottom
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Report Elements

Name Type

MWetwork Event - Table Repofrt %
@nm - Pie Chart \\ [ >

Metwork Events - Bar Chart !

+ | Table Z| #

Generated Reports

o

The report element will be deleted.
To delete a report
«  Select the report on the left side and click the delete button at the bottom.

Web Access Report
& Wraped Files
~ I Network Reports
< € Network Event Report
€ Wraped Files
» A Demo
& DMNS Report

B [ K

In the confirmation dialog, click the 'Yes' button to remove the report.

"Network Event Report" report will be deleted.

]

The report and all the report elements under it will be deleted.
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Manage Reports
The 'Generated Reports' area displays a list of reports for the report selected on the left.
Generated Reports o
Creation Time * File Type Action
2018-05-02 12:58:26 pdf i
Show Last Generated Report

[f] Generate M Schedule and Save m m m

+  To sort the report list according to date, click anywhere on the 'Creation Time' column header.

«  Torefresh the list, click the button o on the right.

«  Enable 'Show Last Generated Report' to view the most recently generated report. To close the report, clear
the selection.

« To delete a report, click the trash can icon @ in the 'Action' column

Selected report will be deleted.

e

+  Click 'OK' to confirm the deletion of the report.
Export Event Reports

+  cWatch Network allows you to save report queries in order to use them for other customers.
«  Imported queries can be used 'as is' or altered to suit the requirements of the customer.

+  You can export a query folder or a particular query. Please note - exported event queries can only be
imported to their respective sections.

«  For example, event queries exported from the reports section can only be used in the report section. Also
the values in the filter items in the exported events for tagged and list events will be set to default values.

To export a report query or report folder
«  Select a customer from the 'Customers' drop-down at the top of the left panel.
+  Choose the report or report folder to be exported from the 'Reports' list on the left.
«  Click the 'Export' button at the bottom
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&~ Wraped Files

etwork Reports
& Metwork Event Report
& Wraped Files
» A Demo
& DNS Report

The 'Opening exported' dialog will open.

- This varies by browser. For some browsers, the file with extension 'nxm' will be automatically downloaded
to the default download location.

«  The saved query can be imported for use with another customer account.

Import Event Reports

Administrators can import saved report queries for use with other customers. Imported queries can be used 'as is' or
altered to suit the requirements of the customer. Please note that only exported queries from the report section
should be imported for use here.

To import a query or query folder

+  Select the customer from the '‘Customers' drop-down (top of the left panel) for which you want to import the
saved queries

+  Click 'Import" at the bottom

Comodo Endpoint Security Events
Intrusion Events

Metwork Monitoring

MyDLP

(@©)

+ Navigate to the location where the report query file is saved.
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& File Upload e
™ « cWatch » CWatch Network » Repaorts v B Search Reparts g
Organize « Mew folder Ez - [N 9
& Quick access Mame : Date modified Type Size
& OneDrive = exported-Report-Network Events-152533.,  5/3/2012 1116 P NXM File 4KB
A This PC
[__j' Metwaork
File name: || v | AN Files v

+  Select the file and click 'Open'
The report or report folder will imported and will be listed under 'Imported' folder.

Customers

Chennai Techwriting o

Ea
N
Q

€ Wraped Files
& Metwork Event Report

- Comodo Built-in Reports
Firewall Events

You can generate report as it is or alter according to your requirement.
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9 Administraion

The 'Administration’ interface explains how to configure Syslog, Nxlog and network sensors. The section also
explains how to add users and view license details from your Comodo One / Comodo Dragon /ITarian account.

The administration menu entry is only visible to people with admin privileges.

+  Click the menu button at top-right and choose 'Administration:

See the following for more details:
«  Event Collection
«  Phantom Settings
+ Manage Users
« View License and Subscription Details
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9.1 Event Collection

«  cWatch Network features agent-less log collection from Windows/Linux endpoints using the Nxlog and
Rsyslog utilities.

«  The NXLOG utility (for Windows) and the RSYSLOG utility (for Linux) need to be configured to send logs to
the cWatch Network server.

«  cWatch also provides pre-configured scripts for Nxlog and Rsyslog which will automatically send logs to
cWatch.

Scripts can be configured and deployed in two ways:

+  Pre-configured script files - The administrator can download ready-made configuration script files with all
parameters pre-configured for a specific customer/network from the 'Hard Assets' interface. This is the most
convenient way of configuring NXLOG and RSYSLOG utilities at the endpoints to send logs to the cWatch
network server. See Configuring Nxlog and Rsyslog to Send Logs to cWatch Network Server for more
detailed explanations about downloading the script files and deploying them.

+  Manually configure RSYSLOG/NXLOG scripts - Administrators can download configuration scripts for
RSYSLOG and NxLOG and manually set the parameters such as network authentication token, name of
product from which the logs are to be collected and so on. These scripts can be used to configure
RSYSLOG and NxLOG utilities at Linux and Windows based endpoints to send logs to the cWatch network
server.

To download the manual configuration script for RSYSLOG and NxLOG
+  Click the 'Menu' button from the top right, choose 'Administration' and then click 'Event Collection'

@Mminrﬂ_r;ll@q » Ewvent Collection h

Event Collectian Sensor

Rsyslog Log Collection User Manual MxLog Configuration User Manual
RSYSLOG can delrer owed ane millicn MEssages per seiond to koeal destinations when limimesd g Thils gusde shows ol how 1o configure your Nalog conhguration file in
procassing s applied TR DO SN YoUr WINSows Event Loag

Reysiog Log Collection uses REYSLOG for collecting log messages on cliens side. Haw ta Configure Client Machine

waol can configure reysiog on linux machines in order to send kg ta Asysiog Log Collector. It
L TEI0g "8 Tysing Log 1. Dovwriload mxfeg conl

recieyes koal system logs an inue machines using top and udp sener.
2. Replace downloaded melag.canffik with the file-= C\Pragram Files

How te Configure Client Machine [Espnxiogicondinadog conf

We creade a scnpt file to configure hnux rsyskog deamon. Sorpt file gets some parameters for

configuration. 3. Open the mdeg.comiile to edit

4. 1f you have 8 oustomer defined, click an the navigation menu and
navigats to Asets > Asoet Management and see customer list. f not,
& 2 install add a custamssr for your mesp.

Coanfiguration Parameters

& oFlreimie 5. within the same menis, click an 8 custamer and dick manage 16 see the
rmetwark token provided, copy the taken,
& hohielp or usspe

&, In axlagconflile, replace EFTONENES with the network token,
* AGENTLESS AUTH_TOKEN Apentless aurhentication key (Avakable in MSSP Partaly
+ PRODUCT AMME Product name which is sending log (apache, Snart Fartigate 5.0) e

8. Gpen the Services tood from Start Menu an your Windows machine and

& PRODUCT_WTRSION: Product parser version which m sending log [Apache, Snort Fortigate 5.0
restart thie nxlog service.

Ursape: Aronfigure-inue -/ AGENTLESS AUTH TOKEN FRODUCT. MAME PRODUT WERSIONT
Eammpie: Soonfgure-sysiog.ah - ecdi0eSE080480 1 fe TilelIwb 106050 Fortgates.0" wi.o”

Flease don't uze whitespace characbers in Product Name parameter. When you run this script you will
see 22-comedo.cond file under fetcirsysiog d directary.
Deefaiilt conliguration sends meisages with TCP pratacal, IT yea want [o configune &5 UDP use one "0"

character before agentless log collectar ip. Restart reyslog service and start using it
* For TOP 2% @R Adressl PO b emannFormat

==

The 'Event Collection' page contains instructions about downloading the scripts, setting the parameters and
configuring the RSYSLOG/NXLOG utilities using the scripts.

In addition to event collection, cWatch Network is capable of collecting log information from Comodo Network
Monitoring Sensors. These sensors listens on the customer's network using span/tap technologies and can be
configured according to customer requirements. The deployment of sensors has to planned according to customers
network topology and can be done in coordination with Comodo. Please contact your account manager at Comodo
for the deployment of sensors on your network.
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9.2 Phantom Settings

+  Phantom is a security operations platform that helps customers streamline workflows to improve efficiency
and precision. The Phantom settings area lets you integrate cWatch with your Phantom account. cWatch
can then pass cWatch incidents and event information to Phantom.

To open the 'Phantom Settings' interface
«  Click the 'Hamburger" icon > ‘Administration' > 'Phantom Settings'

&} administration > Phantom Settings ?\'\

Mame » Authenticatbon Token Lerver SEvErity Senditivity Tags Expire |n Hours
sample Phan.. F¥rag g B3 acm PO Sy SHHAS g Rk LALL hrtpsfra2.al.. Lovwr white cweatch, in...

Phantom CW... Z¥rag Dk ? B2 acm PIHEMYSHHASg 2e gk LIALL hitps:is2.41.,., Mesciurm Amber Cwatch, 1. 24

+ Add & Edit § Delete

Phantom Settings - Table of Column Descriptions

Column Header Description

Name Name of your phantom account

Authentication Token | Unique key generated to authenticate your Phantom account to cWatch

Server Enter phantom server details
Severity Select the severity level of incidents that are being pushed to phantom account
+  Low
+  Medium
+ High
+  Dynamic
Sensitivity Color coded indicator for the incident. You configure the sensitivity in the 'Incident Category
Management' interface
Tags Enter keywords which describe the Phantom account's purpose
Expires in hours The length of time remaining on the current session.

To assign 'Phantom Action', to an incident:
«  Click the 'Hamburger" icon > Incidents > Category Action Management
+  Click 'Add'
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Category

AUTHENTICATION ANOMALIES A4
Status Type

Open E‘ Phantom Action
Phantom Rest Configs Expire In Hours

Phantom CWatch v | |24
Severity Sensitivity

Medium v | | Amber v

Tags (line separated)

Cwatch
Incident

The 'Add Category Action' dialog will open
+  Select the incident status from the 'Status' drop-down
+  Select 'Phantom Action' from the Type' drop-down

+  Choose the phantom account you want your incident to be pushed to from the 'Phantom Rest Configs'

drop-down
Phantom Rest Configs Exp
0
Phantom CWatch sens

Sample Phantom account

The phantom settings configured will populate based on the account you select. See Category Action Management
for more details

The 'Phantom Settings' screen will open. Please see below links to learn more;
+ Add phantom account
- Edit phantom account

+  Delete phantom account

Add phantom account

+  Click the 'Hamburger" icon > 'Administration' > 'Phantom Settings'
«  Click 'Add' on the bottom right of the interface. The 'Add Phantom Config' interface will open
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Add Phantom Config X
Name
Server Authentication Token
Severity Sensitivity
Low v v

Expire In Hours

0
Tags (line separated)

+  Enter the required fields and click 'Save'
«  The Phantom account will be added and you can view the details listed in the 'Phantom Settings' interface

« Ifyou want to add a phantom action for an incident, select 'Phantom action' in actions field. See Category
Action Management for more details.

Edit phantom account
+  Click the 'Hamburger" icon > 'Administration' > 'Phantom Settings'

+  Select the phantom account that you want to edit and click the 'Edit' button on the bottom right of the
interface. The 'Edit Phantom Config' interface will open
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Edit Phantom Config X

Mame

Sample Phantom account

Server Authentication Token
https://52.41.129.243 ZYrAgDjexk2BJ3acmPDJ5N
Severity sensitivity
Low v | | White v

Expire In Hours

36
Tags (line separated)

cWatch
Incidents

+  Modify the required fields and click 'Save'
The modified account will be saved
Delete phantom account
«  Click the 'Hamburger' icon > '‘Administration' > 'Phantom Settings'

+  Select the phantom account that you want to delete and click the 'Delete’ button on the bottom right of the
interface.

A confirmation dialog will open

Do you want to confirm?

Phantom config Sample Phantom account and related incident category actions will be deleted

e

«  Click 'Yes' to remove the phantom account
Please note that the incident that are integrated with the account will also be removed.
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9.3 Manage Users

«  Users are assigned to customers to address incidents and malicious events on customer networks.
«  Users can only access the dashboards, events and incidents related to the customers assigned to them.

+ 'Correlated Incidents' belonging to a customer are auto-routed to the user assigned to the customer. See
'Manage Incidents' for more details.

+  Add users (Staff) from your Comodo One / Comodo Dragon / ITarian MSP account
The following sections explain more about:

+ Adding users

- Editing user details

+ Removing users
Add a user

Login to your Comodo One / Comodo Dragon / ITarian MSP account

+  Click 'Management' then 'Staff

IEE APPLICATIONS ~ @ MANAGEMENT B rerorts 'wr sTome g ToOLS

New Staff

Mame ™

Name & Email *

lohn narakes@yopmall.com Emall *
Efficient MSP Sarvoces yenirpi@yopmad_com

1-25f2 items L

+  Click 'New Staff' at top-left
Complete the 'New Staff' form:

«  Name - The full name of the user (staff)
+  Email - The email address of the staff member. This also acts as the staff member's username.
«  The account activation email is sent to this email address
- Staff must click the activation link in the mail then create a password
«  The staff can login to Comodo One / Comodo Dragon / ITarian after completing the step above.

+  Role - Select appropriate privileges for the staff. Note — Make sure the role has permission to access
the cWatch application. See help page to know more how to manage roles in C1 / Comodo Dragon /
ITarian

«  Click 'Save'
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A confirmation message will appear:

Msp staff is created successfully.

Once the user has validated his / her account from the activation email, he / she can login to their Comodo One /
Comodo Dragon / ITarian account.

«  To access cWatch, click 'Applications' then 'cWatch'

To edit the details of a user
+  Login to your Comodo One / Comodo Dragon / ITarian MSP account
«  Click 'Management' > 'Staff
«  Select the user and click 'Edit' at the top-left

Edit Staff

MName *

Johin

Emiail *

narakes@yopmail.com

Role *

Techniclan b

+  Update staff details as required and click 'Save'. Please note the email address field cannot be edited.
+  Click 'OK" in the confirmation dialog.
To remove a user
Login to your Comodo One / Comodo Dragon / ITarian MSP account
+  Click 'Management' > 'Staff
«  Select the user and click 'Delete’ at the top-left
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Are you sure?

Do you really want to delete selected
staff?

Click 'Delete’

Msp staff is deleted successfully.

+  Click' OK'"in the confirmation dialog.
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9.4 View License and Subscription Details

+  You can view your cWatch license details in your Comodo One / Comodo Dragon / [Tarian MSP account
+  Login to your Comodo One / Comodo Dragon / ITarian MSP account
+  Click 'Management' > 'Applications'

The '"Applications' screen shows all products that you have added to your account:

Compda Ore » Managemsnd » Applications

Applications
COMODO DOME COMODO DOME OMOD O DOME
COMODL
AT e FAREWALS CENTRAL MANAGER C% cWaich
Endpaint Manager Bomm Shisld Do Securs Wab Gatewwy Bame Fireaall Cantral Manager ciWwich
Subscriptions Usage gilling Settings

Subscription List 4 Add Mew Subror peion

+  Click the 'cWatch' tile, then the 'Subscriptions' tab

ralo One » Management » Applicetions

Applications
— — ——
COMODO DOME CoOMDD0O DOME COMODO DOME ( b
whueld wtasdard FIBEWALL CENTILAL MANASER (:Watch
Endpoint Manager Do Shisid Dome Secure Weh Gatew all Cemtral Marsger cWatch
Subscription List
i tiWarch Core For Comode Ore FREE 30 days (500 FAEE Details
wdGT25aN ity e el TRIAL m
Crmrr Dabes DRAE2040 20 aay Comodo Litense Account Username Date
yerrpyapmai.com 020872019
Medule Kame Period
Cvatch 30days
Proglsct Name Mumber of Users
cWWaibch Care For Comoco One FREE 30 days Price
(500 mibvday log volume) £0.00
:‘F'ntus_ Total Price
S $0.00
Subseription ID
e4eF 725 e
REE
License Key
df530efS-1 0dd-277 97 1e-auadrefddiTa

Each license is shown on a separate row. The following information is available for each license:
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Subscription List

«  Shows all your licenses for cWatch. Each license row contains basic information such as license name,
type, duration, start date and mb/day log volume..

- Click a row to view more details about the license.
Details

«  Comodo License Account Username - The email ID associated with the account for which the license was
originally purchased.

+  Module Name - The name of the application.

«+  Product Name - Indicates the name, duration and user/node allowances covered by the license.
«  Status - Whether the license is active or not.

+  Subscription ID - The identification number provided for the subscription.

«  License Key - License key of the subscribed product.

+  Date - The date of subscription.

«  Period - The license validity period.

+  Price — The base price of the product.

+  Total Price — The total price paid for the product. This depends on the number of users, log volume per day
and validity period.

+  Payment Type - Indicates how payment was made for the product.
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Appendix 1 - Field Groups and Event
ltems Description

Field Groups Description Event ltems Description
1 agent Log collector agent_id ID of collector
agent_ip IP address of collector
2 application Application information app_name Application Name
contained in events : —
app_pid Application Process ID
3 classification | Event classification fields class_action Type of action attempted as part of
the event

class_domain Environment or domain of the event

class_object Type of object that is targeted or
affected by the event

class_service Service involved in event

class_status Status of the event action identified by
the action field

class_subject | Type of object that started the event
action identified by the action field

4 custom Custom field labels and their |co_1 Custom Value 1
values

co_1label Custom Label 1
co_2 Custom Value 2
co_2label Custom Label 2
co_3 Custom Value 3
co_3label Custom Label 3
co_4 Custom Value 4
co_4label Custom Label 4
co_5 Custom Value 5
co_blabel Custom Label 5

5 destination Event target device dst_city Depending on country, it's either city

or state of target device

dst_country Country Name of target device
dst_host Host name of target device
dst_ip IP Address of target device

dst_ip_private | To show whether this target IP is
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private or not

dst_ip_loc Latitude and Longitude coordiantes of
target device

dst_mac MAC Address of target device

dst_port Port that is targeted

dst_sd_1 If country has state, it's the state of
target device's country(ex:
USA/Kentucky)

dst_sd_2 Subdivision of state of target device's
country

dst_tr_ip Translated IP Address of target device

dst_tr_port Translated Port

6 device Device where logs are dvc_host Host name of device
produced on
dvc_ip IP Address of device
7 event General event fields agent_time The time (in miliseconds) that raw log

is processed on collector

central_time The time (in miliseconds) that rae log
is transformed to an event

customer_id identifier for the customer of mssp

dvc_time The time (in miliseconds) that log is
seen on device

event_id Unique id of the event

It_1 Indicates list name event

It 2 Indicates list event field group and list
name event

It_3 Indicates list event field group and list
name and list type event

message Message of the event

mssp_id identifier for mssp

name Name of the event

raw_log The log text seen on device

raw_size Received log size in bytes encoded in
UTF-8

size Normalized event size in bytes

encoded in UTF-8

tag_list Event tags seperated with pipe
character (|)
type Type of the event
8 file File information contained in |f _name File name
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events
f_size File size
f_type File type
f_uri_path File uri path
f_url File url
f_md5 MD5 hash value of the file
f sha1 SHA1 hash value of the file
f_sha256 SHA256 hash value of the file
9 network Network-related information | app_proto Application protocol used in event
contained in events
bytes_in Bytes received
bytes_out Bytes sent
int_in Interface in
int_out Out interface
session_id Session id
trans_proto Transport protocol used in event
10 product Product that produces raw | prod_name Name of the product
logs that will be converted to
events prod_vendor Vendor of the product
prod_version Version of the product
" rule Rule (firewall, ips, antivirus | rule_hit_count | Represents how many hits occurred
rule etc.) information for the rule
contained in events
rule_id ID of the rule
rule_info Extra information related to the rule
rule_name Name of the rule
rule_sig_id ID of the signature related to rule
rule_sig_name | Name of the signature related to rule
12 source Event source device src_city Depending on country, it's either city

or state of source device

src_country

Country of source device

src_host

Host name of source device

src_ip

[P Address of source device

Src_ip_private

To show whether this source IP is
private or not

src_loc Latitude and Longitude coordiantes of
source device
src_mac MAC Address of source device
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src_port Event source port
src_sd_1 If country has state, it's the state of
source device's country(ex:
USA/Kentucky)
src_sd_2 Subdivision of state of source device's
country
src_tr_ip Translated IP Address of source
device
src_tr_port Source Port
13 syslog Syslog information facility Syslog facility field
priority Syslog priority field
severity Syslog severity field
14 time Time-related information partition_time | Represents collection time of log in
(calculated based on terms of day (calculated based on
agent_time) agent time)
pass_days Represents how many days have
passed since January 1, 1970 UTC
pass_hours Represents how many hours have
passed since January 1, 1970 UTC
pass_minutes | Represents how many minutes have
passed since January 1, 1970 UTC
pass_months  |Represents how many months have
passed since January 1, 1970 UTC
pass_years Represents how many years have
passed since January 1, 1970 UTC
15 user User information contained in | usr_domain Domain of the user
events
usr_name Name of the user
usr_uid UID of the user
target_domain | Tageted User's Domain
target_name Tageted User's Name
target_uid Tageted User's Unique Id
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Appendix 2 - cWatch Supported Logs

The following table provides the details of logs that cWatch supports and fetches the data to populate Events fields
according to event queries.

Log Name Vendor Name Log Type
1 Mysq| Oracle Database
2 Oracle Oracle Database
3 Active Directory Unknown Audit
4 Windows-Linux Audit Comodo Audit Parser Audit
5 Comodo UTM Comodo Audit
6 Juniper Juniper Networks Firewall
7 |Ptables Linux Firewall
8 Sonicwall SonicWALL Firewall
9 Cisco-fw CISCO Firewall
10 Squid Squid Proxy
11 Apache Apache Application
12 Comodo Endpoint Security | Comodo Content Security
13 MyDLP Comodo Data Protection
14 Snort CISCO Intrusion Detection
15 Tipping Point HP Intrusion Detection
16 Web Inspector Comodo Malware
17 VPN Open VPN Access
18 DHCP Linux Access
19 Fortigate Fortinet Firewall
20 Comodo DPI Comodo Access
21 Comodo DPI Bro Comodo Access
22 Snmp Trap Logs Snmp Audit
23 Fortigate 5.0 Fortinet Firewall
24 Sophos Ulogd Sophos Firewall
25 Bro_HTTP BRO Access
26 Bro_FTP BRO Access
27 Bro_Weird BRO Network Monitoring
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28 Bro_Files BRO Access

29 Bro_Conn BRO Firewall

30 Bro_Dpd BRO Access

31 Bro_Smtp BRO Access

32 Bro_Dns BRO Access

33 Windows Audit Windows Audit

34 Alarms Comodo Alarm Producer Audit

35 Cef Common Event Format Access

36 Bro_Ssl BRO Network Monitoring
37 Bro_lIrc BRO Network Monitoring
38 Bro_Dhcp BRO Network Monitoring
39 Suricata OISF Intrusion Detection
40 NxIDS Comodo Intrusion Detection
41 NxSensor_HTTP Comodo Access

42 NxSensor FTP Comodo Access

43 NxSensor_Files Comodo Access

44 NxSensor_Conn Comodo Firewall

45 NxSensor_Dpd Comodo Access

46 NxSensor_Smtp Comodo Access

47 NxSensor_Dns Comodo Access

48 NxSensor_Ssl Comodo Network Monitoring
49 NxSensor_Irc Comodo Network Monitoring
50 NxSensor_Dhcp Comodo Network Monitoring
51 NxSensor_Weird Comodo Network Monitoring
52 analyser Comodo Audit

53 dome-eapi Comodo Audit

54 dome-vs Comodo Audit

55 linux Comodo Audit

56 JUNOS SYS Juniper Firewall

57 comodo-rdns Comodo Network Monitoring
58 dome-cni Comodo Audit

59 Bro_Tunnel BRO Network Monitoring
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60 Bro_Software BRO Network Monitoring
61 Bro_Pe BRO Network Monitoring
62 Bro_SSH BRO Network Monitoring
63 Bro_MySQL BRO Network Monitoring
64 Bro_Notice BRO Network Monitoring
65 Bro_Fls BRO Network Monitoring
66 NxSensor_Tunnel Comodo Network Monitoring
67 NxSensor_Software Comodo Network Monitoring
68 NxSensor_Pe Comodo Network Monitoring
69 NxSensor_SSH Comodo Network Monitoring
70 NxSensor_MySQL Comodo Network Monitoring
4l NxSensor_Notice Comodo Network Monitoring
72 NxSensor_Fls Comodo Network Monitoring
73 modsecurity Comodo ModSecurity Audit
74 Bro_Syslog Comodo Network Monitoring
75 NxSensor_Syslog Comodo Network Monitoring
76 cpanelaccess CPanel Inc Audit

77 cpanellogin CPanel Inc Audit

78 Panos Palo Alto Inc. Firewall

79 MySQL_Slow_Queries Oracle Database

80 Apache-Error Apache Application

81 MySQL_Error Oracle Database

82 NxSensor_Fvs Comodo File Monitoring

83 Cwatch Endpoint Comodo Application

84 modsecurity-java Comodo Audit

85 Internal Events Comodo Internal Event Producer | Audit

86 DbCollector Comodo Db Collector Audit
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CcCOMODO

Creating Trust Online®

About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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