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cWatch Network is an advanced security intelligence and event management (SIEM) tool that features event log
monitoring, powerful event querying, automatic assignment of incidents to personnel and more. The service allows
managed security providers (MSPs) to provide comprehensive network monitoring services to their customers.

This tutorial briefly explains how to setup and start using cWatch Network.

Step 1 - Login to cWatch Admin Console
»  Step 2 — Add Customers and their Assets
+  Step 3 - Deploy NXlog, Rsyslog and Network Monitoring Sensors
Step 4 - Add Users

Step 5 — Configure Event Queries

Step 6 — Configure Correlation Rules
Step 7 - Manage Incidents

Step 8 — Generate Reports

Step 1 - Login to cWatch Admin Console

or |Tarian MSP portal as follows:

Login to C1/ Comodo Dragon / ITarian

Click 'Store' in the top navigation

Scroll to the cWatch tile and click 'Free' to start the purchase process
Click here if you need more help with this

Login to cWatch:

Login to your Comodo One / Comodo Dragon / ITarian account

Click 'Applications' then 'cWatch'

Eii APPLICATIONS - ‘Y3 MANAGEMENT -
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Customer: All

Help Actions
Endpoint Protection
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Dome Shield

All Applications

Patch Management
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N

You can login to cWatch after purchasing a license. You buy licenses in the Comodo One / Comodo Dragon

B REPORTS
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Step 2 — Add Customers and their Assets

The next step is to add your customers and their assets to cWatch in order to monitor their networks. Customer
assets are the networks, endpoints and web servers from which logs will be collected.

Add a new customer
Customers added to your Comodo One / Comodo Dragon / ITarian account are automatically available in cWatch.

+  Login to your Comodo One / Comodo Dragon / ITarian MSP account

«  Click 'Management' then 'Customers'

COMODD

ONC =3 33 APPLICATIONS ~ ‘¥ MANAGEMENT -~ [§ REPORTS

g ENROLL NEW DEVICE [: Customers

Customers

Staff

Customer: All Roles

Account

Security Status -
Applications
o Audit Logs

Inactive Firewall

Inactive Antiviru

(A

«  Click the 'New Customer' button:
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«  Complete each field on the form then click 'Save' to add the customer.

«  Click 'OK" in the confirmation dialog:

New customer is added successfully.

+  Repeat the process to add more customers.
In the cWatch interface, you can view the customers in the dashboard and asset management screens.
«  Next, you need to:

+  Add customers' assets to cWatch Network for monitoring

«  To open the cWatch interface, login to your Comodo One / Comodo Dragon / ITarian MSP account, click
'Applications' then 'cWatch'

«  The cWatch admin console will open at the dashboard:
Add customer assets
«  Open the 'Asset Management' interface by clicking the 'Menu' button, then 'Assets' > 'Asset Management'.
«  Select the customer whose assets are to be added from the left.
Customer details will be shown on the right.
+  Click 'Manage' at the bottom:
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The interface for adding customer's assets will open. It contains two tabs:

- Hard Assets — Assets such as networks and zones to be monitored by entering their start and end IP
addresses.

- Soft Assets - Assets such as services which are hosted on the network.

The hard assets tab contains a default customer network and token. You can use this to add endpoints or create a
new network with another name.

Hard Aszsets Soft Aszats
Assets Action

Metwork b Ff 5o +

« =+ Network

Network Token:

8eb71ced551047e98cefScc1 16ff45b0

MNetwork Activation key:

developmentank| CUSTcb3bed6b84614456ad14484a2141bb78 | e3f77echb363e4151%e3a561 T4efBash2

% Nxlog % Rsyslog

Hard Assets: Action - Controls

[2] Clicking this icon displays the authentication token and download buttons for the pre-
configured RSYSLOG and NXLOG configuration script files for the network/zone in the lower
right pane.

£ Allows you to reset the authentication token for the network/zone and generate new one.

Once the token is changed, the old token becomes invalid. The cWatch Network server will
not be able to collect logs from RSYSLOG and NXLOG utilities at endpoints with
configuration script file containing the old token.

4 Allows you to edit the name and IP address range of the network or the zone.
Allows you to delete the network or zone. Deleting a network also deletes the zones
configured under it.
+ Allows you to add a zone to the network.
Add hard assets
. Serl1ect the customer from the left in the 'Asset Management' interface and click the 'Mange' button on the
right pane.

+  Click the 'Hard Assets' tab.
+  Click the 'Network' button at the bottom of the right pane.
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Hard Assets Soft Assets

Azsets Action
* Team 1 B L2 5 8B +
First Shift B A & B
Add Network x
Mame
Start IP
EndIP

« |+ Network

Team 1 Token:

ale51 7578230497 dbE 71 edEdaddc 7FO0

Team 1 Activation key:

developmentank| CUSTOE7A107b301450che 5a4bbo5a641a6e | S7RAC04afBed5c0bET 1 7e565a04dbaa

The 'Add Network' dialog will appear.

- Name - Enter the name of the network in the field.
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« Start IP - Enter the start IP address if a range of endpoints are to be added. If a single endpoint is to

be added, enter its IP address in both the 'Start IP' and 'End IP' fields.

« EndIP - Enter the end IP address if a range of endpoints are to be added. If a single endpoint is to be

added, enter its IP address in both the 'Start IP' and 'End IP' fields.
«  Click the 'Add' button.

The network will be added and a unique authentication token and agent activation key will be generated for the
network. Clicking the [£] button in the new network row will display the token and the key at the bottom of the right

pane.
«  Repeat the process to add more networks.

To add a zone to a network
. Click the =+ button in the row of the network.
The 'Add Zone' dialog will appear.
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Hard Assets Soft Assets

AsSSels Action
v Team 1 A B
First shift TP S |

Add Zone

MName

Start P

End IP

— = Network

- Name - Enter the name of the zone in the field.

- Start IP - Enter the start IP address if a range of endpoints are to be added for the zone. If a single
endpoint is to be added, enter its IP address in both the 'Start IP' and 'End IP' fields.

« EndIP - Enter the end IP address if a range of endpoints are to be added for the zone. If a single
endpoint is to be added, enter its IP address in both the 'Start IP' and 'End [P fields.

«  Click the 'Add' button.

The Zone will be added to the network and a unique authentication token will be generated for the zone. Clicking the
2] button in the row of the new zone will display the token and the key at the bottom of the right pane.

Now that you have added endpoints to be monitored in the Hard Assets area, the next step is to run the Nxlog and
Rsyslog configuration files on endpoints with Nxlog and Rsyslog utilities. See Step 3 for more details.

The 'Soft Assets' interface allows administrators to create and manage a list of important URLs, domains or [P
addresses, which acts as a reference list for the operators/administrators/analysts. If items displayed in this screen
are affected by an incident, the operator/administrator/analyst may decide to, for example, escalate the incident from
high to critical.

To add soft assets for a customer
«  Open the 'Asset Management' interface by clicking the 'Menu' button, then 'Assets' > 'Asset Management'.
+  Select the customer whose assets you wish to add from the left.
The Customer Details pane will open in the right.
- Click 'Manage' at the bottom left of the right pane and choose the 'Soft Assets' tab.
+  Click the 'Add' button from the bottom of the right pane.
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Hard Assets Soft Assets

Ip Addres:

URL

httpsdithercons.com

soft Assets
URL T

Value

A 2

- Gome)

The 'Add Soft Asset' dialog will be displayed.
+  Choose the type of soft asset that you want to add from the 'Soft Assets' drop-down.

Soft Assets

URL

Domain
Website
Ip Address

- Enter the value for the selected soft asset in the 'Value' field.
< Click the 'Add' button.
The soft asset will be added to the list for the customer.

Comodo cWatch Network — Quick Start Guide | © 2020 Comodo Security Solutions Inc. | Al rights reserved. 8



CcCOMODO

Creating Trust Online®

.-’/

Step 3 — Deploy Nxlog, Rsyslog and Network Monitoring Sensors

«  After adding customers and their endpoints as explained in Step 2, you have to configure them to send logs
to cWatch.

+  cWatch features agent-less log collection from Windows/Linux endpoints via the NXLog and Rsyslog
utilities

+  NXLog (Windows) and Rsyslog (Linux) need to be configured to send logs to the cWatch Network server.
Click here for more details about deploying script files.

You can also deploy Comodo sensors on the network to enlarge the scope of log collection. Click here for more
details on this option.

Scripts can be configured and deployed in two ways:

«  Pre-configured script files — The 'Hard Assets' area contains ready-made scripts pre-configured for a
specific customer/network. This is the most convenient way to configure NXLog and RSYSLOG to send
logs to cWatch.

«  Manually configure NXLOG and RSYSLOG scripts - Download scripts for Rsyslog and NXLog and
manually set network token, source product and so on. These scripts can be used to configure Rsyslog and
NXLog utilities on Linux and Windows machines.

Configure NXLog and Rsyslog using pre-configured script files
The following sections explain more about:
+  Configure the NXLOG Utility
»  Configure the RSYSLOG Utility
Configure the NXLOG Utility
Please make sure NXLOG utility is installed on the machine which is to be configured to send logs to cWatch.
To download the NXLOG Configuration File
+  Open the 'Asset Management' interface by clicking the 'Menu' button, then 'Assets' > 'Asset Management'.
+  Select the customer from the left hand side pane.
The 'Customer Details' pane will open at the right.
- Click 'Manage' at the bottom left of the right pane and choose the 'Hard Assets' tab.

+  Choose the network/zone you wish to configure from the right hand side pane and click the (] button in the
row of the network/zone.

The authentication token, the authentication key and the download buttons for the NXLOG and RSYSLOG
configuration script files for the selected network/zone will be displayed at the bottom of the right pane.

«  Click the NXLOG configuration file download button as shown in the screenshot below and save the file:

Comodo cWatch Network — Quick Start Guide | © 2020 Comodo Security Solutions Inc. | Al rights reserved. 9
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+  Replace the NXLOG configuration file at the location C:\Program Files (x86)\nxlog\confinxlog.conf or
C:\Program Files\nxlog\confinxlog.conf in the endpoints\webservers with the downloaded configuration file.

All settings in the configuration file including network token for the selected network/zone are pre-configured and will
instruct the NXLOG utility to send logs to the cWatch Network server. cWatch will receive and store the logs under
the respective customer/network for monitoring and incident reporting.

Configuring RSYSLOG Utility

+  You can download a pre-configured RSYSLOG config script from the admin console. Each script is
generated for a specific customer/network.

+  The script will configure RSYSLOG utilities installed on Linux machines to send logs to the cWatch
Network.

+  Please make sure the RSYSLOG utility is installed on the target machine.
To download the RSYSLOG Configuration File

«  Open the 'Asset Management' interface by clicking the 'Menu' button, then 'Assets' > 'Asset Management'.
+  Select a customer from the left hand pane.

The 'Customer Details' pane will open at the right.
- Click 'Manage' at the bottom left of the right pane and choose the 'Hard Assets' tab.

- Choose the network/zone whose endpoints are to be configured, from the right hand side pane and click
the [z] button in the row of the network/zone.

The authentication token, the authentication key and the download buttons for the NXLOG and RSYSLOG
configuration script files for the selected network/zone will be displayed at the bottom of the right pane.

+  Click the RSYSLOG configuration file download button as shown below and save the file.
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cCOMODO

Creating Trust Online®

4
%1
o
3
*
\,
¥

}

First Shift r P A |
* Team 2 M LA £ 8 +
second Shift 0 L A 0

= <+ Network ¢

Team 1 Token:

a065175782a9407db871edBdaddc 790 =
Team 1 Activation key:

developmentank | CUSTOfB7F107b3c1450cbcSa4bba5a641 a6e | 578dc04efa8e45c0b8717c565a04dbaa

+  Run the script file on all required endpoints.

The script will configure the RSYSLOG utility to send logs to cWatch Network. cWatch will receive and store the logs
under the respective customer/network for monitoring and incident reporting.

Manually configure Nxlog and Rsyslog
+  Click the 'Menu' button from the top right, choose 'Administration' and then click 'Event Collection'

£} mdministration » Event Coliection Y

Event Collectian Sanzor

Rsyslog Log Collection User Manual MxLog Configuration User Manual
REYSLOG can delrer cver ane millicn messages per second to beal destinations when limimed = Thits gusde shows you how 1o configure your Nalog configuration file in
procassing s applied ordar to send your Windows Event Lag
Rzysiog Log Collection uses REYELOG for callecting log messages on client side. How ta Configure Client Machine

You can corfigure reyslog on linuk machines in order to send bag to Asyslog Log Collector. It 1D nad nxtag cont

recieves keal system logs an linus machines using top and udp server.
2. Beplace downlcaded miag.conflile with the file-> C\Pragram Files

How te Configura Cliant Machine Espnxioguondinadog. conf
::I:.;-I:EJI.D'::L::"DE file to configure inux rsyskog deamaon. Soript file gets some parameters for 3. pen the midag. comffile to edit

4, If you have & customer defined, click an the navigation menu and
navigats to Assets > Asset Management and see customer list. if not,
& - sinstall add a customesr for your mssp.

Canfiguration Paramabers

& oF freimive 5. within the same menis, click on 8 custamer and dick manage 1o 3ee the
retwork token provided, copy the token,
& hohelp or usspe

E. In A ceonflile, replace SETONENSS with the network 1oken.
+ AGENTLESS AUTH TOKEN: Agentless authentication key (Avalable in MESP Partaly o e

& PRADUCT NAME Product name which 1= sending log (Apache, Smart Fartigate 5.0} e e

B. Dpen the Services tocd from Start Menu on your Windows machire and

& PRODUCT WERSWON. Product parser version whach s sending log [Apache, Snort Fortigate 5.0)
restart the nxlog servioe

Usage: configure-finux [ AGENTLEES AUTH TOKEN FRODUCT MAME PRODUCT VERSION]
Sample: ronfigure-sysiog.sh - BedH0e 5600048 19 Te2 25 10605 "Fortiates. 0" Wi.0"

Fleme dor use whitespace characters in Product Mame parameter. when you run this scrips you wil
see 22-comodo.cand file under fetoirsyslogd directory.
Drefaiilt configuration sends messapes with TOP pratocal, IT you wand e configune a5 UDP use one “8°

character before agentless | collectar ip. Restart reyslog service and SLar using it
& For TEP -% & @8NP Adress]:IPore B smadoFormat

b ot ==

The 'Event Collection' page contains instructions about downloading the scripts, setting the parameters and
configuring the RSYSLOG/NXLOG utilities using the scripts.

Alternatively, you can download the script file for configuring the RSYSLOG utility from 'Administration' > 'Event
Collection' interface, manually enter the parameters for the customer network to be monitored and run the script at
the endpoints. See Event Log Collection for more details.

Comodo cWatch Network — Quick Start Guide | © 2020 Comodo Security Solutions Inc. | Al rights reserved. "


https://help.comodo.com/topic-285-1-833-10564-Event-Collection.html

Comodo cWatch Network - Quick Start G qu; comoDo

Creating Trust Online®

!

f

+ Inaddition to event log collection, cWatch Network is capable of collecting log information from Comodo
Network Monitoring Sensors.

«  These sensors listen on the customer's network using span/tap technologies.

+  Sensor deployment is customized according to a customers network topology. Please contact Comodo to
arrange sensor deployment.

Deploy Comodo Network Monitoring Sensors

In addition to agentless log collection, cWatch can also collect logs from sensors placed in your network. These
sensors listen to network activity using span/tap technologies. Comodo staff will work with your team to deploy the
sensors according to your specific requirements. Please contact your Comodo account manager for help to deploy
sensors on your network.

Step 4 - Add Users
«  Users are members of your staff assigned to a specific customer to address issues on their network.

+  You create staff in the Comodo One / Comodo Dragon / ITarian interface. These staff then become
available as 'Users' in cWatch.

«  Users can only access the cWatch dashboards, events and incidents related to their assigned customers.
+ 'Correlated Incidents' belonging to a customer are auto-routed to the user assigned to the customer.
Add a user
You can add users (staff) from your Comodo One / Comodo Dragon / ITarian MSP account:
+  Login to your Comodo One / Comodo Dragon / ITarian MSP account
+  Click 'Management' then 'Staff

6Iﬁ:,E =3 ISR APPLICATIONS ~ 3 MANAGEMENT B rcrorTs e sTore R TOOLS

One » Management » Staff

MNew Staff

Marme *

Name & Email =

lahn narakes@yopmail.com Emall *
Efficient MSE Sarvoces yenirpi@yopmadcom

1-2of 2 items R

Select Role...

+  Click 'New Staff' at top-left
Complete the 'New Staff' form:
+  Name - The full name of the user (staff)
+  Email - The email address of the staff member. This also acts as their login username.
«  Anaccount activation email is sent to this email address after you click 'Save'
«  Staff must click the link in the mail then create a password to activate their account.
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+  Once their account is active, staff can login to Comodo One / Comodo Dragon / ITarian

+  Role - Select appropriate privileges for the staff member. Note — make sure the role has permission to
access the cWatch application. See this page if you need more help with ITarian roles.

+  Click 'Save'
A confirmation message will appear:

Msp staff is created successfully.

Once the user activated their account they can access cWatch as follows

+ Loginto Comodo One / Comodo Dragon / ITarian

+  Click 'Applications' in the top-menu then select 'cWatch'

Step 5 — Configure Event Queries
After configuring NXLog, Rsyslog and sensors as explained in Step 3, the logs will start to flow to cWatch.
«  The event query area lets you search for specific events using built-in queries or custom queries.

+  You create your own conditions for each search. For example, for events during a specific period in specific
customer networks.

«  The results table shows all events which match the query conditions. The table also lets you run a look-up
on external IPs involved in the event.

Once created, an event query can also be used for:

«  Custom dashboards which show the query results as charts. See 'Configure Custom Dashboard' for more
details.

«  Correlation rules which identify harmful events/incidents and assign them to customer admins for attention.
See Manage Rules for more details.

To configure custom queries
+  Click the menu button at top-right > 'Investigation' > 'Event Query":
«  Select the customer from the left pane under 'Customers' that you want to configure custom queries.
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The 'New Query' tab contains a query builder which allows you to create a new query for a selected customer. Any
queries you create will be added to 'Custom queries'.

The left side panel displays a list of predefined queries and custom queries for the selected customer. The
predefined query folders are in blue and custom query folders are in black. Before creating a query, you have to
create a folder under which the query should be saved.

s

«  Click the folder button at the bottom on the left

Folder Mame

Folder Name :
Metwork

¥ Private

Add

«  Folder Name - Enter the name for the folder

« Private - If you select this, the folder will be accessible only to you. The folder will have a lock icon
indicating it is a private folder. This option is available only while creating a top level folder.

+  Click 'Add'
The folder will be saved and displayed on the left side. You can save an event query under this folder.
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An event query is built with a set of filter statements that are connected by Boolean operators, 'AND’, 'OR" or 'NOT".
Each filter contains the following components.

'Field Group' + 'Field' + 'Operator + 'Value'

+  Field Group - The group to which the 'Field' specified as the filter parameter belongs.

+  Field - The field in the event log entry by which you want to filter results. For example, if you choose 'Agent'
field group, you can select 'agent_id' or ‘agent_ip' as an event field. For full list of field groups and event
fields, see 'Appendix 1 - Field Groups and Event Items Description'.

«  Operator - Controls the relationship between the field and the specified value. Examples include 'Equals
to', 'Does not equal to', contains, 'does not contain' and so on.

«  Value - The value for the field. Values can be entered manually or fetched from a pre-defined list which is
managed in the Live List Management' interface. For example, if you choose a source IP (src_ip) as the
field to be searched from network events, you can manually enter the IP address of the source of the
connection request or choose a Live List containing a list of specified source IP addresses.

When the query is run, events will be fetched from the database and checked against the filter statements one by
one.

Examples:

i.  To search for network connection events originating from an endpoint with IP address 10.100.100.100, build
the filter statement as shown below:
'‘Source' + 'src_ip' +'=" +'10.100.100.100'

ii. To search for network connection events originating from a set of endpoints whose IP addresses start with
10.100.100.xxx, build the filter statement as shown below:
'Source' + 'src_ip' + 'AB*' +'10.100.100

iii. To search for network connection events originating from a set of endpoints whose IP addresses are
defined in the 'Live List type' named 'Internal’ under the 'Live List' named 'IP Blacklist', build the filter
statement as shown below:

'Source' + 'src_ip' + '[a]' + 'IP Blacklist' + 'Internal’

You can create more complex queries by adding more filter statements and linking them using 'AND', 'OR', or 'NOT".
For example:

+  To search for network connection events originating from an endpoint with the IP 10.100.100.100, and
destined for an endpoint with the IP 10.100.100.120, build the filter statements with the AND operator as
shown below:

'‘Source' + 'src_ip' +'=" +'10.100.100.100'
AND

'Destination’ + 'dst_ip' + '="+'10.100.100.120'

Lo )
«  To create a new event query under the folder, select it and click the button

Comodo cWatch Network — Quick Start Guide | © 2020 Comodo Security Solutions Inc. | Al rights reserved. 15


https://help.comodo.com/topic-285-1-833-10539-Appendix-1--%E2%80%93-Field-Groups-and-Event-Items-Description.html

cCOMODO

Creating Trust Online®

=
g |
g
i
0 U
O =
S
«

A 'New Query' tab will be added and displayed on the right.

MNew Query =

Query Builder (] ]
@i anD |~ 4
< Il | save Save As Move Schedule () Last 1 hours |~

The next step is to add filters to the query.

«  Choose the operator for the query filter statement from the drop-down in the 'Query Builder' pane. The
options available are:

- AND
- OR
- NOT

«  Click the + button to add a filter

The 'Field Groups' drop-down and 'Fields' drop-down will appear. The 'Fields' drop-down will contain options relevant
to the 'Field Group' chosen from the drop-down at the left.

Mew Query =

Query Builder (1)
| anD v®\
...... m agent w | = | agent_id v | i ‘+‘

<« 1l | save Save As Move Schedule (8] Last 1 hours |+

«  Choose the field group you wish to add to the filter from the 'Field Groups' drop-down.
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Query Builder

I ' AND B +
- { I || source v |- |:5r|:

agent
application
classification
custom
destination
device
event

file
network
product
rule

syslog
time
user

The next field will display the fields available for the selected field group.

Query Builder

o anD v 4

ol i || source v | = | src_city | =

< | W] || Save | Sovu

Tip: Descriptions of each Field Group and the Field items under them are available in Appendix 1 - Field Groups
and Event Items Description.

The next step is to choose the relationship operator between the two fields.

«  To choose an operator, click the drop-down between the two fields:
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Query Builder
M anD |~ +
[ i | source w | - | src_ip ~ || = + || &
I=
*a*
ek
2 Ml B save Bl saveAs ii Move O s ab*
| *ab
nil
Results Aggregations =il
[a]

Time: ( 2018-05-08 22:19:59 - 2018-05-09 06:19:59 ) Tg ta} 24824

T A9

The types operators depends on the field chosen. The following table explains the various operator symbols:

Relation Operator Description Entering the value for the 'Field'
= Equals to «  Events containing the same value will be identified
by the query.
«  Enteravalue in the field to the right of the operator.
1= Does not equal to «  Events that do not contain the value will be identified
by the query.

«  Enter avalue in the field to the right of the operator.

> Greater than «  The query will identify events that contain values
greater than the entered value.

«  Enteravalue in the field to the right of the operator.

«  Applies only to fields with numerical values. For
example, port numbers.

= Greater than or equal to «  The query will identify events that contain values
equal to or greater than the entered value.

+  Enter avalue in the field to the right of the operator.

«  Applies only to fields with numerical values. For
example, port numbers.

< Less than «  The query will identify events that contain values
less than the entered value.

«  Enter avalue in the field to the right of the operator.

+  Applies only to fields with numerical values. For
example, port numbers.

<= Less than or equal to +  The query will identify events that contain values
equal to or lower than the entered value.
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«  Enter a value in the field to the right of the operator.

+  Applies only to fields with numerical values. For
example, port numbers.

*ka* Contains «  The query will identify events that contain the
entered value somewhere in the string.

» E.g-search for events with source IP
addresses containing '123' anywhere in the
address.

«  Enteravalue in the field to the right of the operator.

Epk Does not contain +  The query will identify events that do not contain the
entered value anywhere in the string.

+ E.g - search for events which don't contain '123
anywhere in source |P address.

+  Enter avalue in the field to the right of the operator.

ab* Starts with - The query will identify events that begin with the
entered value.

« E.g, - search for events with source IP
addresses that start with '192'

«  Enter avalue in the field to the right of the operator.

*ab Ends with - The query will identify events that end with the
entered value.

« E.g. - search for events with source IP addresses
that end with "123".

«  Enteravalue in the field to the right of the operator.

nil Is Empty «  Search for events in which the selected field is
empty (does not contain any value).

« E.g. - search for the events with no values in
their source IP address fields, select 'ls Empty'.

=i Is Not Empty - Search for events in which the selected field is not
empty (contains a value of some kind).

« E.g-tosearch for the events with some IP
addresses values in their source IP address
fields, select 'ls Not Empty'.

[a] s in List Configure the filter statement to fetch values for the field from
a pre-defined list containing specific values for the field type.

Background:

»  Lists enable administrators to add and manage lists
of values for different fields for use in queries and
correlation rules.

- cWatch features three kinds of lists - Live Lists,
Range List and IP Range.

«  Lists can be created and the values updated
manually.

«  Live lists can be also be fetched from the output of
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correlation rules.

«  List updates will be immediately reflected in the
queries and the rules in which they are used.

+  See Lists for more details on list management.

On selecting [@] as the relation parameter, drop-down
options will appear for the List and the List type:

1' Malicious D v | = ANY O +

ANY

Phishing

The first drop-down shows the Lists that contain values for
the selected query field. The second drop-down shows the
List Types within the selected 'List'.

«  Choose the List to be used in the query filter from
the first drop-down.

«  Choose the sub list that contains the set of values to
be included in the query filter from the second drop-
down.

All the values contained in the list will be included as values
for the Field specified in the filter statement.

tat Not in List Allows you to configure the filter statement to search for the
events that do not contain specific values from a pre-defined
list.

On selecting 12t as the relation parameter, drop-down
options will appear for the List and the List type:

@Semrs v |- N @ +

ANY
" den

The first drop-down shows the Lists that contain values for
the selected query field. The second drop-down shows the
List Types within the selected 'List'.

+  Choose the List to be used in the query filter from
the first drop-down.

«  Choose the sub list that contains the set of values to
be input as exclusions to the query filter from the
second drop-down.

The results will display all events that do not contain the
values in the lists.

If you are adding values for source parameters like source IP address, source port, source MAC etc., but wish to

reverse the parameter, click the switch icon @ that appears to the right of the statement. The field group and the
field selected will automatically switch from source to destination or vice-versa.

Comodo cWatch Network — Quick Start Guide | © 2020 Comodo Security Solutions Inc. | Al rights reserved. 20


http://help.comodo.com/topic-285-1-833-10536-Lists.html

CcCOMODO

Creating Trust Online®

For example, if you are specifying a live list containing values of source IPs for the source IP field, but want
to change them to destination IPs, you can click the switch button.

Query Builder

i)

&

o AND |~ | +

» i = [+] - [ srcip ~[Mal | Blackiist

Backdoor ‘

'-q...________ _______._-"'

Query Builder (i ]

.

P destination |Z| - | dst_ip Da] Blacklist v | = | Backdoor v || 4
L [ save [E save As Ii Move O Schedule (8] Last 1 hours EI
+ To add a sub-filter statement, click the + button beside the filter and repeat the process.

«  To set the relationship between each statement, use the drop-down menu.
+  Forexample, the query below will return events whose source ends with 10.100 OR .com AND whose
destination is 86.105.227.125
Query Builder ()
o | AND E| -+
....... ﬁﬁ OR |z®
------- M | source EI - | src_ip IEI ab* 10.100 +

] i | source EI - | src_host IEI ab* com —

------- i | destination E| - | dst_ip E| S 86.105.227.125 +
I 51 save [El save As | £ Move | O Schedule QO Last 1 hours EI

Tip: You can update and refine a query by adding more filters once you have seen the results. ‘

«  To add more filter statements to the query, click the + button and repeat the process.

« Todelete afilter , click the it button beside it.
+  Click the 'Save' button in the 'Query Builder' screen.
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Query Name X

Query Name :

Intrusion Detection

«  Enter the name of the query in the 'Query Name' field and click the 'Save' button .

The 'Event Query' will be saved under the selected folder and displayed.

Note: If you didn't select a folder in the first step you will be asked to do so when saving the query.

<« HTTP Basic Auth Detection
» B MNetwork

(: <> |ntrusion Detection }

1 | i | F

;|

4

ra Fa =

The next step is to run the event query. Before that, however, the 'Results' table must be checked and configured so
that it is relevant to the event query. See 'Configure Results Table for a Query' for more details.

Configure the Results Table for a Query
In order to display the event fields relevant to a specific query, the 'Results' table must first be configured.
By default, cWatch ships with ten event field columns in the results table.

«  You can add more event field columns here.

«  Select an event query from the left side and click the button from the 'Query Builder' pane. Note —
The event field columns added to the results are valid for this search only. Go to 'Investigation' > 'Event
Field Selection Settings' to configure fields that are valid for all query searches.

The 'Result Fields Selection' dialog will be displayed.
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Result Fields Selection

Available Fields For This Query

agent w | agent_id s -+ .ﬂ.

Result Fields

>

central_time @ Central Time
dvc_host | Device Host
app_name | Agplication Name
name | Mame
message | Messsge
SrC_ip | Source IP

src_port | Souwrce Port

B B B8 B8 B B B B

<

dst_ip | Destination iP

W

£

The same 'Field Groups' and 'Fields" used for in the 'Query Builder' will be available for inclusion in the results table.
By default a set of 'Result Fields' relevant to the query will be displayed.

+  Toadd new 'Result Fields', click the 'Field Groups' combo box and select the field group.

Result Fields Selection Result Fields Selection

Available Fields For This ¢ Available Fields For This Query

destination @ dst_host destination |Z| dst_host

<§1‘:|ger1t
F application Result Fields  |dstip
| classification | dst_mac
{custom _ b | cent central_time| 25-POrt

| dst_tr_ip

| device | dst_tr_port
| event

| file

| network
product
rule
SOurce
syslog
time
user

The next field will display the items available for the selected field group.
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«  Select the required field from the drop-down and click the button.

A new field will be added and you may provide a new label for the result field if required.

dst_port | g5t port |

=

=

dst_host | dst fost

Enter a name for the field if required, by which the field should be displayed in the 'Results' screen.

«  Repeat the process to add more fields and click 'OK'

- Toremove irrelevant fields, click the trash can icon i beside it.

dst_host | gst host

: ‘J
prod_name | prod name

+  Click the 'Ok’ button

«  Click the 'Cancel' button to revert the changes you made.

+  Click the 'Save' button in the 'Query Builder' screen to save your changes.
You can also refer to Comdo built-in event queries to have a better insight about configuring different types of
queries.
Now that you have configured and saved an event query, the next step is to run it.

«  Select an event query from the left.

+  Select the period for which you want to run the query.

View recent events - Select a period from the drop-down at the bottom right of the 'Query Builder'
pane and click 'Search'. Options range from the past hour to the past 7 days.

Last 7 Days @
Last 1 hours

Last 3 hours
Last 8 hours
Last 24 hours

Last 3 Daés
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«  View events over specific dates - Click the calendar button, enter the start and end dates and click

‘Search'.

Query Builder o
= 0 ano ~| 4 -
== Ne=rem P
(mlem [+

E B destination -v:- dst_city [aed = 10,100,164.45 +
ff source | - | srecity ] = 10.100.164.45 + "

< M| B save [ saveas move [ 2 schedule 0 @ 136t 1 hiotirs -8 m

Results Pgmregations

Tirme: [ 201 B-04-18 06:37:48 - 2018-04-18 0737 UL BRI s » ™| 4 Live
Contral Time - Device Hos Ec Source IP Source Port
S Swwitrsi i Start (UTC) End (UTC) kitnio :
2018-04-18 073518356 | SOCUA 10.100.164,35 50455 o
Z01B-04-18 073518356 | SOCUA 2 2080401 06:00:43 = 2018-04-1807:00:43 10,100.164.35 53455
2MB-041807 1 | SDCUA arning: 10.100.164.26 15484
2018-04-18 07 SOCUA T 10.1 0001 64,46 44337
Np— -
2018-04-18.07 SOCUA e 10,100.164,45 44337
21E-04-18 07:35:02.140 | SOCUA 10.100.164.47 22048
2080418 07:35202.149 | SOCUM m 10100.164.47 22047
2016-04-18 07:34:52.980 | SOCUA TR T T 10100.164.33 52672
H018-04-18 073452.464 | SOCLA NeSermor_com 10.1D0.164.33 5267

The 'Results' are displayed in the lower pane.
Select the 'Live' check box to search streaming data for the event query.

Note: The 'Live' option is not available for searches with specific start and end dates.

Mew Query «
Query Builder (1]
8 a0~ +

- | aND )

i B apgent | = apent_id | a4+

« Il B save [E saveas ol Move O Schedule O B  Last8hows

Results  Aggregstions

Tirme: [ 2018-04-16 00:49:43 - 2018-04-13 02:45:43 ) Total Coant: 49072

Central Time - Dvice Host Applicatian Nams Nams Blenpags Source IP Source Poart
ANED4-18 08413907 | SOCUA MaSensor_oons 100100 164,34 627972 -
2015-04-18 05451 247 SOCLA MxSensor_files a5k 34.231.200.228 0
ANE-0418 0BAT1272 | SOCUA Mxsensor_ssl TLS5w12 TELT00L164.34 42788

SOCUA MuSensor files S5L 52.508051.93 L1}

SOCLIA MuSensor_ss TLSwi2 0L T00 164,34 62TEA

SOCLUA MxSensor_dns SRY 10.100.164.34 53411

SOCLIA MaSensor_fles 55 25.3061.593 Li]
2018-04-18 084 SOCUA MuSensor_oonn 10.1000164.32 54097
ANE-04-18 CRARAB 970 | SOCUA M o 10100164164 137
2018-04-18 CE:A4836.189 | S50CUA MxSensor_szl TLSW12 10100, 164,45 33630
HAE-04-18 0R:4836 04F | SOCLIA NuSensor_conr 10100016446 35630
250418 :

SEHCLA MxSensor_dns A 10,700, 164,46 2359
SOCLIA 5 n

PO E-04-18 D48 I8 04

The lower pane has two tabs:

+ Results - The 'Results' tab displays log entries that match the query with the selected event fields as
column headers (explained above). Click an event to view its details. More details on the '‘Results Table' are
available under 'View Results Table'.

«  Aggregations - The Aggregations tab allows you to group identified events and view aggregation results.
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More details on aggregations are available under 'View Aggregated Results'.

For more details about event queries such as scheduling, viewing detailed results and aggregated results, managing
a query folder and more see Configuring Event Queries.

Tips: You can configure other features in cWatch that will help to perform a tagged search, provide value from lists
and populate events from correlation and aggregation rules:

+  Tagged Rule - You can create rules to analyze events for criteria that you specify, then tag those events
with labels of your choice. Matching events are then tagged and can be queried. See 'Managing Tagged
Rules' for more details.

+  Lists — You can predefine values for fields, which then can be used as parameters in event queries and
correlation rules. There are three types of lists, Live List, Range List and IP Range List in cWatch. See
'Lists' for more details.

+  Correlation Rule — A correlation rule can be configured from its Output Mappings section to generate a
new event, which then can be queried. See 'Managing Correlation Rules' for more details.

«  Aggregation Rule — You can configure filters for two or more sub events that when the join condition is
met, will create a new event. These aggregated events can be queried from the events query interface.
See 'Managing Aggregation Rules' for more details.

Step 6 — Configure Correlation Rules
«  The correlation rule area lets you create rules which monitor networks for certain events.

«  Events which match these rules are called 'Correlated Incidents'. These are automatically assigned to
admins for further action.

«  Correlation rules are created by defining query groups and aggregation parameters based on the event you
want to capture. Each query group can be created by selecting saved 'Event Queries' and/or by adding new
queries.

«  The output from a correlation rule is also created as an event which can be queried from the 'Event Query'
interface.

To create a correlation rule
«  Select a customer from the 'Customers' drop-down on the upper left:

a_ Fulas ¥ Correlacon Rules Management h E
Customers = Ganaral
SOCUA
MNama Caregory Sevariry Acthuation
PHP Possible Local Rl Indusion Attempt WEB TRAFFIC AMOMALIES i | Low | Acmve
Correiztion fses W0 Window Duration (minutes)  Windew Mods
e e e 1 ) )
GNULinuo: User-Agent Dutbow ™ e L
Pocendial 55H Scan Deacription
Suspicioais FTP 220 Banner or glabals php in PHP Address before 0.2, with the PHP allow_url_fopen and register_giobals variables enabled, sllows remote attackers
Poseible S5H TUNNEL to execute arbitrary PHP code via a URL to the code in the LangCookie parameter

- Waob Trathc Anomalios
MHTML Atternpied Scrpt Bxecu
=« PHP Possible Local File Indusice

Action

Common Hex Pattern Heap Spe

Conrection estabished ko Spar w Create Alarm Send el
WebShell G e - *qar.erin P

SOL Injection dawsction

PHP Ganeric Remiots Hia Inchud

PDF Winh Embadoed Fla

- Chall D -

siebilachoat Scan actiil

| S N U | S —

N * Definitions

< ks + Output Mappings
| [+ # List Mappings

£ omaenee | (25 5 200

Abuilt-in correlation rule is selected by default, and its parameters shown on the right. The left-hand pane shows
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predefined and custom rules available for the selected customer. Before creating a correlation rule, you have to

create a folder under which the rule should be saved.
Select the appropriate rule category folder or create a new correlation rule folder under which you want to

create a correlation rule.

¥ folder button at the bottom on the left. The 'Folder Name' dialog will appear.

« Click the
Folder Mame *

Folder Name :

Metwork Rules|

Description

Add

Enter a name for the rules folder in the 'Folder Name' field
Enter a description for the category of rules to be added to the new folder

+  Click the 'Add" button
The folder will be saved and displayed on the left side.

pedl ATlaCk-LO

+» Repeat Attack-Login Target

» B MSSP De ules
MNetwork Rules

m |

F [+« B s 1

[
g

1 |

The relevant correlation rules can now be placed under the newly created folder.

[ ]
To create a correlation rule under a folder, select it and click the **  putton.

27
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The configuration screen for creating the new rule will be displayed in the right hand side panel. It has four sections:

= General
Name Category Severity Activation
CORRELATED “ | | info | Active
Window Duration {(minutes) Window Mode
1 Fixed (20 min.)

Description

Action

« Create Alarm Send e-mail

+* Definitions
4 Dutput Mappings
+ List Mappings

Gy o[

«  General - Allows you to specify the name and description for the rule, category, select the severity level,
window duration for rule, to set rule active or inactive and set whether or not to create an Incident when this
rule is met.

+  Definitions - Allows to define the queries for the rule and select aggregation parameters for grouping
identified events and more.

«  Output Mappings - Allows you to select the field values to be included in the output events generated
based on the rule. The output events can be queried from the 'Event Query' interface (Optional).

«  List Mappings - Allows you to map live lists to which the selected field values of the events detected by the
rule is to be updated (Optional).
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General

+  Click the 'General' Stripe to open the General Configuration area.

= General
Name Category Severity Activation
Access to Malware Site MALWARE Infia {5 Active

Window Duration {minutes) Window Mode
1 Fixed (30 min.}
Description

Alert when a domain containing makhware is accessed

Action

 Create Alarm Send e-mail

+ Definitions
+ Output Mappings
+ List Mappings

£ Deactivate m m

- Name - Enter a name for the rule

- Category - Select the type of rule. These options can be customized in the 'Incident Category
Management' interface. The default categories are:

+  Authentication Anomalies
« Anomalies in privileged user account activities
+  Anomalies specific to endpoint and backend
+  Check for known APS
+  Correlated
+  DNS Request Anomalies
«  Malware Activity
- Malware
+  Manual
«  Scheduled Query
+  Unusual Network Traffic
+  Unpatched for Vulnerable Systems or applications
«  Web traffic anomalies
«  Severity - Choose the severity level that will be assigned to the incident that matches the rule. The options

available are:
« Info
«  Low
«  Medium
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+  High
«  Critical

+  Window Duration (minutes) - Enter the minimum duration (in minutes) for the event to be identified as an
incident based on the rule.

«  Activation - Choose whether you want the rule to be active or inactive from the drop-down

- Description - Enter an appropriate description for the rule. The description entered in this field will appear
as the 'Summary' in the incident generated by the rule.

«  Create Alarm - Configure whether or not an 'Incident' is to be created and an alert is to be sent to the
administrator, when the rule is met. If selected, the rule creates an incident and an output event which can
be queried from the 'Event Queries' interface. Else the rule creates only the output event and does not
create an Incident.

- Send e-mail — Select this check-box if an email alert should be sent to the administrator when an incident is
created.

Definitions

Each rule is constructed with a set of filter condition statement groups to identify the events and generate alarms.
The definitions stripe allows to define filter statement groups and aggregation parameters for the rule. You can add
filter statement groups by selecting saved queries and/or by manually defining them.

+  Click the 'Definitions' stripe, to open the 'Definitions' area.

+ General

= Definitions

+ || = Ordered

+ Dutput Mappings
+ List Mappings

{: Deactivate m m ]

+ Toadd afilter statement group as a rule definition, enter a name for the rule definition.

The next step is to add the filter condition statement groups to the definition. This can be done in two ways:

+  Select an Event Query and import the filter statement from it
«  Manually define filter statements for the group

Selecting an Event Query and import filter statements:
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Ry
+  Click the button after entering a name for the rule definition.

+ Garveral
= Definitions

mrusion Event Rule + Q

Ordered

Select Query

& or s
Queries O G ewent - type «| = i Dietect +
“* BROFTP 8  classification | = - class_senice +
390 Files = -
i T | classification = = rlass_senice -
Big Files F

+ W Classification Based

Audit Evems
HNatwork Evants
w2 EVeriLs WILh Kndwn Types
Firgwrall Events
Unparsed Logs
= 8 Product Based

The 'Select Query' dialog will open with a list of pre-defined and custom event queries added for the customer in the
left pane.

+  Choose the query from the left pane.

The filter statements in the query will be displayed in the right pane.

+  Click 'OK' to import the filter statements.

The rule definition will be added with the group of filter statements from the query .
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+ General

= Definitions

INtrusion Event Rule + bl Ordered

Intrusion Event Rule «

@i or j +

-1 M || event |"'| - type [" = Intrusion Detection + £
i | classification |E| - class_service E = ips +
B classification |E| - class service E = ids <+ 43

Aggregations Selected (at least 1) 0 Function

agent sgent_id = > et (R COUNT H

agentagent_ip igts

application.app_name 4 - Threshald

application.app_pid
classification. class_action
classification.class_domain
classification.class_object >

You can edit the group by adding new statement(s), changing fields/values and/or removing existing statements. For
more details on construction of the filter statements, see 'Manually defining filter statements for the group' given
below.

+  Repeat the process to add more definitions from event queries.

Manually defining filter statements for the group

+  Click the +
Atab to add the query fields for the definition will open.

button after entering a name for the rule definition.

Each rule definition is built with a set of filter statements that are connected with Boolean operators like 'AND', 'OR'
or 'NOT". This is similar to building an event query. Click here to see the details.

You can add multiple query definitions for a single rule and these are tied together.

+ Toadd a new definition, enter the name of the new definition and add the filter statements as explained
above.

+  If you want the rules engine to process the definitions of the rule in order, select the 'Ordered’ check-box.

For example, under the first tab you can create a rule that checks for a brute force attack on a destination IP and in
the second tab you can create a rule for intrusion detection. The rules engine checks for brute force attack and
intrusion events and if any destination IP of the second tab matches the destination IP of the first tab, then an
incident is created. Please note the number of selected aggregates should be equal for all the tabs in order to
correctly define the fields in the '‘Output Mappings' section. For example, if you select 4 aggregate fields in the first
tab, then all other tabs for the rule should also have 4 aggregate fields.

The next step is to select the field values based on which the events that meet the rule are to be aggregated to
create the incident.. For example if you want the rule to search the source details from where the event occurred,
then you have to select the appropriate event value from the 'Aggregations' box and move it to the 'Selected' box.

+  Select the required values from the 'Aggregation’ box and move them to the 'Selected' box by clicking the

button.
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«  Toremove a value added to the 'Selected' box by mistake, select it and click the < button.
. . . L ~
- Toreorder in the values in the 'Selected' box, select them one by one and click the or buttons.

The next step is to define the 'Aggregation Function' and 'Aggregation Threshold' for the defined query. The
'Function' drop-down has three options:

Function

{COUNT B

DISTINCT_COUNT
SUM

«  COUNT - Select this if the incident is to be generated if the number of events that met the queries
in the definition reach a certain number and enter the number in the Threshold field that appears
on selecting this option.

« DISTINCT_COUNT - Choose this for the definition that checks for a range of events, for example,
different source IPs to a single IP, choose the event items in the 'Distinct Field' combo boxes and
enter the value in the 'Threshold' field.

«  SUM - Choose this for the definition that checks for a numeric value, for example, number of
bytes transferred or the rule hit count, select the event item in the 'Sum (Count)' field and enter the
value in the "Threshold' field.

You can create any type of rules as required for your customers. For better insight into rules creation, please check
out the built-in predefined rules on the left side of the 'Correlation Rules Management' screen.

Output Mappings (Optional)

+ Inaddition to generating an 'Incident’, cWatch Network generates a new event as output event every time
events are detected as per a correlation rule.

«  The output event can be queried from the 'Event Query' interface and its details can be used to generate
further event queries for the customer.
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+  The 'Output Mappings' area allows you to define the values to be fetched for selected fields of the output
event from the respective input events detected by the rule.

«  You can choose only values that are common to all the input events that generated an 'Incident' as per the
rule.

+  This is optional and for full details, see 'Manage Correlation Rules'.

List Mappings (Optional)

+  The 'List Mappings' area allows you to choose the live lists to which the selected field values of the events
detected by the rule are to be automatically updated.

«  This is optional and for full details see 'Manage Correlation Rules', 'Manage Live Lists' and 'Manage Live
List Content'.

+  You can also export and import correlation rules from one customer to another customer. See 'Manage
Correlation Rules' for more details.

Step 7 — Manage Incidents

cWatch will generate an 'Incident' when it identifies events which match a correlation rule.

Incidents are assigned to the user who is handling/supporting the customer.

« Anincident remains open until the user closes it.

Admins can manually add incidents and assign them to users if certain tasks are required on a customer
network.

«  The number of open incidents is shown beside the notification icon in the title bar.
Manage Incidents
To manage incidents

«  Click the 'Menu' button > 'Incidents' > 'Incident Management'.

«  The 'Incident Management' screen lists recent incidents along with details such as customer network, the
user to whom it is assigned and so on.

+  You can view incident details, reassign them to different users, close/re-open incidents and more.
The 'Incident Management' screen:

.‘Illtiden[s > incident Managemant =
Cusiomer Priority imciddunt List | Tatal Count: 0 ) Generate Report [+
All - Al b Dol = Mame Object Subject Category Pricrity Username Case Customer  Status  Type  Summary  Trigger Coun
User Mame
Al
Categary Object
All
Type Subjest
Al -

Status
, e
Identity
< »
Aetions « + add 0 pelete O Details & Attach

«  Use the drop-down menus on the left to filter incidents. Click 'Search' to execute the query. You can
combine filters to run more granular searches.

+  You can also click the notification icon on the title bar to open this screen:
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Actions ~ + add B Delete O Details & Attach

From this interface you can:
+  View the details of incidents
+ Add and assign incidents to users
«  Edit and Reassign an incident
+  Delete an incident
See 'Managing Incidents' for more details.

Step 8 — Generate Reports

«  cWatch Network can generate event reports covering a wide range of security and productivity criteria. You
can create reports on a per-customer basis.

+  You can create reports from from one hour up to one month in the past. You can show data as tables, pie
charts or bar charts.

- Data for reports is fetched from event query results. You can use pre-defined queries or custom queries.
See 'Query Management' for more help with this.

To generate reports
+  To open the 'Report Management' interface:

+  Click the hamburger button at top-right
«  Select 'Reporting' then 'Report Management":
The 'Report Management' screen will open:
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The left-hand panel shows a list of predefined reports (those in blue) and custom queries added for the selected
customer. The right hand panel shows the configuration area for report generation.

Generate reports for custom report queries

Before creating a custom report query, you have to create a report folder for the selected customer.

+  Click the ¥ button at the bottom of the left pane. You can also create a new top level folder. The
Folder Name dialog will appear.

Folder Mame X

Folder Name :

B

¥ Private

Add

- Enter a name for the new folder in the 'Folder Name' field

«  Select 'Private’ if you want the folder accessible only to you. Note - this option is only available when
creating a top level folder.

+  Click the 'Add' button
The newly created report folder will be listed. A lock icon will be displayed on the folder icon if the folder is created as
a private folder.

¢

« To create a report query, select the folder and click the button
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The configuration screen for creating the new report will be displayed in the right hand side panel.
- Enter a name for the report in the 'Name' field
- Enter an appropriate description for the report in the 'Description’ text box

+  Select the period for which events are to be included from the "Time' drop-down. Options range from the
previous hour to the entire previous month.

Time
Last 1 hours EI

Last 1 hours

Last 3 hours
Last 8 hours
Last 12 hours
Last 24 hours
Last 3 Days
Last 7 Days
Last 1 Month

The next step is to add the component tables/charts to be included in the report. The events for populating the
tables/charts are fetched from the query results.

«  Select the type of report element that should be added, from the drop-down at the bottom of the 'Report
Elements' area.

+ PFiecChart v

wnera FI€ Chart
Bar Chart

Craatian Tirme

« Table - A'Table' report is configured by selecting an event query from the list of queries added for the
customer. The report contain details of events that match the query in the selected time period.

+  Pie Chart - This report contains a pie-chart showing the statistical summary of the events that are
aggregated based on parameters configured for the chart.

«  Bar Chart - This report contains a bar-chart showing the statistical summary of the events that are
aggregated based on parameters configured for the chart.

+  After selecting the type of report element, click the + button beside it.

The 'Add' screen for the selected report element will be displayed. The interface allows to select an existing query or
create a new query. For more details about creating report element, see 'Managing Reports'.

The configured report elements will be added to the list.
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The 'Report Elements' area displays the list of report components added to the report.

+  Name - Displays the name of the report element
«  Type - Indicates the type of report element, whether table, pie or bar chart.
You can add as many report elements as required for a report.

«  Click the 'Save' button to save all the report elements.

+ You can save the report to another folder by selecting it and then clicking the 'Save As' button.
To manually generate a report

+  Select the report from the list.

The details of the report with the list of report elements will be displayed in the configuration area at the right.
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The 'Generated Reports' area displays a list of reports generated manually or as per the schedule created for the
report.
+  Creation Time - The date and time the report was generated.
+  File Type - Currently only PDF format is available for reports. Future releases will support RTF
files also.
«  Action - Allows to delete the generated report.
«  To generate the report instantly, click the 'Generate' button.
The report generation will be started and on completion, it will be added to the list under 'Generated Reports' and its
time stamp will be added to the 'Creation Time' column.
«  To download the report, clicking the time stamp under the 'Creation Time' column.
+  To view the report instantly select the 'Show Last Generated Report' check box.

You can also schedule a report generation. For more details about generating reports, see 'Manage Reports'.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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