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1.Introduction to Comodo Client Security

Overview

Comodo Client Security (CCS) offers complete protection against internal and external threats by
combining a powerful antivirus, an enterprise class packet filtering firewall and an advanced host intrusion
prevention system (HIPS).

When used individually, each of these modules delivers superior protection against their specific threat challenge.
When used together they provide a complete 'prevention, detection and cure' security system for your computer.
Once installed on a Windows endpoint, CCS can be remotely configured and monitored from the Dragon Enterprise

console.
COMODO Cclient - Security 12 m
SETTINGS
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADWAMNCED TASKS O“
: H

View Quarantine

o

View and manage threats quarantined by virus
scanner

oy Scan
Scan your computer for viruses and spyware.
1

Update g
Run the updater to check for program and virus

database updates.

- *
[ Unblock Autoruns

| l--ﬂ'i Re-enable prewiously blocked Windows services
= —hm —lmk e mm mmbee e 2 e

The software is designed to be secure 'out of the box' - so even the most inexperienced users need not have to deal
with complex configuration issues after installation.

Comodo Client Security - Key Features:

+ Antivirus - Proactive antivirus engine that automatically detects and eliminates viruses, worms and other
malware. Apart from the always-on virus monitor and scheduled scans, you can instantly check any file by
right-clicking on it. The antivirus also scans any removable storage plugged-in to your computer.

«  Firewall - Highly configurable packet filtering firewall that constantly defends your system from inbound and
outbound Internet attacks.

»  Host Intrusion Protection (HIPS) - A rules-based intrusion prevention system that monitors the activities of
all applications and processes on your computer. HIPS blocks the activities of malicious programs by
halting any action that could cause damage to your operating system, system-memory, registry keys or
personal data.

- Containment - Authenticates every executable and process running on your computer and prevents them
from taking potentially damaging actions. Unrecognized processes and applications will be automatically

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 6
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run inside a security hardened environment known as a container. Once inside, they will be strictly
monitored, will not be able to access other processes and will write to a virtual file system and registry. This
gives untrusted (but harmless) applications the freedom to operate while untrusted (and potentially
malicious) applications are prevented from damaging your PC or data.

» Virtual Desktop - A sandbox environment in which you can run programs and browse the internet without
fear those activities will damage the host computer. Applications in the virtual desktop are isolated from the
host operating system, write to a virtual file system, and cannot access user data.

- Data Loss Prevention (DLP) - A scanner which lets you identify documents on your computer which
contain sensitive data, including credit card numbers and social security numbers. You can move detected
documents to another location, quarantine them, ban them from being copied to USB devices, and more.

» Advanced Protection - A collection of prevention based security technologies designed to preserve the
integrity, security and privacy of your operating system and user data.

«  Viruscope - Monitors the activities of processes running on your computer and alerts you if they take
actions that could potentially threaten your privacy and/or security. Using a system of behavior
'recognizers', Viruscope not only detects unauthorized actions but also allows you to completely undo
them. Apart from representing another hi-tech layer of protection against malware, this also provides
you with the granular power to reverse unwanted actions taken by legitimate software without blocking
the software entirely.

* Rescue Disk - Built-in wizard that allows you to burn a boot-disk which will run antivirus scans in a pre-
Windows / pre-boot environment.

- Additional Utilities - The advanced tasks section contains links that allow you to install other, free,
Comodo security products - Comodo Cleaning Essentials and KillSwitch.

Guide Structure

This introduction is intended to provide an overview of the basics of Comodo Client Security and should be of
interest to all users.

* Introduction
»  Special Features
+ System Requirements
+ Installation
- Start Comodo Client Security
« The Main Interface
» Understand Security Alerts
The remaining sections of the guide cover every aspect of the configuration of Comodo Client Security.

»  General Tasks - Introduction

» Scan and Clean your Computer

*  Run a Quick Scan

*  Run aFull Computer Scan

* RunaRating Scan

* RunaCustom Scan

»  Automatically Scan Unrecognized Files
» Instantly Scan Files and Folders
» Processing Infected Files
* Manage Virus Database Updates
* Manage Blocked Autoruns
« Manage Quarantined Items
* Run Data Loss Prevention Scans

»  Firewall Tasks - Introduction

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 7
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» Configure internet access rights for applications
«  Stealth your Computer Ports
» Manage Network Connections
«  Stop all Network Activities
« View Active Internet Connections
« Containment Tasks - Introduction

* Run an Application in the Container
* Reset the Container
 |dentify and Kill Unsafe Running Processes
«  Open Shared Space
»  The Virtual Desktop
» Containment Statistics Analyzer
» Advanced Tasks - An Introduction

+ Create a Rescue Disk
*  Remove Deeply Hidden Malware
» Manage CCS Tasks
+ View CCS Logs
»  Submit Files for Analysis to Comodo
»  View Active Process List
+ CCS Advanced Settings

» General Settings
»  Customize User Interface
« Configure Virus Database Updates
» Log Settings
» Manage CCS Configurations
+  Antivirus Configuration
* Real-time Scanner Settings
« Scan Profiles
» Firewall Configuration
»  General Firewall Settings
» Application Rules
»  Global Rules
«  Firewall Rule Sets
*  Network Zones
» Port Sets
« HIPS Configuration
» HIPS Settings
« Active HIPS Rules
« HIPS Rule Sets
»  Protected Objects - HIPS
* HIPS Groups
+ Data Loss Prevention
«  Containment Configuration
« Containment Settings

COMODO

Creating Trust Online®
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+  Auto-Containment Rules
»  Protected Objects - Containment
+  Virtual Desktop Settings
+ Containment - An Overview
« Unknown Files: The Scanning Processes

+ File Rating Configuration
» File Rating Settings
»  File Groups
 File List
»  Submitted Files
» Vendor List

» Advanced Protection Configuration
« VirusScope Settings
»  Scan Exclusions
» Device Control Settings
+  Script Analysis Settings
» Miscellaneous Settings

»  Web Filter Settings
*  Web Filter Rules
«  Website Categories

» Appendix 1- CCS How to... Tutorials
» Enable / Disable AV, Firewall, Auto-Containment and Viruscope Easily
«  Set up the Firewall For Maximum Security and Usability
» Block Internet Access while Allowing Local Area Network (LAN) Access
»  Set up the HIPS for Maximum Security and Usability
» Create Rules for Auto-Containing Applications
* Run an Instant Antivirus Scan on Selected Items
» Create an Antivirus Scanning Schedule
*  Run Untrusted Programs inside the Container
* Run Browsers Inside the Container
* Restore Quarantined Items
«  Submit Quarantined Items to Comodo for Analysis
« Enable File Sharing Applications like BitTorrent and Emule
» Block any Downloads of a Specific File Type
- Disable Auto-Containment on a Per-application Basis
»  Switch Off Automatic Antivirus and Software Updates
»  Suppress CCS Alerts Temporarily
» Control External Device Accessibility

»  Appendix 2 - Comodo Secure DNS Service

1.1.Special Features

Auto-Containment

- Automatically runs unknown files inside a secure container which is isolated from the rest of your computer

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 9



e

Creating Trust Online®

Comodo Client Security - User Guide ~ comoz

et /

[

- Contained programs cannot cause damage because they are denied access to the operating system, to the
registry, and to user data

- This nullifies malware and ransomware by totally removing their ability to interact with the host computer
«  Simultaneously, the file is analyzed by our cloud systems to establish the trust rating of the file
Viruscope

«  Monitors the activities of processes running on your computer and alerts you if their actions could
potentially threaten your privacy and/or security

«  Ability to reverse potentially undesirable actions of software without necessarily blocking the software
entirely

Host Intrusion Prevention System
«  Bulletproof protection against root-kits, inter-process memory injections, key-loggers and more;

- Monitors the activities of all applications and processes on your computer and allows executables and
processes to run if they comply with the prevailing security rules

»  Blocks the activities of malicious programs by halting any action that could cause damage to your operating
system, system-memory, registry keys or personal data.

»  Enables advanced users to enhance their security measures by quickly creating custom policies and

rulesets using the powerful rules interface.

Comprehensive Antivirus Protection
» Detects and eliminates viruses from desktops, laptops and workstations;
«  Cloud based scans mean you still get 100% protection even if your database is outdated.
»  Heuristic techniques identify previously unknown viruses and Trojans;
»  Scans registry and system files for possible spyware infection and cleans them;
«  Highly configurable on-demand scanner lets you run custom scans on any file, folder or drive;
Daily, automatic updates of virus definitions;
+  Automatically scans external devices when they are plugged in;
« Isolates suspicious files in quarantine preventing further infection;
+  Builtin scheduler allows you to run scans at a time that suits you;
«  Simple to use - install it and forget it - Comodo AV protects you in the background.

Intuitive Graphical User Interface
«  Summary screen gives an at-a-glance snapshot of your security settings;
» Easy and quick navigation between each modules;
«  Simple point and click configuration - no steep learning curves;

- New completely redesigned security rules interface - you can quickly set granular access rights and
privileges on a global or per application. The firewall also contains preset policies and wizards that help
simplify the rule setting process.

Comodo Client Security - Extended Features

Highly Configurable Security Rules Interface

Comodo Client Security offers more control over security settings than ever before. Users can quickly set granular
Internet access rights and privileges on a global or per application basis using the flexible and easy to understand
GUI. This version also sees the introduction of preset security policies which allow you to deploy a sophisticated
hierarchy of firewall rules with a couple of mouse clicks.

Application Behavior Analysis

Comodo Client Security features an advanced protocol driver level protection - essential for the defense of your PC
against Trojans that run their own protocol drivers.

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 10
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Cloud Based Behavior Analysis

Comodo Client Security features cloud based analysis of unrecognized files, in which any file that is not recognized
and not in Comodo's white-list will be sent to Comodo Instant Malware Analysis (CIMA) server for behavior analysis.
Each file is executed in a virtual environment on Comodo servers and tested to determine whether it behaves in a
malicious manner. If yes, the file is then manually analyzed by Comodo technicians to confirm whether itis a
malicious file or not. The results will be sent back to your computer in around 15 minutes.

Event logging

Comodo Client Security features a vastly improved log management module - allowing users to export records of
Antivirus, Firewall and Advanced Protection activities according to several user-defined filters. Beginners and
advanced users alike are greatly benefited from this essential troubleshooting feature.

Memory Firewall Integration

Comodo Client Security now includes the buffer-overflow protection original featured in Comodo Memory Firewall.
This provides protection against drive-by-downloads, data theft, computer crashes and system damage.

"Training Mode' and 'Clean PC' Mode

These modes enable the firewall and host intrusion prevention systems to automatically create 'allow' rules for new
components of applications you have decided to trust, so you won't receive pointless alerts for those programs you
trust. The firewall learns how they work and only warn you when it detects truly suspicious behavior.

Application Recognition Database (Extensive and proprietary application safe list)

The Firewall includes an extensive white-list of safe executables called the 'Comodo Safe-List Database'. This
database checks the integrity of every executable and the Firewall alerts you of potentially damaging applications
before they are installed. This level of protection is new because traditionally firewalls only detect harmful
applications from a blacklist of known malware - often-missing new forms of malware as might be launched in day
zero attacks.

The Firewall is continually updated and currently over 1,000,000 applications are in Comodo Safe list, representing
virtually one of the largest safe lists within the security industry.

Self Protection against Critical Process Termination

Viruses and Trojans often try to disable your computer's security applications so that they can operate without
detection. CCS protects its own registry entries, system files and processes so malware can never shut it down or
sabotage the installation.

Containment as a security feature

Comodo Client Security's 'Containment' is an isolated operating environment for unknown and untrusted
applications. Because they are virtualized, applications running in the container cannot make permanent changes to
other processes, programs or data on your 'real' system. Comodo have also integrated auto-containment directly into
the security architecture of CCS to complement and strengthen the Firewall, Advanced Protection, Containment and
Antivirus modules.

Submit Suspicious Files to Comodo

Are you the first victim of a brand new type of spyware? Users can help combat zero-hour threats by using the built
in submit feature to send files to Comodo for analysis. Comodo then analyzes the files for any potential threats and
update our database for all users.

Device Control

CCS allows you full control over which type of external devices, such as USB pen drives and hard drives, can be
connected to endpoints. Allow selected device class or block them all.

Windows boot protection

CCS can identify untrusted DLLs, apps, portable executables (PE) and autoruns that launched before CCS started.
These may expose the endpoint to danger if the items are malicious. These items can blocked at the next restart of
the endpoint.

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved "
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1.2.System Requiremens

To ensure optimal performance of Comodo Client Security, please ensure that your PC complies with the minimum
system requirements as stated below:

Windows Endpoints
Windows 10 (32-bit and 64-bit versions) * 512 MB available RAM
Windows 8 / 8.1 (32-bit and 64-bit versions) + 1 GB hard disk space for both 32-bit and 64-bit
Windows loT versions

e CPU with SSE2 support

» Internet Explorer version 11 or above
Windows XP / Vista

»  CCS does not support Windows XP or Vista, period.

»  The auto-containment and virtual desktop features simply do not work on XP / Vista, so you cannot take
advantage of one of our core protection features.

«  Comodo strongly recommends anybody still using XP or Vista to upgrade immediately. Microsoft ceased
support for XP/Vista years ago and the number of serious vulnerabilities in these operating systems is
almost innumerable. By using them you are exposing yourself to substantial risks which signature-based
antivirus cannot protect you against.

Windows 7

+  Microsoft ended general support for Windows 7 in January 2020. Devices running Windows 7 will only
receive security updates if the user has purchased a 3 year extended security updates (ESU) package
from Microsoft.

+  Because of this, Windows 7 is no longer an officially supported operating system. Unpatched
vulnerabilities introduced by the underlying OS can compromise the protection provided by CCS. For
example, a weakness in a Microsoft API that CCS relies on can undermine the protection of CCS.

«  Key points:

« Al CCS critical security features will continue to work on Windows 7, including auto-containment,
antivirus, and firewall. Similarly, you can also manage Windows 7 devices from Dragon Enterprise
and deploy security profiles to Windows 7 devices.

«  We will also continue to fix critical and blocker issues for CCS on Windows 7.
«  However, future CCS releases may contain features that are not included/do not work on Windows 7.

«  We understand that many customers have clients who still use Windows 7, and hope that this information
helps you make an informed decision about transitioning those machines to Windows 10/ 8.1/ 8.

Windows Servers
«  Windows Server 2012 R2
«  Windows Server 2016
«  Windows Server 2019
All operating systems
You also need to open some ports on your firewall to allow various services to function correctly:
»  USA customers - Click here for port information
«  EU customers - Click here for port information
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1.3.Install Comodo CIie Security

You can deploy Comodo Client Security on to your endpoints, through the Dragon Enterprise interface.
«  Sign up for Dragon Enterprise at https://enterprise.platform.comodo.com/signup, if you haven't done so.
OR
« Login to your Dragon Enterprise account at https://enterprise.platform.comodo.com/login.
The following tutorial covers user and device enrollment before moving onto CCS installation:
« Step 1-Enroll Users
» Step 2 - Enroll Devices
Step 1 - Enroll Users
Add a user
+  Click 'Assets' > 'User Management' > 'User List'
«  Click the 'Create User' button
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‘a Dashboards SSEtS T

User Management
User List

2 73 = 3 &, 0
Ervcll Device  \Create Userf Manage Profiles  Send Password Change Delene Uaer  Import User  Run Procsd
HAecovery Email Passward
NAME EMAIL PHOMNE NUMBER # OF DEVICES

Create New User

User Name *

Email *
Phone Number

Customer *

Default Customer

Assign Role

Users w

«  Type alogin username (mandatory), email address (mandatory) and phone number for the user
«  Customer - The company to which the user belongs. Leave the customer as 'Default Customer'
* Role

A'role' determines user permissions within the Dragon Enterprise console itself. Dragon Enterprise ships
with four default roles:

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 14



Creating Trust Online®

Comodo Client Secur_i,tY-US'e’r"quB'é coMoDOo

" f

- Administrators - Can login to Dragon and access all management interfaces. This role can be edited
as required.

« Technician - Can login to Dragon and access all management interfaces. The technician role has
fewer privileges than the administrator role. This role can be edited as required.

» Login permission - Can login to Dragon. Users with role cannot access any management interface
by default. You can edit the role to assign access to required management interfaces.

« Users - In most cases, a user is simply an owner of a managed device. They should not require access
to the Dragon Enterprise console. Under default settings, users cannot login to Dragon Enterprise.

»  Users assigned with roles that provide login to the Dragon console will receive an account activation
mail for activating their account. See Configure Role Based Access Control for Users for more
details.

+  Click "Submit' to add the user to Dragon Enterprise.
A confirmation is shown:

Create New User

You have created «Oxfords user.
Email: mmoxford@yahoo.com
Phone number: 9876543210
Company: Default Company
Role: Users

within a few minutes the user will get an email with instructions to proceed if his role
supports it.

»  Repeat the process to add more users.
«  New users are added to the 'Users' interface (click 'Assets' > 'User Management' > 'User List')

Tip: You can also bulk import users from a .csv file. See https://help.comodo.com/topic-463-1-1029-15558-
Import-Users-from-a-CSV-File.html for more details.

Step 2 - Enroll Devices

The next step is to add user devices so you can manage them with Dragon Enterprise.
»  Click 'Assets' > "User Management' > 'User List'
«  Select the users whose devices you want to add then click 'Enroll Device'.
This starts step 1 of the device enrollment wizard:
Step 1 - Device Options

«  Current device - Enrolls the device you are currently using. You may disregard this option at this stage as
we are adding multiple devices with the 'Other device' option.

»  Other device - Add devices owned by the users you selected previously. Those users should already be
listed in the 'Specify User' box:
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Enrollment Wizard @ Supported Device Platforms ‘ @ Closs |
o Device options
Select Device
I\E:,I Enrollment Options -
IG:I nstallation Summary _c Current device _E- Other device
'S.:' nstallation Instructions

Specify User

Create Mew User

» You can add additional, existing users by simply typing their email address in the box. Dragon Enterprise
will auto-suggest users that have already been created.

+  Create New User - Click if you want to add a new user to Dragon Enterprise. You cannot add devices
unless you have first added the users that own them.

«  Click 'Next' to proceed to step 2.

Step 2 - Enroliment Options

Enroliment Type

Applies to Windows, Mac and Linux devices.
+  Enroll and Protect - Installs both the communication client and the security client.
» Just Enroll - Installs only the communication client.

Background. There are two types of client:

«  Communication Client - Connects the device to Dragon Enterprise for central management. It is
mandatory to install this client.

»  Security Client - This is the security software.
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Enrollment Wizard (D) supported Device Platforms 8 Close
Select Operating System of The Device
o Enroliment Options
. a (X «
l'\3_’] nstallation Summary
B Linuwx MacOs I0s
I_f-ﬂl nstallation Instructions
T
[ -
- F
Androld Mot Specified
Select Enrollment Type
E"E Enroll and Pratect : Just Enroll
Choose platl'ur m
Windows x64 w
TLDR

«  Click 'Not Specified' if you only want to install the communication client on target devices. The wizard will
detect the target operating system and send the appropriate client to the device user.

+  Click one of the operating system tiles if you also want to install the security client. Make sure the target
devices use the operating system you selected.

Option 1 - Enroll + Protect - Single Operating System
»  Choose this if you want to deploy both communication and security clients

»  Click the Windows OS box. Please make sure all your target devices use this operating system.
»  The wizard will send enrollment mails which only contain download links for the Windows clients.

»  You can customize enrollment options as required. You can configure items such as enrollment type,
reboot policy, client version, configuration profile and device name.

- Note - Please uninstall any other antivirus products from target endpoints before proceeding. Failure to
do so could cause conflicts that mean CCS does not function correctly.

Option 2 - Just Enroll - Multiple Operating Systems

»  Choose this if you only want to deploy the communication client. If required, you can install the security
client later after enrolling the endpoint.

»  Click 'Assets' > 'Devices' > 'Device List'
«  Select the target devices
Click the 'Install or Update Package' button > Choose 'Install Comodo Client - Security'.

Click 'Next' to skip to step 3 if you are happy with your choices thus far
OR
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See the table below for more information about the options on this page.

Setting Description

Choose platform Select Window OS version. 64 bit, 32 bit, or hybrid.

The hybrid package will auto-detect and install the correct version.

Use default Communication Client | This client enrolls the endpoint for central management.

version « You can only change the CCC version if enabled in portal settings.

If the option is not enabled then the 'Default version' is deployed.

Use default Comodo Client Security | This client installs security software such as antivirus, firewall and auto-
version containment.

»  You can only change the CCS version if enabled in portal settings.
If the option is not enabled then the 'Default version' is deployed.

Additional options AV Database - Choose whether to include the latest virus database with the
installation package. This increases the size of the package.

If disabled, the client will download the latest database anyway when you run
the first virus scan.

Configuration Profile A configuration profile is a collection of settings which specify a device's
network access rights, security settings, antivirus scan schedule, and more.

The default is 'Windows - Security Level 1' profile. Choose a different profile if
required.

«  The default profile is recommended for most users and can always
be changed later if required.

- Ifyou want to change it, type the first few characters of a profile
name and choose from the suggestions that appear.

»  You can view the settings in a profile at 'Configuration Templates' >
‘Profiles'.

Set Reboot Options Endpoints need to be restarted to complete CCS installation. You have the
following restart options:

» Force the reboot in... - Restart the endpoint a certain length of time
after installation. Select the delay period from the drop-down. A
warning message is shown to the user prior to the restart.

»  Suppress reboot - Endpoint is not auto-restarted. The installation is
finalized when the user next restarts the endpoint.

- Warn about reboot and let users postpone it - Shows a message
to the user which tells them that the endpoint needs to be restarted.
The user can choose when the restart happens.

Optional. Type a custom message in the 'Reboot Message' field.

Device Name Options « Do Not Change - The device's existing name is used to identify the
device in Dragon Enterprise.

« Change - Enter a new device name. Note - You can restore the
original name from the device list screen if required.

+  Click 'Next' to proceed to step 3.
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Step 3 - Installation Summary

Review your choices so far.

Enrollment Wizard (D Supported Device Plattorms (D Enrolment Instruction I | © Ciose |

Change Configuration

Device Information
o Enroliment Options = Enroliment type

o

o installation Summary - .
perating system

—
[ 4) Installation Instructions
Mt Choose platform

Inciude initial Antivirus signature database (will apply only if a profile contains Antivirus section)
Configuration Profile *

Device Name

«  Click 'Back' or 'Change Configuration' (top-right) to revise your choices.
»  Click 'Next' to proceed to step 4

Step 4 - Installation Instructions

The final step is to send out the enrollment emails to the device owners:

En rollment Wizafd G,]I Supported Device Platforms (E} Enrafimaent Instruction e Close

Enrollment Link

3 -l N sUMmMmary .
o https.Ybsachampstargmailcom.itsm-us 1 comodo. com/enroll/device by Moken/eleldddact2d? o

What's next?

o Installation Instructions

at Enroll Another Device = GoloBulk installation Package
ol L=l .

+  Send - Click this to send enrollment mails to users with the settings you choose in steps 1 - 3.
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«  Enroll Another Device - Takes you back to step 1

« Go to Bulk Installation Package - Takes you to bulk installation package screen to configure and
enroll users in bulk. See 'Bulk Enroliment of Devices'

«  Click 'Finish' to close the window.

An example mail is shown below:

Endpoint Manager

Welcome to Endpoint Manager!

You are receiving this mail because your administrator wishes to enroll your smartphone,
tablet, macOS, Linux or Windows device into the Endpoint Manager system. Doing so will
malke it easier and more secure to connect your personal devices to company networks. This
mail explains how you can complete the enrollment process in a few short steps.

MNote:

- Make sure that you selected the operating system of the device that you want to enroll.

This product allows the system administrator to collect device and application data,
add/remove accounts and restrictions, list, install and manage apps, and remotely erase data
on your device.

Device Enrollment:

Click this link to enroll your device

Sincerely, Endpoint Manager team.

The user experience is as follows:

+  User opens the email on the Windows endpoint you want to enroll.
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»  Click the enrollment link in the email to open the device enroliment page
+  Click the 'Download Windows Installer' button:
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Welcome to Enrollment Wizard

In order to complete the connection of your device, follow the
instruction below

Installer

Download Windows Installer |

Installation Instruction

3] ©

Step 1 Step 2

Run installer of Your device will be
Communication enrolled and appears
Client after download in Device List

complete

Manual Enrollment Credentials

These credentials can be used for manual device enrollment wvia Endpoint Manager portal

or wia Communication Client

Host
erver Lr

hercu espopular-nerculespopular-msp.omanm.comodo.com

Port
erver Port
443

Token
29014e9f00503d8762 1260053 cf99dcd

«  The Dragon client setup file gets downloaded.
*  Run the setup file to install the client on the endpoint.

«  The device is automatically added to Dragon Enterprise once installation is complete. The Dragon
Enterprise communication client icon Lo appears at the bottom-right of the endpoint screen.

- Ifthe client is not automatically enrolled after installation, you can manually enroll the device at a later time.
This might happen if, for example, there are connectivity issues.

*  You will need to enter the host, port and token ID to manually enroll. You can find these items at the end of
the device enrollment page.
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»  Protection is effective immediately er the computer restarts.
A Dragon Enterprise security profile is applied to the device.

- Ifthe user is already associated with a configuration profile in Dragon Enterprise, then those profiles will be
applied to the device. See 'Assign Configuration Profile(s) to User Devices' and 'Assign Configuration
Profiles to a User Group' for more details.

« Ifno profiles are defined for the user then the default Windows profile(s) will be applied to the device. See
Manage Default Profiles for more details.

The device can now be remotely managed from the Dragon Enterprise console.

1.4.Start Comodo Client Security

After installation, Comodo Client Security automatically starts whenever you start Windows.
CCS has two modes:
«  Normal Mode - Allows you to access the entire CCS interface.
Virtual Desktop Only Mode - You can only open the Virtual Desktop and Virtual Desktop settings.
The mode available to you depends on the Dragon Enterprise profile active on the device.
Normal Mode
There are 5 different ways to open CCS if it is in normal mode:

*  Windows Start Menu
*  Windows Desktop

+  Widget

« System Tray Icon

*  Windows Defender

Start Menu

«  Click Start and select All Apps > Comodo > Comodo Client Security
(Please note the start menu varies slightly for different Windows versions.)
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Recenthy added

T coMODO Client - Seourty

&) Google Chrome

! r'l.l'ltl‘r!.arl
B8 Conircl Fare

Command Prompt
CpenVPh GLI

Remote Desktop Connection

Calculator

Calendar

|.€'.sic me anything

Windows Desktop

+  Double-click the desktop shortcut to start Comodo Client Security. The shortcut is only visible if 'Show
Desktop Shortcut' is enabled in the Dragon Enterprise profile active on the endpoint.

)
COMODO
Client - ...

Widget
+  Click the information bar in the widget to start CCS. The shortcut is only visible if ‘Show Widget' is
enabled in the Dragon Enterprise profile active on the endpoint.

24
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The widget also contains other useful data and features. See 'The Widget' for more details.

CCS Tray Icon

«  Double-click the shield icon to start the main interface.

You can also right-click on the tray icon and select 'Open...".
Windows Defender

»  Double-click on the Windows Defender icon to open the application
OR
»  Right-click on the tray icon and select 'Open...".

«  Click the 'Virus & threat protection' tile
«  Click 'Open COMODO Antivirus' to open the Comodo Client Security interface:
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< Windows Defender Security Center — [m| b

O Virus & threat protection

(nr View threat history, scan for viruses and other threats, specify protection
settings, and get protection updates.

Q COMODO Antivirus

COMODO Antivirus is installed as an antivirus provider.

& Mo actions needed.

= <__ Open COMODO Antivirus =

=y

@ Windows D&¥ender Antivirus options o
dh

8

COMODO client- Security 12

Scan View Quarar

Secure

All systems are active and running ﬁ —

e o L M S e e e

Virtual Desktop Only mode

»  This mode means you can only open the Virtual Desktop and access Virtual Desktop settings. You cannot
access any other areas of the CCS interface.

«  Dragon Enterprise admins - You can enable or disable this setting in the 'Ul Settings' section of a
profile.

»  See https://help.comodo.com/topic-463-1-1029-15684-Communication-Client-and-Comodo-
Client---Security-Application-Ul-Settings.html if you want to read more on this.

In 'Virtual Desktop Only' mode:
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»  The system tray icon and the desktop widget are hidden
«  The CCS desktop shortcut and Windows start menu entry lead to the following menu:

COMODO virtual Desktop Iy X
[ii | Run Virtual Desktop
T Create a secure virtual desktop and start using it.

Open Virtual Desktop Settings
Access and configure various virtual desktop options.

*  Run Virtual Desktop - Opens the virtual desktop. See The Virtual Desktop for more help on this.

«  Open Virtual Desktop Settings - Opens the virtual desktop settings area in CCS. See Virtual Desktop
Settings for help with these settings.

End-users cannot access any other area of CCS.

What is a Dragon Enterprise profile?
«  Dragon Enterprise is a product which allows admins to manage Comodo Client Security on network
endpoints.

«  ADragon Enterprise profile is a template which contains all the security settings and privileges that the
admin wants to implement on the endpoint.

«  Admins can allow local changes to CCS by activating 'Enable local user to override profile configuration'.
See https://help.comodo.com/topic-463-1-1029-15686-Client-Access-Control.html for help with this.

1.5.The Main Interface

The CCS interface is designed to be as clean and informative as possible while letting you carry out tasks with the
minimum of fuss. Each tile on the home screen contains important security and update information and lets you

quickly delve further into areas of interest.

»  Click the 'Home/Tasks' button at the upper-left to switch between the 'home screen’ and the 'tasks'
interface.

«  Switch on 'Silent Mode' to make sure nothing interrupts you while you are on an important task.

« The tiles on the right give you one-click access to important features, including the antivirus scanner,
updates, task manager and more.
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Toggle between Open the 'Advanced Settings'

‘Home' and 'Tasks' and 'Logs' interfaces
sScreens

ecurity 12

CD+QDO client -

]
\/ @ o {5 |
Scan View Quarantine
Secure )
All systems are active and running —
o—
Update Open Task Manager
MANAGE PROTECTION .
Switch to | |Shortcut to manage | | Security status Shortcuts for Get help and
silent mode | | protection settings information frequently support information
executed tasks

Click the following links for more information:
« The Home Screen
»  The Tasks Interface
+  The Widget
»  The System Tray Icon

1.5.1. The Home Screen

You can switch between the home and tasks screens by clicking the 'Home/Tasks' button at the top-left of the

interface:
( HOME TASKS
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»  The home screen has an easy to ue interface that lets you quickly run common tasks and manage
program settings.

- The large 'security information’ tile on the left shows your overall security level and lets you quickly deal with
any threats.

«  The 'Manage Protection' button lets you turn security components on or off and open advanced settings.

Toggle between Open the 'Advanced Settings'

‘Home' and 'Tasks' and 'Logs’ interfaces
sScreens

ecurity 12

CD+0DO client -

0
\/ @ i i |
Scan View Quarantine
Secure )
All systems are active and running p—
°o—
Update Open Task Manager
MANAGE PROTECTION .
Switch to | |Shortcut to manage | | Security status Shortcuts for Get help and
silent mode | | protection settings information frequently support information
executed tasks

The security information tile on the left will inform you if any component is disabled or if other problems are found:
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At Risk

Antivirus protection is disabled!

FIX IT?

MANAGE PROTECTION

You can easily rectify the issue by clicking the 'FIX IT" button. 'Silent Mode' and 'Help Window' are common to both
home and tasks screen.

From the home screen you can:
+ Add shortcuts tasks
+ Manage protection settings
» Set CCS to silent mode
« View the help options

Add tasks to the home screen

The tasks pane on the right contains a set of shortcuts which will launch common tasks with a single click. The
handles at the right and left allow you to scroll through the tasks pane.

Scan View Quarantine

O —
o —
£ —

Update COpen Task Manager

You can add tasks to this pane as follows:
«  Open the 'Tasks' interface (click the button at top left to switch between the tasks and home screens).
+  Click any of the 'General', 'Firewall', '‘Containment' or 'Advanced' tabs
»  Right-click on the task you wish to add then click 'Add to Task Bar";
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SETTINGS
|| Secure All systems are active and running
GEMERAL TASKS FIREWALL TASKS CONTAINMEMNT TASKS DILP TASKS ADVANCED TASKS Q
N * »
= Allow Application = Manage Networks
Allow an application to connect to the internet. f?é' :‘I:Ifﬂwcllb_lcc:?'lze}mnf n-;:l’r: e
1| Addto Task Bar |
[k
S » N . »
Block Application Q=7 Stop Network Activity
& Block an application from accessing the internet. f ‘faT Block all network activity to and from this PC.
» - - . 4
Stealth Ports \Vr View Connections
@ Manage this PC's network visibility from other Q View apphications which are connected to the
PC's nternet

*
+ Alternatively, you can add task shortcuts to the home screen by clicking the 'pin’ button at the top-right
of any tile.

»  The selected task will be added to the tasks pane.

Manage Networks

View Logs Scan

- Toremove a task shortcut from the pane, right click on it and choose 'Remove from Task Bar'.
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Manage Hemm-e;frnm Task Bar h Endpoint

J

© ®

View Logs Scan

Manage Protection Settings

Click the 'Manage Protection' button on the home screen to enable or disable various security components.
«  Click on any component name to open its dedicated settings screen.

COMODO Cclient - security 12 %

5-¢_-’)‘ Antivirus m @ I'J=
0
Scan View Quarantine
‘ET Auto-Containment m
Bl s i /
o_
1@ VirusScope m 6 —
S/ Website Filtering [ Update Open Task Manager
_',1 DLP Monitoring
Update Open Task Manager

MANAGE PROTECTION
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See the following sections for more details about each of the protection settings:
+  Antivirus Configuration
- Firewall Configuration
+  Auto-Containment
» HIPS Configuration
»  VirusScope Configuration
+  Website Filtering
»  DLP Monitoring
Silent mode

Silent mode lets you use your computer without interruptions from CCS. Operations that could interfere with your
work are either suppressed or postponed.

In silent mode:

«  All protection components remain 100% active

«  HIPS/Firewall alerts are suppressed.

» AV updates and scheduled scans are postponed
Switch to Silent mode

«  Click the 'Silent Mode' button at the bottom-left of the home screen
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MANAGE PROTECTION

COM D‘D Client - Security 12 A »

SETTINGS

m(B
Manage Networks Clean Endpoint

Silent Mode )

All systems are in silent mode @ o @

View Logs Scan

MAMNAGE PROTECTION

«  Deactivate 'Silent Mode' to resume alerts and notifications.
Help Options

The 'Help' button lets you view our online help guide, run a diagnostics test on your installation, and view the product
version.

Online Help

Diagnostics
About

*  Online Help - Opens Comodo Client Security's online help guide at http://help.comodo.com
- Diagnostics - Helps to identify any problems with your installation.
«  About - Contains version details and legal information:
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COMODO

Client - Security 12
Product Version: 12.2.0.8107

Database Version: 32335 Import Virus Database
File Rating Database Version: 1571313602
Valkyrie: Activated Show

Patents Pending. VirusScope Details

Copyright © 2005-2020 COMODO.

wners. Any use is for identification only and does not

*  Product Version - The CCS version number.

- Database Version - The version of the virus database you currently have installed. Click 'Import Virus
Database' to replace the current version with a locally stored database.

«  File Rating Database Version - The version of the file rating database used by Dragon Enterprise.
Click 'Security' > 'Endpoint Security' > 'Application Control' in the Dragon Enterprise console to view the
file rating interface.

Valkyrie - Indicates whether or not Valkyrie is enabled. Click 'Show' to view your Valkyrie account
activation number.

«  Websites Database - The version number of website filtering database. The database contains list of
websites categorized such as malicious, phishing, suspicious and so on and used by CCS to apply
web filter rules. Click 'Settings' > 'Website Filtering' to configure web filter rules.

»  Click VirusScope Details to view the VirusScope recognizers that are active on your system. See
'VirusScope Settings' for more details.

1.5.2. The Tasks Interface

«  Click 'Tasks' on the top-left of the home screen
« The tasks area lets you configure every aspect of Comodo Client Security.
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COMODO client - security 12 = X
SETTINGS
|| Secure | All systems are active and running
GEMNERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADVAMNCED TASKS C'\
' View Quaranti g
iew Quarantine
o 5Can @

Scan your computer for viruses and spyware ! View and manage threats quarantined by virus
B e == scanner

|
Update '
Run the updater to check for program and virus
database updates.
>
— Unblock Autoruns
| 51 Re-enable previously blocked Windows services
l--'- A I T S

Tasks are broken down into four main sections. Click the following links for more details on each:

»  General Tasks - Run antivirus scans, update virus database and more. See 'General Tasks' for more
details.

» Firewall Tasks - Allow or block internet access for specific applications, manage networks, view active
connections, and more. See 'Firewall Tasks' for more details.

»  Containment Tasks - Run applications in a secure virtual environment, start the virtual desktop, view active
processes, and more. See 'Containment Tasks' for more details.

- DLP Tasks - Run data loss prevention scans and manage quarantined files. See DLP Tasks

« Advanced Tasks - Create a boot disk to clean highly infected systems, submit files to Comodo for analysis,
install other Comodo security software, and more. See 'Advanced Tasks' for more details.

1.5.3. The Widget

« The CCS widget is a handy control that lets you launch key tasks, view your security status, and more.

- The widget is disabled by default but can be enabled from the 'System Tray Icon' or the 'User Interface'
settings screen.

«  Right-click on the widget to enable or disable CCS components and configure various settings. The menu is
similar to the one available if you right-click on the system tray icon. See 'The System Tray Icon' for more
details.
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«  The color-coded bar at the top of the widget shows your current security status.

»  Double-click on 'At Risk' or 'Needs Attention' statuses to view the recommended fixes.
« The second row tells you about various CCS processes:

. =K -
«  Thefirst button shows the number of programs/processes that are currently running in the
container.

+  Click the button to view a list of all processes running in the container.
«  See View Active Process List and Identify and Kill Unsafe Processes for more details.

« The second button _ shows the number of CCS tasks that are currently running. Click the button
to open the ‘Task Manager' interface.

*  The third button - shows how many unrecognized files have been added to the file list and are
pending submission to Comodo. Click the button to view a list of these files.

The status pane is disabled by default. Right-click on the tray icon then select 'Widget' > 'Show Status Pane'
to enable it.

«  The third row contains shortcuts for the common tasks you see on the CCS home screen.

«  Click a shortcut on the widget to run the task.

»  The common tasks row is disabled by default. Right-click on the tray icon then select 'Widget' >
'‘Common Tasks' to enable it.

»  The fourth row shows browsers installed on your computer.

Click a browser icon to run the browser in the container. You can tell the browser is running in the
container because it has a green border around it. See 'Run an application inside the container'
if you want to read more on this.

«  The browsers row is disabled by default. Right-click on the tray icon then select 'Widget' > 'Show
Browsers Pane' to enable it.

»  You can expand or collapse the widget by clicking the arrow at the bottom.

1.9.4. The System Tray Icon

»  Double-click the tray icon to quickly open the CCS interface
» Right-click on the tray icon to enable or disable various security settings.
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Antivirus
Firewall
fute-Containment
HIFS

Virus5cope
‘Website Filtering
DLP Monitoring

wWoow W W W W W

Silent Mode

Widget

View Logs
Open...

«  Antivirus - Enable or disable the real-time virus monitor.
»  Firewall - Enable or disable the firewall.

«  Auto-Containment - Enable or disable auto-containment. See 'Auto-Containment Rules' for
more details.

» HIPS - Enable or disable the host intrusion protection system.

»  VirusScope - Enable or disable VirusScope.

»  Website Filtering - Enable or disable website filtering

«  DLP Monitoring - Enable or disable data loss prevention monitoring

The security panel and the widget will turn red if you disable any of the security components listed above. You will
also see a pop-up which lets you specify how long to keep the feature disabled:
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Turmn Off
You have just turned off a realtime security component.

Disabling a security component reduces the protection on this
computer.

How long should it stay disabled?

15 minutes -

B

»  Select the period and click 'OK'.

Unless you select 'Permanently’, the security component will be re-enabled after the set time period. You can
manually re-enable the component at any time by right-clicking the tray icon and selecting 'Enable’.

+ Silent Mode - Disables CCS alerts and activities that could potentially interrupt your work.
In silent mode:

«  All security and protection technologies remain fully active
»  HIPS/Firewall alerts are suppressed

» AV updates and scheduled scans are postponed
Deactivate silent mode to resume alerts and scheduled scans.

«  Widget - Select whether or not the Widget is shown, and configure widget elements:

Antranes

Firewall
Aubo-Contaimment
HIPS

VirusScope
Website Filtering
DLP Monitonng

Silent Made

Shives Widget [}
Ahways on top View Logs

Sheows Status Pane
Show Common Tasks Pane
Show Browsers Pane

»  Show: Toggle widget visibility. (Default = Disabled)

- Always on top: Shows the widget on top of all windows currently running on your computer.
(Default = Disabled)
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- Show Status Pane: Show overall security status in the widget (Default = Disabled)

«  Show Common Tasks Pane: Show shortcuts to common CCS tasks in the widget. (Default =
Enabled)

«  Show Browsers Pane: Show shortcuts to browsers in the widget. (Default = Enabled)

«  View Logs - Opens the CCS log viewer module. The log viewer contains a history of events from various
CCS security modules. See View CCS Logs for more details.

*  Open - Opens the CCS interface.
»  Exit - Closes the CCS application.

1.6.Understand Security Alerts

«  Alerts Overview
«  Alert Types
» Severity Levels
« Descriptions
» Antivirus Alerts
»  Auto-Scan Alerts
» Firewall Alerts
« HIPS Alerts
« Device Driver Installation and Physical Memory Access Alerts
» Protected Registry Key Alerts
» Protected File Alerts
+  Containment Alerts
»  Containment Notification
» Elevated Privilege Alerts
»  File Rating Alerts
»  VirusScope Alerts
« Device Control Notifications

Alerts Overview
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»  CCS alerts warn you about security related activities at the moment they occur.

«  Each alert contains information about a particular issue so you can make an informed decision about
whether to allow or block it.

+  Alerts also let you specify how CCS should behave in future when it encounters activities of the same type.
»  The following screenshot shows the basic layout of a CCS alert:

Type of Alert Clicking the
handle opens
Can be Antivirus, Description the alert
Firewall, HIPS, of activity or description
Containment, connection which contains
VirusScope, Rating attempt advice about
Scanner or Device how to react to
COﬂtf‘Ol. the a|el‘w

Color indicates C@MODO Hies

severity of the

Alert TSServ.exe is trying to mudify a protected
Firewall, HIPS and registry key

Containment alerts
are color coded to

indicate risk level e

/ SSen.exe Modify Key

WARNING! C:\Suspicious Files\TrojanSimulator\TSServ.exe is a known

ngh VISlIbI|Ity Icons malicious file trying to modify HKLM\Software\Wow6432 Node
qU|ckIy inform you \Microsoft\Windows\CurrentVersion\Run. You MUST block this
which applications request.

and techniques are
involved in an alert.
Clicking the name of
the executables
here opens a

window containing Block
more information ® Blocks the application from pefrming the action "

Allow
Allows the application to perform the action above

about the above

application in

question T

reat as
~
Lets you choose a ruleset to apply Click 'Show
Activities' to open a
[] Remember my answer Show Adiw’ﬂ list of activities

performed by the
process

Click these options to allow,
block or otherwise handle the
request

Alert Types

The type of alert you see depends on the security module which generated the alert. Click the links below to find out
more about each alert type.
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«  Antivirus Alerts - Shown whenever virus or virus-like activity is detected. AV alerts are shown if the
antivirus is enabled and 'Do not show antivirus alerts' is disabled in Real-time Scanner Settings.

« Auto-Scan Alerts - Shown when you connect an external storage device to your computer. Auto-scan
alerts are shown if antivirus is enabled and 'Do not show auto-scan alerts' is disabled in Real-time
Scanner Settings.

«  Firewall Alerts - Shown whenever a process attempts unauthorized network activity. Firewall alerts will
be displayed only if firewall is enabled and the option 'Do not show popup alerts' is disabled in
Firewall Settings.

«  HIPS Alerts - Shown when a process attempts an unauthorized action or tries to access protected
areas. HIPS alerts are shown if HIPS is enabled and Do NOT show popup alerts is disabled.

» Containment Alerts (including Elevated Privilege Alerts) - Shown when CCS automatically contains
an file. This usually happens if the file has an 'unknown' trust-rating. If privilege elevation alerts are
enabled in Containment Settings, you will also see this type of alert if a program requires admin
privileges to run.

«  VirusScope Alerts - Shown when a running process tries to perform a suspicious action. VirusScope
alerts let you quarantine the process & reverse its changes, or let the process go ahead. Be especially
wary if a VirusScope alert appears 'out-of-the-blue' when you have not made any recent changes to
your computer. VirusScope alerts are generated if VirusScope is enabled in advanced settings.

« Device Control Notifications - Shown when an external device that is blocked by the admin is
connected to your system. These alerts are shown if 'Device Control' and ‘Show notifications when
devices..." are both enabled in Device Control Settings.

Alerts may contain very important security warnings, or may simply occur because you are running a certain
application for the first time. Your reaction should depend on the information in he alert.

Note: This section is concerned with alerts generated by CCS security modules (antivirus, firewall, HIPS etc). See
Comodo Message Center notifications, Notification Messages and Information Messages for other types of
alert.

Severity Level
The color of the alert shows the risk level of the reported activity.

»  Yellow - Low Severity - In most cases, you can safely approve these requests. The 'Remember my answer'
option is automatically pre-selected for safe requests

»  Orange - Medium Severity - Read the information in the alert description area before making a decision.
These alerts could be the result of harmless activity by program you trust, but could also indicate malicious
activity. If you know the application to be safe, then it is usually okay to allow the request. If you do not
recognize the application or connection request then you should block it.

«  Red - High Severity - Known malware discovered, or highly suspicious behavior by an application/process.
Carefully read the information provided when deciding whether to allow it to proceed.

Note: Antivirus alerts are not ranked in this way. They always appear with a red bar.

Alert Description

The description is a summary of the nature of the alert and can be revealed by clicking the handle as shown:
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E unit.exe is trying to modify a protected file or

directory

E

unit.exe Installer arflpdater

unit.exe is a safe application signed by Comodo Security Solutions, Inc.
It is about to modify the contents of C\ProgramData\Comodo
\Ipsd\lps-ca\wt.db-journal. This usually happens when you try to install
or update an application. If you are not performing any of these
operations, you may consider blocking this request.

The description tells you the name of the software/executable that caused the alert; the action that it is attempting to
perform and how that action could potentially affect your system. You can also find helpful advice about how you
should respond.

Now that we have outlined the basic construction of an alert, let's look at how you should react to them.
Answer an Antivirus Alert

Comodo Client Security generates an antivirus alert whenever a virus or virus-like activity is detected on your
computer. The alert contains the name of the virus detected and the location of the file or application infected by it.
Within the alert, you are also presented with response-options such as 'Clean’ or 'Ignore'.

Note: Antivirus alerts will be displayed only if the option 'Do not show antivirus alerts' is disabled. If this setting is
enabled, only antivirus notifications are shown. This option is found under 'Settings > Antivirus > Realtime Scan'.
See Real-time Scan Settings for more details.
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COMODO -Antivirus Alert 7

Malware@#3bei506xtafzg

Location: CAProgram Files (x86)\As..\Dawes2.exe

More information:  Unavailable

Clean (Recommended)
Quarantines the file

Ignore
9 | . ~
Ignores the alert and allows the file operation

Show Activities

The following response-options are available:

« Clean - Disinfects the file if a disinfection routine exists. If no routine exists for the file then it will be moved
to quarantine, an isolated storage in which the item is encrypted and stored. Files in the quarantine cannot
be executed. If desired, you can submit the file/application to Comodo for analysis from the Quarantine
interface. See Manage Quarantined Items for more details on quarantined files.

« Ignore - Allows the process to run and does not attempt to clean the file or move it to quarantine. Only click
'Ignore’ if you are absolutely sure the file is safe. Clicking 'Ignore’ will open three further options:

.

_____ e e e e

Maore information:  Unavailable

Ignore
Ignores the alert and allows the file operation

o Ignore Once
o Ignore and Add to Exclusions

o Ignore and Report as False Alert

Show Activities

» Ignore Once -The file is allowed to run this time only. If the file attempts to execute on future
occasions, another antivirus alert is displayed.

+ Ignore and Add to Exclusions - The file is allowed to run and is moved to the Exclusions list -
effectively making this the 'lgnore Permanently' choice. No alert is generated if the same application
runs again.

- lIgnore and Report as a False Alert - If you are sure that the file is safe, select 'lgnore and Report as a
False Alert'. CCS will then submit this file to Comodo for analysis. If the false-positive is verified (and
the file is trustworthy), it will be added to the Comodo safe list.
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Antivirus Notification

If you have chosen to not to show Antivirus Alerts through Settings > Realtime Scanner Settings by leaving the
option 'Do not show antivirus alerts' enabled (default=enabled) and If CCS identifies a virus or other malware in real
time, it will immediately block malware and provide you with instant on-screen notification:

Malware Stopped

Answer Auto-Scan Alert

Auto-scan alerts appear when you plug a removable device into your computer (USB stick, portable HDD, etc). The
alert asks you whether you want to scan the device for viruses.

These alerts are only shown if 'Do not show auto-scan alerts' is disabled in 'Settings > Antivirus > Realtime Scan'.
See Real-time Scan Settings if you want to read more.

CO MO D 0 Antivirus ?

We've just detected that new removable media device has

been connected (D). We recommended to scan it

Scan
Scan the device to make sure it's not infected.

Ignhore
Skip the scan, Mote: mahware undetected now may harm

your and other computers later,

[[] Remember my answer

« Scan - CCS checks the device for viruses using the settings in the 'Manual Scan' profile. If this is not
available then the scan uses the settings in the 'Full Scan' profile.

+ lIgnore - The device is not scanned

«  Remember my answer - CCS will automatically carry out your choice of scan or ignore when the
device is connected in future. This only applies to the specific device. You will still see an alert if
you connect a different device.

Answer Firewall Alerts

CCS generates a firewall alert when it detects unauthorized network connection attempts or when traffic runs
contrary to one of your application or global rules. Each firewall alert allows you to set a default response that CCS
should automatically implement if the same activity is detected in future. The followings steps will help you answer a
Firewall alert:

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 45



COMODO

Creating Trust Online®

COMODO Firewall 1

@D WerFault.exe is trying to connect to the Internet @

Application:  WerFault.exe
Remote: 65.52.108.29 - TCP
Port: https(443)

Allow
Allows the connection request

Block
S
Blocks the connection request

Treat as
Lets you choose a ruleset to apply

U] Remember my answer Show Activities

Tip: Click 'Show Activities' to view actions performed by the process in question.
This link is only shown if VirusScope is enabled in Settings > VirusScope.

The 'Show Activities' link is grayed-out if the process had not started before the alert was generated.

1. Carefully read the information displayed in clicking the down arrow in the alert description area. The Firewalll
can recognize thousands of safe applications. (For example, Internet Explorer and Outlook are safe
applications). If the application is known to be safe - it is written directly in the security considerations
section along with advice that it is safe to proceed. Similarly, if the application is unknown and cannot be
recognized you are informed of this.

COMODO rirewall 7

&D WerFault.exe is trying to connect to the Internet @

Application: WerFault.exe
Remote: 65.52.108.29 - TCP
Port: https(443)

WerFault.exe is a safe application. You can safely allow this request.

If it is one of your everyday applications and you want to allow it Internet access to then you should select
Allow.
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In all cases, clicking on the name of the application opens a properties window that can help you determine whether
or not to proceed:

co MOD 0 Firewall

Security Details
General [l Comodo

@ |WerFa|.||t -
Application:

Type of file:  Application { exe) @ Remote: 65.52.108.29 - TCP
Port: https(443)

Digital Signatu

fﬁa WerFault.exe is trying to connect to the Internet @

Description:  Windows Problem Reporting

Location: C:\Windows"SysWOWE4 Allow

Size: 254 KB (260,960 bytes) Allows the connection request

Size on disk: 256 KB (262,144 bytes)

Created: Friday. Juty 10, 2015, 4:00:34 AM ® Block —

Blocks the ection request
Modfied:  Friday, July 10, 2015, 4:00:34 AM ocks the connection reques
Apcessed: Friday, Julty 10, 2015, 4.00:34 AM

Treat as

Mtrbutes:  [|Readorly ] Hidden

Lets you choose a ruleset to apply

[ Remember my answer Show Activities

OK | | [ Concel | [ Hoply |

If you don't recognize the application then we recommend you Block the application. By clicking the handle
to expand the alert, you can choose to 'Block' the connection (connection is not allowed to proceed), 'Block
and Terminate' (connection is not allowed to proceed and the process/application that made the request is
shut down) or 'Block, Terminate and Reverse' (connection is not allowed to proceed, the process/application
that made the request is shut down and the changes made by the process/application to other
files/processes in the system will be rolled back).

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 47



COMODO

Creating Trust Online®

Application: WerFault.exe

@ Remote: 65.52.108.29 - TCP

Port: https{d43)

Block @
Blocks the connection request

s Block Only
o Block and Terminate

o Block, Terminate and Reverse

Treat as
~
Lets you choose a ruleset to apply
[ ] Remember my answer Show Activities

Note: 'Block, Terminate and Reverse":
« This option is only available if VirusScope is enabled in Settings > VirusScope.

- The option is only shown if the process in question has actually started by the time the alert was
generated.

2. Ifyou are sure that it is one of your everyday application, try to use the 'Treat As' option as much as
possible. This allows you to deploy a predefined firewall ruleset on the target application. For example,
you may choose to apply the policy Web Browser to the known and trusted applications like ‘Comodo
Dragon', 'Firefox' and 'Google Chrome'. Each predefined ruleset has been specifically designed by Comodo
to optimize the security level of a certain type of application.
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Iﬁ Application: COT.exe
Remote: 74.52.245.98 - ICMPv4

Treat as
Lets you choose a ruleset to apply

0 Web Browser

o Ftp Client

0 Allowed Application
0 Blocked Application

0 Outgoing Only

[] Remember my answer Show Activities

Remember to check the box 'Remember My Answer' for the ruleset to be applied in future.

3. Ifthe Firewall alert reports a behavior, consistent with that of a malware in the security considerations
section, then you should block the request AND select Remember My Answer to make the setting
permanent.

Answer HIPS Alerts

Comodo Client Security generates a HIPS alert based on the behavior of applications and processes running on
your system. Please read the following advice before answering a HIPS alert:

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 49



Creating Trust Online®

Comodo Client Secur_itY-US"e'r'Gu_ia'e coMoDO

e Z

COMODO +irs ?

TSServ.exe is trying to modify a protected
registry key

|
e

TSServ.exe Modify Key

Allow

Allows the application to perform the action above

Block
® Blocks the application from performing the action ~

above

Treat as
Lets you choose a ruleset to apply

[] Remember my answer Show Activities

Tip: Click 'Show Activities' to view actions performed by the process in question.
This link is only shown if VirusScope is enabled in Settings > VirusScope.

The 'Show Activities' link is grayed-out if the process had not started before the alert was generated.

1. Carefully read the information displayed after clicking the handle under the alert description. Comodo Client
Security can recognize thousands of safe applications. If the application is known to be safe - it is written
directly in the security considerations section along with advice that it is safe to proceed. Similarly, if the
application is unknown and cannot be recognized, you are informed of this.

COMODO nires ?

TSS5erv.exe is trying to modify a protected
registry key

=t

TSServ.exe Med' Key

WARNING! C:\Suspicious Files\TrojanSimulator\TS5erv.exe is a known
malicious file trying to modify HKLM\Software\Wow6432MNode
\Microsoft\Windows\CurrentVersion\Run. You MUST block this
request.
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If it is one of your everyday applications and you simply want it to be allowed to continue then you should
select Allow.

If you don't recognize the application then we recommend you select Block the application. By clicking the
handle to expand the alert, you can choose to

«  'Block' - The application is not allowed to run

+  'Block and Terminate' - The application is not allowed to run and the processes generated by it are
terminated thereby shutting down the application

«  'Block, Terminate and Reverse' - The application is not allowed to run, the processes generated by
it are terminated and the changes made by the processes/application to other files/processes in
the system will be rolled back.

?
COMODO wies :
TSServ.exe is trying to modify a protected
registry key
* n
ok =
s
TSSernv.exe Modify Key

Block
® Blocks the application from performing the action
above

o Block Only

o Block and Terminate
o Block, Terminate and Reverse
Treat as
~
Lets you choose a ruleset to apply
[ Remember my answer Show Activities

Note: 'Block, Terminate and Reverse' is only shown if VirusScope is enabled in Settings > VirusScope.

2. Ifyou are sure that it is one of your everyday applications and want to enforce a security policy (ruleset) to
it, please use the "Treat As' option. This applies a predefined HIPS ruleset to the target application and
allows the application to run with access rights and protection settings as dictated by the chosen ruleset.
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TSServ.exe is trying to modify a protected
registry key
* .
i e
mm
TSServ.exe Modify Key
Treat as @
Lets you choose a ruleset to apply
o Installer or Updater .
o Allowed Application
o Windows System Application
o Isolated Application
©  Limited Application Jm .
[] Remember my answer Show Activities

Avoid using the Installer or Updater ruleset if you are not installing an application. This is because treating
an application as an 'Installer or Updater' grants maximum possible privileges onto to an application -
something that is not required by most 'already installed' applications. If you select 'Installer or Updater', you
may consider using it temporarily with Remember My Answer left unchecked.

3. Pay special attention to Device Driver Installation and Physical Memory Access alerts. Again, not many
legitimate applications would cause such an alert and this is usually a good indicator of malware / rootkit
like behavior. Unless you know for a fact that the application performing the activity is legitimate, then
Comodo recommends blocking these requests.

COMODO +irs ?  COMODO s !
drvinst.exe is trying to modify a protected file or TSServ.exe is trying to access TSServ.exe in
directory memory
B i
drvinst.exe Installer or Updater TSServ.exe TSServ.exe

Allow Allow
Allows the application to perform the action above

Block Block
Blocks the application from performing the action ~ Blocks the application from performing the action ~

Allows the application to perform the action above

above above

Treat as
~-
Lets you choose a ruleset to apply

] Remember my answer Show Activities [0 Remember my answer Show Activities

Treat as
Lets you choose a ruleset to apply
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4. Protected Registry Key Alerts usually occur when you install a new application. If you haven't been
installing a new program and do not recognize the application requesting the access , then a 'Protected
Registry Key Alert' should be a cause for concern.

COMODO nires ?

TSServ.exe is trying to modify a protected
registry key @

¢.
qu?

T5Serv.exe hModify Key

Allow

Allows the application to perform the action above

Block
® Blocks the application from performing the action ~

above

Treat as
Lets you choose a ruleset to apply

[] Remember my answer Show Activities

5. Protected File Alerts usually occur when you try to download or copy files or when you update an already
installed application.

COMODO s ? COMODQO s ?

COM interface

E unit.exe is trying to modify a protected file or @ Ei taskhostw.exe is trying to access a protected

directory

B E

unit.exe Installer or Updater taskhostw.exe Access COM Interface

Allow Allow

Allows the application to perform the action above

Block Block
® Blocks the application from performing the action ~ ® Blocks the application from performing the action ~

Allows the application to perform the action above

above above

Treat as
Lets you choose a ruleset to apply

Treat as
Lets you choose a ruleset to apply

[0 Remember my answer Show Activities [ Remember my answer Show Activities

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 53



Creating Trust Online®

Comodo Client Security - Us ef’G@iﬁg comoDo

et /

[

Were you installing new software or trying to download an application from the Internet? If you are
downloading a file from the 'net, select Allow, without selecting Remember my answer option to cut down
on the creation of unnecessary rules within the firewall.

If an application is trying to create an executable file in the Windows directory (or any of its sub-directories)
then pay special attention. The Windows directory is a favorite target of malware applications. If you are not
installing any new applications or updating Windows then make sure you recognize the application in
question. If you don't, then click Block and choose Block Only from the options, without selecting
Remember My answer option.

If an application is trying to create a new file with a random file name e.g. "hughbasd.dll" then it is probably
a virus and you should block it permanently by clicking Treat As and choosing ‘Isolated Application' from
the options.

6. Ifa HIPS alert reports a malware behavior in the security considerations area then you should Block the
request permanently by selecting Remember My Answer option. As this is probably a virus, you should
also submit the application in question, to Comodo for analysis.

7. Unrecognized applications are not always bad. Your best loved applications may very well be safe but not
yet included in the Comodo certified application database. If the security considerations section says "If xxx
is one of your everyday applications, you can allow this request", you may allow the request permanently if
you are sure it is not a virus. You may report it to Comodo for further analysis and inclusion in the certified
application database.

8. IfHIPS is in 'Paranoid' mode, you probably are seeing the alerts for any new applications introduced to the
system - but not for the ones you have already installed. If required, you may review files with
'Unrecognized' rating in the 'File List' interface and remove them from the list.

9. Avoid using Trusted Application or Windows System Application policies for you email clients, web
browsers, IM or P2P applications. These applications do not need such powerful access rights.

Answer a Containment Alert

Comodo Client Security generates a containment alert if an application or a process tries to perform certain
modifications to the operating system, its related files or critical areas like Windows Registry and when it
automatically contained an unknown application.

Please read the following advice before answering a Containment alert:
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COMODO containment 7

loxplore.exe could not be recognized and
requests unlimited access to your computer @

D loxplore.exe
Acirosoft Corporation

Although Acirosoft Corporation has digitally signed their application,
they are not yet whitelisted by us. If you trust Acirosoft Corporation

and are installing or updating their application, you can press the "Run
Unlimited" button.

Run inside the Container (Default)
Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block

Stops execution of the application above

[ Trust this application

«  Carefully read the information displayed after clicking the handle under the alert description. Comodo Client
Security can recognize thousands of safe applications. If the application is known to be safe - it is written
directly in the security considerations section along with advice that it is safe to proceed. Similarly, if the
application is unknown and cannot be recognized, you are informed of this.
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COMODO containment 7

loxplore.exe could not be recognized and
requests unlimited access to your computer

D loxplore.exe
Acirosoft Corporation

Although Acirosoft Corporation has digitally signed their application,
they are not yet whitelisted by us. If you trust Acirosoft Corporation
and are installing or updating their application, you can press the "Run
Unlimited" button.

+ Ifyou are sure that the application is authentic and safe and you simply want it to be allowed to continue
then you should select Run Unlimited. If you want the application not to be monitored in future, select
"Trust this application' checkbox. The application will be added to Trusted Files list.

Run inside the Container (Default)
Runs the application with limited access rights

Run Unlimited
Grants unlimited access to the application above

Block
Stops execution of the application above

[ Trust this application

« Ifyou are unsure of the safety of the software, then Comodo recommends that you run it with limited
privileges and access to your system resources by clicking the 'Run Isolated' button. See Unknown Files:
The Scanning process for more explanations on applications run with limited privileges.

«  Ifyou don't recognize the application then we recommend you select to 'Block' the application.
Run with Elevated Privileges Alert

The container will display this kind of alert when the installer of an unknown application requires administrator, or
elevated, privileges to run. An installer that is allowed to run with elevated privileges is permitted to make changes to
important areas of your computer such as the registry.

« Ifyou have good reason to trust the publisher of the software then you can click the 'Run Unlimited' button.
This will grant the elevated privilege request and allow the installer to run.
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- Ifyou are unsure of the safety of the software, then Comodo recommends that you run it with restricted
access to your system resources by clicking the 'Run Isolated' button.

- Ifthis alert is unexpected then you should abort the installation by clicking the 'Block' button (for example,
you have not proactively started to install an application and the executable does not belong to an updater
program that you recognize)

« Ifyou select 'Trust this application’ then CCS will include this to Trusted Files list and no future alerts will be
generated when you run the same application.

Note: You will see this type of alert only if you have enabled the 'Detect programs which require elevated privileges
e.g. installers or updaters' option and disabled the 'Do not show privilege elevation alerts' option in containment
settings. See Containment Settings for more details.

There are two versions of this alert - one for unknown installers that are not digitally signed and the second for
unknown installers that are digitally signed but the publisher of the software has not yet been white-listed (they are
not yet a ‘Trusted Software Vendor').

COMODO Containment f COMOQO Containment ?

WideSniffer.exe could not be recognized and loxplore.exe could not be recognized and

requests unlimited access to your computer @ requests unlimited access to your computer @
WideSniffer.exe D loxplore.exe
Unidentified Publisher h Acirosoft Corporation

Although Acirosoft Corporation has digitally signed their application,

Run inside the Container (Default) they are not yet whitelisted by us. If you trust Acirosoft Corporation
Runs the application with limited access rights and are installing or updating their application, you can press the "Run

Unlimited" button.

@ Run Unllrlnllted o Run inside the Container (Default)
Grants unlimited access to the application above Runs the application with limited access rights

Block Run Unlimited
Stops execution of the application above

Grants unlimited access to the application above

[ Trust this application
Block
Stops execution of the application above

[ Trust this application

Unknown and not digitally signed Unknown and digitally signed but the publisher not
yet whitelisted (Not yet a 'Trusted Vendor')

« Unknown and unsigned installers should be either isolated or blocked.

«  Unknown but signed installers can be allowed to run if you trust the publisher, or may be isolated if you
would like to evaluate the behavior of the application.

» 'Unknown Files: The Scanning Processes' - to understand process behind how CCS scans files.
« 'Vendors List' - for an explanation of digitally signed files and trusted software vendors.
Containment Notification

CCS shows a notification when it run an application inside the container. This usually happens if the application has
an 'unknown' trust-rating.
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Application Contained

Hide These Alerts Don't Isolate It Again

» Hide These Alerts - CCS will not show an alert if the same app is auto-contained in future.

« Don'tIsolate It Again - The application will not be auto-contained in future. An 'Ignore' rule is created
for the application in auto-containment rules. See Auto-Containment Rules for more on this.

Answer File Rating Alerts

CCS checks a file's trust rating on our cloud severs as part of a real-time scan. The software can generate alerts
when it finds a file with 'Malicious' rating.

You will see these alerts if you have disabled 'Do not show popup alerts' in 'Settings' > 'File Rating' > 'File Rating
Settings'.

An example alert is shown below:

COMODO Rating Scanner Alert !

Location: CASuspicious\AntiTesty AntiTest.exe

More information:  Unavailable

Clean (Recommended)
Quarantines the file

Ignore
9 . ) S
gnores the alert and allows the file operation

Show Activities

You can choose from these actions:

+  Clean - The program is blocked and quarantined

« Ignore - Allows the file to run. Does not attempt to clean the file or move it to quarantine. Only click
'Ignore’ if you are absolutely sure the file is safe. Clicking 'Ignore’ will open three further options:
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Ignore
g . ) o
gnores the alert and allows the file operation

o Ignore Once
o Ignore and Add to Exclusions

o Ignore and Report as False Alert

Show Activities

« Ignore Once - The file is allowed to run this time, but it will still be flagged as a threat by
future scans.

- Ignore and Add to Exclusions - The file is allowed to run this time, and will not be flagged as
a threat in future scans. The file is placed on the Exclusions list, meaning it is ignored
permanently by the scanner.

- Ignore and Report as a False Alert - The file is allowed to run this time, and submitted to
Comodo for analysis. Select this option if you think the file is safe, and that CCS was wrong to
flag it as a threat. Comodo will re-examine the file.

Answer a VirusScope Alert

Comodo Client Security generates a VirusScope alert if a running process performs an action that might represent a
threat to your privacy and/or security. Please note that VirusScope alerts are not always definitive proof that
malicious activity has taken place. Rather, they are an indication that a process has taken actions that you ought to
review and confirm because they have the potential to be malicious. You can review all actions taken by clicking the

‘Show Activities' link.
Please read the following advice before answering a VirusScope alert:

1. Carefully read the information displayed in the alert. The 'More Information' section provides you the nature
of the suspicious action.
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COMODO virusscope ?

.@. Suspicious File Found vt.exe (6348)

Application: ChUsers\Tester\Desktopiwt_ver1_10\x64Yvt.exe

More information:  Genencinfector.d

Clean (Recommended)
@ Quarantines the file and undoes all of the changes done

by it

Ignore
9 | . ~
Ignores the alert and allows the file operation

Show Activities

« Ifyou are not sure on the authenticity of the parent application indicated in the 'Application’ field, you can
safely reverse the changes effected by the process and move the parent application to quarantine by
clicking 'Clean’.

- Ifitis a trusted application, you can allow the process to run, by clicking 'lgnore' and selecting the option
from the drop-down.

More information: Generic.Infector.d

Ignore @
Ignores the alert and allows the file operation

o Ignore Once
o Ignore and Add to Exclusions

o Ignore and Report as False Alert

Show Activities

+ Ignore Once - The process is allowed to run this time only. Another alert is shown if the process
attempts to execute on future occasions.

+ Ignore and Add to Exclusions - The file is allowed to run and will not be contained in the future.
See Auto-Containment Rules for help to configure which types of files should be auto-contained.

- Ignore and Report as False Alert - Select this if you think the file is trustworthy and CCS is wrong
to block it. CCS will submit the file to Comodo for analysis. If the false-positive is verified (and the
file is trustworthy), it will be added to the Comodo safe list.

»  Click the 'Show Activities' link to view the actions of the process:
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COMOD O rrocess Activities List ? O ®

Application Activities PID Data &
o] E viexe 5576

1 Load image file CAWindows\System32\guard&4.dll

3 Load image file ChAWindows\System32\imm32.dll

F1 Load image file ChWindows\System32\version.dll

E] Load image file Chwindows\System32\oleaut32.dll

E] Load image file CAWindows\System32\fltLib.dll

F1 Load image file ChwWindows\System32\cmdvrigd.dll

F1 Load image file ChWindows\System32\KernelBase.dll

W

CLOSE

]

«  Application Activities - The action executed by each of the processes run by the parent application.

. - File actions: The process performed a file-system operation (create\modify\rename\delete file)
which you might not be aware of.

-H- Registry: The process performed a registry operation (created/modified a registry key) which
might not be authorized.

« [=] - Process: The process created a child process which you may not have authorized or have
been aware of.

« &l - Network: The process attempted to establish a network connection that you may not have been
aware of.

 Ifthe process has been terminated, the activities will be indicated with gray text and will appear in
the list until you view the 'Process Activities List' interface. If you close the interface and reopen the
list within five minutes, the activities will appear in the list. Else, the terminated activities will not be
shown in the list.

»  PID - The process identification number.
« Data - The file affected by the action.

Device Control Notifications

These notifications are shown when you connect an external device to your computer (USB stick, external HDD etc).
The alert indicates whether the device is allowed or blocked.

*  You can add blocked devices in 'Settings' > 'Advanced Protection' > 'Device Control

COMODO noevice control ? X

P JetFlash Transcend 8GE USB Device device has been

disabled by External Devices Control subsystem
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»  See Device Control Settings to find out more.

1.7.Password Protection

» Inacorporate setup, CCS settings are determined by the Dragon Enterprise profile applied to the endpoint.

+  One of these settings is the ability to password protect access to the client interfaces. This stops
unauthorized users from opening the local clients and making potentially damaging changes.

» Password protection blocks access to the settings area, the various 'Tasks' areas, and the right-click
options of the CCS tray icon.

« Local users can, however, still run certain tasks. See Exceptions at the end of this section for more details.
There are two password options you can set in Dragon Enterprise:

«  Computer administrator - CCS requires a local admin password to access the settings area.
» Admins that are already logged-in can access the settings area without a password.
»  All other users need to enter the admin username/password.

»  Custom password - An unique key which is set in the Dragon Enterprise profile.

»  See https://help.comodo.com/topic-463-1-1029-15686-Client-Access-Control.html for details
on the difference between these passwords.

«  CCS will request a password if a user tries to access a protected area:

COMODO center password ? X

Please enter your credentials in order to continue:

Computer administrator (a Windows account with
administrative privileges)

Domain:
Login:
Passwaord:

Remote access

Password:

B

Exceptions
Users can run the following tasks even if password protection is enabled in the Dragon Enterprise profile:
On-demand antivirus scans

«  Click "Scan' on the CCS home screen and choose a scan option.

»  Click 'Tasks' > 'General Tasks' > 'Scan' > Choose a scan option.

+ Right-click on an item and choose 'Scan with COMODO antivirus'.
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»  See Scan and Clean Your Computer and Instantly Scan Files and Folders for more details
Virus signature database updates

«  Click Tasks > 'General Tasks' > 'Update'.

» See Manage Virus Database Updates for more details.
Manually run programs inside the container

«  Click Tasks' > 'Containment Tasks' > 'Run Virtual'.

« Right-click on an item and choose 'Run in COMODO container.

« See Run an Application in the Container for more details
Run Virtual Desktop

«  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'.

»  See Start the Virtual Desktop for more details.
Create Comodo Rescue Disk

»  Click 'Tasks' > 'Advanced Tasks' > 'Create Rescue Disk'.

«  See Create a Rescue Disk for more details.

Tip: You can choose between the password option and the Windows User Account Control option for authorizing
the admin privileges to CCS from the 'Settings' > 'General Settings' > 'User Interface' interface. See Customize
User Interface for help to do this.

2.General Tasks - Introduction

Click 'Tasks' > 'General Tasks'
The general tasks area lets you:
Quickly run antivirus scans
»  Update the virus database
+ View and manage items moved to quarantine

+ Manage blocked autorun items, Windows services and scheduled tasks.
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COMODO client - security 12 = X
SETTINGS
|| Secure | All systems are active and running
GEMNERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS  ADVANCED TASKS Q,
| 1

S Scan = View Quarantine
Scan your computer for viruses and spyware @ View and manage threats quarantined by virus

sCanner

Update '
@ Run the updater to check for program and virus

database updates.

— Unblock Autoruns *

| l"-ﬁ-.' Re-enable previously blocked Windows services
—rhe ehemed dm—— - - L~ & S .

See the following sections for help with each area:
« Scan and Clean your Computer
» Instantly Scan Files and Folders
» Process Infected Files
» Manage Virus Database Updates
+ Manage Blocked Autoruns
» Manage Quarantined Items

You might need to enter a password to access these tasks if so configured in the Dragon Enterprise profile. See
'Password Protection’ for more details."

2.1.Scan and Clean Your Computer

»  C(Click 'Tasks' > 'General Tasks' > 'Scan'

«  CCS leverages multiple technologies, including real-time monitoring and on-demand scans, to keep
endpoints totally free of malware

*  You can schedule a scan to run at a specific time, and also create your own scan profiles to check specific
files, folders and drives.

Run an on-demand virus scan
»  Click the 'Scan' tile on the CCS home screen
OR

e Click 'Tasks' > 'General Tasks' > 'Scan'
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COMODO client - security 12 miiiy
SETTINGS
|| Secure All systems are active and running
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADVAMNCED TASKS Q

.

Scan View Quarantine
Scan your computer for viruses and spyware. l;rn;r:_l manage threats quarantined by virus
]
Lt '

COMODO scan Pox
7=\ Quick Scan LAST SCAN:
==}

W/ Scans commonly infected areas and memory. Never
Full Scan LAST SCAN:
Scans all the files and folders in the computer. Never

Quick Rating Scan

|.| i LAST SCAN:
: : Scans Fccur“lmclnly infected areas and memory in the 34-05-2019
— cloud for file reputation.
Custom Scan
) Custom Sca _ ~
// Scan files and folders or run custom scan profiles.

«  Quick scan - Checks important and commonly infected areas
»  Full scan - Checks your entire computer

» Rating scan - Searches for unknown files on your computer. Assigns a trust rating to your files where
possible.

»  Custom scan - You choose specific areas to scan.
The following sections explain more about each scan type:

*  Run a Quick Scan

*  Run aFull Computer Scan

* RunaRating Scan

* Run aCustom Scan

» Scan a Folder
« ScanaFile
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«  Create Schedule and Run a Custom Scan
« Automatically Scan Unrecognized Files

2.1.1. Run a Quick Scan

«  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Quick Scan'
«  The quick scan profile scans important areas of your computer which are most prone to attack.
» This includes system files, auto-run entries, hidden services, boot sectors, and important registry keys.

« These areas are of great importance to the health of your computer, so it is essential to keep them free of
infection.

» Note - You can change the settings of a quick scan in 'Settings' > 'Antivirus' > 'Scans'. See
Antivirus Configuration > Scan Profiles for help with this.

Run a Quick Scan
e C(lick the 'Scan' tile on the CCS home screen
«  Select 'Quick Scan' from the 'Scan' interface

COMODO scan 7 hd

e

7=% Quick Scan LAST SCAN:
Scans commonly infected areas and memory. Never

S

Full Scan LAST SCAN:

Scans all the files and folders in the computer. Never

I Quick Rating Scan LAST SCAN.
. Scans commonly infected areas and memory in the e

cloud for file reputation.

Custom Scan
() Custom Sca , ~
,&’ Scan files and folders or run custom scan profiles.

»  The scanner will start and first check whether your virus database is up-to-date:
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COMODO scan ? — O *

TASK: Check for signature updates

STATUS: Virus Database Update {5.0%): Checking for updates...

ELAPSED TIME: 00:00:47

(&%) THREAT(S) FOUND: 0

Threat Name

O Turn off this computer if no threats are found at the end of the scan

[ sTop SEND TO BACKGROUND

B

« The scans starts after any updates have been installed:
COMODO san G

TASK: Quick Scan

6 5 % STATUS: CAWindows\System32\rdpclip.exe

ELAPSED TIME: 00:08:59

(%) THREAT(S) FOUND: 1

Threat Name

ChAWindowshSystem32\poison2
Malware@#13tm1ukrdwdg0

[] Turn off this computer if no threats are found at the end of the scan

B stoP m SEND TO BACKGROUND

A

Note - CCS skips files which are larger than the max. size, and those that take longer to scan than the max time
allowed. Click 'Settings' > 'Antivirus' > 'Scans' to view these thresholds.
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» You can pause, resume or stop the scan by clicking the appropriate button.

« Send to Background - Runs the scan as a background process which consumes fewer resources. You can
still keep track of the scan in the task manager - 'Tasks' > 'Advanced Tasks' > 'Open Task Manager'.

Scan results are shown when the scan finishes:

COMODO scn 7 = O e

TASK: Quick Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:13:11

(A TUREATICY FOUND: 7
s THREAT(S) FOUND: 2

Threat Name Q) | Action iclean L

E Malware@ (#13tm1ukrdwdg0, #3fxg3e8df3its)

}— L] CA\Windows\System32\poison2

|— L] Cawindows\System32\wvenom

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

P

The results window contains two tabs:
»  Threats Found: The number of files scanned and the number of viruses found.
«  Use the drop-down to choose whether to clean, quarantine or ignore the threat.

»  See 'Process infected files' if you need help with these options.

- Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).

Note: You will only see the drop-down menus if 'Automatically clean threats' is disabled for quick scans in 'Settings'
> 'Antivirus' > 'Scans'. See Scan Profiles for help with this.

2.1.2. Run a Full Computer Scan
»  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Full Scan'

+  Afull scan checks every file, folder and drive on your computer. USB and other external drives are also
scanned.

= Note - You can change the settings of a quick scan in 'Settings' > 'Antivirus' > 'Scans'. See
Antivirus Configuration > Scan Profiles for help with this.

Run a Full Computer Scan

»  Click the 'Scan' tile on the CCS home screen
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«  Select 'Full Scan";

COMODO scan ? X
7=\ Quick Scan LAST SCAN:
W=c= 1]
K&ﬁ_}_ﬂfj Scans commonly infected areas and memaory. Never
Full Scan LAST SCAN:
Scans all the files and folders in the computer. Never
i Quick Rating Scan LAST SCARE
. Scans commonly infected areas and memory in the Never
_— cloud for file reputation.
V) Custom Scan —
(._"}’ Scan files and folders or run custom scan profiles.
«  The scanner will start and first check whether your virus database is up-to-date:
COMODO scan ? = O 4

TASK: Check for signature updates

STATUS: Virus Database Update {5.0%): Checking for updates...

ELAPSED TIME: 00:00:47

""é" THREAT(S) FOUND: 0

Threat Name

[ Turn off this computer if no threats are found at the end of the scan

B sTopP SEND TO BACKGROUND

B
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« The scans starts after any updates have been installed:
COMODO san o= b

TASK: Full Scan

STATUS: C\Program Files\WindowsAppsiking.com.CandyCrushFriends_1.13.5.0_x86__kggvn...

ELAPSED TIME: 00:07:14

(&%) THREAT(S) FOUND: 0

Threat Name

[ Turn off this computer if no threats are found at the end of the scan

B sTOP m SEND TO BACKGROUND

EA

Note - CCS skips files which are larger than the max. size, and those that take longer to scan than the max time
allowed. Click 'Settings' > 'Antivirus' > 'Scans' to view these thresholds.

* You can pause, resume or stop the scan by clicking the appropriate button.

« Send to Background - Runs the scan as a background process which consumes fewer resources. You can
still keep track of the scan in the task manager - ‘Tasks' > 'Advanced Tasks' > 'Open Task Manager'.

COMODO sendTo Background X

What is a Background Task?

A task which runs in the background without interfering with
your normal PC activities.

Send To Background action, where available, makes the task such as
scanning or updating continue running in the background. These tasks are
going to take longer to complete but resource usage of the computer is
going to be minimal.

Flease use Task Manager in order to access them later.
[] Do not show this message again “

*  You can keep still track of scan progress in 'Tasks' > 'Advanced Tasks' > 'Open Task Manager'.
«  Scan results are shown when the scan finishes:
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TASK: Full Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 02:03:06

(&%) THREAT(S) FOUND:8 () SKIPPED FILES: 18
Threat Name Q. Action | Clean v :
B Malware@ (#vigyacklh7gw, #jgft8m0jxmvk, #3bgdivss3iryf, #2hr...

— L] C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || €\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || ¢\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean L]

— L_| C\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— L] cxShare\Malware-Samples-master\Malware-Samples-mast... | +" Clean L]

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

L

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

The results window contains two tabs:
»  Threats Found: The number of files scanned and the number of viruses found.

«  Use the drop-down to choose whether to clean, quarantine or ignore the threat.
»  See 'Process infected files' if you need help with these options.

Note: You will only see the drop-down menus if 'Automatically clean threats' is disabled for full scans in 'Settings' >
'Antivirus' > 'Scans'. See Scan Profiles for help with this.

- Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).
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TASK: Full Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 02:03:06

(i)

(43 THREAT(S) FOUND:8 () SKIPPED FILES: 18

Path

ChShare\Firefox Setup 13.0.1.exe
ChShare\Firefox Setup 13.0.1.exe
ChShare\em_iSTJHX5f_installer.msi
ChShare\em_iSTJHX5f_installer.msi
CAShare\Paint.MET.3.5.10.Install.exe
Ch\Share\Paint.MET.3.5.10.Install.exe
Ch\Share\Paint.MET.3.5.10.Install.exe

ChShare\paint.net.4.1.5.install.exe

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

2.1.3. Run a Rating Scan

»  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Rating Scan'
« Arating scan checks the trust-rating of files on your computer.
»  Trustratings are as follows:

«  Trusted - The file is safe to run.

» Malicious - The file is malware. Depending on your settings, CCS will either quarantine the file
immediately or present you with disinfection options.

- Unrecognized - Comodo does not currently have a trust rating for the file. Unrecognized files
should be run in the container to prevent them potentially attacking your computer. You can
simultaneously submit them to Comodo for a trust-rating analysis.

Run a Rating scan
«  Click the 'Scan' tile on the CCS home screen (click here for alternative ways to open the scan interface)
«  Select 'Ratings Scan':
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COMODO scan ? b
r?‘i?@, Quick Scan LAST SCAN:

[ 8% M r =y
k‘guj Scans commonly infected areas and memory. 10/10/2018
Full Scan LAST SCAN:
Scans all the files and folders in the computer. 10/10/2018
I Quick Rating Scan e
. Scans commonly infected areas and memory in the 10/10/2018

—_— cloud for file reputation.

Custom Scan
) Custom Sca _ ~
(:"_’/ Scan files and folders or run custom scan profiles.

CCS will analyze all files on your computer and assign them a trust rating. File ratings are shown in the results table
at the end of the scan:
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Running Files: 731

TRUST LEVEL:
99 72(y Unreco ed Files: Autorun Files: 483
y 0 Malicious Files: Average File Age: 8 months
SHOW |zl hd

File Name Q. | Rating Age Autorun Action Mo Action |" o
[4 shella2.dll v Trusted  1day &
% Namatorexe v Trusted 12 months &
@ quartz.dl " Trusted 2 months o]
[x¥ rdpclip.exe v Trusted 2 months o
9 cofiredm.dil v Trusted 12 months o]
¥ userinitexe v Trusted 12 months &
"
Turn off this computer if no threats are found at the end of the scan

m APPLY SELECTED ACTIONS

Rating Scan Results Table - Column Descriptions

Column Header Description
File Name The label of the scanned item
Rating The trust level of the file as per the cloud based analysis. The possible values are:
o Trusted

«  Unrecognized

«  Malicious
Age The length of time the item has been on your computer
Auto-run Whether or not the file automatically runs without user intervention.
Action Select how you want to deal with the listed item. See the explanations given below:

The drop-down menus on the right let you handle unrecognized and malicious items:
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EIRInIN Malicious Files b

File Name Q| Rating Age Autorun Action | No Action | ¥
[ mshta.exe (D) malici.. 12 months Clean v
7\
Clean
Mo Action
Trust

«  Clean - Available only for malicious items. The threat is placed in quarantine for your review. Click
‘Tasks' > 'General Tasks' > 'View Quarantine' to open this area. You can restore or permanently
delete files from quarantine as required. See Manage Quarantined Items for more details.

« No Action - Ignores the warning this time only. The file not placed in quarantine. Use this option
with caution. The file will be caught again by the next rating scan you run.

« Trust - The file is awarded trusted status in the File List ('Settings' > 'File Rating' > 'File List'). The
file will be excluded from any future rating scans. Only select this option if you are sure the item is
trustworthy.

» CCSlogs all actions taken in the results screen. You can view the logs at 'Tasks' > 'Advanced Tasks' > 'View
Logs'. See File List Changes Logs for more details.

«  Use the drop-down in the ‘Action’ column header to apply your choice to all listed files:

File Name Q, | Rating Age Autorun Action | Clean -
i | Clean
[ mshtzexe (D Malici... 12 months Clean
...................... No Action
Q AlterHostsFile.exe @ Malici... 1 month Clean | Trust
5| cpil.exs @ Malici... 4 months Clean v
[ criz.du (I) Malici... 4 months Clean v
@ cpiLz.dil (D malici.. 4 months Clean v
1 mshtaexe (@) Malici.. 12 months Clean v
Turn off this computer if no threats are found at the end of the scan
m APPLY SELECTED ACTIONS
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2.1.4. Run a Custom Scan

»  Click Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan'

«  Acustom scan lets you check specific files, folders, drives and areas on your computer.
Run a custom scan

«  Click the 'Scan' tile on the CCS home screen

»  Select 'Custom Scan":

COMODO scan ? b
f**"; Quick Scan LAST SCAN:
A\ ‘:,,r Scans commonly infected areas and memory. 03-05-2015

Custom Scan
Scan files and folders or r%ustnm scan profiles.

Folder Scan
Select and scan a folder.

File Scan
Select and scan a file.

[Peal

More Scan Options
Run custom scan profiles.

®

You now have the following options:
»  Folder Scan - scan individual folders
»  File Scan - scan an individual file

»  More Scan Options - create a custom scan profile

2.1.4.1. Scan a Folder
«  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan' > 'Folder Scan'

«  Folder scans let you check specific folders on your hard drive, CD/DVD, or external device.

Tip: Alternatively, simply right-click on a folder then select 'Scan with COMODO Antivirus'.

Scan a specific folder
+  Click the 'Scan' tile on the CCS home screen
+  Select 'Custom Scan' > 'Folder Scan'
»  Browse to the folder you want to check then click 'OK":
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7=y Quick Scan LAST SCAN:
"“{‘._ru_-_:x”' Scans commonly infected areas and memory. 03-05-2019
Custom Scan
Y ‘ , , e
{// Scan files and folders or run custom scan profiles.

[— Folder Scan
Select and scan a iulde@

g Scan

Browse For Folder >

m Videos L
w i Local Disk (C)
Astrolog
Bistone
Cls
Federal Bank Statements
Old Man Apps

old man files

Make Mew Faolder Cancel

«  The CCS starts scanning the items in the folder.

Note - CCS skips files which are larger than the max. size, and those that take longer to scan than the max time
allowed. Click 'Settings' > 'Antivirus' > 'Scans' to view these thresholds.

»  Scan results are shown when the scan finishes:
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TASK: CADId Man Apps

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:04:33

(42) THREAT(S) FOUND: 1
Threat Name Q. Action | Clean v
= || c\old Man Apps\uTorrent.exe | « Clean v

E Malware@#brsxpalloshg

|— Ch0Old Man Apps\uTorrent.exe|Unsfx|WizardPages.dll

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

The results window has two tabs:
«  Threats Found: The number of files scanned and the number of viruses found.

»  Use the drop-down to choose whether to clean, quarantine or ignore the threat.
«  See 'Process infected files' if you need help with these options.

»  Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).

2.1.4.2. Scan a File
+  Click 'Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan' > 'File Scan'
+  File scans let you check specific files on your hard drive, CD/DVD, or external device.
+  For example, you might have downloaded a file from the internet which you want to scan before running.

Tip: Alternatively, right-click on file then select 'Scan with COMODO Antivirus'.

Scan a specific file
«  Click the 'Scan' tile on the CCS home screen
+  Select 'Custom Scan' > 'File Scan'
»  Browse to the file you want to scan and click 'Open’.
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COMODO scn e K
7=. Quick Scan LAST SCAN:
iﬁ;f Scans commonly infected areas and memary. 03-05-2019

Custom Scan
Y ‘ , , e
(/ Scan files and folders or run custom scan profiles.
—j Folder Scan
Select and scan a folder.

File Scan

Select and sca@ja file.

More Scdn Options

E open >
Loak in: | poison V| a' ? = "'
i Mame a Date modified Type
|j hazard.bin 26-05-2017 10:54 BIM File

Quick access

Desktop

m
Likrraries

Thi;s III:'C
$ }

Metwaork
File name: hazard > |

Files of type: Al Files (.7) o |  Caneel

Note - CCS skips files which are larger than the max. size, and those that take longer to scan than the max time
allowed in 'Full Scan' profile. Click 'Settings' > 'Antivirus' > 'Scans' to view these thresholds.

«  Scan results are shown when the scan finishes:
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TASK: CADId Man Apps\poisonTyhazard.bin

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:00:07

Threat Name Q Action gclean b

E Malware@#3fxgleddfits

|— L] C\Old Man Apps\poison1ihazard.bin " Clean v

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

P

The results window has two tabs:
« Threats Found: The number of files scanned and the number of viruses found.

»  Use the drop-down to choose whether to clean, quarantine or ignore the threat.
« See 'Process infected files' if you need help with these options.

»  Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).

2.1.4.3. Create, Schedule and Run a Custom Scan
Click 'Tasks' > 'General Tasks' > 'Scan' > 'Custom Scan' > 'More Scan Options'
»  Acustom scan profile lets you configure your own malware scan with your own settings.

+  You can define exactly which files and folders to scan, what time they should be scanned, and other
settings.

*  Once saved, you can select and run your custom scan at any time
+  See the following for more help:
» Create a Scan Profile
* Run acustom scan
Create a custom profile
+  Click the 'Scan' tile on the CCS home screen
«  Select 'Custom Scan' then 'More Scan Options'

The scans page shows pre-defined and user created scan profiles. You can create and manage new profiles in this
page:
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COMODO scan ? x*

Quick Scan LAST SCAN:
Scans commonly infected areas and memory 29-05-2019

Custom Scan
& .
4_// Scan files and folders or run custom scan profiles.

@ Folder Scan
Select and scan a folder.

File Scan

Select and scan a file,

More Scan Options
Run custom scan profiles. @
¢ ? = O X

COMDDD Advanced Settings

W Enera '\-ClTII!‘._".-'\. )
@ Scans
= Antivirus

This page allows you to add, remove and edit scan profiles and scheduled scans.

N Name Action Last Scan Status

A O Full Scan SCan Mever

w Data Loss Prevention O Quick Scan Scan MNever -}
v File Rating

v Advanced Protectior

Website Filtering

I

Tip: You can also get to this screen by clicking 'Settings' > 'Antivirus' > 'Scans'.
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»  Click 'Add' to create a new custom scan profile.

COMODO scn ? O b

Scan Name: | Old man documents

Define items to be scanned, scanning options and running schedule

TEMS OPTIOMNS SCHEDULE

G & = x

Add Files Add Folder Add Area Remove

Profile

First, create a name for the profile. The next steps are:

« Select items to scan

» Configure scan options (optional)

« Create a scan schedule (optional)
Select items to scan

»  Click the 'ltems' button at the top of the scan interface.
You can add items as follows:

« Add File - Pick individual files that you want to scan.
- Add Folder - Add entire folders to the profile. All files in the folder are covered by the scan.

« Add Area - Scan a computer region. The choices are 'Full Computer', 'Commonly Infected Areas'
and 'System Memory'. See screenshot below:
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5 10 De scanned, scanning oplons and runn

TEMS OPTIONS SCHEDULE

R N

Add Files Add Folder ﬁ-ﬁ Area Remowve

N

Profile

COMODO choosea Region

Entire Computer

Commonly Infected Areas

0000 Memory

Repeat the process to add more items to the profile. You can mix-and-match files, folders and areas in your

custom scan.
Configure Scan Options

Click 'Options' at the top of the scan interface

83
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Scan Name: ‘

Define items to be scanned, scanning options and running schedule

ITEMS OPTIONS SCHEDULE

Decompress and scan compressed files

This option allows scanner to decompress archive files e.q. .zip, .rar, etc. during scanning
[] Use cloud while scanning

This option allows scanner to connect to cloud to query file ratings
[ Automatically clean threats Quarantine Threats =

When the threats are identified, perform the selected action automatically

Show scan results window

This option enables to view results of scans launched as per schedule or from the management portal, as well as
removable media scans.

Use heuristics scanning | Low v|

Use the selected level of sensitivity while scanning heuristically

Limit maximum file size to MB

While scanning, if a file size is larger than specified, it is not scanned

(] Run this scan with Background ¥
Priority of scanner determines how much of the computer resources are used among other tasks

Update virus database before running

This option makes sure the database is updated before running the scan

[] Detect potentially unwanted applications
Potentially unwanted applications are programs that are unwanted despite the possibility that users consented to
download them.

(] Apply this action to suspicious autorun processes Terminate and Disable b

The selected action will be automatically applied if unrecognized Windows services, autostart entnies or
scheduled tasks are detected.
Limit scan time of a single file to m rmin(s)

When the set time limit is reached, the file will be skipped and antivirus will proceed scanning other files.

Decompress and scan compressed files - The scan will include archive files such as .ZIP and .RAR files.
Supported formats include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB archives (Default = Enabled).

Use cloud while scanning - Improves accuracy by augmenting the local scan with an online look-up of Comodo's
latest virus database. This means CCS can detect the latest malware even if your virus database is out-dated.
(Default = Disabled).

Automatically clean threats - Select whether or not CCS should automatically remove any malware found by the
scan. (Default = Enabled).
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« Disabled = Results are shown at the end of the scan with a list of any identified threats. You can manually
deal with each threat in the results screen. See Process Infected Files for guidance on manually handling
detected threats.

«  Enabled = Threats are handled automatically. Choose the action that CCS should automatically take:

> Quarantine Threats - Malicious items will be moved to quarantine. You can review quarantined items
and delete them permanently or restore them. See 'Manage Quarantined Items' for more details.

- Disinfect Threats - If a disinfection routine exists, CCS will remove the virus and keep the original file.
If not, the file will be quarantined. (Default)

Show scan results window - You will see a summary of results at the end of the scan. This includes the number of
objects scanned and the number of threats found.

Use heuristic scanning - Select whether or not heuristic techniques should be used in scans on this profile. You
can also set the heuristic sensitivity level. (Default = Enabled).

Background. Heuristics is a technology that analyzes a file to see if it contains code typical of a virus. It is about
detecting 'virus-like" attributes rather than looking for a signature which exactly matches a signature on the blacklist.
This means CCS can detect brand new threats that are not even in the virus database.

If enabled, please select a sensitivity level. The sensitivity level determines how likely it is that heuristics will decide a
file is malware:

+  Low - Least likely to decide that an unknown file is malware. Generates the fewest alerts.

Despite the name, this setting combines a very high level of protection with a low rate of false positives.
Comodo recommends this setting for most users. (Default)

«  Medium - Detects unknown threats with greater sensitivity than the low setting, but with a corresponding
rise in possible false positives.

« High - Highest sensitivity to detecting unknown threats. This also raises the possibility of more alerts and
false positives.

Limit maximum file size to - Specify the largest file size that the antivirus should scan. CCS will not scan files
bigger than the size specified here. (Default = 40 MB).

Run this scan with - If enabled, you can set the priority of scans on this profile The available options are:

« High
«  Normal
«  Low

+  Background
If you disable this option then the scan runs in the background (Defaulf)

Update virus database before running - CCS checks for and downloads the latest virus signatures before starting
a scan. (Default = Enabled).

Detect potentially unwanted applications - The antivirus also scans for applications that (i) a user may or may not
be aware is installed on their computer and (i) may contain functionality and objectives that are not clear to the user.
Example PUA's include adware and browser toolbars. PUA's are often bundled as an additional utility when installing
another piece of software. Unlike malware, many PUA's are legitimate pieces of software with their own EULA
agreements. However, the true functionality of the utility might not have been made clear to the end-user at the time
of installation. For example, a browser toolbar may also contain code that tracks your activity on the internet.
(Default = Enabled).

Apply this action to suspicious autorun processes - Specify how CCS should handle unrecognized auto-run
items, Windows services, and scheduled tasks.

« Ignore - The item is allowed to run (Default)
«  Terminate - CCS stops the process / service

«  Terminate and Disable - Auto-run processes are stopped and the corresponding auto-run entry removed.
In the case of a service, CCS disables the service.

+ Quarantine and Disable - Auto-run processes are quarantined and the corresponding auto-run entry
removed. In the case of a service, CCS disables the service.
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Note 1 - This setting only protects the registry during the on-demand scan itself. To monitor the registry at all times,
go to 'Advanced Settings' > 'Advanced Protection' > 'Miscellaneous'.

«  See Miscellaneous Settings for more details

Note 2 - CCS runs script analysis on certain applications to protect their registry records. You can manage these
applications in 'Advanced Settings' > 'Advanced Protection' > 'Script Analysis' > 'Autorun Scans'.

«  See 'Autorun Scans' in Script Analysis Settings for more details

Limit scan time of a single file to - Set the maximum time allowed to scan an individual file. CCS will skip files that
take longer to scan than the specified time. Omitted files are shown in the 'Skipped Files' tab in the results screen.

Schedule the scan
Click 'Schedule' at the top of the 'Scan' interface

COMODO scn ? O X

Scan Name: |

Define items to be scanned, scanning options and running schedule

ITEM5 OPTIONS

Frequency:

® Do not schedule this task

(O Every few hours

(O Every Day

() Every Week

(O Every Month

(O Monthly (chosen days of week)

Additional Options

H

Do not schedule this task - The scan profile is created but not run automatically. The profile will be available for on-
demand scans.

Every few hours - Run the scan at the frequency set in 'Repeat scan every NN hour(s)’
Every Day - Run the scan every day at the time specified in the 'Start Time' field.

Every Week - Run the scan on the days specified in 'Days of the Week', at the time specified in the 'Start Time' field.
You can select the days of the week by clicking on them.

Every Month - Run the scan on the dates specified in 'Days of the month', at the time specified in the 'Start Time'
field. You can select the dates of the month by clicking on them.

Monthly (chosen days of the week) - Run the scan on a specific week, or weeks, in a month. Select the weeks in
from the menus.

Additional Options
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*  Run only when computer is not running on battery - The scan only runs when the computer is plugged
into the power supply. This is useful when you are using a laptop or other mobile device.

*  Run only when computer is IDLE - The scan only runs if the computer is in an idle state at the scheduled
time. Select this option if you do not want the scan to disturb you while you are using your computer.

+  Turn off computer if no threats are found at the end of the scan - Will turn off your computer if no
threats are found during the scan. This is useful when you are scheduling scans to run at nights.

«  Run during Windows Automatic Maintenance - Only available for Windows 8 and later. Select this option
if you want the scan to run when Windows enters into automatic maintenance mode. The scan will run at
maintenance time in addition to the configured schedule.

«  The option 'Run during Windows Maintenance' will be available only if 'Automatically Clean Threats' is

enabled for the scan profile under the 'Options' tab. See Automatically Clean Threats.

Note: Scheduled scans will only run if the profile is enabled. Use the switch in the 'Status' column to turn the profile
on or off.

»  Click 'OK' to save the profile.
The profile will be available for deployment in future.
Run a custom scan

+  Click 'Tasks' > 'General Tasks' > 'Scan'

+  Click 'Custom Scan' from the 'Scans' interface

»  Click 'More Scan Options' from the '‘Custom Scan' pane
The 'Advanced Settings' interface will open at the 'Scans' panel.

«  Click 'Scan' beside the required scan profile.

COMOD D Advanced Settings T — ) *

w General .‘-@t'mgﬂ
@ Scans
= A ntivirus

This page allows you to add, remove and edit scan profiles and scheduled scans.

Realtime Scan

» Firewall

L e ] MName Action Last Scan Status
G E O Full Scan scan Mever a8
w [Data Loss Prevention O Quick Scan Scan Mever m
v File Rating | Shared Folder Scan ﬁf\ﬁ_l' Mever m

w Advanced Protection

Website Filtering

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 87




COMODO

Creating Trust Online®

The scan will start immediately. Results are displayed afterwards:
COMODO scan F = B =

TASK: Shared Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:48

(%) THREAT(S) FOUND:8 () SKIPPED FILES: 24
Threat Name Q| Action | Clean v =
E Malware®@ (#vigyaoklh7gw, #jgftdm0jxmvk, #3bgdivs83inyf, #2hr...

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || €\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean ]

— || ¢\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

L

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

The results window contains two tabs:
»  Threats Found: The number of files scanned and the number of viruses found.

«  Use the drop-down to choose whether to clean, quarantine or ignore the threat.
»  See 'Process infected files' if you need help with these options.

Note: You will only see the drop-down menus if 'Automatically clean threats' is disabled for the selected scan profile
in 'Settings' > 'Antivirus' > 'Scans'. See Scan Profiles for help with this.

- Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).
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TASK: Shared Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:48

()

(48 THREAT(S) FOUND:8 (%)) SKIPPED FILES: 24

Path

ChShare\Firefox Setup 13.0.1.exe
ChShare\Firefox Setup 13.0.1.exe
ChShare\icedragonsetup.exe
ChShare\icedragonsetup.exe
Ch\Share\Firefox Setup 13.0.1.exe
Ch\Share\Paint.MET.3.5.10.Install.exe
Ch\Share\Paint.MET.3.5.10.Install.exe

ChShare\Paint.MET.3.5.10.Install.exe

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

2.1.5. Automatically Scan Unrecognized and Quarantined Files
»  Click 'Settings' > 'File Rating' > 'File Rating Settings'

«  CCS can periodically re-scan unknown and quarantined files to check whether a new trust rating is
available for them.

+ This area lets you specify a schedule and settings for these scans.
File Rating
»  CCS checks files whenever they are opened and rates them as 'trusted’, 'malicious' or ‘unrecognized'.
« The rating is obtained by checking the file's reputation on our master whitelist and blacklist.
+ Ifnorating is available then CCS checks the trust rating of the software vendor

»  CCS will apply the vendor's reputation to the file if one exists. CCS first checks the vendor's local
reputation in the 'Vendor List'. If no local rating is available then it checks the file lookup service.

There are two ways a file can get an 'unrecognized' rating:

1. Because there is no rating for the file on Comodo's black or whitelists, and no user has assigned a
malicious/trusted rating to the file.

OR
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2. Because an admin, user or Comodo specifically assigned an 'unrecognized' rating to the file.

To view the rating:
» Goto 'Settings' > 'File Rating' > 'File List' > select an unrecognized file > Click 'File Details'
»  Click the 'File Rating' tab

The following examples show files with and without ratings:

« The interface lists 3 ratings, one each from the
user (you), the admin and Comodo.

«  Unknown files with no rating are shown with a

gray ? Icon.

» Acolored icon in the file rating column indicates
it has been rated.

*  Yellow - Unrecognized
«  Green - Trusted
» Red - Malicious

COMODDO File etails ? b4

OVERVIEW

COMODO -File petails ! x
OVERVIEW
Final Rating Unrecognized
Provider Date Fil Rating
Acministrator unrecognized

User ﬂ Rate Now

Comodo ﬂ Unrecognized

»  You can assign a local rating by clicking 'Rate
Now'

Final Rating

Prowider

Administrator

User

Comodo Valkyrie

Unrecognized

Date File Rating

uUnrecognized

ﬂ Rate Mow

10102018 823000 [ Unrecognized

CCS will handle unrecognized files differently depending on whether the rating was proactively applied or not:

»  Files awarded an unrecognized rating by admin, user or Comodo are not uploaded to Valkyrie.

«  All other unrecognized files are uploaded to Valkyrie when executed or discovered by a rating scan. You

can also submit them manually.

Regardless of the above, all unrecognized files are run in the container by default. If required, you can change auto-
containment rules in 'Settings' > '‘Containment' > 'Auto-Containment'. See 'Auto-Containment Rules' for more

information.

Quarantined Files

«  The antivirus scanner moves threats to quarantine to prevent them from infecting your system.

« Allfiles in quarantine are encrypted, so they cannot run or cause harm.

*  You can also manually move suspicious items to quarantine. See Manage Quarantined Items for more

details.

Configure scan settings for unrecognized and quarantined files

+  Click 'Settings' on the CCS home screen
+  Click 'File Rating' > 'File Rating Settings'
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COMODO Advanced Settings ! = o x
w General Settings "
File Rating Settings
w Antivirus
~ Firewall Enable Cloud Lookup (Recommended)
v HIPS Analyze unknown files in the cloud by uploading them for instant analysis

:'. .r_'-_"."_-'i. LY ;’*—I :-_r_' |
»w Containment
M Upload metadata of unknown files to the cloud

» Data Loss Prevention
b4 Do not show popup alerts

This option, when enabled, automatically terminates and quarantines malware detected by

"FlTIﬂg sCan
Rate applications according to their vendor rating
File Groups
Trust files installed by trusted installers
File List
[ Detect potentially unwanted applications

submitted Files e
B Automatically purge the file list from invalid records every |4 = | hourls) -

Vendor List _ N . - .
The file list will be deaned from records on files no longer existing on this computer. It

i : : will not affect records on guarantined files and files rated by administrators.
» Advanced Protection !

Website Eiltaring [J Use proxy when performing Cloud Lookup

1 Automatically scan unrecognized files at equal intervals Edit scan options

[ Automatically re-evaluate quarantined files at equal intervals Edit scan options

« Automatically scan unrecognized files at equal intervals - CCS will check Comodo's master database
to see if a new trust rating is available for unrecognized files. (Default = Enabled and set for every 4
hours)

- Automatically re-evaluate quarantined files at equal intervals - CCS will check Comodo's master
database to see if a new trust rating is available for quarantined files. (Default = Enabled and set for once
everyday)

»  Click 'Edit scan options' to open the unrecognized / quarantined scan profile:
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Unrecognized Files Scan Quarantined Files Scan
COMODO san ToB ¥ COMODO san v o X
Scan Maivs Scaim Marv:
Seding e bo be scanned, scanming options and nunning schedule Cefing Ran to be scanned, scanming options and nunning schedule
CPTICMS  SCHEDULE CHEDLLE
a Pegrfile a Pegfile
O unnscognized Filis O guarsntined Fles

«  Scan Name - The label of the scan. This is pre-configured and cannot be edited.

» Items - The files that are scanned by the profile. 'Unrecognized' and 'Quarantined' files are the
defaults. You cannot edit or add files to this profile.

« Scan Options - (unrecognized files scan only) Configure scan technologies, how to handle threats,
and more. See Configure scan options for the profile in the previous section for help with this.

«  Schedule - Specify the frequency of the scans. See Configure a scan schedule in the previous
section if you need help with this. (Default = Every 4 hours for unrecognized files scan and once in a
day for quarantined files scan).

«  Click 'OK' to save your changes
»  Click 'OK"in the 'Advanced Settings' screen for your settings to take effect.

2.2.Instantly Scan Files and Folders

«  You can scan individual files, folders or drives to instantly to check whether they contain threats.

«  Forexample, this is useful if you are wary about an item you have copied from an external source or
downloaded from the internet.

Instantly scan an item

»  Right-click on the item and select 'Scan with Comodo Antivirus' from the menu:

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 92



COMODO

Creating Trust Online®

| = | poisoni
Home Share Wiew
D b Cut @« Moveto - M Delete - T B .
w.l Copy path ﬂ*
Pin to Quick Co Paste _ - Mew Properties
access 2 [#] Paste shortcut B Copy to = Ko folder p" 4
Clipboard Organize Mew Open
- v A #» ThisPC » Local Disk (C:) » Suspicious * poisonl v | 0 Searc
Mame Date modified Type
7+ Quick access
D hazard.bin 26-05-2017 10:54 BIM
B Decktop -
Open with
; Downloads - |
T-Zip 2
= Docurments - CRC SHA >
| Pictures e
< Scan with COMODO antivirus >
: ODO cohtain
& Share
Restore previous versions
Send to b
Cut
Copy
Create shortcut
Delete
Rename
Properties

The item will be scanned immediately.

Note - CCS skips files which are larger than the max. size, and those that take longer to scan than the max time
allowed.

Click 'Settings' > 'Antivirus' > 'Scans', then open the 'Full Scan' profile to view these thresholds.

«  Scan results are shown when the scan finishes:
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COMODO scan ? oo

TASK: CADId Man Apps\poisonTyhazard.bin

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:00:07

Threat Name Q Action gclean b

E Malware@#3fxgleddfits

|— L] C\Old Man Apps\poison1ihazard.bin + Clean v

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

A

The results window has two tabs:
« Threats Found: The number of files scanned and the number of viruses found.

»  Use the drop-down to choose whether to clean, quarantine or ignore the threat.
« See 'Process infected files' if you need help with these options.

»  Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).

2.3.Process Infected Files

The results screen at the end of a scan lets you clean, quarantine or ignore any detected threats. The screen
contains two tabs:

« Threats Found: Number of malicious items discovered by the scan. You can clean, quarantine or ignore
the threats.

»  Skipped Files: Files that were omitted because they took longer to scan than the time limit.
View identified threats and take actions

Click the 'Threats Found' tab (if it is not already open)
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COMODO scan ? = B

TASK: Shared Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:48

(&) THREAT(S) FOUND:8 () SKIPPED FILES: 24
Threat Name Q| Action | Clean v =
E Malware®@ (#vigyaoklh7gw, #jgftdm0jxmvk, #3bgdivs83inyf, #2hr...

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || €\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean ]

— || ¢\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

L

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

«  Use the drop-down menus to apply actions to individual files:
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COMODO scan ? - o X

TASK: Share Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:06

(42) THREAT(S) FOUND: 8 SKIPPED FILES: 18

Threat Name Q1 | ‘Action |C|ean v

E Malware@ (#vigyaoklh7gw, #jgftdm0jxmvk, #3bgdivss3inyf, #2hr...

}— L] C:\Share\MaIwarE—SampIes—masTeﬁMaIware—M| +" Clean "
o Clean
— Ignore Once

-+ Add to Trusted Files
(i) Report as a False Alert
~+ Add to Exclusions

}— | ] cxShare\Malware-Samples-master\Malware-Samples-mast...

»  Oruse the 'Action' drop-down at top-right to apply your choice to all threats at once.

COMODO sen ? moEL

TASK: Share Folder Scan

1 OO% STATUS: Scan Finished

ELAPSED TIME: 00:03:06

(&8 THREAT(S) FOUND:8 (@) SKIPPED FILES: 18
. | ]
Threat Name Q, Action [ Clean |»|
: ; : ; Clean
E Malware®@ (#vigyaoklh7gw, #jgftem0Ojxmvk, #3bgdivsa3inyd, #2hr...
! Ignore Once
fShare\Malware-Samples-master\Malware-Samples-mast... # Cle| Add to Trusted Files

Report as a False Alert
Add to Exclusions

Available actions are:

« Clean - The virus is removed from the file if a disinfection routine is available. The cleaned file is
left in its original location. If no routine exists, the file is quarantined. Click ‘Tasks' > 'Advanced
Tasks' > 'View Quarantine' to view this area. You can restore or permanently delete files from
quarantine as required. See Manage Quarantined Items for more details.

» Ignore Once - Allows the file to run this time only. The file will still get flagged as a threat by future
antivirus scans.

» Add to Trusted Files - Creates an exception for the file by giving it a "Trusted' rating in the File
List ('Settings' > 'File Rating' > 'File List'). The AV scanner will not detect the file as a threat in
future scans. Only select this option if you are sure the file is trustworthy.
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» Report as a False Alert - Sends the file to Comodo for further analysis. Submitting a false positive
will also add the item to trusted files, so it won't get flagged by future scans. The file will be added
to the global whitelist if Comodo confirms the false-positive

« Add to Exclusions - Creates an exception for the file so it won't get flagged by future virus scans.
You can review exclusions at 'Settings > 'Advanced Protection' > 'Scan Exclusions'. The file's
trust rating does not change.

«  Click 'Apply Selected Actions'. The result is shown in the 'Actions' column:

COMODO scn ? e

TASK: shared Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:48

(&%) THREAT(S) FOUND:8 (&) SKIPPED FILES: 24

Threat Name Q, Action | Clean hd 2

E ApplicUnwnt@#2bzoprs4rgére
Ch\Share\WorkingTimeManagerSetup.exe Cleaned

E Malware@ (#vigyaoklh7gw, #jgftam0jxmvk, #3bgdivsa3iryf, #2hrwdh...
CA\Share\Malware-Samples-master\Malware-Samples-master\... Cleaned
CA\Share\Malware-Samples-master\Malware-Samples-master\... Cleaned
Ch\Share\Malware-Samples-master\Malware-5amples-master... Cleaned
Ch\Share\Malware-Samples-master\Malware-5amples-master,... Cleaned

< > oW

Turn off this computer if no threats are found at the end of the scan

CLOSE

View skipped files
»  Click the 'Skipped Files' tab
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COMODO scan ? - 0 =

TASK: Share Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:06

oy

(%% THREAT(S) FOUND: 8 SKIPPED FILES: 18

Path
ChShare\patch_management_agent.msi
ChShare\TeamViewer_Setup.exe
ChShare\TeamViewer_Setup.exe
ChShare\TeamViewer_Setup.exe
Ch\Share\Silverlight.exe
ChShare\Silverlight.exe
ChShare\Silverlight.exe

ChShare\Silverlight.exe

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

The 'Skipped Files' tab shows files that were omitted from the scan. These files took longer than the max. time
allowed to scan a single file. The max. time allowed depends on the profile used for the scan. To view the max. scan
time

»  Click 'Settings' > 'Antivirus' > 'Scans'

«  Open the profile used by the scan
»  View/edit the max. scan time as required.

Note - The skipped files tab does not show excluded files, or files that were skipped because they exceeded the
maximum file size. It only shows files skipped because they exceeded the max. scan time.

2.4.Manage Virus Database Updates

»  Click 'Tasks' > 'General Tasks' > 'Update'

In order to guarantee continued and effective antivirus protection, it is imperative that your virus database is kept up
to date. Updates can be downloaded manually or automatically

Prerequisite - You must be connected to the internet to download updates.

Manually check for the latest virus and program updates
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«  C(lick 'Tasks' > 'General Tasks'
«  Click the 'Update' tile:

COMODO client - Security 12 S

SETTINGS

|| Secure All systems are active and running
GEMNERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADWAMNCED TASKS Cl\
1 View Quarant 1
Iew Luaranting
Scan E @
Scan your computer for viruses and spyware. == c'i;iﬁi’:_"‘ manage threats quarantined by virus

Update

Run the updater to check for program and virus
database updates.

Unblock Autoruns o

Re-enable previously blocked Windows services
auto-start items or scheduled tasks.

i
B_

Signature updates are downloaded first if they are available:

COMODO update ? — O b4

1 8 ty TASK: Install signatures
(0

STATUS: Finalizing...

TASK STATUS
@ Check for signature updates Completed
@ Download signatures Completed
Install signatures In Progress (90.0%)

View Logs

m STOP SEND TO BACKGROUND
i

]

The updater then checks for web filter, VirusScope, and program updates:
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COMODO update ? = O *

8 0 (y TASK: Check for program updates
(0]

STATUS:

TASK STATUS

@ Check for signature updates Completed

@ Download signatures Completed

@ Install signatures Completed

@ Check for websites database updates Completad

@ Check for recognizer updates Up to date
Check for program updates In Progress

View Logs

m STOP SEND TO BACKGROUND
o

e

CCS will ask you to confirm the update at the following dialog:

»  Click 'Yes' to begin installation:

You need to restart the computer to complete the update process. You can restart immediately or postpone the
restart until later:
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COMODO client - security 12 ?

Restart Computer
Your computer needs to be restarted to complete the process.

D
/

=
N

You may choose to restart it now or postpone this to a later time.

Remind me in:

30 minutes -

RESTART NOW POSTPONE

Automatic Updates

By default, CCS automatically checks for and downloads database updates. You can modify these settings in
Settings > General Settings > Updates.

COMO D] D Advanced Settings ? o O X
— General Settings
@ Updates
User Interface
b Check for database updates every | 1 2| |'10ur(51 v
ot Options

oo .
ST Chn [0 Do not check for updates if | am using these connections

~ Antivirus [ Do not check for updates if running on battery

w Firewall [0 Check for updates during Windows Automatic Maintenance

w HIPS [0 Send requests to COMODO enline services only if internet connection is present
o ContEinmsnt Prowy and Host Settings

w Data Loss Prevention
w File Rating
W Advanced Protection

Website Filtening
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You can also configure Comodo Antivirus to download updates automatically before any on-demand scan. See
'Scan Profiles' for more details.

2.5.Manage Blocked Autoruns

Click 'Tasks' > 'General Tasks' > 'Unblock Autoruns'
«  The 'Unblock Autoruns' area shows applications that were blocked by the boot protection feature of CCS.

»  The feature monitors attempted changes to the registry records of Windows services, auto-start entries and
scheduled tasks. The feature can be managed in the following locations:

» Realtime Scans - Click 'Settings' > 'Advanced Protection' > 'Miscellaneous' > ' Apply the selected
action to unrecognized autorun entries to new/modified registry items'

»  On-Demand Scans - Click 'Settings' > 'Antivirus Settings' > 'Scans' > 'select the scan profile' >
'Options' > 'Apply this action to suspicious auto-run processes'

«  CCS will disable apps that attempt to modify protected registry items if "Terminate and Disable" is chosen for
'Apply this action to suspicious auto-run processes'

»  You can also unblock applications that you think are safe.
View and manage blocked autorun items

«  Click 'Tasks' > 'General Tasks'

«  Click the 'Unblock Autoruns' tile

»  The interface shows all auto-run items blocked by CCS:
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SETTINGS

|| Secure All systemns are active and running
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADVAMCED TASKS O‘
* " . 1
A Scan View Quarantine
J can your computer fc Mise .1 SpyWare, and manage threat juarantneq [ VIrLs

inner

Update

| - i )
@ un the updater to check for p ogram and virus

dataDase updates.

Unblock Autoruns

é-gnable previoush I

auto-start tems or scheduled tasks

COMODO unblock Autoruns ? = O x

Below is the list of currently disabled autorun items. You can unblock any of them, if you are sure they are safe.

&)

.

Delete

N MName Q  Type Y =~ DetectedBy Y Date/Time T Action ¥ Location Q
O nUWIRE Autorun File  Autoruns Scanner  1/10/2019 11:0&5... Disabled ne C)\Program Files (x86)...

O Application R... Autorun File  Autoruns Scanner  1/11/2019 2:41:54... Disabled mw C:\Program Files (x86)...

Unblock Autoruns - Column Descriptions

Column Header Description
Name The label of the blocked item
Type The category of item. For example, 'Autorun File', 'Scheduled Task' or 'Windows
Service'.
Detected By The security module which identified the threat
Date/Time When the item was detected
Action The response to the threat. The possible actions are:
+ Ignore
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« Terminate
« Terminate and Disable
«  Quarantine and Disable

Location Path of the identified application

Restore blocked autorun items
«  Click 'Tasks' > 'General Tasks' > 'Unblock Autoruns'
«  Select the items you want to release
«  Click the 'Unblock' button:

COMODO unblock Autoruns ? — O *

Below is the list of currently disabled autorun items. You can unblock any of them, if you are sure they are safe.

v e
Unblock Delete All
] MName Q  Type T 4 Detected By T Date/Time [71 Action ¥ Location Q
] nuWIRE Autorun File  Autoruns Scanner  1/10/2019 11:06:5... Disabled nw C\Program Files (x85)...

pplicatl'onR... Autorun File  Autoruns Scanner  1/11/2019 2:41:54... Disabled nw C:\ProgramFiIes@

COMODO ciient- Security/ X

@ Would you like to add these files to your antivirus

excluded files too?

T
oo | cox
o

You will be asked if you want to add the file to the Scan Exclusions list.

«  Click 'Yes' to add the item to exclusions. It will be restored to its original location and won't be flagged as
dangerous by future scans.

»  Click 'No' to ignore the item once. It will be restored to its original location, but will still be flagged as a threat
by the next scan.

Delete blocked autoruns entries
«  Click 'Tasks' > 'General Tasks' > 'Unblock Autoruns'
«  Select the items you want to remove
«  Click the 'Delete" button

The item will be removed from your computer.

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 104



Creating Trust Online®

Comodo Client Secur_i,’,fY-USeFGq_iEé comoDo

e,

2.6.Manage Quarantine ltems

Click 'Tasks' > 'General Tasks' > 'View Quarantine'

»  The quarantine area shows malicious files which CCS has isolated to prevent them from infecting your
system.

« Allfiles in quarantine are encrypted so they cannot run or cause harm.

+ ltems are usually quarantined by the antivirus scanner, but it is also possible to manually quarantine items.
See 'General Tasks' > 'Scan and Clean Your Computer' if you want to learn about the AV scanner.

Open the 'Quarantine’ interface
«  Click 'Tasks' on the CCS home screen
«  C(Click 'General Tasks' > 'View Quarantine'
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E|/ Secure | All systems are active and running

GEMNERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADVAMNCED TASKS a,

View Quarantine

View and manage threat

~—~, Update
@' Run the updater to check for pr

database updates,

COM OD O Quarantine

S v

Delete All Submit

O Item 1  Location Q
O  Malware@#jgftamojpmvik CA\Suspicious\Malware-Samples-mas...
0 Malware@#vigyaoklh7gw ChSuspicious\Malware-Samples-mas...
O  Malware@#vigyaoklh7gw CASuspicious\Malware-Samples-mas...
O Malware@#1lienpeuxrw2dy CASuspicious\8200755cbedd6f15eec...
OO0 ™alware@#2dnosiakovirs CASuspicious\AntiTest\AntiTest.exe

O  malware@#vigyacklh7gw Ch\Users\gin\AppData\Local\Google...
(|—| Malwars@#3I0Amh7rordax f@ collcers\niril\AnnDataul acal Temn.,

+ Item - The name of the malicious component
«  Location - The file path of the item
«  Date/Time - When the item was moved to quarantine.
The interface lets you review quarantined files and take the following main actions:

*  Permanently delete the file
» Restore the file to its original location
+  Submit the file to Comodo Valkyrie for analysis

* Manually add files to quarantine

Date/Time i a
5/29/2019 3:538:15 PM
5/29/2019 3:58:07 PM
5/29/2019 3:58:02 PM
5/29/2019 3:57:40 PM
5/29/2019 3:34:06 PM
3/29/2019 3:52:56 PM

5/20/2019 3:52:56 PM
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Search and filter options:
»  Click any column header to sort items in alphabetical order of that column.
»  Click the search icon in the 'ltem' column to search for a file by name.
Click the search icon in the 'Location’ column to search by file-path.

»  Click the icon in the 'Date/Time' column to filter results by time period.

COMODO Quarantine ? T L x
[\ O ] v
Delete Restore Delete All Submit
| Item Q. Location Q1 ~ Date/Time
] Malware@#1ljgilp23a2m7 ] C:\Suspicinus\poé (® (Mo filtering)

() Within last
() Except last hour(s)

| O Today

hour(s] =

O] Backdoor.win32.Rbot.~gen [ Casuspicious\po

(") Current week
(") Current month

() Within the period of

Manually add files to quarantine
Files or folders that you are suspicious of can be manually moved to quarantine:
+  Click 'Tasks' on the CCS home screen
+  Click 'General Tasks' > 'View Quarantine'
»  Click the 'Add' button at the top
» Navigate to the file you want to add to the quarantine and click 'Open’.
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@ (&5 ® o

Submit

Delete Restore Delete All
Location

ﬂ CA\Suspicious\poison2\smb-id9dl67p... 5/2/20

Backdoor.win32.Rbot.~gen Y CASuspicious\poison1\smb-b_8ti77_

Open x

Look in: | poison2 v| @ " g v
i Mame Date modified Type
(=] venom 13-10-2014 19:10 Applicatic

Cuick access

Desktop

|
Libraries

]

This PC

P . ;

Metwork

File name: VEnom e | | Open

o N|Fﬂes{“‘} v : Canm .

The file will be added to 'Quarantine’. You can even send the file for analysis to Comodo Valkyrie, for inclusion in the
white list or black list, by clicking the 'Submit' button.

Remove a quarantined item
«  Click 'Tasks' on the CCS home screen
«  Click 'General Tasks' > 'View Quarantine'
«  Select the items in the quarantine interface and click the 'Delete’ button at the top.
»  Click the 'Delete All' button if you want to permanently remove all quarantined items.
«  Thefiles will be deleted from your computer
Restore a quarantined item
«  Click 'Tasks' on the CCS home screen
«  Click 'General Tasks' > 'View Quarantine'
«  Select the items to be moved back to their original locations and click the 'Restore' button at the top.
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x v
Delete All Submit
Ttem Q. Location Q,  Date/Time |
GenericInfector.d [T C\Users' g\ Desktop\x86\vt.exe 4/10/2017 6:20:16 AM
co MO D O Internet Security X

Would you like to add these files to your antivirus
excluded files too?

1 -

S | aos
g

You will be asked if you want to add the item to the Scan Exclusions list:

« 'Yes'- The file will be restored to its original location. It will not be flagged as dangerous nor quarantined by
future antivirus scans.

»  'No' - The file will be restored to its original location. If the file contains malware it will be re-quarantined by
the next antivirus scan.

Submit selected quarantined items to Valkyrie for analysis

Valkyrie is Comodo's file testing and verdicting system. After submitting your files, Valkyrie will analyze them with a
range of static and dynamic tests to determine the file's trust rating.

»  Click 'Tasks' on the CCS home screen
«  Click 'General Tasks' > 'View Quarantine'
«  Select the items you want to submit. You can send several files at once.

+  Click "Submit' > "Submit to Valkyrie' in the top-menu. The files will be immediately sent to Valkyrie for
analysis.

Tip: Alternatively, right click an item then choose 'Submit to Valkyrie' from the menu.

< All submitted files are analyzed at Valkyrie. If they are found to be trustworthy, they will be added to the
Comodo safe list (white-listed). Conversely, if they are found to be malicious then they will be added to the
database of virus signatures (blacklisted).
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3.Firewall Tasks - Introduction

«  Click 'Tasks' > 'Firewall Tasks'
«  The firewall offers the following main benefits:

«  Monitors all network traffic to protect your computer against inbound and outbound threats
«  Hides your computer's ports from hackers
«  Blocks malicious software from transmitting your confidential data over the internet.

«  The firewall tasks area lets you configure internet access rights per-application, stealth your computer ports,
view active connections, and even block all traffic in-and-out of your computer.

» Inaddition to this tasks screen, you can also configure advanced firewall settings at 'Settings' >
'Firewall'.

COMODO client - Security 12 S

€ HOME SETTINGS

@ Secure | All systems are active and running

GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADVAMNCED TASES Q,

»
Allow Application = Manage Networks

v /f‘ T Allow or block connections from other

Allow an application to connect to the internet.
B P computers in detected networks.

4 »
Block Application Q Stop Network Activity
[

oW

Block an application from accessing the internet, T Block all network activity to and from this PC.

. +

Stealth Ports ‘LT\ View Connections
@ Manage this PC's network .'ICI}'IL':_. fraom other Q v 1B :'-.r.:f'.l| cations which are connected to the

PC's nternet.

See the following sections for help with each area:
« Configure internet access rights for applications
+  Stealth your computer ports
» Manage network connections
«  Stop all network activity
» View active Internet connections

You might need to enter a password to access these tasks if so configured in the Dragon Enterprise profile. See
'Password Protection' for more details."
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.Configure internet acess rights for applications

Click 'Tasks' > 'Firewall Tasks' > 'Allow Application' or 'Block Application’
The firewall tasks screen lets you quickly allow or block applications from accessing the internet.

CDMGBO Client - Security 12 e »

SETTINGS

@ Secure | All systems are active and running

(GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADVANCED TASKS D\
il ™
R » M N K *
= Allow Application V= 5 anage Networks
\/ . . ,.r"" T Allow or block connections from other
Allow an application to connect to the internet. /E} ot oy g ey gar S S
» Stop N kA ’
R —5 Stop Network Activi
= Block Application :9 T P ty
a o . . J"E Block all netwaork activity to and from this PC.
Block an application from accessing the internet.
Y o

> +*

Stealth Ports \I//]\ View Connections
@ hanage this PC's network visibility from other EA View applications which are connected to the

PC's nternet.

Allow an application to connect to the internet

Click 'Tasks' > 'Firewall Tasks'

Click 'Allow Application'

Browse to the main executable file of the application

Click 'Open’.

This will create an 'Allow Request' rule for the application in 'Settings' > 'Firewall' > 'Application Rules'

Block an application's Internet access rights

Click 'Tasks' > 'Firewall Tasks'

Click 'Block Application’

Browse to the main executable file of the application

Click 'Open’.

This will create a 'Block Request' rule for the application in 'Settings' > 'Firewall' > 'Application Rules'

See 'Application Rules' for more info about creating internet access rules.

Tip: If you plan to regularly allow/block applications, right-click on the appropriate tile then select 'Add to Task Bar'.
You can then quickly access the action on the CCS home screen and the widget:
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e Z

»

Allow Application

Allow an application to connect to the internet.

Block Application Ib Addto Task Bar r

Block an application from accessing the internet.

CD Mﬂﬂﬂ Chant - Security 12 — x

cCOMODO

Secure Block Application

All systems are active and runmning

3 s |
3 ol
e

scani View Cuarantine

MEHAGE PROTECTION

3.2.Stealth your Computer Ports

o Click 'Tasks' > 'Firewall Tasks' > 'Stealth Ports'

»  Port stealthing is a security feature which hides your ports to the outside world, providing no response to
port scanners.

What is a port? Your computer sends and receives data through an interface called a 'port'. There are over 65,000
numbered ports on every computer - with certain ports being traditionally reserved for certain services. For
example, your machine almost definitely connects to the internet using ports 80 and 443. Your email application
connects to your mail server through port 25. A 'port scanning' attack consists of sending a message to each of
your computer ports, one at a time. This information is used by hackers to find out which ports are open, and which
ports are being used by services on your machine. With this knowledge, a hacker can determine which attacks are
likely to work against your machine.

«  Stealthing a port effectively makes your computer invisible to a port scan. This differs from simply 'closing' a
port as NO response is given to any connection attempt. A closed port responds with a 'closed' reply, which
reveals that there is a PC in existence.

« Ifahacker or automated scanner cannot 'see' your computer then they will move on to other targets. You
can still connect to the internet and transfer information as usual, but remain invisible to outside threats.
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Stealth ports on your computer
e Click 'Tasks' > 'Firewall Tasks'
e C(lick 'Stealth Ports'

COMODO stealth ports ? X

Ports allow your computer to communicate with other computers in a network. By
stealthing them, you may configure this computer's visibility to others.

Block Incoming Connections
Block all incoming connections and make this PC invisible to all

computers

Alert Incoming Connections
Lets you decide when to make this PC invisible on a case basis by
Block Applicati

showing popup alerts

I d Block an applicat -.f-\,rj.r; FTEFTaT AAR"A

Stealth Ports

hanage thi@C's network visibility from other
PC's.

- Block incoming connections - Your computer's ports are invisible to all networks, regardless of whether
you trust them or not. The average home user (using a single computer that is not part of a home LAN) will
find this option the most convenient and secure. You are not alerted when the incoming connection is
blocked, but the rule adds an entry to the firewall event log file. Specifically, this option adds the following
rule in the 'Global Rules' interface:

Block And Log| IP | In| From Any IP Address| To Any IP Address | Where Protocol is Any

(| E Block IP In From MAC Any To MAC Any Where Protocol Is Any

If you would like more information on the meaning and construction of rules, please click here.

< Alertincoming connections - You will see a firewall alert every time there is a request for an incoming
connection. The alert asks your permission on whether or not you want the connection to proceed. This can
be useful for peer-to-peer and remote desktop applications which need to access your ports in order to
connect. Specifically, this option adds the following rules in the 'Global Rules' interface:

Block ICMPv4 In From <Any IP Address> To <Any IP Address> Where Message is <Message>
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Block ICMPv4 Out From MAC Any To MAC Any Where ICMP Message Is PROTOCOL UNREACHABLE

Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 17.0

[l
l
[] Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 15.0
[] Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 13.0
[

Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is ECHO REQUEST

If you would like more information on the meaning and construction of rules, please click here.

3.3.Manage Network Connections

Click 'Tasks' > 'Firewall Tasks' > 'Manage Networks'

< The manage connections interface lets you quickly view all wired and wireless networks to which your
computer is connected.

«  The lower half of the panel show each network's name, IP address and gateway.
«  You can choose to allow or block a connection from this interface

View all network connections
»  Click 'Tasks' > 'Firewall Tasks'

«  Click 'Manage Networks'
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IREWALL TASKS CONTAINMENT TASKS DLP TASKS ADVANCED TASKS Q

Manage Networks *

Allownor block connections from other
compg Jers in detected networks.

Stop Network Activity

COMODO Manage Networks ? b

; DESKTOP-FKQF9QT (This Computer)

Work #1

Work #2
S S

+/ TRUST NETWORK > BLOCK NETWORK +" TRUST NETWORK > BLOCK NETWORK

« Use the handles (< >) to scroll through all available networks or computers

«  Trust Network and Block Network - You can allow or ban a network by clicking the appropriate button
under the network in question. You will not receive any inbound or outbound traffic from blocked networks.

« Refresh - Reloads the list with the latest network connections. Click this button if you have recently made
network changes that are not yet visible in the interface.

« To view, create or block Network Zones, click 'Settings' > 'Firewall' > 'Network Zones'

3.4.Stop all Network Activities

Click 'Tasks' > 'Firewall Tasks' > 'Manage Networks'

«  The 'Stop Network Activity' feature terminates all inbound/outbound communication between your computer
and outside networks (including the internet).

+  Connections will remain closed until you re-enable them by clicking 'Restore Network Activity'.
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«  This lets you quickly take your computer offline without having to delve into Windows network settings, and
without unplugging cables.

COMODO Cclient - Security 12 - x
SETTINGS
|| Secure | All systems are active and running
GENERALTASKS ~ FIREWALLTASKS  CONTAINMENTTASKS  DLPTASKS  ADVANCED TASKS Q
N + o+
= Allow Application - Manage Networks
v /-'T Al oo L ronnachiane from of
Allow an application to connect to the internet. {;E-"' Allow or block connections from other

computers in detected networks

L »
Block Application Stop Network Activity
E] Block an application from accessing the inte Block all n@mrk activity to and from this PC,
» 7 - 4
Stealth Ports ‘E, View Connections
@ hanage this PC's network visibility from other Q View applications which are connected to the
PC's nternet.

Manage network activities from your computer:
«  Click 'Tasks' > 'Firewall Tasks'
»  Click 'Stop Network Activity' to disconnect your computer from all networks
«  Click 'Restore Network Activity' to re-enable connectivity

-+ »
5 Stop Network Activity ;=37 Restore Network Activity

@*T -*I
"{% Block all network activity to and from this PC. 'r "’6" Restore all network activity to and from this PC.

+ Restoring activity just re-enables your existing firewall rules. Therefore, any networks that you have
previously blocked in 'Manage Network Connections' or 'Network Zones' will remain blocked

You can assign networks to network zones in the 'Network Zones' area
»  You can configure rules per network zone in the 'Global Rules' area

»  You can view all network connections and enable/disable connectivity on a per-network basis in the
'Manage Network Connections' area

3.5.View Active Internet Connections

Click 'Tasks' > 'Firewall Tasks' > 'View Connections'
» View connections shows which applications and services currently have an active internet connection.
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»  You can view the individual connections that each application is responsible for, the direction of the traffic,
the source IP/port, and the destination IP/port.

»  You can also see the total amount of traffic that has passed in and out of your system over each
connection. The list is updated in real time whenever an application opens or drops a connection.

« 'View Connections' is extremely useful when testing firewall configurations or troubleshooting firewall
policies and rules. You can also use it to terminate unwanted connections.

View active internet connections on your computer
«  Click 'Tasks' > 'Firewall Tasks'

«  Click 'View Connections'

Tip: You can also get to this screen by clicking the number below 'Inbound' or 'Outbound' in the home screen
(advanced view).

COMODQO view connections ? O b 4

Protocol Source Destination Bytes In Bytes Out

[ E smartscreen.exe [3752]
|— TCP OUT 10.108.51.194:57606 23.101.182.153:443 TOKB{5.7K. 26KB{2.0..

& [ MyWeather.exe [7160]

}— TCP QUT 10.108.51.194:57616 23.203.134.90:443 436.0 KB {68... 9.8 KB (14....
}— TCP OUT 10.108.51.194:57623 185.53.1738.8:30 0B 193 B
|— TCP OUT 10.108.51.194:57636 185.53.173.8:20 OB 188 B {14 ...

] Evernote.exe [1984)
}~ TCP OUT 10.108.51.194:57817 35.186.213.138:443 60 B 66 B

}» TCP OUT 10.108.51.194:57619 35.186.213.138:443 66 B 66 B
W

T

»  Protocol - The application that is making the connection, the protocol it is using, and the direction of the
traffic. Each application may have more than one connection at any time. Click + to expand the list of
connections.

« Source (IP : Port) - The IP address and port number of the origin of the traffic. If the application is waiting
for communication and the port is open, it is described as 'Listening'.

» Destination (IP : Port) - The IP address and port number of the target. This is blank if the 'Source' column
is 'Listening'.
- Bytes In - The total bytes of incoming data since the session started.
»  Bytes Out - The total bytes of outgoing data since the session started.
Context Sensitive Menu

+ Right-click on an item to open the context sensitive menu:
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sMService.exe [1664]

TCP OUT 10.0.2.15:49162 69.4.80.243
Show Full Path
FcPout 10.0.2. Terminate Connection 127454

Jump to Folder
o [4]

« 'Show Full Path' - view the location of the application

- 'Terminate Connection' - close the application's connection

«"Jump to Folder' - Open the folder containing the application executable
Identify and kill unsafe network connections

KillSwitch is an advanced system monitoring tool that allows users to quickly identify, monitor and terminate unsafe
processes and network connections that are running on their computer. Apart from offering unparalleled insight and
control over computer processes and connections, KillSwitch provides you with yet another powerful layer of
protection for Windows computers.

Comodo KillSwitch can show ALL running processes in granular detail - exposing even those that were invisible or
very deeply hidden. You can simultaneously shut down every unsafe process with a single click and can even trace
the process back to the parent malware.

+  Click the 'More' button in the 'View Connections' to directly access Comodo KillSwitch

& firefox.exe [768]
}— TCP QUT 10.0.2.15:49304 54.88.32.157:80 60 B 66 B

L TCPOUT 10.0.2.15:49305 178.18.231.91:80 60 B 66 B

@R T

If Comodo KillSwitch is already installed in your computer, clicking 'More' will open the application. If not, CCS will
download and install Comodo Killswitch. Once installed, clicking this button in future will open the Killswitch interface.
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- Install Required Packages

The feature requires installation of additional packages.

Package Mame License Agreement Size

COMODO Killswitch View License Agreement 2 MBE

By pressing "Agree and Install", you agree with user license agreements for all the packages listed above.

AGREE AND INSTALL

+  Click 'View License Agreement' to read the license agreement
«  Click 'Agree and Install' to download and install the application.

COMODO client- Security 12 = X

- Install Required Packages

The feature requires installation of additional packages.

Installing COMODO KillSwitch... 99 %

«  KillSwitch will open when installation finishes:
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¥ COMODO KillSwitch

i Killswitch Options View Tools Users Help

¥ System m
Network C i ) Show netwark traffic 'Z:'-\_;,"
Protocol Local Address Local Port Remote Address Remote Port State Owner [+
=) [ svchost.exe(824)
|: TCP jbvm2 135 jbvma2 Listen  RpcSs
TCP& jbvm2 135 jbvm2 Listen  RpcSs
=) 57 System(d)
TCP jbvm2 139 jbvma2 Listen
TCP jbvm2 49155 192.168.70.39 445 Establis...
TCP jbvm2 445 jbvma2 Listen
TCP jbvma2 5357 jbvrn2 Listen
TCPG jbvm2 445 jbvma2 Listen
TCP& jbvma2 5357 Jbvm2 Listen
upp jovma2 137
upp jovma2 138
(= ITSMService, exe(1664)
TCP jovma2 20777 jbvm2 Listen
TCP localhost.cmdm... 20777 lecalhost.crdm.comedo.net 49173 Establis...
TCP jbovma2 49162 243.89.4.69.in-addr.arpa 443 Establis...
TCP jbvm2 49291 ec2-35-157-49-4.eu-central... 443 Establis...
TCP jbvm2 21185 jbvma2 Listen
TCP& jbvm2 21185 jbvm2 Listen
TCP jbvm2 49454 ec2-52-59-11-165.eu-centra... 443 Establis...
= [55 wininit.exe(480)
|: TCP jbvm2 49152 jbvrn2 Listen
TCPG jbvm2 49152 jbvma2 Listen
= (57 svchost.exe(984)
1

n

sl L .F Jo%

4.Containment Tasks - Introduction

Click 'Tasks' > 'Containment Tasks'

«  The container is a secure, virtual environment in which you can run unknown, untrusted, and suspicious
applications.

«  Applications in the container are isolated from the rest of your computer. They are denied access to other
processes, write to a virtual file system and registry, and cannot access your personal data.

«  This makes it an ideal environment for surfing the internet, because nothing you download can spread to
your host system.

»  You can run applications in the container on an ad-hoc basis, and you can also create desktop shortcuts to
always launch a program in the container.
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COMODO Cclient - security 12 B

SETTINGS

| J Secure | All systems are active and running
GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADVANCED TASKS Q
. . 4 4
Lt, Run Virtual Open Shared Space
-~ [——
= Run applications in the container and create <G Open the storage space shared between virtual
shortcuts for them on the desktop and real applications
. » . -+
,1’} Reset the Container Watch Activity
| - Clean container data by erasing all its content &2 jpc-_w _::'M::IF)C_I FI 5_1,-:_{-] o enieradneed
) process and system activity.
. * i e -
oo Run Virtual Desktop o Containment Statistics Analyzer
TT Create a secure virtual desktop and start using finl |E View analysis of Containment events and
_—

e x

protection statistics of the component

Note: Containment is not supported on Windows XP or Windows Server 2003

Containment tasks has the following areas:
e Run Virtual - Run individual applications in the container.

»  Open Shared Space - Shared space is a folder which you can access from both your real desktop and the
virtual desktop. When in the virtual desktop, save your files in shared space if you want to open them on
your host computer.

»  Background. Applications in the container write to a virtual file system and not your local drive. This
prevents them from making potentially malicious changes to your files and folders.

The one exception to this is a folder called 'Shared Space'. This folder can be accessed by both your
host operating system and contained programs. Use the folder to share files between your computer
and the container.

The folder is located at 'C:\Documents and Settings\All Users\Application Data\Shared Space'.
» Reset Containment - Clears all data written by programs inside the container.

»  Watch Activity - Open Comodo KillSwitch to identify unsafe processes and manage system activity.
* Run Virtual Desktop - Start the virtual desktop environment.

« Containment Statistics Analyzer - Detailed information about the processes running on your computer.
Processes are split into contained and non-contained processes.

You might need to enter a password to access these tasks if so configured in the Dragon Enterprise profile. See
'Password Protection' for more details."
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4.1.Run an Application i the Container |

e Click 'Tasks' > 'Containment Tasks' > 'Run Virtual'

»  Choose the program you want to run
+  Click 'Open'

This method above will run the application in the container one-time only. On subsequent executions it will not run in
the container. You need to create an auto-containment rule if you want it to always run in the container.

You can also create desktop shortcuts to always launch an application in the container:

2 Application

Run an application in the Container
«  Click 'Tasks'> 'Containment Tasks'
»  Click 'Run Virtual":

COMOD O client - Security 12

SETTINGS

@ Secure | All systems are active and running

-
[ = I Run applications in the container and create
Recet the Contair
SCOMODO v r =

GEMERAL TASKS FIREWALL TASKS COMTAINMENT TASKS DLP TASKS
U, Run Virtual E L
NI\““‘-‘-s-}lo_ril:uts them on the desktaop. i
You can run applications inside the container isolated from the rest of the
computer, to prevent them from making permanent changes to the system.

rj-; Choose and Run
v Select an application and run it inside the container.

] Create a virtual desktop shortcut

»  Click 'Choose and Run', browse to your application then click ‘Open'.

«  The contained application will have a green border around it. Enable 'Create a virtual desktop shortcut' if
you plan to run the application in the container in future.
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& open >
T <« Progra.. » DrivingSpeed2 » w | Search Driving5peed2 o)
Organize = MNew folder =z »  [H o
# Quick access i Mame Date modified Type
B Desktop - data 28-10-2016 16:43 File folder
; Downloads  # & Driving5Speed 06-01-2012 15:58 Applicatid
Iﬁ Documents  # ﬁ_%! unins000 28-10-2016 16:42 Applicatid
o 71| website 26-08-2007 15:13 Internet 5
= Pictures -
= Local Disk (C:)
Jﬁ Music
SpreadSheets
m Videos
‘@ OneDrive
3 This PC
— WL 3
File name: | DrivingSpeed ~| | Applications (*.exe) w
Open - Cancel

You can also run an applications in the container from the right-click menu:
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# Quick access

B Deskiop

v" Downloads

|5 Documents

= Pictures

‘i Local Disk (C:)

J Music
SpreadSheets

| videos

i OneDrive
E This PC

g Network

8 itemms

Share

« Local Disk (C:) * Program Files (x86) * DrivingSpeed2 »

W oW N W

Application Tools

View

Mame

data
& DrivingSpeed
u eula
|®| helpfag
ﬁ readme
L] unins00.dat
ﬂ unins000
71| website

1 itern selected 1.12 MB

Driving5peed2

Manage

I

Date modified

28-10-2016 16:43

06-01-2012 15:58
Open

® Run as administrator
Troubleshoot compatibility
Pin to Start

B 5can with COMODO antivirus
E Runin COMODO caE}uine:

PFin to taskbar

Restore previous versions

Send to p

Cut
Copy
Create shortcut

& Delete
9 Rename

Properties

W

o

-— O x
0

Search DrivingSpeed? 2
Type Size
File folder
Application 1.15T KB
Text Document QKB
Firefox HTML Doc... 3KB
Text Document 4FKE
DAT File 208 KB
Application 659 KB
nternet Shortcut 1KB

»  Choose 'Run in Comodo container' from the context sensitive menu
Run browsers in the container

The CCS widget contains shortcuts to run your browsers in the container:

cCOMODO

» The green border indicates that the browser is in the container:
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Tip: Running a browser in the container deletes all traces of your activities. This includes your browsing history,
cookies, and offline data stored by the websites you visit. Virtualization protects your computer from anything
malicious that is downloaded. See The Virtual Desktop for more details.

Note. You may see an error if an app on the host tries to update itself at the same time as that app is updating itself
in the container. This is a classic Windows sharing violation which is shown when an app attempts to write to a file
that is already in use. Please shut down the contained version of the app then run the update on the locally hosted
version. The contained version will function correctly once the update to the local version is complete.

4.2.Reset the Container

o Click 'Tasks' > 'Containment Tasks' > 'Reset the Container'

«  Programs in the container write all data and system changes to a virtual file system. This means the
program cannot harm your computer or sensitive data.

- Files saved in the container could contain malware downloaded from websites, or private data in your
browsing history.

- Periodically resetting the container will clear all this data and help protect your privacy and security. If data
has accumulated over a long period of time, then a reset will also help the container operate more smoothly.

- The 'Reset the Container' option lets you delete all items saved in the container.
Clear the container

»  Click 'Tasks' > 'Containment Tasks'
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«  C(Click 'Reset the Container'
+  Click 'Erase Changes".

COMOD O client - Security 12

SETTINGS

@ Secure | All systems are active and running

GEMNERAL TASKS FIREWALL TASKS COMTAINMENT TASKS DLP TASKS ADVANCED T

* Open Shared Spa

~

Lt Run Virtual
=

v
Run applications in the container and create o ‘pen the
shortcuts for them on the deskiop and real a

Reset the Container

Clean containegvdata by erasing all its content

— Run Virtual Desktop

COMODQO Reset the Container ? X

You may reset the container to eradicate all the changes made by contained
applications.

f'ﬁ Erase Changes
| X I Cleans all data saved by the containment module

The contents in the container will be deleted immediately.
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CO MOD O Reset the Container X

V|

The container has been successfully reset.

CONTINUE

+  Click 'Continue’ to close the dialog.

4.3.|dentify and Kill Unsafe Running Processes

«  Click 'Tasks' > 'Containment Tasks' > 'Watch Activity'

KillSwitch is an advanced system monitor that lets you identify and terminate any unsafe processes on your
computer. Apart from offering unparalleled insight and control over computer processes, KillSwitch provides another
powerful layer of protection for Windows computers.

KillSwitch can even show processes that were invisible or very deeply hidden. You can identify all unsafe processes
with a single click then quickly shut them down. You can also trace back to the software that generated the process.

Open KillSwitch
«  C(Click 'Tasks' > 'Containment Tasks'
«  Click the "Watch Activity' tile
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COMODOD client - Security 12

The virus signature database is NOT up-to-date
ADVANCED TASKS Q

] Secure

GEMERAL TASKS

DLP TASKS

FIREWALL TASKS CONTAINMENT TASKS

3 Open Shared Space

Lt, Run Virtual
‘% I Open the starage space shared between virtual
and real applications

=
E = Run applications in the container and create
shortcuts for them on the desktop

Watch Activity

Open COMODO KillSwitch to monitor advanced

Reset the Container

A1
= ~
Clean container data by erasing all its content

<.

process and system activity.

: 1 . - *
1 Run Virtual Desktop ogP Containment Statistics Analyzer
TT Create a secure virtual desktop and start using La ﬂ" vView analysis of Containment events and
- t. : * protection statistics of the component

If Comodo KillSwitch is already installed in your computer, clicking ‘Watch Activity' will open the application

If not, CCS will download and install KillSwitch.

COMODO client- Security 12

Install Required Packages
The feature requires installation of additional packages.

Size

License Agreement

Package Name
& MB

View License Agreement

COMODO Killswitch

By pressing “Agree and Install”, you agree with user license agreements for all the packages listed above.
AGREE AND INSTALL

Click 'View License Agreement' to read the license agreement
Click 'Agree and Install' to download and install the application.
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COMODO ciient- Security 12 b X

- Install Required Packages

The feature requires installation of additional packages.

Installing COMODO KillSwitch... 99 %

KillSwitch will open when the installation is over:

Fa COMODO Killswitch a 3

MName Vitualizati.. CPU Working 5et User Mame
=) [57 System Idle Process ] B5.93 4 KB
i-ilme'ruma
Eippcs
=l W7 Systemn 4 Hone Dsabled 132 KB LOCAL_SYSTEM
|: E sz 340 Trusted Hone [esabled 505 KB NT AUTHORITYWSY.
B Mernory Compression a2 191,372 KB NT AUTHORITYSY,
[ esrssoexe dad Trusted Mone [ezabled 3, T2 EB NT AUTHORITYEY.
=) [ waninit exe 508 Trusked None [resabled 4,280 KB MT AUTHORITYSY,
F2) ] services exe 392 Trusted Mane [esabled 312 8,324 KB NT AUTHDRITYEY.
Hel o] swehost exe 228 Trusted Mane Lrsabiled 58,265 KB WT AUTHORITYSY
— [0 WUDFHest, axe T84 Trushed Mane Crsalsled B0 KB MT AUTHORITYWLD
-2 1) TabTip, exe 4924 Trusted Mane Drzabiled 14,524 KB DESSTOP-HIGS0EM,
L @ TabT ip3leme =32 4584 Trusted Mane Disaliled 5,892 ¥B DESETOP-HIES0EM,
2l (W] swehost.ese T16 Trusted Mame [rsabled 20,732 KB MT AUTHORITYSY
— [ Searchil.exe 1785 Trusted Mome Disabiled 85,006 KB DESKTOP-HIBS0BM
- ﬂj'.‘.'mipn.-SE.exe 32 2700 Trusted HMone [sabled 34,082 KB NT AUTHORITYLSY.
— [ RuntimeBroker.exe 3064 Trusted Mome [Hsabled 19,2082 KB DESETOP-HIG50BM
~  [aF ShellExperienceHost ene 4134 Trusted MNone Disabled 54410 KB DESETOP-HIGS0EM
— i WmiPrSE.exe 4444 Trysted MNane Disabled 9,760 KB NT AUTHORITYSY.
— [ ApplicationFrameHostexe ATED Trusted Nane Disabled 20,628 KB DESKTOR-HIGS0BM,
- E‘]Qﬁrrm';ftringﬁ.m 5380 Trusted Mane Desabled 38 957 KB DESETOR-HIGS0RMY,
C [ covwpone B0 Trusted Mane Dsabled 51,045 KB WT ALUTHORTYSY.
~ B swchost.exs TEd Trusted Mane Disabled 11,622 KB NT AUTHORTY ME
- [ svchost.exs B Trusted Mame Disakiled 19,240 KB WT AUTHORITYME w
€ 3
A plhicabons (B el
Services (558)

N OB m

«  See the KillSwitch guide for help to use the product - http://help.comodo.com/topic-119-1-328-3529-The-
Main-Interface.html.

4.4.0pen Shared Space

»  Click 'Tasks' > 'Containment Tasks' > 'Open Shared Space'
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«  Applications in the container are not allowed to write to your local drive for security reasons. Instead, they
write all data, and save all files, to a special folder called 'Shared Space'.

- Files in shared space can also be accessed by non-contained applications (those running as normal on
your computer).

« Ifyou want to access files in the container from your local system, then you should download them to
shared space.

»  The default location of shared space is 'C:/Program Data/Shared Space'

Open shared space

»  Click 'Tasks' > 'Containment Tasks' > 'Open Shared Space”:

COMODO diient - security 12 =X
SETTINGS
|| Secure | The virus signature database is NOT up-to-date
GENERAL TASKS FIREWALLTASKS ~ COMTAINMENT TASKS DLP TASKS ADVANCED TASKS Q,
: *
{}r Run Virtual Open Shared Space
~ f——
= Run applications in the container and create < <% Open the starage space shared between virtual

shortcuts for them on the desktop

'-.._______ir_.:l_rc:u applications

-+,

+
i : Watch Activi
~{t~ Reset the Container R ty
= <€ Open COMODO KillSwitch to monitor advanced

Clean container data by erasing all its content o S .
' process and system activity.

; £ . - *
] Run Virtual Desktop ogP Containment Statistics Analyzer
TT Create a secure virtual desktop and start using _u_n_l]_ﬂ View analysis of Containment events and
t. = protection statistics of the component

4.5.The Virtual Desktop

» (o to 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'

»  The virtual desktop is a sandbox environment in which you can run programs and browse the internet
without fear those activities will damage your computer.

« Applications in the virtual desktop are isolated from the rest of your computer, write to a virtual file system,
and cannot access your personal data.

- This makes it ideal for risk-free internet surfing and for testing out beta/unstable software.
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Virtual Desktop at a glance:

«  The virtual desktop can run any program that you normally run in Windows. It is ideal for running untested,
unknown and beta software. You can also use it to visit websites that you are not sure about.

«  Any changes made to files and settings in the virtual desktop will not affect the originals on your host
system. Similarly, any changes made by malicious programs or unstable beta software will not damage your
real computer.

» Use the 'Shared Space' folder to save any files you want to access from Windows. This folder is the only
place that the virtual desktop can write to on the host file system.

»  You can also configure virtual desktop to access removable storage devices like USB sticks and external
hard disk drives to store data from it.

- The virtual keyboard lets you securely enter confidential passwords without fear of key-logging software.

«  The virtual desktop is also ideal for public computers such as those in a library or classroom. Any actions
taken by users cannot damage the host computer. The virtual desktop can be reset and all changes cleared
at the end of every session.

»  The virtual desktop can be password-protected and configured to start automatically at user logon.
»  You can create shortcuts on the host desktop to launch applications in the virtual environment.
*  You can white-label the virtual desktop with your own company logos in the Dragon Enterprise console.

«  See https://help.comodo.com/topic-463-1-1029-15684-Communication-Client-and-Comodo-
Client---Security-Application-Ul-Settings.html for more on this

See the following sections for more help:
«  Start the Virtual Desktop

» The Main Interface
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* Run Browsers inside Virtual Destop
»  Open Files and Run Applications inside Virtual Desktop
» Pause and Resume the Virtual Desktop

» Close the Virtual Desktop

4.5.1. Start the Virtual Desktop

«  Click 'Tasks' on the home screen
»  Click 'Containment Tasks' > 'Run Virtual Desktop'

You can start the virtual desktop from the home-screen shortcut, from the widget, or from the '‘Containment Tasks'
screen. You can also configure the virtual desktop to start automatically after you login to Windows.

Note. If CCS is in Virtual Desktop mode, you can start the application by simply clicking the desktop shortcut.

See the following sections for more help:

«  Open the virtual desktop from CSS or the widget

» Launch the virtual desktop at user logon

+  Start the virtual desktop from the containment tasks screen
Start the virtual desktop from CCS or the widget

+  Click the virtual desktop icon on the CCS home screen, or on the CCS widget:

COMODDO cient - security 12 o5

3 Secure
© @lle
Run Virtual Desktop Update
Secure
The virus signature database is NOT up-to- F
1 1 T I U @ H@

FIX IT! : )
_ Scan View Quarantine

MAMNAGE PROTECTION

Note: The home screen and widget shortcuts are only available if you have added the 'Virtual Desktop' shortcut:
«  Click 'Tasks' on the home screen

+  Click 'Containment Tasks'
+  Right-click on the virtual desktop tile
«  Select 'Add to Task Bar'
See 'Add tasks to the home screen' if you need more help with this.

The virtual desktop opens at the session selection screen.
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Launch the virtual desktop at user Iogon

*  You can configure the virtual desktop to start automatically whenever certain users login to Windows.
«  This means the virtual desktop becomes the default operating environment for those users.
Add users
«  Click 'Settings' on the home screen
»  Click 'Containment ' > 'Virtual Desktop'
»  Select the 'Users' tab
« Click 'Add'

— termination

APPLICATIONS USERS

Users for whom Virtual Desktop will be launched as a primary working environment:

(&)

Reset to
Default

Remowve

[ ] User or Group Q. Enable
Guests a0
Alice m
o ] o
él':ct User or Group *
Select this object type:
|User. Group, or Built-in security principal | i Dbject_fl}_’p_e__s_...__i

From this location:
[DESKTOP-8GTTSH7 || Locations... |

Enter the object name to select (examples):

Check Names

Advanced.. | oK | Cancel |

»  Select the users or groups to whom you want the rule to apply.

«  Type the names of users or groups in the format <domain name>\<user/group name> or
<user/group name>@<domain name>.

« Alternatively, click 'Advanced' then 'Find Now' to locate specific users/ groups.
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«  (Click 'OK'" to confirm.

Select User or Group >

Select this object type:

|User. Group, or Builtdn security principal | | Ohject Types...

From this location:
|DESHTDF‘-EG'I‘I’5H? | Locations.._

Enter the object name to select (examples):

| Check Mames
i oK Cancel

Select User or Group >
Select this object type:
|User. Group, or Builtdn security principal | Ohject Types. ..
From this location:
| DESKTOP-BGTTSH7 || Locations...

Commaon Quenes

Starts with Columns...

Starts with

Disabled accounts

Mon expiring password

Coce

Search results:
MName In Falder £
M pccess Cortr..  DESKTOP-BGT...
B Administrator  DESKTOP-BGT...
M3 pdministrators  DESKTOP-BGT...
2, Alice DESKTOP-BGT...
M2 Backup Oper.. DESKTOP-BGT...
.Y Bab DESKTOP-BGT...

42 Cryptographic... DESKTOP-BGT...
&) DefaultAccount  DESKTOP-BGT...
42 Device Owners  DESKTOP-BGT...
%} Distributed C...  DESKTOP-BGT...

The user / user group will be added to the list.

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 134



Creating Trust Online®

Comodo Client Secur_itY-US"e'r'Gu_iae coMoDo

e Z

[} .
termination

APPLICATIONS USERS

Users for whom Virtual Desktop will be launched as a primary working environment:

L » (&

A S Reset to

Add Remove Default
| User or Group €} Enable
O  Guests g
O] Alice m
O  eob a

*  Repeat the process to add more users.
»  Click 'OK' to save your settings
«  Click 'OK"in the 'Advanced Settings' dialog for your changes to take effect

«  See 'Virtual Desktop Settings' if you need more help with this
The virtual desktop opens at the session selection screen when the selected users log-in.

Start the virtual desktop from the containment tasks screen

»  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'
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COMODO Cdlient - security 12

SETTINGS

@ Secure All systems are active and running

GEMERAL TASKS FIREWALL TASK: @ DLP TASKS ADVAMCED TASKS C'\

. 4 4
Lt, Run Virtual Open Shared Space
-
= Run applications in the container and create -'-rp Open the starage space shared between virtual
shortcuts for them on the desktop and real applications
. » . -*
~ft+ Reset the Container Watch Activity
| | Clean container data by erasing all its content (Y Open COMODO Killswitch to monitor advanced
: process and system activity.

Containment Statistics Analyzer

View analysis of Containment events and
protection statistics of the component

Run Virtual Desktop

Create a secure virtual desktop and start us

e L

Sy

The virtual desktop opens:
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C COMODO Virtual Desktop

14:47 16-05-2019

Last Session Duration: 00:00:53

Start Virtual Desktop Session

E Switch to Windows View

«  Click the 'Start Virtual Desktop Session' button
»  Click 'Accept' at the disclaimer screen to open the virtual desktop.

C Virtual Desktop - Disclaimer

You are about to launch new Virtual Desktop session. Please read the following carefully
before you continue.

¢Insert disclaimer text here:

Note: This screen is only relevant for customers who white-label the interface. It can be safely ignored by most
customers and end-users.
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If you do want to white-label the interface, you can configure the disclaimer message at 'Settings' > 'Containment' >
'Virtual Desktop'. You can also disable the disclaimer entirely from there.

See 'Show disclaimer upon Virtual Desktop startup' to view help with this. Details on how to white-label CCS
are in a wiki article here.

» You will see a four digit access code If session protection is enabled:

L Vvirtual Desktop - Session Access Protection

Please use the following PIN to access the current session, if you pause it.
Before you pause the session, you will be able to view the PIN via Virtual
Desktop widget or start menu.

7506

«  This feature lets you suspend a virtual desktop session and resume it later without losing any data. The PIN
is required to unlock the suspended session.

»  Please make a note of the PIN number. See Pause and Resume the Virtual Desktop for more details

Tip: You can view the PIN at any time by clicking the ‘Show PIN"icon m in the virtual desktop start
menu

4.5.2. The Main Interface

»  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'
«  Click the 'Start Virtual Desktop Session' button
» The start menu has application shortcuts, and also lets you pause and close the virtual desktop.

*  You can add your own application shortcuts and start menu items at 'Settings' > 'Containment' >
"Virtual Desktop'.

«  The tool box at bottom-right also has controls to pause and close the virtual desktop.
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The 'Start' menu

Click the red 'C" icon to open the start menu:
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COMODO Virtual Desktop
explorer
Google Chrome

F MyWeather

3

give_a_dog_a_bone

paddy_whack

| MBFreefstrologyBirthChart

firefox

Pause Virtual Desktop Session

Close Virtual Desktop Session

Show PIN

The menu has the following options:

« Browsers and other applications - The start menu contains shortcuts for Windows Explorer and
the default browser on the endpoint. You can also add shortcuts for other browsers and
applications at 'Settings' > 'Containment' > 'Virtual Desktop'. See Add applications to virtual
desktop in Virtual Desktop Settings.

«  Click an item to open it inside the virtual desktop.

» Pause Virtual Desktop Session - Temporarily close the virtual desktop. If PIN protection is
enabled, you need the PIN to resume a paused session. See Pause and Resume the Virtual
Desktop.

» Close the Virtual Desktop Session - Exit the virtual desktop and return to Windows. If your
virtual desktop is password protected, you have to enter the password to exit. See Close the
Virtual Desktop.

«  Show PIN - Displayed only if PIN protection is enabled for the virtual desktop. Shows the code
generated for the current session. This is required to resume a paused session. See Pause and
Resume the Virtual Desktop for more details.

Tools and Taskbar

« Keyboard language - Click the language button m at bottom-right and select the language of your
keyboard.
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English (United States)
US keyboard

Tamil {Indiz)
Tamil 99 keyboard

» Note 1 - This list only shows languages that are already enabled in Windows.
»  Note 2 - You can use Windows 'On-Screen Keyboard' (OSK) as virtual keyboard in virtual desktop.

»  Enable OSK - Click the Windows 'Start' button > 'Settings' > 'Ease of Access' > 'Keyboard' >
enable 'Use On-Screen Keyboard'.

»  The settings above are for Windows 10. The procedure may vary slightly for other Windows
versions.

+ Tools Box - The tools box at the bottom-right contains controls for pausing and closing the virtual desktop.

COMODO Virtual
Desktop

g N

. - Pauses the virtual desktop session. If PIN protection is enabled, you need the PIN to
resume a paused session. See Pause and Resume the Virtual Desktop for more details.

=
. - Closes the session.

. m - Displayed only if PIN protection is enabled for virtual desktop. Shows the PIN number
generated for the current session. This is required for you to resume a paused session. See
Pause and Resume the Virtual Desktop for more details.

4.5.3. Run Browsers inside the Virtual Desktop

»  Click 'Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'
»  Click the 'Start Virtual Desktop Session' button

«  The virtual desktop provides an extremely secure environment for internet related activities because it
isolates your browser from the rest of your computer.

« Just by visiting them, malicious websites can install malware, rootkits and spyware on your computer.

+  Surfing the internet from inside the virtual desktop removes this threat by preventing websites from
installing applications on your real computer.

»  Furthermore, the virtual keyboard lets you securely enter your user-names and passwords without fear of
key-loggers recording your keystrokes.
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Add browser shortcuts inside the virtual desktop
«  The virtual desktop start menu contains a shortcut to your default browser.
*  You can add shortcuts for other browsers as follows:

»  Click 'Settings' > 'Containment' > 'Virtual Desktop'
»  Click the 'Add' button in the applications section:

COMODO Advanced settings ? b O b4
v General Settings
Virtual Desktop
o Antivirus =
w Firewall [ Request password when exiting Virtual Desktop Create/Changs password
v HIPS [0 Show disclaimer upon Virtual Desktop startup Edit Disclaimer

i O Protect paused Virtual Desktop session with PIN
= Containment
Duration of paused Virtual Desktop session before its automatic

Containment Sethings .
> = termination

= | min(s)
Auto-Containment - ; USERS

Protected Objects

Applications quickly accessible via Virtual Desktop shortcuts or start menu:

w Data Loss Prevention : el
Feset to
Default
w File Rating =
Applications {1 Q  Deskiop start Menu
w Advanced Protection Running Procebsts
rer.exe m
Website Filtering
O  c:\Program Files\internet Explorenjiexplore.exe Q

« Add a browser as follows:
«  Click 'Add" > 'Applications' > locate the executable file of the browser > click 'OK'".
OR
»  Start the browser on the host computer
«  Click 'Add' > 'Running Processes' > locate the browser process > click 'OK'.
+  Use the 'Desktop' and 'Start Menu' switches to enable/disable each type of shortcut.
«  Click 'OK' to save your settings
«  Click 'OK"in the 'Advanced Settings' dialog for your changes to take effect

» See Add applications to virtual desktop in Virtual Desktop Settings if you need more help on
this.

The shortcuts are now available inside the virtual desktop.

Run browsers inside virtual desktop

+  Use the desktop shortcuts or start menu items of the browser that you want to run
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COMODO Virtual Desktop

explorer

Google Chrome

i MBFreeAstrologyBirthChart

firefox

launcher

Pause Virtual Desktop Session

Close Virtual Desktop Session

Show PIN

The selected browser will open at its home page.
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»  Your browsing history and other internet activity are not stored on your computer when you close the
session.

4.5.4. Open Files and Run Applications inside the Virtual Desktop
«  Click Tasks' > 'Containment Tasks' > 'Run Virtual Desktop'
«  Click the 'Start Virtual Desktop Session' button
Use any of the following methods to run a local program or file in the virtual desktop:
«  Open applications/files from virtual desktop shortcuts
» Navigate to the application/file
Desktop shortcuts and start menu items
»  The virtual desktop start menu contains shortcuts to Windows Explorer and your default web browser.
= You can create other shortcuts in the virtual desktop to open your favorite applications

»  Click 'Settings' > 'Containment' > 'Virtual Desktop'
«  Click the 'Add' button in the applications section:
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COMODO Advanced settings f O b4
w General Settings
Virtual Desktop
. Antivirus =
w Firewall O Request password when exiting Virtual Desktop Create/Changs password
v HIPS [ Show disclaimer upon Virtual Desktop startup Edit Disclaimer

i [J Protect paused Virtual Desktop session with PIN
— Containment

Duration of paused Virtual Desktop session before its automatic

I t Se 5 .
Containment Settings TR

= | minis)
Auto-Containment - : UISERS

Protected Objects

Applications quickly accessible via Virtual Desktop shortcuts or start menu:

w Data Loss Prevention

w File Rating -
Applications Q  Desktop Start Menu
v Advanced Protection Running ﬂroq{:ls
rer.exeg m
Website Filtering
[0  caprogram Filesyinternet Explorenjexplore.exe a

» Add an application as follows:
»  Click 'Add' > 'Applications' > navigate to the file
OR

- Start the application on the host computer

«  Click 'Add' > 'Running Processes'

»  Select the application's process and click 'OK'
+  Use the 'Desktop' and 'Start Menu' switches to enable/disable each type of shortcut.
»  Click 'OK' to save your settings
«  Click OK in the 'Advanced Settings' dialog for your changes to take effect

»  See Add applications to virtual desktop in Virtual Desktop Settings if you need more help on
this.

The shortcuts are now available inside the virtual desktop.
»  Use the desktop shortcuts or the start menu items to open the application / file.
«  Changes made in the virtual desktop are not be saved to the host system.
Navigate to Application / File

»  Click the 'C' button at bottom-left, then 'explorer'
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COMODO Virtual Desktop
explorer k
Google Chrome

| MBFreehstrologyBirthChart
firefox
launcher
swriter
give_a_dog_a_bone
Pause Virtual Desktop 5
Close Virtual Desktop 5

Show PIN

« Navigate to the application / file and open it. The file will open in the virtual desktop.
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| |ﬂ S Application Tools  MB Free Astrology Birth Chart = O *
Home Share View Manage 9
T s / ™. — :
& cut e '?l__] 5 Open FH setect all
w. Copy path -T_‘]' Edit 10 Select none
Pin to Quick Co Paste - IE] v = Mew Properties
access i E| Paste shortcut ‘&) Copy to ‘__ﬁ Remame folder p- =y History E‘F_‘Imrert selection
Clipboard Organize Mew Open Select
e v <« Program Files (x86) » MB Free Astrology Birth Chart v O Search MB Free Astrology Birt... @
old man files  * MName Date modified Type Size
N . &1 birthchart 16-07-200707:19  lcon 3KB
Suspicious [#] Bmp2ipeg.dil 16-07-2000 16:20 Application extens... 182 KB
Systemn32 u IMNSTALL 12-04-2019 14:05 Text Document 4 KB
. J_%ji MBFreefstrologyBirthChart 17-03-2010 16:12 Application 3,016 KB
& OneDrive . - _ S R
ﬁ Unwise 17-03-2010 15:23 Application 500 KB
v O This PC
J 3D Objects
B Desktop
[% Documents
Jy Downloads
J‘! Music
|&=] Pictures
B videos
> am LocalDisk (G) |,
Siterns 1 item selected 2.94 MB =

»  The changes made will not be saved to your real Windows system.

4.5.5. Pause and Resume the Virtual Desktop

» You can pause a virtual desktop session and resume it at a later time without data loss.

« If pause PIN protection is enabled, you will need to enter a (randomly generated) 4-digit number to resume
the virtual desktop.

+  Other users of the computer cannot resume the paused session without knowing the PIN.
« The PIN is auto-generated for every session and is shown at start up:

IC virtual Desktop - Session Access Protection

Please use the following PIN to access the current session, if you pause it
Before you pause the session, you will be able to view the PIN via Virtual
Desktop widget or start menu.

1707

«  Click 'Show PIN' m in the start menu / tools box to view the number at any time.

»  See Secure virtual desktop sessions with a PIN in Virtual Desktop Settings for more details
on configuring PIN protection for virtual desktop

Pause a virtual desktop session
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Click the 'Pause’ button in the tools box at the bottom-right

COMODO Virtual
Desktop

{ E FPIN
I I . b 4

ENG

314 PM

Alternatively, click the 'C' button at bottom-left, then 'Pause Virtual Desktop Session'
The session temporarily closes:

C COMODO Virtual Desktop

12:34 17-05-2019

Current Session Duration: 00:45:43

Continue Paused Session

Close Virtual Desktop Session

Switch to Windows View

Click 'Switch to Windows View' if you want to open your real Windows system.
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- If password protection is enabled, you will be asked to enter the exit password for the virtual desktop.

CO MOD O Enter password X

Password: ||

o | o

Enter the password and click 'OK'
The virtual desktop tool box is shown at the bottom-right corner of the screen:

COMODO Virtual
Desktop

=] By -~

12:40
17-05-2019 Eﬁ

i1 o)) ENG

The box contains the following controls:

- Returns to the paused virtual desktop session

m - Closes the paused desktop session. See Close the Virtual Desktop for
more details.

m - Only shown if PIN protection is enabled. Click to view the PIN for the
current session.

Resume a paused virtual desktop session

-
»  Click the return icon the to re-open the virtual desktop:
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C COMODO Virtual Desktop

12:55 17-05-2019

Current Session Duration: 00:45:43

Continue Paused Session

Close Virtual Desktop Session

Switch to Windows View

»  C(Click 'Continue Paused Session'
« If PIN protection is enabled, you will be asked to enter the PIN:
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C virtual Desktop - Session Access Protection

Enter PIN for continue paused session

0000 | contine

«  Enter the PIN you noted down during the start of the session and click 'Continue'
« If PIN protection is not enabled, you will be directly taken to your virtual desktop.

4.5.6. Close the Virtual Desktop

«  Click the 'Close' button in the tools box at bottom-right:

COMODO Virtual
Desktop

@ fe o

ENG

333 PM
10/1/2019

«  Alternatively, click the 'C' button at bottom-left then select 'Close Virtual Desktop Session'.

COMODO Client - Security x

«  Click 'OK' to confirm
»  You will return to the virtual desktop start screen:
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C COMODO Virtual Desktop

13:30 17-05-2019

Last Session Duration: 00:07:09

Start Virtual Desktop Session

Switch to Windows View

»  Click 'Start Virtual Desktop Session' to open a new session
»  Click 'Switch to Windows View' to return to the host desktop
»  You will need to enter an exit password if password protection has been enabled:

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 152



 ———

Creating Trust Online®

Comodo Client Secu[[ty..,.=--HSé'f"@ind e  comono

et /

[

COMODO center password X

Password: |

o o

«  Enter the password and click 'OK'
»  The virtual desktop tools box is displayed at the bottom-right corner of your Windows screen.

COMODO Virtual
Desktop

=] X

-
»  Click to return to the virtual desktop and start a new session
«  Click m to completely close the virtual desktop

Terminate a paused virtual desktop session

When a virtual desktop session is paused, it shows the tools box at the bottom-right of your Windows screen.

COMODO Virtual
Desktop

E x F{nlﬂ

12:40
17-05-2019 Eﬁ

-
e Click to return to the virtual desktop

«  Click m to completely close the virtual desktop

i1 o)) ENG

- Enter password if configured in 'Advanced Settings' > 'Containment' > 'Virtual Desktop' > 'Request
password when exiting Virtual Desktop'

+  Click 'OK".

4.6.Containment Statistics Analyzer

+  Click 'Tasks' > 'Containment Tasks' > 'Containment Statistics Analyzer'
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«  The containment statistics area lets you view the activities of processes on your computer and those in the
container.

Open Containment Statistics Analyzer

»  Click 'Tasks' > 'Containment Tasks'

«  Click the 'Containment Statistics Analyzer' tile

COMODO Cclient - security 12 = X
SETTINGS
|| Secure All systems are active and running
GEMERAL TASKS FIREWALL TASKS COMNTAINMENT TASKS DLP TASKS ADVANCED TASKS Cl\
. » »
LL Run Virtual Open Shared Space
=
= Run applications in the container and create g Open the storage space shared between virtual
shorteuts for them on the desktop and real applications
+ +

Reset the Container Watch Activity

~ft
= ~
Clean container data by erasing all its content

Run Virtual Desktop

)

Open COMODO KillSwitch to monitor advanced
process and system activity.

Containment Statistics Analyzer

Create a secure virtual deskiop and start u
"

View andlysis of Containment events and
protectR_J statistics of the component.

E

«  CCS will install the analyzer if it is not yet on your system:
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- Install Required Packages

The feature requires installation of additional packages.

Package Mame License Agresment Size

Containment Stats Analyzer View License Agreement 1MEBE

By pressing “Agree and Install”, you agree with user license agreements for all the packages listed above.

AGREE AND INSTALL

«  Click 'View License Agreement' to read the license agreement
»  Click 'Agree and Install' to download and install the application.

COMODO ciient- Security 12 = X

_— Install Required Packages
- The feature requires installation of additional packages.

Installing Containment Stats Analyzer... ?? %

«  The main interface opens when installation is complete:
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CONTAINMENT

!= YOUR PC

«  Processes running on your host computer are shown on the left

*  Process running in the container are shown on the right.
«  Click a process to view its child processes and resource usage:.

»  Files - Number of files accessed by the process

* Registry - Number of registry keys accessed by the process

»  COM - The inter-process component object model (COM) interfaces used by the process
» IMA - Other processes, to which the selected process performs write operation

« APIs - The protected API's accessed by the process

5.DLP Tasks - Introduction

Click 'Tasks' > 'DLP Tasks'

e The 'DLP Tasks' area lets you run on-demand DLP discovery scans and view the files quarantined by DLP
rules.

«  DLP scans are run by selecting the DLP discovery rules active on your device
»  The rules can be configured only by your Dragon Enterprise admins at the Dragon Enterprise console.
«  This futures under development now and will be available in future versions of Dragon Enterprise.
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SETTINGS

@ Secure All systems are active and running

GEMNERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADVANCED TASKS Cl\
, 4
:Q Data Loss Prevention Scan
;I Scan your computer for sensitive data based an
— the defined rules.
»

Data Loss Prevention Quarantine

view and manage files qurantined during Data
Loss Prevention scans.

6. Advanced Tasks - Introduction

e Click 'Tasks' > 'Advanced Tasks'

» Advanced tasks lets you view event logs, manage CCS tasks, and take advantage of several other Comodo
utilities.
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COMDUO Client - Security 12 L by

SETTINGS

@ Secure | All systems are active and running

GEMERAL TASKS FIREWALL TASKS COMTAINMENT TASKS DLP TASKS ADVANCED TASKS Q,
- »* n g
Create Rescue Disk Clean Endpoint
reate a bootable CO or USE Flash Drive to Run COMODO Cleaning Essentials tool to clean
1 e . ~ £ infart -
clean up heavily infected PC's. persistent infections.

3 . . »
o—1 Open Task Manager = View Active Processes
0 — . . . .
O — Open the task manager to view running security il'.l vView the details of the processes active on this
tasks in pragress computer
.  d o +*
» ViewLogs ﬁ Submit Files
@ View a record of securtty events, activity and — You can submit as many files as you wish to
alerts COMODO for analysis.

See the following sections to find out more about each feature:
« Create Rescue Disk - Burn a bootable ISO that lets you run virus scans in pre-boot environments
» Task Manager - Stop, pause and resume currently running CCS tasks like antivirus scans and updates
«  Clean Endpoint - Deploy Comodo Cleaning Essentials to remove persistent infections from your PC

« View Active Process List - Manage processes which are currently running on your PC. Click the 'More'
button to open Comodo KillSwitch.

« CCS Logs - View the event logs of firewall, antivirus, containment and HIPS modules
»  Submit Files - Upload unknown/suspicious files to Comodo Valkyrie for analysis

You might need to enter a password to access these tasks if so configured in the Dragon Enterprise profile. See
'Password Protection' for more details.

6.1.Create a Rescue Disk

Click 'Tasks' > 'Advanced Tasks' > 'Create Rescue Disk'

Comodo Rescue Disk (CRD) is a bootable disk image that lets you run virus scans in a pre-boot environment (before
Windows loads). CRD runs Comodo Cleaning Essentials on a lightweight distribution of the Linux operating system.
Itis a powerful virus, spyware and root-kit cleaner which works in both GUI and text mode.

«  CRD can eliminate infections that are preventing Windows from booting in the first place.

»  The application is useful for removing malware which has embedded itself so deeply that regular AV
software cannot remove it.

- CRD contains tools to explore files in your hard drive, take screen-shots and browse web pages.

«  Click Tasks' > 'Advanced Tasks' > 'Create Rescue Disk' to download and burn to ISO, CD/DVD, USB or
another drive. See Download and Burn Comodo Rescue Disk for a walk-through of this process.
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Create Rescue Disk Clean Endpoint

Create a bogtable CD or USE Flash Drive to Run COM
clean up he%y infected PC's. nersistent inf

pp— Open Task ManaR ' = View Adive Proces:
o — e #h
e—| oOp COMODQO -Rescue Disk ; i o

Bootable CO/DVD or USE Rescue Disk

The rescue disk 1SO image is required to create a bootable disk.

Select 1SO File (Optional)

1 %'“:.'i; If you have already downloaded the 150 file, click here to choose it.

Otherwise it will be downloaded from the internet,

Select Target Drive

Select where the rescue disk should be created e.g. a USE drive or a
writable CD/DVD drive,

3 Start
If you have selected the target drive, start burning process now.

After you have burned the ISO, you need to boot your system to the rescue disk. This will open the scanner in your
pre-boot environment.

«  Change the boot order on your computer - http://help.comodo.com/topic-170-1-493-5227-Changing-
Boot-Order.html

» Start using CRD - http://help.comodo.com/topic-170-1-493-5228-Booting-to-and-Starting-Comodo-
Rescue-Disk.html

»  Run scans on your pre-boot environment - http://help.comodo.com/topic-170-1-493-5216-Starting-
Comodo-Cleaning-Essentials.html and http://help.comodo.com/topic-170-1-493-5217-CCE-
Interface.html

6.1.1. Download and Burn Comodo Rescue Disk

«  Click 'Advanced Tasks' on the CCS home screen
»  Click 'Create Rescue Disk":
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Create Rescue Disk Clean Endpoint

Create a bogtable CD or USB Flash Drive o Run CON
clean up he%y infected PC's, persistent

pp— Open Task ManaR ' = View Adive Proces:
o — e #h
e—| oOp COMODQO -Rescue Disk ; i o

Bootable CO/DVD or USE Rescue Disk

The rescue disk 1SO image is required to create a bootable disk.

Select 1SO File (Optional)

1 %'“:.'i; If you have already downloaded the 150 file, click here to choose it.

Otherwise it will be downloaded from the internet,

Select Target Drive

Select where the rescue disk should be created e.g. a USE drive or a
writable CD/DVD drive,

3 Start
If you have selected the target drive, start burning process now.

The setup screen shows the steps to create a new rescue disk:
Step 1- Select the ISO file

Optional. If you have already downloaded the rescue disk ISO from Comodo then please select it here. If you haven't
yet downloaded then please ignore this step - it will be downloaded automatically during Step 3.

Step 2 - Select target drive

Select the CD/DVD or USB on which you want to burn the rescue disk. You will boot to this disk to run the antivirus
product.

Burn to CD or DVD
» Label a blank CD or a DVD as "Comodo Rescue Disk - Bootable" and load it in your CD/DVD drive.
«  Click 'Select Target Drive' in the 'Rescue Disk' then choose the drive in the 'Select Target Drive' dialog
+  Click 'OK'

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 160



COMODO

Creating Trust Online®

e Z

COMODO Rescue Disk ? — s

Bootable CD/DVD or USE Rescue Disk

The rescue disk IS0 image is reguired to create a bootable disk.

Select 150 File (Optional)

1 If you have already downloaded the IS0 file, click here to choose it
Otherwise it will be downloaded from the Internet,

Select Target Drive

Select where the rescue disk should be created e.g. a USB drive or a
writable CD/DVD drive.

COMODO sclect Target Drive ? bt
Disk Type
G;x CD\DVD RW Drive )
E3, Removable Disk

o | o

Burn to a USB drive
« Insert a formatted USB stick in a free USB port on your computer
+  Click 'Select Target Drive' in the 'Rescue Disk' dialog
»  Select the drive from the 'Select Target Drive' dialog and click 'OK'
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COMODO Rescue Disk ? = >

Bootable CD/DVD or USBE Rescue Disk

The rescue disk ISO image is required to create a bootable disk.

1 Select ISO File {Optional)

%' J| If you have already downloaded the IS0 file, click here to choose it.
Otherwise it will be downloaded from the Internet.

Select Target Drive

Select where the rescue disk should be created e.g. a USE drive or a
writable CO/OVD drive.

COMODO select Target Drive ? X
Diik T}.I']J‘E
DA CD\DVD RW Drive

< E3, Removable Disk >
o | o

Step 3 - Burn the Rescue Disk
«  Click 'Start'

« Ifyou selected a local ISO in step 1 then burning will start immediately. If not, the ISO will be downloaded
from Comodo servers:
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- Install Required Packages

The feature requires installation of additional packages.

Downloading COMODO Rescue Disk...

After downloading, setup will burn the ISO to your target drive:

COMODO Rescue Disk >

Writing Rescue Disk 1SO image... 79%

«  Wait until the write process is complete - do not eject the CD/DVD/USB drive early. The CD/DVD/USB will
be ejected automatically once the burning process is finished.
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COMODO Rescue Disk >

A

COMODO Rescue Disk has been successfully created.

CONTINUE

Your bootable Comodo Rescue Disk is ready.
«  Click 'Continue' to go back to the CCS interface

6.2.Remove Deeply Hidden Malware

»  Click 'Tasks' > 'Advanced Tasks' > 'Clean Endpoint'

«  Comodo Cleaning Essentials (CCE) help users identify and remove malware and unsafe processes from
infected computers.

Major features include:

- KillSwitch - A system monitoring tool that lets you identify and terminate unsafe processes on your
computer.

« Malware scanner - Fully customizable scanner capable of unearthing and removing viruses, rootkits and
malicious registry keys hidden deep in your system.

+  Autorun Analyzer - Allows you to view and control the services and programs which are loaded when your
computer boots-up.

Run CCE from CCS interface
»  Click Tasks' > 'Advanced Tasks' > ‘Clean Endpoint'

+ If you have already installed Comodo Cleaning Essentials, clicking ‘Clean Endpoint' will open the CCE
interface directly.

» When you click 'Clean Endpoint' for the first time, CCS will download and install Comodo Cleaning
Essentials. After it is installed, clicking this tile in future will open the CCE interface.
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[zl/ Secure | Al systems are active and running

GENERAL TASKS FIREWALL TASKS COMTAINMENT TASKS DLP TASKS ADVANCED TASKS Q,

Clean Endpoint

TN Create Rescue Disk

| cn rl
@ Create a bootable CD or USE Hash Drve 1o

Run COMODO Cleaning Essentials tool to clean
clean up heavily infected PC's

persistent infections

$

COMODO client - security 12

—— Install Required Packages

The feature requires instaliation of additional packages.

Package Name License Agreement Size

COMODO Cleaning Essentials View License Agreement 0 MB

By pressing “Agree and Install”, you agree with user license agreements for all the packages histed above.

AGREE AND INSTALL

»  Click 'View License Agreement' to read the license agreement
«  Click 'Agree and Install' to download and install the application.
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Install Required Packages
- The feature requires installation of additional packages.

Installing COMODO Cleaning Essentials... 50 %

After installation, the Comodo Cleaning Essentials application will open:

COMODO

Cleaning Essentials Cptions Toolz + Help =

Start Scan

Start a scan to unearth and remove viruses, rootkits, hidden files and malicious registry keys
hidden deep within vour system.

Smart Scan Full Scan Custom Scan
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See http://help.comodo.com/topic-119-1-328-3525-The-Main-Interface.html if you'd like more information on
using Comodo Cleaning Essentials.

6.3.Manage CCS Tasks

Click 'Tasks' > 'Advanced Tasks' > 'Open Task Manager'
«  Comodo Client Security may have several tasks running simultaneously.
«  Forexample, virus scans and virus database updates may run concurrently.
» The 'Task Manager' interface lets you view all currently running tasks.
Open the task manager
+  Click 'Tasks' on the CCS home screen
+  Click 'Advanced Tasks' > 'Open Task Manager'
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SETTINGS

@ Secure | All systems are active and running

GEMNERAL TASKS FIREWALL TASKS COMNTAINMENT TASKS DLP TASKS ADVAMNCED TASKS

. 4
Create Rescue Disk - Clean Endpoint
v

Create a bootable CD or USE Flash Drve to
clean up heavily infected PC's. persistent infectic

—

pen Task Manager

View Active Processes

o
o — : : : :
o — | Open the t{ltk manager to view running security view the dets
tasks in pragtess. compurter
) 4 -
/:Jb View Logs rﬁ'r\ Submit Files
COMODO Task Manager ? O *
Running Tasks Elapsed Time Status Priority Action
Wirus Scan - Full Scan 00:00:37 (L starting Background
Updater - Database Update 00:00:37 . Running (...  Low mn
Rating Scan 00:00:20 # Running Low mn

CLOSE ERING TO FRONT ‘

S

From the 'Task Manager' interface, you can:
+ Reassign task priorities to the tasks
+ Pause, resume, or stop a running task
+ Bring a selected task to foreground
Reassign task priorities

The 'Priority' column show the level of resources committed to the task at run. A higher priority means the task runs
more smoothly, but consumes more system resources.

Change the priority of a task

«  Click the current priority and select the new one you want to assign:
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COMODO Task Manager ? O X

Running Tasks Elapsed Time Status Priority Action
Rating Scan 00:01:27 i ° Running Low
Wirus Scan - Full Scan 00:01:23 Q-, Starting Lo
High
Updater - Database Update 00:01:23 ** Running (... Mormal
Low
Background

Pause/resume or stop running tasks
Use the buttons in the action column to pause, resume or stop a process:

+  Click the 'Pause' button to temporarily stop a running task

COMODO Task Manager ? X
Running Tasks Elapsed Time Status Priority Action
Virus Scan - Full Scan 00:02:09 Il Paused Normal
Virus Scan - CAjinstall 00:01:58 {"* Running (.. Background O

»  Click the 'Resume’ button to restart a suspended task

CDMODO Task Manager ? b4

Running Tasks Elapsed Time  Status Priority Action

Virus Scan - Full Scan 00:02:09 Il Paused Normal O

»  Click the 'Stop' button to terminate a running task
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COMODO rask Manager ? x
Running Tasks Elapsed Time  Status Priority Action
Wirus Scan - Full Scan 00:02:09 Il Paused Normal O
Virus Scan - CAinstall 00:01:58 Running g

Bring a running task to the foreground

- To view the progress of a background task, select the task and click 'Bring to Front'

COMODO rask manager ? O X
Running Tasks Elapsed Time  Status Priority Action
Rating Scan 00:0::00 i Running (.. MNormal
Virus Scan - Full Scan 00:03:55 (] Starting Low
Updater - Database Update 00:03:54 * Running {...  Background

6.4.View CCS Logs

»  Click Tasks' > 'Advanced Tasks' > 'View Logs'

«  CCSlogs all events generated by the antivirus, firewall, HIPS, containment and other modules.
Open the log viewer
There are three ways to open the log viewer:

1. Click 'Logs' in the CCS menu bar:

COMODO client - security 12 - X

SETTINGS
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2. Click 'Tasks' on the CCS home screen then 'Advanced Tasks' > 'View Logs'":

COMODO client - security 12 =N
SETTINGS
|| Secure | All systems are active and running
GEMERAL TASKS FIREWALL TASKS COMTAINMENT TASKS DLP TASKS ADVANCED TASKS C'\
. 4 . 4
Create Rescue Disk Clean Endpoint
Create a bootable CO' or USE Flash Drive to = Run COMODO Cleaning Essentials tool to clean
clean up heavily infected PC's. persistent infections.
1 . . +
— Open Task Manager = View Active Processes ’
g — Open the task manager to view running security ||||| view the details of the processes active on this
tasks in progress computer

View Logs Submit Files

vView a record of security events, activity and
alerts

You can submit as many files as you wish to
COMODO for analysis.

iz

3. Right-click on the CCS tray icon then select 'View Logs":

Ankrvinus

Firesall
Auto-Contamment
HIPS

Virusscope
Wiebsite Filtering
DLP Montonng

Silent Mode
Widget

View Logs

Open...
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COMDDD View Logs - Today

SHOW

i Filkker by Date

Events Summa i¥

SECURITY EVENTS

62.4%

37.6%
0.0% l 0.0% 0.0%

Antivirus Events

~

HIPS Events

u

|

B Containment Events
B VirusScope Events
=

Firewall Ewvents

&

and Time

Fl

& x

Cleanup log

Fla
e

Open log file

PROTECTION

Infections prevented:
Unknown programs detacted:
Suspicious activities blocked:

Metwork actnvities blocked:

CLOUD LOOKUP OF UNKNOWN FILES

Good files detected:
Bad files detected:

Submitted files:

UPDATES
Last update:

Frogram version:

Use the drop-down at top-left to view a specific type of log:

»  Antivirus

«  VirusScope

+ Firewall

« HIPS

« Containment

»  Website Filtering

» Device control

« Autorun events

»  Alerts displayed

» Tasks launched

« File List settings changes
» Vendors List changes
» Configuration changes
« Virtual Desktop events

» Data Loss Prevention events

» Search and Filter logs
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2/18/2020 1:10:19 PM

12.1.0.7997

CLOSE
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6.4.1. Antivirus Logs

+  Click 'Logs"in the CCS menu bar
»  Select 'Antivirus Events' from the drop-down at upper-left

Antivirus logs contains stats about scanned objects, the settings used for each task, and a history of actions
performed on individual files. Logs are recorded for real-time protection events, antivirus database updates and
more.

COMODO view Logs - Entire period ? — O *
SHOW T | ™ ® =

. Advanced Filter by Date ~__ |, o Cleanup log . e
Antivirus Events ¥ Filter and Time Open log file file Export Refresh

A

Date & ..,  Location Malware Name Action Status Alert Activities
11/11/20... | ] CASuspicious File.. ApplicationWin32.le... Ignore Success Related alert
11/11/20... | | C\Suspicious File... ApplicationWin32.Le... Quarantine Success Related alert
11/11/20... ] CA\Suspicious File.. ApplicationWin32.Le... Ignore Success Related alert
11/11/20... | | CASuspicious File.. ApplicationWin32.Le.. Ignore Success Related alert

11/11/20... | ] CASuspicious File... ApplicationWin32.Le... Quarantine Success

11/11/20... || C\Suspicious File.. ApplicationWin32.Lle... Quarantine Success

11/11/20... | ] C\Program Files ... Malware@#3ridye99.. Quarantine Success Related alert
11/11/20... | | CA\Program Files ... Malware@#2nm567u... Quarantine Success Related alert
11/11/20... ] C:A\Program Files .. Malware@#1i04focq.. Quarantine Success Related alert

CLOSE

« Date & Time - When the event occurred.

» Location - The installation path of the suspicious application

» Malware Name - The malicious item that was detected

»  Action - How the malware was handled by CCS.

+  Status - Whether the action taken was a success or failure

«  Alert - Click 'Related Alert' to view the notification generated by the event

Note: Alerts are only shown if ‘Do not Show Antivirus Alerts' is disabled in 'Settings' > ‘Antivirus' > 'Real-time Scan'.

See Real-time Scan Settings for more details.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.

» Cleanup log file - Delete the selected event log

» Refresh - Reload the current list and show the latest logs

«  Click any column header to sort the entries in ascending \ descending order
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6.4.2. VirusScope Logs
+  Click 'Logs"in the CCS menu bar
«  Select 'VirusScope Events' from the drop-down at upper-left

COMODO view Logs - Entire period ? = O *
SHOW T x| ] ®
- A ed Filter by Date - e Cle |
VirusScope Events iw & Fﬁ:;r" IE;::l H—Iimi ©  Openlogfile ca?illJep 9
rl
Date & ., Location Malware Name Action Status Alert Activities
5/27/201... | | CASuspicious\vt .. Generic.Infector.5 Quarantine Success
5/27/201... | | ChSuspicious\vt_.. Generic.Infector.5 Reverse Success
3/27/201... | | C\Suspicious\vt_.. Generc.infector.5 Detect Success Process Activities

CLOSE

4

» Date & Time - When the event occurred.
» Location - The installation path of the suspicious application
*  Malware Name - The malicious item that was detected
»  Action - How VirusScope handled the malware.
» Reverse - VirusScope attempted to undo any changes made by the malicious item

« Quarantine - VirusScope placed the suspicious file in quarantine

» Detect - VirusScope observed malicious activity, but did not quarantine the file or reverse its
changes

«  Ask - VirusScope detected malicious activity and showed an alert. The alert asks whether you
want to quarantine the file or reverse its changes

»  Status - Whether the action taken was a success or failure
« Alert - Click 'Related Alert' to view the notification generated by the event

Note: VirusScope alerts are only shown if 'Do not show pop up alerts' is disabled in 'Settings' > 'Advanced
Protection' > 'VirusScope'.

See VirusScope Configuration for more details.

+ Activities - Click 'Related Alert' to view the notification generated by the event. An example is shown below:
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Application Activities PID Data -
[aE] ] vtexe 7040

7] Load image file CAWindows\System32\apphelp.dil

1 Load image file Cawindows\apppatchisysmain.sdb

F] Load image file ChWindows\System32\imm32.dll

] Load image file Ch\Windows\System32\oleaut32.dll

7] Load image file CAWIindows\System32\guard&4.dll

E] Load image file ChWindows\System32\version.dll

[ Load image file ChWindows\System32\cmdvrig4.dll

W

CLOSE

A

»  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.

+  Cleanup log file - Delete the selected event log

> Refresh - Reload the current list and show the latest logs

«  Click any column header to sort the entries in ascending \ descending order

6.4.3. Firewall Logs
«  Click 'Logs"in the CCS menu bar
«  Select 'Firewall Events' from the drop-down at upper-left

Firewall events are created for various reasons. Reasons include when a process attempts a connection that breaks
a firewall rule, or when there is a change in firewall settings.
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COMODO View Logs - Current week ? - O x
SHOW T [l ] x =

- Advanced Fitterby Date o _ | s Cleanuplog —_—
Firewall Events v Filter and 'I!ime Open log file file Export

el

Date ,,  Application Action  Direction Protocol Sour, Source .. Destin,,  Destinati,,  Alert

4/104... 0 Ch\Program ... Asked Out TCP 127.0.... 49711 127.0.0.1 49710 Related alert
4/10/... 0 Ch\Program ... Blocked Out TCP 127.0.... 49709 127.0.0.1 49708

4/104... w Ch\Program ... Asked Qut TCP 127.0.... 49709 127.0.0.1 49703 Related alert
4/10/... [®3] C\Program ... Asked Out TCP 10.0.2.... 49702 91.212.. &80 Related alert
4/10/.. @ C\Program.. Asked Out TCP 127.0... 49689 127.0.01 49688 Related alert
4/10/.. @ C\Program .. Asked Qut TCP 10.0.2.... 49685 92.242.. 80 Related alert

CLOSE

]

« Date & Time - When the event occurred.
«  Application - The name of the program or process that caused the event.

- Action - How the firewall reacted to the connection attempt. For example, whether the attempt was
allowed, blocked o r an alert displayed.

« Direction - Whether the connection attempt was inbound or outbound.

»  Protocol - The connection method that the application attempted to use. This is usually TCP/IP, UDP or
ICMP, which are the most heavily used networking protocols.

« Source IP - The address of the host from which the connection attempt was made. For outbound
connections, this is usually the IP address of your computer. For inbound connections, it is usually the IP
address of the external server.

»  Source Port - The port number that the source host used to make the connection attempt

» Destination IP - The address of the host to which the connection attempt was made. For inbound
connections, this is usually the IP address of your computer.

» Destination Port - The port number on the destination host which the source tried to connect to.
+  Alert - Click 'Related Alert' to view the notification generated by the event

Note: Firewall alerts are only shown if 'Do not show pop up alerts' is disabled in 'Settings' > 'Firewall' > 'Firewall
Settings'.

See General Firewall Settings for more details.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
»  Open log file - Browse to and view a saved log file.
« Cleanup log file - Delete the selected event log
* Refresh - Reload the current list and show the latest logs
Click any column header to sort the entries in ascending \ descending order
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6.4.4. HIPS Logs

»  Click 'Logs'in the CCS menu bar
«  Select 'HIPS Events' from the drop-down at upper-left

Host intrusion prevention (HIPS) events are generated for various security reasons. These include changes in HIPS
settings, or when an application tries to access a restricted area, or when an action contravenes your HIPS rulesets.

COMODO view Logs - Entire period ? ~ O x
SHOW T &= |
i
Date & Time Application Action Target Alert "
5/31/2019 12:1... ¢y C\Bistone\Hotel Management... Direct Keyboar...
5/31,/2019 11:0... O CA\Users\giri1\AppDatatLocal\... Terminate Proc.. | | CA\Usersy \AppDatay,..
5/31/2019 11:0... Q C:\Bistone\Hotel Management... Direct Keyboar...
5/31/2019 11:0... o CAUsers\giri\AppDataiLocal... Terminate Proc.. | | C\Users) \AppData\,..
5/31,/2019 11:0... O C\Users\giril\AppData\Local\... Terminate Proc.. | | Ci\Usersy \AppData\...
5/31,/2019 10:5... " C\Program Files (x86)\Mozilla ... Terminate Prec.. | | C\Program Files (x8&)\...
5/31/2019 8:56... ¢y C)\Bistone\Hotel Management... Direct Keyboar...
5/31,/2019 8:39... O Ch\Users\gin\AppData\Local\... Terminate Proc... | | C\Usersy \AppData\,..
5/31/2019 8:37... |3 CA\Windows\System32\Open... Direct Keyboar...
W

CLOSE

ES

« Date & Time - When the event occurred.
»  Application - The name of the program or process that caused the event.
«  Action - The activity of the application and how HIPS handled it

« Ifthe action was allowed to proceed then this column will show the result of that action.
«  Click the 'Related Alert' link to see the notification that was shown at the time.
«  This column will state 'Block File' if the action was not allowed.

» Target - Location of the file, COM interface or registry key accessed by the process.

« Alert - Click 'Related Alert' to view the notification generated by the event

Note: Alerts are only shown if ‘Do not pop-up alerts' is disabled in 'Settings' > 'HIPS Configuration > 'HIPS Settings'.

See HIPS Settings for more details.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
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»  Open log file - Browse to and view a saved log file.
«  Cleanup log file - Delete the selected event log
» Refresh - Reload the current list and show the latest logs

Click any column header to sort the entries in ascending \ descending order

6.4.5. Containment Logs
+  Click 'Logs"in the CCS menu bar
»  Select 'Containment Events' from the drop-down at upper-left

CCS records all actions taken by the containment module. Events that are recorded include:
» When you manually run an application in the container

«  When an an auto-containment rule runs an application in the container

COMODO view Logs - Today 7 = O x

SHOW T ] ] » = 0

. Advanced Filter by Date ~ __ | o Cleanup log _— e
Containment Events i Filter and Time Open log file file Export Refresh

A

Date & Time Application Rating Action Containe,, Alert Parent . Parent . Pare, .
6/12/2019 10... CA\Program Files\C... Trusted Run Vir... Virtual Des...

6/12/2019 10... CA\Windows\Syste... Trusted Run Vir... Contained ... bitsadmi... 4152 E3351...
6/12/2019 10... CA\OIld Man Apps\... Unrecogni.. RunVir.. User virtkiosk.... 5064 DE6S...
6/12/2019 10.. CA\Windows\Syste... Trusted Run Vir... Containme... cmdvirth... 812 84D6...
6/12/2019 10.. CAWindows\Syste...  Trusted Run Vir... Containme... cmdvirth... 812 84D6...
6/12/2019 10... CAWindows\Syste... Trusted Run Vir... Containme... cmdvirth... 812 84D6...
6/12/2019 10.. CA\Windows\Syste...  Trusted Run Vir... Containme... cmdvirth... 812 34D6...
6/12/2019 10... C\Program Files\C... Trusted Run Vir... Containme... services... 620 E2CA...
6/12/2019 10... C\Program Files\C... Trusted Run Vir... Virtual Des... explorer... 4348 F5D0...

L

CLOSE

B

« Date & Time - When the event occurred.
«  Application - The installation path of the application that was run in the container

« Rating - The reputation of the contained application. The trust rating can be 'Trusted', 'Unrecognized' or
'Malicious'. Unrecognized files are run in the container until such time as they can be classified as Trusted'
or 'Malicious'.

«  Action - How the malware was handled by CCS. This is also the restriction level imposed on the application
by the container.

- Contained by - The CCS service, policy or user that placed the application in the container.
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« Alert - Click 'Related Alert' to view the notification generated by the event

Note: Containment alerts are shown when an installer, or unknown application requires admin/elevated privileges
to run.

The alerts are only shown if 'Do not show privilege elevation alerts' is disabled in 'Settings' > '‘Containment' >
'Containment Settings'.

See Containment Settings for more details.

»  Parent Process - The program which spawned the contained process.
«  Click the name of the parent process to view the hierarchical order of processes

{otel Mana... Unrecognized  Run Virtu... Containment ...

Hotel Mana... Unrecognized  Run Virtu... Contained Pr... 336 EQ482...

"AppDat.. Unrecognized  Run Virtu... ContaineghPr...

CO M OD O Parent Processes Tree Details § X
Application PID
v [E] winlogon.exe 620
A userinit.exe 4564
¥ m explorerexe 4232
v N BiHMS.exe 336
4« & CompressDB.exe 1792

« Parent Process ID - The unique identifier that points to the process

»  Parent process hash - The SHA1 hash value of the program which spawned the contained process.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.

»  Cleanup log file - Delete the selected event log

» Refresh - Reload the current list and show the latest logs

+  Click any column header to sort the entries in ascending \ descending order.

6.4.6. Website Filtering Logs
»  Click 'Logs'in the CCS menu bar

«  Select 'Website Filtering Events' from the drop-down at upper-left

Website filter logs are a record of all sites blocked (or allowed) by CCS. The logs record all attempts made by users
to access blocked or allowed websites.

Background Note:
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»  You can create filtering rules for specific users in ‘Advanced Settings' > "‘Website Filtering'.
«  See 'Website Filtering' for more details

COMODO view Logs - Today ¥ = O x

SHOW ¥ ) (™ » [=

; s i Advanced Filter by Date
Website Filtering Events i Filler andTime

Open log file Clea ;IIIIT leg Export

rl

Date & Time Website Category Name Action
12/4/2019 3:05:... http:/rhdfcbank.comyfavicon.ico Blocked Block
12/4/2019 3:05:... httpy/hdfcbank.com Blocked Block

« Date & Time - When the event occurred.
«  Website - The URL of the site that was blocked, or allowed.

- Category - The genre of the website. Example categories include 'Shopping sites', 'Social Media',
'Boutiques' etc. You can manage categories in 'Advanced Settings' > "Website Filtering'.

»  Action - How the filter reacted to the connection attempt. For example, whether the attempt was allowed,
blocked or an alert shown to the user.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.
» Cleanup log file - Delete the selected event log.
» Refresh - Reload the current list and show the latest logs.
Click any column header to sort the entries in ascending \ descending order.

6.4.7. Device Control Logs
«  Click 'Logs'in the CCS menu bar
»  Select 'Device Control Events' from the 'Show' drop-down
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Device control logs record events related to external devices. External devices include USB, optical, and storage
drives plugged into your computer.

Events logged include:

»  Files copied, deleted and moved
»  Device enabled/disabled ('Log detected devices' must be enabled)
See 'Advanced Settings > Device Control Settings' for more help to configure device control.

«  FYI-Admins can also configure device control in an Dragon Enterprise profile. For example, if you want to
allow unfettered access to certain devices you can (i) disable device control entirely (ii) remove the device
class from the list of controlled types, or (iii) add specific devices to exclusions.

\ CDMDDD View Logs - Today ? - a x
SHOW m ] S [=
F ) Ao anoe Filter by Date _ Cleanup log S
Device Control Events . S =] [‘Im__ Open log file file Export
a
Date WENES Identifier Class State
8/2/2017 3:3704 PM USE Input Device USB\WTID 06ZTEPID_DI01W42 T45A1TAD-74D3-11D0-B6FE-0... Enabled
I /272017 3:3704 PM CO-ROM Do IDEACDROMQENMU QEML DAVD-ROM v ADIGEGES-E325-11CE-BFC1-0.. Enabled
l 82,2017 33200 PM LS8 Inpast Device USEAWID_062T&PD_0001142 T45A1TAD-7403-11D0-B6FE-0... Disabled
l 8272017 3:32: 70 PM CD-ROM Dwive IDEACDROMOQENMU_QEMLU_DVD=-RIOM .. AD3IGEGRS-E325-11CE-BFC1-0.. Disabled

» Date - When the event occurred.
» Name - The type of device associated with the event.
« Identifier - The identification string of the device

« Class - The GUID (Globally Unique Identifier) string of the category of the device as defined by the
Windows operating system.

«  State - Whether the device was allowed or blocked.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.

» Cleanup log file - Delete the selected event log

» Refresh - Reload the current list and show the latest logs

«  Click any column header to sort the entries in ascending \ descending order

6.4.8. Autorun Event Logs
»  Click 'Logs'in the CCS menu bar
»  Select 'Autorun Events' from the drop-down at upper-left

Autorun logs show events where changes were attempted on Windows services, auto-start entries and scheduled
tasks.
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Background:

«  CCS monitors changes to registry items related to Windows Services, Autorun entries and scheduled
tasks.

*  You can define the response CCS should take against unrecognized autoruns in '‘Advanced Settings' >
'Advanced Protection' > 'Miscellaneous'. See Miscellaneous Settings for more details.

* You can also define the response to unknown autoruns found by an antivirus scan. See configure scan
options for more help on this.

COMODO view Logs - Entire period ? = o x
SHOW T | ™| x = Q
A .dgialtneiaj F“ati::lh%razte Open log file I::lea?i'f;' — Export Refresh

i

Date & Time Type Location Modifier Action Detecte . Status

4/16/2019 9:43... Auto Runs C\ProgramData\Com... CA\Users\giri1\... Ignore Monitor Success
4/16/2019 9:43... Auto Runs C\ProgramData\Com... CA\Users\giril\... Ignore Monitor Success
41272019 1:52... Auto Runs Ch\ProgramData\Com... C\Users\giriT\... Ignore Monitor Success
471272019 1:52... Auto Runs Ch\ProgramData\Com... C\Users\giri1\... Ignore Monitor Success
41272019 1:52... Auto Runs C\ProgramData\Com... C\Users\giri1\... Ignore Monitor Success
4/12/2019 1:52... Auto Runs Ch\ProgramData\Com... C\Users\giril... Ignore Monitor Success
4/12/2019 1:52... Auto Runs C\ProgramData\Com... CA\Users\giri1\... Ignore Monitor Success
4/12/2019 11:2... Window Servi... ChUsers\ginT\AppDa.. C\Windows\Sy... Ignore Monitor Success
471242019 11:2... Auto Runs CA\Suspicious\AntiTes... CA\Suspicious\.. Ignore Monitor Success

L4

CLOSE

B3

« Date & Time - When the event occurred.

»  Type - Whether the detected item is an autorun entry, Windows service, or scheduled task.
» Location - The installation path of the affected item, or the location of the new item

«  Modifier - The location of the application that made the change.

» Action - How CCS responded to the event.

«  Status - Whether the action taken was a success or failure

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
»  Open log file - Browse to and view a saved log file.

« Cleanup log file - Delete the selected event log

» Refresh - Reload the current list and show the latest logs

»  Click any column header to sort the entries in ascending \ descending order
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+  Click 'Logs"in the CCS menu bar
«  Select 'Alerts' from the drop-down at upper-left
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Alert logs are a record of all threat notifications generated by CCS, and also record the user's response to the alert.

COMODO view Logs - Today

SHOW

Date &

4/24/20...

4/24/20...

4/24/20...

4/24/20...

4/24/20...

4/24/20...

4/24/20...

4/24/20...

4/24/20...

Alert Ty,

HIPS alert

HIPS alert

Antivirus...

Antivirus...

Antivirus...

Antivirus...

Antivirus...

Antivirus...

Antivirus...

Description

smartscreen.ex...

smartscreen.ex...

UnclassifiedM...

UnclassifiedM...

Backdoor.Win3...

Backdoor.Win3...

Malware@#27s...

Malware@#27s...

Malware@#27s...

Advanced

T
Filter
Filter

Advice

smartscreen.ex...

and Time

&
by Date

A

Answered

smartscreen.ex...

CA\Suspicious\p...

C\Suspicious\p...

Ch\Suspicious\p...

CA\Suspicious\p...

CA\Suspicious\e...

Ch\Suspicious\e...

Ch\Users\gin 1\...

« Date & Time - When the event occurred.

4/24/2019 ...

Open log file

472472019 ...

47242019 ...

4/24/2019 ...

4/24/2019 ...

Answer

Treat as
Show
Skip once
Show
Skip once
Show
Disinfect
Show

Skip once

Cleanup log
file

Option

[= 2!

Export Refresh

Treat as Event

Allowed ... Related ...
Related ...
Related ...
Related ...
Related ...
Related ...
Related ...

Belated ...

Related ...

L4

CLOSE

kA

»  Alert Type - The security module that generated the alert. Alert types include antivirus, firewall, HIPS,
containment, VirusScope and secure shopping.

- Description - Name of the file or event that caused the alert.

»  Advice -The recommendation, or informational text in the alert. This text is intended to help users decide to
respond to the threat.

- Answered - Whether or not the alert was answered by the user. You will see the date and time of the
response if an answer was provided.

»  Answer - The user's response to the alert. For example, 'Allow', 'Block'’, 'Disinfect’, 'Skip'.

«  Option - Additional settings chosen by the user at the alert. For example, 'Remember My Answer'.

« Treat As - Whether or not the user applied a specific ruleset to the file at the alert. The ruleset tells CCS the
restriction level to apply to the file in future. Example rulesets include 'Treat as a safe application, or Treat
as an installer'.

« Event - Click 'Related Event' to view more details about the incident that triggered the alert.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
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«  Open log file - Browse to and viewa saved log file.
«  Cleanup log file - Delete the selected event log
» Refresh - Reload the current list and show the latest logs

Click any column header to sort the entries in ascending / descending order.

6.4.10. CCS Tasks Logs
»  Click 'Logs'in the CCS menu bar

»  Select 'Tasks' in the drop-down at upper-left

Atask log is a record of a CCS operation such as a virus scan or database update. The task log area shows all tasks
run, their completion status, and other details.

COMODQO view Logs - Today ? = O x
SHOW T [l ™| »® [=

Advanced Filter by Date 5 _ | & Cleanuplog —

Fl

Date & Ti,, Type Parameter Completed Code Info Additiona,

5/31/2019 ... Antivirus scan (Be... Full Scan

5/31/2019 ... Antivirus update (.. 5/31/2019 11:21:04 AM Old database 30947 MNew datab...
5/31/2019 ... Antivirus scan (Co... Rating Scan 5/31/2019 11:19:23 AM Scanned 1808 Found O
5/31/2019 ... Antivirus scan (Be.. Rating Scan

5/31/2019 ... Antivirus update (...

5/31/2019... Virtual Desktop Se... 5/31/2019 11:06:08 AM 0x3000400...
5/31/2019 ... Virtual Desktop Se... 5/31/2019 11:06:08 AM 0x8000400...
5/31/2019... Virtual Desktop Se... 5/31/2019 11:06:08 AM 0x8000400...
5/31/2019 ... Virtual Desktop Se... 5/31/2019 11:06:08 AM 0x8000400...

CLOSE

« Date & Time - When the event occurred.
« Type - The task that was performed. For example, 'Antivirus scan', or 'Database update'.
« Parameter:

«  The sub-type of the operation. For example, 'Quick Scan' is a sub-type of 'Antivirus scan'.
OR

« The target of the operation. For example, 'C:\Program Files' is the target area scanned.
«  Completed - The time that the operation finished

»  Code - Error code generated by Windows for CCS tasks that were not successful. No code is shown if the
task finished successfully.

- Info and additional info - Shows further details about the task. For update tasks, these fields show the old
and new version numbers. For scan tasks, they show the number of items scanned and the number of
viruses found.

«  Open log file - Browse to and view a saved log file.
« Cleanup log file - Delete the selected event log
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«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
» Refresh - Reload the current list and show the latest logs

Click any column header to sort the entries in ascending \ descending order.

6.4.11. File List Changes Logs

»  Click 'Logs'in the CCS menu bar
«  Select 'File List Changes' in the drop-down at upper-left

The file list is an inventory of executables and applications on your computer. The list shows the file name, vendor,
the date the file was discovered, and the file's trust rating.

*  You can view the file listin CCS at 'Settings' > 'File Rating' > 'File List'. See File List for help on this area.

File list logs are a record of any modifications to these files. Logged actions include adding a new file, removing a
file, or changing the trust rating of a file.

COMODO view Logs - Today ? - e bd
SHOW T | ] x [= et
;'«'.u:l;—:-'ialpeied 1 lati:qu‘_': rE:?EtE Open log file = ?iIIJEp — Export Refresh

a
~ Date & ,,, Path Modifier ~ Action Property  Cld Rating Mew Rating 2
4/24/2019... CASuspicious\vt.exe COMODO  Added COMOD... Unrecognized
4/24/2019... CA\Suspicious\vt.exe COMODO  Added COMOD... Unrecognized

4/24/2019... C\Users\giril\Downloads\U... COMODO Changed COMOD... Unrecognized Malicious

4/24/2019... C\Program Files (x86)\Goog... COMODO Added COMOD... Trusted
4/24/2019... C\Windows\Temp\CR_10F5... COMODO Added COMOD... Trusted
4/24/2019... CA\Program Files (x86)\Goog... COMODO Added COMOD... Trusted
4/24/2019... C\Suspicious\8200755cbed... COMODO Added COMOD... Malicious
4/24/2019... CA\Suspicious\poison1\smb-... COMODO Added COMOD... Malicious
4/24/2019... CA\Suspicious\poison2\smb-... COMODO Added COMOD... Malicious

w
CLOSE

« Date & Time - When the event occurred.

»  Path - The location or the SHA 1 hash value of the file that was changed.

«  Modifier - The service or user that made the change.

+  Action - Whether the file was added, removed, or assigned a new rating

»  Property - Whether the current trust rating was assigned by Comodo, an administrator, or a user.
« Old Rating - The trust rating of the file before the change.
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» Therating can be Trusted', 'Unrecognized' or 'Malicious'. Under default settings, unrecognized
files are run in the container until Comodo classifies them as 'Trusted' or 'Malicious'.

« New Rating - The trust rating of the file after the change.
«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
«  Open log file - Browse to and view a saved log file.
» Cleanup log file - Delete the selected event log.
* Refresh - Reload the current list and show the latest logs.
Click any column header to sort the entries in ascending \ descending order.

6.4.12. Vendor List Changes Logs

»  Click 'Logs'in the CCS menu bar
«  Select 'Vendor List Changes' in the drop-down at upper-left

CCS ships with a list of trusted vendors who have a reputation of creating legitimate, safe software. CCS allows
unknown files which are digitally signed by one of these trusted vendors to run. Click 'Settings' > 'File Rating' >
"Vendor List' to view the list.

*  You can also add new vendors, and change the rating of existing vendors. Admin / User ratings supersede
the Comodo rating.

- Thefiles published by these vendors are rated depending on the current rating assigned to the vendor

« Any changes to vendors in the list are logged in "Vendor List Changes'.

COMODO view Logs - Entire period ? = ] X
SHOW T & ™| ® [= O
Ad:ﬁ:;re'j Fil:i:jb%raite Open log file Iiilea?illJEp — Export Refresh

i

Date & ., Vendor Modifier ~ Action Property Cld Rating MNew Rating
4/23/201... LAVASOFT SOFTWARE CANA... COMODO Added COMOD... Unrecognized
4/16/201... Valeriy Sokolov COMODO  Changed COMOD... Unrecognized Unrecognized
4/16/201... Digital Wave Ltd COMODO  Changed COMOD... Unrecognized Unrecognized
4/16/201... Digital Wave Ltd COMODO  Added COMOD... Unrecognized
4/16/201... Valery Sokolov COMODO  Added COMOD... Unrecognized
4/12/201... VideolQ User Changed User rating Unrecognized Trusted
4/12/201... VideoLAN User Changed User rating Trusted Unrecognized
4/12/201... VideclQ User Changed User rating Trusted Unrecognized
4/11/201... Threatstar B.V. COMODO  Added COMOD... Unrecognized

CLOSE

A4
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- Date & Time - When the change event occurred.

»  Vendor - The name of the software publisher

«  Maodifier - Who made the change (User or Comodo).

»  Action - Whether the vendor was added, removed, or assigned a new rating

«  Property - Whether the current rating was assigned by Comodo, an admin, or a user.

« Old Rating - The trust rating of the vendor before the change.

COMODO

Creating Trust Online®

The rating can be 'Trusted', 'Unrecognized' or 'Malicious'. Under default settings, unrecognized
files are run in the container until Comodo classifies them as 'Trusted' or 'Malicious'.

» New Rating - The trust rating of the vendor after the change.

«  Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.

«  Open log file - Browse to and view a saved log file.

» Cleanup log file - Delete the selected event log.

» Refresh - Reload the current list and show the latest logs.

Click any column header to sort the entries in ascending \ descending order.

6.4.13.

Configuration Change Logs

»  Click 'Logs'in the CCS menu bar
«  Select 'Configuration Changes' in the drop-down at upper-left

Configuration change logs are a record of changes to CCS settings

COMODO view Logs - Current week

SHOW

Configuration Changes

Date &

8/1/201...

8/1/201...

8/1/201...

8/1/201...

8/1/201...

8/1/201...

8/1/201...

8/1/201...

8/1/201...

Component

Firewall: Mode

Firewall: Predefined p...
Firewall: Predefined p...
Firewall: Predefined p...
Firewall: Predefined p...
Firewall: Predefined p...

Firewall: Predefined p...

Firewall: application ...

Firewall: Application ...

Action

Option C...

Changed
Changed
Changed
Changed
Changed
Changed
Changed

Added

0

Filter by Date
and Time

Modifier

Administ...

Administ,..

Administ...

Administ...

Administ...

Administ...

Administ...

Administ...

Mame

Administ...

Allowed Application
Ftp Client

Blocked Application
Qutgoing Only
Web Browser

Email Client

System

COMODO Client - S

Old Setting

Safe Mode

<object Flags=...
<object Flags=...
<object Flags=...
<object Flags=...
<object Flags=...
<object Flags=...

<object Device...

New Setting

Disabled

<object Flags=...
<object Flags=...
<object Flags=...
<object Flags=...
<object Flags=...
<object Flags=...
=object Device...

<object Device...

-

CLOSE
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Date & Time - When the configuration change was done.
Component - The CCS interface that was modified.

Action - Short description of the change made to the CCS component. For example, if a setting was
changed, or an exclusion was created.

Modifier - The service or user that made the change. Possible modifiers include 'User', 'Antivirus Alert’,
'Auto-Learn’, 'Firewall Alert', 'HIPS Alert', 'Containment Alert', 'Scheduler' and 'Comodo'.

Name - The item featured in the modification. This will vary depending on the component.
Old Setting - The value before the configuration change.
New Setting - The value after the configuration change.

«  Pace your mouse over an entry in the 'Old Value' or 'New Value' column to view the full setting
string

Export - Save the logs as a HTML file. You can also right-click inside the log viewer and choose 'Export'.
Open log file - Browse to and view a saved log file.

Cleanup log file - Delete the selected event log.

Refresh - Reload the current list and show the latest logs.

Click any column header to sort the entries in ascending \ descending order.

6.4.14. Virtual Desktop Event Logs

Click 'Logs" in the CCS menu bar
Select 'Virtual Desktop Events' in the drop-down at upper-left

CCS records all events from the virtual desktop. Events that are recorded include:

Launch and close the virtual desktop
Pause, resume, and terminate a virtual desktop session
Switch between the virtual desktop and the host desktop
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COMODO view Logs - Today ? = O X

SHOW T | ]
‘ﬂ"j':_"ilatlie'j F'E;Lt%}:rgztc Open log file I::Iea?illf = Export Refresh
a
Drate & Time Action Status i
7/8/2019 2:36:31 PM Virtual Desktop Terminated Success
7/8/2019 2:24:36 PM Session Terminated Success (Last Session Duration: 00:03:27)
7/8/2019 2:24:35 PM Switched to Host Success
7/8/2019 2:24:34 PM Switched to Virtual Desktop Success
7/8/2019 2:21:44 PM Session continued Success
7/8/2019 2:18:21 PM Session Paused Success
7/8/2019 2:18:20 PM Switched to Virtual Desktop Success
7/8/2019 2:17:43 PM Session Started Success
7/8/2019 2:17:39 PM Switched to Virtual Desktop Success

CLOSE

« Date & Time - When the event occurred

«  Action - The operation executed

«  Status - Whether the action taken was a success or failure

«  Click any column header to sort the entries in ascending \ descending order

6.4.15. Data Loss Prevention Event Logs

- The Data Loss Prevention feature scans Windows endpoints for files containing sensitive information like
social security numbers, credit card numbers and monitor file transfers with external storage devices.

»  The scans and the monitoring are based on the scan rules and monitoring rules applied by the Dragon
Enterprise profile active on a device

» Therules can be configured only by admins at the Dragon Enterprise console
«  The DLP is under development and will be available in future versions of Dragon Enterprise

6.4.16. Search and Filter Logs

You can run a simple filter of events by date, and use advanced filters to conduct more complex searches.
Filter by date/time
» Advanced Filters
Filter by date/time
+  Click 'Logs"in the CCS menu bar
»  Select an event category from the drop-down at top-left
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»  Click 'Filter by Date and Time' to choose a specific period:

COMODO view Logs - Today ! = O x

SHOW T o E=

- ST . Advanced Filter by Date 5 _ , . Cleanup log
Website Filttering Events > Filter e r'"ﬂe Open log file file

rl

") (No filtering)

Date & Time Website Action
O Withinfast |1 - > || hour(s} |~
12/5/2019 11:3...  httpy/hdfchbank.com/favicon.ico T Block
() Except last = - i) |
12/5/2019 11:3...  hitpy//hdfcbank.comy/favicon.ico ® Today Block
. . Current week
12/5,/2019 11:3... http:/rhdfcbank.comy/favicon.ico o Block

() Current month

() Within the period of

» Nofiltering - Show every event logged since CCS was installed. If you have cleared the logs since
installation, this option shows all logs created since that clearance.

«  Within last - Show all logs from a certain point in the past until the present time.
»  Except last - Exclude all logs from a certain point in the past until the present time.
« Today - Show all events logged today, from 12:00 am to the current time. (Default)
«  Current Week - Show all events logged from the previous Sunday to today.
«  Current Month - Display all events logged from 1st of the current month to today.
«  Within the period of - Show logs between a custom date range.

You can also right-click inside the log viewer module and choose the time period.
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CO MOD O View Logs - Current week

SHOW hi

.. Advanced
Antivirus Events - Filter

Date 8 . Location Malware Mame Action

4/11/201... | | DA\Suspic.., VirusWin32.Partea..  Remove
Refresh
4/11/201... | | DA\Suspic.. Show advanced filter gnore
Export
4/11/201... | | DA\Suspic.. 0 lock
Today

Current week

Current month

Entire period

Advanced Filters

Advanced filters let you run complex queries based on a variety of criteria. Search parameters vary from module to
module.

+  Click 'Logs' in the CCS menu bar
»  Select a module in the drop-down on the left
«  Click 'Advanced Filter":
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SHOW | F |
. - filter by Date o Cleanup log
Website Filtering Events ' and Time Open log file file
L3 4
Date & Time Website Category Mame Action
COMODO Advanced Filter ? | e

ADVAMCED FILTER

Action | Equal hd O allow B4 Block [ ask

APPLY CANCEL

«  Select afilter category at top-left then click 'Add'

»  Search parameters vary according to the filter category. You can include multiple filter categories to refine
your search.

Click the following links to view the options available with each module:
«  Antivirus Events
» VirusScope Events
» Firewall Events
« HIPS Events
+ Containment Events
»  Website Filtering Events
« Device Control Events
» Autorun Events
+ Alerts
» CCS Tasks
» File List Changes
» Vendor List Changes
« Configuration Changes

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 192



e

COMODO

Creating Trust Online®

Comodo Client Security - User Guide:

e,

+ Virtual Desktop Events

Antivirus Events

f

[

Filter Category

Description

Parameters

Action Filter logs based on the action | Select the filter parameter:
Laeﬁztzg %?;? gainst the «  Quarantine: Shows events at which the user chose
' to quarantine a file
Select Equal' or NOt. Equal «  Remove: Shows events at which the user chose to
from the drop down. 'Not delete the detected threat
Equal' will invert your choice. eiete ihe detected threa

+ Ignore: Shows events at which the user chose to
ignore the detected threat

«  Detect: Shows events involving only the detection
of malware

«  Ask: Displays events where an alert was shown to
the user so they could choose an action against a
piece of detected malware

«  Restore: Shows events at which quarantined
applications were restored to original location by
local user or an admin from Dragon Enterprise

«  Block: Shows events where suspicious applications
were stopped

« Reverse: Shows events where VirusScope
overrode potentially malicious actions

«  False positive: Shows events where files flagged as
threats by CCS were submitted to Comodo by the
user as a false positive.

« Add To exclusions: Shows events in which the user
chose to add an item to antivirus exclusions

« Add To trusted files: Shows events in which the user
changed the file rating to Trusted'

+  Restore from Quarantine: Shows events in which
files were returned to original location from
quarantine

+ Delete from Quarantine: Shows events in which
files were removed permanently from quarantine

Location Filter the log entries related to «  Enter the text or word that needs to be filtered
:aver:.ts logged from a specific For example, if you select 'Contains' option from the drop-
ocation. down and enter the phrase 'C:/Program Files/' in the text

field, then all events containing the entry 'C:/Program Files/'
in the 'Location' field are displayed.

Malware Name Filter the log entries related to +  Enter the text in the name of the malware that
specific malware. needs to be filtered.

For example, if you choose 'Contains' from the drop-down
and type 'siins' in the text field, then all events with 'siins' in
the 'Malware Name' field are shown.

Status Filter the log entries based on | Select the filter parameter:
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action taken against the threat
by CCS.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' will invert your choice
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«  Success: Shows events in which the actions
against the detected threat were successfully
executed (for example, the malware was
successfully quarantined)

«  Failure: Shows events at which the actions against
the detected threat failed to execute (for example,
the malware was not disinfected)

VirusScope Events

Filter Category

Description

Parameters

Action Filter logs based on the action | Select the filter parameter:
Laeﬁgzt% %(r:;? gainst the « Quarantine: Shows events at which the user chose
' to quarantine a file

»  Remove: Shows events at which the user chose to
delete the detected threat

+ Ignore: Shows events at which the user chose to
ignore the detected threat

«  Detect: Shows events involving only the detection
of malware

+ Ask: Displays events where an alert was shown to
the user so they could choose an action against a
piece of detected malware

«  Restore: Shows events at which quarantined
applications were restored to original location by the
local user or an admin from Dragon Enterprise

»  Block: Shows events where suspicious applications
were stopped

« Reverse: Shows events where VirusScope
overrode potentially malicious actions

- False positive: Shows events where files flagged as
threats by CCS were submitted to Comodo by the
user as a false positive.

« Add To exclusions: Shows events in which the user
chose to add an item to antivirus exclusions

« Add To trusted files: Shows events in which the user
changed the file rating to Trusted'

»  Restore from Quarantine: Shows events in which
files were returned to original location from
quarantine

+ Delete from Quarantine: Shows events in which
files were removed permanently from quarantine

Location Filter the log entries related to «  Enter the text or word that needs to be filtered

events logged from a specific
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For example, if you select 'Contains' option from the drop-
down and enter the phrase 'C:/Program Files/' in the text
field, then all events containing the entry 'C:/Program Files/
in the 'Location’ field are displayed.

Malware Name

Filter the log entries related to
specific malware.

«  Enter the text in the name of the malware that
needs to be filtered.

For example, if you choose 'Contains' from the drop-down
and type 'siins' in the text field, then all events with 'siins' in
the 'Malware Name' field are shown.

Status

Filter the log entries based on
the success or failure of the
action taken against the threat
by CCS.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' will invert your choice

Select the filter parameter:

+  Success: Shows events in which the actions
against the detected threat were successfully
executed (for example, the malware was
successfully quarantined)

«  Failure: Shows events at which the actions against
the detected threat failed to execute (for example,
the malware was not disinfected)

Firewall Events

Filter Category

Description

Parameters

propagated by a specific
application

Action Filter logs based on events Select the filter parameter:
Zggg;dgggg)tge trr?:gi?g\?v;(lor «  Blocked: Shows events where CCS prevented the
y ' connection
Select 'Equal’ or 'Not Equal'
frgrﬁcthe g:fp ggwno ‘Ng? @ +  Allowed: Shows events where the connection was
Equal' will invert your choice allowed to proceed
+  Asked: Shows events where an alert was shown to
the users so they could choose whether or not to
allow the connection
Application Filter logs based on events «  Enter the text or word that needs to be filtered.

For example, if you choose 'Contains' from and enter the
phrase 'cuckoo' in the text field, then all FW events
containing the entry 'cuckoo' in the 'Application' column are
displayed

Destination IP

Filter logs based on events
with a specific target IP
address

1. Select 'Equal’ or 'Not
Equal' option from
the drop-down box.
'Not Equal' will invert
your selected choice.

2. Select'IPv4' or 'IPv6'
from the drop-down

« Enter the IP address of the destination server or
host, to filter the events that involve the connection
attempts from/to that destination server or host.

For example, if you choose 'Contains' option from the drop-
down, select IPv4 and enter 192.168.111.11 in the text field,
then all events containing the entry '192.168.111.11" in the
'Destination IP' column will be displayed.
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Filter Category Description Parameters

box.

Destination Port

Filter logs based on events
that involved a specific target
port number

Select any one of the option
the drop-down:

* Equal
e Greater than

»  Greater than or
Equal

e Lessthan
» Lessthan or Equal

«  Enter the destination port number in the text entry
field

For example, if you choose 'Equal' option from the drop-
down and enter 8080 in the text field, then all events
containing the entry '8080'" in the 'Destination Port' column
will be displayed.

that originated from a specific
IP address

1. Select 'Equal’ or 'Not
Equal' option from
the drop-down box.

«  Not Equal
Direction Filter logs based on events of | Select the filter parameter:
inbound or outbound nature.  In: Shows a list of events involving inbound
Select 'Equal’ or ‘Not Equal’ connection attempts
from th .'N
égLnaT' \?viﬁri(r)]sedr? \;,vgur cﬁt)ice «  Out Shqws a list of events involving outbound
connection attempts
For example, if you choose 'Equal' option from the drop-
down and select the 'In' checkbox, then all inbound
connection attempts will be displayed.
Protocol Filter logs based on events Select the filter parameter:
that involved a specific . TCP
protocol.
1 1 1 1 ° UDP
Select 'Equal’ or 'Not Equal
from the drop down. 'Not - ICMP
Equal' will invert your choice « IPV4
« IGMP
- GGP
- PUP
- IDP
- IPV6
- ICMPV6
« ND
For example, if you choose 'Equal' option from the drop-
down and select the 'TCP' checkbox, then all connection
attempts involving TCP protocol will be displayed.
Source IP Filter logs based on events «  Enter the IP address of the source server or host, to

filter the events that involve the connection attempts
from/to that source server or host system.

For example, if you choose 'Contains' then select IPv4 and
enter 192.168.111.22 in the text field, then all events
containing the entry 192.168.111.11" in the 'Source IP'
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Filter Category Description Parameters

'Not Equal' will invert | column will be displayed.
your selected choice.

2. Select'IPv4' or 'IPv6'
from the drop-down

box.
Source Port Filter logs based on events «  Enter the destination port number in the text entry
that involved a specific source field
port number _ For example, if you choose 'Equal' and enter 8080 in the text
Select any one of the option  |field, then all events containing the entry '8080' in the
the drop-down: 'Source Port' column will be displayed.
* Equal

»  Greater than

«  Greater than or
Equal

* Less than
e Lessthan or Equal

*  Not Equal
HIPS Events
Filter Category Description Parameters
Application Filter logs based on events «  Enter the search criteria for filtering the logs in the
propagated by a specific text field.
application For example, if you choose 'Contains' from the drop-down
and enter the phrase 'cuckoo' in the text field, then all events
containing the entry 'cuckoo' in the 'Application' column are
displayed.
Action Filter logs based on events | Select the filter parameter:
according to the response (or . . -
action taken) by HIPS Scanned online and found malicious

«  Access memory

Select 'Equal’ or 'Not Equal . Create process

from the drop down. 'Not

Equal' will invert your choice. +  Terminate process
«  Modify key
«  Modify file

«  Direct memory access
« Direct disk access

«  Direct keyboard access
«  Direct monitor access

« Load driver

« Send message

+ Install Hook
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Filter Category Description Parameters

« Access COM interface
«  Execute image

« DNS/RPC client access
«  Change HIPS Mode

«  Shellcode injection

»  Block file
e Suspicious
e Hook

o Alert Suppressed
«  Scanned and found safe

For example, if you choose 'Equal' and select 'Create
process', only events involving the creation of a process by
applications are displayed.

Target Filter logs based on events
that involved a specified target

application.

«  Enter the search criteria for filtering the logs in the
text field.

For example, if you choose 'Contains' and enter the phrase
'svchost.exe' in the text field, then all events containing the
entry 'svchost.exe' in the "Target' column will be displayed.

Containment Events

Filter Category Description

Parameters

Application Show events propagated by a Enter the search criteria for filtering the logs in the
specific application. text field.

For example, if you choose 'Contains' and enter the phrase
‘pcflank in the text field, then all events containing the entry
'pcflank’ in the 'Application’ column are displayed.

Rating Show events which concern | Select the filter parameter:
files that have a specific trust- . None
rating. U 76
Select 'Equal’ or 'Not Equal’ nrecognize
from the drop down. 'Not *  Trusted
Equal’ will invert your choice. « Malicious

For example, if you choose 'Equal' and select the
‘Unrecognized' file rating, only the containment events
involving applications that are categorized as 'Unrecognized'
are displayed.

Action Show events where a specific | Select the restriction level(s) applied by the container to the
action was applied to the file | applications, either automatically of or chosen by the user
by CCS from the alert.

Select 'Equal’ or 'Not Equal’ *  Run Restricted
from t'he_dr.op down. 'Not - Run Virtually
Equal' will invert your choice

»  Blocked
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Filter Category Description Parameters

« Ignored

For example, if you choose 'Equal' from the drop-down and
select 'Run Virtually', only the events of applications that are
run inside the container are displayed.

Contained by

Show events where the file
was isolated by a specific
module or user

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
Contain' will invert your
selected choice.

Select the source(s) by which the applications were
contained.

«  Containment Policy
«  User

«  Contained Process

+  Containment Service

For example, if you choose 'Contains' and select the 'User'
checkbox, then only events involving applications that were
manually run inside the container are displayed.

Parent Process

Show files contained based
on its source process

«  Enter the name of the application associated with
the process, that launched contained item as the
search criteria for filtering the logs in the text field.

For example, if you choose 'Contains' and enter the phrase
'RuntimeBroker.exe' in the text field, then all events
containing the entry ‘RuntimeBroker.exe' in the 'Parent
Process' column are displayed.

Parent Process ID

Show events created by a
source process 1D

Select 'Contains' or 'Does Not
Contain' from the drop-down
menu.

«  Enter the process ID of the application associated,
that launched contained item as the search criteria
for filtering the logs in the text field.

For example, if you choose 'Contains' and enter the ID '2612'
in the text field, then all events containing the entry '2612" in
the 'Parent Process ID' column will be displayed.

Parent Process
Hash

Show events where items was
contained based on its source
process(es) specified by hash
value(s) of executable file(s)
associated with the source
process(es)

Select 'Contains' or 'Does Not
Contain' from the drop-down
menu.

- Enter the SHA1 hash value of the executable file
associated with the process, that launched
contained item as the search criteria.

Website Filtering Events

Filter Category

Website

Description

Show only events that
involved a specific website

Select 'Contains' or 'Does Not
Contain' from the drop-down
menu.

Parameters

«  Enter the website address in part or full, to filter the
logs involving the website.

For example, if you choose 'Contains' option from the drop-

down and enter the phrase 'facebook.com' in the text field,
then all events that involve the website facebook.com' in the
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Filter Category Description Parameters

'Website' column are displayed.

involved a specific response
by CCS

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' will invert your choice

Category Name Show events that involved +  Enter the website filter category name, to filter the
websites which are covered logs involving the category
by a website filtering category. | For example, if you choose 'Contains' and enter the phrase
'Malware Sites' in the text field, then all events involving
websites in the 'Malware Sites' category are displayed.
Action Show only events that Select the action(s) to filter the logs involving those action(s).

«  Allow
e Block
o Ask

For example, if you choose 'Equal’ and 'Block’, then only
events where websites blocked are displayed.

Device Control Events

Filter Category

Description

Parameters

Name Filter the entries based on the «  Enter the type of the device in full or part as your
type of the device. filter criteria in the text field.
For example, if you choose 'Contains' and type 'USB Input
Device' in the text field, you will see logs related to USB input
devices like keyboards, mice and finger print scanners.
|dentifier Filter entries based on the «  Enter the device ID of the device in full or part as
device ID of the external your filter criteria in the text field.
device. For example if you have chosen 'Contains' and entered
'USB\VID_0627&PID_0001', in the text field only those log
entries related to external devices whose device ID contains
the string are displayed.
Class Filter the entries based on the «  Enter a Device Class ID (GUID) in part or full as
GUID of the device your search criteria
For example, if you select 'Contains' option from the drop-
down field and enter '4D36E967", then all events containing
the entry '4D36E967" in the 'Class' field are displayed..
State Filter events based on Select the parameter to refine your search.
whether the device connection . Enabled
attempt was allowed or
blocked. + Disabled

Autorun Events

Filter Category

Description

Parameters

Type

Filter entries based on the
class of autorun

Choose from:
«  Windows Service
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Select 'Equal’ or 'Not Equal’ « Autostart entry
from t'he_drlop down. ‘Not +  Scheduled task
Equal' will invert your choice
Location Filter entries based on «  Enter the location or a part of it as your filter criteria
application path in the text field.
Select ‘Contains' or ‘Does Not | For example if you have chosen 'Contains’ and entered
Contain' option from the drop | 'C:/Program Files (x86)/Cuckoo Files/Cuckoo.exe in the text
down menu. 'Does Not field, then only log entries with the same value in the 'Path’
Contain' will invert your column are displayed.
selected choice.
Modifier Filter logs by the file or user «  Enter the location or a part of it as your filter criteria
that launched the event. in the text field.
Select 'Contains' or 'Does Not | For example if you choose 'Contains' and enter
Contain' option from the drop | 'C:/Users/tester/AppData/Roaming/Microsoft/Windows/Start
down menu. 'Does Not Menu/Programs/Startup/UnknownAppUI3.exe' in the text
Contain' inverts your choice. |field, then only log entries with the same value in the ‘Path’
column will be displayed.
Action Filter the events based on
tCr)]?eSatresponse fothe detected « Ignore - CCS does not take any action
Select 'Equal or Not Equal - Terminate - CCS stops the process / service
from the drop down. 'Not + Terminate and Disable - Auto-run processes will be
Equal' will invert your choice stopped and the corresponding auto-run entry
removed. In the case of a service, CCS disables the
service.

+  Quarantine and Disable - Auto-run processes will
be quarantined and the corresponding auto-run
entry removed. In the case of a service, CCS
disables the service.

Detected By Filter the entries based on the | Select the specific filter parameter to refine your search.
CCS component that .
discovered the threat Autorun monitor
Select 'Equal’ or 'Not Equal’ * Anivirus Scan
from the drop down. 'Not
Equal' will invert your choice
Status Filter the entries based on the | Select the specific filter parameter to refine your search.
ts:lf:r?? g{nfsi'l;r: t%]cr;g? s ction «  Success: Shows events where the actions against
CCS 9 y the detected threat were successful. For example,
' the malware was successfully quarantined.
fsre:ﬁctL ngal ngNnotll\qutuaI «  Failure: Shows events where the intended actions
EO al e'” 'zper? o.rcﬁo'ce against the detected threat were not successful. For
qualwill invert you ! example, the malware was not disinfected.
Alerts
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description of the attempt

Advice Filter entries by the security +  Enter the text or word as your filter criteria.
recommendation in the alert. For example, choose 'Contains' and enter the phrase 'you
Select 'Contains' or 'Does Not | can safely allow this request' in the text field.
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.
Answer Filter the events based on Select the parameter to refine your search.
what action the user selected .« Unknown
at the alert.
Select 'Equal’ or 'Not Equal’ » Allow
from the drop down. 'Not +  Deny
Equal' inverts your choice. . Treatas
« Disinfect
«  Quarantine
+  Quarantine and reserve
»  Skip once
« Add to exclusions
« Add to trusted files
«  False positive
«  Skip
e Terminate
«  Keep inside the Container
* Run outside the Container
« Deny and Terminate
«  Deny, Terminate and Reverse
«  Containment
 Visit with Secure Browser
*  Run Unlimited
* Runinside the Container
«  Blocked
For example, if you choose 'Equal' from the drop-down and
select the 'Add to exclusions' checkbox, only the alerts
where you answered 'Ignore' > 'lgnore and Add to
exclusions' are displayed.
Answered Filter logs based on the date +  Enter or select the required date from the date
the user answered the alerts. picker
Select 'Equal’ or 'Not Equal' | For example, if you select 'Equal’ and select '07/31/2017",
from the drop down. 'Not only alerts answered on 07/31/2017 are displayed.
Equal' inverts your choice.
Description Filter the entries based on the «  Enter the text or word as your filter criteria.
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displayed in the alert. For example, if you select 'Contains' from the drop-down and
Contain' option from the drop descriotion are disola 2 q

down menu. 'Does Not Py ISpiayed.

Contain' inverts your choice.

Option Filter the log entries where the | Select the specific filter parameters to refine your search.

user selected an additional

i S «  Remember

options like 'Remember my

answer', 'Submit as False »  Restore point

Positive' from the alert. < Submit

Select 'Equal’ or 'Not Equal’ «  Trusted publisher

from the drop down. 'Not P

Equal' inverts your choice. For example, if you choose 'Equal' from the drop-down and
select 'Remember' from the checkbox options, only the log
entries of alerts for which 'Remember my answer' option was
selected are displayed.

Treat as Filter events where the user «  Enter the text or word as your filter criteria
clho;erpemflc a<|:t|o|rt1s OP the For example, if you have chosen 'Contains' from the drop-
ai ‘ orllex?m;? ?t’ r?a 358 | 4own and entered 'Installer’ in the text field, only the log
sa te ﬁp? 'sz creatasan | onrieg containing the phrase 'Installer' in the Treat As'
NStallerand so on. column are displayed.

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.

Alert Type Filter the log entries based on | Select the specific filter parameters to refine your search.
th_e CCS component that . Antivirus Alert
triggered the alert
Select 'Equal’ or 'Not Equal’ » Firewall Alert
from the drop down. 'Not « HIPS alert
Equal' inverts your choice. «  Containment alert

«  VirusScope Alert

»  Network alert
For example, if you select 'Equal’ from the drop-down and
select 'Antivirus Alert' checkbox, only the log of antivirus
alerts are displayed.

CCS Tasks

Filter Category Description Parameters

Code Filter the entries based on Enter the code or a part of it as your filter criteria in

specified error code the text field.

Select 'Equal’ or 'Not Equal' | For example, if you have select 'Equal’ and entered

from the drop down. 'Not '0x80004004' in the text field, then only entries containing the
Equal' inverts your choice. value '0x80004004' in the 'Code' column are displayed.

Completed Filter events based on tasks «  Enter or select the required date from the date
successfully finished on the picker
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Filter Category Description Parameters

specified date

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' inverts your choice.

For example, if you choose 'Equal' and select '08/01/2019',
only the logs of tasks completed on 08/01/2019" are
displayed.

CCS tasks category.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' inverts your choice.

Parameter Filter the entries based on the +  Enter the text or word as your filter criteria.
:spemflecti plalrametei)r.tA ¢ For example, if you choose 'Contains' option from the drop-
trr)]ar?nmgn?[r 'i ? su ;:y;r)e ° down and enter the phrase 'Quick Scan' in the text field, then
exeamSIIe ?C?uic)lipg.carg and only the entries of 'Antivirus Scan Tasks' with the scan
‘Rating Scan’ are both parameter 'Quick Scan' are displayed.
parameters of the main task
type 'Antivirus Scan'.

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.
Type Filter the entries based on the | Select the specific filter parameters to refine your search.

Antivirus update

«  Antivirus scan

« Log Clearing

+  Product upgrade

« Binary update

«  File Rating DB Upgrade
«  Purge file list

Virtual Desktop Session
* Reset the Container

«  DLP Discovery Scan

File List Changes
Filter Category

Description

Parameters

Location Filter the entries based on the Enter the location or a part of it as your filter criteria
file path whose trust rating in the text field.
was changed For example if you have chosen 'Contains' and entered
Select 'Contains' or 'Does Not | 'C:/Program Files (x86)/Cuckoo Files/Cuckoo.exe in the text
Contain' option from the drop |field, then only log entries with the same value in the 'Path’
down menu. 'Does Not column are displayed.
Contain' inverts your choice.

Modifier Filter events based on who | Select the filter parameter to refine your search

changed the file rating

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' inverts your choice.

e Administrator
e User
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«  Comodo

For example, if you select 'Equal’ from the drop-down and
select 'User' checkbox, only logs of changes done by the
users are displayed.

Action

Filter the entries based on the
file activity

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' inverts your choice.

Select the filter parameter to refine your search
+ Added
« Changed
* Removed

For example, if you select 'Equal’ from the drop-down and
select 'Removed' checkbox, only the logs of files that were
removed from the file list are displayed.

Rating Source

Filter the entries by who
provided the file rating

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.

Ratings can be provided by:
«  Administrator
«  Administrator (by Vendor)
«  User
e User (by Vendor)
« AV database
« Trusted installer

« FLS
e FLS (by Vendor)
«  Valkyrie

«  SmartScreen
+  Signed by Comodo
+  Signed by Microsoft

For example, if you select 'Equal' from the drop-down and
select 'User' checkbox, only the logs of files that were rated
by the users are displayed.

files after the change

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.

Old Rating Filter the entries based on Select the filter parameter to refine your search
trust rating of files before the . Unrecognized
change
Select 'Contains' or 'Does Not » Trusted
Contain' option from the drop +  Malicious
down .m,ei““- Does NOth , For example, if you select 'Contains' from the drop-down and
Contain® inverts your choice. | seject 'Unrecognized' checkbox, only the logs of files that are
rated as 'Unrecognized' in the 'Old Rating' column are
displayed.
New Rating Filter logs by the trust rating of | Select the filter parameter to refine your search

«  Unrecognized
« Trusted
«  Malicious
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For example, if you select 'Contains' from the drop-down and
select 'Malicious' checkbox, only the logs of files that are
rated as 'Malicious' in the ‘New Rating' column are displayed.

File Hash Filter logs by hash value «  Enter the SHA1 hash value of the file in the text

Select 'Equal’ or 'Not Equal’ field to refine your search

from the drop down. 'Not
Equal' inverts your choice.

Vendor List Changes
Filter Category Description Parameters
Vendor Filter logs by the software Type the name of the vendor in full or part in the text field.

publisher name whose trust

: For example if you choose 'Contains' and enter 'Digital' in the
rating was changed

text field, only those log entries related to the vendors who
Select 'Contains' or 'Does Not | has contain 'Digital' as a part in their name are displayed.
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.

Modifier Filter logs by who changed | Select the filter parameter to refine your search

the vendor rating . Administrator

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' inverts your choice. + Comodo

o User

For example, if you select 'Equal' from the drop-down and
select 'User' checkbox, only logs of changes done by the
users are displayed.

Action Filter logs by the type of Possible actions:
Icizgfnge made to the vendor . Added

Select 'Equal' or 'Not Equal’ +  Changed

from the drop down. 'Not +  Removed

Equal*inverts your choice. | por gyample, if you select 'Equal from the drop-down and

select 'Removed' checkbox, only the logs of vendors that
were removed from the vendor list are displayed.

Property Filter logs by the entity that | Entities that can provide trust ratings:

provided the vendor rating . Administrator Rating

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not «  Comodo Rating
Contain' inverts your choice.

»  User Rating

For example, if you select 'Equal' from the drop-down and
select 'User Rating' checkbox, only the logs of vendors that
were rated by users are displayed.

Old Rating Filter logs by the trust rating of | Select the filter parameter to refine your search
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«  Unrecognized
« Trusted
« Malicious

For example, if you select 'Contains' from the drop-down and
select 'Unrecognized' checkbox, only the logs of vendors that
are rated as 'Unrecognized' in the 'Old Rating' column are
displayed.

New Rating Filter logs by the vendor's
trust rating after the change.

Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.

Possible new trust ratings are:
«  Unrecognized
« Trusted
« Malicious

For example, if you select 'Contains' from the drop-down and
select 'Malicious' checkbox, only the logs of vendors that are
rated as 'Malicious' in the ‘New Rating' column are displayed.

Configuration Changes
Filter Category Description

Action Filter logs by the type of
change that was made. For
example, rule modified, file
exclusion created.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' inverts your choice.

Parameters
Options are:
« Added
« Changed
«  Removed

«  Option changed

Modifier Filter events based on who
changed the configuration
such as the user,
administrator and response
given to an alert

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' inverts your choice.

The possible modifiers are:

o User

« Autolearn

«  Antivirus Alert
«  Firewall Alert

« HIPS alert

«  Containment alert
«  Scheduler

«  Comodo

e Administrator

For example, if you select 'Equal’ from the drop-down and
select 'User' checkbox, only logs of changes done by the
users are displayed.

Name Filter the entries based on
object label that was affected
by the configuration change,
for example, Shared Spaces,
Windows Management and so
on

Enter the object name as filter criteria in the text box.

For example, if you choose 'Contains' then enter the phrase
‘surfer.exe’ in the text field, then you will only see logs with
surfer.exe in the name column.
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Select 'Contains' or 'Does Not
Contain' option from the drop
down menu. 'Does Not
Contain' inverts your choice.

Component Filter logs by the object Select the affected object.

modified by the action. It is not possible to list all possible objects in this table.

Select 'Equal’ or 'Not Equal' | Please consult the list in the search interface.
from the drop down. 'Not
Equal' inverts your choice.

Virtual Desktop Events

Filter Category Description Parameters

Action Filter logs by the type of Possible activities:

virtual desktop activity. Virtual Desktop Launched

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' inverts your choice. +  Session Started

«  Session Paused

Virtual Desktop Terminated

+  Session Continued
«  Session Terminated
«  Switched to Windows View
«  Switched to Virtual Desktop

For example, if you select 'Equal’ from the drop-down and
select 'Session Started' checkbox, only the session initiated
events are displayed in the 'Action' column.

Status Filter logs by whether the Possible outcomes are:
event was was successful or . Success
not. Examples include paused _
sessions successfully « Failure
resumed, wrong PIN entered e Expired

and user could not resume a
paused session.

Select 'Equal’ or 'Not Equal’
from the drop down. 'Not
Equal' inverts your choice.

6.5. Submit Files for Analysis to Comodo

Click 'Tasks' > 'Advanced Tasks' > 'Submit Files'

+  Files you submit from this interface are uploaded to Comodo Valkyrie for behavior testing.
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«  Valkyrie is Comodo's file testing and verdict system. It's purpose is to discover whether or not a file is
malicious or safe.

«  CCS rates files as either 'trusted', 'malicious' or 'unknown'.

«  Files with no rating at all are automatically uploaded when they are executed, or if they are discovered by a
rating scan.

»  Files awarded an unknown rating by an admin, user, or by Comodo are not auto-uploaded.

Tip - You can also submit files to Valkyrie from the Quarantine and File List interfaces.

Upload files for analysis
»  C(Click 'Tasks' on the CCS home screen
«  Click 'Advanced Tasks' then 'Submit Files'
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SETTINGS
|| Secure All systems are active and running
(GENERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADVANCED TASKS Cl\
. - +* . +
= Create Rescue Disk W Clean Endpoint
® M
@ Create a bootable CD or USE Flash Drive to = Run COMODO Cleaning Essentials tool to clean
clean up heavily infected PC's. persistent infections.
B . . »
o —1 Open Task Manager = View Active Processes ’
Q — . : . .
o — Open the task manager to view running security ||||| view the details of the processes active on this
tasks in progress computer
> ViewLogs 1t Submit Files .
@ View a record of security events, activity and =| You cap submit as many files as you wish to

alerts. COME_JO for analysis.

Location Q

Submit as False-Positive Submit to Valkyrie SUBMIT CLOSE

g

+  Click 'Add" at top right.

COMODO submit ? o X

Files Q

Folders

Running Processes esktopiviryrundll.exe
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«  There are three ways to select a file:

«  Files - Browse to the file or executable you want to add to the 'Submit Files' list.

»  Folders - Browse to the folder you want to add. All files in the folder will be added to the 'Submit Files'
list.

* Running Processes - Select a currently active process. The parent application of the process will be
added to the 'Submit Files' list.

»  Repeat the process to add more files
« Please note that 'Submit to Valkyrie' is pre-selected by default. You cannot change this setting.
+  Click the 'Submit' button

The uploading process will commence. You can stop, pause/resume or send the submission process to background
by clicking respective buttons.

COMODO Valkyrie Submit Files ! o U X
q Chold man files\give_a_dog_a_bone.exe
File Name State

‘3@ C\Program Files (x86)\LantiviLantiv Timetabler 6.2.36\LanTime.exe O Uploading

&h C\Program Files (x861\MB Free Astrology Birth Charf\MBFreeAstrologyBirthcCh... O Pending

& C\Program Files (x86)\MyFreeWeather\MyWeather.exe O Pending

X7 castrologiAstrolog.exe O Pending

Ch\Program Files\AgeCalculator.exe O Pending

o

When a file is first submitted, Comodo's online file look-up service will check whether the file is already queued for
analysis by our technicians. The results screen shows the results:
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COMODQO valkyrie Submit Files 7 = O pee
1 O O % C\Program Files\AgeCalculator.exe
File Name State
@ C\Program Files (x861\LantiviLantiv Timetabler 6.2.36\LanTime.exe @"} Uploaded

&h C\Program Files (x861\MB Free Astrology Birth Charf\MBFreeAstrologyBirthcCh... @ Already submitted

& C\Program Files (x86)\MyFreeWeather\MyWeather.exe @j Already submitted
X7 chastrologAstrolog.exe @ Already submitted
Ch\Program Files\AgeCalculator.exe @j Already submitted

X CLOSE

»  Uploaded - The file was accepted for review by our research labs. The file's signature was not among
the list of files waiting to be tested.

« Already submitted - The file has already been uploaded by another CCS user and is queued for
testing. This means the file was not uploaded from your machine.

Comodo will analyze all submitted files. If the file is found to be trustworthy it will be added to the Comodo safe list
(white-listed). Conversely, if it is found to be malicious then it will be added to the virus database (black-listed).

Click 'Settings' > 'File List' > 'Submitted Files' to view all files uploaded to our labs. See Submitted Files for more
details.

6.6.View Active Process List

Click 'Tasks' > 'Advanced Tasks' > 'View Active Processes'
» The active process list shows all processes started by applications currently running on your system.

«  CCS can identify the parent application of a process to detect when a non-trusted application is trying to
spawn a trusted application. CCS can then deny access rights to the trusted application.

« This deep level of inspection protects you against malware that tries to use trusted software to launch an
attack.

« The interface also lets you run an online lookup on the parent application. Here, you can check its trust
rating on the latest cloud databases. You can also submit an application to Comodo for analysis.

View the active process list
e Click 'Tasks' > 'Advanced Tasks'

»  Click the 'View Active Processes' tile:
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SETTINGS

@ Secure | All systems are active and running

GEMERAL TASKS FIREWALL TASKS CONTAINMENT TASKS DLP TASKS ADVANCED TASKS CL
»

. » .
Create Rescue Disk - Clean Endpoint
v
I3

Create a bootable CO or USE Flash Drive to Run COMODO Cleaning Essentials tool to clean
clean up heavily infected PC's. persistent infections.

View Active Processes

Open Task Manager

|I||| View the details of the processes active on this

computer, @

— | Open the task manager to view running se
tasks in progress

At ViewLogs Submit Files ’
COMOD O Active Processes List ? = O x
Application PID Company User Mame Restriction Rating o
[z fontdrvhost.exe 776 Microsoft Wi...  UMFD-1 Disabled Trusted
[z dwm.exe 968 Microsoft Wi... DWM-1 Disabled Trusted
'm B explorer.exe 4232 Microsoft Wi...  John Disabled Trusted
d msascuiLexe 6584 Microsoft Wi..  John Disabled Trusted
N BiHMS.exe 336 John Fully Virtu...  Unknown
@ LanTime.exe 6504 John Disabled Trusted
W MyWeather.exe 3784 John Disabled Trusted
¢ = chrome.exe 5476 Google LLC John Disabled Trusted
W
o
]

« Application - The name of the parent executable of the process.

« PID - The unique process identifier.

«  Company - The vendor who created the software

« User Name - The user account under which the program is run

« Restriction - The security limitations placed on the program by the CCS containment module.

- Rating - The trust level of the program as per the local file list ('Settings' > 'File Rating' > File List')
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»  Right-click on any process to open the context sensitive menu:

W MyWeather.exe 3784 John Disabled Trusted

#N BiHMS.exe L ) Fully Virtu...  Unknown
oW ru a

Show Contained Only | Disabled

& = chrome.exq Trusted

Show COMODO Processes Running Inside the Container

Add to Trusted Files
Online Lookup @
Submit
Submit to Valkyrie
Jump to Felder

Show Activities

«  Show Full Path - View the install location of the parent program
- Show Contained Only - Hides all processes except those running in the container.

«  Show COMODO Processes Running Inside the Container - Hide all processes except Comodo
processes running in the container.

+ Add to Trusted Files - Assign "Trusted' status to the executable that started the process. This allows the
file to run as normal in future. You can view trusted files in the CCS 'File List' ('Settings' > 'File Rating' >
'File List).

«  Online Lookup - Search for the executable in Comodo's global blacklist and whitelist. The results will tell
you if the file is clean, malicious or unknown.

- Submit to Valkyrie - Uploads the parent executable to Comodo Valkyrie for analysis. Valkyrie is Comodo's
file testing and verdicting system that analyzes the submitted files with a range of static and dynamic tests
to determine the file's trust rating. The files are added to the Comodo safe list (white-listed) or to the
database of virus signatures (blacklisted) depending on the results.

« Jump to Folder - Opens the folder containing the executable.

- Show Activities - Shows all actions by processes of the application. This option is available only for
contained applications and if VirusScope is enabled ('Settings' > 'Advanced Protection > 'VirusScope').

»  Click the 'More' button to open Comodo KillSwitch - an advanced system monitor that lets you quickly
identify and terminate any unsafe processes on your system.

[ = services.exe 612 Microsoft Wi...  SYSTEM Disabled Trusted

W

o ] o

If KillSwitch is not yet installed, clicking this button will prompt you to download the application. See Identify and Kill
Unsafe Running Processes for more details.

View 'Active Processes' list of contained applications
Click the shortcut on the widget to view processes by applications inside the container. These applications include:

«  Auto-Containment - Applications that are made to run in the container by a containment rule. See 'Auto-
Containment Rules' for more details on defining auto-containment rules.
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* Run Virtual - Applications that were manually run in containment. See 'Run an Application in
Containment' for more details.

«  Applications that are run inside the containment using the context sensitive menu - Click here for more
details.

*  Running browsers inside the containment from the widget - Click here for more details.
»  Programs that are added manually - See 'Auto-Containment Rules' for more details.

View active processes from contained applications

«  Click the first box in the second row in the CCS Widget.
cCOMODO

The Active Processes List (Contained Only) screen appears:

CO MOD O Active Processes List (Contained Only) ! 2 O X
Application PID Company User Name  Restriction Rating
Q operacexe 6480 Opera Softw...  John Fully virtu...  Unknown
@ O firefox.exe 7988 Mozilla Corp...  John Fully Virtu...  Trusted
@ fircfox.exe 3324 Mozilla Corp...  John Fully virtu...  Trusted
@ fircfox.exe 6692 Mozilla Corp...  John Fully Virtu...  Trusted
@ fircfoxexe 5088 Mozilla Corp...  John Fully virtu...  Trusted
@ fircfoxexe 7612 Mozilla Corp...  John Fully Virtu...  Trusted
[z dllhost.exe 7924 Microsoft Wi...  John Fully Virtu...  Trusted
N BiHMS.exe 6344 John Fully Virtu...  Unknown
W

T T

A
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7.CCS Advance Settings

Click 'Settings' at the top-left of the CCS home screen

The settings area lets you configure every aspect of the operation, behavior and appearance of Comodo Client
Security. There are two main areas:

« General settings - Specify top-level preferences regarding the interface, updates and event logs.

»  Security settings - Configure each CCS security module. Modules include antivirus, firewall, file-rating,
containment and more.

COMOD QO client - security 12

TASKS SETTINGS

COMO D 0 Advanced Settings ? 2 o bt
= General Settings
User Interface

Updates Language: English (United States) - By COMODO -

Logging [J Show messages from COMODO Message Center

Configuration [0 show notification messages
i Rp O Show desktop widget
ey [ Show information messages when tasks are minimized/sent to background
L [ Play sound when an alert is shown

Show notification messages
w Containment

User Access Rights Verification
w Data Loss Prevention

Select the type of access rights verification | Comodo dialog *
w File Rating

Some of the Comodo Client Security application features require elevated nights to perform
w Advanced Protection certain actions. The current user will need to prove availability of sufficient rights to perform
them.
Wehsite Filtering

You might need to enter a password to access the settings if so configured in the Dragon Enterprise profile. See
'Password Protection’ for more on this.

Click the following links for help with specific settings:
» General Settings
«  Customize User Interface
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« Configure Virus database Updates
» Log Settings
» Manage CCS Configurations

*  Antivirus Settings

» Real-time Scanner Settings
»  Scan Profiles
» Firewall Settings

»  General Firewall Settings
« Application Rules
»  Global Rules
» Firewall Rule Sets
*  Network Zones
« Port Sets
«  HIPS Settings

»  General HIPS Settings
» Active HIPS Rules
«  HIPS Rule Sets
»  Protected Objects - HIPS
«  HIPS Groups
» Data Loss Prevention
« Containment Settings
» Containment Settings
+ Auto-Containment Rules
»  Protected Objects - Containment
 Virtual Desktop Settings
« Containment - An Overview
» Unknown Files: The Scanning Process
» File Ratings
+ File Rating Settings
»  File Groups
» File List
«  Submitted Files
« Vendor List
« Advanced Protection

» VirusScope Settings
» Scan Exclusions
» Device Control Settings
Script Analysis Settings
* Miscellaneous

»  Web Filter Settings

»  Web Filter Rules
»  Website Categories

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 217



COMODO

Creating Trust Online®

e Z

7.1.General Settings

»  Click 'Settings' > 'General Settings'

»  The general settings area lets you customize the appearance and overall behavior of Comodo Client
Security.

«  You can configure the interface language, notifications, automatic updates, logging, and more.
Configure General CCS Settings

+  Click 'Settings' on the CCS home screen

+  Click 'General Settings' on the left:

COMODO Advanced settings ? o O >
— General Settings
User Interface

Undates Language: English (United States) - By COMODO »

Logging [ show messages from COMODO Message Center

Configuration [J Show notification messages
b [ Show desktop widget
e [ Show information messages when tasks are minimized/sent to background

e O Play sound when an alert is shown

w HIPS

Show notification messages

w Containment

w Data Loss Preventior
w File Rating

v Advanced Protection

Website Filtering

General settings is broken down into the following areas:
» User Interface
+ Updates
» Logging
»  Configuration

7.1.1. Customize User Interface

«  Click 'Settings' > 'General Settings' > 'User Interface'

« The user interface tab lets you choose your preferred language, and customize the look and feel of the
application.

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 218



COMODO

Creating Trust Online®

COMOB 0 Advanced Settings ? 7 o X
= General Settings
User Interface

Updates Language: English (United States) - By COMODO bl

Logging O Show messages from COMODO Message Center

Configuration [J show notification messages
A Wiriaeei [0 Show desktop widget
e O show information messages when tasks are minimized/sent to background
L he [J Play sound when an alert is shown

Show notification messages

v Contamment

User Access Rights Verification

Select the type of access rights verification | Comodo dialog *

Some of the Comodo Client Security application features require elevated rights to perform
w Advanced Protection certain actions. The current user will need to prove availability of sufficient rights to perform
them.

s

w Data Loss Prevention

w File Rating

Website Filtering

« Language Settings - Comodo Client Security is available in many different languages. Switch languages
by clicking the 'Language' drop-down menu: (Default = English (United States)).
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COMODO ~dvanced settings ? = 0 ®

= General Settings

Comodo Client SeCU[[’,[_y..,.-e»-HS"'éFfG[J:i-dé coMoDOo

User Interface

Updates Language: English (United 5tates) - By COMODO ' ] l
English (United States) - By COMODO

Logging [ Show mess &' - By Community

Portugués (Brasil) - By Community
Brnarapckn - By Community

[ Show deski X&) - By COMODO

Configuration O show notifj

v Antivirus - )
I IFEEFL - By Community
e Firpse L] Show infor Pu{n-'als-v (Croatian) - By Community ground
Cestina - By Community
[] Play sound ' Y P
v HIPS Dansk - By Community
show notificatl Nededands - By Community
o R Eesti keel - By Co

« Show messages from COMODO Message Center - Message center messages keep you abreast of
Comodo news and special offers. If enabled, the messages will periodically appear as small pop-ups.
(Default = Disabled)

cCOMODO X

g'?ﬁc}:{kﬂm

50% off CIS PRO

- Show notification messages - CCS system notices appear in the bottom right-hand corner of your screen
(just above the tray icons). They inform you about any actions that CCS is taking, and any CCS status
updates. (Default = Disabled)

Note - To view these messages, you also need to allow notifications from Comodo in Windows:
Click the 'Show notification messages' link
«  This opens the Windows 'Notifications and Actions' page

»  Enable 'Get notifications from apps and other senders'
»  Enable 'Comodo Client - Security' in the senders list
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CO MOD O Advanced Settings ?
— General Settings —
B=( yser Interface
se = -
Updates Language: |Eng|ish (United States) - By COMODO v
Logging [ Show messages from COMODO Message Center
Configuration L] Show notification messages
< Anhirils [ Show desktop widget
B [] Show information messages when tasks are minimized/sent to bach
w Firewall
] Play sound when an alert is shown
w HIPS

Show notification messages
w Containment iﬂj

Settings V - O x
@ Home Notifications & actions
' S ——— occasionally when | sign in to highli;ghl what's new :and suggested

@ on

System i ) . ;
Get tips, tricks, and suggestions as you use Windows

0 Display @ oo

4) Sound Get notifications from apps and other senders

@ on

I L1 Motifications & actions

R Get notifications from these senders

Select a sender to see more settings. Some senders might also have

(" Power & sleep their own notification settings. If so, open the sender to change
them.
T Battery
COMODO Client - Security 8D o
= Storage On: Banners, Sounds
LA  Tablet mode p . —

«  Show desktop widget - The desktop widget shows your overall security status, outgoing and incoming
traffic, and any background tasks.

The widget also contains shortcuts to open CCS, to open the task manager, to open your browsers, and to
visit social network sites.

Select this checkbox if you want the widget on your desktop. (Default = Disabled)

Tip: You can also enable or disable the widget by right-clicking on the CCS system icon.
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See The Widget for more details.

« Show information messages when tasks are minimized/sent to background - CCS can show
messages which explain what happens when you minimize or move a task:

COMDDO Minimize Window ® COMDDD Send To Background *
What is @ Minimized Task? What is a Background Task?
A task which doesn’t consume as much resources as an active A Lask which rens in the background without interfering with
task your normal PC activities.
Minimize Window action, where availzble, makes the task such as Send To Background action, where available, makes the task such as
scanning of updating continwe rur Y a lower prignty companed to SCANnInG of updating contin e tasks are

grams. These tatks are going to take longer to complete but be to take longer to complete but resource usage of the computer is

LOLNCE I Derdnve, going to be minema

Restoring the window to foregraund will restore the previcus priority Please use Task Manager in arder to access them later,
back as well.

[0 Do not show this message again “
[0 Dxo not show this message agan “

Disable this setting if you don't want to view these messages (Default = Disabled).

« Play sound when an alert is shown - CCS plays a chime when it shows a security alert. (Default =
Disabled).

- User Access Rights Verification - Dragon Enterprise lets administrators,to enforce access protection to
various tasks and settings interfaces of Comodo Client Security. CCS verifies user's admin rights before
providing access to those interfaces. You can prove your rights in two ways: by entering a password or
allowing CCS to make changes in the Windows 'User Account Control' dialog. See 'Password Protection'
for more on this.

«  Select how CCS should check your access rights for accessing the tasks and settings interfaces. There
are two options:

«  Comodo Dialog - CCS shows a dialog for you to enter computer administrator user name /
password or the custom password as set by the Dragon Enterprise administrator.

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 222



COMODO

Creating Trust Online®

COMODO enter password 4 X

Please enter your credentials in order to continue:

Computer administrator (a Windows account with
administrative privileges)

Domain: | |

Login: | |

Password: | |

Eemote access

Passwaord: | |

T

«  Windows UAC - The Windows 'User Account Control' dialog is shown whenever the user tries to
run an access protected task or opens a settings interface:

Comodo Security Solutions

Verified publisher: Comodo Security Solutions, Inc.
File origin: Hard drive on this computer

Show more details

Yes No

- Click 'OK' for your settings to take effect
Note: In a managed network, CCS settings are governed by Dragon Enterprise.

7.1.2. Configure Virus Database Updates
«  Click 'Settings' > 'General Settings' > 'Updates'
»  This area lets you configure CCS program and database updates:

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 223



COMODO

Creating Trust Online®

COMODO Advanced settings ? = (m] b4

— General Settings

@ Updates
User Interface -

B Check for database updates every | 1 3| |-1cur(5] v
-aging Options
Coniiguaion [ Do not check for updates if | am using these connections
v Antivirus ] Do not check for updates if running on battery
~ Firewall [ Check for updates during Windows Automatic Maintenance
v HIPS [ Send requests to COMODO online services only if internet connection is present
o ContEinmsnt Prowy and Host Settings

w Data Loss Prevention
w File Rating
W Advanced Protection

Webzite Filtening

«  Check for database updates every... - Set how frequently CCS should check for application updates.
Updates are downloaded from Comodo servers by default, but you have the option to set a local server to
handle them instead. Select the interval in hours / days. (Default and recommended = every 1 hour)

» Do not check updates if am using these connections - CCS will not check for updates if you are using
specific internet connections. For example, you may not wish to check for updates when using a wireless
connection you know is slow or insecure. (Default = Disabled)

«  Enable 'Do not check updates if am using these connections'.

Click the 'these connections' link.

«  Select the connection over which you do not want to check for updates.
« Click 'OK'".
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@ Updates
Check for database updates every [1 [ [hourls) =
Options
he::k for updates if | am using these c%@
(] Do not crerfor-epeatias-rstaing-an-rteTy
[] Check for updates during Yindows Automatic Maintenance
COMODO Connections i U X

Connection Names

(1 Ethernet
1 Ethernet 2

[ Ethernet 3

e

« Do not check for updates if running on battery - CCS will not download updates if it detects your
computer is on battery power. This is intended to extend battery lifetime on laptops. (Default = Disabled).

»  Check for updates during Windows Automatic Maintenance - Allow CCS to receive updates when
Windows is updating itself (Default = Disabled).

« Send requests to COMODO online services only if internet connection is present - By default, CCS
automatically connects to Comodo servers for updates and essential services such as FLS, Dragon
Enterprise, and Valkyrie. This setting lets you disable these connection requests if you are not connected to
the internet.

This is how CCS will proceed if you enable or disable this setting:

- Enabled + No internet connection - CCS will not make requests to Comodo online services. A failure
message is shown if you attempt a manual lookup, submit or update.

- Enabled + Connected to internet - CCS makes requests to Comodo online services.

- Disabled + Connected to internet - CCS makes requests to Comodo online services.

- Disabled + No internet connection - CCS will make requests to Comodo online services, but will not
be able to connect. An error message is shown.

(Default = Disabled)
«  Proxy and Host Settings - Lets you specify (1) A proxy server through which CCS should connect to the

update servers, and/or (2) Local hosts from which this computer should collect updates. The two are not
dependent on each another. You can setup (1) without (2) and vice-versa, or enable both.
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» By default, CCS connects to the internet directly, and downloads updates from Comodo servers.

»  You can specify a proxy through which CCS connects to the update servers. If you do not set a
proxy then CCS will continue to use a direct connection.

«  You can also specify a local host to act as a staging server for the updates. Individual endpoints
will then fetch updates from the staging server instead of from Comodo servers. This can save
bandwidth and accelerate updates in large networks.

Configure proxy and host settings
«  Click 'Proxy and Host Settings' at the bottom of the updates interface:

A dvanced Settings ? = = X
@ Updates
Check for database updates every [1 B |hours) |*

Options

[ Do not check for updates if | am using these connections

[] Do not check for updates if running on battery
[] Check for updates during Windows Automatic Maintenance

[ send

s to COMODO online services only if internet connection is present

Proxy and Host Settings

COMOD O rroxy and Host Settings [ U X

[ Use proxy

Host: |

Port

Use authentication

Login: | |

Password: | |

Use direct connection if proxy is unreachable

x | 1 |
Edit Remove MoveUp  Move Down
J Servers Status
]  http://download.comodo.com m
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» Configure a proxy server
+ Add local servers for CCS to download the updates from

Configure a proxy server

| COMODO Proxy and Host Settings ! [ X

[] Use proxy

Host: |

Por;

Use authentication

Login: | |

Password: | |

Use direct connection if proxy is unreachable

# L i

Remove Move Up  Move Down

» Use Proxy - CCS will connect to the update server through a proxy server.
»  Enter the host name or IP address of the proxy and the connection port
« Use Authentication - Provide the username and password of the proxy if required.

« Use direct connection if proxy is unreachable - Allow CCS to fallback to a direct internet connection if
the proxy fails.

+ If you specify a proxy BUT disable direct connections, then CCS will not be able to connect to the
download servers if the proxy fails.
Configure updates via local update server

Note: You need to install the 'ESM Update Mirror' utility to download updates to the local server.

»  Download the setup file from
https://drive.google.com/file/d/0B4qKr5xfENWBSOFOUHM2VDFQMnc/view.

*  Run the setup file on a Windows server and follow the wizard to install the application
+  Ensure that the service has started:

« 'Run'> Enter 'services.msc' > locate 'Apache2.2'

+  Click the 'Start' link on the left if the service is not running

«  Click the 'Add' button in the lower pane
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x L 1
Edit Remove Move Up Move Down

Servers Status

http://download.comodo.com

\ 4
COMODO cditproperty ? *

Add a new host

»  Enter the IP address or hostname of the server (with 'http://' prefix) and click 'OK'
»  Repeat the process to add more local update servers

= + e T e e T R =l =T s =1 &1

Uise qirect connection It proxy Is unreachaole

x 1 { |
Edit Remove Move Up Move Down
[] Servers Status
L] http://download.comodo.com
http://192.51.100.10
[0 http://192.51.100.11

«  Use the 'Move Up' and 'Move Down' buttons to choose the order in which servers should be
consulted. CCS will download from the first server that contains new updates.

«  Use the status switches to activate or deactivate individual servers

+  Click 'OK' for your settings to take effect.
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7.1.3. Log Settings
+  Click 'Settings' > 'General Settings' > 'Logging'

«  Comodo Client Security keeps detailed records of all antivirus, firewall, HIPS, containment, device control,
VirusScope and autorun events.

» Logs are also created for 'Alerts Displayed', 'Tasks Launched', 'File List' changes, "Vendor list changes' and
'CCS Configuration Changes'.

» Log settings let you specify the storage location, the maximum size of log files, and how CCS should react if
the maximum file size is exceeded.

Note: You can view the logs themselves at ‘Tasks' > 'Advanced Tasks' > 'View Logs'.

Configure log settings
+  Click 'Settings' on the CCS home screen
«  Click 'General Settings' > 'Logging":

COMODO Advanced settings ? = O >
— General Settings D . %
;9 Logging
User Interface
Sl Logging options allow you to manage recording of critical events like mahware events,
e firewall events, etc.
E1 Write to local log database (COMODO format)
Configuration [0 Write to syslog server
~ Antivirus Host Port
v Firewall [ Write to remote server (JSOM format)
¥ HIPS Host Port
v Containment Token
VR LD T [ Write to log file (CEF format)
el Path Browse
w Advanced Protection
b1 Write to Windows Event Log
Website Filtenng .
sl Log File Management
When log file reaches | 100 | mB
@® Keep on updating it removing the oldest records v
Logging
»  Write to local log database (COMODO format) - Enable or disable logs in Comodo format (Default =
Enabled)

«  Write to Syslog Server (CEF Format) - CCS forwards the logs to an external Syslog server integrated with
Dragon Enterprise. Enter the IP/hostname and port of the Syslog server in fields provided. (Default =
Disabled).
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»  Write to remote server (JSON format) - CCS forwards the logs over https to a server integrated with
Dragon Enterprise. (Default = Disabled).

»  Host - Enter the IP address or the host name of the server
»  Port - The port through which the server listens to the CCS logs

» Token - Enter the client authentication token so CCS can connect and forward logs to the server.
The token is generated when you configure the HTTP Event Collector (HEC) on the server.

»  See https:/ldocs.splunk.com/Documentation/Splunk/7.2.6/Data/UsetheHTTPEventCollector
if you need help to setup the event collector and generate a token.

«  Enter the IP/hostname and port of the server in fields provided. Enter the security token to access
the remote server in the field provided.

»  Write to Log file (CEF) Format - CCS stores the logs at a specific local or network location. Click 'Browse'
to select the storage location (Default = Disabled).

«  Write to Windows Event Logs - CCS logs are appended to 'Windows Event' logs . (Default = Enabled)
»  Type 'Event Viewer' in Windows search to view Windows logs
Log File Management

«  Specify what should happen when the log file reaches a certain size. You can choose keep the older logs or
discard them.

»  When log file reaches - Enter the maximum size of a log file in MB. (Default = 100MB)

- Keep on updating it removing the oldest records - When a log file reaches the max. size, CCS
will delete the earliest log entries to make room for the new entries. (Default = Enabled)

«  Move it to the specified folder - When a log file reaches the max. size, CCS starts a new log file
and moves the old one to a folder of your choice. (Default = Disabled)

+  Select the option and click 'the specified folder' to choose the storage folder:
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Log File Management

When log file reaches MEB

O Keep on it removing the oldest records

® Move it to the specified folder

Browse for Folder

Pick a Directory

w ‘5 |ocal Disk (C:)
Astrolog
Bistone
CCS Logs
Federal Bank Statements
Old Man Apps
old man files
Perflogs
Program Files
Program Files (x86)
ProgramData

B

Cancel

The selected folder path will appear beside 'Move it to'.

1 OWVITITIE TO Wy iNnAows CVeENTL LIy

Log File Management

When log file reaches ME

O Keep on updating it removing the oldest records

® Move it to C\CCS Logs

| I__.. . L_J.:J. wt N T ™

User Statistics
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- Send anonymous program usage statistics to Comodo - Comodo collects usage details so we can
analyze how our users interact with CCS. This real-world data allows us to create product improvements
which reflect the needs of our users. If you enable this option, CCS will periodically send usage data to
Comodo servers through a secure, encrypted channel. Your privacy is not affected because the data is
anonymized. Disable this option if you don't want to send usage details to Comodo. (Default = Enabled)

»  Click 'OK' for your changes to take effect

7.1.4. Manage CCS Configurations
«  Click 'Settings' > 'General Settings' > 'Configuration’

«  CCS lets you export your current security settings as a profile. You can then import the profile on another
computer with CCS installed, and avoid having to configure everything again.

«  Exporting your settings is a great time-saver if:

*  You are a network admin who wants to implement a standard configuration on multiple computers.
»  You need to uninstall and re-install CCS or Windows, and want to quickly implement your old settings.

Note: Any changes you make over time are automatically saved in the 'Active’ profile. If you want to export your
current settings then export the 'Active’ profile.

«  The configurations area lets you switch your currently active profile and import/export profiles.
»  Access the configuration settings interface

+  Click 'Settings' at the top of the CCS home screen

+  Click 'General Settings' > 'Configuration'
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COMODO adva ncele.\s’ Settings f ) x
— General Settings
“Z:} Configuration

User Interface iy

Indatos This section lets you import, export and switch configurations.

Logging

e Configurations Status
v Antivirus
v Firewall COMODO Client - Security Managed Active
~ HIPS

w Containment

w Data Loss Preventior
» File Rating

v Advanced Protaction

Website Filtering

The configurations interface shows all Comodo and user-defined profiles. The 'Active’ profile is the one that is
currently in effect on your computer. The following sections explain more about:

- Comodo Preset Configurations
« Importing/Exporting and Managing Personal Configurations

7.1.4.1. Comodo Preset Configurations
«  Comodo preset configurations implement strong security settings on your endpoints.

«  CCS ships with two preset configurations - 'Comodo Client Security' and 'Comodo Client Security
Managed'.

« 'Comodo Client Security Managed' is applied to managed endpoints by default.
« 'Comodo Client Security' is applied to unmanaged endpoints

«  Reminder - the 'Active' profile is, in effect, your current CCS settings. Any changes you make to settings are
recorded in the active profile. You can change the active profile at any time.

Comodo Client Security Managed - The default configuration for computers managed by Dragon Enterprise.
Important configuration information:

« HIPS s disabled.

«  Auto-Containment is enabled.

«  VirusScope is enabled.

* Realtime scan is enabled.

 Traffic filtering (Firewall) is enabled in Safe mode.

«  Only commonly infected files/folders are protected against infection.
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Only commonly exploited COM interfaces are protected.
Advanced Protection is tuned to prevent infection of the system.
Alert message notification is disabled.

VirusScope alerts are disabled

Comodo Client Security - The default configuration on standalone (unmanaged) computers.
Important configuration information:

HIPS is disabled.

Auto-Containment is enabled.

VirusScope is disabled.

Realtime scan is enabled.

Traffic filtering (Firewall) is enabled in Safe mode.

Only commonly infected files/folders are protected against infection.
Only commonly exploited COM interfaces are protected.

Advanced Protection is tuned to prevent infection of the system.
Alert message notification is enabled.

VirusScope alerts are disabled

If you wish to switch to Comodo Client - Security option, you can select the option from the 'Configuration' panel.

7.1.4.2. Personal Configurations

«  Click 'Settings' > 'General Settings' > 'Configuration’

«  You can import, export, activate and manage your custom CCS configurations

»  Exported Configuration profiles have the file extension .cfgx.

»  See the following sections for more information:

Export a stored configuration to a file

Import a saved configuration from a file
Select a different active configuration setting
Delete a inactive configuration profile

Export a stored configuration to a file

+  Click 'Settings' on the CCS home screen

+  Click 'General Settings' > 'Configuration'

«  Select a configuration profile then click 'Export'

+  You will be given the chance to save any unsaved config. changes before exporting:
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— General Settings
Configuration
User Interface

This section lets you import, export and switch configurations.

Updates
Logging =]
Import
v Arbnne Configurations Status
A Fivowall COMODC Client -fSecurity Active
w HIPS COMODOC Client -Jeecurity Managed
L] !":fw--_.: -1~'~E|-\1:
co MOD O Client - Security X

Would you like to save your changes to the current
configuration before exporting it?

=] o=

+  Next, browse to the location where you want to save the configuration file.

- Create a name for the profile. For example, 'My CCS Settings', or 'CCS Highest Security Settings'
«  Click 'Save"
A confirmation dialog will appear if the export is successful:

COMODO client - security bt

@ The configuration has been exported successfully.

Import a saved configuration from a file

«  You can import a CCS configuration from a previously saved file

«  Note - After importing, you must activate the profile for it to take effect
Import a profile

»  Click 'Settings' at the top of the CCS home screen

+  Click 'General Settings' > 'Configuration'
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»  Click the 'Import' button:

(:OMD{] D Advanced Settings ? s O X

— General Settings

o
C&Q} Configuration

User Interface

This section lets you import. export and switch configurations.

Updates
Logging
S Configjrations
S Eral Select a configuration file to import
e Look in: | |  CCS configuration v @ o

-~

Marne Date modified Type

¥ SO ‘ "] config.cige 12112018538 PM  CFGX File
Quick access
w Data Loss Prevention

» File Rating
Desktop
v Advanced Protection .
™
Website Filtering Libraries
This PC

* £ >
o o
l :

Fiee name: v'|

Fiesoftyoe:  |CIS configumation fles [ cfigx) e

« Navigate to the location of the saved profile and click 'Open’. Configuration files have a .cfgx extension.
»  Enter a name for the profile you wish to import and click 'OK'".

COMODO importas 7 X

Enter a name for this configuration:
|Mj,.r_CCS_mc:d|'ﬁed _profile |

The following message is shown after a successful import:
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The configuration has been imported successfully.

Activate the profile - Select the profile you just imported and click the "Activate' button:

? =R
COMODQO Aadvanced settings ! o x
— General Settings o
0¥ Configuration
User Interface
it This section lets you import, export and switch configurations.

Logging
e Configurations Status
v Firewall COMODO Client - Security
v HIPS COMODO Client - Secunty Managed Active
w Containment My_CCS_medified_profile

w Data Loss Prevention
w File Rating
v Advanced Protection

Website Filtenng

Select and implement a different configuration profile
You can change the active configuration profile at any time.
+  Click 'Settings' at the top of the CCS home screen
+  Click 'General Settings' > 'Configuration'
«  Choose the profile you want to enable and click the 'Activate' button:
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= (General Settings

= : .
@P Configuration

User Interface

This section lets you import, export and switch configurations.

Updates

Logging
v Antivirus Configurations Status
w Firewall COMODO Client - Secyfity
w HIPS COMODO Chent - Sfcurnty Managed Active

~ Containment & My_CCS_modified_profile >

w Data Loss Prevention

w File Rating
w Advanced Protection

Website Filtering

You will be prompted to save the changes to the settings in you current profile before the new profile is deployed.

COMODO client - security X

Would you like to save your changes to current
configuration before switching configurations?

«  Click 'Yes' to save any setting changes in the current configuration, else click 'No'.

COMODO diient - security X

The configuration has been activated successfully.
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Delete an inactive configuration profile

You can remove any unwanted configuration profiles from the list. You cannot delete the currently active profile.
+  Click 'Settings' on the CCS home screen
+  Click 'General Settings' > 'Configuration'
«  Choose the configuration profile you want to delete then click the 'Remove' button

CDMO D 0 Advanced Settings ? — 0 ®

— General Settings

@ Configuration

This section lets you import, export and switch configurations.

User Interface

Updates
Logging =] = v
Import Export Activate

o Configurations Status
~  Antivirus
» Firewall COMQDO Client - Security
w HIPS COMODO Client - Security planaged Active
w Containment My_CCS_maodified_profile

» Data Loss Prevention
» File Rating
v Advanced Protection

Website Filtenng

.

A confirmation dialog will be displayed.
COMODO client - security X

Are you sure to delete the selected configuration
permanently?

»  Click 'Yes'. The configuration profile will be deleted from your computer.
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Configuration successfully removed!

7.2.Antivirus Configuration
«  Click 'Settings' > 'Antivirus'
The 'Antivirus' settings area lets you configure:
«  The behavior of the real-time antivirus monitor
»  Scan profiles for on-demand and scheduled scans

COMODO Advanced settings ? = O >

w General Settings .
@ Realtime Scan

— Antivirus

41 Enable Realtime Scan {Recommended)

This option enables virus scanning when your computer is used and prevents threats

e before they enter your system.
v Firewall 4 Enable scanning optimizations (Recommended)
w HIPS Use ‘J'!i:- option to activate the performance improving technologies for realtime
scanning.
w Containment
&4 Do not show auto-scan alerts | ignore »

w Data Loss Prevention : ) . -
Use this option to scan removable media such as USB sticks, CD's, DVDs, external HDDs,

i : te.
w File Rating =

w Advanced Protection Detection

Website Filtering [ Scan computer memary after the computer starts

B Do not show antivirus alerts Quarantine Threats »

% Decompress and scan archive files of extension(s): "exe *jar
[ Set new on-screen alert timeout to 121 SEeCs

[ Set new maximum file size limit to | ME .

The following sections explain about:

* Real-time Scan Settings
+  Custom Scan Profiles
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7.2.1. Real-time Scanner Settings
«  Click 'Settings' > 'Antivirus' > 'Realtime Scan'

«  The real-time scanner automatically checks for viruses whenever you open or move a file. It also monitors
background activity for malicious processes.

»  The real-time scanner also scans:

+  System memory on system startup
»  Any plugged-in removable storage devices

+  You can specify that CCS does not show you alerts when it finds a threat, but automatically deals with the
threat. You can choose to automatically quarantine or delete threats if you disable alerts.

«  We strongly recommend you leave the real-time scanner enabled at all times.
Configure real-time scans

+  Click 'Settings' at the top of the CCS home screen

+  Click 'Antivirus' > 'Realtime Scan' on the left

COMOD D Advanced Settings 1 = O X

w General Settings #
@ Realtime Scan
= Antivirus

] Enable Realtime Scan (Recommended)

5 This option enables virus scanning when your computer is used and prevents threats
LI before they enter your systam.

» Firewa F1 Enable scanning cptimizations (Recommended)

 HIPS Use this option to activate the performance improving technologies for realtime

sCanning.

& Do not show auto-scan alerts | Ignore v|

Use this option to scan removable media such as USB sticks, COs, DVDs, external HODs
i : etc
w File Rating

Detection

w Advanced Protection

Wbt Bl [ scan computer memory after the computer starts

& Do not show antivirus alerts CQuarantine Threats =

B Decompress and scan archive files of extension(s): “exe *jar
[ Set new on-screen alert timeout to s2cs

[ Set new maximum file size limit to hB -

«  Enable Realtime Scan - Activate or deactivate real-time scanning. The real-time scanner continually
monitors your computer for malicious activity and protects you from threats as soon as they occur. Comodo
strongly recommends you keep this option enabled. (Default=Enabled)

« Enable scanning optimizations - Will enable various techniques during a virus scan to reduce resource
usage and speed-up the scan process. For example, antivirus scans will run in the background. (Default =
Enabled)
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» Do not show auto-scan alerts - Select whether CCS alerts you when you plug a removable device into
your computer (USB stick, portable HDD etc). The alert asks you whether you want to scan the device for

viruses.
« Enabled = Alerts are not shown. CCS will automatically take the action shown in the drop-
down box next to the setting.

» Disabled = Alerts are shown when you plug a removable device into your computer. You can
choose to scan the device, or skip the scan. An example is shown below:

CO M OD 0 Antivirus

We've just detected that new removable media device has

been connected (D). We recommended to scan it

Scan
Scan the device to make sure it's not infected.

Ignhore
Skip the scan, Mote: mahware undetected now may harm

your and other computers later,

[[] Remember my answer

+ Ignore - The device is not scanned

« Scan - The device is automatically scanned for viruses. The scan uses the settings in the
'Manual Scan' profile. If this is not available then the scan uses the settings in the 'Full Scan'

profile.
Detection Settings
»  Scan computer memory after the computer starts - The antivirus scans system memory immediately
after your computer starts up. Disable to remove the scan from the list of Windows startup processes.
(Default = Disabled)
« Do not show antivirus alerts - Configure whether or not alerts are shown to end-user when CCS finds
malware.

'Do not show antivirus alerts' will minimize disturbance but at some loss of user awareness. If you disable
alerts alerts then please choose the default responses that CCS should take:

« Quarantine Threats - Prevents the threat from running and moves it to quarantine (Default). You
can review quarantined files at 'Tasks' > 'Advanced Tasks' > 'View Quarantine'.

» Block Threats - Prevents the threat from running then deletes it from your computer.

Note: If you disable this option then alerts are shown to users when malware is detected. The alert offers users the
choice to quarantine or block the threat.

« Decompress and scan archive files of extension(s) - Comodo Antivirus will scan all types of archive
files. Archive file types include .jar, RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB files. You will be
alerted to the presence of viruses in compressed files before you even open them. (Default = Enabled)

You can manage the types of archives decompressed and scanned by Comodo Antivirus as follows:
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»  Click file type link next to the setting (*.exe, *.jar)
+  Click 'Add' to add another file type to the list.

COMODO manage Extensions ? O X

Extensions Q. |  File Size Limit Status

*.exe 4096 KB

-
* jar 1024 KB a
7

COMODO cditproperty

Set archive extension

| =0 =

Set file size limit
14096 Bl ke |»

+  Enter the extension type you wish to scan and click 'OK'.
»  Example archive extensions include .zip , .rar, .msi, .7z, .jar and .cab.
+  Set the max. size of this file type that CCS should scan. Files larger than this will not be scanned.
»  Repeat the process to add more extensions
+  Click 'OK" in the 'Manage Extensions' dialog

- Set new on-screen alert timeout to - Specify the length of time that virus alerts should stay on the screen.
(Default = 120 seconds)

+  Set new maximum file size limit to - Specify the largest file size that the antivirus should scan. CCS will
not scan files bigger than the size specified here. (Default = 40 MB)

«  Set new maximum script size to - Specify the largest script size that the antivirus should scan. CCS will
not scan scripts bigger than the size specified here. (Default = 4 MB)

« Use heuristics scanning - Enable or disable heuristic scans, and define the sensitivity of the scanner.
(Default = Disabled)

Background. Heuristics is a technology that analyzes a file to see if it contains code typical of a virus. It is
about detecting 'virus-like' attributes rather than looking for a signature which exactly matches a signature
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on the blacklist. This allows CCS to detect brand new viruses even that are not in the current virus
database.

If enabled, please select a sensitivity level. The sensitivity level determines how likely it is that heuristics will
decide a file is malware:

» Low - Least likely to decide that an unknown file is malware. Generates the fewest alerts.

Despite the name, this setting combines a very high level of protection with a low rate of false
positives. Comodo recommends this setting for most users.

»  Medium - Detects unknown threats with greater sensitivity than the low setting, but with a
corresponding rise in possible false positives.

+ High - Highest sensitivity to detecting unknown threats. This also raises the possibility of more
alerts and false positives.

« Enable realtime scanning of files on network - Activate or deactivate automatic scans of files on network
drives (Default = Disabled)

- Ifenabled, the scanner will check all files you interact with on a network drive, even if you do not copy
them to your local machine.

- Ifdisabled, network files are not checked unless you copy them to your local machine.

« Use Windows Anti-malware Scan Interface (AMSI) technology - Microsoft AMSI technology allows 3rd
party applications to request scans from antivirus products installed on the machine. CCS is on the AMSI
provider's list. (Default = Enabled)

»  Enabled - CCS will accept scan requests from AMSI enabled applications.
» Disabled - CCS removes itself from the local AMSI providers list, and will not respond to scan requests.

«  Use cloud services while scanning via AMSI - Available if 'Use Windows Anti-malware Scan Interface
(AMSI) technology' is enabled. (Default = Disabled)

« Enabled - CCS check afile's trust rating on our cloud severs as part of the AMSI scan process.
»  Note - Cloud Lookup must also be enabled in 'File Rating Settings'.

7.2.2. Scan Profiles

+  Click 'Settings' > 'Antivirus' > 'Scans'
An antivirus scan profile is a collection of scanner settings that tell CCS:
+  What to scan (which files, folders or drives)
» When to scan (you can create a scan schedule)
«  How to scan (you can configure the behavior of the scan engine)
CCS ships with two pre-defined scan profiles and allows you to create custom scan profiles.

«  Full Scan - Scans every file, folder and drive on your system. External devices such as USB sticks and
storage drives are also scanned if connected.

*  Quick Scan - Scans critical areas of your computer which are highly prone to infection and attack. Areas
scanned include system memory, auto-run entries, hidden services, boot sectors, important registry keys,
and system files. These areas are of great importance to the health of your computer, so it is essential to
keep them clean.

You cannot modify the areas scanned in a pre-defined profile, but you can edit the scan parameters. You can also
create custom profiles and scan schedules.

Open the 'Scans’ panel
+  Click 'Settings' on the CCS home screen
+  Click 'Antivirus' > 'Scans'
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w General Settings
@ Scans
— Antivirus

Realtimea Scan This page allows you to add, remove and edit scan profiles and scheduled scans.

Remove

w Firewall

v HIFS | MName Action Last Scan Status
v Containment [0 Full Sean Scan 1zmzossqazzem @D
v Data Loss Prevention 0 QuickScan Scan 1zmoeszisasrm @ D
» File Rating [ SUSpICIous Scan Mever m

» Advanced Protection

Website Filtering

Scan Profiles - Column Descriptions

Column Header Description
Name Name of the scan profile.
Action The activity that the profile is set to perform.

Click this link to manually run a scan according to the profile's parameters.

Last Scan Date and time of the most recent virus scan using this profile.

Status Enable or disable the profile.

'On" - Any scheduled scans configured in the profile will continue to run. In addition, you
can manually run the scan at any time by clicking the 'Scan' link.

'Off' - Any scheduled scans configured in the profile will not run. You can still manually
run the scan by clicking the 'Scan' link.

Click the following links for more details about:
» Create a scan profile
* Runacustom scan
Create a custom profile
»  Click 'Settings' on the top of the CCS home screen
«  Click 'Antivirus' > 'Scans'
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»  Click 'Add' from the options at the top.
The profile configuration screen opens:

COMODO scn ? | *

Scan Name: | Old man documents

Define items to be scanned, scanning options and running schedule

TEMS OPTIONS SCHEDULE

[ ] B x

Add Files Add Folder Add Area Remove

Profile

«  Type a name for the profile.
The next steps are to:
+ Select the items to scan
»  Configure scan options for the profile
»  Configure a schedule for the scan
Select the items to scan
«  Click 'ltems' at the top of the 'Scans' interface.
The buttons along the top let you add three types of item to the scan. You can add any combination of items.

» Add Files - Scan individual files. Click the 'Add Files' button and navigate to the file you want to scan.
Repeat to add more files.

« Add Folder - Scan entire folders. The scan covers all files inside the target folders. Click the 'Add Folder'
button and choose the folder you want to scan.

« Add Area - Scan pre-defined regions. Regions include 'Full Computer', 'Commonly Infected Areas' and
‘Memory'.
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Define items to be scanned, scanning options and running s
T QOPTIONS SCHEDULE
7N

Add Files Add Folder ﬁ-ﬁﬁirea

N

Remowve

Profile

COMODO choosea Region

Entire Computer

Commonly Infected Areas

0000] Memory

Repeat the process to add more items to the profile. You can mix-and-match files, folders and areas in your

custom scan.
Configure Scan Options
Click 'Options' at the top of the scan interface

247
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Scan Name: ‘

Define items to be scanned, scanning options and running schedule

ITEMS OPTIONS SCHEDULE

Decompress and scan compressed files

This option allows scanner to decompress archive files e.q. .zip, .rar, etc. during scanning
[] Use cloud while scanning

This option allows scanner to connect to cloud to query file ratings
[ Automatically clean threats Quarantine Threats =

When the threats are identified, perform the selected action automatically

Show scan results window

This option enables to view results of scans launched as per schedule or from the management portal, as well as
removable media scans.

Use heuristics scanning | Low v|

Use the selected level of sensitivity while scanning heuristically

Limit maximum file size to MB

While scanning, if a file size is larger than specified, it is not scanned

(] Run this scan with Background ¥

Priority of scanner determines how much of the computer resources are used among other tasks

Update virus database before running

This option makes sure the database is updated before running the scan

[] Detect potentially unwanted applications
Potentially unwanted applications are programs that are unwanted despite the possibility that users consented to
download them.

(] Apply this action to suspicious autorun processes Terminate and Disable b

The selected action will be automatically applied if unrecognized Windows services, autostart entnies or
scheduled tasks are detected.
Limit scan time of a single file to m rmin(s)

When the set time limit is reached, the file will be skipped and antivirus will proceed scanning other files.

« Decompress and scan compressed files - The scan will include archive files such as .ZIP
and .RAR files. Supported formats include RAR, WinRAR, ZIP, WinZIP ARJ, WinARJ and CAB
archives (Default = Enabled) .

» Use cloud while scanning - Improves scan accuracy by augmenting the local scan with an online
look-up of Comodo's latest signature database. Cloud Scanning means CCS can detect the latest
malware even if your virus database is out-dated. (Default = Disabled).

+  Automatically clean threats - Whether or not CCS should automatically remove any malware
found by the scan.

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 248



—

Creating Trust Online®

Comodo Client Security - User Guide ~ comoz

et /

[

- Disabled = Results are shown at the end of the scan with a list of any identified threats. You
can select the action to be taken on them individually, or on all items at-once. See Process
Infected Files for guidance on manually handling detected threats.

« Enabled = You can choose the automatic action taken against detected threats. The options
are:

« Quarantine Threats - Infected items will be moved to Quarantine. You can review
quarantined items later and remove them or restore them (in case of false positives). See
Manage Quarantined Items for more details on managing quarantined items.

- Disinfect Threats - If a disinfection routine is available, the antivirus will remove the
infection and keep the original, safe, file. If not, the item is moved to 'Quarantine’.
(Default)

- Show scan result window - If selected, you will see a summary of results at the end of the scan.
This includes the number of objects scanned and the number of threats found.

+ Use heuristics scanning - Enable or disable heuristic scans, and define the sensitivity of the
scanner. (Default = Enabled)

Background. Heuristics is a technology that analyzes a file to see if it contains code typical of a
virus. It is about detecting 'virus-like' attributes rather than looking for a signature which exactly
matches a signature on the blacklist. This allows CCS to detect brand new viruses even that are
not in the current virus database.

If enabled, please select a sensitivity level. The sensitivity level determines how likely it is that
heuristics will decide a file is malware:

» Low - Least likely to decide that an unknown file is malware. Generates the fewest alerts.

Despite the name, this setting combines a very high level of protection with a low rate of false
positives. Comodo recommends this setting for most users. (Default)

»  Medium - Detects unknown threats with greater sensitivity than the low setting, but with a
corresponding rise in possible false positives.

« High - Highest sensitivity to detecting unknown threats. This also raises the possibility of more
alerts and false positives.

+ Limit maximum file size to - Specify the largest file size that the antivirus should scan. CCS will
not scan files bigger than the size specified here. (Default = 40 MB)

* Run this scan with - Whether you want to set a priority for the scans with this profile
» Enabled = You can set the priority. The available options are:

« High
e Normal
«  Low

«  Background.
« Disabled = The scan will be run at the background (Default)

« Update virus database before running - CCS checks for and downloads the latest virus
signatures before starting every scan with this profile (Default = Enabled) .

- Detect potentially unwanted applications - The antivirus also scans for applications that (i) a
user may or may not be aware is installed on their computer, or (i) may contain functionality and
objectives that are not clear to the user. Example PUA's include adware and browser toolbars.
PUA's are often bundled as an additional utility when installing another piece of software. Unlike
malware, many PUA's are legitimate pieces of software with their own EULA agreements.
However, the true functionality of the utility might not have been made clear to the end-user at the
time of installation. For example, a browser toolbar that tells you the weather forecast might also
track your online activity. (Default = Enabled).

«  Apply this action to suspicious autorun processes - Specify how CCS should handle
unrecognized auto-run items, Windows services and scheduled tasks.

« Ignore - The item is allowed to run (Default)
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- Terminate - CCS stops the process / service

» Terminate and Disable - Auto-run processes will be stopped and the corresponding auto-run
entry removed. In the case of a service, CCS disables the service.

« Quarantine and Disable - Auto-run processes will be quarantined and the corresponding
auto-run entry removed. In the case of a service, CCS disables the service.

Note 1 - This setting monitors only registry records during the on-demand scan. To monitor the
registry at all times, go to 'Advanced Settings' > 'Advanced Protection' > 'Miscellaneous'.
«  See Miscellaneous Settings for more details

Note 2 - CCS ships with a list of applications for which script analysis will be performed to protect
the registry records. You can manage the list of applications in 'Advanced Settings' > 'Advanced
Protection' > 'Script Analysis' > 'Autorun Scans'.

«  See'Autorun Scans' in Script Analysis Settings for more details

« Limit scan time of a single file to - Set the maximum time allowed to scan an individual file. CCS
will skip files that take longer to scan than the specified time. Omitted files are shown in the
'Skipped Files' tab in the results screen.

Schedule the scan

»  Click 'Schedule' at the top of the 'Scan' interface.

COMODO scan ? O 4

Scan Mame: |

Define items to be scanned, scanning options and running schedule

ITEMS OPTIONS

Frequency:

® Do not schedule this task
(O Every few hours

(O Every Day

(O Every Week

(O Every Month

(O Monthly (chosen days of week)

Additional Options

A

You have the following options:

« Do not schedule this task - The scan profile will be created but will not run automatically. The
profile will be available for on-demand scans.

«  Every few hours - Run the scan at the intervals of the hours specified in 'Repeat scan every NN
hour(s)'
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«  Every Day - Run the scan every day at the time specified in the 'Start Time' field.

»  Every Week - Run the scan on the day(s) specified in 'Days of the Week', at the time specified in
the 'Start Time' field. You can select the days of the week by clicking on them.

«  Every Month - Run the scan on the date(s) specified in 'Days of the month', at the time specified
in the 'Start Time' field. You can select the dates of the month by clicking on them.

« Monthly (chosen days of the week) - Run the scan on specific weeks in a month. Select the
target weeks in the menus provided.

Additional Options

*  Run only when computer is not running on battery - The scan only runs when the computer is
plugged into the power supply. This option is useful when you are using a laptop or other mobile
device.

*  Run only when computer is IDLE - The scan will run only if the computer is in idle state at the
scheduled time. Select this option if you do not want the scan to disturb you while you are using
your computer.

+  Turn off computer if no threats are found at the end of the scan - Will turn off your computer if
no threats are found during the scan. This is useful when you are scheduling scans to run at
nights.

*  Run during Windows Automatic Maintenance - Only available for Windows 8 and later. Select
this option if you want the scan to run when Windows enters into automatic maintenance mode.
The scan will run at maintenance time in addition to the configured schedule.

The option 'Run during Windows Maintenance' will be available only if '‘Automatically Clean
Threats' is enabled for the scan profile under the 'Options' tab. See Automatically Clean Threats.

Note: Scheduled scans will only run if the profile is enabled. Use the switch in the 'Status' column to turn the profile
on or off.

«  Click 'OK' to save the profile.
The profile will be available for deployment in future.
Run a custom scan as per a scan profile
«  Click 'General Tasks' on the CCS home screen
«  Click 'Scan' > 'Custom Scan'
»  Click 'More Scan Options'
The 'Advanced Settings' interface will open at the 'Scans' panel:

»  Click 'Scan' beside the required scan profile.
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COMO DO Advanced settings ? i e

w General Settings
i @ Scans
— Antivirus

Realtime Scan This page allows you to add, remove and edit scan profiles and scheduled scans.

F4 X

Edit Rernowve

w Firewall

v HIPS [0 nName Action Last Scan Status
v Containment O  Full Scan Scan Never m
v Data Loss Prevention 0  Quick Scan Scan sn12019 115250 am (D
» File Rating n

Shared Folder Scan 3@' Never m

w Advanced Protection

Website Filtering

The scan will start immediately. Results are displayed afterwards:
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COMODO scan ? = B

TASK: Shared Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:48

(&) THREAT(S) FOUND:8 () SKIPPED FILES: 24
Threat Name Q| Action | Clean v =
E Malware®@ (#vigyaoklh7gw, #jgftdm0jxmvk, #3bgdivs83inyf, #2hr...

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || €\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean ]

— || ¢\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || C\Share\Malware-Samples-master\Malware-Samples-mast... | " Clean v

— || CA\Share\Malware-Samples-master\Malware-Samples-mast... | +" Clean v

L

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

The results window has two tabs:
»  Threats Found: The number of files scanned and the number of viruses found.

«  Use the drop-down to choose whether to clean, quarantine or ignore the threat.
»  See 'Process infected files' if you need help with these options.

Note: You will only see the drop-down menus if 'Automatically clean threats' is disabled for the selected scan profile
in 'Settings' > 'Antivirus' > 'Scans'. See Scan Profiles for help with this.

- Skipped Files: Files that were not checked for viruses. The scanner skipped these files as they took longer
than the scan time limit (default = 9 mins).
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TASK: Shared Folder Scan

1 00% STATUS: Scan Finished

ELAPSED TIME: 00:03:48

(k)

%) THREAT(S) FOUND: 8 (%) SKIPPED FILES: 24

Path

ChShare\Firefox Setup 13.0.1.exe
ChShare\Firefox Setup 13.0.1.exe
ChShare\icedragonsetup.exe
ChShare\icedragonsetup.exe
Ch\Share\Firefox Setup 13.0.1.exe
Ch\Share\Paint.MET.3.5.10.Install.exe
Ch\Share\Paint.MET.3.5.10.Install.exe

ChShare\Paint.MET.3.5.10.Install.exe

Turn off this computer if no threats are found at the end of the scan

CLOSE APPLY SELECTED ACTIONS

E

7.3.Firewall Configuration
«  Click 'Settings' > 'Firewall
«  The firewall protects your computer against inbound and outbound threats.

« It checks that all network traffic in and out of your computer is legitimate, hides your computer ports against
hackers, and blocks software from transmitting your personal data over the internet.

« The simple rules interface lets you specify exactly which applications can access the internet.

»  You can choose to receive alerts if the firewall detects suspicious activity, or have the firewall auto-
implement a specific action.

Configure the 'Firewall' module
+  Click 'Settings' on the CCS home screen
«  Click 'Firewall' on the left:
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COMODO Advanced settings G U

w General t1‘3T'II‘|(_':‘.

{iﬂ Firewall Settings

W Antivirus

= Firewall ] Enable Firewall (Recommended) Safe Mode »

This option enables firewall which filters inbound and outbound traffic.

Alert Settings

Application Rules

Global Rules E Do not show popup alerts | Allow Requests '|
Rulesets [ Turn traffic animation effects on
Network Zones [ Create rules for safe applications
Portsets B Set alert frequency level [Low ¥
w HIPS [] Set new on-screen alert timeout to S80S
v Containment Ad'u‘f:i!]{_{;‘d

[] Filter IPv6 traffic

v [Data Loss Prevention

B4 Filter loopback traffic (e.g. 127.xxx 21)

<

File Rating

[ Block fragmented IP traffic
v Advanced Protection

[ Do protocol analysis
Website Filtering

[J Enable anti-ARP spoofing

B Detect disabled firewall driver in network adapter settings and Log anly *

Firewall settings has the following sections:
«  General Firewall Settings - Settings that govern the overall behavior of the firewall.

« Application Rules - Rules which control the network access rights of specific applications, or types of
application.

«  Global Rules - Rules which apply to all traffic flowing in and out of your computer.

* Rule Sets - Collections of rules that can be applied to internet capable applications like browsers and
email/FTP clients.

* Network Zones - A network zone is a named grouping of one or more IP addresses. Once created, you can
specify a zone as the target of firewall rule.

» Portsets - Predefined groups of regularly used ports that can be used and reused when creating traffic
filtering rules.

Background note on rules:
Both application rules and global rules are consulted when the firewall decides whether to allow or block a connection:

Outgoing connections - Application rules are consulted first then global rules.

Incoming connections - Global rules are consulted first then application rules.
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7.3.1. General Firewall Settings
+  Click 'Settings' > 'Firewall' > 'Firewall Settings'

«  Firewall settings let you quickly configure the overall behavior of the firewall. Settings are divided into three
main areas:

»  General Settings

«  Alert Settings

» Advanced Settings
Configure the firewall settings

»  Click 'Settings' at the top of the CCS home screen
»  Click 'Firewall' > 'Firewall Settings'

COMODO Advanced settings 7 — O x

w General Settings }]

@ Firewall Settings

W Antivirus

— Firewall 4 Enable Firewall (Recommended) Safe Mode «

This option enables firewall which filters inbound and outbound traffic.

Apphication Rules Alert SETTEHQS

Global Rules B4 Do not show popup alerts Allow Requesis *

Rulesets [] Turn traffic animation effects on

Metwork Zones [] Create rules for safe applications

Portsets b Set alert frequency level ﬂ
w HIPS [J Set new on-screen alert timeout to T 58Cs
w Containment Ad"f.’d!]{_ed

[ Filter IPv6 traffic

W [ata Loss Prevention

v Eile Rating B4 Filter loopback traffic (e.g. 127.xxx =1)

[ Block fragmented IP traffic

w Advanced Protection

[ Do protocol analysis
Website Filtenng

] Enable anti-ARP spoofing

4 Detect disabled firewall driver in network adapter settings and Lag only v

General Settings
- Enable Firewall - Activate or deactivate firewall protection. (Default and recommended = Enabled)

+ Ifenabled, you can also choose the security level from the drop-down menu:
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t‘@ Firewall Settings

Enable Firewall (Recommended) Saf@hﬂcde hd

This option enables firewall which filte Block All d traffic,
Alert Setti Custom Ruleset
e ettings
9 Safe Mode
Do not show popup alerts | Allow Training Mode
[J Turn traffic animation effects on

The choices available are:

«  Block All: The firewall stops all traffic in and out of your computer, regardless of any other settings or rules.
The firewall does not attempt to learn the behavior of any application, and does not create traffic rules for
any applications. This option prevents your computer from accessing any networks, including the internet.

»  Custom Ruleset Mode: The firewall applies ONLY network traffic rules that you have created. New users
may want to think of this as the 'Do Not Learn' setting because the firewall does not attempt to learn the
behavior of any applications. Nor does it automatically create network traffic rules for those applications.
You will receive alerts every time there is a connection attempt by an application - even for applications on
the Comodo Safe list (unless, of course, you have specified rules and policies that instruct the firewall to
trust the application's connection attempt).

If any application tries to make a outbound connection, the firewall audits all the loaded components and
checks each against the list of components already allowed or blocked. If a component is found to be
blocked, the entire application is denied internet access and an alert is generated. This setting is advised for
experienced firewall users that wish to maximize the visibility and control over traffic in and out of their
computer.

»  Safe Mode (Default): If Create rules for safe applications is enabled then the firewall automatically
creates rules to allow traffic by applications certified as 'Safe' by Comodo. For new, unknown applications,
you will receive an alert whenever that application attempts to access the network. Should you choose, you
can grant that application internet access by choosing "Treat this application as a Trusted Application' at the
alert. This deploys the predefined firewall ruleset Trusted Application' onto the application.

‘Safe Mode' is the recommended setting for most users - combining the highest levels of security with an
easy-to-manage number of connection alerts.

+ Training Mode: The firewall monitors network traffic and creates automatic allow rules for all new
applications until the security level is adjusted. You will not receive any alerts in "Training Mode' mode. If
you choose the ‘Training Mode' setting, we advise that you are 100% sure that all applications installed on
your computer are assigned the correct network access rights.

Alert Settings

» Do not show popup alerts - Whether or not you want to be notified when the firewall encounters a request
for network access. Choosing 'Do not show pop-up alerts' will minimize disturbances but at some loss of
user awareness. (Default = Enabled)

If you choose this option then you have a choice of default responses that CCS should take - either 'Block
Requests' or 'Allow Requests'".
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Alert Settings

Do not show popup alerts | A@m‘ Requests v|

i ) Allow Requests
L] Turn traffic animation effects

Block Requests

[ Create rules for safe applications

«  Turn traffic animation effects on - By default, the Comodo Client Security's 'Shield' tray icon displays a
small animation whenever traffic moves to or from your computer.
09:30
29-04-2019 E-'!

¥ wm T i) ENG

If the traffic is outbound, you can see green arrows moving upwards on the right hand side of the shield.
Similarly, for inbound traffic you can see yellow arrows moving down the left hand side. This provides a very
useful indicator of the real-time movement of data in and out of your computer.

«  Clear this check box If you would rather not see this animation. (Default = Disabled)
«  Create rules for safe applications - Comodo Firewall trusts the applications if:

«  The application is on the Comodo safe list, a global white-list of trusted software.
«  The application has a Trusted' rating in the local file list. See File List if you need more details.

» Thefile is published and signed by a trusted vendor. The 'vendor' is the software company that
created the file. See Vendor List if you need more details.

By default, CCS does not automatically create 'allow' rules for safe applications. This helps to lower
resource usage and simplifies the rules interface. It also reduces the number of pop-up alerts and is
beneficial to beginners who find difficulties in setting up the rules.

Enabling this checkbox instructs CCS to begin learning the behavior of safe applications so that it can
automatically generate 'Allow' rules. These rules are listed in the Application Rules interface. The
Advanced users can edit/modify the rules as they wish. (Default = Disabled)

- Set alert frequency level - Configure the amount of alerts that the firewall generates. Please note that this
does not affect your security level, which is determined by the actual rules you have in place (for example,
in 'Application Rules' and 'Global Rules'). For the majority of users, the default setting of 'Low' is the
perfect level - ensuring you are kept informed of suspicious behavior while not getting overwhelmed with
alerts. (Default =Disabled)

—lmalc Tuilco U adh T dp g Ll s

Set alert frequency level Low »

Very High F
[] Set new on-screen alert tim i Secs
High 1
Advanced Medium
[ Filter IPv6 traffic o
Very Low

Filter loopback traffic (e.g. Termxrmrr—"

The options available are:
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« Very High: The firewall shows separate alerts for outgoing and incoming connection requests for
both TCP and UDP protocols on specific ports and for specific IP addresses, for an application.
This setting provides the highest degree of visibility to inbound and outbound connection attempts
but leads to a proliferation of firewall alerts. For example, using a browser to connect to your
Internet home-page may generate as many as 5 separate alerts for an outgoing TCP connection
alone.

» High: The firewall shows separate alerts for outgoing and incoming connection requests for both
TCP and UDP protocols on specific ports for an application.

+ Medium: The firewall shows alerts for outgoing and incoming connection requests for both TCP
and UDP protocols for an application.

«  Low: The firewall shows alerts for outgoing and incoming connection requests for an application.
This is the setting recommended by Comodo and is suitable for the majority of users.

«  Very Low: The firewall shows only one alert for an application.

The alert frequency settings refer only to connection attempts by applications or from IP addresses that you
do not trust. For example, you could specify a very high alert frequency level, but not receive any alerts at
all if you have chosen to trust the application that is making the connection attempt.

« Set new on-screen alert time out to: How long a firewall alert remains on-screen if it is not answered. The
default timeout is 120 seconds. You may adjust this setting to your own preference.

Advanced Settings

Advanced detection settings help protect your computer against common types of denial of service (DoS) attack.
When launching a denial of service or 'flood" attack, an attacker bombards a target machine with so many connection
requests that your computer is unable to accept legitimate connections, effectively shutting down your web, email,

FTP or VPN server.
« Filter IP v6 traffic - If enabled, the firewall will filter IPv6 network traffic in addition to IPv4 traffic.(Default =
Disabled)

Background Note: IPv6 stands for Internet Protocol Version 6 and is intended to replace Internet Protocol Version
4 (IPv4). The move is primarily driven by the anticipated exhaustion of available IP addresses. IPv4 was developed
in 1981 and is still the most widely deployed version - accounting for almost all of today's internet traffic. However,
because IPv4 uses 32 bits for IP addresses, there is a physical upper limit of around 4.3 billion possible IP
addresses - a figure widely viewed as inadequate to cope with the further expansion of the internet. In simple
terms, the number of devices requiring IP addresses is in danger of exceeding the number of IP addresses that are
available. This hard limit has already led to the development of 'work-around' solutions such as Network Address
Translation (NAT), which enable multiple hosts on private networks to access the Internet using a single IP
address.

IPv6 on the other hand, uses 128 bits per address (delivering 3.4x1038 unique addresses) and is viewed as the
only realistic, long term solution to IP address exhaustion. IPv6 also implements numerous enhancements that are
not present in IPv4 - including greater security, improved support for mobile devices and more efficient routing of
data packets.

«  Filter loopback traffic: Loopback connections refer to the internal communications within your PC. Any
data transmitted by your computer through a loopback connection is immediately received by it. This
involves no connection outside your computer to the internet or a local network. The IP address of the
loopback network is 127.0.0.1, which you might have heard referred to by its domain name of
'http:/llocalhost'. This is the address of your computer. Loopback channel attacks can be used to flood
your computer with TCP and/or UDP requests which can smash your IP stack or crash your computer.
Leaving this option enabled means the firewall will filter traffic sent through this channel. (Default =
Enabled)

»  Block fragmented traffic - When a connection is opened between two computers, they must agree on a
Maximum Transmission Unit (MTU). IP datagram fragmentation occurs when data passes through a router
with an MTU less than the MTU you are using. When a datagram is larger than the MTU of the network
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over which it must be sent, it is divided into smaller 'fragments' which are each sent separately. Fragmented
IP packets can create threats similar to a DOS attack. Moreover, fragmentation can double the amount of
time it takes to send a single packet and slow down your download time. (Default = Disabled)

« Do Protocol Analysis - Protocol Analysis is key to the detection of fake packets used in denial of service
attacks. Enabling this option means Comodo Firewall checks that every packet conforms to that protocols
standards. If not, then the packets are blocked. (Default = Disabled)

« Enable anti-ARP spoofing - A gratuitous Address Resolution Protocol (ARP) frame is an ARP Reply that is
broadcast to all machines in a network and is not in response to any ARP Request. When an ARP Reply is
broadcast, all hosts are required to update their local ARP caches, whether or not the ARP Reply was in
response to an ARP Request they had issued. Gratuitous ARP frames are important as they update your
machine's ARP cache whenever there is a change to another machine on the network (for example, if a
network card is replaced in a machine on the network, then a gratuitous ARP frame informs your machine of
this change and requests to update your ARP cache so that data can be correctly routed). However, while
ARP calls might be relevant to an ever shifting office network comprising many machines that need to keep
each other updated , it is of far less relevance to, say, a single computer in your home network. Enabling
this setting helps to block such requests - protecting the ARP cache from potentially malicious updates.
(Default = Disabled)

» Detect disabled firewall driver in network adapter settings - The firewall will take action if it discovers its
driver is not enabled.

Detect disabled firewall driver in network adapter settings and Log only »
Log only

Re-enable driver

You can choose the following actions if this condition is met:

» Log only - Creates an event log but does not notify the administrator.
* Re-enable Driver - Attempts to turn the driver back on automatically.

7.3.2. Application Rules
»  Click 'Settings' > 'Firewall' > 'Application Rules'
«  Application rules let you manage network access rights for specific applications.

»  Whenever an application makes a request for network access, CCS allows or denies the request based on
the ruleset applied to the application.

«  Firewall rulesets are made up of one or more application rules. Each rule outlines an application's
permissions regarding a specific type of traffic.
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COMODO Advanced Settings ? = m} X

w General Settings

:— | Application Rules

W Antivirus
Eiravall The following firewall application rules are active on this computer.

Firewall Settings

Purge
Glohal Rulac = Application Qy  Treat as Q|-
The application's name is listed directly | ;
above the rules applied to it \'\=\C:'\Prug ram Files\COMODO\GeekBuddy\launche... | Custom
. |
Rules applied to an [ | @ = ci\program Files\Mozilla Firefox\firefox.exe
application determines its :l“a:;:)fthe R
network access rights = Allow All Incoming and Outgoing Reguest
v P [ ] E system Custom =

w Containment
[0 10 = Comodo Client - Security Outgaing Only

PR P P ——

‘Each ruleset is derived from
at least one but usually a
combination of individually
configurable rules ] @ Block and Log All Unmatching Requests

H f Allow All Outgoing Requests

[l ) H windows Updater Applications Custom

«  Application - Programs or file groups for which a firewall ruleset has been created. In the case of file
groups, all member applications will use the ruleset of the group.

«  Click '+' next to the name to view the rules which apply to the application/group.
- Treat as - Name of the ruleset assigned to the application or group.

The controls above the table let you manage the rule sets:

Application Rules

The following firewall application oulesareeactivawanthic computer.

o »® t [ 1 ]

Edit Rermove Move Up Move Down Purge

ApplicITrem

][] B system Custom

« Add - Add a new application/application group then create a ruleset for it.
«  Edit - Modify an application rule/ruleset.
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 Remove - Delete a selected rule.

»  Purge - Check that all applications mentioned in a ruleset are still installed at the paths specified. If not,
the rule is removed from the list.

*  Move Up and Move Down - Rules are prioritized top-to-bottom, with those at the top having the higher
priority. The 'Move Up' and 'Move Down' buttons let you change the priority of a selected rule.

Predefined rulesets

«  Although you could create a ruleset from the ground-up by configuring its individual rules, this practice
would be time consuming if performed for every program on your system.

«  For this reason, Comodo provide a selection of rulesets according to broad application category. For
example, the "Web Browser' ruleset is designed for applications like 'Internet Explorer’, 'Firefox' and
'Chrome'.

«  Each predefined ruleset optimizes security for a certain type of application. Users can, of course, modify
these predefined rulesets to suit their environment and requirements. For more details, see Predefined
Rule Sets.

Create a firewall ruleset
« Step 1 - Select the target application or group
» Step 2 - Configure the rules
Step 1 - Select the target application or group
+  Click 'Settings' on the CCS home screen
»  Click 'Firewall' > 'Application Rules'
+  Click the 'Add" button
The 'Application Rule' interface appears:
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COMODO Advanced Settings

» General Settings
w Antivirus
— Firewall

Firewall Settings

Ap Remove Move Up  Move Dows
Global Rules Ll Application

L £ [1] ® & c\Program Files (x86)\COMODO\Comodo TSM
COMOD O Application Rule ? 0 %
Name: |

| | Browse '|

(0 Use Ruleset:

(® Use a Custom Ruleset

LI 1

Edit Remove Move Up  Move Down

Rules Q

«  Click the 'Browse' button beside the 'Name' field:

COMODQO ~pplication Rule ? O *
MName: ‘ | ‘m;,

File Groups >
O Use Ruleset: ' Files

Running Processes

There are three types of target you can add:

«  File Groups - Apply the ruleset to a predefined file group. All members of the group are covered by the rule.
See File Groups if you need help with file groups.

« Files - Apply the ruleset to a specific application.
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* Running Processes - Apply the ruleset to an application by selecting its running process
Add a File Group

Afile group is category of files or folders. For example, 'Executables', 'Media Players', or 'Important Files/Folders'.
See File Groups more help with them.

»  Choose 'File Groups' from the 'Browse' drop-down.

7 O x

|

File Groups dl Executables
Files All Applications

Running Processes Windows Updater Applications

Windows Management

3rd Party Protocol Drivers

Metro Apps

Email Clients

File Archivers

Termnporary Files

Shared Spaces @

File Downloaders

Suspicious Locations

Containment Folders

Pseudo File Downloaders

Windows Systermn Applications

Web Browsers

Browser Plugins

Startup Folders

Management and Productivity Applications
Media Players

COMODA Client - Security
COMODA Client - Security Manager
ExceptionGroup

Important Files/Folders
Communication Client

Exclusions for Purchase Dept Profile
Openoffice

COMODQO Client Files/Folders

«  Select a file group from the drop-down. The ruleset will apply to all executable files in the group.

« The next stage is Step 2 - Configure the rules for the selected file group.

Add an individual File

»  Choose 'Files' from the 'Browse' drop-down:
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Open ‘___,_--""'-_

u i « Programs * Opera @ v 0
Organize * Mew folder
i Mame
v #F Quick access
60.0.3255.124
B Desktop *
Assets
* BRI L |J installation_status.json
= Documents |:| installer_prefs,json
I}_F Pictures - |:] installer_prefs.jzon.backup
Doubt_files o launcher
Jﬁ Music |2 launcher.visualelementsmanifest
Share |:| pref_default_overrides
. |:] Resources.pri
Suspicious = ]
| | server_tracking_data
f@ OneDrive
[ This PC

v £

Search Opera L

B~ T @
Date modified Type

6/12/2019 1:31 PM File folde
6/12/2019 1:31 PM File folde
6/12/20191:31 PM  JSOM File
6/12/2019 1:31 PM  JSON File
£,/12/2019 1:31 PM BACKUP
5/30/201911:05 AM  Applicati
2/22/201911:14 PM - XML Doc
6,/12/2019 1:30 PM File
2/22/201911:14 PM - PRI File
6,/12/2019 1:31 PM File

File name: | launcher

v ‘ All Files (*) -

Navigate to the file you want to add as target and click 'Open'. The rule will apply only to the specific

application.

« The next stage is Step 2 - Configure the rules for the selected application.
Add a currently running application by choosing its process

Choose 'Running Processes' from the '‘Browse' drop-down.

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 265



COMODO

Creating Trust Online®

COMODO ~application Rule ? B

Mame: ‘ M Browse)_'
File Groups >

T ca Dl!l___.__.ﬁ; Files

co MO D O Browse for Processes

Application FID

*n explorer.exe 4044 2

4 [ msasCuil.exe 6720

v {& cisexe 7560

4 l& cisexe 8004

4 @ OneDrive.exe 7000

4 [E] sychostexe 2204

4 [5] sychostexe 1380

4 [E] gychostexe 2400

4 B MyWeather.exe 6540

4 [E] gychostexe 1972

> 4 [E] sychostexe 1760

- [ cmdprots.exs 2660

- _:‘,3 GoogleCrashHandler.exe 5808

4 [§F] dasHostexe 3904

4 |8 cis.exe 7368

e _:’,:) GoogleCrashHandler64.exe nand
4 o opera.exe 6880 W

«  Select the target process and click 'OK'". The parent application of the process will be added as the target.
- The next stage is to configure the rules for the selected application.

Step 2 - Configure the rules in ruleset
There are two broad options for creating a ruleset - Use a Predefined Ruleset or Use a Custom Ruleset.
Use Ruleset

« Arulesetis a collection of rules designed to implement optimum security on a specific type of application.
You can manage and create rulesets in 'Settings' > 'Firewall Configuration' > 'Firewall Rule Sets'.

« Comodo provides a range of curated rulesets for popular types of application. These include "Web browser',
'FTP client' and 'Email client'.

«  The example below shows us applying the 'Web Browser' ruleset to the Opera browser:
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COMODO Application Rule ? O ot |

Mame: |‘\Users‘-.,.luhn‘-.,AppData‘-.LLacaI‘-.LF‘rc:grams&OperahED.D.EESS.124‘mpera.exe| Browse =

® Use Ruleset: Web Browser

Web Browser

(O Use a Custom Ruleset S @
Ftp Client
" L] ' Allowed Application
Edit Femoye Move Up Mowe Down Blocked Application

Outgoing Only

» Use a Custom Ruleset - Designed for more experienced users, '‘Custom Ruleset' lets you fully
configure all rules in the ruleset. You can create an entirely new ruleset, or use a predefined set as a
starting point.

| CO MOD U Application Rule 7 (m} w

Mame: |‘..LlSEﬁUohn‘\AppData\Lucal'-.,Prugrams'\.Dpera'\.ED.U.3255.124\apera.exe Browse *

Ruleset
Another Application

) Use Ruleset: Welr Browser «
Web Browser }

® Use a Custom Ruleset
Email Client '{b____,/

; Movelp Mo i Ftp Client

Allowed Applicabion
Blocked Application
Outgoing Only

Pl Allow Access to Loopback Zoné

Allow Outgoing HTTP Requests

Allow Outgoing FTP Reguests

Allow Outgoing FTP-PASY Requests

Allow Outgoing DMS Requests

Selecting "Use a Custom Ruleset' > "Copy from' > "Ruleset’ > selecting a pre-defined ruleset,
will populate the rules window with the constituent rules of the pre-defined ruleset. In the
example shown, individual rules from the "Web Browser' ruleset are included in the new
ruleset to be created. Using this as a starting point, experienced users can add, re-order,
modify and remove rules to suit to their applications.

«  Select the 'Use custom ruleset' radio button

« Add - Create individual rules for the set. See 'Add and Edit a Firewall Rule' for an overview of the
process.
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»  Copy From - Populate the list with the rules of a Predefined Firewall Rule. Edit/add/remove rules to
create your custom ruleset.

Understand Firewall Rules

At their core, each firewall rule can be thought of as a simple IF THEN trigger - a set of conditions that a packet of
data must meet, and an action that is taken if those conditions are met.

As a packet filtering firewall, Comodo firewall analyzes the attributes of every packet of data that attempts to enter or
leave your computer. Attributes of a packet include the application that is sending or receiving the packet, the
protocol it is using, the direction in which it is traveling, the source and destination IP addresses and the ports it is
attempting to traverse. The firewall then tries to find a firewall rule that matches all the conditional attributes of this
packet in order to determine whether or not it should be allowed to proceed. If there is no corresponding firewall rule,
then the connection is automatically blocked until a rule is created.

If the packet of data
meets these conditions...

| LS | “'.H.uu'u' AULESS T L\.;'UFJL'EILP. £Une e -— 1T

=l ,ﬂullor.“'CP Cut From IP 192.111.111.111 To MAC Any Where Source Port Is 25 A...

} ... then the firewall will take this action

The actual conditions (attributes)* you see on a particular firewall rule are determined by the protocol chosen while
adding and editing a firewall rule.

If you chose 'TCP', 'UDP" or 'TCP and 'UDP", then the rule has the form: Action |Protocol | Direction |[Source
Address | Destination Address | Source Port | Destination Port

If you chose 'ICMP", then the rule has the form: Action |Protocol | Direction | Source Address | Destination
Address | ICMP Details

If you chose 'IP', then the rule has the form: Action | Protocol | Direction | Source Address | Destination Address
| IP Details
«  Action: The action the firewall takes when the conditions of the rule are met. The rule shows 'Allow’,
'Block' or 'Ask’.**

« Protocol: States the protocol that the target application must be attempting to use when sending or
receiving packets of data. The rule shows 'TCP', 'UDP', 'TCP or UDP', 'ICMP’ or 'IP'

- Direction: States the direction of traffic that the data packet must be attempting to negotiate. The rule
shows 'In’, 'Out' or 'In/Out’

« Source Address: States the source address of the connection attempt. The rule shows 'From' followed by
one of the following: IP , IP range, IP Mask , Network Zone, Host Name or Mac Address

+ Destination Address: States the address of the connection attempt. The rule shows 'To' followed by one of
the following: IP, IP range, IP Mask, Network Zone, Host Name or Mac Address

- Source Port: States the port(s) that the application must be attempting to send packets of data through.
Shows 'Where Source Port Is' followed by one of the following: 'Any', 'Port #, 'Port Range' or 'Port Set'

« Destination Port: States the port(s) on the remote entity that the application must be attempting to send to.
Shows 'Where Source Port Is' followed by one of the following: 'Any', 'Port #, 'Port Range' or 'Port Set'
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« ICMP Details: States the ICMP message that must be detected to trigger the action. See Add and Edit a
Firewall Rule for details of available messages that can be displayed.

« IP Details: States the type of IP protocol that must be detected to trigger the action: See Add and Edit a
Firewall Rule to see the list of available IP protocols that can be displayed here.

Once a rule is applied, the firewall monitors all traffic relating to the application and takes the specified action if the
conditions are met. Users should also see the section 'Global Rules' to understand the interaction between
'Application Rules' and 'Global Rules'.

* If you chose to add a descriptive name when creating the rule then this name is displayed here rather than it's full
parameters. See the next section, 'Add and Edit a Firewall Rule', for more details.

“* If you selected 'Log as a firewall event if this rule is fired" then the action is postfixed with 'Log". (e.g. Block & Log)
Add and Edit a Firewall Rule

The firewall rule interface is used to configure the actions and conditions of an individual rules. If you are not an
experienced firewall user or are unsure about the settings in this area, we advise you first gain some background
knowledge by reading 'Understanding Firewall Rules', 'Overview of Rules and Policies' and 'Create and Modify
Firewall Rulesets'.

»  Click 'Add" in the 'Application Rule' interface to create a new rule
»  Double click on an existing rule or select a rule and click 'Edit' to edit an existing rule

COMODQO rirewall Rule ? pd

Action: Allow v [] Log as firewall event if this rule is fired
Protocol: TCP or UDP >
Direction: In or Out "

Description |

URCE ADDRESS DESTINATION ADDRESS SOURCE PORT DESTINATION PORT

Exclude (i.e. NOT the choice below)

Type: |[Any Address 2

General Settings

«  Action: Specify how firewall should handle the connection request when the conditions of the rule are met.
Options available are 'Allow' (Default), 'Block' or 'Ask'.
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Action: Allow 1 [] Log as firewall event if this rule is fired
Allow

: Block
Asl

»  Protocol: Specify which protocol the data packet should be using. Options available are 'TCP', 'UDP’, 'TCP
or UDP' (Default), 'ICMP' or 'IP' .

Note: Your choice here alters the choices available to you in the tab structure on the lower half of the interface.

« Direction: Define whether the rule should intercept inbound or outbound traffic. Options available are 'In’,
'Out’ or 'In/Out’ (Default).

» Log as a firewall event if this rule is fired: Creates an entry in the firewall event log viewer whenever
this rule is triggered. (i.e. when ALL conditions have been met) (Default = Disabled).

- Description: Enter a friendly name for the rule. For example, 'Allow Outgoing HTTP requests'. The friendly
name is shown in the Application Rules interface.

Protocol
i. TCP', 'UPD'or'TCP or UDP'

If you select 'TCP', 'UPD' or 'TCP or UDP' as the protocol, then you also have to set the source and
destinations:

DESTIMNATION ADDRESS SOURCE PORT DESTIMNATION PORT

Exclude (i.e. NOT the choice below)

Type: |Any Address ke
Any Address

Host Mame

IPvd Address Range
IPvd Single Address
IPvd Subnet Mask

IPvE Address Range
IPvE Single Address
IPvE Subnet Mask

MAC Address
Source Address and Destination Address:

»  Any - Defaults to an IP range of 0.0.0.0- 255.255.255.255 to allow connection from all IP
addresses.

*  Host Name - Choose a named host which denotes your IP address. Enter the name in the 'Host
Name' text field
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» IPv4 Address Range - Choose all IP addresses covered by a range - for example a range in your
private network.

«  Enter the first and last IP addresses in the 'Start IP' and 'End IP" text boxes.
« IPv4 Single Address - Choose a single IPv4 address
+ Enterthe IP address in the 'IP' text box, e.g., 192.168.200.113.

« IPv4 Subnet mask - Choose an IPv4 network. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and
mask of the network.

«  Enterthe IP address and Mask of the network.

+ IPv6 Address Range - Choose all IPv6 addresses covered by a range - for example a segment in
your private network

«  Enter the first and last IPv6 addresses in the 'Start IP' and 'End IP' text boxes.
» Single IPv6 Address - Choose an IPv6 address
«  Enterthe IP address in the 'IP' text box, e.g., 3ffe:1900:4545:3:200:f8ff:fe21:67cf.

« IPv6 Subnet Mask - Choose a IPv6 network. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and
mask of the network.

«  Enter the IP address and 'Mask' of the network in the respective fields
« MAC Address - Choose a single source/destination by specifying its physical address
- Enter the physical address in the 'MAC Address' text box.

»  Network Zone - Choose an entire network. This menu defaults to Local Area Network. But you
can also define your own zone by first creating a 'Network Zone' through the 'Network Zones' area.

«  Exclude (i.e. NOT the choice below) - Applies the action to all items except the one you
specify. For example, you create a block rule, specify an IP address, then select 'Exclude’.
The rule will block traffic for every address except the one you specified.

Source Port and Destination Port:

Exclude (i.e. NOT the choice below)

Type: |Any v
A Port Range

A Set of Ports

A Single Port

Any

« Any - Apply the rule to any port number - set by default, 0- 65535.
- ASingle Port - Specify a one port number
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»  Enter the single port number in the 'Port' drop-down combo-box .

« APort Range - Specify a set of ports covered by a range.
«  Enter the first port number and last port number in the respective fields

« A Set of Ports - Choose a predefined Port Set. If you wish to create a custom port set then
please see the section 'Port Sets'.

ii. ICMP

When you select ICMP as the protocol in General Settings, you are shown a list of ICMP message types in
the 'ICMP Details' tab alongside the Destination Address tabs. The last two tabs are configured identically
to the explanation above. You cannot see the source and destination port tabs.

e |ICMP Details

ICMP (Internet Control Message Protocol) packets contain error and control information which is used to
announce network errors, network congestion, timeouts, and to assist in troubleshooting. It is used mainly
for performing traces and pings. Pinging is frequently used to perform a quick test before attempting to
initiate communications. If you are using or have used a peer-to-peer file-sharing program, you might find
yourself being pinged a lot. So you can create rules to allow / block specific types of ping requests. With
Comodo firewall you can create rules to allow/ deny inbound ICMP packets that provide you with
information and minimize security risk.

« 'Source' and 'Destination’ addresses - Enter the source/ destination IP address. Source IP is the
IP address from which the traffic originated and destination IP is the IP address of the computer
that is receiving packets of information.

Type: |ICMPw4 v
Message: |Any v
Custom
Any

ICMP Echo Request

ICMP Echo Reply

ICMP MNet Unreachable
ICMP Host Unreachable
ICMP Protocol Unreachable
ICMP Port Unreachable m
ICMP Time Exceeded

ICMP Source Quench

ICMP Fragmentation Meeded

»  Type - Choose the ICMP version.
»  Message - Specify the type of the ICMP Message.

When you select a particular ICMP message , the menu defaults to set its code and type as well. If you select the
ICMP message type 'Custom' then you are asked to specify the code and type.

iii. 1P
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When you select IP as the protocol in General Settings, you are shown a list of IP message type in the 'IP
Details' tab alongside the Source Address and Destination Address tabs. The last two tabs are
configured identically to the explanation above. You cannot see the source and destination port tabs.

sy o oo LU LUC ssesero i LU =
I

SOURCE ADDRESS DESTIMATION ADDRESS IP DETAILS

[] Exclude (i.e. NOT the choice below)

Type: |MNetwork Zone >
Any Address

Zone |Host Mame

IPvd Address Range
IPvd Single Address
IPvd Subnet Mask

IPvE Address Range
IPvE Single Address
IPvE Subnet Mask

MAC Address

e |P Details
Select the types of IP protocol that you wish to be intercepted by the rule, from the ones that are listed.

IP Protocol: |Any v

Custom
Any
TCP
UDP
ICMPw4
IGMP
Raw IP
PUP
GGP
RSVP

ICMPwE

«  Click 'OK'" to save the firewall rule.
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7.3.3. Global Rules

»  Click 'Settings' > 'Firewall' > 'Global Rules'

+ 'Global Rules' apply to all traffic in and out of your computer. This makes them different to application rules,
which apply to the traffic of a specific application.

«  Comodo firewall analyzes every packet of data in and out of your PC using combination of application rules
and global rules.
Outgoing connection attempts - Application rules are consulted first and the global rules second.
+ Incoming connection attempts - Global rules are consulted first and the application rules second.

Qutgoing traffic My Computer
Traffic that is ‘
travelling from
your computer to Comodo Firewall
the outside is Application Rules Incoming Traffic
filtered by the Traffic that is
application rules travelling from the
first and then by Comodo Firewall outside into your
the global rules Global Rules computer is fittered
bw the global rules
' Other Computers/ first and then by the
Internet websites etc application rules

»  So outgoing traffic has to pass the application rule first then any global rules before it is allowed out.
Similarly, incoming traffic has to pass the global rules first then the application rules.

«  Global rules are mainly, but not exclusively, used to filter incoming traffic for protocols other than TCP
or UDP.

Manage Global Rules
«  Click 'Settings' on the CCS home screen
«  Click 'Firewall' > 'Global Rules'
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COMODO Advanced settings ? = (m] *

v General Settings

Global Rules

v Antivirus -
Firaall The following global rules are active on this computer
Firewall Settings : |

Move Down

Application Rules

[ Rules Q
Rilesets O Allow All Qutgoing Requests If The Target Is In [Work #1]
Metwork Zones [:l Allow All Incoming Requests If The Sender Is In [Work £1]
Portsets O [ slock icMPya Out From MAC Any To MAC Any Where ICMP Message Is PROTOCO...
HIPS
i O [§) slock IcMPu4 In From MAC Any To MAC Any Where ICMP Message s 17.0
v Containment
I:l E Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 15.0
w Data Loss Prevention
| E Block ICMPv4 In From MAC Any To MAC Any Where ICMP Message Is 13.0

w File Rating
w Advanced Protection

Website Filtening

General Navigation:

The controls above the table let you create and manage global rules:

4T
Global Rules

The following global rules are active on this computer:

.4 o t [ 1

Edit Remove Move Up Move Down

[ Rules Q

[ Allow All Outgoing Requests If The Target Is In [Work #2]
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« Add - Create a new global rule. See 'Add and Edit a Firewall Rule' in the previous section
'Application Rules' for guidance on creating a new rule.

Edit - Modify an existing global rule. See 'Add and Edit a Firewall Rule' in the previous section
'Application Rules' for guidance on editing a new rule.

»  Remove - Deletes the selected rule.

« Purge - Runs a system check to verify that all the applications for which rules are listed are
actually installed on the host machine at the path specified. If not, the rule is removed, or 'purged’,
from the list.

»  Move Up and Move Down - Rules at the top of the list have a higher priority. In the event of a
conflict in settings for a piece of traffic, CCS will apply the setting in the rule nearer the top of the
list. The 'Move Up' and 'Move Down' buttons let you change the priority of a rule.

«  The configuration of global rules is identical to that of application rules. See Application Rules for an
introduction to the rule setting interface.

«  See Understand Firewall Rules for an overview of the meaning, construction and importance of individual
rules.

» See Add and Edit a Firewall Rule for an explanation of individual rule configuration.

7.3.4. Firewall Rule Sets

«  Click 'Settings' > 'Firewall' > 'Rulesets'

« Afirewall ruleset is a collection of one or more firewall rules which can be deployed to applications on your
computer.

«  CCS ships with six predefined rulesets that provide a very high level of protection. You can also create your
own, custom rulesets.

This section contains advice on the following:
+ Predefined Rulesets
»  Custom Rulesets
» Create a new ruleset
Open the 'Rulesets’ panel
+  Click 'Settings' on the CCS home screen
«  Click 'Firewall' > 'Rulesets'

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 276



COMODO

Creating Trust Online®

e Z

COMOD D Advanced Settings ? Ford ) *

W

W

<

General Settings

Rulesets
== 4 =

The following rulesets are defined on this computer:

Antivirus
Firewall

Firewall Settings

Edit

Application Rules

Global Rules 0 Ruleset Name Q
|:| Web Browser
Metwork Zone O Email Client
Portsets [0 FtpClient
{IPS L
|:| Allowed Application
Containment
| Blocked Application
Data Loss Preventiorn
[0 Outgoing Only

File Rating
Advanced Protection

Website Filtering

The interface shows all existing rulesets. These may be Comodo predefined rules, or custom rulesets.
Use the search feature to look for a specific ruleset

Predefined Rulesets

Although each application's firewall ruleset could be defined from the ground up by individually configuring separate

rules,

this practice would prove time consuming if it had to be performed for every single program on your system.

For this reason, Comodo Firewall contains a selection of predefined rulesets according to broad application category.

Fore
'Chro

xample, you may choose to apply the ruleset "Web Browser' to the applications 'Internet Explorer', 'Firefox' and
me'. Each predefined ruleset has been specifically designed by Comodo to optimize the security level of a

certain type of application. Users can modify pre-defined policies to suit their environment and requirements. For
example, you may wish to keep the 'Web Browsers' name but wish to redefine the parameters of its rules.

CCS

ships with six predefined firewall rulesets for different categories of applications:
Web Browser
Email Client
FTP Client
Allowed Application
Blocked Application
Outgoing Only
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These rulesets can be edited for adding ne rules or re-configuring the existing rules. For more details, see Add and
Edit Firewall Rules in 'Application Rules'.

Custom Rulesets

You can create new rulesets with custom network access control rules as per your requirements. These can then be
applied to specific applications when creating an application rule.

The Firewall Alert

You can apply a firewall ruleset to an application at a firewall alert. Both predefined and custom rulesets are made
available. An example alert is shown below:

COMODO rirenal ?

Application: MyRoamer.exe

P
@ Remote: 10.108.56.1 - UDP

Port: 5351
i ™
Treat as
@ Lets you choose a ruleset to apply @
©  FIPClient 4
0 Allowed Application
0 Blocked Application
0 Qutgoing Only
o Grazing Applications 5
p Remember my answer Show ,t'ut:‘[h.fitie_t.J

«  See answering firewall alerts if you want more help with alerts.

Add a new ruleset
»  Click the 'Add" button at the top of the list of rulesets in the 'Rulesets' panel
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CO MD D O Firewall Ruleset

Mame: | Custom ruleset for games

@ Use a Custom Ruleset | Copy from *

Ruleset > Web Browser

F

. Another Application b Ernailic hent.
Edit Hemove iMiove Up [ Ftp Client
Al | Allowed Application Q

Blocked Application
G@in g Only

« Enter a name for this new ruleset. It is advised that you choose a name that accurately describes the
category/type of application you wish to define the ruleset for.

«  Next you should add and configure the individual rules for this ruleset. You can choose to use an
existing ruleset as a starting point and add/edit rules as required. See 'Add and Edit a Firewall Rule'

for more advice on this.
Once created, this ruleset can be quickly called when creating or modifying a firewall ruleset for an
application:

COMOD O Application Rule

Name: | C\Program Files (x86)\DrivingSpeed2\DrivingSpeed.exe | | Browse v|

(O Use Ruleset:

® Use a Custom Ruleset Copy from =

 Ruleset > Web Browser

o [l Ancther Application b Email Client

Remowe

LI
Move Up

Move Down

Edit Ftp Client

Allowed Application
Rules |

Blocked Application
Outgoing Only

Customﬁleset for games
: L

View or edit an existing predefined Ruleset
»  Double click on the ruleset Name in the list
Or
«  Select the ruleset name then click the 'Edit' button
« Details of the process from this point on can be found here.
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7.3.5. Network Zones

+  Click 'Settings' > 'Firewall' > 'Network Zones'

«  A'Network Zone' can consist of an individual machine (like a home computer connected to the internet), or
a network of thousands of machines. Access to any network zone can be easily granted or denied in the
network zones panel.

«  The 'Network Zones' panel lets you configure:

«  Automatic detection of networks to which your computer can connect
«  Alerts for network connections
»  Trusted network zones which you want to allow
+  Untrusted network zones which you want to block
Open the 'Network Zones' panel

+  Click 'Settings' on the CCS home screen
«  Click 'Firewall' > 'Network Zones'

COMODO Advanced Settings ? = O b4

w General Settings

ﬁT Network Zones

w Antivirus
— Firewwall 4 Enable automatic detection of private networks
Firawall Settings k1 Do not show popup alerts and treat location as Work «
Application Rules The following network zones are defined on this computer:
Global Rules " i BLOCKED ZONES
Rulesets
Portsets
] Zone Name Q
v HIPS
O E = Loopback Zone
w Containment
O 0O 5 workzl

w Data Loss Prevention

<

File Rating
v Advanced Protection

Website Filtenng

» Enable automatic detection of private networks - The firewall monitors attempted connections to any
new wired or wireless network (Default = Enabled). Deselect this option if you are an experienced user and
wish to manually set-up your own trusted networks (this can be done in 'Network Zones' and through the
'Stealth Ports Wizard').

« Do not show popup alerts and treat location as - CCS can show an alert when your computer attempts
to connect to a new network.
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- Disabled - The alert is shown. Select the appropriate network type for your connection. CCS will
optimize the firewall for security and usability based on your choice. (Default)

« Enabled - The alert is not shown. You now need to pick a default network type from 'Home',
'Work', or 'Public'. CCS will automatically apply your choice of network type to all new connections.

COMODO network Detected ?

Join a New Network
(f;; Wired: "4 *5 0

Flease select your location:

s~ |am at Home

M| Choose if you are at home and have just connected your computer to

0 a local network
B I am at Work
ﬂ H Choose if you are at work place and have just connected your
computer to a local network

| am at a Public Place

Choose this option if you are at public place such as a coffee shop,
hotel or school, etc.

[] Do not detect new networks again

«  Select 'Do not detect new networks again' If you are an experienced user that wishes to manually set-up
their own trusted networks. This can be done in 'Network Zones' and through the 'Stealth Ports Wizard'.

The panel has two tabs:

«  Network Zones - Define network zones with specific access rights. Application access privileges are
specified in the Application Rule interface. See 'Create or Modify Firewall Rules' for more details.

« Blocked Zones - Define networks that are not trusted. CCS will deny all connections to blocked zones.

7.3.5.1. Network Zones

«  Click 'Settings' > 'Firewall' > 'Network Zones' > 'Network Zones'

«  A'Network Zone' can consist of an individual machine (like a home computer connected to the internet) or a
network of thousands of machines. You can grant or deny access to a network zone as required.

Background Note:
« A computer network is a connection between computers through a cabled or wireless connection.

- Anetwork allows users to share information and resources with other computers/users on the network.

»  There are some networks which you trust and want to grant access to, including your home or work
network.

«  Conversely, there may be other networks with which you want to restrict communication, or even block
entirely.
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»  The network zones panel lets you onfigure trusted and untrusted networks.
Add and manage network zones

»  Click 'Settings' on the CCS home screen

«  Click 'Firewall' > 'Network Zones'

«  Click the 'Network Zones' tab

COMODO Advanced settings ? = O b4

w General Settings

@;T Network Zones

w Antivirus
— Firewall ] Enable automatic detection of private networks
Firewall Settings B4 Do not show popup alerts and treat location as Work =
Application Rules The following network zones are defined on this computer:
Global Rules BLOCKED ZONES
Rulesets
Portsets
] Zone Mame Q
v HIPS
O E = Loopback Zone
w Containment
O /B 3 work#1

w Data Loss Prevention

<

File Rating
v Advanced Protection

Website Filtening

The network zones tab shows zones that have already been added to CCS. You can add new zones and manage
existing zones.

Note 1: Adding a zone to this area does not, by itself, define any permissions or access rights to the zone. This
area lets you define the zones so you can assign such permissions in other areas of the firewall.

Note 2: A network zone can be designated as 'Trusted' and allowed access from the 'Manage Network
Connections' interface. An example would be your home computer or network.

Note 3: A network zone can be designated as 'Blocked' and denied access by using the 'Blocked Zones' interface.

Note 4: An application can be assigned specific access rights to and from a network zone when defining an
Application Rule. Similarly, a custom Global Rule assigned to a zone will inspect all traffic to/from a zone.

Note 5: By default, Comodo Firewall automatically detects any new networks (LAN, Wireless etc) once you connect
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to them. This can be disabled by deselecting the option 'Enable automatic detection of private networks' in the
Firewall Settings panel.

You can use search for a specific zone by clicking the search icon and entering the name of the zone in part or full.
Defining a new Network Zone
To add a new network zone:
» Step 1 - Define a name for the zone.
» Step 2 - Select the addresses to be included in the zone.
Step 1 - Define a name for the zone
»  Click 'Settings' on CCS home screen
«  Click 'Firewall' > 'Network Zones'
«  Click the 'Network Zones' tab
»  Click the 'Add' button at the top of the list and choose 'New Network Zone' from the options.

METWORK ZOMNES BLOCKED ZOMES

+ K4 »
Add Edit Remowve
Al
Mew Metwork Zone Q
Mew Address
|5 E FMTOODDacE Zone
COMODO Network Zone ? >
Zone Mame

|M].r Home |

[C] Public Network

«  Choose a name that accurately describes the network zone you are creating.

«  Select 'Public Network' if you are defining a network zone for a network in a public place. For example,
when you are connecting to a Wi-Fi network at an airport, restaurant etc. The firewall will optimize the
connection accordingly.

+  Click 'OK" to confirm your zone name.

This adds your new zone to the 'Network Zones' list.

Step 2 - Select the addresses to be included in this zone
«  Select the network zone name then click the 'Add' button at the top
«  Choose 'New Address' from the options
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«  Alternatively, right click on the network zone and choose 'Add' > 'New Address' from the context sensitive

menu

The 'Address' dialog allows you to select an address from the "Type' drop-down box shown below (Default
= Any Address).

The 'Exclude' check box will become active if you select anything other than 'Any Address'

METWORK ZOMES BLOCKED ZOMES

; Mew Address

oot LU%Q

O F1 F wolk #1

O B [H wor

F1 My Home

COMODO Address 1 X

Exclude (i.e. NOT the choice below)

Type: | Any Address b

Address Types:
»  Any - Defaults to an IP range of 0.0.0.0- 255.255.255.255 to block connection from all IP
addresses.

*  Host Name - Choose a named host which denotes your IP address. Enter the name in the 'Host
Name' text field

« IPv4 Address Range - Choose all IP addresses covered by a range - for example a range in your
private network.

«  Enter the first and last IP addresses in the 'Start I[P' and 'End IP' text boxes.
« IPv4 Single Address - Choose a single IPv4 address

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 284



—

Creating Trust Online®

Comodo Client Security - User Guide ~ comoz

e {

/
» Enter the IP address in the 'IP' text box, e.g., 192.168.200.113.

«  IPv4 Subnet mask - Choose an IPv4 network. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and
mask of the network.

»  Enter the IP address and Mask of the network.

» IPv6 Address Range - Choose all IPv6 addresses covered by a range - for example a segment in
your private network

«  Enter the first and last IPv6 addresses in the 'Start IP' and 'End IP' text boxes.
« Single IPv6 Address - Choose an IPv6 address
+  Enterthe IP address in the 'IP" text box, e.g., 3ffe:1900:4545:3:200:f8ff:fe21:67cf.

« |Pv6 Subnet Mask - Choose a IPv6 network. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and
mask of the network.

»  Enter the IP address and 'Mask' of the network in the respective fields
» MAC Address - Choose a single source/destination by specifying its physical address
«  Enter the physical address in the '"MAC Address' text box.
« Exclude (i.e. NOT the choice below) - The opposite of what you specify is applicable.
+  Click 'OK" to confirm your choice.
«  Click 'OK" in the 'Network Zones' interface.
The new zone now appears in the main list along with the addresses you assigned to it.
Once created, a network zone can be:

+  Quickly called as 'Zone' when creating or modifying a firewall ruleset
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COMODQO Frirewall Rule 7 X
Action: |Alluw hd [] Log as firewall event if this rule is fired
Protocol: |TCP or UDP >
Direction: | In or Cut >
Description

SOURCE ADDRESS DESTINATIOMN ADDRESS SOURCE PORT DESTINATION PORT

[ Exclude (i.e. NOT the choice below)

Type: |MNetwork Zone s

Zone |Loopback Zone v

Loopback Zone
Work #1

Work #2

Work #3

Work #4

Talkatives Computers

e

‘: ome

+  Quickly called and designated as a blocked zone from the 'Blocked Zones' interface
Edit the name of an existing Network Zone

+  Click 'Settings' on the CCS home screen
e Click 'Firewall' > 'Network Zones'
»  Click the 'Network Zones' tab

«  Select the zone from the list (e.g., My Home) and click the 'Edit' button from the top or double click on the
network zone name.
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Zone Name
Jvy Home

[[] Public Network

«  Change the name of the zone and click 'OK'.

To add more addresses to an existing Network Zone

»  Select the network name, click the 'Add' > 'New Address' from the top.
«  Add new address from the 'Address' interface.

To modify or change the existing address in a zone

«  Click the + button beside the network zone name to expand the addresses
»  Double click on the address to be edited or select the address, click 'Edit" at the top
«  Edit the address from the "Address" interface.

To remove an existing address in a zone

»  Click the '+' button beside the network zone name to expand the addresses
«  Select the address and click 'Remove' from the top

7.3.5.2. Blocked Zones

+  Click 'Settings' > 'Firewall' > 'Network Zones' > 'Blocked Zones'
«  Acomputer network lets you share information and resources with other users and computers.

»  There are some networks which you trust and want to grant access to, including your home or work
network.

»  Conversely, there may be other networks with which you want to restrict communication, or even block
entirely.

- The 'Blocked Zones' section allows you to configure restrictions on network zones that you do not trust.

Note: We advise new or inexperienced users to first read 'Network Zones', 'Stealth Ports Wizard' and
'‘Application Rules' before blocking zones in this interface.

Add and manage blocked zones
+  Click 'Settings' on the CCS home screen
«  Click 'Firewall' > 'Network Zones'
»  Click the 'Blocked Zones' tab:

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 287



COMODO

Creating Trust Online®

T /
f

COMODO Advanced settings ? £ (m] *

w General Settings

@E}T Network Zones

w Antivirus
— Firewall [ Enable automatic detection of private networks

Firewall Settings B Do not show popup alerts and treat location as Work =

Application Rules The following network zones are defined on this computer:

Global Rules NETWORK ZONES

Rulesets

Portsets

Zone Mame Q

w HIPS

w Containment

w Dala Loss Preventior
w File Rating

w Advanced Protection

Website Filtening

The 'Blocked Network Zones' tab allows you to:

» Deny access to an existing network zone
» Deny access to a network by manually defining a new blocked zone

Note 1: You must create a zone before you can block it. There are two ways to do this;
1. Using 'Network Zones' to name and specify the network you want to block.

2. Directly from this interface using '‘New blocked address...'

Note 2: You cannot reconfigure existing zones from this interface (e.g., to add or modify IP addresses). You need to
use 'Network Zones' if you want to change the settings of existing zones.

You can search for specific blocked zone by clicking the magnifying glass icon and entering the name of the zone in
part or full.

Deny access to an existing network zone
«  Click 'Settings' on the CCS home screen
«  Click 'Firewall' > 'Network Zones'
«  Click the 'Blocked Zones' tab
«  Click 'Add' button at the top and choose 'Network Zones' from the options

+  Select the particular zone you wish to block.
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The following network zones are defined on this computer:

METWORK ZONES BLOCKED ZOMES

Metwork Zones + Loopback Zone Q
Mew Blocked Address Work #1

Work #2

Work #3

Coffee Cup Network
Hotel Stale Food
Work #6

[ Home £1

Remowve

Zone Name Q

L]
[l E1 E Coffee Cup Network

Name of the
é"’/— Blocked Metwork Zone
[J £EJ E Hotel stale Food
O
]

}~ IP10.10.111.11 IP address(es) that
L are associated with
the Blocked Zone.
IP10.10.222.222 You can modify these

settings under the
‘Network Zones' tab

A
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«  Click 'OK'" to confirm your choice. '
« Alltraffic to and from devices in this zone is now blocked.
Deny access to a network by manually defining a new blocked zone
+  Click 'Settings' on the CCS home screen
«  Click 'Firewall' > 'Network Zones'
«  Click the 'Blocked Zones' tab

«  Click the 'Add' button and choose 'New Blocked Address'":

Blocked Address

N =
':--—_-‘hj-_-.gmmu-' T etwork

COMODO -Address 7 *

Exclude (i.e. MOT the choice below)

Typs: Any Address »
Any Address

Host Mame

|Pwd Address Range

1Pv4 Singlel}ddress

IPwd Subnet Mask

IPvE Single Address . m
|PvE Subnet Mask

MAC Address

Select the address type you wish to block from the "Type' drop-down. Select 'Exclude’ if you want to block all IP
addresses except for the ones you specify using the drop-down.

Address Types:

»  Any - Defaults to an IP range of 0.0.0.0- 255.255.255.255 to block connection from all IP
addresses.

*  Host Name - Choose a named host which denotes your IP address. Enter the name in the 'Host
Name' text field
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» IPv4 Address Range - Choose all IP addresses covered by a range - for example a range in your
private network.

«  Enterthe first and last IP addresses in the 'Start IP' and 'End IP' text boxes.
« IPv4 Single Address - Choose a single IPv4 address
+ Enterthe IP address in the 'IP' text box, e.g., 192.168.200.113.

« IPv4 Subnet mask - Choose an IPv4 network. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and
mask of the network.

«  Enterthe IP address and Mask of the network.

+ IPv6 Address Range - Choose all IPv6 addresses covered by a range - for example a segment in
your private network

«  Enter the first and last IPv6 addresses in the 'Start IP' and 'End IP' text boxes.
» Single IPv6 Address - Choose an IPv6 address
«  Enterthe IP address in the 'IP' text box, e.g., 3ffe:1900:4545:3:200:f8ff:fe21:67cf.

« IPv6 Subnet Mask - Choose a IPv6 network. IP networks can be divided into smaller networks
called sub-networks (or subnets). An IP address/ Mask is a subnet defined by IP address and
mask of the network.

«  Enter the IP address and 'Mask' of the network in the respective fields
« MAC Address - Choose a single source/destination by specifying its physical address
- Enter the physical address in the 'MAC Address' text box.
«  Exclude (i.e. NOT the choice below) - The opposite of what you specify is applicable.
«  Select the address to be blocked and click 'OK'’

The address(es) you block will appear in the 'Blocked Zones' tab. You can modify these addresses at any
time by selecting the entry and clicking 'Edit'.

«  Click 'OK"in 'Network Zones' interface to confirm your choice. All traffic intended for and originating from
devices in this zone is now blocked.

7.3.6. Port Sets

»  Click 'Settings' > 'Firewall' > 'Portsets'

»  Port sets are predefined groups of one or more ports. These sets can be named as the target of
Application Rules and Global Rules. For example, you might want to block all inbound traffic to certain
set of ports.

«  The port sets panel lets you add, view and manage port sets
Open the Portsets panel

+  Click 'Settings' at the top of the CCS home screen

«  Click 'Firewall' > 'Portsets'
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COMOD D Advanced Settings T Ford ) *

Portsets

The following portsets are defined on this computer:

w (General Settings
v Antivirus
= Firewall

Firewall Settings

Edit

Apphcation Rules

Global Rules Portet Q

B
Rulesets 3 [ HTTP Ports

MNetwork Zones £l & POP3/SMTP Ports

O | O | 0O gl

[71 & Privileged Poris
w HIFS

w Containment

w Data Loss Preventior

w File Rating

w Advanced Protection

Website Filtering

« The interface lists all existing port sets. Click the + button to view all ports in a set.
»  CCS ships with three default portsets:

»  HTTP Ports: 80, 443 and 8080. These are the default ports for http traffic. Your internet browser uses
these ports to connect to the internet and other networks.

- POP3/SMTP Ports: 110, 25, 143, 995, 465 and 587. These ports are typically used for email
communication by mail clients like Outlook and Thunderbird.

«  Privileged Ports: 0-1023. Privileged ports are so called because it is usually desirable to prevent
users from running services on these ports. Network admins usually reserve or prohibit the use of
these ports. This set can be deployed if you wish to create a rule that allows or blocks access to the
privileged port range.

Define a new port set

After defining a new port set, you can apply it to applications through the Application Rule interface. See 'Creating
or Modifying Firewall Rules' for more details.

Add a new portset
+  Click 'Settings' on the CCS home screen
«  Click 'Firewall' > 'Portsets'
»  Click the 'Add' button at the top.
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COMODO Addportset ? O X

Mame: |Specia| Ports

Edit Remove

Ports Q

- Create a name for the port set

«  Click 'Add' to specify ports and port ranges for the set:

COMODO Add portset ? e

Mame: |Special Ports

COMODO rort =

[] Exclude (i.e. NOT the choice below)
O Any

@® A Single Port

O A Port Range | 0 : | —| 0 ‘ |

COMODO
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«  Specify the ports to be included in the new portset:

»  Any - to choose all ports

»  Asingle port - Specify the port number

» Aport range - Enter the start and end port numbers in the respective combo boxes.

«  Exclude (i.e. NOT the choice below): Means all ports will be included in the portset except the
ones you specify here

+  Click 'OK" in the 'Port' dialog then click 'OK'" in the 'Add Portset' interface
You can now select ‘A Set of Ports', then choose this rule-set, when creating or modifying a Firewall

Ruleset
CO MOD O Firewall Rule ! X
Action: |,-’-\|I::|w - [] Log as firewall event if this rule is fired
Protocol: |TCP or UDP v
Direction: | In or Cut y
Description
SOURCE ADDRESS DESTINATIOMN ADDRESS SOURCE PORT DESTINATION PORT

[ Exclude {i.e. NOT the choice below)

Type: |A Set of Ports v

Ports: |HTTP Ports -
HTTP Ports
POP3/SMTP Ports

< Special Ports
—

Edit an existing port set
+  Click 'Settings' on the CCS home screen
«  Click 'Firewall' > 'Portsets'
»  Select the port set from the list
«  Click the 'Edit' button
»  The editing procedure is similar to adding the portset explained above.
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7.4.HIPS Configuration

Click 'Settings' > 'HIPS'

»  The host intrusion protection system (HIPS) constantly monitors system activity and stops processes from
modifying important files and interfaces.

«  Comodo Client Security ships with a default HIPS ruleset that works 'out of the box' - providing extremely
high levels of protection.

«  Forexample, HIPS automatically protects system-critical files, folders and registry keys to prevent
unauthorized modifications by malicious programs.

«  Advanced users looking to take a firmer grip on their security posture can quickly create custom policies
and rulesets using the powerful rules interface.

Configure HIPS settings
+  Click 'Settings' on the CCS home screen
«  Click 'HIPS' on the left:

COMODO Advanced settings .
v General Settings
ﬁ HIPS Settings
v Antivirus
v Eirewall i1 Enable HIPS
= safe Mode v| Monitoring Settings

This option enables the Host Intrusion Protection System, the component that monitors
critical operating system activities to protect the computer against malware actions.

HIPS Rules

&1 Do not show popup alerts Allow Requests »
Rulesets

B4 Set popup alerts to verbose mode
Protected Objects

B4 Create rules for safe applications

B4 Set new on-screen alert timeout to a0 58cs

w Containment
Advanced

w Data Loss Prevention

4 Enable adaptive mode under low system resources

» File Rating o :
[ Block all unknown requests when the application is not running

ML

v Advanced Protection

Website Filtering

«  HIPS Settings - General settings that govern the overall behavior of the HIPS component.

« HIPS Rules - These rules determine what actions an application is allowed to perform, and what level of
protection it enjoys from other processes.

» Rulesets - View predefined rulesets and create new rulesets that can be applied to your applications in
your system.
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»  Protected Objects - Define objects to be protected by HIPS such as specific folders, system critical
registry keys and so on.

»  HIPS Groups - View and edit predefined 'Registry Groups' and 'COM Groups', create new groups so as to
add them to Protected Objects.

Note for beginners:
- This section often refers to 'executables' (or 'executable files'). An executable is a file that can instruct your
computer to perform a task or function.

»  Every program, application and device you run on your computer requires an executable file of some kind
to start it.

«  The most recognizable type of executable file is the ".exe’ file. For example, 'winword.exe' is the name of
the executable that instructs your computer to start and run Microsoft Word. Other types of executable
files include those with extensions .cpl .dll, .drv, .inf, .ocx, .pf, .scr, .sys.

«  Unfortunately, not all executables can be trusted. Some executables, broadly categorized as malware, can
instruct your computer to delete valuable data, steal your identity, corrupt system files, hand control of your
PC to a hacker and more. You may also have heard these referred to as Trojans, scripts and worms.

7.4.1. HIPS Settings
+  Click 'Settings' > 'HIPS' > 'HIPS Settings'

»  HIPS settings let you enable/disable HIPS, set HIPS security level, and configure the general behavior of
the HIPS module.

Open the 'HIPS Settings' panel
+  Click 'Settings' on the CCS home screen
+  Click 'HIPS' > 'HIPS Settings'
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COMOD O Advanced settings e
W General Settings
ﬁ HIPS Settings
v Antivirus
» Firewall 1 Enable HIPS
— HIPs Safe Mode v| Monitoring Settings

This option enables the Host Intrusion Protection System, the component that monitors
critical operating system activities to protect the computer against malware actions.

HIPS Rules

B Do not show popup alerts Allow Requests »
Rulesets

B Set popup alerts to verbose mode
Protected Objects

B4 Create rules for safe applications

B4 Set new on-screen alert timeout to | 60 58CS
Advanced

4 Enable adaptive mode under low system resources

[ Block all unknown requests when the application is not running

v Advanced Protection

Wwebsite Filtering

< Enable HIPS - Activate or deactivate the HIPS protection. (Default=Disabled)
If enabled, you can configure the HIPS security level and monitoring settings:
Configure HIPS Security Level
«  Choose the security level from the drop-down under the 'Enable HIPS' check-box:

Enable HIPS

Safe Mo 1@ Monitoring Settings

Paranoid Mode

Safe Mo{g
Training Mode

Host Intrusion Protec

The choices available are:

« Paranoid Mode: This is the highest security level setting and means that HIPS monitors and controls all
executable files apart from those that you have deemed safe. Comodo Client Security does not attempt to
learn the behavior of any applications - even those applications on the Comodo safe list and only uses your
configuration settings to filter critical system activity. Similarly, CCS does not automatically create 'Allow'
rules for any executables - although you still have the option to treat an application as "Trusted' at the HIPS
alert. Choosing this option generates the most amount of HIPS alerts and is recommended for advanced
users that require complete awareness of activity on their system.
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- Safe Mode: While monitoring critical system activity, HIPS automatically learns the activity of executables
and applications certified as 'Safe' by Comodo. It also automatically creates 'Allow' rules for these activities,
if the checkbox 'Create rules for safe applications' is selected. For non-certified, unknown, applications,
you will receive an alert whenever that application attempts to run. Should you choose, you can add that
new application to the HIPS rules list by choosing Treat as' and selecting 'Allowed Application' at the alert

with 'Remember my answer' checked. This instructs the HIPS not to generate an alert the next time it runs.

If your machine is not new or known to be free of malware and other threats then 'Safe Mode' is

recommended setting for most users - combining the highest levels of security with an easy-to-manage

number of HIPS alerts.

- Training Mode: HIPS monitors and learns the activity of any and all executables and creates automatic
'Allow' rules until the security level is adjusted. You do not receive any HIPS alerts in 'Training Mode'". If you
choose the 'Training Mode' setting, we advise that you are 100% sure that all applications and executables
installed on your computer are safe to run.

Configure Monitoring Settings

«  Click the Monitoring Settings link to select the activities and objects that should be monitored by HIPS

Note: The settings you choose here are universally applied. If you disable monitoring of an activity or object here, it
completely switches off monitoring of that activity on a global basis - effectively creating a universal 'Allow' rule for
the activity. This 'Allow' setting over-rules any specific 'Block' or 'Ask' setting for the activity that you may have
created in the 'Access Rights' and 'Protection Settings' interfaces.

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 298



COMODO

Creating Trust Online®

e Z

=d Settings ? = O X

E HIPS Settings

Enable HIPS

Safe Mode Monitorindkgettings
S

This option enables the Hogf Intrusion Protection System, the component that monitors

COMODO wonitoring Settings ? po
Activities to Monitor
Interprocess Memory Accesses Process Execution
Windows/WinEvent Hooks Window Messages
Device Driver Installations DMNS/RPC Client Service

Processes' Terminations

Objects to Monitor Against Modifications

Protected COM Interfaces Protected Registry Keys
Protected Files/Folders

Objects to Monitor Against Direct Access

Physical Memaory Disks
Computer Monitor Keyboard

Activities To Monitor:

« Interprocess Memory Access - Malware programs use memory space modification to inject malicious
code for numerous types of attacks. These include recording your keyboard strokes; modifying the behavior
of applications and stealing data by sending confidential information from one process to another. One of
the most serious aspects of memory-space breaches is the ability of the offending malware to take the
identity of a compromised process to 'impersonate' the application under attack. This makes life harder for
traditional virus scanning software and intrusion-detection systems. Leave this box checked and HIPS
alerts you when an application attempts to modify the memory space allocated to another application
(Default = Enabled).

»  Windows/WinEvent Hooks - In the Microsoft Windows® operating system, a hook is a mechanism by
which a function can intercept events before they reach an application. Example intercepted events include
messages, mouse actions and keystrokes. Hooks can react to these events and, in some cases, modify or
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discard them. Originally developed to allow legitimate software developers to develop more powerful and
useful applications, hooks have also been exploited by hackers to create more powerful malware.
Examples include malware that can record every stroke on your keyboard; record your mouse movements;
monitor and modify all messages on your computer and take remote control of your computer. Leaving this
box checked means that you are warned every time a hook is executed by an untrusted application
(Default = Enabled).

- Device Driver Installations - Device drivers are small programs that allow applications and/or operating
systems to interact with hardware devices on your computer. Hardware devices include your disk drives,
graphics card, wireless and LAN network cards, CPU, mouse, USB devices, monitor, DVD player etc.. Even
the installation of a perfectly well-intentioned device driver can lead to system instability if it conflicts with
other drivers on your system. The installation of a malicious driver could, obviously, cause irreparable
damage to your computer or even pass control of that device to a hacker. Leaving this box checked means
HIPS alerts you every time a device driver is installed on your machine by an untrusted application (Default
= Enabled).

« Processes' Terminations - A process is a running instance of a program. (for example, the Open VPN GUI
process is called 'openvpn.exe'. Press 'Ctrl+Alt+Delete’ and click on 'Processes' to see the full list that are
running on your system). Terminating a process, obviously, terminates the program. Viruses and Trojan
horses often try to shut down the processes of any security software you have been running in order to
bypass it. With this setting enabled, HIPS monitors and alerts you to all attempts by an untrusted
application to close down another application (Default = Enabled).

» Process Execution - Malware such as rootkits and key-loggers often execute as background processes.
With this setting enabled, HIPS monitors and alerts you to whenever a process is invoked by an untrusted
application. (Default = Enabled).

- Windows Messages - This setting means Comodo Client Security monitors and detects if one application
attempts to send special Windows Messages to modify the behavior of another application (e.g. by using
the WM_PASTE command) (Default = Enabled).

- DNS/RPC Client Service - This setting alerts you if an application attempts to access the 'Windows DNS
service' - possibly in order to launch a DNS recursion attack. A DNS recursion attack is a type of Distributed
Denial of Service (DDoS) attack whereby a malicious entity sends several thousand spoofed requests to a
DNS server. The requests are spoofed so that they appear to come from the target or 'victim' server but in
fact come from different sources - often a network of 'zombie' PCs which are sending out these requests
without their owners' knowledge. The DNS servers are tricked into sending all their replies to the victim
server - overwhelming it with requests and causing it to crash. Leaving this setting enabled prevents
malware from using the DNS Client Service to launch such an attack (Default = Enabled).

Background Note: DNS stands for Domain Name System. It is the part of the internet infrastructure that matches
a familiar domain name, such as 'example.com' to an IP address like 123.456.789.04. This is essential because the
internet routes messages to their destinations using these IP addresses, not the domain name you type into your
browser. Whenever you enter a domain name, your internet browser contacts a DNS server and makes a 'DNS
Query'. In simple terms, this query is 'What is the IP address of example.com?'. The DNS server replies to your
browser, telling it to connect to the IP in question.

Objects To Monitor Against Modifications:
« Protected COM Interfaces - HIPS monitors the COM interfaces you specified from the COM
Protection pane. (Default = Enabled)

« Protected Registry Keys - HIPS monitors the Registry keys you specified from the Registry
Protection pane. (Default = Enabled).

»  Protected Files/Folders - HIPS monitors the files and folders you specified from the File Protection
pane. (Default = Enabled).

Objects To Monitor Against Direct Access:

»  Whether or not Comodo Client Security should monitor access to system critical objects on your computer.
Using direct access methods, malicious applications can obtain data from storage devices, modify or infect
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other executable software, record keystrokes and more. Comodo advises the average user to leave these
settings enabled:

- Physical Memory: Monitors your computer's memory for direct access by applications and processes.
Malicious programs attempt to access physical memory to run a wide range of exploits - the most famous
being the 'Buffer Overflow' exploit. Buffer overruns occur when an interface designed to store a certain
amount of data at a specific address in memory allows a malicious process to supply too much data to that
address. This overwrites its internal structures and can be used by malware to force the system to execute
its code (Default = Enabled).

«  Computer Monitor: Comodo Client Security raises an alert every time a process tries to directly access
your computer monitor. Although legitimate applications sometimes require this access, spyware can also
use such access to take screen shots of your current desktop, record your browsing activities and more.
(Default = Enabled).

- Disks: Monitors your local disk drives for direct access by running processes. This helps guard against
malicious software that need this access to, for example, obtain data stored on the drives, destroy files on a
hard disk, format the drive or corrupt the file system by writing junk data (Default = Enabled).

« Keyboard: Monitors your keyboard for access attempts. Malicious software, known as 'key loggers', can
record every stroke you make on your keyboard and can be used to steal your passwords, credit card
numbers and other personal data. With this setting checked, Comodo Client Security alerts you every time
an application attempts to establish direct access to your keyboard (Default = Enabled).

Checkbox Options

» Do not show popup alerts - Whether or not you want to be notified when the HIPS encounters malware.
Choosing 'Do NOT show popup alerts' will minimize disturbances but at some loss of user awareness
(Default = Disabled).

If you choose not to show alerts then you have a choice of default responses that CCS should automatically
take - either 'Block Requests' or 'Allow Requests'.

[Jo not show popup alerts Allow F{eque@

Allow Requests
Set popup alerts to verbose m
Block Requests

Create rules for safe applications

«  Set popup alerts to verbose mode - HIPS alerts provide more information and options for the user to
allow or block the requests (Default = Disabled).

- Create rules for safe applications - HIPS trusts applications if:

«  The application is on the Comodo safe list, a global white-list of trusted software.
« The application has a 'Trusted' rating in the local file list. See File List if you need more details.

« The file is published and signed by a trusted vendor. The 'vendor' is the software company that
created the file. See Vendor List if you need more details.

By default, CCS does not automatically create ‘allow' rules for safe applications. This helps to reduce
resource usage, to simplify the rules interface by reducing the number of 'Allow' rules, and can reduce the
number of pop-up alerts. Enabling this option instructs CCS to begin learning the behavior of safe
applications so that it can automatically generate 'Allow' rules. These rules are listed in the HIPS Rules
interface. Advanced users can edit / modify the rules as they wish.

- Set new on-screen alert time out to: How long a HIPS alert remains on-screen if it is not answered. The
default timeout is 120 seconds. You may adjust this setting to your own preference.
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Advanced HIPS Settings

Note: These settings are recommended for advanced users only.

- Enable adaptive mode under low system resources - Very rarely (and only in a heavily loaded system),
low memory conditions might cause certain CCS functions to fail. With this option enabled, CCS will attempt
to locate and utilize memory using adaptive techniques so that it can complete its pending tasks. However,
enabling this option may reduce performance in even lightly loaded systems (Default = Disabled).

«  Block all unknown requests if the application is not running - Prohibits execution of unknown
applications if CCS is not running/has been shut down. This is option is very strict indeed and in most cases
should only be enabled on seriously infested or compromised machines while the user is working to resolve
these issues. If you know your machine is already 'clean’ and are looking just to enable the highest CCS
security settings then it is OK to leave this box unchecked. (Default = Disabled)

7.4.2. Active HIPS Rules
«  Click 'Settings' > 'HIPS' > 'HIPS Rules'

«  The rules screen shows your installed applications classified into file groups, and the HIPS ruleset that
applies to them.

» You can change the ruleset of a specific application or file group, and create your own custom rulesets.
Open the 'HIPS Rules' panel

+  Click 'Settings' on the CCS home screen

«  Click 'HIPS' > 'HIPS Rules'

COMODO Advanced settings ? - = X
w General Settings s
~  Antivirus
w Firewall
- HIPS 1 1 I":l
HIPS Settings Remove MoveUp  Move Down Purge
M Application C  Treatas Q e
These applications do not ] ] B wWindows System Applications Windows Systern Application
belong to a FILE GROUP and
are individulally assigned a 1| L %windirdthexplorer.exe Windows System Application
custom or pre-defined ruleset
HIPS Grouns [ 7| El windows Updater Applications Installer or Updater
|I'-Iameoft|le FILE GRDUP}-/ I =
X T F [} swindirs\system32\msiexec.gee Indicates the pre-defined ruleset
T applies to the FILE GROUFP or
Applications listed ] [[] %windird\system32\wuauct.ege individual application
beneath the FILE GROUP
inheritthe HIPS RULESET| - @ DACOMODO\COMODO Inten
of that Group ) @ o ' I [ Custom rulesets can be created by
the user and deployed to FILE GROUP

b E DACOMODONCOMODO Interrg or individual appll[:atlons

|
[ £ B Comodo Client - Security | Custom ruleset |
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The first column, Application, displays a list of the applications on your system for which a HIPS ruleset has been
defined. If the application belongs to a file group, then all member applications assume the ruleset of the group. The
second column, Treat As, displays the name of the HIPS ruleset assigned to the application or group of applications.

You can use the search option to find a specific file in the list by clicking the search icon at the far right of the column
header and entering the name in full or part.

General Navigation:

The control buttons at the top of the list enable you to create and manage application rule sets.

? = | X

d Settings

HIPS Rules

The following HIP5 rules are active on this computen

x t | 0
Edit Remove Move Up  Move Down Purge

a L)
] Application o ireat As Q

[] 0indirde) eyl neasca Windows System Application

« Add - Allows the user to add a new application to the list and then create its ruleset. See the section
'Creating or Modifying a HIPS Ruleset'.

«  Edit - Allows the user to modify the HIPS rule of the selected application. See the section 'Creating or
Modifying a HIPS Ruleset'.

«  Remove - Deletes the selected ruleset.

Note: You cannot add or remove individual applications from a file group using this interface - you must use the
'File Groups' interface to do this.

« Purge - Runs a system check to verify that all the applications for which rulesets are listed are actually
installed on the host machine at the path specified. If not, the rule is removed, or 'purged’, from the list.

*  Move UP/Move Down - Users can re-order the priority of rules by simply selecting an application name
or file group and selecting 'Move Up' or 'Move Down' from the options. To alter the priority of
applications that belong to a file group, you must use the 'File Groups' interface.

Creating or Modifying a HIPS Ruleset

Defining a HIPS Ruleset for an application or File group involves two steps:
1. Select the application or file group that you wish the ruleset to apply to.
2. Configure the ruleset for this application.

Step 1 - Select the application or file group that you wish the ruleset to apply to

« Todefine a rule for a new application (i.e. one that is not already listed), click the 'Add" button at the top of
the HIPS Rules pane.

This brings up the 'HIPS Rule' interface as shown below.
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COMODO HipsRule ;] 0 =
MName: | | Browse v
® Use Ruleset: |;lllowed application
{0 Use a Custom Ruleset Copy from

Access MName Action Exclusions A
= Run an executable Ask Modify (0v0)
[ ] Interprocess Memory Accesses Ask Modify [0\
al Windows/WinEvent Hooks Ask modify (0vD
3 processes’ Termination Ask Modify (0\O
¥ Deovice Drivers' Installation Ask Modify (O\D

The 'Name' box is blank because you are defining a HIPS rule settings for a new application. If you were editing an
existing rule, this field would show the application name and its installation path, or the application group name.

«  Click 'Browse' to begin.

You now have 3 methods available to choose the application for which you wish to create a Ruleset - File Groups;
Applications and Running Processes.

1. File Groups - Choosing this option allows you to create a HIPS ruleset for a category of pre-set files or
folders. For example, selecting 'Executables’ would enable you to create a ruleset for all files with the
extensions .exe .dll .sys .ocx .bat .pif .scr .cpl *\cmd.exe, *.bat, *.cmd. Other such categories available
include 'Windows System Applications', 'Windows Updater Applications', 'Start Up Folders' etc - each of
which provide a fast and convenient way to apply a generic ruleset to important files and folders.
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COMODDOD wiessule r o X
—
Mame: | ‘
File Groups ¥ Executables
® Use Ruleset: Allowed Ap| ":"l'-'F‘""-"l"-"“%:I All Apphcations
Running Processes Important Files/Folders
O Use a Custom Ruleset OF AT ¥ Windows Updater Applications
Windows System Applications
Ternporary Files
COMODO Client Files/Folders
Access Mame Mctian Exclusions & FENNCRL i -
COMDDO Applcations
= Run an executable Ask hdadify (0N Startup Folders
Windows Management
[ ] Interprocess memaory accesses Ask Msodify [00) 3ed Party Protaco! Drivers
@ wWindows/ WinEvent hooks Ask Idadify (00D o G peie
Management and Productivity Applications
0@ Processes’ termination Ask Mbcdify (04,0 Wb Browsers
Email Clients
& Device drivers' installation Ask Mdadify (00D Sasspicious Locations
: Shared Spaces
File Downloaders
“ m Pieudo File Downloaders
File Archivers
Containment Folders
Browser Plugins
Media Players

To view the file types and folders that are affected by choosing one of these options, you need to visit the
'File Groups' interface.

2. Applications - This option is the easiest for most users and simply allows you to browse to the location of
the application for which you want to deploy the ruleset.
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& open >
« v <« Progra.. » DrivingSpeed2 » w | Search Driving5peed2 L
Organize - Mew folder o> [ @
A& Quick access Marme Date modified Type
_ data 11/9/2016 4:05 PM File folder
@ Onelrive — —
&8 DrivingSpeed 1/6/2012 3:58 PM Applicatig
3 This PC |:] eula 9/9/2009 %02 PM Text Docy
2| helpfa 3/20/201012:34 PM HTML Fily
[;’r Metwork U Pred i,
- =] readme 10/11/2011 10:35 ...  Text Docu
*& Homegroup |:| unins000,dat 11/9/2016 4:06 PM DAT File
EEE! unins000 11/9/2016 4:04 PM Applicatid
,:| website 8/26/2007 4:13 PM Internet 5
£ >
File name: | DrivingSpeed | Al Files (%.7) ¥
Open hd Cancel

3. Running Processes - as the name suggests, this option allows you choose any process that is currently
running on your PC in order to create and deploy a ruleset for its parent application.
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CO MOD O Browse for Processes ? e

Application PIC
¥ LB urit_manager.exe L2044 o
4 [E] ynitexe 4264
4 BN conhostexs 4464
¥ /1 explorer.exe 2440
4 #& OneDrive.exe 3236
|
4 &% DrivingSpesd.exe 4152
4 [E] RuntimeBroker.exe 3168
4 & Searchindexer.exe 3304
* | | System 4
4 [E] smss.exe 284
4 [8] sychostexe g
4 B GeekBuddyRSP.exe 1600
4 [®] SearchUlexe 3808 '
4 [ CAVW.EXE 2324 '
4 [8E] csrss.exe 428
4 whize.exe 4040
4 [E] cychost.exe 1824
. =T . . [ o

Having selected the individual application, running process or file group, the next stage is to configure the
rules for this ruleset.

Step 2 - Configure the HIPS Ruleset for this application

There are two broad options available for selecting a ruleset that applies to an application - Use Ruleset or Use a
Custom Ruleset.

1. Use Ruleset - Selecting this option allows you to quickly deploy an existing HIPS ruleset on to the target
application. Choose the ruleset you wish to use from the drop down menu. In the example below, we have
chosen 'Allowed Application'. The name of the ruleset you choose is displayed in the 'Treat As' column for
that application in the HIPS Rules interface (Default = Enabled).

COMODO HirsRule ? o X

Mame: ‘ C\Program Files (x86)\DrivingSpeed2\DrivingSpeed.exe | | Browse v‘

@ Use Ruleset: (] allowed Application

Allowed Application

© Use a Custom Ruleset Windows System Application

Contained Application
Limited Application

Installer or Updater
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Note on 'Installer or Updater' Rule: Applying this rule to an application defines it as a trusted installer. Al files
created by this application will also be trusted. Some applications may have hidden code that could impair the
security of your computer if allowed to create files of their own. Comodo advises you to use this 'Predefined
Ruleset' - 'Installer or Updater' with caution. On applying this ruleset to any application, an alert dialog will be
displayed, describing the risks involved.

General Note: Predefined Rulesets cannot be modified directly from this interface - they can only be modified and
defined using the 'Rulesets" interface. If you require the ability to add or modify settings for a specific application
then you are effectively creating a new, custom ruleset and should choose the more flexible Use a Custom
Ruleset option instead.

2. Use a Custom Ruleset - Designed for more experienced users, the 'Custom Ruleset' option grants full
control over the configuration of each rule within that ruleset.

The custom ruleset has two main configuration areas - Access Rights and Protection Settings.

In simplistic terms 'Access Rights' determine what the application can do to other processes and objects
whereas 'Protection Settings' determine what the application can have done to it by other processes.

Tip: You can use the 'Copy from' drop-down to choose an existing rule set for an application or file group. Using
that as a starting point, you can customize the 'Access Rights' and 'Protection Settings' for the rules as required.

COMODO s Rule ! O X
Mame: C:\Program Files (x86)\DrivingSpeed2\DrivingSpeed.exe .
2 Use Ruleset: v

@ Use a Custom Ruleset opy from »
Ruleset = Allowed Application
AnctRer Apphcation ® Windows System Application

Contained Application

Limited Application

i. Access Rights - The 'Process Access Rights' area allows you to determine what activities can be
performed by the applications in your custom ruleset. These activities are called 'Access Names'.
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COMODO HirsRule ? B
Mame: | C\Program Files (x86)\DrivingSpeed2\DrivingSpeed.exe Browse »
O Use Ruleset: Allowed Application v
® Use a Custom Ruleset Copy from =

ACCESS RIGHTS PROTECTION SETTIMGS
Access Name Action Exclusions =
= Run an executable Ask Modify (00
§ Interprocess Memory Accesses Ask Modify (000}
@l windows/WinEvent Hooks Ask Modify (0\0)
& Processes' Termination Ask Modify (040
¥ Device Drivers' Installation Ask Modify {040
W

See HIPS Settings > Activities to Monitor to see definitions of the 'Action Names' listed above, and the
implications of choosing 'Ask’, 'Allow" or 'Block":

| Interprocess Memory Accesses Ask _ Modify (0h0)
Ask

@ Windows/WinEvent Hooks @lnck Modify (040)
|| Allow

«  Exceptions to your choice of 'Ask’, 'Allow' or 'Block' can be specified for the ruleset by clicking the 'Modify'
link on the right.

«  Select the 'Allowed Files/Folders' or 'Blocked Files/Folders' tab depending on the type of exception you
wish to create.
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T Run an executable Ask Modify (0\0)
§ Interprocess Memory Accesses Block
d. Windows/AWinEvent Hooks Ask Modify (0\0)

ALLOWED FILES/FOLDERS BLOCKED FILES/FOLDERS

Rermowve

] Path Q

I File Downloaders

Clicking the 'Add' button at the top allows you to choose which applications or file groups you wish this
exception to apply to. (click here for an explanation of available options).

In the example above, the default action for 'Interprocess Memory Access' is 'Block'. This means HIPS will
block the action if 'DrivingSpeed.exe' tries to modify the memory space of any other program. Clicking
'Modify' then adding 'File Downloaders' File Group to the 'Allowed Files\Folders' area creates an exception
to this rule. 'DrivingSpeed.exe' can now modify the memory space of files belonging to the 'File
Downloaders' File Group.

ii. Protection Settings - Protection Settings determine how protected the application or file group in your
ruleset is against activities by other processes. These protections are called 'Protection Types'.

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 310



COMODO

Creating Trust Online®

COMODO Hipsrule ? L
Mame: | C\Program Files (x86)\DrivingSpeed2\DrivingSpeed.exe Browse »
O Use Ruleset: Allowed Application v
® Use a Custom Ruleset Copy from =

ACCESS RIGHTS PROTECTION SETTIMNGS

Protection State Exclusions
§ Interprocess Memory Accesses Inactive Meodify (0)
ol Windows/WinEvent Hooks Inactive Modify {0}
& Processes' Termination Inactive Modify {0)
& window Messages Inactive Modify {0}

»  Set the 'State' as 'Active' to enable monitoring and protect the application or file group against the process
listed in the 'Protection’ column. Select 'Inactive’ to disable such protection.

Click here to view a list of definitions of the 'Protection Types' listed above and the implications of activating each
setting.

Exceptions to your choice of 'Active’ or 'Inactive' can be specified in the application's Ruleset by clicking the 'Modify'
link on the right.

3. Click 'OK' to confirm your settings.

7.4.3. HIPS Rule Sets
»  Click 'Settings' > 'HIPS' > 'Rulesets'

« Arulesetis a collection of access rights and protection settings that can be applied to applications on
your computer.

«  Each ruleset consists of a number of rules, and each of these rules is defined by a set of conditions and
parameters. Rulesets govern an application's rights to access memory, other programs, the registry etc.

«  CCS ships with six predefined rulesets that provide a very high level of protection. You can also create your
own.

Note: This section is for advanced users. If you are new CCS user, we advise you first read the Active HIPS Rules
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section in this help guide.

Although each application's ruleset could be defined from the ground up by individually configuring its constituent
rules, this practice may prove time consuming if it had to be performed for every single program on your system. For
this reason, Comodo provide a set of pre-defined rulesets which optimize security on a range of application types.

*  You can modify these predefined rulesets to suit your requirements.
+  You can also create new custom rule sets with your own constituent rules

*  You can also apply a HIPS ruleset to an application at a HIPS alert. Both predefined and custom rulesets
are made available. An example alert is shown below:

COMODO +irs t
SunGazer.exe is trying to modify a protected
registry key
* |
sa 0
' EEE
SunGazer.exe Modify key
i ™
Treat as
P
Lets you choose a ruleset to apply
o Allowed Application i
o Windows System Application
o Contained Application
o Limited Application
o My Fav Games @ &
e .
[] Remember my answer Show Activities

«  See answering HIPS alerts if you want more help with alerts.
View the list of HIPS Rulesets
»  Click 'Settings' on the CCS home screen
*  Click 'HIPS' > 'Rulesets'
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CDMO D D Advanced Settings

W

General Settings

?
:— | Rulesets
» Antivirus
G e The following rulesets are defined on this computer:
— HiPs

HIPS Settings

Edit

HIPS Rules

[ Ruleset Name
O Allowed Application
Protected Objects [ Windows System Application
HIPS Groups | Isolated Application
w Containment 0
b

Limited Application
Data Loss Prevention

» File Rating

Advanced Protection

website Filtering

View or edit a ruleset

Click the search icon and enter the name of a ruleset name in full or part to search for a specific ruleset.

Double click on the 'Ruleset' in the list
or

Select the 'Ruleset' and click the 'Edit' button at the top of the interface

Create a new ruleset

From here, you can make changes to its 'Access Rights' and 'Protection Settings'. Any changes you make here
are automatically rolled out to all applications that are covered by the ruleset.

Click 'Settings' on the CCS home screen
Click 'HIPS' > 'Rulesets'

Click the 'Add" button at the top of the interface
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COMODO Advanced settings

v General Settings

:=| Rulesets
v Antivirus
: The following rulesets are defined on this computer:
v Firewall
— HIPS -

i Add Edit Remove
HIPS Settings

Ruleset Name

HIFS Rules
Rulesets Allowed Application
COMODO Hips Ruleset iy
Mame: | | | Copy from =
ACCESS RIGHTS PROTECTION SETTINGS
Access Mame Action Exclusions z
= Run an executable sk Modify (W)
B interprocess Memory Accesses Ask Modify (040)
@ Windows/WinEvent Hooks bsk Modify (0\0)
C& Processes' Termination Ask Modify (040)
@ Device Drivers' Installation Ask Modify (040
& window Messages Ask Modify {0\0)
W

o Enter a name for the new ruleset.

- To copy the Access Rights and Protection Settings from an existing ruleset, click '‘Copy From' and
choose the ruleset from the drop-down.
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COMODO HiPs Ruleset ? X

Mame: | Rules for Games | ‘ Copy from v‘

Allowed Application

Windows System Application

Contained Application

b Tumtte b Bzt - - Limited Application

« To customize the Access Rights and Protection Settings of this new rule set, follow the procedure
explained under Use a Custom Ruleset in the section Active HIPS Rules.

»  Click 'OK' to save the new ruleset.

COMODO Advanced settings T = m| x

Rulesets

The following rulesets are defined on this computer:

w (Genera “FT'II".(_,"‘.

w Antiirus

w Firewall

— HIpPS

Edit Remove

HIPS Settings

HIPS Rulas O Ruleset Name Q

OO0 Al Allowed Apps

Protected Objects ] Ruleset for Windows System Apps

HIPS Groups @or Limited ApplicatiD

w Containment

w [Data Loss Prevention
w File Rating
w Advanced Protection

Website Filtering

Once created, your ruleset is available for deployment onto specific application or file groups via the Active HIPS
Rules interface.
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COMODO HirsRule ? o X

MName: | CA\Program Files (x86)\DrivignSpeed2\DrivingSpeed.exe | Browse v
@ Use Ruleset: |Allawed Application *

Allowed Application
© Use a Custom Ruleset Windows Systermn Application

Contained Application

Limited Application
Ruleset for Games )
v T Yy gEFTAE By gt I lJSi s

7.4.4. HIPS Groups
«  Click 'Settings' > 'HIPS' > 'HIPS Groups'
«  HIPS groups are collections of one or more COM interfaces or registry keys.

«  After defining a HIPS group, it will be available for selection and protection in the Registry Keys and COM
Interfaces.

»  CCS ships with predefined 'Registry' and 'COM' groups, and allows you to add new groups.
«  You can view manage all groups in the 'HIPS Groups' interface.
Open the 'HIPS Groups' interface
+  Click 'Settings' on the CCS home screen to open the 'Advanced Settings' interface.
»  Click 'HIPS' > 'HIPS Groups' on the left:
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? (i
COMO DO Advanced Settings f O X
v General Settings
HIPS Groups
v Antivirus
- Bt The following groups of objects are defined on this computer:
— HIPS

COM GROUPS

HIPS Sattings

HIPS Rules
Rulesets
O Registry Groups o]
Protecied Objects
O E B auvtomatic Startup
e
w Containment O £l [ COMODO Keys
w Data Loss Prevention O E & internet Explorer Keys
w File Rating O [ B important Keys
lvanced Protection
e [0 £ B Temporary Keys
Website Filtering
O B E application Keys

LY

« Please note, this area is just where you can view and define the groups. You need to select the group in the
Protected Objects interface to actually apply the protections.

The panel has two sections:
» Registry Groups - View, edit and create groups of registry keys which you want to protect from changes.
« COM Groups - View, edit and create groups of COM interfaces which you want to protect from changes.

7.4.4.1. Registry Groups
»  Click 'Settings' > 'HIPS' > 'HIPS Groups' > 'Registry Groups'
* Registry groups are predefined batches of one or more registry keys.

»  Comodo Client Security ships with a set of important registry groups: 'Automatic Startup' (keys), '‘Comodo
Keys', 'Internet Explorer Keys', 'Important Keys' and ‘Temporary Keys'.

«  Creating a registry group allows you to quickly add it to the list of protected keys. See 'Protected Registry
Keys' for help with this.

To open the 'Registry Groups' section
»  Click 'Settings' on the CCS home screen to open the 'Advanced Settings' interface.
«  Click 'HIPS' > 'HIPS Groups' on the left.
»  Click the 'Registry Groups' tab:
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COMODO Advanced settings ? = O *

w General Settings
HIPS Groups
w Antivirus
v Eirowall The following groups of objects are defined on this computer:
= HiPs
COM GROUPS
HIPS Settings
HIPS Rules
Rulesets
O Registry Groups Q
Protected Objects
O Bl E Auvtomatic Startup
Fl =
< CantARRae [0 £ B comMoDO Keys
w Data Loss Prevention OO0 B E intemet Explorer Keys
v File Rating O 1 & important Keys
i e ol Dt el o
v Advanced Protection 0 E) & Temporary Keys
Website Filtering
O FI B application Keys

«  Click the search icon on the right to find a specific item. You can enter a full or partial name.
This interface allows you to:
» Create a new Registry Group
+ Add Registry key(s) to an existing group
» Edit the names of an Existing Registry Group
« Remove existing group(s) or individual key(s) from existing group
« Toadd a new group or add key(s) to an existing group, click the 'Add' button

The following groups of objects are defined c

REGISTRY GROUPS COM GROUPS

Remowve

Mew Group bups

Registry Keys |
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« Add a new group - Select 'New Group' from the 'Add' drop-down, enter a name for the group in
the 'Edit property' dialog and click 'OK'.

COMODO -cdit property ? X

Choose Registry Group Name
| MediaGet |

The group will be added to the list.

« Add keys to a group - Select the group from the list, click 'the Add' button and choose 'Registry
Keys'. The 'Select Registry Keys' dialog will be opened.

COMODO select Registry Keys 7 X

Add new item:

AR B _ e Rl G BEEE AN EEE R

» BCDOO00000O

» DRIVERS

P HARDWARE

b SAM
SECURITY

* SOFTWARE

COMODO

Classes

Clients

ComodoGroup

Dell

Intel

~ HELMWSOFTWAREWacromedia'\FlashPlaye...

1 v vy v v v »

Macromedia

F FlazhPlayer
FlashPlayerActiveX

P Microsoft

P Mozilla

LY Ea it T

+ Select a key on the left then click the right arrow to add a new key to the group. You can add a key
manually by typing its name in the 'Add new item' field then clicking the '+' button.

- To edit an existing group, select the group from the list and click the 'Edit' button.
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COMODO -cditproperty ? *

Edit Registry Key

|

*  Modify the name of the group as required and click 'OK',
- Toremove a group, select the group from the list and click the 'Remove' button.

od Settings ? 7 O X

HIPS Groups

The following groups of objects are defined on this computer:

REGISTRY GROUPS COM GROUPS

T

ODO Keys
B ternet Explorer Keys

B Important Keys

L]
[
[1: - 8o
[
[
[

£ [ Temporary Keys

il MediaGet

- Toremove a key from a group, first expand the group by clicking its '+' symbol, select the key to be
removed and click the 'Remove' button.

74.4.2. COM Groups
»  Click 'Settings' > 'HIPS' > 'HIPS Groups' > 'COM Groups'

«  COM groups are predefined collections of COM interfaces. COM interfaces are used by Windows to define
how objects interact within a single application or between applications.

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 320



Comodo Client Secu rlty-UserGUIde coMoDo

et /
-~ I

» COMis used as the basis for Active X and OLE - two favorite targets of hackers and malicious programs to
launch attacks. It is therefore essential that COM interfaces are protected.

»  Comodo Client Security ships with the following, important COM groups: 'Internet Explorer/Windows Shell',
'Windows Management', 'Miscellaneous Classes', 'Pseudo COM Interfaces - Privileges' and 'Pseudo COM
Interfaces - Important Ports'.

+  Creating a COM group allows you to quickly add it to the 'COM' protection list. See 'Protected COM
Interfaces' for more details.

To open the 'COM Groups' section
+  Click 'Settings' on the CCS home screen to open the 'Advanced Settings' interface.
»  Click 'HIPS'> 'HIPS Groups' on the left.
+  Click the 'COM Groups' tab:

COMD D) D Advanced Settings 1 o ) X

w General Settings

HIPS Groups

W Antivirus
 Fiawall The following groups of objects are defined on this computer:

— Hips

REGISTRY GROUPS

HIPS Settings

HIPS Rules
Rulesets
[ COM Groups Q
Protected Objects
[0 £l & intenet Explorer/Windows Shell
.
v Ot O £ B windows Management
w Data Loss Prevention O £ @ Miscellaneous Classes
W File Rating O [ E pseudo COM Interfaces - Privileges
S
= vy IO [0 £ B pseudo COM Interfaces - Important Ports
Website Filtering
[0 E & special COM Group

«  Click the search icon on the right to find a specific item. You can enter full or partial names.
This interface allows you to:

» Create a new COM Group
« Add COM Component(s) to an existing group
+  Edit the names of an Existing COM Group
» Remove existing group(s) or individual COM Component(s) from existing group
« Toadd a new group or add new COM Component(s) to an existing group, click the 'Add' button
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I ne rollowing groups oT objects are aenned on

REGISTRY GROUPS COM GROUPS

Remove

Mew Group
COM Class

« Add a new group - Select 'New Group' from the 'Add' drop-down, enter a name for the group in
the 'Edit property' dialog and click 'OK'".

COMODO -cditproperty ? *

Add new COM Group
|Specia| COM Ports |

The group will be added to the list.

- Add COM Components to a group - Select the group, click the 'Add" button and choose 'COM
Class'. The 'Select COM Interface' dialog will be opened.
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COMODO select COM Interface ? o4

Add new item:
AccClientDocMgr.AccClientDoc.., A AccessControlList

AccClientDocMgr.AccClientDoc...
AccDictionary.AccDictionary
AccDictionary.AccDictionary.1
AccessControlEntry
AccessControllist
AccServerDocMgr.AccServerDoc...
AccServerDocMgr.AccServerDoc...
ADODB.Command
ADODE.Command.6.0
ADODE.Connection
ADODB.Connection.6.0
ADODB.Error

ADODB.Error.6.0
ADODB.ErrorLockup
ADODE.ErrorLookup.6.0
ADODB.Parameter
ADODE.Parameter.6.0 if

You can add new items by selecting them on the left and clicking the right arrow button. To add items
manually, type their name in the 'Add new item' field and press the '+' button.

- To edit an existing group, select the group from the list and click the 'Edit' button.

COMODO -cdit property ? X

Edit COM Group
|Specia| COM Ports |

«  Edit the name of the group in the 'Edit Property' dialog and click 'OK'".

« Toremove a group, select the group from the list and click the 'Remove' button.
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HIPS Groups
The following groups of objects are defined on this computer:
REGISTRY GROUPS COM GROUPS
] COM Groups Q <
[0 E1 H internetfxplorer/Windows Shell
O o ows Management
[l B iscellaneous Classes
L] Pseudo COM Interfaces - Privileges
L] Pseudo COM Interfaces - Impertant Ports
L] Game Ports
Special COM Ports
W

e

«  Toremove an individual COM component from a group, click + at the left of the group to expand the group,
select the item to be removed and click the 'Remove' button.
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7.5.Protected Objects

«  The protected objects area lets you protect files, folders, registry keys and COM interfaces against access
or modification by unauthorized processes.

There are two basic options you can choose:

» Read access only - Processes can access but not modify the protected item
»  Click 'Advanced Settings' > 'HIPS' > 'Protected Objects".

»  See 'Protected Objects - HIPS' for more help

« Deny all - Applications in the container cannot read or modify the protected item
«  Click 'Advanced Settings' > 'Containment' > 'Protected Objects'
«  See 'Protected Objects - Containment' for more help

7.5.1. Protected Objects - HIPS

«  This area lets you protect specific files, folders, registry keys and COM interfaces against modification by
unauthorized processes.

«  Click 'Settings' on the CCS home screen to open the 'Advanced Settings' interface.
«  Click 'HIPS' > 'Protected Objects' on the left:

COMO DD Advanced settings ? = O X

w General Settings ’
Protected Objects
w Antivirus

© Eiaul The following groups of objects are defined on this computer:

( — HIPS ] YOTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES

HIPS Settings

HIPS Rules

Rulesets

>

HIPS Groups

Path Q
[7] El Startup Folders
E1 [ important Files/Folders

w Containment

) ] & Executables
w [Data Loss Prevention

v File Rating F windows Management

B & 3rd Party Protocol Drivers

v Advanced Protection

Website Filtering 1 & Metro Apps

0
O
O
O
O m
O
O
(W

F COMODO Client Files/Folders

The interface has the following sub-sections:

« Protected Files - Applications and files which are protected from modification by other processes

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 325



Creating Trust Online®

Comodo Client Secur_itY-US"e'r'Gq_ia'é coMoDo

Blocked Files - Applications and files that are prevented from running
Registry Keys - Registry keys that are protected from modification by other processes
COM Interfaces - COM interfaces that are protected from modification

7.5.1.1. Protected Files

The protected files screen shows file groups that are protected from access by other programs.
Files in this area are 'read only'. They can be accessed and read by other programs, but not modified.

This prevents malicious programs from hijacking important files. It is also useful for safeguarding valuable
files (spreadsheets, databases, documents) against accidental or deliberate sabotage.

A good example of a file that ought to be protected is your 'hosts' file
(c:\windows\system32\drivers\etc\hosts). Adding your host file to this area will allow web browsers to use
the file as normal, but will block any attempt to modify it.

You can create exceptions if you want to allow a trusted application to access a protected file. See
Exceptions for more details about how to allow access to files placed in 'Protected Files'.

Open the 'Protected Files' area

Click 'Settings' on the CCS home screen
Click 'HIPS' > 'Protected Objects' on the left.
Click the 'Protected Files' tab:

Protected Objects

The following groups of objects are defined on this computer:

BLOCKED FILES REGISTRY KEYS COM INTERFACES

x £

Remove Purge

Path Q

1 [H startup Folders

£ [E Important Files/Folders

7 [F CcOMODO Client Files/Folders
[ [ Executables

1 E windows Management

O O 6 6 8 OO0

£1 [ 3rd Party Protocol Drivers
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The buttons at the top provide the following ptions:
+ Add - Select files/folders that you want to protect
- Edit - Modify the path of the file or group
* Remove - Delete the currently highlighted item

»  Purge - Runs a system check to verify that all the files listed are actually installed on the host machine at
the path specified. If not, the item is removed (purged) from the list.

Click the search icon on the right to find a specific item. You can enter full or partial names.
Manually add protected items

You can protect individual files, folders, file groups or processes:

»  Click the 'Add' button above the list:

ile Groups >

Files
Folders

Running Processes

You can add items using any of the following methods:
»  Select from File Groups
» Browse to aFile
+ Browse to a Folder

»  Select from currently running processes

Add a File Group
»  Choosing 'File Groups' allows you to protect a category of pre-set files or folders.

«  For example, selecting 'Executables' allows you to exclude all files with the extensions .exe .dIl .sys .ocx
.bat .pif .scr .cpl, *\cmd.exe, *.bat, *.cmd.

«  Other categories include 'Windows System Applications', 'Windows Updater Applications', 'Start Up Folders'
and so on. Each of these provide a fast and convenient way to apply a generic ruleset to important files and
folders.

«  Background - CCS ships with a set of predefined 'File Groups' which can be viewed in 'Settings' > 'File
Rating' > 'File Groups'. You can also add your own file groups if required.

«  Click 'Add' > 'File Groups' and select the type of 'File Group' from the list:
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@ Protected Objects

The following groups of objects are defined on this computer:

PROTECTED FILES ELOCRE; Eieciiables

All Applications
Windows Updater Applications
Windows Systern Applications

Windows Management

f 3

ile Groups 3rd Party Protocol Drivers
Files Metro Apps

Folders

Email Clients

Running Processes I f
J File Archivers

Temporary Files

[0 £ & coMoDot Shared Spaces

: File Downloaders
Suspicious Locations
Containment Folders
Pseudo File Downloaders

c Web Browsers >

Browser Plugins

Startup Folders

The selected group will be added to the 'Protected Files' list:

COMODO
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COMODO Advanced Settings ? = O b 4

» General Settings -

@ | Protected Objects

w Antivirus

R The following groups of objects are defined on this computer:

BLOCKED FILES  REGISTRY KEYS  COM INTERFACES

HIPS Settings

HIPS Rules g x 'y
Remove Purge

Rulesets

HIPS Groups

w Containment

w Data Loss Prevention
w File Rating
» Advanced Protection

Website Filtening

Add an individual file

+  Click 'Add' and choose 'Files' from the options:
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COMODO ~dvanced Settings 7 b O >

~ General settings B,
Protected Objects
W Antivirus

C Pt The fallowing groups of objects are defined on this computer:

= HIPS
BLOCKED FILES REGISTRY KEYS COM INTERFACES

HIPS Settings

HIPS Rules
Rulesets
HIPS Groups
w Containment (4 [ = | Ot files - . )
Hame Shane i n
Mt oce Pra
w Data Loss Prey o - » This PC + Focal Dk (C) » Files s Old files w B Search Did files A
i i - ar Date maodiied Type =
w File Rating # O kaccess
| Aprl - 2078 1271472013 £59 PM Text Docurment
W skep * !-ZI W18 12140201 b
w Advanced Pro il .
+ | wnloads [E] may - 2018 12/14/2014 500 BN
; = Documents
Website Filter = Pictiiet o
canfig
S Lovcad Dagk {C:)
Share
Shield Agent
A Fasliam ¥ g
3 items | :;l:

+ Navigate to the file you want to add to 'Protected Files' in the '‘Open’ dialog and click 'Open'
The file will be added to 'Protected Files'.
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COMO D D Advanced Settings

w General Settings .
Protected Objects

W Antivirus

e Eat The following groups of objects are defined on this computer:
r wall
— HiPs

BLOCKED FILES REGISTRY KEYS COM INTERFACES

HIPS Settings

HIPS Rules o

Purge

Rulesets

O Path Q

] _| CAProgram Files (x86)\OpenOffice 4\program\soffice exe
HIPS Groups

: al
w Containment O 7 [# Web Browsers

s~ Data Loss Prevention (ﬂ: _'| C\Files\Old files\April - 2018.txt :p

w File Rating

Add a Drive Partition/Folder
Click 'Folders' from the 'Add' drop-down.
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PROTECTED FILES BLOCKED FILES REG

Remove™

Browse For Folder ot

w it Local Disk (C) -
247
CIS Setup
v old man files
Bank Statements
PerfLogs
Program Files

Pragram Files (x26)

sample_setup_files v

| Make Mew Folder | ' Cancel

The 'Browse for Folder' dialog will appear.

«  Select the folder/drive and click 'OK'. Repeat the process to add more items.
Add an application from a running process

«  Choose 'Running Processes' from the 'Add' drop-down

« This will open a list of processes that are currently running on your computer:
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'S
Purge

File Groups g

Files
Running PFC@SSES

CO MO D O Browse for Processes

Application

4 L/:"j mspaint.exe
4 [ MsascuiLexe
4 [5] schedhlp.exe
4 @ OneDrive.exe
4 G) openvph-gui.exe
4 ‘. firefou.exe
4 ,’)’ DAP.exe

4 [§E] rsrss.exe

- o3 winlogon.exe
4[5 fontdrvhost.exe
4[5 dwm.exe

4 E Maxthon.exe

hd [H erl.exe
4[5 inet_gethost.exe

¥ [1] svchostexe
4[5 dasHost.exe
4 ctfman.exe

PID

7572
1404
6364
6224
8304
7532
8220
560

624

760

968

2806
4132
4260
1052
2684
4732
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«  Select the process you want to protect
e Click 'OK'
The parent application will be added to the 'Protected Files' list:
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COMODO Advanced Settings ? i O %

w General settings
@ Protected Objects
W Antivirus
o Fireuall The following groups of objects are defined on this computer:
v Wa
= HIPLS

BLOCKED FILES  REGISTRY KEYS COM INTERFACES PROTECTED DATA

HIPS Settings

HIPS Rules

Rulesets
Path Q
__| CAProgram Files (x86)\OpenOffice 4\program\soffice exe

HIPS Groups

w Containment

]
]
O FEI @ web Browsers
O

w Data Loss Prevention =] ChFiles\Old files\April - 2018.bxt

w File Rating @:\Program Files (x&6)\Mozilla Firefox\firefox.exe >

v Advanced Protection

Wwebsite Filtering

»  Repeat the process to add more files. The items added to the 'Protected Files' will be protected from access
by other programs.

To edit an item in the Protected Files list

+  Select the item from the list and click the 'Edit' button. The 'Edit Property' dialog will appear.
COMODO cdit property ? *

Edit File Path
| ChProgram Files (xBa)\DrivingSpeed2\DrivingSpeed.exe |

- Edit the file path, if you have relocated the file and click 'OK'

To delete an item from Protected Files list
«  Select the item from the list and click the 'Remove' button

The selected item will be deleted from the protected files list. CCS will not generate alerts, if the file or program is
subjected to unauthorized access.
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Exceptions

Users can selectively allow another application (or file group) to modify a protected file by affording the appropriate
‘Access Right' in 'Active HIPS Rules' interface.

A simple example would be the imaginary file 'April - 2018.0dt'. You would want the 'Open Office Writer' program to
be able to modify this file as you are working on it, but you would not want it to be accessed by a potentially
malicious program. You would first add the document to the 'Protected Files' area. Once added to 'Protected Files',
you would go into 'Active HIPS Rules' and create an exception for 'swriter.exe' so that it alone could modify ‘June -
2016.0dt'.

»  First add 'April - 2017.0dt' to 'Protected Files'

«  Then go to the 'HIPS Rules' interface and add it to the list of applications.

»  Click the 'Edit' button after selecting it.

« Inthe 'HIPS Rule' interface, select 'Use a Custom Ruleset'.

COMODQO Advanced Settings

v General Settings wn
':ET HIPS Rules

W Antnirus

The following HIPS rules are active on this computer:
~ Firewal

— HIPS

Remove Move Up Move Down

HIPS Settings

COMODO HrpsRule 7 O X
Mame: | C\old mane files\Fedaral Bank Statements\April-2017.odt | | Browse v‘
@ Use Rulesst: ‘ Allowed Application v‘
@ Use 3 Custom Ruleset Copy from =

ACCESS RIGHTS PROTECTION SETTINGS

Access Mame Action Exclusions *
= window messages Ask Modify (0v0)

W protected COM interfaces Ask Modify (0v0)

% Protected registry keys Ask Modify {(0\0) 3
@ protected files/folders Ask Modify (0v0)

2 DNs client service Ask

g
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»  Under the 'Access Rights' section, click the link 'Modify' beside the entry 'Protected Files/Folders'. The
'Protected Files/Folders' interface will appear.

»  Under the 'Allowed Files/Folders' section, click 'Add' > 'Files' and add swriter.exe as exceptions to the
‘Ask'’ or 'Block' rule in the 'Access Rights'".

COMODQO rrotected Files/Folders ? O >

ALLOWED FILES/FOLDERS BLOCKED FILES/FOLDERS

Edit Remowve

[0 Path Q

] E CA\Program Files (x86)\OpenOffice 4\program’swriter.exe

P

Another example of where protected files should be given selective access is the Windows system directory at
'c:\windows\system32'. Files in this folder should be off-limits to modification by anything except certain, Trusted,
applications like Windows Updater Applications. In this case, you would add the directory c:\windows\system32\* to
the 'Protected Files area (* = all files in this directory). Next go to 'HIPS Rules', locate the file group 'Windows
Updater Applications' in the list and follow the same process outlined above to create an exception for that group of
executables.

7.5.1.2. Blocked Files

«  CCS allows you to lock-down files and folders by denying all access rights to them from other processes or
users - effectively cutting them off from the rest of your system.

- Ifthe file you block is an executable, then neither you nor anything else is able to run that program.
« Unlike files in 'Protected Files', users cannot selectively allow access to a blocked file.
Open the blocked files section
«  Click 'Settings' on the CCS home screen.
»  Click 'HIPS' > 'Protected Objects' on the left.
«  Click the 'Blocked Files' tab:
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COMODO Advanced settings ? o= E] X

w General Settings

@ Protected Objects

The following groups of objects are defined on this computer:

Antivirus

~ Firewall

= HIPS
PROTECTED FILES BLOCKED FILES  REGISTRY KE¥YS  COM INTERFACES

HIPS Settings

HIPS Rules o = ®

Remaove Delete

Rulesets

] Path QL

[ & cChFiles\ForensicAnalysisTool exe
HIPS Groups

w Containment

w Data Loss Prevention
w File Rating

w Advanced Protection

Website Filtering

The buttons at the top provide the following options:
« Add - Select files/folders that you want to block
«  Edit - Modify the path of the file or group
» Remove - Releases the currently highlighted file from the blocked files list.
« Delete - Deletes the highlighted file from your computer

»  Purge - Runs a system check to verify that all the files listed are actually installed on the host machine at
the path specified. If not, the item is removed (purged) from the list.

Click the search icon on the right to find a specific item. You can enter full or partial names.
Manually add an item to the block list
«  Click the 'Add' button:
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PROTECTED FILES BLOCKED FILES REGISTRY KEYS (COM

+ r 4 b

Add Edit Remove

Applications

Running Processes

You can add the files by following methods:
+ Select afile

« Select a currently running process

Add a File
«  Choose '"Applications' from the 'Add' drop-down.
« Navigate to the file you want to add and click '‘Open'.

PROTECTED FILES ) REGESTRY KEYS  COM INTERFACES

Applicglions

-

POE Filesyopil_suite) CPILSuiteexe

Loci in: | reqiest "’l 'ﬁ £ A
i Name B Date modified Type
[¥] regsrvgs NA02016 11:00...  Applicatic
| Cwckaccest B regtest /072016 11:00 .. Applicatic
| - = regtest [:3’ MAE11:00 .. Tedt Decu
Desktop
(|
[ Libraries
i -:i_!
| Thas PC
i i oL | »
Network
| File rame. |r=g:e=:| vl r Cipent
: Flesoftoe:  [AlFies w! | Cancel
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The file will be added to 'Blocked Files' list. '

COMO DO Advanced Settings ? = O %

Protected Objects

The following groups of objects are defined on this computer:

w General Settings
w  Antivinus
w Firewall

— HIPS
PROTECTED FILES : REGISTRY KEYS  COM INTERFACES

HIPS Settings

HIPS Rules

Purge

Rulesets
Path Q

| 9 DASuspicious files\Master_Of The_Voice-CRACKED-ARGENTINA-CRACKL.exe

HIPS Groups
| EJ C:\Suspicious Files\regtestiregtest.exe
w Containment

w

»  Repeat the process to add more files.

Add a running process
»  Choose 'Running Processes' from the 'Add' drop-down

This will open a list of processes that are currently running on your computer:
«  Select the process you want to protect
«  Click 'OK'

Comodo Client Security User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved 339



COMODO

Creating Trust Online®

PROTECTED FILES  BLONLKE LEZ REGISTRY KEYS COM INTERFACES
Running Processes '
prCTERtile st opil_suite\CPILSuite.exe
pmmARmY,
COMODO erowse for Processes ? *
Application PiD
4 [ gychostexe 4304 o
- ncplﬂrrr.r:er 98
= @ firefonexe 3124
4 [ plllgln-rnnmlncr.m I6ED)
4 & DrvingSpeed.exe 2540
4 W jumper.exe 2176
4 [ wkiseone 1108
* | System 4
i [E] emageve it
4 1] corsnee 448
-~ i wond ogon exe 484
4 & fontdrehost.exe 4452
4 [E] dwm.exe 732
4 (] corsnexe 38D
4 (] suchostess O
a 3 notepad.exe 1440
4 d& Orelrivesse 4744 "

The parent application will be added to the 'Protected Files' list:
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COMODQO Aadvanced Settings

v General Settings .
Protected Objects

w  Antivirus

L The following groups of objects are defined on this computer:

- HIPS
PROTECTED FILES BLOCKED FILES REGISTRY KEYS COM INTERFACES

HIPS Settings

HIPS Rules

Purge

Rulesets
Path Q

HIPS Groups

[

=

Fl 9 Dosuspicious files\Master_Of_The Voice-CRACKED-ARGENTINA-CRACKL.exe
al

] y £
DAasuspicious files\ProAgent.exe
» Containment E Al 0

» Data Loct Prevention | % CA\Suspicious FiIes\Jumper\JumpEr\JumD

»  Repeat the process to add more files.

To edit an item in the Blocked Files list
+  Select the item from the list and click the 'Edit' button. The 'Edit Property' dialog will appear.

COMODO -cditproperty ? *

Edit File Path
| CASuspicious Files\Jumper\Jumper\jumper.exe |

- Edit the file path, if you have relocated the file and click 'OK'

To release an item from Blocked Files list
«  Select the item from the list and click the 'Remove' button

The selected item will be removed from the 'Blocked Files' list. CCS will not block the application or file from
execution or opening then onwards.

To permanently delete a blocked file from your system
«  Select the item from the list and click the 'Delete' button

The selected item will be deleted from your computer immediately.

Warning: Deleting a file from from the 'Blocked Files' interface permanently deletes the file from your system,
rendering it inaccessible in future and it cannot be undone. Ensure that you have selected the correct file to be
deleted before clicking 'Delete’.
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7.5.1.3. Protected Registry Keys

The 'Registry Keys' area lets you define system critical registry keys which should protected against modification.
Irreversible damage can be caused to your system if important registry keys are corrupted or modified.

Open the 'Registry Keys' section
+  Click 'Settings' on the CCS home screen
«  Click 'HIPS' > 'Protected Objects' on the left.
+  Click the 'Registry Keys' tab:

COMOD D Advanced Settings ? b O X

w General Settings "
Protected Objects
w Antivinus

oA The following groups of objects are defined on this computer:
r Wi ol

= HIPS PROTECTED FILES BLOCKED FILES EGISTRY KEYS COM INTERFACES

HIPS Settings

HIPS Rules

Rulesets

Keys Q

[0 E Automatic Startup
HIPS Groups
] EH coOMODO Keys
w Containment

: 1 [ Internet Explorer Keys
w [rata Loss Prevention

0J
|
O
|
Ol

[T F Important Keys

<

File Rating
w Advanced Protection

Website Filtering

The buttons at the top provide the following options:
« Add - Select registry groups or individual keys that you want to protect
»  Edit - Modify the path of the key or key group
* Remove - Delete the currently highlighted item
«  Click the magnifying glass on the right to search for a specific item.
Manually add individual keys or registry groups
+  Click the 'Add' button
You can add keys individually or by registry group:

« Add Registry Groups - Adding a registry group allows you to batch select and import groups of important
registry keys. Comodo Client Security provides the following, pre-defined groups - 'Automatic Startup'
(keys), 'Comodo Keys', 'Internet Explorer Keys', 'Important Keys' and "Temporary Keys'.
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You can also create custom registry groups containing keys you wish to protect.

« Toadd a new group, click the 'Add" button > 'Registry Groups' and select the predefined group
from the list and click 'OK'’

@ Protected Objects

The following groups of objects are defined on this computer:

PROTECTED FILES BLOCKED FILES REGISTRY KEYS  COM INTERFACES

K4 *®
Edit Remove
Registry Groups " Automatic Startup . Q
Registry Entries | [ﬂMGDC'}j\-ljys
LR RO Internet Explorer Keys
Important Keys
Temporary Keys

See Registry Groups in the HIPS Groups section if you want to read more on this interface.
« Add individual Registry Keys -
Click the 'Add" button and then select 'Registry Entries'
«  Choose a key on the left then click the right arrow to add it to the protected list:
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COMODO select Registry Keys ? X

Add new item:

P HKEY_CLASSES ROOT L] HELM\SOFTWARELWCOMODONCISY*
P HEEY_CURRENT_USER
* HKEY_LOCAL_MACHINE
» BCDO00000DO
P HARDWARE
P SAM
SECURITY
* SOFTWARE
* COMODO
P CA
* CI5
Cam
Data
P DCbgTrace
# Installer
P Options
VolatileData
b Classes

« Alternatively, you can type the key name in the field at the top then click '+'.
Edit an item in the Registry Protection list

«  Select the key from the list and click the 'Edit' button. The 'Edit Property' dialog will appear.
COMODO -cdit property ? X

Edit File Path
| HKLM\SOFTWARE\COMODO\CIS\* |

«  Edit the key path, if you have relocated the key and click 'OK'.

Note: The 'Registry Groups' cannot be edited from this interface. You can edit only from Registry Groups in HIPS
Groups section.

To delete an item from Registry Protection list
«  Select the item from the list and click the 'Remove' button.

The selected item will be deleted from the 'Registry Keys' protection list. CCS will not generate alerts, if the key or
the group is modified by other programs.
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7.5.1.4. Protected COM interfaces

»  The Component Object Model (COM) is Microsoft's object-oriented programming model. It defines how
objects interact within a single application, or between applications.

« COM is used as the basis for Active X and OLE - two favorite targets of hackers and malware for launching
attacks on your computer.

»  Comodo Client Security automatically protects COM interfaces against modification and manipulation by
malicious processes.

» 'Protected Objects' > 'COM Interfaces' lets you view, add and edit these protected interfaces.

«  Background - CCS ships with a set of COM groups - category based collections of COM interface
components.

«  Click 'Settings' > 'HIPS Groups' > 'COM Groups' if you want to view these groups. You can create
custom groups if required. See COM Groups for the help page on this area.

Open the protected COM interfaces area
+  Click 'Settings' on the CCS home screen
«  Click 'HIPS' > 'Protected Objects' on the left.
«  Click the 'COM Interfaces' tab:

COMODO Advanced settings ? = O x>

v General Settings .
Protected Objects
W Antivirus

i e The following groups of objects are defined on this computer:

— HIPS PROTECTED FIL