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1. Introduction to Endpoint Manager

Endpoint Manager (EM) lets you manage, monitor and secure devices which connect to your network.

«  Admins must first add users to EM then enroll devices/endpoints for those users. Supported operating
systems include Android, iOS, Mac OS, Windows and Linux.

»  Once a device has been added, admins can apply profiles which determine the device's network access
rights, security settings and other features.

« Each license covers one device per user. You will need additional licenses for each device you add for a
user.

Endpoint Manager Aucin License Options ™ (® & Logout herculespopular22pgmail com)

BB DasimosrD
Customize
it % -
Compliance
Operating System O Device Types (]
Valirie
Acparis [:]
S —— Andraid i Smartphone 0
Audil Logs O ios o O Tables 0
DEVICES
100% D Windows O PC

e O macos i ) Windows Server a
COMFIGLIRATION TEMPLATES

O v o O unkncn 0
HETWORK MANAGEMENT |61
APPLICATION STORE
APPLICATIONS Ownership Types (] Security Client Version (Windows) [}
SECUSITY SUB-SYSTEMS

O corporate o O 10706010 1
LICENSE MANAGEMENT
SETTINGS

Guide Structure

This guide will take you through the configuration and use of Endpoint Manager and is broken down into the
following sections:

Introduction to Endpoint Manager - High level overview of the service which introduces the features and concepts
that are discussed later in the guide.

The Administrative Console
The Dashboard
Users and User Groups

* Manage Users

» Create New User Accounts

«  Enroll Users Devices for Management

«  View Details of a User

» Assign Configuration Profile(s) to Users' Devices
* Remove a User
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» Manage User Groups

« Create a New User Group
« Edit a User Group
» Assign Configuration Profiles to a User Group
» Remove a User Group
» Configure Role Based Access Control for Users

« Creat a New Role
» Manage Permissions and Assigned Users of a Role
* Remove aRole
» Manage Roles Assigned to a User
Devices and Device Groups

« Manage Device Groups

»  Create Device Groups
» Edit a Device Group
» Assign Configuration Profiles to a Device Group
* Remove a Device Group
* Manage Devices

+ Add New Devices
» Manage Windows Devices
» Manage Mac OS Devices
+ Manage Linux Devices
« Manage Android / iOS Devices
» View User Information
* Remove a Device
+ Remote Management of Windows and Mac OS Devices
* Remotely Browse Folders and Files on Windows Devices
* Remotely View and Manage Processes Running on Windows Devices
»  Apply Procedures to Windows Devices
* Remotely Install and Update Packages on Windows Devices
» Remotely Install Packages on Mac OS Devices
» Remotely Install Packages on Linux Devices
» Install Apps on Android / iOS Devices
» Generate an Alarm on a Device
» Lock/Unlock Selected Devices
»  Wipe Selected Devices
+ Assign Configuration Profile to Devices
+ Set or Reset Screen Lock Passwords
« Update Device Information
« Send Text Messages to Devices
» Restart Selected Windows Devices
- Change a Device's Owner
» Change Device Ownership Status
»  Generate Device List Report
» Discovered Devices
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«  Enroll Windows, Mac OS and Linux Devices by Installing the EM Communication Client

Package
»  Enroll the Android and iOS Devices of Active Directory Users
» Download and Install the Remote Control Tool

Configuration Templates

Create Configuration Profiles

»  Profiles for Android Devices
»  Profiles for iOS Devices

«  Profiles for Windows Device
»  Profiles for Mac OS Devices
«  Profiles for Linux Devices
View and Manage Profiles

»  Export and Import Configuration Profiles
« Clone a Profile
Editing Configuration Profiles

Manage Default Profiles
Manage Alerts

» Create a New Alert
« Edit/ Delete an Alert
Manage Procedures

« View and Manage Procedures
+ Create a Custom Procedure
«  Combine Procedures to Build Broader Procedures
» Review / Approve / Decline New Procedures
« Add aProcedure to a Profile / Procedure Schedules
* Import/ Export / Clone Procedures
» Change Alert Settings
» Directly Apply Procedures to Devices
» Edit/ Delete Procedures
» View Procedure Results
Manage Monitors
»  Create Monitors and Add them to Profiles
» View and Edit Monitors
Network Management

» Create, Manage and Run Network Discovery Tasks
Applications
View Applications on Android and iOS Devices
« Blacklist and Whitelist Applications
Patch Management
« Install OS Patches on Windows Endpoints
« Install 3rd Party Application Patches on Windows Endpoints
View and Manage Applications Installed on Windows Devices

Endpoint Manager - Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved
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« Uninstall a Windows Application from Selected Devices
« Uninstall a Windows Application from All Devices
Application Store
« i0S Apps
« Add iOS Apps and Installing them on Devices
* Manage iOS Apps
«  Android Apps
» Add Android Apps and Install them on Devices
* Manage Android Apps
+  Windows Apps
» Install Windows Apps on Devices
Security Sub-Systems
»  Security Dashboards
» View Security Events by Time
» View Events by File
« View Contained Applications
« Manage File Trust Ratings on Windows Devices
« View list of Valkyrie Analyzed Files
« Antivirus and File Rating Scans
* Run Antivirus and/or File Rating Scans on Devices
« Handle Malware on Scanned Devices
« Update Virus Signature Database on Windows and Mac OS Devices
« View and Manage Identified Malware
« View and Manage Quarantined ltems
» View Threat History
» View History of External Device Connection Attempts
Manage Certificates Installed on Devices
Configure Endpoint Manager
- Email Notifications, Templates and Custom Variables
»  Configure Email Templates
»  Configure Email Notifications
+ Create and Manage Custom Variables
« Create and Manage Registry Groups
« Create and Manage COM Groups
» Create and Manage File Groups
» Endpoint Manager Portal Configuration
« Import User Groups from LDAP
» Configure Communication and Security Client Settings
»  Configure the EM Android Client
»  Configure Android General Settings
»  Configure Android Client Antivirus Settings
» Add Google Cloud Messaging (GCM) Token
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» Add Apple Push Notification Certificate
« Configure EM Windows Client
»  Configure Communication Client Settings
»  Configure Client Security Settings
+ Manage Endpoint Manager Extensions
« Configure Endpoint Manager Reports
» Integrate with Sectigo Certificate Manager
»  Set-up Administrator's Time Zone and Language
» View Version and Support Information
License Management

» Manage your Licenses

» Manage License Allocation
Appendix 1a: Endpoint Manager Services - IP Nos, Host Names and Port Details - EU Customers
Appendix 1b: Endpoint Manager Services - IP Nos, Host Names and Port Details - US Customers

Appendix 2: Pre-configured Profiles

1.1.Key Concepts

Mobile Device - For the purposes of this guide, a mobile device is any Android or iOS smart phone or tablet that is
allowed to connect to the enterprise network. Endpoint Manager allows network administrators to remotely configure
device access rights, security settings, general preferences and to monitor and manage the device. Mobile devices
may be employee or company owned.

User - An employee or guest of the enterprise whose device(s) are managed by the EM console. Users must be
created before their devices can be added. Users can be added manually or by importing user groups from an AD
server.

Device Group - An admin-defined grouping of Android, iOS, Linux, MAC or Windows devices. Configuration profiles
applied to a device group will be deployed to all devices in the group.

Quarantine - Malware found on managed networks can either be deleted or isolated in a secure environment known
as 'quarantine’. Files moved to quarantine are encrypted so they cannot be executed. Admins can review
quarantined items and delete or release the files. Quarantined files can also be added to the local whitelist and
submitted to Comodo as a potential false-positive.

Configuration Profile - A configuration profile is a collection of settings applied to managed devices which
determines their network access rights, overall security policy, antivirus scan schedule, and other preferences.
Profiles are operating system specific and can be applied to individual devices, device groups, Users or user groups.
Endpoint Manager ships with a 'default' profile for each supported operating system (i0OS, Android, MAC, Linux and
Windows). The default profile is automatically applied to a user/device if no custom profile exists.

Comodo Client Security - Comodo Client Security (CCS) is the remotely managed endpoint security software
installed on managed Windows devices. It offers complete protection against internal and external threats by
combining a powerful antivirus, an enterprise class packet filtering firewall, an advanced host intrusion prevention
system (HIPS) and Containment feature that runs unknown and unrecognized applications in an isolated
environment at the endpoints. Each component of CCS can be configured to offer desired security level by applying
configuration profiles.

«  CCS can be white-labelled with your own company branding and Ul texts. You can customize the company
name, company logo, product logo and more.

Default Profile - Default profiles are immediately applied to a device when it is first enrolled into Endpoint Manager.
Default profiles are split into four types - iOS default profiles, Mac OS default profiles, Android default profiles and
Windows default profiles. Multiple default profiles can be created and applied to a device or group of devices.

Communication Client (a.k.a EM Agent) - The communication client (CC) is an agent which needs to be installed
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on all devices so they can be managed by Endpoint Manager. The client is responsible for receiving and executing
tasks. Tasks include implementing configuration profiles, fetching device details, running antivirus scans, adding or
removing apps and wiping the device.

«  CC can be white-labeled with your own company branding and Ul texts. You can customize the company
name, company logo, product logo and more. You can also specify your support email, support website and
support email in the CC 'About' dialog.

Notifications - Notifications are generated if a threat is found on a device, or if an app is installed or removed. You
can choose to send notifications to admins only, to a mailing list, or to specific users. Threat notifications are also
shown in the Endpoint Manager dashboard.

Patch Management - The patch management module lets you monitor and install updates for Windows and 3rd
party software on Windows devices.

Valkyrie - Valkyrie is a cloud-based file verdicting service that tests unknown files with a range of static and
behavioral checks in order to identify those that are malicious. CCS on managed Windows computers can
automatically submit unknown files to Valkyrie for analysis. The results of these tests produce a trust verdict on the
file which can be viewed from the EM interface.

Active Directory - Endpoint Manager allows administrators to add multiple Lightweight Directory Access Protocol
(LDAP) accounts for the purpose of importing user groups and users.

1.2.Best Practices

1. 'Default’ profiles are automatically applied to a device if no custom profile exists for the device. Endpoint
Manager ships with default profiles for each supported operating system, but you can also mark any custom
profile as 'default' if you wish.

See Manage Default Profiles for more information.

2. Though itis possible to save all settings in a single profile, an option worth considering is to create separate
profiles dedicated to the implementation of a single setting group. You can apply multiple profiles at once to
a device or group. For example, you could name a profile 'Android_passcode_profile' and configure only the
passcode rules. You could create another called 'Android_VPN_settings' and so on. Adding or removing a
profile from a device would let you quickly troubleshoot if a particular setting is causing issues.

See Create Configuration Profiles for more details.

3. Each license allows you to enroll one mobile device or one Windows / Mac / Linux endpoint for a single
user. You will need additional licenses for each device you add for a user. We encourage admins to
evaluate the average number of devices per user and to set max. enrollments accordingly.

See Enroll Users' Devices for Management for more details.

4. Creating a group of devices is a great time-saver if the policies applied to them are going to be the same.

See Manage Device Groups for more details.

5. The first level of defense on any device is to set a complex passcode policy. Endpoint Manager allows you
specify passwords which are a combination of numbers, letters, special symbols and of a minimum length
set by you. You can also set passcode lifetimes, reuse policy and define whether data should be
automatically wiped after a certain number of failed logins.

6. Decide what restrictions are required for your company and your users. For example, disabling cell-phone
cameras might be expected and mandatory in certain corporate environments but could be seen as a
savage affront to liberties in more relaxed offices. Endpoint Manager offers flexible restrictions for Android
devices over items such as Wi-Fi, packet data, bluetooth connectivity and use of camera. iOS restrictions
are much more granular and also include App purchases, game center, voice dialing and more.

See Profiles for Android Devices and Profiles for iOS Devices for more details.
7. Keeps an eye on the apps you allow in your organization. Apps can be useful and productive to your
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employees but some may pose a malware or data-leak risk for your organization. EM provides you the
ability to blacklist and whitelist apps, to govern how apps behave and to determine whether users are
allowed to install apps from 3" party vendors. You can also remotely uninstall unwanted applications from
Windows devices.

See Applications for more details.

8. Keeping enrolled devices free from malware is vital to your organization's security. It is advisable to run
antivirus scans on devices regularly per your company's needs. EM allows you to create a scheduled
antivirus scan profile that automates the process of AV scans. If needed, AV scans can also be run instantly
for selected devices or all enrolled devices.

9. You can create custom roles for users which determine their permissions within Endpoint Manager. See
Configure the Role-Based Access Control for Users for more details.

10. Keep on top of your devices. Check device status regularly for compliance with deployed profiles, and take
advantage of Endpoint Manager's detailed reporting system. See The Dashboard and Manage Devices
and Security Dashboards or more details.

1.3.Quick Start

Click here to view the Endpoint Manager quick-start guide.

1.4.Login into the Admin Console

After sign-up, you will receive an email containing your username and an account activation link. Click the link to
activate your account and set your password. Once activated, you can login to Endpoint Manager using any browser.

(1 and ITarian customers:

»  Login to your Comodo One or ITarian account
«  Click 'Applications' > 'Endpoint Manager'.
»  Endpoint Manager standalone customers:

«  Login at: https://<your company name>.cmdm.comodo.com/user/site/login - where <your company
name> is your Endpoint Manager company name.
«  We sent you this URL in your account confirmation email.
+ Username and password are case sensitive. Please make sure that you use the correct case and caps lock
is OFF.

»  Click 'l forgot my password' if you can't recall your password. A mail will be sent to your registered email
with a link to reset your password.
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Dome Shield
CwWatch EDR
Quote Manager

All Applications

The EM welcome screen is shown after logging-in:

Welcome to Your Platform

»  Select the product that you want help with and click 'Submit'

+ Interactive guides - Click the help icon at bottom-right to view walk-through tutorials on common tasks:
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We have created a customized Onboarding Experience to
match your interests. Click to get started with On Screen,
Interactive Guidance.
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=0 Show all
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Note - You need to configure your firewall to allow Endpoint Manager to communicate with our servers and your
managed devices. IPs, host-names and ports are detailed in Appendix 1.
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2.The Admin Console

The admin console is the nerve center of Endpoint Manager (EM), allowing you to add users, enroll devices, apply
configuration profiles, run virus scans and more.

Endpoht Manager .| £ Logout (herculespopular?2 @gmad com)
DASHEDARD

) sewces S, customize
Device List Operating System ] Device Types o
Buk Instalabon Package
USERS Smartph
CONFIGURATION TEMPLATES (O Tablet
METWORK MANAGEMENT |6e1a O =
APPLICATION STORE O windows Ser
APPLICATIONS ) uaknown
SECURITY SUB-SYSTEMS
LICENSE MAMAGEMENT
SETTINGS Ownership Types o Security Client Version (Windows) O

O wroemg
0

Once logged-in, admins can access different areas of the console using the menu on the left.

Dashboard - Contains charts and graphs which show the structure and security status of devices in your network.
See The Dashboard for more details.

Devices - Manage and control enrolled devices, remotely install applications, generate sirens, wipe, lock and power
off enrolled devices, remotely install and manage apps on devices, manage device groups and more. See Devices
and Device Groups for more details.

Users - Create and manage users and user groups, enroll of their devices and assign configuration profiles to
devices. See Users and User Groups for more details.

Configuration Templates - Profiles govern a device's network access rights, scan schedule and other system
settings. You can create and manage profiles for iOS, Android Windows, Mac OS and Linux devices. See
Configuration Templates for more details.

Network Management - Run device discovery scans on your networks. Discovery scans help you identity what
endpoints are connected to a network. You can then enroll these devices to Endpoint Manager. See Network
Management for more details.

Application Store - Repository of applications which can be pushed to iOS/Android/Windows devices directly from
EM. See Application Store for more details.

Applications - View and manage applications installed on Android, iOS and Windows devices. Manage patches on
Windows devices. See Applications for more details.

Security Sub-Systems - View event logs, run AV scans and database updates. View and manage malware,
quarantined items and contained applications. See Security Sub-Systems for more details.

Certificates - Manage certificates issued to users and devices by Sectigo Certificate Manager (SCM). The
'Certificates' tab is available if you have integrated Sectigo Certificate Manager with your account. See Manage
Certificates Installed on Devices for more details.
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Note - Sectigo Certificate Manager is the new name for Comodo Certificate Manager. We are in the process of
updating the Endpoint Manager Ul to reflect this name change. Click here if you want to read more about the
Comodo CA/Sectigo rebrand.

License Management — Manage your subscriptions, distribute seats from a single license to different customers,
and assign seats from multiple licenses to the same customer. See License Management for more information.

Settings - Configure email notifications, active directory, Google Cloud Messaging (GCM) and Apple Push
Notification (APN) certificates, integration with Sectigo Certificate Manager and more. See Configure Endpoint
Manager for more details.

The buttons on the top of the interface allows to view the EM notifications, create users and enroll devices,
expand/collapse the left side tabs and logout.

—=0 Clicking this button will display the 'Create User' and 'Enroll Device' drop-down. See
'Create New User Accounts' and 'Enroll Users' Devices for Management' for
more details.

Contains links to the online user guide, to the Comodo One / ITarian MSP and

Enterprise forums and allows you to email our support department.

E Click the menu button to open or close the left-hand menu:

Endpoint Manager = Audit

oo
BB DASHBOARD

| Audit

Compliance

Ope

Valkyrie
Reports a
Motifications

Audit Logs

DEVICES

USERS

Click the logo to open the "Welcome' screen. See Login into the Admin Console
S LT 8 ELET Ll | for more details.

T T memeepsses | The username of the person currently logged in.

+  Click this to log out of EM console.

icense Options Allows you to upgrade to the 'Premium’ or 'Managed' version of EM.
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3. The Dashboard

«  Click 'Dashboard' in the left menu to open this page.

The dashboard shows real-time data about the operating system, connection status and security posture of all
devices enrolled to Endpoint Manager (EM). It contains pie charts showing device types, platforms, ownership, scan
status and compliance status. The dashboard also lets you view Valkyrie results, a list of natifications, and to
generate reports.

The dashboard is divided into six sections:

« Audit - Charts which show the operating systems and client versions installed on devices on your network.
Also contains charts which show the types of devices in your network, and whether the devices are
personal or corporate. See the Audit section for more details.

- Compliance - Statistics which detail how compliant your devices are with EM security policies. For
example, device connection status, devices with viruses, devices with blacklisted applications, rooted and
jailbroken devices, and device scan status. See Compliance for more details.

«  Valkyrie - A summary of verdicts on unknown files submitted to the Valkyrie file analysis system. See
Valkyrie for more details.

* Reports - Alist of all reports generated by Endpoint Manager. You can also create new reports from here.
See Reports section for more information.

» Notifications - A list of notifications sent to the administrator by EM. See Notifications for more details.

« Audit Logs - Alist of actions taken on managed devices by admins and staff. Example actions include
applying profiles, remote installation of packages and more. See Audit Logs for more details.

«  Click 'Dashboard' on the left then 'Audit’

Endpoint Manager A License Oplioas © (@ & vLogow herculespopularz2@gmall.com)
B pasunosnn
% Customize
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2 O rc z
USERS
O windows Server 0
CONRCURATION TEMPLATES D .
Unknown L
NETWORK MAMACEMENT [1s
APPLICATION STORE
AFPLICATIONS Ownership Types (] Security Client Version (Windows) (]
SECURITY SUB-SYSTEMS
O corparate O wroee 1
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Operating System )

Android Smartphone 1
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® (» A Logout (herculespopular22@gmail.com)

Selecting Data Set for Audit

DATA SET DESCRIPTION EMNABLE / DISABLE

Operating System Shows device counts based on operating systems

: Shows device counts based on form factor of the
Device Types 4 :
devices like smartfone, PC, etc.
_ - _ Shows device counts based on the owner
Ownership Types )
information of the device
. : e . Show device counts based on the Security client
Security Client Version (Windows) S : . -
version (Windows)
) ) e . Show device counts based on the Communication
Communication Client Version (Windows) ) N - ) '
client version (Windows)
; ; ] Show device counts based on the Security client
Security Client Version (macQS) = Tinn !
version (mac0S)
Show device counts based on the Mobile agent
version (Android)

Mobile Agent Version (Android)

»  Use the 'On/Off' switches to add or remove charts from the dashboard

Customize
«  Click the 'Customize' icon to view the number of charts removed from the default view

«  Click and hold the icon at top right of a tile to move it around the page.
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Shows enrolled devices by operating system. Place
your mouse cursor over a sector or the legend to see
further details.

« Click on an item in the legend to view the
respective 'Device List' page.

For example, clicking on 'Android' in the legend will
open the 'Device List' page displaying the list of Android
devices. See 'Devices' for more details.

Security Client Version (Windows) ()

O 10.7.0.6977 1

10.7.0.6975 1

O 10.7.0.6857 1

Latest version: 10.7.0.6987

Communication Client Version (Windows)

The versions of Communication Client installed on
Windows devices on your network. This is the agent
which sends updates to the EM console.

«  The number of devices using each version is
shown to the right of the version number.

«  (Click the number to view all devices
using that version.

«  The latest version of the client is shown
underneath the chart.

»  Update to the latest version - Click the number,
select the target devices, then click 'Install or
Update Packages'.

See Remotely Install and Update Packages on
Windows Devices for more details.
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Operating System )
Android 2
O i0s 0
O Windows 3
O mac0s

O Linux

Security Client Version (Windows)

The versions of Comodo Client Security installed on
Windows devices on your network. Comodo Client
Security is the antivirus/security software on an endpoint.

«  The number of devices using each version is
shown to the right of the version number.

e Click the number to view all devices
using that version.

« The latest version of the client is shown
underneath the chart.

Update to the latest version - Click the number, select the
target devices, then click 'Install or Update Packages'.

See Remotely Install and Update Packages on
Windows Devices for more details.

Communication Client Version
(Windows)

S

O 6.22.16531.18090
1

6.22 16061.18090
1

O 6.20.13290.18070
1

[ afest version: 6.22.16533.18090
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Security Client Version (mac0S) gy}

O 2.4.047 1

Latest version: 2.4.0.527

Mobile Agent Version (Android)

The versions of the mobile agent installed on Android
device in your network.

«  The number of devices using each version is
shown to the right of the version number.

«  Click the number to view all devices
using that version.

«  The latest version of the client is shown
underneath the chart.

»  Update to the latest version - Click the number,

select the target devices, then click 'Install or
Update Packages'.

Device Types )

Smartphone 1
Tablet 1
FC 7]

Windows Server 0

Unkmown 0

OO0OO0O0

Ownership Types

Ownership types can be 'Corporate’, 'Personal’ or 'Not
Specified'.

+  Click an item in the legend to view the

COMODO

Creating Trust Online®

Security Client Version (Mac OS)

The versions of the security client installed on MAC OS
devices on your network. The security client is the
Comodo Client Security for MAC (CCS for Mac) software
on an endpoint.

«  The number of devices using each version is
shown to the right of the version number.

«  Click the number to view all devices
using that version.

«  The latest version of the client is shown
underneath the chart.

»  Update to the latest version - Click the number,
select the target devices, then click 'Install or
Update Packages'.

See Remotely Install Packages on Mac OS Devices for
more details.

Mobile Agent Version (Android) )

O 6.13.1.12 2

Latest version: 6.13.1.12

Device Types

Shows the composition of your device fleet by device
type. Place your mouse cursor over a sector see further
details.

+  Click an item in the legend to view the
respective 'Device List' page.

For example, clicking on 'Tablet' in the legend will open
the 'Device List' page displaying the list of tablet devices.
See 'Devices' for more details.

Endpoint Manager - Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 22



COMODO

Creating Trust Online®

respective 'Device List' page.

o _ _ Ownership Types )
For example, clicking on 'Personal’ in the legend will
show all devices in that category. See 'Devices' for
more details. O Corporate 2
Change ownership type: . |
ersona 2
+ Click 'Devices' > 'Device List' > click a device 42 9% O

name > Click 'Owner' button > 'Change ' O Notspecifiea 3

ownership'.
Compliance

The compliance dashboard monitors the status of managed devices with regards to various security and activity
criteria. Charts shown include, devices with viruses, devices with blacklisted applications, device requiring database
updates, rooted and jail-broken devices, devices which are unresponsive and more.

»  To view the compliance status of devices, click '‘Dashboard' in the left navigation then ‘Compliance’.

= Compliance i © (® A& Logout (herculespopular22@gmail.com)

% Customize

Active and Inactive Devices Last 24 Hours () Devices with Viruses )
Active devices 5 O With virus(es
O nactive devices 2 Without virus{es)
50%
Devices with Blacklisted Applications ) Devices Responses for Virus Scan ]

With blacklisted Scan response

appiications 1 reCeiver

Without blacklisted O Mo response

applications 1 received

«  To customize the charts shown in the interface, click the 'Customize' button
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- Torefresh the data in a tile, click the 'Refresh’ icon at top right

«  To move tiles around, click and hold the grid icon in the top right corner and drag the tile to the desired
position.

Devices With Viruses

Shows how many enrolled devices are affected by viruses and how many are clean. Placing the mouse cursor over
a sector or the legend displays further details. See Antivirus Scans for details about scanning for viruses on
enrolled devices.

Devices with Viruses )

O With virus(es) 1

Without 2
virus(es)

»  Click an item in the legend to view the respective 'Device List' page.

For example, clicking on 'With virus(es)' will open the 'Device List' page displaying devices that contain viruses. See
'Devices' for more details.

Active and Inactive Devices Last 24 Hours

Shows the connectivity status of enrolled devices. Devices which have not contacted EM for more than 24 hours are
marked as 'inactive'. Placing the mouse cursor over a sector or the legend displays the further details.

Active and Inactive Devices Last )
24 Hours

Active 3
devices

O Inactive 3
devices

«  Click an item in the legend to view the respective 'Device List' page.

For example, clicking on 'Active Devices' will open the 'Device List' page displaying the list of active devices.
Similarly clicking on the 'Inactive Device' legend will open the 'Device List' page displaying the list of inactive devices.
The devices screens allow you to manage the enrolled devices. See 'Devices' for more details.

Devices with Blacklisted Applications

Displays how many devices contain blacklisted apps versus those that are free of blacklisted apps. Placing the
mouse cursor over a sector or the legend displays further details. See Applications for details about adding and
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removing apps from blacklist.

Devices with Blacklisted Y,
Applications

o With 0

blacklisted
applications

Without 2
blacklisted
applications

»  Click an item in the legend to view the respective 'Device List' page.

For example, clicking on "With Blacklisted Applications' legend will open the 'Device List' page displaying the list of
devices that have blacklisted applications on them. See 'Devices' for more details.

Devices Responses for Virus Scan

Shows how many devices have responded to virus scan requests. Placing the mouse cursor over a sector or the
legend displays the further details. See Antivirus Scans for details about scanning for viruses on enrolled devices.

Devices Responses for Virus Scan O

Scan response 3
received

O Mo response 3
received

« Click an item in the legend to view the respective 'Device List' page.

For example, clicking on '"With response on virus scan' legend will open the 'Antivirus Device List' page displaying
the list of devices that are responding to scan command.

The 'Antivirus Device List' page allows you to run antivirus scans on selected devices. See Antivirus Scans for
more details.

Rooted And Jail-broken Devices

Shows how many devices in your fleet are are rooted or jail-broken. Placing the mouse cursor over a sector or the
legend displays the further details.
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Rooted and Jailbroken Devices )
Rooted and 0
jailbroken
MNormal 6

«  Click an item in the legend to view the respective 'Device List' page.

For example, clicking on 'Normal' in the legend will open the 'Device List' page displaying the list of devices that are
normal, that is, not rooted or jail-broken. See 'Manage Devices' for more details.

Devices With Device Management Apps

Shows how many devices have the communication client. Android, Windows. Mac OS and Linux devices can only be
enrolled with the EM app/communication Client (CC). iOS devices communicate with EM via the EM profile that was
installed during enroliment and do not require the app. However, installing the app will provide enhanced functionality
such as device location and the ability to send messages to the device from the admin panel.

Placing the mouse cursor over a sector or the legend displays the further details.

Devices with Device Management Apps l’:j

With device 6
management app

o Without device 0

management app

«  Click an item in the legend to view the respective 'Device List' page.

For example, clicking on '"With device management App' will open the 'Device List' page displaying the list of devices
that have the EM app installed. See 'Manage Devices' for more details.

Device Online

Shows enrolled devices by online/offline status. Devices will shown as offline if they are turned-off, are not
communicating with EM for other reasons, or if Communication Client is not running. Placing the mouse cursor over
a sector or the legend displays the further details.
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Device Online )

Offline 2
O

«  Click an item in the legend to view the respective 'Device List' page.

For example, clicking on 'Online’ will open the 'Device List' page displaying the list of devices that are online. See
'Manage Devices' for more details.

Scan Status

Shows the progress and results of antivirus scans on enrolled devices. Placing the mouse cursor over a sector or the
legend displays the further details.

Scan Status )

Unknown 1

Scan Canceled 0
O Complete 2
Scanning 3
O Viruses Found 0

«  Click an item in the legend to view the respective 'Device List' page.

For example, clicking on 'Virus Found' in the legend will open the 'Antivirus Device List' page displaying the list of
devices in which the malware were detected. See 'Antivirus Scans' for more details.

Antivirus DB Update

Shows the progress and results of AV database updates on enrolled devices. Place your mouse cursor over a sector
to view extra details.
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Antivirus DB Update

Q

Unknown 2

O Complete 2
o Updating 0

Command Sent z

Aborted by User 0

Failed 0
O

«  Click an item in the legend to view the respective 'Device List' page.

For example, clicking on 'Complete’ in the legend will show devices which have the latest virus database. See
Antivirus Scans' for more details.

Security Product Configuration

Shows how many of your enrolled devices have 'Safe' or ‘Not Protected' statuses. 'Not Protected' means:
»  Comodo Client Security (CCS) is not installed on the devices
« CCS s installed but Anti-virus is not enabled in the deployed profiles on the devices

Placing the mouse cursor over a sector or on the respective legend displays the details.

Security Product Configuration )

Safe 7

O Mot Protected 3

«  Click an item in the legend to view the respective 'Device List' page.

For example, clicking on 'Safe' will open the 'Device List' page displaying the list of devices that have Antivirus
installed. See 'Devices' for more details.

Valkyrie

«  Valkyrie is a cloud-based file analysis service that tests unknown files with a range of static and behavioral
checks in order to identify those that are malicious.
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« To use the service, apply a profile to CCS that contains the 'Valkyrie' component.
«  Click 'Configuration Templates' > 'Profiles'
»  Click the name of the profile you want to edit, or click 'Create’ to make a new profile
«  Click the 'Add Profile Section' button > "Valkyrie'
« Click 'Save'

«  All results will be displayed in the Valkyrie dashboard. See Valkyrie Settings in Creating Windows Profile
for more details.

Note: The version of Valkyrie that comes with the free version of EM is limited to the online testing service. The
Premium/Managed version also includes manual file testing by Comodo research labs, helping enterprises quickly
create definitive whitelists of trusted files. Valkyrie is also available as a standalone service. Contact your Comodo
account manager for further details.

Endpoint Manager = valyne | License Options W™ M & Logout (herculespopular22@gmail.com)
% Customize
Audit
Compliance . . )
I Unparalieled Protection by Comodo (Last Week) O Unparalieled Protection by Comode (All Time) O
Reports (1)
Rotesd as malicious [1] Rated as malicious
Mutificaticns
Audit Logs undetected (D undetected (1
day) by Antivirus C.
DEVICES .
inelustry
USERS

COMNFIGURATION TEMPLATES

METWORK MANADEMENT [Riis)

APPLICATION STORE
APPLICATIONS File Statistics (Windows Devices) O Valkyrie File Verdicts (Last Week) i)
SECURITY SUB-SYSTEMS
D Unrecognized ! O Mumbser of
LECEMSE MAMAGEMENT whitelisted
Duaranting o]
SETTINGE L% [l [
Ghabally trusted a
() cioballyblocked @ f n
TR o

Unparalleled Protection by Comodo (Last Week) Unparalieled Protsction by Comodo (Last (3

Shows the number of threats identified by Valkyrie over Week)

the past week versus the user's previous vendor and
the antivirus industry as a whole. Rated as malicious 0

Place the mouse cursor over a sector or the legend to Undetected (0-day
see the percentage of number of files in a particular A
category.

. . . . O Undetecied Tal oy
See Manage File Trust Ratings on Windows Devices by your previces
for more details on Windows File List screen.

Unparalleled Protection By Comodo (All Time)
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Unparalleled Protection by Comodo (All (3 Shows tlhe number of threalts |deqt|f|ed by Valkyrie since
Time) installation versus the user's previous vendor and the
antivirus industry as a whole.

Rsted as malicicus 10 Place the mouse cursor over a sector or the legend to
- see the percentage of number of files in a particular
by rtivinse category.

m— See Manage File Trust Ratings on Windows Devices
O o for more details on Windows File List screen.

o

File Statistics (Windows Devices) File Statistics (Windows Devices) )

Shows the trust rating and status of files on your
network.

See Manage File Trust Ratings on Windows
Devices, for more details on Windows File List screen

+  Click any item in the legend will to open the
respective 'File List' page.

For example, clicking on 'Unrecognized' will open the
'Application Control' > 'Unrecognized' page displaying
the list of unrecognized files detected from enrolled
devices. See 'Manage File Trust Ratings on Windows
Devices.' for more details.

Valkyrie File Verdicts (Last Week) o Valkyrie File Verdicts (Last Week)
Displays Valkyrie trust verdicts on unknown files for the

O Humber of 2 previous 7 days. This includes the number of unknown
e files identified as malicious, those that remain unknown,
O Malware . and those that were white-listed (trusted). The total
amount of unknown files analyzed is shown at the
Numbes of L bottom.

PEMAINM EFICANT

R . Place your mouse cursor over a sector or the legend to
uplosded ) view the percentage of files in that category.

See Manage File Trust Ratings on Windows Devices,
for more details on Windows File List screen.

Valkyrie File Verdicts (All Time)

Displays Valkyrie trust verdicts on unknown files for the
lifetime of your account. This includes the number of
unknown files identified as malicious, those that remain
unknown, and those that were white-listed (trusted).
The total amount of unknown files analyzed is shown at
the bottom.

Valkyrie File verdicts (All Time) [y}

D Tala whiteligted 116
D Totad madwae 9

Numiber of
nerTsaining unkrown

Totel unknown files 138

Place your mouse cursor over a sector or the legend to
view the percentage of files in that category.

Iphaacen

See Manage File Trust Ratings on Windows
Devices, for more details on Windows File List screen.
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Reports

Endpoint Manager can create a wide variety of reports on system and malware activity on your fleet of devices.
»  Click 'Dashboard' on the left then select 'Reports'
«  The reports interface lets you generate and download many different report types:

License Options © (? & Logout (herculespopular22@gmail.com)

= = e ™
B B B o
-
Generate Report Delete Download T
MAME TYPE STATUS CREATED BY CREATED AT

Patch Management ..

User List 2018-09-1_

Current Malware Lis

Quarantined Files 20

Profiles 2018-07-17 _.

Android Store 2018-_.

Comma-Separated V..

Comma-Separated V...

Comma-Separated V

Comma-Separated V.

Comma-Separated V..

Comma-Separated V...

Mat downloaded

Downloaded

Downloaded

Mot downlozaded

Downloaded

Downloaded

herculespopular22@g..

herculespopular?2@g...

herculespopular22iig

herculespopular22i@g

herculespopular22(@g...

herculespopular22@g...

2018/10/22 0241218 _

2018/09/17 03:59:11 _.

2018/09/14 12:23:45

2018/09/12 03:06:05 ..

2018/07/17 031213

2018/07/11 123312 .

Application Contro Comma-Separated V Mot dowrlozaded hesculespopularZ2g 2008/07/117 12:22:47

Reports - Column Descriptions

Column Header Description
Name The subject of the report.
«  Click the name to view details of the report and to download it. See the
explanation of viewing report details' for more details.
Type The file format of the report.
Status Whether or not the report has been downloaded by any user.
Created By The admin who generated the report.
«  Click the admin name to view their details. See View User Details if you need
help with this.
Created At The date and time the report was generated

«  Click any column header to sort items in ascending/descending order of items in that column.
«  Click the funnel icon at the top right to filter reports and search for reports
Reports can be generated in two ways:

1. 'Dashboard' > 'Reports' interface - You can generate following types of reports from the 'Reports'

Endpoint Manager - Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 31



COMODO

Creating Trust Online®

et =

interface

e Android Antivirus
+  Windows Antivirus
«  Windows Malware List
*  Windows Top Malware
«  Windows Quarantine
» Hardware Inventory
These reports are generated in spreadsheet (.xIs) file format. See generating reports for more details.

2. From the following interfaces:
e 'Users' main menu

«  User List - Click 'Users' > 'User Groups' > 'Export'. Click here for more details.
»  User Groups - Click 'Users' > 'User Groups' > 'Export'. Click here for more details.
* Role Management:
* Roles - Click 'Users' > 'Role Management' > 'Roles' > 'Export'. Click here for more details.
» Users - Click 'Users' > 'Role Management' > 'Users' > 'Export'. Click here for more details.
»  'Devices' main menu

» Device List - Click 'Devices' > 'Device List' > 'Export'. Click here for more details.

» Device Details > File List - Click 'Devices' > 'Device List' > Any Windows Device > 'File List' > 'Export'.
Click here for more details.

« 'Configuration Templates' main menu

+ Profiles - Click 'Configuration Templates' > 'Profiles' > 'Export'. Click here for more details.
»  Alerts - Click 'Configuration Templates' > 'Alerts' > 'Export'. Click here for more details.
+ 'Procedures' main menu

»  Procedures List - Click 'Configuration Templates' > 'Procedures' > 'Export'. Click here for more
details.

»  Procedure Execution Logs - Click 'Configuration Templates' > 'Procedures' > 'any scrip procedure’'
> 'Execution Log' sub-tab > 'Export'. Click here for more details.

» 'Application Store' main menu

» i0S Store - Click 'Application Store' > 'iOS Store' > 'Export'. Click here for more details.
« Android Store - Click 'Application Store' > 'iOS Store' > 'Export'. Click here for more details.
« 'Applications' main menu

- Mobile Applications - Click 'Applications' > 'Mabile Applications' > 'Export'. Click here for more
details.

»  Patch Management - Click 'Applications' > 'Patch Management' > 'Operating System' tab > 'Export'.
Click here for more details.

« 'Security Subsystems' main menu

- Containment - Click 'Security Sub-Systems' > 'Containment' > 'Export'. Click here for more details.

»  Application Control - Click 'Security Sub-Systems' > 'Application Control' > 'Export'. Click here for
more details.

»  Valkyrie - Click 'Security Sub-Systems' > 'Valkyrie' > 'Export'. Click here for more details.

» Device Control - Click 'Security Sub-Systems' > 'Device Control' > 'Export'. Click here for more
details.

*  Antivirus;

» Device List - Click 'Security Sub-Systems' > 'Antivirus' > 'Device List' tab > 'Export'. Click
here for more details.
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«  Current Malware List - Click 'Security Sub-Systems' > 'Antivirus' > 'Current Malware List' tab
> 'Export’. Click here for more details.

« Quarantined Files - Click 'Security Sub-Systems' > 'Antivirus' > 'Quarantined Files' tab >
'Export'. Click here for more details.

»  Threat History - Click 'Security Sub-Systems' > 'Antivirus' > ‘Threat History' tab > 'Export'.
Click here for more details.

These reports are generated in comma separated values (.csv) format.

Generate a report from the 'Reports’ interface

«  Click 'Generate Report' from the top and then click on the report type from the drop-down.

Endpoint Manager

S0 DASHBOARD

Audit [%

Compliance Generate Report Delete Download

Valkyrie

Reports 0 Android Antivirus Report 1

Notifications Windows Antivirus Report

Audit Logs Windows Malware List Report  ma-Sepa
DEVICES Windows Top Malware Report

Windows Quarantine Report

Hardware Inventory Report

Anew report will be generated for the selected report type.

»  To download a report, select it and click 'Download' at the top

Endpoint Manager

oo
BE DASHBOARD

=] =
Audit Eo :
Compliance Generate Report Delete Download
Valkyrie
Reports (2] 1 NAME TYPE STATUS
Motifications
Audit Logs Patch Management ..  Comma-Separated V.. Mot dc
1 DEVICES O] User List 2018-00-1... Comma-Separated V..  Down
/', USERS ] Current Malware Lis..  Comma-Separated V.. Dowr

CONFIGURATION TEMPLATES yrarantined Filee 20
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»  Click a report name to view report details.

Generate Report Delete Download
] NAME TYPE
] Application Control ... Comma-Separated V...
] guara%ned Files 20... Comma-Separated V...
] ghagement ... Comma-Separated V...

Quarantined Files 2018-09-12 03-06 PM

Export Details

Name
Quarantined Files 2018-09-12 03-06 PM

Type
Comma-Separated Values (C3V)

Status
Mot downloaded

Download link
Quarantined Files 2018-09-12 03-06 PM.csv

Created by
herculespopular22@agmail.com

Created at
2018/09/12 03:06:05 PM

STATUS~

Mot downloaded

Mot downloaded

Mot downloaded

- Toremove a report from the list,select it and click 'Delete’.

CREATED BY

COMODO
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Notifications

£2]

Whenever there is a new notification in the C1 title bar, the notification symbol is incremented. Clicking the
notification icon will take you to the respective C1 interface.

Tip: EM can send notifications as emails. Click 'Settings' > 'Email Notifications' to configure them. See Configuring
Email Notifications if you need help with this.

« To view all notifications, click 'See All Notifications' from the notification drop-down or click 'Notifications' on
the left menu under Dashboard.

Endpoint Manager = Motffications Licenseoplions | © (& & Logoul (herculespopular22@grmail.com)

u}
OO DASHEOARD

Bl O
Compliancs
} T
Valkyria
Reports o TYPE  MESSAGE RECEVED
I Motifications
Audit Logs L L I = tex ESKT 02
DEVICES Meahware on the Linus device! 2010/ 10722 0510002 M

USERS s P A G — 8 159 0747 Phd e IOTR/IOVE2 024119 M

Notifications - Column Descriptions

Column Heading Description
Type Indicates whether the notification is generated for a successful operation, Warning,
Error, Blocker or support event.
Message The message content of the notification, shortly describing the event.
Received The date and time at which the notification was received.

«  The message also acts as a shortcut to view the details of the notification. Clicking on a message will open
the interface relevant to the message for more details. For example, clicking on 'Malware Found on
Windows device' message will open the 'Antivirus Current Malware List' screen with the list of malware
identified.

+ To sort the filter in ascending/descending order of the date/time at which they were generated, click on the
Modified column header.

- Tofilter or search for specific notification, click the funnel icon at the top right choose the notification type,
enter the message to be searched in part or full and/or specify the date range within which the notification
was generated.
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] Type

Success
Warning
Error
Blocker

Support

Message

tart End

- To remove notification(s), select them in the list and click 'Delete Notifications' above the table.
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Audit Logs

«  Endpoint Manager keeps a log of actions implemented on managed devices by administrators and staff.
These logs can be useful when troubleshooting issues.

» Logged actions include enrollment and removal of devices, applying a security profile, creating and editing
security profiles, package installations, remote take-over sessions, restarting a device, removing a device,
remote disconnections, changes to containment settings, updates to file group variables and more.

«  The 'Audit Logs' interface shows all log entries along with details such as the name of the staff member who
applied the action, the affected device, the action taken and more.

»  You can generate a report containing logs for the past three months as a comma separated values (CSV)
file.

«  Click 'Dashboard' > 'Audit Logs' in the left-menu to open the log interface:

LicenseOptione. " (9 K& Logout therculespopular22@gmail com)

CH DasHBOARD

audh [2] Topem - o T

Compllance
STAF ikl AFPECTED CRUECT OLE VALLE WEW VALLIE EXTEA INFG SELSIOH B LOG CREATHIN DT
Valimie h MAME o

Repaoris L] a T
Remote Tooks sect:
Katifcations smasded sejaeedspabie] EmEDsgmTem
R —
I ALKH Logs B Type :
DEVICES

0% Typss: Wiredorw
USIRS

COMTIGLRATION TEMPLATES

Audit Logs - Column Descriptions

Column Heading Description

Staff Username of the admin or staff member who executed the action.

»  Click the staff name to view their details. See View user details if you need
help with the details interface.

Event Name The action executed on the device. Examples include enrollment of devices, remote
installation of Comodo and third party MSI packages, remote take-overs and device
removals.

Affected Object The device, device group, profile, procedure or file group on which the action was
executed.

«  Click the name to view more details about the item
«  The details interface allows you to view and manage the respective item.

Old Value The previous setting or value before the action was implemented.

For example, if a Comodo package is remotely updated, the old version number of the
package will be shown here.

New Value The new setting or value after the action was implemented.

For example, if a Comodo package is remotely updated, the version number of the new
package will be shown here.
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Extra Info Additional details about the action. Additional details include devices on which the
procedure was run, package installation parameters, profiles applied/removed, malware
quarantined, antivirus scans run and so on.

»  Script or patch procedures - Click the 'Selected Devices' link to view devices on
which the procedure was run.

«  Click a device name in the list to view its 'Device Details' interface

Session ID String used to identify the connection session between the device and the EM server
during the action.

Log Creation Date Date and time of the event.

Export Generate a comma separated values (CSV) file of logs for a selected time period.

The exported .csv is available in 'Dashboard' > 'Reports'
See Generate Audit Logs Reports for more details.

«  Click the 'Refresh" icon to load the latest events.

Search and filter options
«  Click any column header (except 'Event Name') to sort items in alphabetical order of items in that column
- Tofilter or search for a specific event, click the funnel icon at the top right.
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* You can filter items by various criteria or search for specific events.
«  Click 'Apply" to run your filter.
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SESSION Log creation date

Start End

¢ Staff

1fiter [T, john

Component name

[ ] EM

¢ [_| Remote Control

Source

Generate Audit Logs Reports

«  Click 'Dashboard' > 'Audit Logs'".

«  Click the funnel T icon to filter which records are included in the report.

«  Click 'Export' above the table then choose 'Export to CSV'. You can export logs for up to the past
90 days (Day 1 - Day 90).

Endpoint Manager = Audit Logs

og
oo DASHEOARD
Compliance - o
port to : EVENT I
Valkyrie NAME AFFECTED OBJEC
Reports (1]
: ’ Profil
Motifications herculespopular22@... e MNew Profile fo
- update
Audit Logs
DEVICES Profile i
herculespopular22@... undale Mew Profile
USERS

»  The CSV file will be available in 'Dashboard' > 'Reports'
»  See Reports in The Dashboard for more details.
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4. Users and User Groups

«  One of the first steps in setting up Endpoint Manager is to add users.

»  Once you have added users, you can enroll the devices which belong to them. You can enroll iOS, Android,
Windows, Mac OS and Linux devices.

«  After enrolling a device, you can remotely manage and apply security policies to it. You can create user
groups in order to apply policies to multiple devices.

»  You can also assign users to a 'role'. A role determines what areas a user can access, and what tasks they
can perform. You can assign users one of the built-in roles, or create a custom role with custom privileges.

There are two places you can add users to Endpoint Manager:
»  The C1 or [Tarian interface (preferred)
+  The Endpoint Manager interface

Users added via C1/ ITarian will also be available in other modules like Service Desk and Quote Manager. Users
added via Endpoint Manager will only be available in Endpoint Manager.

»  Comodo One customers - See https://help.comodo.com/topic-289-1-716-8482-Manage-Administrators-
and-Roles.html for details on how to add users via C1.

+ ITarian customers -See https://help.comodo.com/topic-452-1-946-13054-Manage-Admins,-Staff-and-
Roles.html for details on how to add users via ITarian.

The following sections describe how to add users via the EM interface.

The 'Users' menu at the left allows you to add, view and manage users/user groups and to manage roles:

Endpoint Manager = UserList
DASHBOARD
..... = =
DEVICES I: 3.,. I—.l —
Enroll Device  Create User  Manage Profiles Send Passw
8 USERS Recovery Emez
User List MAME & EMAIL

User Groups

[55)
I}

Role Management | @® admin hier

CONFIGURATION TEMPLATES W @ Avant

1]
o

APPLICATION STORE

The following sections explain more about each area:
» Manage Users

» Create New User Accounts
*  Manually Add Users
« Import Users from a CSV file

»  Enroll Users' Devices for Management

« View the Details of a User

+ Assign Configuration Profile(s) to a Users' Devices
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* Remove a User
« Manage User Groups
» Create a New User Group
» Edit a User Group
» Assign Configuration Profile to a User Group
* Remove a User Group
» Configure Role Based Access Control for Users
» Create a New Role
» Manage Permissions and Assigned Users of a Role
* Remove aRole
+ Manage Roles Assigned to a User

4.1.Manage Users

»  Click 'Users' > 'User List'

»  You can enroll user accounts to EM and assign them roles with differing privilege levels (as 'administrators'
or 'end users').

«  Devices belonging to a user can only be enrolled after adding their user account to EM.
»  Users can be added using any of the following methods:

«  Manually add user accounts
- Import users from a comma separated values (.csv) file
+  Bulk enroll users and Windows endpoints from Active Directory (AD)

C1 customers - Staff added in the C1 interface are automatically added as users in EM.

See https://help.comodo.com/topic-289-1-716-8482-Managing-Administrators-and-Roles.html if you need
help to add staff/ manage roles in C1.

ITarian customers - Staff added in the ITarian interface are automatically added as users in EM.

See https://help.comodo.com/topic-452-1-946-13054-Manage-Admins,-Staff-and-Roles.html if you need help
to add staff/ manage roles in ITarian.

«  The 'Users List' shows all user accounts that have been added to EM. Admins can add/manage users,
enroll user devices, manage device configuration profiles and more.

«  Click 'Users' > 'User List'
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Enroll Device  CreateUser  Manage Profiles  Send Password  Delete User  Impon User Expart
Recowery Email T
MAME & EMAIL PHONE NUMEBER # OF DEVICES LAST LOGIN
& adm henculespopula B Not legged in yet

Description

Name The login username of the user.
»  Click the username to view and edit user details. See 'View the Details of a
User' for more info.
Email The registered email address of the user. Account activation and device enrollment

mails are sent to this address.

Phone Number

The registered phone number of the user.

Number of Devices

The total number of devices enrolled for the user.

Last Login

Enroll Device

Date and time that the user most recently accessed EM.

Add user devices for management by EM. You can enroll Android, iOS, Mac, Windows
and Linux devices. See Enroll User Devices for Management for more details.

Create User

Manually add user accounts to EM.

« You can only add devices for users after you have enrolled the users
themselves.

»  Users can also be designated as administrators.
»  See Manually Add Users for more details.

Manage Profiles

A profile determines the security configuration and network access rights of a device.
See Apply configuration profiles to devices for more details.

Send Password
Recovery Email

Reset the password of users who have admin privileges. The password allows them to
login to the EM console. See Send password recovery emails for users to access
the EM console for more details.

Delete User Terminate selected user accounts. See Remove a User for more details.

Import User Add new users by importing them from a comma separated values (CSV) file. See
Import Users from a CSV File for more help.

Export Save a copy of the current user list as a comma separated values (CSV) file.

The exported .csv is available in 'Dashboard’ > 'Reports'
See Export the List of Users for more details.
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Sorting, Search and Filter Options

+  Click any column header to sort items in ascending/descending order

+  Click the funnel button ) 4 at the right end to open the filter options.

it logged in ... Mame

Email

Phone Number

Last Login

« Todisplay all items again, clear all filter fields and click 'OK'".

» By default, 20 search results are shown per page. Click the arrow next to 'Results per page' to increase the
number up to a max of 200.

Export the List of Users

»  Click 'Users' > 'User List'.
«  Click the funnel T icon to filter which records are included in the report.
«  Click the 'Export' button above the table then choose 'Export to CSV":
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Enroll Device  Create User  Manage Profiles Send Password Delete User  Import User
Recovery Email

Export to CSV
] NAME EMAIL PHONE NUMBER # OF DH ("

E| @ johnsmith coyoteewileg@red .. M/ A ] Mot iog

|:| @ Herald hertriumph@agm... 1234567890 A Mot fog

Prannra AvsnaratA8T o qQoTA

(4]
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»  The CSV file will be available in 'Dashboard' > 'Reports'

»  See Reports in The Dashboard for more details.
Please use the following links to find out more:

+ Create New User Accounts

» Manually Add Users
» Import Users from a CSV File
«  Enroll Users' Devices for Management

«  Enroll Android Devices

»  Enroll iOS Devices

«  Enroll Windows Endpoints

«  Enroll Mac OS Endpoints

+  Enroll Linux OS Endpoints
» View User Details

« Update the Details of a User
»  Assign Configuration Profile(s) to a User's Devices

«  Remove a User

4.1.1. Create New User Accounts

»  You can add new accounts using any of the following methods:

+ Manually add users. Add individual users to EM
»  Click 'Users' > 'User List' > 'Create User' to start this process.

*  You need to specify their name, email address, the company they belong to, and their EM
role.
«  See Manually Add Users if you need help with this.

« Import users from .csv file. Import a list of users from a comma separated values file.
»  Click 'Users' > 'User Import' to start this process

«  The file should contain the following, separated values: '‘Username' (mandatory), 'Email
address' (mandatory) and 'Phone number' (optional).

«  The file should not contain column headers and each line should contain a single user.
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»  Users are assigned the role you specify in the import dialog.
»  See Import Users from a CSV File if you need help with this

»  New users will receive an enrollment mail which requests they activate their account and set their
password.

»  You can also bulk enroll users and Windows endpoints from Active Directory (AD) group policy. See Bulk
Enroliment of Devices and 'Import User Groups from LDAP' for more details.

C1 customers - Staff added in the C1 interface are automatically added as users in EM.

See https:/lhelp.comodo.com/topic-289-1-716-8482-Managing-Administrators-and-Roles.html if you need
help to add staff/ manage roles in C1.

ITarian customers - Staff added in the ITarian interface are automatically added as users in EM.

See https:/lhelp.comodo.com/topic-452-1-946-13054-Manage-Admins,-Staff-and-Roles.html if you need help
to add staff/ manage roles in ITarian.

Device licenses: User devices can only be enrolled after the user has been added to the system.
»  Each device license covers one device per user

*  You need an additional license for each mobile device or endpoint you add for the same user. You can
purchase additional licenses from the Comodo website if required. See View and Manage Licenses for
more details.

The following sections explain how to:
* Manually add users
* Import users from a CSV file

4.1.1.1. Manually Add Users

+  Click 'Users' > 'User List' > 'Create User' button

*  You can add new users by specifying their name, email address and other details.

»  You can also specify the role of the new user

«  Once added, you can enroll Windows, Android, iOS, Mac OS and Linux devices for the user.

»  New users with admin roles will receive an account activation email. They can login to Endpoint Manager
after activating their account.

To add a new user
e C(Click 'Users' > 'User List'
«  Click the 'Create User' button

or

«  Click the 'Add' button at the menu bar and choose 'Create User'.
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User Groups

Role Management ] ® admin

CONFIGURATION TEMPLATES

The 'Create New User' appears:

Create New User

User Name™*

Oxford

Email*

mmoxford@yahoo.com

Phone Number
9876543210

Company™

Default Company ~

Assign Role

Users v
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'Create new user' Form - Table of Parameters

Form Element Type Description
Username Text Field | Enter the login username for the user.
Email Text Field | The email address of the user for registration to EM. Account and device

enrollment mails will be sent to this address. Please ensure users
respond to the device enroliment mail from the device(s) you intend to
enroll.

Phone Number (Optional) | Text Field | The contact number of the user.

Company Drop-down | Choose the company to which the user belongs.

«  Comodo One MSP and ITarain MSP customers can add users
from Companies/Organizations enrolled in their account.

»  Comodo One Enterprise, |Tarian Enterprise and EM stand-
alone customers can only add users to the default company.

Assign role Drop-down | Select the role to be assigned to the new user from the 'Assign role'
drop-down.
Assign Role
Users w
Administrators
Technician

EM ships with four default roles:

+  Account Admin - Can login to EM and access all management
interfaces. You cannot assign account admin to a user. The role
is automatically assigned to the person who opened the C1 or
ITarian account. This role is not editable.

»  Administrators - Can login to EM and access all management
interfaces. This role can be edited as required.

«  Technician - Can login to EM and access all management
interfaces. The technician role has fewer privileges than the
administrator role. This role can be edited as required.

+  Users - Cannot login to EM. If required, you can change role
permissions to have access to the admin console. See
Configure Role Based Access Control for Users for more
details.

You can create custom roles which grant access to selected areas of
EM. These roles can be assigned to users as required. All roles created
in EM and C1 or ITarian will appear in the 'Assign Role' drop-down when
adding a new user. See Configure Role Based Access Control for
Users for more details.

«  Enter the details, select the role for the new user and click the 'Submit' button.
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Tip: User roles can be changed at any time in the '‘Role Management' interface ('Users' > 'Role Management'). See
Managing Permissions and Assigned Users of a Role if you need help with this.

A confirmation will be displayed:

Create New User

You have created «Oxford= user.

Email: mmoxford@yahoo.com
Phone number: 9876543210
Company: Default Company
Role: Users

Within a few minutes the user will get an email with instructions to proceed if his role
supports it.

»  Repeat the process to add more users.
Successfully added users will be listed in the 'Users' interface. The user's devices can now be enrolled to EM.

Endpoint Manager will send account activation mails to the newly added administrators. They can activate their
account and set their login password by clicking the link in the email. An example mail is shown below:

EM j Endpoint Manager

Dear Oxford,

Congratulations, your Endpoint Manager account has been successfully created.
Please click the following link to activate your account and set up your passward:

https:ffrontfork-msp.dmdemo.comodo comfuser/sitefactivatefusername/Cxdford
fkeyiTe11alb0adc79a397 7calb480727c0a1e81a73d7

Sincerely, Endpeint Manager team.

Upon activation, the administrator will be able to login to EM with their user-name and password.

Note: By default, enrolled users with the role 'Users' do not receive an account activation mail nor gain console
login rights. Only personnel with the default roles 'Administrator', "Technician', or a custom role with access to the
administrative console, will receive an activation email.

Should you wish, you can change role permissions to allow the default 'User' role to have access to the admin
console. See Configure Role Based Access Control for Users for more details.
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4.1.1.2. Import Users from a CSV File

»  Click 'Users' > 'User List' > 'Import User’

«  You can load a list of new users by importing them from a comma separated values (CSV) file
»  You can also specify the role to be assigned to all users in the list

«  After adding a user, you can enroll Windows, Android, iOS, Mac OS and Linux devices for them

Process in brief

« Create a CSV file containing the list of users using spreadsheet applications like Microsoft Excel or
OpenOffice Calc and save it on your admin computer

« The file should contain the following, separated values: 'Username' (mandatory), 'Email address'
(mandatory) and 'Phone number' (optional).

The file should not contain column headers and each line should contain a single user.
* Inthe EM admin console, click 'Users' > 'User List' > 'Import User'

»  Browse to and select the CSV file you want to import
«  Select a company and a role for the imported users
»  Upload the file

»  The users will be imported and enrolled to EM

Requirements for .csv file

There are two mandatory fields and one optional field per user account:

« Username (mandatory)
»  Email address (mandatory)
+  Phone number (optional)
« Eachline in the CSV file should contain one user entry

«  The CSV file should not contain column headers
Example:
"james", "james@ditherscons.com", "9876543210"
To import users from a list

+  Click 'Users' > 'User List'

«  Click 'Import User' on the top
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CONFIGURATION TEMPLATES

User import

Use this page to import multiple users

Uploading status: Ready from a user list in CSV format.
Important:

CSV file * - use only comma (,) as a field delimiter;

-!3 - entfef user namgs in the 1st column and
email addresses in the 2nd column (both
are mandatory), 3rd column is for phone

Customer * Role * : ;
numbers (optional);

Customer Role - use no column headers.

Do not send any enrollment notifications

Import users from list

'User Import' Form - Table of Parameters

Parameter Description
CSV File Click 'Browse' navigate to the location of the CSV file and select the file
Company The company to which the users belongs.

*  Comodo One MSP and ITarian MSP customers can add users from
Companies/Organizations enrolled in their account.

«  Start entering first few letters of the company name and select the
company from the options

»  Comodo One Enterprise, |Tarian Enterprise and EM stand-alone customers
can only add users to the default company.

»  Enter 'Default Company' in the Company field

Role The role to be assigned to all users in the list.

«  Start entering first few letters of the name of the role and select the
role from the options

Endpoint Manager - Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 51



COMODO

Creating Trust Online®

et =

EM ships with four default roles:

»  Account Admin - Can login to EM and access all management interfaces. You
cannot assign account admin to a user. The role is automatically assigned to
the person who opened the C1 or ITarian account. This role is not editable.

+  Administrators - Can login to EM and access all management interfaces. This
role can be edited as required.

+  Technician - Can login to EM and access all management interfaces. The
technician role has fewer privileges than the administrator role. This role can
be edited as required.

»  Users - Cannot login to EM. If required, you can change role permissions to
have access to the admin console. See Configure Role Based Access
Control for Users for more details.

You can create custom roles which grant access to selected areas of EM. These roles
can be assigned to users as required. All roles created in EM and C1 or ITarian will
appear in the 'Role' drop-down when importing new users. See Configure Role Based
Access Control for Users for more details.

Do not send any Select whether or not the account creation notification mail or account activation mail is
enrollment notifications | to be sent to the imported users.

Note: The notification mails will not be sent if you select 'Users' role for the new users.

«  Configure the parameters and click 'Import users from List'

User import

Use this page to import multiple users

Uploading status: from a user list in CSV format.
Important:
CSV file * - use only comma (,) as a field delimiter;
- - enter user names in the 1st column and
Browse i :
email addresses in the 2nd column (both

are mandatory), 3rd column is for phone
numbers {optional);
Customer Role - use no column headers.

Customer * Role *

[ Do not send any enrollment notifications

Import users from list

The progress will be displayed.
«  If you want to stop the import process, click 'Discard Import'
+  Once the users have been imported, you can enroll devices for them.

»  Users will receive an account activation mail if they are assigned a role that has access to the admin
console. This includes the standard ' Administrator' and "Technician' roles.

« Tip - Enable 'Do not send any enrollment notifications' in the import screen if you do not want to
send these mails.
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»  Users click the link in the mail to activate their account and configure their password.

«  You will receive an error report if the import fails. See the following screenshot:

User import

Use this page to import multiple users

Uploading status: Failed from a user list in CSV format.
Important:

CSV file * - use only comma () as a field delimiter;

User st 20180017 03.50PM... 00 R e the 2 oo

{(both are mandatory), 3rd column is for
phone numbers (optional);
Saddle and Pedals Users - use no column headers.

Customer * Role *

| | Do not send any enroliment notifications

Import users from list Clear errors report

Errors report:
L‘l_:J Export T
LINE NAME EMAIL PHOME NUMBER ERRORS

Mot valid email address entered.
Please re-enter; Phone number
should not be longer than 20
characters. It should contain
minimum 7 digits and may also
contain symbaols "7, "+ ", *("and ")"

Name Email Phone number

«  The report can help pinpoint errors so you can rectify them.

»  Click 'Export' to download the error report in .csv format
«  Click 'Clear errors report' to remove the report and retry the import.

Endpoint Manager - Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 53



Creating Trust Online®

Endpoint Manager - Administ@_tor---eui‘d'éf _ COMODO

et =

4.1.2. Enroll User Devices for Management

Adding devices to Endpoint Manager (EM) allows you to centrally manage those devices. Reminder - you must first
have added users before you can add their devices.

«  Click 'Users' > 'User List' > select users > click 'Enroll Device'.
«  Complete the enroliment form then click 'Email enrollment instructions'
«  The user will receive an email which they should open on the device itself.

«  The mail contains an enrollment token. Multiple devices can be enrolled with the same token by the user
simply responding to the mail from each device. Each token is valid for 90 days.

«  Each license covers one device per user. You will need additional licenses for each device you add for a
user. See View and Manage Licenses if you need help with this.

+  You can also bulk enroll users and Windows endpoints by creating a software installation policy in Active
Directory (AD). See Enroll Windows Devices Via AD Group Policy and 'Import User Groups from
LDAP' for more details.

«  This section explains how to enroll devices for multiple users in the user list
To enroll devices
«  Click 'Users' > 'User List' on the left
«  Select users for whom you want to add devices and click the 'Enroll Device' button above the table
Or

e Click the 'Add' button at the menu bar and choose 'Enroll Device'.

3 r n
Endpoint Manager = UserlList

. & Create User

oo DASHBOARD
......... =#] Enpoll Device
- DEVICES {IS
@ Enroll Ravice
0
~~ Y
I User List D MAME «

User Groups

Role Management ® Wile

CONFIGURATION TEMPLATES 1 & ssoaliac

The 'Enroll Devices' dialog will open:
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Enroll Devices

Please choose the device owner(s)

John (frontfork)

[ | Use default Communication Client version (Latest - 6.27.24897.19040)
Version to install

Latest - 6.27.24897.19040 v

Show enrollment instructions Email enrollment instructions

« Choose device owners - This is pre-populated with the users you selected in the 'User List' interface. You
can add more users by typing the few letters of their name.

« Version to install — You can choose which version of the client to install if the appropriate permission is
enabled in portal settings. If the permission is not enabled, then you can only install the 'Default version'.

- Show enrollment instructions - Displays device enrollment guidance on-screen. This is useful for admins
who want to enroll their own devices.

«  Email enrollment instructions - Sends the enrollment email to the selected users. The mail contains
instructions on how to add their device to Endpoint Manager. They should open the mail on the device they
want to enroll.

You will see a confirmation message as follows:

Enroll Devices

Instruction email has been sent to selected user(s). The user should navigate to the link on
a device that is going to be enrolled.

Show enrollment instructions “

«  An example mail is shown below:
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Endpoint Manager

Welcome to Endpoint Manager!

You are receiving this mail because your administrator wishes to enroll your smartphone,
tablet, macOS, Linux or Windows device into the Endpoint Manager system. Doing so will
malke it easier and more secure to connect your personal devices to company networks. This
mail explains how you can complete the enrollment process in a few short steps.

MNote:

- Make sure that you selected the operating system of the device that you want to enroll.

This product allows the system administrator to collect device and application data,
add/remove accounts and restrictions, list, install and manage apps, and remotely erase data
on your device.

Device Enrollment:

Click this link to enroll your device

Sincerely, Endpoint Manager team.

«  Clicking the link will take the user to a page which lets them download the communication client/profile:
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»  Users should click the links which correspond to their device operating system.

Tip: Here's two other ways you can enroll devices for users:
«  Click 'Users' > 'User List' > click on the name of a user to open their details screen > click 'Enroll Device'

«  Click 'Devices' > 'Device List' > 'Enroll Device'
The following sections contain help per device operating system:
»  Enroll Android Devices
«  Enroll iOS Devices
«  Enroll Windows Endpoints
»  Enroll Mac OS Endpoints
< Enroll Linux OS Endpoints

Note - See Appendix 1 for a list of ports that Endpoint Manager uses to communicate with endpoints and Comodo
Servers.

4.1.2.1. Enroll Android Devices

«  After you have completed the setup process, Endpoint Manager will send an email to your users
containing device enrollment instructions.

»  Users should open the mail on the device itself.

Android device enrollment involves two steps:
« Step 1-Download and Install the communication client
« Step 2 - Configure the client

Step 1 - Download and Install the communication client

«  Open the mail on the device itself then tap the enrollment link to open the device setup page
«  On the setup page, click the communication client download link under 'For Android Devices":
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device.

|i| FOR ANDROID DEVICES

Download and install Communication Client by

https://play.google.com/store/apps/details?id=
com.itarian.em

Upon completio ation, enroll using
this link:

https://frontfork-frontfork-msp.dmdemo.comod
o.com:443/enroll/android/index/token/99296c

b985ab6189d34d207dad5f33d2

*  You will be taken to the Google play store to download and install the client.

Step 2 - Configure the communication client

The communication client can be configured to connect to the Endpoint Management server in two ways:

» Automatic Configuration
«  Manual Configuration
Automatic Configuration

«  After installation in step 1, go back to the setup page and tap the enrollment link as shown below:
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device.

|i| FOR ANDROID DEVICES

Download and install Communication Client by
tapping the following link:
https://play.google.com/store/apps/details?id=
com.itarian.em

Upon n of the installa

15 link:

ll using

https://frontfork-frontfork-msp.dmdemo.comod
o.com:443/enroll/android/index/token/99296c
985ab6189d34d207dad5f33d2

The communication client is automatically configured and the End User License Agreement screen appears.
Manual Configuration

Users can manually configure the communication client to connect to Endpoint Manager by entering the server
settings and the token ID. You can find these items on the setup page:

X MANUAL ENROLLMENT

Use the following settings:

Host: frontfork-frontfork-

msp.dmdemo.comodo.com
Port: 443
Token: 99296cb985ab6189d34d207dad5f33d2

Sincerely, Endpoint Manager team.
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To manually configure the client
«  Open the client by tapping the client icon on your device.

- This starts the client configuration wizard. Enroll the device by entering the server settings and unique
token.

Server Settings

= .4198%0 14:49

F—“/ Server Settings

Server URL

Server port

CONNECT

Server Settings - Table of Parameters

Form Element Type Description
Server URL Text Field | Enter the url of the EM server contained in the mail.
Server port Text Field | Enter the connection port of the server for your device to connect, as

specified in the mail. (Default = 443)

»  Tap the 'Connect' button. The 'Login' screen will open

Login to the Console

You can login to the EM console via the Android app in two ways:

Enter the personal identification number (PIN) contained in the email
OR
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« Enter your username and password

Enter your PIN

»  Open the communication client
»  Open the 'Pin Code' tab on the login screen:

A a197% 0 14:51

Endpoint Manager
Login

PIN CODE AD CREDENTIALS

Enter your PIN

«  Enter the PIN (aka Token' code) from the enroliment email
» Tap'Login'. The End User License Agreement screen will appear.
Enter your username and password

+ Tap the 'AD Credentials' tab on the 'Login' screen

Prerequisite: Enroliment of user devices using their Active Directory (AD) credentials requires:
»  The AD server to be integrated with EM

»  The users to be imported from AD to EM.
See Import User Groups from LDAP for more details on this process.
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[ a .l 97% W 14:51

v J Endpoint Manager
Login

PIN CODE AD CREDENTIALS

Login

Password

LOGIN

»  Enter the username and password you use to login to your network domain.
+  Tap the 'Login' button
End User License Agreement

The EULA screen appears.
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= 1 97%0 14:52

ITARIAN END USER LICENSE AGREEMENT AND
TERMS OF SERVICE

ENDPOINT MANAGER

THIS AGREEMENT CONTAINS A BINDING
ARBITRATION CLAUSE.

IMPORTANT - PLEASE READ THESE TERMS
CAREFULLY BEFORE USING ITARIAN ENDPOINT
MANAGER (THE “PRODUCT"). THE PRODUCT
MEANS ALL OF THE ELECTRONIC FILES PROVIDED
BY DOWNLOAD OR ACCESSED OR INSTALLED WITH
THIS LICENSE AGREEMENT. BY USING THE
PRODUCT, OR BY CLICKING ON “I ACCEPT" BELOW,
YOU ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMENT, THAT YOU UNDERSTAND IT, AND

| ACCEPT DENY

Scroll down the screen, read the EULA fully and click the 'l ACCEPT' button at the bottom.

This will open the app activation screen. Activation requires the app is given some admin privileges:
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<& Device administrator

e Mobile Device Management..

Activating administrator will allow Mobile
Device Management Client to perform the
following operations:

Tap 'Activate'.

Erase all data

Erase the phone's data without warning by
performing a factory data reset.

Change the screen lock
Change the screen lock.

Set password rules

Control the length and the characters
allowed in screen lock passwords and
PINs.

Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed when unlocking the screen and lock
the phone or erase all the phone's data if
too many incorrect passwords are typed.

Lock the screen
Control how and when the screen locks.

Set screen lock password expiry
Change how frequently the screen lock

CANCEL ACTIVATE

The communication client home screen opens:

COMODO
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a4l 97% M 14:54

Endpoint Manager @
Mobile Device Management

Messages

No messages available

‘ Notifications

The device is now enrolled to EM. A security profile will be applied to the device as follows:

« Ifthe useris already associated with a configuration profile in EM then those profiles will be applied to the
device. See Assign Configuration Profile(s) to User Devices and Assign Configuration Profiles to a
User Group for more details.

« If no profiles are defined for the user then the default Android profile(s) will be applied to the device. See
Manage Default Profiles for more details.

The device can now be remotely managed from the EM console.

Endpoint Manager - Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 66



Creating Trust Online®

Endpoint Manager - Administrator Guide comobo

et =

4.1.2.2. Enroll iOS Devices

»  After you have completed the setup process, Endpoint Manager will send an email to your users
containing device enrollment instructions.

»  Users should open the mail on the device itself.

Note: Users must keep their iOS device switched on at all times during enrollment. Enroliment may fail if the device
auto-locks or enters standby mode.

To enroll an iOS device

«  Complete the steps in 4.1.2.Enroll User Devices for Management if you haven't done so already. Those
steps will send an enrollment email to the device owners.

«  Device owners should open the mail on the device itself and tap the enroliment link. This will take them to
the device setup page.

»  Onthe setup page, click the first link under 'For IOS Devices":

[
' FOR I0S DEVICES

owing link on the browser of the d&

hitps//saddle_and_pedals-herculespopular-msp.cmdm. comodo.co
m-443/fenrollfapplefindexftoken/e34983dd628b4fdBc 19241406280
01e2

2} When yo equested to
install Communication Client application. Upon completion of the
installation, there will be a green icon labeled "Run after

installation” shown just like a new application. Tap the green icon
and follow on-screen instructions to complete enroliment process.

A
Il FOR ANDROID DEVICES

A confirmation is shown:
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This website is trying to open Settings
to show you a configuration profile. Do
you want to allow this?

lgnore  Allow

»  Click 'Allow'. The 'Install Profile' wizard starts:

4:38 =0
-4 Safari
Cancel Install Profile Install

Comodo Endpoint Manager
COMODO GROUP LTD

Signed by dmdemo.comado.com
Verified

Description  Configuration Endpoint Manager

Contains Device Enrollment Challenge

More Details

o Tap'lnstall'..
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Install

Cancel

« ..then'Install again.
The profile and certificate installation processes will start:

4:40 4:40

= i) =
A Safari A Safari
Installing Profile 3 Enrolling Certificate 3
Comodo Endpoint Manager Comodo Endpoint Manager
COMODO GROUP LTD., COMODO GROUP LTD,
Signed by  dmdemo.comodo.com Signed by dmdemo.comodo.com
Verified " Yarified
Description  Configuration Endpoint Manager Description  Canfiguration Endpeint Manager
Contains  Davice Enraliment Challenge Centains  Deviee Enrollment Challenge
Maore Details More Details

«  When that has finished, read the privacy information then click 'Install' to continue:
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- Safari

Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://
vp.dmdemo.comodo.com/command/ios-
core/" to remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage, and list apps, and remotely erase
data on your iPhone.

«  Click 'Trust' at the remote management screen to continue installation:
add/remove accounts and restrictions, install

Remote Management

Do you trust this profile's source to
enrall your iPhone into remote
management?

Cancel
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- Safari

Profile Installed Done

Comodo Endpoint Manager
COMODO GROUP LTD

Signed by dmdemo.comodo.com
Verified
Description Configuration Endpoint Manager

Contains  Maobile Device Management
Device ldentity Certificate

More Details

« Tap 'Done' to finish profile installation.

After installing the profile, the communication client installation process will begin. The client is essential for features
such as app management, GPS location and EM messaging.

App Installation

"coyote.cmdm.comodo.com® is about to
install and manage the app "Endpoint
Manager MDM Client" from the App Store.
Your iTunes account will not be charged
for this app.

Cancel Install

The app is downloaded from the iTunes store using the user's iTunes account.

« After installation, tap the green 'Run After Install' icon on the home screen:
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Podcasts Calculator Watch

=3
gm0

GarageBand

)= ¢

iMovie

«  Next, select 'Open' to begin the installation process:

Open in "Endpoint Manager MDM
Client"?

Cancel Open
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Allow "Endpoint Manager
MDM Client” to access your
location?

Endpoint Manager needs your location
info to help on lost or stolen device
retrieval, Also, It might be part of your
corporate usage policy.

Only While Using the App
Always Allow

Don't Allow

mobile fAsviras CH connec antarnrise
«  Tap 'Always Allow'.

* Read and accept the EULA:
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4:43 v =0

- Safari

END USER LICENSE AGREEMENT AND
TERMS OF SERVICE

COMODO ENDPOINT MANAGER

THIS AGREEMENT CONTAINS ABINDING
ARBITRATION CLAUSE.

IMPORTANT — PLEASE READ THESE TERMS
CAREFULLY BEFORE USING THE COMODO
ENDPOINT MAMNAGER SOFTWARE (THE
"PRODUCT"). THE PRODUCT MEANS ALL OF
THE ELECTROMIC FILES PROVIDED BY
DOWNLOAD WITH THIS LICENSE
AGREEMENT. BY USING THE PRODUCT, OR
BY CLICKING ON “I ACCEPT" BELOW, ¥YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMENT, THAT YOU UNDERSTAND IT,
AND THAT ¥YOU AGREE TO BE BOUND BY ITS
TERMS. IF YOU DO NOT AGREE TO THE
TERMS HEREIN, DO NOT USE THE
SOFTWARE, SUBSCRIBE TO OR USE THE
SERVICES, OR CLICK ON *| ACCEPT".

Product Functionality

Comodo Endpoint Manager (EM) allows
administrators to manage, monitor and secure
mobile devices which connect to enterprise
wireless networks. Once a device has been
enrolled, administrators can remotely apply
configuration profiles which determine that
device's network access rights, security settings
and general preferences. EM also allows
administrators to monitor the location of the

Accept Decline

«  The device will be successfully enrolled to Endpoint Manager once the client is installed:
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4:43+ =i
« Safari '

Endpoint Manager MDM Client

YTARINAN

v

Your device is enrolled
Version 1.2.25

At G

Main Scresn App Catalog

« App Catalog - View installed apps, required apps and available apps.
An Endpoint Manager security profile will be applied to the device as follows:

« Ifacustom profile is assigned to the user in EM then those profiles are applied to the device. See Assign
Configuration Profiles to User Devices and Assign Configuration Profiles to a User Group for more.

» Ifno profiles are defined for the user then all 'default' iOS profiles are applied to the device. See Manage
Default Profiles for more on this.

The device can now be remotely managed from the EM console.

4.1.2.3. Enroll Windows Endpoints

«  After you have completed the setup process, Endpoint Manager will send an email to your users
containing device enrollment instructions.

»  Users should open the email on the Windows endpoint you want to enroll. After installation, the
communication client will automatically connect to the EM server.

To auto enroll a Windows device

+  Open the email on the device you want to enroll.
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Endpoint Manager

Welcome to Endpoint Manager!

ou are receiving this mail because your administrator wishes to enroll your smartphone, tablet,
macOS5, Linux or Windows device into the Endpoint Manager system. Doing so will make it easier
and more secure to connect your personal devices to company networks. This mail explains how you
can complete the enrollment process in a few short steps.

Mote:

- Make sure you select the procedure appropriate for your device type i.e. mac2s, Windows, Linux,
103 or Android and complete the necessary steps from the phone, tablet or desktop machine.

This product allows the system administrator to collect device and application data, addfremove
accounts and restrictions, list, install and manage apps, and remotely erase data on your device.
Device Enrollment:

Click this link m%mll your device

Sincerely, Endpoint Manager team.

«  Click the enroliment link in the email to open the device enroliment page
»  On the device enroliment page, click the enroliment link under 'For Windows Devices'":
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- Welcome to Endpoint
N EYET

You are receiving this mail because your administrator wishes to
enroll your smartphone, tablet, macOS, Linux or Windows device
into the Endpoint Manager system. Doing so will make it easier and
more secure to connect your personal devices to company
networks. This mail explains how you can complete the enrollment
process in a few short steps.

NOTE:

Make sure you select the procedure appropriate for your device
type i.e. mac OS, Windows, Linux, iOS or Android and complete
the necessary steps from the phone, tablet or desktop machine.

This product allows the system administrator to collect device and
application data, add/remove accounts and restrictions, list, install
and manage apps, and remotely erase data on your device.

== FOR WINDOWS DEVICES

Enr f Ink:
ttps:/ffrontfork-frontfork-msp.dmdemo.comodo.com: 443 /enroll/win
ows/msitoken/1460571ef0c184504c02a9587c67hal6

The EM communication client setup file gets downloaded.
»  Double-click on the file to install the communication client.

The device will be automatically enrolled to Endpoint Manager. once installation is complete. The EM communication
client icon & appears at the bottom-right of the endpoint screen.

If the EM communication client is not automatically enrolled at the time of installation, for example, due to internet
connectivity issues, you can manually enroll the device at a later time.

For manual enroliment you will need to enter the host, port and token ID. You can find these items on the end of the
device enrollment page.
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% MANUAL ENROLLMENT

Use the following settings:
Host: frontfork-frontfork-msp.dmdemo.comodo.com

Port: 443
Token: 1480571ef0c184504c02a9587c6Tbadt

Sincerely, Endpoint Manager team.

To manually enroll your device

»  Right-click on the communication client tray icon and select 'Activation’

Communication Client Enroll

Enrollment Required
Communication Client needs to be enrolled

in order to manage this device

You need to enroll Communication Client by providing host, port and token
from Device Enrollment email and pressing "Enroll” button.

Please set up host, port and token from Device Enrollment
email.

Host: [

Faort: [4—43

Token: [

I

2:35

; H (:, o A :; E I::] :I::I.:I EMG 24-10-2018 I_T_l
«  Enter the 'host', 'port' and the "Token' contained in the device enroliment page and click 'Enroll'.
«  The communication client will communicate with the EM server and enroll the device.
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Your device is now enrolled!

Cancel

After device enroliment, the next step is to install Comodo Client Security (CCS) onto the endpoint. See Remotely
Install and Update Packages on Windows Devices for help with this.

A security profile will be applied to the device when CCS s installed. Profile deployment is as follows:

- Ifthe user is already associated with a configuration profile in EM then those profiles will be applied to the
device. See Assign Configuration Profile(s) to User Devices and Assign Configuration Profiles to a
User Group for more details.

« If no profiles are defined for the user then the default Windows profile(s) will be applied to the device. See
Manage Default Profiles for more details.

The device can now be remotely managed from the EM console.

Endpoint Manager allows you to rebrand the communication client (CC) and CCS applications to change the
appearance and interface texts in their GUI. This is especially useful for customers who wish to white-label the
CCI/CCS interfaces for their clients.

« The 'Ul Settings' component of a configuration profile applied to the device can be configured to:

«  Show your company name, support website, phone number and email.

»  Display your company logo, header logo, product icons and product logo in various interfaces of
the applications.

» See CC and CCS Application Ul Settings under Create Windows Profiles for more details.
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4.1.2.4. Enroll Mac OS Endpoints

You can enroll MAC devices either with or without installing the Endpoint Manager profile.

«  Apple only allows one portal to use the protocol which manages devices. This causes issues with
customers who want to use Endpoint Manager in conjunction with another management platform.

«  'Profile-less' enrollment lets you use Endpoint Manager to manage security while using another platform for
general Mac management.

«  However, you cannot manage the following items if you choose 'profile-less' enrollment:
o Certificates
o Restrictions
> VPN
o Wi-Fi

1. Enroliment with MDM Profile

« Installs both the communication client and the Endpoint manager configuration profile
*  You can use the full suite of Endpoint Manager tools on your devices
»  See Enroll Mac OS Device with MDM Profile for detailed guidance.

Note: You need to install an Apple Push Notification (APN) certificate on your portal in order to communicate with
MAC devices. If you haven't yet done this, see Add Apple Push Notification Certificate.

2. Enrollment without MDM Profile
 Installs only the communication client for connection to EM.

- Choose if you want to use EM to manage device security and a different platform for general Mac
management.

» You cannot manage certificates, restrictions, VPN or Wi-Fi via EM if you choose this option.
»  See Enroll Mac OS Device without MDM Profile for detailed guidance

4.1.2.4.1. Enroll Mac devices by installing the Endpoint Manager profile

«  After you have completed the setup process, Endpoint Manager will send an email to your users
containing device enrollment instructions.

»  Users should open the email on the Mac OS device you want to enroll. After installation, the communication
client will automatically connect to the EM server.

Add a Mac OS device
«  Open the enroliment mail on the device you want to add
+  Click the link in the mail to open the device enrollment page
+  Scroll to the 'For Mac OS Devices' section
»  Click the link under 'Enroliment with MDM profile":
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application data, add/remove accounts and restrictions, list, install

and manage apps, and remotely erase data on your device.

o FOR MACOS DEVICES

Choose enroliment type:

f 3
« Enroliment with MDM profile - Recommended

Download and install Communication Client by clicking the
following link:

hitps /ifrontfork-msp.dmdemo comodo.com-443/enroll/osxp
ackagefoken/75274a245b0a00d8de 7eb 7 fidef0cbad/install

AppleProfile/

s Enroliment without MDM profile
Download and install Communication Client by clicking the
following link:
https:/ffrontfork-msp.dmdemo.comodo.com:443/enroll/osx/p
ackage/ftoken/75274a245b0a00d8de7ebT7ii4ef0cb54/install
AppleProfile
Please note that you will not be able to manage Ceriificate,
Restrictions, VPN and WiFi profile sections of macOS
devices enrolled without MDM profile.

[
' FOR 10S DEVICES

1} Open the following link on the browser of the device you want to

This will start the installation wizard:
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8@ w Install ITarian Communication Client =}
Welcome to the ITarian Communication Client Installer

You will be guided through the steps necessary to install this

@ Introduction software, version 6.25.21740.19010.

Destination Select
Installation Type

Installation

Sumrmmary

Continue

e Click 'Continue'
Choose the location to install the client:

80 w« Install ITarian Communication Client =

Select a Destination

Select the disk where you want to install the [Tarian

@ Introduction
. Communication Client software.

+ Destination Select

Installation Type . :
-
Installation “
Summary
Comodo

471.32 GB available
49925 GE total

Installing this software requires 70.4 MB of space.

You have chosen to install this software on the disk "Comodo®,

Go Back Continue
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«  Click the disk icon if you want to choose a different install location. Click 'Continue' when you are ready.
The next step lets you choose the installation type and start the installation.

® O w« Install ITarian Communication Client [
Standard Install on "Comodao”

. This will take 70.4 MB of space on your computer.
¢ Introduction P ¥ 2

Destination Select Click Install to perform a standard installation of this software

) on the disk "Comodo”.
« Installation Type

Installation

Summary

Change Install Location...

Go Back Install

«  Click 'Install'
You need to enter your device password to allow the installation:

- Installer is trying to install new software.

-4

i IE . Enter your password to allow this.

User Name: Herald

Passwaord:

Cancel Install Software

»  Enter your username and password and click 'Install Software'
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w Install [Tarian Communication Client =
Installing ITarian Communication Client
Introduction

Destination Select

Installation Type

© Installation Running package scripts...
Summary

Install time remaining: About a minute

The device profiles screen appears when installation is complete:

®0 < i Profiles 2

Device Profiles

.@ Comodo Endpoint Mana CnmndnEndpnlnt T;g:ger
2 settings ittt s
Flying Squad
-|:mgmq ezcription Configuration Endpeint Manager
For Herald Signed dmdemo.comodo.com
ar Hera
; 1 satting Installed 08-Jan-2019 at 4:04 PM
S N
Mobile Device Management
SCEP Enrollment
DETAILS
Mobile Device Management
ription COMODO GROUP LTD.
+ = 2

The client will connect to the EM server:
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=

e
® O « Install ITarian Communication Client =

The installation was completed successfully.

@ Introduction
= Destination Select
@ Installation Type

» Installation
© Summary The installation was successful.

The software was installed.

The device is now enrolled and can be remotely managed from Endpoint Manager.

The next step is to install Comodo Client Security for Mac (CCS) on the endpoint. See Remotely Install Packages
on Mac OS Devices for help to do this.

+  Endpoint Manager will apply any user-specific profiles to the device. See Assign Configuration Profiles to
User Devices and Assign Configuration Profiles to a User Group for more details.

« If no profiles are defined for the user, then the default profiles for Mac OS are applied. See Manage Default
Profiles for more details.

4.1.2.4.2. Enroll Mac OS Device without MDM Profile

«  After you have completed the setup process, Endpoint Manager will send an email to your users
containing device enrollment instructions.

»  Users should open the email on the Mac OS device you want to enroll. After installation, the communication
client will automatically connect to the EM server.

Add a Mac OS device
+  Open the enrollment mail on the device you want to add
«  Click the link in the mail to open the device enrollment page
+  Scroll to the 'For Mac OS Devices' section
Click the link under 'Enrollment without MDM profile":
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application data, add/remove accounts and restrictions, list, install

and manage apps, and remotely erase data on your device.

o FOR MACOS DEVICES

Choose enrollment type:

e Enroliment with MDM profile - Recommended
Download and install Communication Client by clicking the
following link:
https:/ifrontfork-msp.dmdemo.comodo.com:443/enrollfosx/p
ackagefoken/75274a245b0a00d8deTeb7fdefOcbad/install
AppleProfile/1

« Enrollment without MDM profile
Download and install Communication Client by clicking the
following link:
https-/ifrontfork-msp dmdemo comodo.com-443/enroll/osx/p
ackage/token/75274a24.b0a00d8de 7 eb7ff4ef0cbo4/install
AppleProfile
Please note that you will not be able to manage Certificate,
Restrictions, VPN and WiFi profile sections of macOS
devices enrolled without MDM profile.

.
o
' FOR 105 DEVICES

1} Open the following link on the browser of the device you want to

This will download the communication client setup file and start the setup wizard.
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1 w Install ITarian Communication Client [a}
Welcome to the |Tarian Communication Client Installer

You will be guided through the steps necessary to install this

@ Introduction software, version 6.25.21740.19010.

Destination Select
Installation Type

Installation

Summary

Continue

e Click 'Continue
»  Choose the location to install the client:

& « Install ITarian Communication Client = 1
[

Select a Destination

Select the disk where you want to install the |Tarian

+ Introduction o N
Communication Client software.,

+ Destination Select
Installation Type

Installation

Summary

Comodo
470.21 GB available
49925 GE total

Installing this software requires 70.4 MB of space.

You have chosen to install this software on the disk "Comodo®

Go Back Continue
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«  Click the disk icon if you want to choose a different install location. Click 'Continue' when you are ready.
The next step lets you choose the installation type and start the installation.

& w Install ITarian Communication Client [
Standard Install on "Comodao”

. This will take 70.4 MB of space on your computer.
Introduction P ¥ a

©+ Destination Select Click Install to perform a standard installation of this software

) on the disk "Comodo”.
« Installation Type

Installation

Summary

Change Install Location...

Go Back Install

«  Click 'Install'
You need to enter your device password to allow the installation:

= Installer is trying to install new software. i

[ —i

i IE . Enter your password to allow this.

User Name: Herald

Password:

Cancel " Install Software [

+  Enter your username and password and click 'Install Software'
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w Install ITarian Communication Client a -

Installing ITarian Communication Client

Introduction

Destination Select

Installation Type

@ Installation Finishing the Installation...

Summary

Install time remaining: Less than a minute

Once installation is complete, the client will connect to the EM server:

®C « Install [Tarian Communication Client o

The installation was completed successfully.

Introduction
Destination Select
Installation Type

Installation

© Summary The installation was successful.

The software was installed.

The device is now enrolled and can be remotely managed from Endpoint Manager.
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The next step is to install Comodo Client Security for Mac (CCS) on the endpoint. See Remotely Install Packages
on Mac OS Devices for help to do this.

»  Endpoint Manager will apply any user-specific profiles to the device. See Assign Configuration Profiles to
a User's Devices and Assign Configuration Profiles to a User Group for more details.

« Ifno profiles are defined for the user, then the default profiles for Mac OS are applied. See Manage Default
Profiles for more details.

4.1.2.5. Enroll Linux OS Endpoints

«  After you complete the setup process described in 4.1.2, Endpoint Manager will send an email to your
users containing device enrollment instructions.

»  The email contains instructions on how to install the EM communication client on their device.
»  Users should open the email and complete the installation on the actual endpoint you want to

enroll.
After installing the communication client, the endpoint will automatically connect to the EM server.
Supported Linux OS
« Ubuntu 18
+ Ubuntu 16.04.2
+ CentOS7
+ Debian 8.8

» Red Hat Enterprise 7
Enroll a Linux device

«  Open the mail on the target device and click the enrollment link. You will be taken to open the device
enroliment page

«  Click on the link under 'For Linux Devices' and save the file:

fﬂ\ FOR LINUX DEVICES

Download and install Communication Client by tapping the
TONOV [
tps:/frontfork-frontfork-msp.dmdemo.comodo.com:443/enrollilin
Junftoken/146057 1ef0c154504c02a9587c67balt
Use t ' | enroliment | '

1) Change installer mode to executable:

% chmod +x {$installation file%}

2) Run installer with root privileges:

% sudo ./{%installation file%}

You can install the communication client on the Linux device by completing the following:

1. Change installer mode to executable - enter the following command:
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$ chmod +x {$installation file$}
2. Runinstaller with root privileges - enter the following command:
$ sudo ./{Sinstallation file$}
For example:
chmod +x itsm_cTjlw6gG_installer.run

sudo./itsm_cTjlw6gG_installer.run

c1@c1-VirtualBox: ~/Downloads
cl@cl-virtualBox:~5 l1s

De Downloac km-8409.1ini
examples.desktop
- VirtualBox:~$ cd Downloads/
cl@cl-VirtualBox:~/Downloadss 1s
itsm_cTjIwegG_installer.run
cl@ci-VirtualBox: loadsS chmod +x itsm cTjIwégG installer.run
cl@ci-VirtualBox:~/DownloadsS sudo ./itsm_cTjIw6gG_installer.run
[sudo] password for ci:

Verifying archive integrity... All good.

Uncompressing Linux ITSM Agent 100%

systemd system
cTjIw6gG
Created symlink from fetc/systemd/system/multi-user.target.wants/itsm.service to
Jetc/systemd/systemfitsm.service.
Your device is now enrolled!
Service started
c1@c1-VirtualBox:~/DownloadsS [

COMODO
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»  After installation, the communication client will connect to the Endpoint Manager and enroll the device.

«  Once enrolled, the next step is to install Comodo Client - Security for Linux (CCS). See Remotely Install

Packages on Linux Devices for more details.

+ After installing CCS, any EM configuration profiles associated with the user will be applied to the device.
See Assign Configuration Profile(s) to a Users' Devices and Assign Configuration Profiles to a User

Group for more details.

« Ifno profiles are defined for the user then the default profiles for Linux are applied. See Manage Default

Profiles for more details.

The device can now be remotely managed from the EM console.

4 .1.3. View User Details

e Click 'Users' > 'User List'
The 'User List' interface lets you view and edit user account details at anytime.
To view user details

«  Click 'Users' > 'User List'

«  Click the name of a user
The 'User Details' screen opens:
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DASHBOARD

"""" | DEVICES 5 2
Enroll Device  Create User  Manage Profiles Sen
A Users . Rec
| Miner Lint []  NAME EMAIL PHC

User Groups

Role Management [] dyanorat481@gma

CONFIGURATION TEMPLATES

@ Herald hertriumph@agmait.

Enroll Device  Manage Profiles Send Password Delete User
Recovery Email

User Info Associated Devices User Tokens Groups

Personal 27 Edit
Username

Dyanora

Email

dyanorat481@gmail.com
Phone number
9876543210

Roles

Users, Administrators
Customer

Default Customner
Change password time
Mot changed yet

Time add

2018/07/10 11:14:23 AM

Last legin

Not logged in yet

COMODO
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You can update these details by clicking the 'Edit' button. See Update Details of a User for more details. Note - you
can only edit users added to Endpoint Manager. You cannot edit users that were added via the Comodo One or
[Tarian portals.

The user details screen also lets you:

Add new devices for a user

Apply configuration profiles to devices

Send password recovery emails for users to access the EM console
View and manage user devices

View device enrollment tokens generated for users
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» View and manage groups to which a user is a member

Add new devices for users

»  Click 'Users' > 'User List'
«  Click the name of a user
»  Click 'Enroll Device' at the top of the details interface

The 'Enroll Devices' dialog will open with the user pre-populated. See Enroll User Devices for Management if you
need help to complete this process.

Apply Configuration Profiles to user devices

«  Click 'Users' > 'User List'
«  Click the name of a user
+  Click the 'Manage Profiles' button

This will open a list of profiles added to the user's devices. You can add new profiles which will be applied to their
devices. See Assign Configuration Profile(s) to a User's Devices for more details.

Send a password recovery email to users

«  Click 'Users' > 'User List'
»  Click the name of a user
«  Click the 'Send Password Recovery Email' button to start the process.

» Note you can only send password emails to users added to Endpoint Manager. This option is not
available for users added via the C1 or ITarian management portal.

The email contains a link which lets the user reset their password:

Endpoint Manager

Dear Dyanora,

We recently received a password reset request for your Endpoint Manager account.

Date of request: Thu, 25 Oct 2018 05:00:44 +0000

If you requested this change, please confirm and complete the reset process by clicking the
following link (available only once): hitps:/frontfork-msp.dmdemo.comodo.com/user

[site/change-password/username/Dyanora/key/1b11dealb03b1 2b2 6ebbd81 266a604
Qac44d464b

If you did not request this change, please contact us immediately by sending an email to
supporti@itarian.com

Sincerely, Endpoint Manager team.

Tip: Alternatively, you can send the password reset mail from the 'User List' interface. Select the user from the list
and click 'Send password Recovery Email' at the top.
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View devices associated with a user
»  Click 'Users' > 'User List'

«  Click the name of a user
»  Click the 'Associated Devices' link
This tab shows all devices enrolled for the user:

Dyanora

Enroll Device  Manage Profiles Send Password Delete User
Recovery Email

User Info Associated Devices User Tokens Groups

0s MAME ACTIVE COMPONENTS PATCH STATUS CUSTOMER LAST ACTIVITY
samsung_SM-G... [ AG [ AV] Default Customer 2018/10/2510:21:14 AM
® DESKTOP-D8OS... [AG [ Av]Fw]cO] ® Default Customer 2018/10/25 10:21:44 AM
® DESKTOP-TTP.. [AG [ Av]|Fw]co] 2 Default Customer 2018/10/2510:23:11 AM

Associated Devices - Column Descriptions

Column Header Description

0S The operating system of the device.

Name The label of the device as assigned by the user.

- Ifno name is assigned, the model number of the device will be used as the
name of the device.

«  Click the name of the device to open the 'Summary' screen of the Device
Details interface.

«  See 'View Summary Information' for more details.

Active Components The endpoint security components running on the device. For example, Antivirus,
Firewall, Containment etc.

Patch Status How many OS patches and updates are ready for installation on the endpoint. Patch
status is only available for Windows endpoints.

+  Click the number to open the 'Patch Management' tab of the 'Device Details'
interface. It allows you to initiate installation of the missing patches.

» See View and Manage Patches for Windows and 3rd Party Applications
for more details.

Company The customer organization to which the device was registered.

Last Activity The date and time at which the device last communicated with the EM server.
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View User Tokens

Endpoint Manager generates a unique token for each user when you enroll a device for them. This token is used by
the communication client on the device to authenticate the enroliment request to Endpoint Manager. A single token
can be used to enroll any number of devices for the same user. A token is valid for 90 days.

The 'User Tokens' interface displays a list of generated user tokens. You can use these tokens to manually enroll
device for specific users

e Click 'Users' > 'User List'
«  Click the name of a user
«  Click the 'User Tokens' link

Dyanora

Enroll Device  Manage Profiles Send Password Delete User
Recovery Email

User Info Associated Devices User Tokens Groups

TOKEN EXPIRATION DATE DAYS LEFT
6cc745894d58d77d765becB75761807a 2019/01/22 11:09:07 AM
310d44fead1475fd03fbab1bc3r944a3 2018/12/0510:54:10 AM 42
c7b1b2c9dd16c372eebdaaee] 52392c6 2018/11/27 03:25:48 PM 34
14b2e4d7p9d9d17f5aab2bd2a8d36ced 2018/10/317 11:11:28 AM 7
d08e64ed4266c9b3a17a9771cc38f7e10 2018/10/08 11:14:43 AM Expired

User Tokens - Column Descriptions

Column Heading Description
Token The unique serial number of each enrollment token.
Expiration Date Datg ill which the token is valid. Users can enroll devices using the same token until
expiry.
Days left How many days remain until the token expires.

To view and manage user groups to which the user belongs
«  Click 'Users' > 'User List'
+  Click the name of a user
»  Click the 'Groups' tab to view all groups to which the user belongs:
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Enroll Device  Manage Profiles Send Password Delete User
Recovery Email
User Info Associated Devices User Tokens Groups
-

.Q- Add to Group uu Remove from Group C:l T

+

GROUP NAME # OF USERS CREATED BY CREATED

Samsung Users 1

Sales Staff ]

herculespopular2Z@gm...

herculespopular22@gm...

Groups - Column Descriptions

Column Header

Description

2018/10/25 10:39:00 AM

2018/08/02 10:14:01 AM

Group Name The label of the user group
Click the group name to open the 'Group Details' interface.
«  See Edit a User Group for more details.
Number of Users The total count of users in the group.
Created By The administrator who added the group.
«  Click the name to open the 'User Details' interface of the administrator.
Created The date and time at which the group was created.

4.1.3.1. Update the Details of a User
«  Click 'Users' > 'User List'
+  Click the name of a user
«  Click the 'Edit' button

The 'User Details' pane lets you update the username, email address and phone number of a user. You can also
view devices associated with the user and send them a password recovery email.

Note: The 'Edit' option is only available for users added in the Endpoint Manager interface. It is not available for
users that were added via the C1 or [Tarian portals. Those users must be edited in the C1 or [Tarian. All changes
will be reflected in the EM interface.

To update the details of a user

« Click 'Users' > 'User List'

+  Click on the user whose details you want to update.
The user details screen will open.
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Click the 'User Info' tab and then the 'Edit' button at the top right

User Info Associated Devices User Tokens Groups

Username *
jehnsmith
Email *

User Info Associatghl Devices User Tokens Groups

Username *

johnsmith

Email *

fiatliena@gmail.com

Phone Number

Roles
Administrators

Company

Dithers Construction Company

Change Password Time

Mot changed yet

Time Add
Oct 5, 2016, 10:49:07 AM
Last Legin

ot logged in ye

»  Update the username, email address of the user and the phone number as required.
« Click 'Save' at the top for your changes to take effect
The role assigned to the user is displayed under 'Roles'".
+  Click the role name to change the role if required.
« See 'Manage Roles Assigned to a User' for more details.

4.1.4. Assign Configuration Profiles to User Devices
« Click 'Users' > 'User List'
«  Profiles assigned to a user will apply to all devices owned by the user.

»  You can apply multiple profiles for different operating systems to a user. Endpoint Manager will apply the
appropriate profile to a device depending on its OS.
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To manage configuration profiles assigned to a user
«  Click 'Users' > 'User List'
»  Select the user for whom you want to assign/remove profile(s)
+  Click 'Manage Profiles'

COMODO
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Endpoint Manager
DASHBOARD
o, = =
DEVICES I: lB+ L, .
Enroll Device  Create User Managﬂhnﬂles Send Pa
A users e
| User List ]
User Groups
Role Management yanora dyanorat481@g
CONFIGURATION TEMPLATES hertrimphi@amsa
Manage Profiles of Dyanora
Add Profiles
Remove Profiles ":,.l A §
] 0S TYPE PROFILE NAME CREATED BY
] Android Devices in Sales Dept. herculespopular22@gmail.com
|:| First Profile herculespopular22@gmail.com
The list shows all profiles assigned to a user. You can add, remove or edit profiles as required.
Tip: Alternatively, click 'Users' > 'User List' > click on a username > 'Manage Profiles".
To add a new profile to a user
»  Click 'Users' > 'User List'
«  Select the target user
«  Click 'Manage Profiles'
»  Click 'Add Profiles":
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[]  OSTYPE PROFILE NAME CREATED BY v

Inance Lept Android Devices nerculespopular2Z@gmail.co..
O Fi Dept Android Devi hercul 22@gmail

Inance Leparitment YWinoaows L.ompuiers nerculespopularZZ@gmall.co...
O Fi Department Windows Comput hercul 22@gmail

ew Frotlle Tor Lyanora nerculespopular2Zg@gmall.co.
Ol New Profile for D hercul 22 @gmail

«  The next screen shows all profiles that you can add to the user. The list excludes profiles which are already
assigned to the user.
«  Select the profiles you want to add and click 'Save'
+  Click the funnel icon on the right if you want to search for a particular profile

The new profiles will be automatically deployed to the user's devices.

Manage Profiles of Dyanora

°

Add Profiles

Remove Profiles ":_':l h 4
] 0S TYPE PROFILE NAME CREATED BY
] Android Devices in Sales Dept. herculespopular22@gmail.com
] First Profile herculespopular22@gmail.com
|:| Finance Department Windows Computers herculespopular22@gmail.com
] New Profile for Dyanora herculespopular22@gmail.com

To remove a profile

+  Click 'Users' > 'User List'
»  Select the target user
«  Click 'Manage Profiles'
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»  Select the profiles you want to disassociate and click 'Remove Profiles'

0S TYPE PROFILE NAME CREATED BY
Android Devices in Sales Dept. herculespopular22@gmail.com
First Profile herculespopular22@gmail.com
Finance Department Windows Computers herculespopular22@gmail.com
Mew Profile for Dyanora herculespopular22@gmail.com

«  The selected profiles will be immediately removed from devices belonging to the user. See note below:

Note: There are 4 ways you can assign a profile to a device:

1. Assign the profile the device owner, aka the 'user'.

+  Click 'Users' > 'User List' > click a username > 'Manage Profiles' > 'Add Profiles'

2. Assign the profile to the device itself.

«  Click 'Devices' > 'Device List' > click a device name > 'Manage Profiles' > 'Add Profiles'

3. Assign a profile to a device group. Make the device a member of the group.

+  Click 'Devices' > 'Device List' > 'Group Management' tab > click a group name > 'Manage Profiles'

4. Assign a profile to a user group. Make the user (device owner) a member of the group

«  Click 'Users' > 'User Groups' > click a group name > 'Manage Profiles' / 'Associated Devices'
Removing a profile as described in this section will only remove profiles which arrived on the device via method # 1
above.

The profile may remain on the device if it was (also) deployed via methods 2, 3 or 4 above.

4.1.5. Remove a User
You can remove users if their devices no longer need to be managed by Endpoint Manager.
»  Click 'Users' > 'User List'

»  Select the target user and click 'Delete User":
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Endpoint Manager = UserList
DASHBOARD
...... e =1 =
-| DEVICES \ - IB+ o — Pg
Enroll Device  Create User  Manage Profiles Send Password Delete User
& USERS \ Recovery Email
User List ] NAME EMAIL PHONE NUMBER

User Groups

Role Management @& Ebi fiatliena@yopmail.... NS

CONFIGURATION TEMPLATES @ joesmith coyoteewile@yop. N/A

- Alternatively, click on the name of the user
»  Click 'Delete User' in the 'User Details' screen.

Ebi

035 E) B 2

Enroll Device  Manage Profiles Send Password Delete User
Recovery Email

User Info Associated Devices User Tokens Groups

—

»  Click 'Confirm" in the confirmation dialog

Delete User %

Do you really want to delete user «Ehi»?

Note 1: Users added via the C1 or ITarian portal cannot be removed via the EM interface. They can only be
removed from the source portal through which they were added. Once removed they are automatically deleted from
EM.
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Note 2: Users cannot be removed if they still have devices. Ensure all devices associated with a user are removed
or reassigned to another user. See Remove a Device and Change Device's Owner for more details.

4.2. Manage User Groups

Click 'Users' > 'User Groups'

«  Endpoint Manager lets you to create logical groups of users to simplify and streamline user management.
For example, users could be grouped according to existing corporate units ("Sales Dept.', 'Accounts Dept.")
and/or by type of user.

»  Once created, dedicated configuration profiles can be applied to each user group as required. See
Configuration Profiles for more help with profiles.

*  You can also import users/user groups from Active Directory using LDAP. EM periodically synchronizes with
AD to ensure any user updates are mirrored in the EM database. See Import User Groups from LDAP for
more details.

The 'User Groups' interface lists all existing groups and allows you to add new groups and edit groups. You can also
assign profiles to groups from this interface.

«  Click 'Users' > 'User Groups' to open the groups interface.

Endpoint Manager = User Groups i i ® (D & Logout (herculespopular22@gmail.com)
DASHBOARD
4 o,
DEVICES ‘Q+ if]
.m Create Group Export Y
User List NAME # OF USERS CREATED BY CREATED
I User Groups
Role Management Samsung Users 1 herculespopular22@gmail.co... 2018/10/25 10:39:00 AM
CONFIGURATION TEMPLATES Sales Staff 6 herculespopular22@gmail.co... 2018/08/02 10:14:01 AM
APPLICATION STORE Accounts Staff 5 herculespopular22@gmail.co... 2018/08/02 10:13:34 AM
APPLICATIONS Office Admins 4 herculespopular22@gmail.co... 2018/08/02 1013719 AM

User Groups - Column Descriptions

Column Heading Description

Name The user group label.

+  Click the name of a group to view and manage its members, assign
configuration profiles and more. See Edit a User Group for more details.

Number of Users Shows how many users are in the group.
Created By The administrator who created the group.
«  Click the admin name to view their details. See View User Details if you need
help with this.
Created Date and time at which the group was created.
Create Group Add a new user group to EM and include users into it. See Create a New User Group
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for more details.

Export Save the list of user groups as a comma separated values (CSV) file.
The exported .csv is available in 'Dashboard' > 'Reports'
See Export the List of User Groups for more details.

Export the List of User Groups

+  Click 'Users' > 'User Groups'.
»  Click the 'Export' button above the table then choose 'Export to CSV":

= User Groups

L,

Create Group

e I s crco

Road Warriors 0 herculespopular22@gmail cor

»  The CSV file will be available in 'Dashboard' > 'Reports'
»  See Reports in The Dashboard for more details.

Sorting, Search and Filter Options

»  Click any column header to sort groups in alphabetic or ascending/descending order of the entries in the
column.

»  (Click the funnel button 7 at the right end to open the filter options.
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wile@ya... 2016/07/0512... Mame
0 filters Lenovo
Created By
Created
From
To

The 'User Groups' interface allows you to:
« Create a New User Group
» Edit a User Group
+  Assign Configuration Profile(s) to a User Groups

* Remove a User Group

4.2.1. Create a New User Group
»  Click 'Users' > 'User Groups'

The 'User Groups' interface lets you add and populate new user groups. Configuration profiles applied to the group
will then be pushed to all devices owned by users in the group.

To create a new user group

»  Click 'Users' > 'User Groups'

»  Click 'Create Group' above the table.
The 'Create User Group' dialog will open:
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NAMA # OF USERS CREATED BY
Road 10 herculespopular22@gma
Office Adrgi 0 herculespopular22 @

Create User Group

Name *

Name

Choose user(s)

Save

»  Name - Type a label for the user group.

»  Choose User(s) - Add users to the group.
«  Start typing the first few letters of a username and select from the suggestions.
»  Repeat the process to add more users.

»  Note: You can skip this step and add users later if required. See Edit a User Group for more
details.

»  The group will be saved and the group details screen will open.

»  Profiles can now be applied to the group. See Assign Configuration Policy to a User Group for more
details.

»  Users can be added or removed from the group at anytime. See Edit a User Group for more details.
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Add Users 1o Manage Profiles Delete User Rename User
Group Group Group

Q
-

.m' Remove from Group
USERNAME

Dyanora [Stem Forks]
Avanti [Saddle and Pedals]

Writer [herculespopular]

Note: A single user can be a member of more than one group. Profiles from every group of which the user is a
member will be applied to the user's device. If the settings in one profile clash with another profile, EM will
implement the most restrictive setting. For example, if one profile allows the use of the camera but another profile
blocks it, then the device will not be able to use the camera.

4.2.2. Edit a User Group

» The group details screen lets you manage group members, rename the group, or delete the group.
»  Click 'Users' > 'User Groups'.
«  Click the name of the group you want to edit:
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Create Group Export

NAME #0F USERS CREATED BY

Marketing Staff 3 herculespopular22 @gmail.com [he..

Marketing Staff
= =5
& Bt Es v
Add Users to Manage Profiles Delete User Rename User
Group Group Group

'ﬂ_ﬂ' Remove from Group

USERNAME

Dyanora [Stem Forks]

Avanti [Saddle and Pedals]

Writer [herculespopular]

The group details screen allows you to:

+ Add new users to the group
* Rename the group
»  Assign Configuration profiles to the group
*  Remove the group
To add new user(s) to the group
»  Click 'Add Users To Group'.

«  Select the users you want to add and click 'Save'.

o
CREATED
2018/07/25 04:15:44 PM
O
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»  All group profiles will be applied to the new user's devices. These profiles will be removed from the device if

you remove the user from the group.
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= User Groups / Marke staff i i 1 &L Logout (coyoteewile@yahoo.com)

Marketing Staff
haty
&, o 4
Add Usars to nage Frofilas Delete User Rename Liser
Group Group Group
Rgmaove from Group T

= UstrGroups / Marketing Staff / Add Users L +] & Logout (coyateewile@yahoo.com)

Add Users to Marketing Staff

[0  userMamE

I Coyotewile [Coyote]
(1 ¥¥Z Test [Coyate]
(] mizndenin2 1 6@outlsok com [Coyote]
(] John [Defautt Company]
gerald@yopmail.com [Dithers Construction Company]

Trote

To rename a group
«  Click 'Users' > 'User Groups'.
«  Click the name of the group you want to re-name.
«  Click the 'Rename User Group' button
«  Enter the new label in the 'Name' text box and click 'Save":
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"9' + L_f

Add Users to Manage Profiles Delete User Rename User
Group Group GEE):

'm' Remove from Group ":.l T
"""" USERNAME

Rename Group p 4

MName *

Marketing Staff

v Jome

4.2.3. Assign Configuration Profiles to a User Group
»  Click 'Users' > 'User Groups'

The 'User Group Details' pane lets you view the configuration profiles currently applied to a user group and to apply
new configuration profiles. The profiles will be applied instantly to all the devices belonging to all users in the group.
This is particularly useful if organizations wants to roll out profiles to devices on user group basis. You can select
profiles for different operating systems and these will be applied to the respective devices.

For more details on profiles, See Create Configuration Profiles.
To view and manage the profiles applied to a group

«  Click 'Users' > 'User Groups'.

»  Click on the name of the group whose profiles you wish to manage.
The group details interface opens with a list of all users in the group.

»  Click 'Manage Profiles' at the top.
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.-9-_,_ E.I Ed
Add Users to ManWroﬂles Delete User Rename User
Group Group Group

Remove from Group

USERNAME

\4
Manage Profiles of Marketing Staff

°

Add Profiles

Remove Profiles ":! T
0S TYPE PROFILE NAME CREATED BY
First Profile herculespopular22@gmail.com
MNew Linux herculespopular22@gmail.com

The 'Manage Profiles For User Group' interface opens showing the profiles associated with the group.
To add a new profile
+  Click 'Add Profiles'
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Manage Profiles of Marketing Staff

Remove Profiles "':,.l T
0S TYPE PROFILE NAME CREATED BY
First Profile herculespopular22@gmail.com
Mew Linux herculespopular22@gmail.com
Add Profiles to Marketing Staff
@ Save "::l T
0S TYPE PROFILE NAME CREATED BY
Finance Dept Android Devices herculespopular?...
""" Android - Security Level 7 Profile v.6.23 admin
Android Devices in Sales Dept. herculespopular?...
i05 Purchase herculespopular?...

Alist of all configuration profiles, available in EM, excluding those already applied to the group will be displayed.
«  Select the profiles to be applied to the users in the group and click 'Save'.
The profile will be associated with the group and applied to all the devices used by the members in the group.
To remove a profile from a group
»  Click 'Users' > 'User Groups'.
«  Click on the name of the group whose profiles you wish to manage.
«  Click 'Manage Profiles' at the top of the 'Group Details' interface.
+  Select the profile from the 'Manage Profiles' interface and click 'Remove Profiles'
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Manage Profiles of Marketing Staff

°

Add Profiles

_HTI Remove Profiles C_} T
0S5 TYPE PROFILE NAME CREATED BY
Android Devices in Sales Dept. herculespopular22@amail.com
i05 Purchase herculespopular22@gmail.com

The profile(s) will be removed from all the devices belonging to the members of the group.

Note - Disassociating a profile from a user group will remove the profile from devices belonging to the users in that
group only if it is applied because the user is a member of that group. If the same profile is applied to a member
device through some other source, (like the profile is applied to the device, user of the device or a group to which
the device belongs), then the profile will not be removed.

4.2.4. Remove a User Group

»  Click 'Users' > 'User Groups'
The 'User Groups' interface lets you remove unwanted user group(s) in Endpoint Manager.

Note: Only Groups that do not contain any members in it can be removed. Ensure that all users are removed from
the group before removing it. See the explanation of removing users from a group in Edit a User Group for
more details.

To remove a user group
»  Click 'Users' > 'User Groups'
»  Click the name of the group to be removed.

The group details interface will be displayed with the list of users in the group.
»  Click 'Delete User Group' at the top.
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Add Users to Manage Profiles Delete User Rename User
Group Gro Group

Remove from Group

USERMAME

Delete User Group b4

Do you really want to delete this user group?

«  Click 'Confirm" in the confirmation dialog. The user group will be removed from Endpoint Manager.

4.3.Configure Role Based Access Control for Users

»  Click 'Users' > 'Role Management' to open the 'Role Management' interface

»  User privileges depend on the roles assigned to them. Administrators can create different roles with
different access privileges and assign them to users as required. A single user can be assigned to any
number of roles.

«  Comodo One and ITarian customers - All staff created in the Comodo One or [Tarian interface will be
available for selection for all roles and for all companies in the account. This allows you to assign different
roles to the same staff member for different companies.

*  You can restrict access to selected companies/groups in a role by defining the access scope. Staff can only
manage the devices of companies/groups that are allowed by their role.

There are two tabs in the role management interface:

* Roles - view and edit each role's permissions. You can also create custom roles here.
»  Users - view users and assign them to roles

Roles
« The 'Roles' interface allows you to create and manage user roles.

« Each role defines a staff member's rights to access EM modules and to manage users/devices belonging to
different companies. You can restrict a role to manage specific companies and specific device groups.

+  Endpoint Manager ships with four roles, '‘Account Admin', '‘Administrators', "Technician' and 'Users'".

»  The 'Account Admin' role can be viewed but not edited. The permissions in the other three roles can be
modified. You can also create custom roles according to your requirements.
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Endpoint Manager = Role Mana q- {® & Logout (herculespopular22@gmail.com)

DASHBOARD

DEVICES
‘.‘w E+ Add role [é] Export %) T

User List

NAME DESCRIPTION # OF USERS
User Groups
I m Technician Technician of the system 7.
CONFIGURATION TEMPLATES
Account Admin Account Admin of the system 2
APPLICATION STORE . .
Admin_for_sales for sales dept computers 0

APPLICATIONS

«  Custom roles and built-in roles are available for selection when adding a new user.
«  Admins can add or remove roles at any time. You can also change the role of any user at any time.

»  New users are assigned the 'User' role by default. However, you have the option to make any role the
default.

Roles - Column Descriptions

Column Heading Description

Name Role label.
«  Click a role name to open the 'Role Management' > ‘Role Permissions' screen.
»  You can view and manage permissions assigned to the role.

»  See 'Manage Permissions and Assign Users of a Role' for more details.

Description A short description of the role.

Number of Users Shows how many users are assigned to the role.

«  Click the number to open the 'Assign Users' screen, which lets you manage
users assigned to the role. See 'View users assigned to a role' for more

details.
Add Role Create new roles and assign them to users. See Create a New Role for more details.
Export Save the list of user roles as a comma separated values (CSV) file.

The exported .csv is available in '‘Dashboard' > 'Reports'
See Export the List of Roles for more details.

»  Click a column header to sort the table according to the items in the column.

« Click the funnel T on the right to implement more filters.

The roles interface allows you to:
« Create a new role

« Manage Roles

» Edit a role name and description of a role
» Manage the permissions assigned to a role
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+ Manage the users assigned with a role
* Remove aRole
Export the List of Roles

»  Click 'Users' > 'Role Management'.
«  Select the 'Roles' tab
»  Click the 'Export' button above the table then choose 'Export to CSV":

Roles Users

E+ Add role

NAME

Technician Technician of the system

»  The CSV file will be available in 'Dashboard' > 'Reports'
»  See Reports in The Dashboard for more details.

» The 'Users'interface lets you view users added to EM and the roles assigned to them.
* You can also edit the roles assigned to each user from this interface.
«  Click the 'Users' tab to switch to the 'Users' interface:

Endpoint Manager = Role Management / Users . K- S Logout (herculespopular22@gmail.com)

DASHBOARD

DEVICES

@ [;_é:) Restore to C1 Default Ié] Export G Y
User List
""" NAME EMAIL ROLES
User Groups
Role Management
I _g admin herculespopular22@gmail.com [Account Admin]
CONFIGURATION TEMPLATES >
[ Avanti avantistude@gmail.com [Users]
APPLICATION STORE
Dyanora dyanorat481@gmail.com [Administrators] [Users]

Users - Column Descriptions

Column Heading Description

Name The login username of the user.

»  Click a username to view and manage roles assigned to the user. See Manage
Roles assigned to a User for more details.

Endpoint Manager - Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 15



Creating Trust Online®

Endpoint Manager - Administ_@__t__or-—euid'éf _ | COMODO

=

.-’/

Email The registered email address of the user.

Roles The user roles assigned to the user.

Click a role name to view and manage permissions assigned to the role. See 'Manage
Permissions and Assigned Users of a Role' for more details.

Restore to C1 Default Revert the user's role to the Comodo One or ITarian system default role.

Applies only to users imported from Comodo One or [Tarian. It doesn't apply to users
added via EM.

See restoring user role in Manage Roles Assigned to a User for more.

Export Save the list of users as a comma separated values (CSV) file.
The exported .csv is available in 'Dashboard' > 'Reports'.
See Export the List of Users for more details.

«  Click a column header to sort the table according to the items in the column.
«  Click the funnel T on the right to implement more filters.

Export the List of Users

+  Click 'Users' > 'Role Management'.
«  Select the 'Users' tab
»  Click the 'Export' button above the table then choose 'Export to CSV":

Roles Users

Lé:) Restore to C1 Default
Export to C3V

NAME
admin herculespopular22@gmail.com
Avanti avantistude@gmail.com
Dyanora dyanorat481@gmail.com

""" herculespopular22@gmail.com herculespopular22@gmail.com

The CSV file will be available in 'Dashboard' > 'Reports'
See Reports in The Dashboard for more details.

The 'Users' interface allows administrators to:

Manage Roles Assigned to a User
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4.3.1. Create a New Role
Administrators can create roles featuring different permissions for staff and users.

To create a new role
«  Click 'Users' on the left and select 'Role Management'.

e  Click the 'Roles' tab.
«  Click 'Add Role' above the table.

Roles Users

E+ Add role

NAME DESCRIPTION

With privileges applicable for purchase dept

Admin_for_Nurchase_dept

Create New Role

Name *

Name

Description *

Description

The 'Create New Role' wizard will start.
»  Specify a name for the role in the 'Name' text box.
«  Enter a short description for the role in the 'Description' box.
»  Click 'Create'.
The new role will be created and listed in the 'Roles' screen. The next step is to define the privileges for the role.

»  Click on the new role to edit its permissions, to assign users to the role, and to specify which companies
and device groups the role is allowed to manage.
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Roles Users
=+ Add role
NAME & DESCRIPTION

Account Admin of the system

Administrator for managing devices only

With privileges applicable for purchase dept

Admin_Device_Management
Make Default

-m- =

%u'

Delete role Edit

Role Permissions Assign Users Access Scope

@ Save Apply to all m
PERMISSION DESCRIPTION ACTION

Access to "Access Scope” tab
access_scope.manage (companies and groups) at OFF
"Role Management® page.

dashboard.audit Access to "Audit” page. OFF

dashboard.audit_logs Access to "Audit Logs” page. FF

3 E
)

dashboard.compliance Access to "Compliance” page.

The 'Role Details' interface contains three tabs:

* Role Permissions - Define access rights and privileges for the role

+  Assign Users - Select users who should have the role.

« Access Scope - Select which companies and device groups can be accessed by staff assigned to the role
To select access rights and privileges for the role

»  Click the 'Role Permissions' tab if it is not open
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The tab shows a list of all available permissions along with a description of each.
»  Use the switches on the right of each item to enable or disable a permission
«  Use the 'Apply to all' switch to enable all permissions or disable all permissions
+  Click "Save' for your settings to take effect
To assign the new role to selected users
«  Click the 'Assign Users' tab.
This opens a list of all users enrolled in EM so far.

Admin_Device_Management

Make Default
= =g
i} 4
Delete role Edit
Role Permissions Assign Users Access Scope
I §
NAME a COMPANY EMAIL ACTION
gerald@yopmail.com kanchiidly gerald@yopmail.com Assign to Role
Glen Deer Company nelg@yopmail com Assign to Role
Greenway Dithers Construction Company yawneerg@yopmail.com Assign to Role
Herald Triumph Dithers Construction Company hertriumph@gmail.com Assign to Role
Horizon Default Company josephsaviourD@gmail.com Assign to Role

«  Click the 'Assign to Role' links to place a user in the role.
+  Click the 'Remove from Role' link to unassign a user from the role.

Tip: You can search for specific user(s) by clicking the funnel icon at the top right.

Select which companies and device groups can be accessed by the role
»  Click the 'Access Scope' tab.

This opens a list of all companies added to EM so far. Device groups belonging to each company will be listed
below the company name.
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Admin_Device_Management
Make Default
=
Delete role Edit
Role Permissions Assign Users Access Scope
Q Save Apgly 1o all m T
COMPANY GROUP ACTION
Detault Company m
Default Comp. Deefault Group
Default Comp Default Growp - Default Company m
Coyute
Coyate Sales m

»  Use the green 'master' switch beside a company name to enable or disable the ability to manage groups
belonging to the company. Please note you should have provided appropriate devices management role
permissions.

«  Use the switches beside a device group to enable or disable access to specific company groups.
«  Use the 'Apply to All' switch to enable or disable access to all companies and groups on the page.
»  Click 'Save' for your settings to take effect

»  Click the edit button Edit to modify the role's name and description. Please note that you cannot modify the
built-in roles, Account Admin, Administrators and Technician.

»  Click 'Make Default' if you want this to be the role that is initially assigned to new users. Please note
'Account Admin' role cannot be made as a default role.

4.3.2. Manage Permissions and Users Assigned to a Role

«  Click 'Users' on the left and select 'Role Management'.
«  C(Click the 'Roles' tab.
«  Click a role name to view details of the role
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Roles Users
=+ Add role
NAME & DESCRIPTION

Account Admin of the system

Administrator for managing devices only

With privileges applicable for purchase dept

Admin_Device_Management
Make Default

-m- =

Delete role Edit

%u'

Role Permissions Assign Users Access Scope

@ Save apply o all [JEITI

PERMISSION DESCRIPTION ACTION

Access to "Access Scope” tab
access_scope.manage (companies and groups) at OFF
"Role Management® page.

dashboard.audit Access to "Audit” page. OFF

dashboard.audit_logs Access to "Audit Logs” page. FF

3 E
)

dashboard.compliance Access to "Compliance” page.

The 'Role Management' interface allows you to:
«  Edit the name and description of a role
» Manage the permissions assigned to a role
» View users assigned to a role
« Assign/remove a role to / from users

» Select companies and device groups accessible to a role
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« Setarole as the default role
To edit the name and description of the role

»  Click the 'Edit' button Edit at the top

Admin_Device_Management
Make Default

Delete role

Role Permissigns Assign Users Access Scope

2 o

Edit This Role

Name *

Admin_Device_Management

Description *

Administrator for managing devices only

«  Click 'OK' for your changes to take effect.

To manage the permissions assigned to a role
»  Click the name of the role to open the 'Role Details' interface
«  Click the 'Role Permissions' tab if it is not open
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Make Default
T 4
Delete role Edit

Role Permissions

@ Save

PERMISSION

acCcess_scope.manage

dashboard.audit
dashboard.audit_logs

dashboard.compliance

To view users assigned to a role

Click the 'Assign Users' tab

Assign Users

Click 'Save' for your settings to take effect

et =

Access Scope

Apply to all m

DESCRIPTION

Access to "Access Scope” tab
(companies and groups) at
"Role Management” page.

Access to "Audit” page.
Access to "Audit Logs® page.

Access to "Compliance” page.

The tab shows a list of all available permissions along with a description of each.

Use the switches on the right of each item to enable or disable a permission

Use the 'Apply to all' switch to enable all permissions or disable all permissions

Click the name of the role to open the 'Role Details' interface
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Admin_Device_Management

Make Default
_ I
T @
Delete role Edit
Role Permissions Assign Users Access Scope
SR §
NAME & COMPANY EMAIL ACTION
gerald@yopmail.com kanchiidly gerald@yopmail.com Assign to Role
Glen Deer Company nelg@yopmail.com Assign to Role
Greenway Dithers Construction Company yawneerg@yopmail.com Assign to Role
Herald Triumph Dithers Construction Company hertriumph@gmail.com Assign to Role
Horizon Default Company josephsaviourd@omail.com Assign to Role

The links in the 'Action’ column indicate which users are assigned the role.
»  Click the 'Assign to Role' links to place a user in the role.
+  Click the 'Remove from Role' link to unassign a user from the role.

Tip: You can search for specific user(s) by clicking the funnel icon at the top right.

«  Click a username to open a list of all roles assigned to that user, allowing you to add or remove roles from
the user as required. Refer to Managing Roles assigned to a User for more details.

To select which companies and device groups can be accessed by the role
»  Click the name of the role to open the 'Role Details' interface
»  Click the 'Access Scope' tab
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Admin_Device_ Man&gEI'T"IEHT
Bdaks Defauit
Delee role Edit
Role Permiazions Aszszign Uaara Appags E;ECPF
) sove nesiy 1o 2l [T T
COMPANY GROUP ACTION
Dafault Cqmp;r!r (8] ]
Default Comp_  Detautt Group KEx
Default Comp Default Group - Defaull Company m
Coyote [ N |
Coyate Sales m
| o |

»  Use the green 'master' switch beside a company name to enable or disable the ability to manage groups
belonging to the company. Please note you should have provided appropriate devices role permission.

«  Use the switches beside a device group to enable or disable access to specific company groups.
»  Use the 'Apply to All' switch to enable or disable access to all companies and groups on the page.
«  Click 'Save' for your settings to take effect

Set a role as the default role

»  The default role is automatically applied to any new user unless the admin specifies a different role when
adding the user

«  The default role is automatically applied to users if their current role is removed
To set the default role:
«  Click 'Users' > 'Role Management' > 'Roles'
»  Click the name of the role you wish to make default. To open the 'Role Details' interface

«  Click 'Make Default' under the name of the role:
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Delete role Edit

Role Permissions Assign Users Access Scope

@ Save Apply to all m

PERMISSION DESCRIPTION ACTION

Manage company access (device list)

per user role LR

COmpany.manage.access-scope

dashboard.audit Access to audit page m

The role be set as default. This will be indicated as follows:

Users
4
Delete role Edit
Role Permissions Assign Users Access Scope

E Save Apply to all m

PERMISSION DESCRIPTION ACTION

4.3.3. Remove a Role
Administrators can delete roles that are no longer deemed necessary.

* Roles that are currently assigned to users cannot be removed. You should first remove all users from any
role you wish to delete.

«  The current 'Default’ role cannot be deleted. You should make another role the default first.
«  The built-in roles (‘Account Admin', '‘Administrators' and ‘Technicians') cannot be removed either.
To remove a role

«  Click 'Users' on the left and select 'Role Management'.
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+  Click the 'Roles' tab.
+  Click the 'Role' name to open the 'Role Management' interface
»  Click 'Delete Role' at the top

Admin_for_purchase_dept
Make Default

Assign Users Access Scope

PERMISSION DESCRIPTION

Delete Role p e

Do you really want to delete this role?

oo s~

A confirmation dialog will appear.

«  Click 'Confirm' to remove the role.

4.3.4. Manage Roles Assigned to a User

» The 'Users' tab lets you view the roles assigned to each user. A role governs a users permissions and
access rights within Endpoint Manager.

« You can add new roles to a user, or remove roles from a user.

+  Note - you cannot assign or remove the 'Account Admin' role. This is automatically assigned to the
person that created the C1 or [Tarian account.

«  Comodo One and ITarian customers - All staff created in C1 and [Tarian will be available for selection in all
roles, and for all companies. This lets you assign different roles to the same staff member for different
companies.

«  You can specify which companies a role can access in the role's 'Access scope”:
« Click 'Users' > 'Role Management'
«  Click the 'Roles' tab
«  Click on a role name to open its details page
«  Open the 'Access Scope' tab
- Enable or disable access to specific companies as required.
To view the list of users with roles assigned to them
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»  Click 'Users' > 'Role Management'.
«  Select the 'Users' tab.

COMODO
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= Role Management > Users ) @ &L Logout (coyoteewile@yahoo.com)

Roles Users

Restore to C1 Default ) A ¢
NAME EMAIL ROLES
Coyotewile coyoteewile@yahoo.com [Users]
""" maxlenin2016@outlook.com maxlenin2016@outiook.com [Technician]
ssgalia@yahoo.com ssgalia@yahoo.com [Technician]
The 'Users' interface lets you to:
» Add or remove roles assigned to a user
» Revert a user's role to the Comodo One or ITarian system default role
To manage roles assigned to a user
«  Click on the name of a user whose roles you want to manage.
»  The interface will show all roles you can assign to the user.
+  Click 'Assign to Role' to delegate a new role to the user .
»  Click 'Remove from Role' to withdraw membership of a role from a user.
Endpoint Manager - Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 128



Endpoint Manager - Administrator Guide coMODO

Creating Trust Online®

Roles Users

Roles of ssgalia@yahoo.com

NAME ACTION

Account Admin

Admin_Device_Management Assign to Role
Admin_for_purchase_dept Assign to Role
Administrators Assign to Role
Compliance_Dashboard_blocked Assign to Role
No_report Assign to Role
Technician Remove from Role
Users [default] Remove from Role
Results per page: 20 v Displaying 1-8 of 8 resulis

To reset the roles to C1 or ITarian default

The following only applies to users added via the C1 or ITarian portal. It does not apply to users added via the
Endpoint Manager interface.

»  Click 'Users' > 'Role Management'.
»  Click the 'Users' tab.

Roles Users Default role: Users
oo rveas) r
]

O yotewile coyoteewile@yahoo.com [Users]

Il YWZTest xyz@yopmail. com [Users]

O Impala impalachevvy@gmail.com [Users]

O cheff sumeetdomestic@gmail com [Uzers]

n coyoteewile@yahoo.com coyoteewile@yahoo.com [Account Admin]

O John fiatliena@gmall.com [Users]

] Uger 1 christmazevel8@yahoo com [Users]
@ ssgalia@yahoo.com ssgalia@yahoo.com [Technician] [Users]
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»  Select the user and click the 'Restore to C1 Default' button. Use the filter option at top-right if you need to
search for users.

Restore to C1 Default

You are about to reset user roles to default settings.
You will not be able restore the currently selected preferences.
Do you want to continue?

cviom | o

«  Click 'Confirm' to restore the user with C1 or ITarian default role.

5. Devices and Device Groups

The 'Devices' area allows you to:
» View, manage and take actions on enrolled devices and device groups.

«  Download the packages required for endpoint enrollment, and for enrollment of devices through Active
Directory.

«  Download the Remote Control tool, which allows staff to remotely access Windows and Mac OS endpoints.
- View devices which were found by a network discovery scan

Endpoint Manager = Device List K &, Logout (herculespopular22@gmail.com)

DASHBOARD

Search group name ¢ Tg Group t Device Di d Devices ()
L
Device List 2 Show all =2 0 | R | E:} '_;l ) Q
Bulk Installation Pack: M -
e O [+] & Default Customer Enroll Device  Remote Control  Remote Tools  Run Procedure  Manage Profiles  Install of Update  Refresh Device Reboot  More
Packages information
USERS [+] & Fork Springs Regional Tr...
CONFIGURATION TEMPLATES [+] & frontfork
[+] & Saddle and Pedals paTeH LOGGED 1N
NETWORK MANAGEMENT
0S  NAME ACTIVE COMPONENTS CUSTOMER LAST ACTIVITY
t STATUS USER v
APPLICATION STORE
= @ DESKTO. [ac [av] 2 Default Cust..  DESKT.. (i 2019/02/13 09:47:04 AM
APPLICATIONS
0 ® John Ph.. mom frontfork 2019/02/13 09:45:40 AM
SECURITY SUB-SYSTEMS
® LENOVO.. frontfork 2019/02/13 09:42:12 AM
SETTINGS o mm
] ® TECHM PN Ao | ®3 frontfork N/A 2019/02/13 09:35:47 AM
TECHM. m ®2 Saddle and TECHM.. f§f  2019/02/12 09:50:45 PM

The device list area is split into two sections - Device Management and Group Management. A list of companies and
company groups is shown to the left of the main information pane.

« Device Management - Shows all devices added to Endpoint Manager. Use the links in the middle column
to view devices which belong to a specific company or group.

This area lets you add and manage devices, manage device profiles, install CCS, take remote control of
Windows and Mac OS devices, remotely lock devices and more. See 'Manage Devices' for more details.

« Note: See Enroll User Devices if you want help add new devices.
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»  Group Management - Create new device groups, view and manage membership of existing groups, apply
profiles to groups and more. You can choose the group you wish to manage from the list on the left. See
'‘Manage Device Groups' for more details.

- Discovered Devices - Devices identified by a network discovery scan. Discovery scans help you identity
what endpoints are connected to a network. You can then enroll these devices to Endpoint Manager. See
Discovered Devices for more details.

« Bulk Installation Package - Download the communication client packages required to manually enroll
devices and/or bulk-enroll devices from Active Directory. You can also download the Remote Control tool
which allows you to interact with remote Windows and Mac OS endpoints. See Bulk Enroliment of
Devices for more details.

Note: Before you can enroll devices, you should first have installed an Apple Push Notification (APN) certificate
(i0S devices) and/or Google Cloud Messaging (GCM) token (Android devices). See step 2 of the quick start guide
if you have not yet added an APN certificate and/or GCM token.

Process in short:

« Step 1- Enroll users (if you haven't done so already)

« Step 2 - Enroll devices (if you haven't done so already). Note - you also can use bulk enroliment to
import Windows and MAC devices en masse.

«  Step 3 - Create Device Groups.

- Step 4 - Import Devices into Groups.

» Step 5 - Apply Configuration Profiles to Groups.

» Step 6 - View Details of and Manage Individual Devices.
Please use the following links to find out more:

» Manage Device Groups

«  Create Device Groups
« Edit Device Groups
« Assign Configuration Profile to Groups
« Remove a Device Group
« Manage Devices

+ Add New Devices

* Manage Windows Devices

» Manage Mac OS Devices

» Manage Linux Devices

« Manage Android / iOS Devices

«  View User Information

* Remove a Device

»  Remote Management of Windows and Mac OS Devices

» Remotely Browse Folders and Files on Windows Devices

» Remotely View and Manage Processes Running on Windows Devices
»  Apply Procedures to Windows Devices

* Remotely Install and Update Packages on Windows Devices
» Remotely Install Packages on Mac OS Devices

« Remotely Install Packages on Linux Devices

» Install Apps on Android / iOS Devices
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»  Generate an Alarm on a Device
» Lock/Unlock Selected Devices
»  Wipe Selected Devices
»  Assign Configuration Profile to Devices
« Set or Reset Screen Lock Passwords
« Update Device Information
» Send Text Messages to Devices
» Restart Selected Windows Devices
« Change a Device's Owner
» Change Device Ownership Status
»  Generate Device List Report
» Discovered Devices

«  Bulk Enroliment of Devices

»  Enroll Windows and Mac OS Devices by Installing the EM Communication Client Package
«  Enroll the Android and iOS Devices of Active Directory Users
» Download and Install the Remote Control Tool

5.1.Manage Device Groups

»  Click 'Devices' > 'Device List > 'Group Management'
Device groups make it easy to manage large numbers of Android, iOS, Mac, Windows or Linux devices.

The ability to create device groups depends on your account type. See the table below for details:

Comodo One MSP Customers Can create separate device groups for each Company/Organization
enrolled in their Comodo One account. All companies and groups can
be selected from the list to the left of the main pane.

Comodo One Enterprise Customers Can only create groups under the 'Default Company'.

ITarian MSP Customers Can create separate device groups for each Company/Organization
enrolled in their ITarian account. All companies and groups can be
selected from the list to the left of the main pane.

ITarian Enterprise Customers Can only create groups under the 'Default Company'.

Endpoint Manager Stand-alone Customers | Can only create groups under the 'Default Company'.
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Endpoint Manager = Group Management © @ &, Logout (herculespopular22@gmail.com)
DASHBOARD
Search group name ¢ E Group Management Device Management Discovered Devices o
L] =
I Device List B Show all & [I;—é;} T} _E' o
LS U o * % Default Customer Create Group  Manage Profiles  Rename Group Delete Device
A
Group
USERS +| & Fork Springs Regional Tr...
CONFIGURATION TEMPLATES | & frontfork NAME # OF DEVICES ~ CREATED BY CREATED
+| & Saddle and Pedals
NETWORK MANAGEMENT Default Group - front... 5 admin 2018/04/30 02:074...
APPLICATION STORE [ Default Group - Sadd 1 admin 2018/07/31 10:53:2.
APPLICATIONS Flying Squad Devices 1 herculespopular22@... 2018/10/26 05:18:3...
SECURITY SUB-SYSTEMS O Sales Staff 1 admin 2018/07/11 02:10:2..
SETTINGS First Linux Group 1 herculespopular22@... 2018/08/24 09:23:1...
Default Group - Defa... 1 admin 2018/04/30 02:07:2
Running Staff 0 herculespopular22@... 2018/09/04 12:10:4..

G T

Click a customer or group name in the middle pane to view devices belonging to that entity.

«  The group management tab also lets you create new groups, import devices into groups, assign
configuration profiles to groups and more.

To view and manage device groups
+  Click 'Devices' > 'Device List'
«  Click the 'Group Management' tab

«  Select a company to view the list of groups in that company
Or

«  Select 'Show All' to view every device group added to EM

Device Groups - Column Descriptions

Column Heading Description

Name The label of the device group.
+  Click a group name to view all devices in that group.

»  You can add or remove devices to/from the group, manage group configuration
profiles, export the device list to .csv and more. See Edit a Device Group for

more details.
Number of Devices How many devices are in the group.
Created By The administrator who created the group.

«  (Click the name to view the details of the administrator. See View User
Information for more details.

Created The date and time at which the group was created.

Sorting, Search and Filter Options

+  Click any column header to sort items in alphabetical or numerical order
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+  Click the funnel icon A to configure filters

»  Use the search box to find a specific group
Profiles
Configuration profiles containing specific settings can be created for any group. If a device is enrolled in multiple
groups, then the group profiles of all groups are applied to the device. If the settings in one group profile clash with

those of another, EM follows the most restrictive policy. For example, if a profile allows the use of camera and
another restricts its use, the device will not be able to use the camera.

For more details on creating and managing configuration profiles, see Configuration Templates.
See the following sections for more details about:

» Create Device Groups

- Edit a Device Group

+ Assign Configuration Profiles to a Device Group

* Remove a Device Group

5.1.1. Create Device Groups

»  Placing devices into a group lets you run actions and apply profiles to multiple devices at once.
«  0S-specific profiles will be automatically applied to relevant devices.
To add a new device group
«  Click 'Devices' > 'Device List'
«  Click the 'Group Management 'tab
»  Select a company/department on the left (C1 MSP and ITarian MSP customers only)
»  Click the 'Create Group' button
«  MSP customers can also place their mouse over the company name and click the '+' sign that

appears:
Search group name { T‘é Group Search group name
B show all £_+ B Show all
etault Company Creatglzrou M etault Lompany
& Default C @p & Default C
& frontfork | & frontfork
D pefault Group - frontfork r NAME & Saddle and Pedals
O First Group
First G
O sales Staff
& Saddle and Pedals []  Saless

The 'Add Group' interface will open.
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Add Group

Mame *

Name

Company *

frontfork

Devices

Type device name to search among devices...

'Add Group' dialog - Table of Parameters

Form Element Description
Name Create a label to identify the group.
Company The parent company of the group. The company to which the group belongs.
+ Ifyou already selected a company on the left then this field is pre-populated. You cannot
edit this field.

« Ifyou selected 'Show All' then you need to choose a parent company for the group.

«  Type first few letters of the company name and select the company from the
options.

Devices Choose devices which will be members of the group.
«  Type the first few letters of the device name and select from the suggestions.
»  Repeat the process to add more devices.
»  Note - You can only add devices which are enrolled to the parent company.
Tip: You can add devices at a later stage too.

»  Fill the details and click 'Add'.

The new group will be created under the company. You can add or remove devices and manage profiles applied to
the devices in the group at any time. See Edit a Device Group for more details.
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Search group name { E Group Management Device Manageme
2 Show all =
s I3
% Default Customer Manage Profiles  Rename Group Delete Device Removy
Group Gro

& Fork Springs Regional Tr...
LOGGED IN

& frontfork 0s NAME USER ACT
T Default Group - frontfork
#® John Ph..
D _Eicgtlin oup
2 Running Staff - ® TECHM.  N/A

D Sales Staf Z
& Saddle and Pedals

Results per page: 20 v

»  Repeat the process to add more groups.

«  The new groups will be listed for the selected company/department. The added groups will also be listed in
the hierarchical structure on the left for the company/department.

- Appropriate configuration profiles can now be applied to each new group. See Assign Configuration
Profiles to a Device Group for more details.

5.1.2. Edit a Device Group

The 'Group Management' interface lets you view/add/remove devices, rename the group and manage group policies.
« View or edit a device group
+ Add new devices to a group
« Remove devices from a group
* Rename a group
- Assign Configuration profiles to a device group
«  Export the list of devices in a group
* Remove a group
To view or edit a device group
«  Click 'Devices' > 'Device List'
« C1MSP and ITarian MSP customers should choose the company/department whose group is to be edited
«  Click the name of the group to be edited from the left menu
Click the 'Group Management' tab on the right
The group management interface for the selected group will open.
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Search group name ] E Group Management Device Management Discovered Devices o E Add Devices to Group

&5 Show all E} B E_H Ié] o
= Default Customer Manage Profiles  Rename Group Delete Device Remove from Export
Group Group Y
-] & Fork Springs Regional Tr...
LOGGED IN PATCH
0os NAME ACTIVE COMPONENTS CUSTOMER LAST ACTIVITY
& frontfork USER STATUS
‘) Default Group - frontfork
@ JohnPh. mm frontfork 2019/02/13 10:21:06 AM
D RunningStaff ) ® TECHM. N/A ¥y AG | ®3 frontfork 2019/02/13 10:21:40 AM
D Sales Sta 5 3
+| B Saddle and Pedals
Results per page: 20 v Displaying 1-2 of 2 results

The list of devices included in the group will be displayed, with their details.

Device Group Details - Column Descriptions

Column Heading Description

0S The operating system of the device.

Name The label assigned to the device by the user.
«  Grey text color indicates the device has been offline for the past 24 hours.

+ If no name is assigned, the model number of the device will be used as the
name. You can assign a new name as required.

»  Click the device name to view device details.

» See Manage Windows Devices, Manage Mac OS Devices, Manage Linux
Devices and Managing Android / iOS Devices for more details.

Logged in User The name of the user currently signed-in to the device.

«  The user name is prefixed with the active directory (AD) domain or workgroup
that the user is currently logged-in to:

+ Active Directory - Name is shown as <AD domain name>\<user name>
«  Workgroup - Name is shown as <workgroup name>\<user name>
«  No network - Name is shown as <device name>\<user name>

«  Click the O icon to copy the username to the clipboard.

Active Components «  Comodo Client Security modules which are enabled on the device
«  Examples include 'Antivirus', ‘Firewall', ‘Containment' and 'Agent Only'

The possible components for each OS are as follows:
«  Android - Antivirus and agent (EM communication client)

« iOS -Agent

»  Windows - Antivirus, agent, firewall and containment.
«  Mac OS - Antivirus and agent

»  Linux - Antivirus and agent

Patch status The number of patches available for Windows endpoints. Patch statuses are as follows:

3 - No patches required. All patches are up-to-date.
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@ - Critical patches are available.

The number to the right shows how many are pending. Click the number to
view and manage the patches. See View and Install Windows and 3rd
Party Application Patches for more details.

- Optional patches are available. Click the number to the right to view and
manage the patches.

Customer The name of the company to which the device is enrolled.

e C1 MSP customers/ITarian MSP customers can enroll devices to any of the
companies they have created in C1/ITarian.

«  C1 Enterprise / ITarian Enterprise / EM standalone customers can only use the
'Default company'.

Last Activity The date and time at which the device last communicated with the EM server.

Add Devices to Group | Add devices of any operating system to the group. See Add new devices to a group
for more details.

Manage Profiles View and apply configuration profiles to all member devices in the group at once. See
Assign Configuration Profiles to a Device Group for more details.

Rename Group Change the label of the group.

Delete Device Group Remove unwanted device groups from EM.

Note - You cannot delete a device group unless it is empty. Remove all member devices
before deleting.

See Remove a Device Group for more details.

Remove from Group Remove unwanted devices from the group. See Remove devices from a group for
more details.

Export Save a list of devices in the group in .csv format.
The exported .csv is available in 'Dashboard' > 'Reports'
See Export the List of Devices in a Group for more details.

«  Click column headers to sort the items in ascending/descending order of entries in that column.

Search and Filter Options
«  Click the funnel button T at the right end to open the filter options.

- Tofilter the items or search for a device based on its OS, online status, name, patch status,
company, currently logged-in user and/or a period of last activity, enter the search criteria in part or
full in the text box and click 'Apply'.

« Todisplay all the items again, remove / deselect the search key from filter and click 'OK'.

»  EMreturns 20 results per page when you perform a search. To increase the number of results displayed per
page up to 200, click the arrow next to 'Results per page' drop-down.

Add New Devices to a Group

»  Click 'Devices' > 'Device List'
«  C1 MSP customers / ITarian MSP customers - choose the parent company on the left
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»  Click the name of the group you want to edit
«  Click the 'Group Management' tab
«  Click 'Add Devices to Group' at the top right.

‘ Note: You can only add devices which belong to the same company as the group.

The interface will list all devices enrolled to the company that are not already in the target group:

¢ E Group Management Device Management Discovered Devices o (] E Add Devices to Group P

= o
E T [ & S
Manage Profiles  Rename Group Delete Davice Remove from Export
Group Group T
0s NAME :]gl:::ED IN ACTIVE COMPONENTS CUSTOMER LAST ACTIVITY
@ JohnPh. frontfork 2019/02/13 10:21:06 AM

Discovered Devices e 4= Back to Group View

< T'g Group Management Device Managerpe

& S
Expor -

[l os NAME bZGE:ED N ACTIVE COMPONENTS zlf_ﬂ s CUSTOMER LAST ACTIVITY
LENOVO... [AG [AV] frontfork 2019/02/13 09:42:12 AM
® TECHM..  N/A - G | ®3 frontfork 2019/02/13 10:37:05 AM
DESKTO..  DESKT.. i (A [ Av [[E{ co | 1 frontfork 2019/01/28 03:12:22 PM

«  Select the devices to be added to the group and click 'Add Selected Devices'.

Tip: You can filter or search for specific devices using the filter options that appear on clicking the funnel icon at the
top right.

A confirmation dialog will appear.

Add Selected Devices

Do you really want to add selected device(s) to the device group?
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»  Click 'Confirm'. The devices will be added to the group.

Once the device(s) are added to the group, the configuration profiles, associated with the group, will be applied to
the device, in addition to the profiles, which are already in effect on the device.

Tip: You can add a device to a group from the 'Device Details' interface too. For more details, see View and
Manage Device Group Membership.

Remove Devices from a Group

«  Click 'Devices' > 'Device List'

e C1 MSP customers / ITarian MSP customers - choose the parent company on the left
«  Click the name of the group you want to edit

«  Click the 'Group Management' tab

«  Choose the devices you want to remove

»  Click 'Remove from Group'

$ E Group Management Device Management Discovered Devices o

=Y
Es I3 4
Manage Profiles  Rename Group Delete Device Export
Group
LOGGED IN PATCH A
L 0s NAME USER ACTIVE COMPONENTS STATUS cus
# JohnPh_ mm
""" LENOVO... mm

Remove from Group 4

Do you really want to remove selected device(s) from device group?

+  Click 'Confirm' in the confirmation dialog.
If a device is removed from a group, any group profiles will also be removed from the device.

Tip: You can remove the membership of a device to a group, from the 'Device Details' interface too. For more
details, see View and Manage Device Group Membership.

Rename a Group

«  Click 'Devices' > 'Device List'
»  C1 MSP customers / ITarian MSP customers - choose the parent company on the left
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»  Click the name of the group you want to edit
«  Click the 'Group Management' tab
«  Click 'Rename Group'
+  Alternatively, move your mouse over the group name and click the pencil icon

£ Tg Group Management

Ch Show all ['__-} & Show all

+] 8 pefault Company Manage Profiles V] 8 Default Company

- & frontfork -] & frontfork

C Default Group - frontfork 0s NAME D Default Group - frontfork

O Fir

0 First Group

® DESKTO 1 Running Staff
0 Sales staff

LENOVO
+| 8 Saddle and Pedals

rﬁ, caddle and Pedal:

The 'Rename Group' dialog will open.

Rename Group

Mame *

Running Staff

Rename

»  Enter a new name for the group in the 'Name' text box and click 'Rename’.
The group will be updated with the new name.

Export the List of Devices in a Group

«  Click 'Devices' > 'Device List'

»  C1 MSP customers / ITarian MSP customers - choose the parent company on the left
«  Click the name of the group you want to edit

»  Click the 'Group Management' tab

«  Click the 'Export' button above the table then choose 'Export to CSV":
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s E Group Management Device Management Discovered Devices °

A=l
& v 5
Manage Profiles  Rename Group Delete Device Remove from

Group Group
..... LOGGED IN Export to CSV PATCH
| ] 0s MAME L CUSTOME
- USER _ STATUS '
[m @ John Ph_. [AG] AV ] frontf
O] LENOVO... [ac]av] frontfc

»  The CSV file will be available in 'Dashboard' > 'Reports'
»  See Reports in The Dashboard for more details.

5.1.3. Assign Configuration Profiles to a Device Group

You can view profiles currently assigned to a device group, add new profiles or remove existing profiles.
« See Configuration Profiles if you need help to create a profile.
To view and manage the profiles applied to a group
«  Click 'Devices' > 'Device List'
»  C1 MSP customers / ITarian MSP customers - choose the parent company on the left
Click the name of the group you want to edit
»  Click the 'Group Management' tab
«  Click 'Manage Profiles' from the options at the top
«  This will show a list of all profiles associated with the device:
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Endpoin‘t Manager = { Default Group - Saddle and Pe ds
DASHBOARD
Search group name Group Mansz
[d DEVICES e B
Device List % Show all

&

Bulk Installation Package
Manage Profiles

[+] & Default Customer

USERS [+] & Fork Springs Regional Tr...

CONFIGURATION TEMPLATES [+] & frontfork NAME
& Saddle and Pedals

APPLICATION STORE
D) pefault Group - Saddle and/.. n

APPLICATIONS D First Linux Group

Manage Profiles of Default Group - Saddle and Pedals
)
Add Profiles
Remove Profiles "::l A §

] 0S TYPE PROFILE NAME CREATED BY

] Android Devices in Sales Dept. herculespopular22@gmail.com
] Patch Procedure herculespopular22@gmail.com
|:| First Profile herculespopular22@gmail.com

To add a new profile
»  Click 'Add Profiles' at the top.
«  Select the profiles you want to apply to the group then click 'Save'.
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PROFILE NAME CREATED BY

Android Devices in Sales Dept. herculespopular22@gmail.com
Add Profiles to Default Group - Saddle and Pedals
@ Save '::l T
] 0S TYPE PROFILE NAME CREATED BY
Il Finance Dept Android Devices herculespopular22@gmail.com
|:| Android - Security Level 1 Profile v.6.23 admin
i05 Purchase herculespopular22@gmail.com
] iDS - Security Level 1 Profile v.6.23 admin

Mas 05 for Stores Dept herculespopular22@gmail.com

Tip: Click the funnel icon at top-right to filter the list or search for a specific profile.

EM applies all profiles which are appropriate for a device's operating system.
To remove a profile from a group
«  Select the profile(s) to be removed, from the 'Manage Profiles' interface and click 'Remove Profiles'
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Manage Profiles of Running Staff

=)

Add Profiles

"

[0 OSTYPE PROFILE NAME OWNER

Machintosh Profile coyoteewile@yahoo.com
For InnoTek PCs coyoteewile@yahoo.com

O For Lenovo Tabs coyoteewile@yahoo.com

The profile(s) will be removed from member devices of the group, where applied, according to their operating
system(s).

Note: Disassociating a profile from a device group will remove the profile from devices only if it is applied because
the device is a member of that group. If the same profile is applied to a member device through some other source,
(like the profile is applied to the user of the device or a group to which the user belongs), then the profile will not be
removed.

5.1.4. Remove a Device Group

»  Note - you cannot delete a device group unless it is empty. Remove all member devices first.
To remove a device group

«  Click 'Devices' > 'Device List'

«  C1MSP customers / ITarian MSP customers - choose the parent company on the left

Click the name of the group you want to edit

«  Click the 'Group Management' tab

»  Ensure there are no devices in the group. See Remove all devices from the group if required.

«  Click 'Delete Device Group'.
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Search group name < E Group Management Device Management

& Show all =
&2 IC; Co
& Default Company Manage Profiles  Rename Group Delete Device Remave
....... G?jn Gro
[=] & frontfork
-------- D Default Group - frontfork ACTIVE COMPONENTS

-------- O First Group
D Running Staff

-------- O sales Staff

= e TR 0

Delete Device Group

Do you really want to delete this device group?

»  Click 'Confirm' to apply your changes
The device group will be removed from EM.
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5.2.Manage Devices

+  Click 'Devices' > 'Device List' > 'Device Management'

Note: If you haven't done so already, you should first enroll users then enroll their devices.

«  The 'Device Management' screen is an inventory of all mobile devices and endpoints for a company.

» It shows each device's connection and patch status, which security components are enabled, recent
activity, and more.

Endpoint Manager

DASHOO/RD

NAme < :F'" Gircisp Managenens G
@ D ) “
T T = Show = ! .
e il & jm ] = Fa | g =
Buili Ingtallation Package i r -
B Defuult Customer Enroll Device  Remoo: Comsal  File Trassfer  Remote Tosks  Aun Procedure  Manzge Frod
BiTA
USERS & Fork Springs Regional Tr —
CONKFIGURATION TEMPLATES & ranclock
& saddic and Predals
HETWOHK MAHAGEMENT [1e% | 8% NAME AETIVE COMPGKENTS
APPLICATION STORLD
® CESKTOPORIDSTR B2

APFLICATIING

SECUMTY SUB-SYSTEME

From this area you can:
«  Enroll new devices for management (Windows, Mac, Linux, iOS and Android)
»  Add or remove profiles on any selected device
» Install Comodo Client Security and other packages on Windows, Mac OS and Linux endpoint
«  Take remote control of Windows and Mac OS devices
»  Browse folders and files on Windows endpoints
«  View and manage currently running processes on Windows endpoints
«  View applications installed on Windows endpoints
«  Remotely uninstall applications from Windows endpoints
»  Remotely run procedures on Windows endpoints
« Remotely install OS and third-party application patches on Windows endpoints
»  Remotely restart Windows endpoints
+  Sound an alarm on mobile devices
»  Send custom text messages to mobile devices
»  Remotely wipe mobile devices
»  Remotely lock mobile and Mac OS devices
» Reset lock-screen passcodes
»  View detailed information about any device by simply clicking the device name
« View and edit device owner information by clicking the owner name
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«  View and manage device group memberships of a device

»  (Generate a device details reports
Open the 'Device Management' interface

«  Click the 'Devices' > 'Device List'

»  Click the 'Device Management' tab at the top of the main configuration pane
The interface shows devices belonging to the company or group selected on the left.

«  Select 'Show All' to view every device enrolled to EM.

Devices - Column Descriptions

Column Heading Description

0S The operating system of the device.

Name The label assigned to the device by the user. If no name is assigned, the model number
of the device will be used as the name.

The circle to the left of the name shows the device's connection status:

Gray - Device is not reachable. The connection maybe down or the endpoint is
switched off.

Blue - Slow connection. The device is connected but commands and messages
may take some time to execute since the endpoint is busy.

@ Green - Good connection. Commands should be executed in real time.

Windows endpoints also have a shield icon to the right of their name. The shield has a
colored circle on it which indicates the status of Comodo Client Security (CCS):

Yellow - CCSis notinstalled on the endpoint.
«  Click the shield icon to remotely install CCS on the endpoint.
«  The 'Install Additional Comodo Packages' dialog will appear.

Install Additional Comodo Packages b 4

m| Install Comodo Client - Security

Reboot options
®) Force the reboot in

5 minutes ~

(O Suppress the reboot @
O Wwarn about the reboot and let users postpone it

Reboot message

Your device will reboot in 5 minutes because it's required by your administrator

«  CCS requires the endpoint to be restarted in order for the
installation to take effect.

«  Configure the 'Restart' options and click 'Install'.
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«  See the explanation of remote installation of CCS in
Remotely Install and Update Packages on Windows
Devices for more details

Gray - Outdated clients. Communication Client (CC) and/or Comodo Client
Security (CCS) on the endpoint require updates.

Note. This status is only shown on endpoints that have CC 6.16 +
and CCS 10.0 + installed.
s Red - The endpoint is at risk. One or more of security components (AV, FW
or containment) may have been disabled by the user.
«  Place your mouse over the icon to view the warning:

Muttiple protection components are disablad

Amber - The endpoint needs attention. The virus signature database might be
out-dated or the endpoint needs to be re-started after installation of
CCS.

«  Place your mouse over the icon to view the full message
» Green - The endpointis secure. All installed components are up and running.

» Blue - CCSisin 'Silent Mode'.

Note: CCS lets users enable 'Silent Mode' if they do not want to be
disturbed by product notifications. For example, when running a full-
screen presentation.

Alerts and notifications are suppressed and operations that could
interfere with their work are postponed.

- Communication with CCS on the endpoint has been lost.

«  Click the device name to open the device details interface. See Manage
Windows Devices, Manage Mac OS Devices and Manage Android / iOS
Devices for more details.

Active Components Indicates which modules are installed on the device. Possible components are 'Agent’,
‘Antivirus' (AV), 'Firewall' (FW) and 'Containment'.

« Android devices - The agent will automatically install the AV (antivirus)
component.

+ i0S devices - Only the agent (EM client) will be installed

«  Windows endpoints - Available components are - Agent, AV, FW (firewall) and
Containment. These components are installed automatically when a profile
featuring the components is installed.

«  Mac OS endpoints - Available components are EM Agent and AV

The color of the icon shows the status of the component:
«  Green - Installed and active

«  Gray - Installed but disabled by profile setting
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«  Blue (only applies to the 'Containment’ module) - The containment module is
baselining the device. During the baseline period, unknown files are auto-
submitted to Valkyrie for analysis, but are not placed in containment. See
Baseline Settings in Containment Settings for help to configure baseline
settings.

«  Blank - Component is not installed.

Patch status  Indicates the number of patches available for Windows endpoints. Patch status
icons are as follows:
) - No patches required. All patches are up-to-date.
@® - Critical patches are available.

The number to the right shows how many are pending. Click the number to
view and manage the patches. See View and Install Windows and 3rd
Party Application Patches for more details.

- Optional patches are available. Click the number to the right to view and
manage the patches.

Customer The name of the company to which the device is enrolled.

«  Comodo One MSP customers can enroll devices to any of the companies they
have created in C1.

«  Comodo One Enterprise customers / EM standalone customers can only use
the 'default company'.

Logged in User The name of the user currently signed-in to the device.

«  The user name is prefixed with the active directory (AD) domain or workgroup
that the user is currently logged-in to:

+  Active Directory - Name is shown as <AD domain name>\<user name>
«  Workgroup - Name is shown as <workgroup name>\<user name>
«  No network - Name is shown as <device name>\<user name>

«  Click the 0" icon to copy the username to the clipboard.

Last Activity The date and time at which the device last communicated with the EM agent.

+  Click a column header to sort items in ascending/descending order of entries in that column.
Search and Filter Options

«  The search box at the top allows you filter devices based on any parameter in the table.
- Alternatively, you can click the funnel button Y onthe right to open filter options.

——

+  Click the info-box at right of the search field to view hints about search methods
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»  Enter your search criteria and click the magnifying glass to view devices matching the criteria.

You can search using the following criteria:

OS - Enter the operating system of the devices you wish to view.

Online/Offline status - Type 'Online’ or 'Offline’

Name - Enter the name of the device in part or full

Logged in User - Enter the name of the end-user who is currently logged-in to the device.
CSS Status - Type one of the following values as required:

Not installed
Not supported
Secure

Silent mode
Need attention
At risk

Customer - Enter the customer company name. Start typing to view auto-complete suggestions.
Owner - Enter the name/email address of the device owner in part or full

Last Activity - Enter a date in YYYY/MM/DD format to filter devices by the time of their last
connection with EM.

You can use operators such as '<, >', '<="and ">=" to view devices before or after the date.

To view devices within a range, enter start and end dates as follows: YYYY/MM/DD -
YYYY/MM/DD

»  Clear any search terms and click the magnifying glass to view all devices again.

You can also access filters by clicking the funnel button Y onthe right:
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| | Online

Client security status

[] Client security is not installed
[ | Mot supported client(s)

| Secure

«  EM shows 20 results per page by default. Click the arrow next to 'Results per page' to increase this to a
max. of 200.

»  Use the left and right arrows and the page numbers to navigate to the page you want to view.
Please use the following links to find out more:

+ Add New Devices

* Manage Windows Devices

« View and Edit Device Name

»  View Summary Information

« View Hardware Information

+  View Network Information

» View and Manage Profiles Associated with Windows Device
» View and Manage Applications Installed on a Device

« View List of Files on the Device

» View CCS Configuration Exported from the Device
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» View MSI Files Installed on the Device through Endpoint Manager
+ View and Install Windows and Third Party Application Patches
+  View Antivirus Scan History
» View and Manage Device Group Memberships
» View Device Logs
« Manage Mac OS Devices
« View and Edit Mac OS Device Name
«  View Summary Information
+ Manage Installed Applications
« View and Manage Profiles Associated with the Device
» View Mac OS Packages Installed on the Device through Endpoint Manager
» View and Manage Device Group Memberships
* Manage Linux Devices
« View and Edit Linux Device Name
+  View Summary Information of Linux Device
« View Network Information of a Linux Device
» View and Manage Profiles Associated with a Linux Device
» View Linux Packages Installed on a Device through Endpoint Manager
« View and Manage Device Group Memberships
+ Manage Android / iOS Devices
» View and Edit Device Name
+  View Summary Information
» Manage Installed Applications
- View and Managing Profiles Associated with the Device
»  View Sneak Peek Pictures to Locate Lost Device
«  View the Location of the Device
» View and Manage Device Group Memberships

5.2.1. Add New Devices

Device enrollment is covered in the users section of this guide.
»  See Enroll User Devices for help to add new devices.

5.2.2. Manage Windows Devices

»  The device details page lets you view a device's hardware and software, installed components and network
connections.

«  You can also manage device profiles, installed applications, patches and device group membership.

Note: If you haven't done so already, you should first enroll users then enroll their devices.

View and manage a Windows device
+  Click 'Devices' > 'Device List'
+  Click the 'Device Management' tab above the main configuration pane

»  Select a company or group to view devices in that group
Or
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»  Select 'Show all' to view every device enrolled to Endpoint Manager
«  Click the name of any Windows device to open its details pane:
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The details screen contains a maximum of thirteen tabs:

« Device Name - The device label. You can change this as per your preference. See View and Edit Device
Name for more details.

- Summary - General details about the device. This includes hardware and OS information, resource usage
data, and an overview of CCS configuration. See View Summary Information for more details.

- Hardware - Hardware configuration of the selected device. This tab is only available if legacy Comodo
RMM agent is installed. See View Hardware Information for more details.

«  Networks - Information about the device's network card, MAC address, IP address, and more. See View
Network Information for more details.

« Associated Profiles - Details of the profiles deployed on the device. See View and Manage Profiles
Associated with the Device for more details.

« Software Inventory - Applications installed on the device. See View Applications Installed on a Device
for more details.

«  File List - Inventory of files on the device along with their file rating ('Unrecognized', Trusted' or 'Malicious').
See View the Files on a Device for more details. Note - the 'File List' tab is only available if Comodo Client
Security is installed on the device. See Remotely Install and Update Packages on Windows Devices for
more details.

«  Exported Configurations - Saved Comodo Client Security configuration files. These files let you export
CCS settings to different endpoints. See View CCS Configurations Exported from the Device for more
details. Note - the 'Exported Configurations' tab is only available for devices with Comodo Client Security
installed. See Remotely Install and Update Packages on Windows Devices for more details.
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« MSl Installation State - MSI packages that have been installed on the device via Endpoint Manager. See
View MSI Files Installed on the Device through Endpoint Manager for more details.

« Patch Management - A list of available patches for the device. See View and Install Windows and 3rd
Party Application Patches for more details.

« Antivirus Scan History - Alist of all threats identified on the device over time, and the actions taken by
Endpoint Manager in response. See View Antivirus Scan History for more details. Note - the 'Antivirus
Scan History' tab is only available if Comodo Client Security is installed on the device. See Remotely
Install and Update Packages on Windows Devices for more details.

»  Groups - Alist of device groups to which the endpoint belongs. You can also manage group membership
from here. See View and Manage Device Group Membership for more details.

» Logs - View event logs from activities recorded on the device. See View Device Logs for more details.
» Alert Logs - Alerts generated because of a breach of monitoring conditions or because of a
procedure deployment.

»  Monitoring Logs - Monitoring rules can be added to an EM policy to observe resource usage on a
device. For example, you may wish to create a log entry if CPU usage goes above 75% for a
certain period of time.

»  Script Logs - Script procedures that were run on the Windows device. Scripts can be run
manually or automatically via a profile schedule.

« Patch Logs - Arecord of operating system patch installations. Patches can be installed manually
or automatically via a profile schedule.

«  Third Party Patch Logs - A record of patch installations for non-Comodo applications.

« Installation Logs - Apps installed on the device from the Windows Application store (Application
Store > Windows Application Store). See Install Windows Apps on Devices for more details.

You can remotely perform various tasks on the device using the buttons above the table:
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« Manage Profiles - Add/remove configuration profiles to/from the device. These profiles are in addition to
any group profiles applied to the device. See Assign Configuration Profiles to Selected Devices for
more details.

« Remote Control — Take-over managed endpoints over a remote desktop connection. See Remote
Management of Windows and Mac OS Devices for more details.

Tip: Customers using our legacy RMM product can connect to Windows endpoints using the RDP feature built into
that product. See https://help.comodo.com/topic-289-1-719-8539-Introduction-to-Remote-Monitoring-and-
Management-Module.html for more details.

«  File Transfer — Use the remote control tool to manage Windows devices remotely. See Remotely Manage
Folders and Files on Windows Devices using Remote Control Tool for more details.

» Remote tools - Explore files and folders on the managed Windows device. See Remotely Browse
Folders and Files on Windows Devices for more details.

» Run Procedure - Execute script, patch and third-party application patch procedures on the device. See
Apply Procedures to Windows Devices for more details.

« Install or update MSI Packages - Remotely install Comodo endpoint security software and third party
Windows packages. See Remotely Install and Update Packages on Windows Devices for more details.

» Refresh Device Information - Contacts the device and updates system information. See Update Device
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Information for more details.
* Reboot - Remotely restart the device. See Restart Selected Windows Devices for more details.

«  Export Security Configurations - Export the device's current CCS configuration as a profile. Exported
profiles can be viewed under the Exported CCS Configurations tab. These can then be imported later as
a Windows profile, potentially for deployment to other devices. See Import Windows Profiles for more
details.

« Delete Device - Removes the device from Endpoint Manager. See Remove a Device for more details.

«  Change Owner - Change the user with whom the device is associated. You can also change the type of
device to corporate or personal. See Change a Device's Owner and Change the Ownership Status of a
Device for more details.

5.2.21. View and Edit Device Name

« Enrolled devices are listed by the name assigned to them by their owner. For example, 'Franks-PC'
» Ifno name was assigned then the manufacturer device name or model number is used.

«  Custom Device Name — You can change the label of the device according to your preference. The custom
name will apply in Endpoint Manager but will not change the name on the endpoint itself.

«  Allow Auto Rename of Device Custom Name - If enabled, the custom name is replaced automatically by
the actual device name during the next sync. Disable this option if you want to retain the custom name.

Change a device name
«  Click the 'Devices' link on the left and choose 'Device List'
«  Click the 'Device Management' tab at the top of the main configuration pane
»  Select a company or a group to view the list of devices in that group
Or
«  Select 'Show all' to view every device enrolled to EM
+  Click on any Windows device then select the 'Device Name' tab
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Custom device name

Allew auto renarme of deviee custom name

«  Custom device name - The current name of the device.

«  Allow auto rename of device custom name - Indicates whether the actual device name will
automatically replace any custom name during the next sync.

« To change the name of the device, click the 'Edit' button at the right.
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«  Enter the new name in the 'Custom Device Name' field

«  Make sure the 'Allow Auto Rename of Device Custom Name' is disabled to retain the custom name
in the list. If this is enabled, the custom name will be automatically replaced with the device's name
or model number during the next sync with the EM communication client on the device.

«  Click 'Save' for your changes to take effect.
The device will be listed with its new name.

«  To restore the name of the device as it was at the time of enrollment, click 'Edit' from the 'Device Name'
interface, click 'Restore" at the right and click 'Save'.

5.2.2.2. View Summary Information

The 'Summary' tab contains general device information, including operating system details, hardware details, last
activity, CCS configuration and resource usage.

To view the device summary
«  Click 'Devices' > 'Device List'
«  Click the 'Device Management' tab
»  Select a company or a group to view devices in that group
Or

»  Select 'Show all' to view every device enrolled to EM
«  Click on the name of a Windows device then open the 'Summary' tab:

Endpoint Manager - Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved 157



Endpoint Manager - Administrator Guide ’ coMODO

Creating Trust Online®

Device Name Summary Networks Associated Profiles Software Inventory MSI Installation State Patch Managem »

EEE =
Custom device name TECHMONSTER 0s Windows
Name TECHMONSTER 0S name Microsoft Windows 10 Pro (x86)
Logged in user admin 0S version 10.0.17134
AD\LDAP N/A Service