cCOMODO

Creating Trust Online®

Introduction to cWatch Partner Portal

This document explains how partners can add customers and sub-resellers, distribute licenses, configure customer
websites, apply their own branding to the customer portal, and more.

Please use the following links to go straight to the section you need help with:
« Login to your Account
«  Add Admin Users
+ Add and Manage Customers
+ Distribute and Manage Licenses
+  Configure Customer Websites
+  Manage Notifications
+  The 'Customer and License Management' Interface

« View Customer Details and Licenses
«  Domain Overview

«  View Domain Details of a Website
»  View cWatch Reports

«  Configure Additional Settings

+  Customer Portal Settings
«  Set Customer Portal Access URL
+  Customize Name Server and CDN Zone
« License and SSL Purchase Settings
+  Set License Upgrade/Renewal Links
- Set SSL Certificate Purchase Link
»  Set New License Purchase Link
»  Configure Upgrade Notification Messages
«  Customer Portal White Labeling and Appearance Settings
+  Configure Brand Logos
«  Configure Trust Seal Images for Your Customer's Websites
+  Configure Legal Information

+  Configure Customer Portal Languages
+  Set Customer Portal Browser Tab Title

+  Select Options on Customer Portal
+ Add and Manage Sub-Resellers
« Add a Sub-Reseller
+  View Sub-Reseller Details and Licenses
+ Edit a Sub-Reseller Profile
«  Membership Plans

+  Manage your CAM Account
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Login to your Account

+  Visit https://partner.cwatch.comodo.com/#/login

D

cWaltch
Sign In

a Forgot your password?

Don't have an account?

Sign Up

+  Login - Enter your Comodo partner account credentials and click 'Login'

+  Click 'Forgot your password?' to reset your password. You will be redirected to
https:/laccounts.comodo.com/account/forget_password. Complete the password reset
procedure.

+ Don't have an account - Become a Comodo partner / reseller and enjoy discounts from selling Comodo
products to your customers. Click 'Sign Up' and complete the partner enrollment procedure at
https://laccounts.comodo.com/reseller/management/create_account

Add Admin Users

+  This section explains how to add fellow admins to the partner portal and assign them permissions.
+ You can skip this section if you do not want to add additional admins.
Add an admin
«  Login to the cWatch partner portal
+  Click the user icon at the top-right and select 'Users":
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Profile o

Settings

=] Logout

>
First Mame Last Name Email Action
Alice Greenwood
Bob Eastwood
John MNorthwood
Kyle Westwood
Telerama Southwood

- 1 5 10 15 20 100

«  This opens a list of existing admins

. Click the 'add user' icon - ¥

+  This opens the admin config screen:
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Add User

User Information

Emai Last Name

State City

Country > F

User Permissions

Customer and License Management Settings

B Add Customer B Get and Update Click to Buy Link

B Add Site B Get and Update S5L Link
10 Deactivate License

B Distribute Paid License

1 Distribute Trial / Free License

B Import Customer

B Import Site

B Sends activation mails to customers

I Update License's Auto-Renewal

I Upgrade License/ Put License Into Use

Motifications Reports

B Manage Notifications B Manage Reports

Close

User Management Domain Overview

W Edit Own Profile details I Exportto CSV

B Customer Portal Login As

1 Creates Malware Removal Request
B Manage S5L

I Purge Cache

B Remove Site

B Set Cache Settings

I Set FTP/SFTP and Enable Scanner

+  Specify the new admin's name, email address and contact details

«  Create and confirm a password for the admin

+  Use the permission switches to enable or disable specific privileges
+  Click 'Add'
+  You need to communicate the password to the user.

«  They can login to the portal at https://partner.cwatch.comodo.com/#/login with their email address and
password.

«  We strongly recommend new admins change their password after first login.
Permissions - click the following links for explanations on each privilege:
Add a customer
Add a site

Deactivate License

Import Customer

Import Site

Send activation mails to customers
Distribute Paid License Update License Auto-Renewal
Distribute Trial / Free License

Export to CSV

Upgrade license / Put license into use

Get and update 'Click to Buy' links
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Edit a user

.-’/

Customer Portal Login as Get and update SSL link
Create 'Malware removal request’ Edit your profile
Manage SSL Purge cache

Set FTP/sFTP and enable scanner Remove Site

Manage Notifications Set cache settings
Manage Reports

+  Click the user icon at top-right and select 'Users'

«  Place your mouse over a user row

+  Click the 'Manage' button that appears in the 'Action’ column:
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®
+—

First Name
Alice

Bob

John

Kyle

Telerama

< 1

Last Name Email

Greenwood

Eastwood

Northwood

Westwood

Southwood

/" Manage
&

20 100

The user profile screen opens:
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Profile

User Information

Alice Greenwood Greenwood Cars ™

Kanchipuram

India * Password

Confirm Passwo
User Permissions
Customer and License Management Settings User Management

. Add Customer . Get and Update Click to Buy Link . Edit Own Profile details

. Add Customer

® Addsite

. Deactivate License

. Get and Update Click to Buy Link . Edit Own Profile details

. Get and Update SSL Link

. Distribute Paid License
. Distribute Trial / Free License
. Import Custormer

. Import Site
. Sends activation mails to customers
. Update License's Auto-Renewal

. Upgrade License/ Put License Into Use

Notifications Reports

I Manage Notifications

Close Delete User

I Manage Reports

Domain Overview

I Exportto CSV

B Exportio CSV

B Customer Portal Login As

. Creates Malware Removal Request
. Manage SSL

. Purge Cache

. Remove Site

. Set Cache Settings

. Set FTP/SFTP and Enable Scanner

- Edit the details of the user as required. Note - The email address of the user is not editable.

+  Click 'Update' to save your changes
Remove a user

+  Click the user icon at top-right and select 'Users'

- Place your mouse over a user row

+  Click the 'Manage' button that appears in the 'Action’ column:
The user profile screen opens as shown above:

+  Click 'Delete User'

A confirmation screen appears:
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Remove User

Warning: If you remove this user you will not be able to resuscitate it later

All information will be deleted.

Do you still want to remove " "?

CMEr User email

Close Delete

- Enter the email address of the user and click 'Delete’

The user is removed from the partner portal. All data associated with the user is also deleted.

Add and Manage Customers

+  This section explains how to add customers to the cWatch partner portal.

+  Afterwards, you can distribute licenses to them and activate cWatch protection on their sites.

+  You can add customers one at a time, or import them in bulk from a CSV file.
Please use the following links to learn more:

+ Add asingle customer

+  Import customers from a CSV file

+  The 'Customer and License Management' interface

+  View customer details and licenses
Add a single customer

«  Login to the cWatch partner portal

«  Open the 'Customer and License Management' tab:
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Q cWatch Customer and License Management Domain Overview Notifications Reports Admin Partner 9 :
> LTS TS -
‘+ ‘1. (} '/4?' lG "==. "=; E E Search Customer

1L Customer 1L Account Activation Email 11 Valid License Count 1L Sites on cWatch

addcust@yopmail.com Sent 0 0

asuman.asu@yopmail.com Sent 4] 1

atlasroadster@gmail.com Sent 2 2

0J
0J
D aliceroadster@gmail.com Sent 0 0
0J
O

avonpedal @yopmail.com Sent 1 0

«  Click the # icon in the actions menu
OR
+  Click the menu button at top-right and select 'Add Customer'

@” o % @ @ 8 2 m

[

:I 1L Customer 11 Account Activation Email T4 Walid Lic

—

:I addcust@yopmail.com Sent

A4
Add Customer

Mame Surname Emai

Country + English o

B Add Another

Close
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«  Enter the new customer's name, email address and country

«  Select the language used in the cWatch portal when this customer logs in. Notifications sent to the
customer will also use this language.

- Enable 'Add Another' if you want to add multiple customers
+  Click 'Add' to save your customers.

The customer screen lets you view and manage customers, send account activation emails, reset passwords,
distribute licenses, add sites, and more.

Import customers from a CSV file

You can add multiple customers by importing them from a comma separated values (CSV) file.
«  Create a .csv file using a text editor or spreadsheet application
+  Each line of the csv should contain five, separated values:

+  Firstname

«  Surname

+  Email address

«  Two letter country code

«  Two letter language code
Example:

Jack,Potts,jack.potts@jacksgreatpots.com,FR fr

«  No spaces after the commas. All fields are mandatory.
«  The file should not contain column headers. Each line should contain a single customer.
+  Open the 'Customer and License Management' tab > Click the 'Import Customers' button

+  Click 'Select CSV file', browse to the file you just created and upload it.
«  You customers will be imported to cWatch.
Import users in cWatch:
«  Login to the cWatch partner portal
«  Open the 'Customer and License Management' tab

1..
+  Click the 'Import Customers'icon ‘ on the top-menu
OR
+  Click the menu icon at top-right and choose 'Import Customers' from the options
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‘+@ o o & o = g

D T} Customer Tl Account Activation Email T4 Valid Lis
D #ldcusti@yopmail.com Sent

Import Customers

CSV columns are:
Name, Surname, Email, Country IS0, Language

Bruce, Wayne, bruce wayne@email.com, US, en

Close

+  Click 'Select CSV file" and browse to your saved CSV. Click ‘Open'

The customers will be imported to cWatch. Open the 'Customer and License Management' screen to view and
manage them.

Distribute and Manage Licenses

- This section explains how you can distribute paid and trial licenses to customers.

+  The cost of paid licenses will be deducted from your account by Comodo. It is your responsibility to charge
and collect fees from your customers by whichever method you prefer.

+ You can deposit funds to buy licenses in Comodo Accounts Manager (CAM). Login at
https://laccounts.comodo.com. See Manage your CAM Account for more.

«  cWatch sends an account activation email to the customer when you distribute their first license to them.
+  You can edit automatic mails in 'Notifications' > 'Account Activation Mail' > 'Settings'".

«  Manually send an activation mail instead - Click 'Customer and License Management' > select a
customer from the list > click the email icon.

«  See Send Account Activation Email if you need more help with this.
«  You can distribute only one license at a time.

+  The license distribution process is similar for both cWatch Security and cWatch Backup licenses.

+  You can deactivate licenses that are not required for a customer.
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Please use the following links to learn more;

Distribute a License
Send Account Activation Email

Deactivate Customer Licenses

Distribute a license

Open the 'Customer and License Management' tab
Select the customer to whom you want to distribute a license.

CcCOMODO

Creating Trust Online®

7
. Click the chain link icon “# in the actions menu
OR

+  Click the menu button at top-right and select 'Distribute License'

¥ 1. s _l’, L a il aiilln I?I
¥ () & & & o 5

T4 Account Activation Email T4 Walid Lic

D T4 Customel

D addcusti@yppmail.com Sent

A4

Distribute License

License w* lerms bl

Close

«  Select the license type, term and quantity of licenses you want to distribute.
« License - Available licenses:
«  Starter
+  Starter Paid with Trial
«  WAF Starter
« Basic
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« Pro

«  Pro Paid with Trial

«  Pro Trial 30 Days

+  Pro Trial 60 Days

«  Premium

«  Premium Paid with Trial
+  Premium Trial 30 Days
+  Premium Trial 60 Days
+  Backup Small

«  Backup Medium

«  Backup Large

« NuCDN Pro
« NuCDN Premium
«  NuDNS Pro

+ NuDNS Premium
«  Multi pack (5 /10 domains) in a single license for Starter, Pro and Premium

Note;

«  The following licenses will auto-upgrade to the paid version at the end of the 30 day trial:

+  You can upgrade other trial licenses to paid licenses in the customer details interface.

Starter Paid with Trial
Pro Paid with Trial
Premium Paid with Trial

See Upgrade a License in View Customer Details and Licenses for help with this.

Comodo recommends using a 'Premium Trial 30' license so that the customer gets the full cWatch
experience.

«  See Membership Plans to view the various features that each license unlocks for the
customer.

Auto-Renewal - Applies only to paid licenses. Comodo will automatically issue a replacement
license when the original expires. The cost of the license will be deducted from your account
funds.

Tarme

+ 1 Month v

Auto Renewal

+  You can change the auto-renewal setting of a license at anytime.

Close
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»  See Enable or disable auto-renewal of customer licenses in The '‘Customer and License
Management' Interface for more details.

«  Terms - Choose the validity period of the license. The terms available depend on the license type.
+  Quantity - The number of licenses. The field is pre-populated with '1' and is not editable.
+  Click 'Next'

« The license confirmation is shown.

Distribute License

. Select License . Submit . Done

License: Premium Trial 30 Terms: 1 Month Quantity: 1
Customer # Mame Surname Email
1 Alice Roadster aliceroadster@gmail.com

- Click 'Back' to change license details if required.
«  Click 'Submit'.

Distribute License

aliceroadster(@gmail.com

. Select License . Submit . Done

License: Premium Trial 30 Terms: 1 Month Quantity: 1

Cu.. Name Surname  Email Status License Key

1 Alice Roadst.. alicercadst.. Success al756776-4f65-48a1-b45a-0f80a...
Close

- cWatch will generate a license key and send an order confirmation mail to the customer.
- The customer will also receive an account activation mail if this is their first license. The mail contains a link
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to login at https://login.cwatch.comodo.com/login and finish registration.
+ You can send or re-send the activation email at any time:

«  Click 'Customer and License Management' > select a customer from the list > Click the email icon

+  You can see the status of the mail in the 'Customer and license Management interface' > ‘Account
Activation Email' column.

«  See Send Account Activation Email if you need more help with this.

« You can also send password reset mails to the customer. See 'Send Password Reset Mail' if you need
more help with this.

Manually send an account activation email
«  Open the 'Customer and License Management' tab

«  Select the customer to whom you want to send the activation email

=
+  Click the notification mail icon b in the actions menu
OR
«  Click the menu button at top-right and select 'Send Email’

ount Activation Email T4 Walid Lic

D 1L Customer

D addcusti@yopmail.com Sent

Send Activation Email

. Customers Activation Email Will Be Send . Submit

When you click submit, activation email will be sent to customer(s) in given list.

Customer

aliceroadster@gmail.com

A confirmation is shown.
«  Click 'Submit'
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The activation email is sent.

Send Activation Email

. Customers Activation Email Will Be Send . Submit

Activation email(s) are being sent to customer(s) in given list. You can check the progress under
Account Activation Email’ column

Customer Message Status
aliceroadster@gmail.com Activation e-mail successfully sent YES
Close

Deactivate a Customer License
«  You can deactivate licenses that you no longer require.
«  Deactivated licenses are removed from your account and invalidated.
«  You cannot reuse the license on any other website.

«  Open the 'Customer and License Management' tab

«  Select the customer whose license you want to deactivate

- '4'/
«  Click the broken chain icon 5’-*:" in the actions menu

OR

+  Click the menu button at top-right and select 'Deactivate License":
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cWatch Web Security - Partner Portal Guide comMoDo

,/ %

IO -

D TL Customer T Account Activation Email T Valid License C

I:l addcust@yopmail fom Sent i

E’ aliceroadster@gmkil.com Sent ]

|:| asuman.asu@yoprail.com Sent 0
atlasroadster@gmpil.com Sent 2

] avonpedal@yopmdil.com Sent

\ 4
Deactivate Licenses

atlasroadster@gmail.com

. Select Licenses . Done

D License Key License Type Order Date Expire Date Domain Count
bBef7afe-49d7-4fb4-3184-d9.. Pro 2019-08-01 2019-09-01 1

D d0e7c3ad-aB844-4b75-82bf-8.. Basic (Detection) 2019-04-02 Unlimited a

D d55384c8-fe9a-49bc-a5bd-d.. Basic (Detection) 2018-12-05 Unlimited 1

+  Select all licenses you want to remove and click 'Deactivate'
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Deactivate Licenses

atlasroadsteri@gmail.com

. Select Licenses . Done

License Key Message Result
b8ef7afe-49d7-4fb4-3184-d96c75b21... Deactivated W
Close

The licenses are invalidated and cannot be associated with customer websites.

Configure Customer Websites

+  This section explains how you can add a customer's website to cWatch.

- After adding a site, your customer needs to configure their DNS to route traffic through cWatch. They also
need to upload the cWatch agent to enable malware scans.

+  Each domain requires one license. Please make sure you have enough licenses to cover the domains you
want to protect.

There are three ways you can add customer websites to cWatch:
«  Use the wizard
+ Import from CSV
+  From the 'Customer Details' interface
Add websites using the wizard
«  The'Add Sites' wizard lets you create new sites in cWatch and associate them with licenses.
+  Open the 'Customer and License Management' tab
+  Select the customer for whom you want to add the site

Al

+  Click the 'Add Sites' icon .‘=!|- in the actions menu
OR
+  Click the menu button at top-right and select 'Add Sites'
This starts the wizard:
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A LA C O = B

D TL Customer TL Account Activation Email TL Valid License (
D addcust@yopmail.com Sent ]
D gliceroadster@gmail.com Sent 0
D asuman.asu@yopmail.com Sent 0
atlasroadster@gmail.com Sent 2
] avonpedal @yopmail com Sent
A4
Add Sites

atlasrcadster@gma

. Define Sites . : . C

atlasroadster@gmail.com + Domain License b

Initiate DNS and Auto SSL -

Close Add Item

Step 1 - Define Sites

«  Domain - Enter the website URL without http/https at the start. E.g. - example.com or
subdomain.example.com.

+ License - Select the customer license you would like to apply to the site
«  DNS Service - The options available are:
+  No DNS - Add a website but don't use Comodo DNS. DNS must be setup later by you, or the
customer, in order to enable cWatch protection.

- Initiate DNS - Retrieves the DNS records of the website then implements these records in cWatch
(dnsByComodo service). Your customer now only needs to point their name servers to cWatch in
order to enable the service. This saves your customer the step of adding CNAME and A records to
cWatch for each of their sites.
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+ Initiate DNS and Auto SSL - Configures DNS as explained above and also provides the customer
a with with a free SSL certificate. The process first checks if the customer's name servers are
pointing to dnsByComodo. After verification, cWatch generates a key pair, requests the certificate,
creates a CNAME DNS record on dnsbyComaodo, validates the domain, collects the certificate and

installs it on cWatch edge servers.

+  The certificate will encrypt traffic between the CDN servers and the website's visitors. It will not
secure the connection between the customer's server (where the site is hosted) and the CDN

(where the customer's site is cached).
+  Click 'Next'
Step 2 - Submit

Add Sites

atlasroadster@gmail.com

. Define Sites . Submit

The 1 site(s) below with given site name(s) and license type(s) will be added

Customer License Title Domain Name DNS-SSL Expiration Date

atlasroadster@gm.. Premium Trial 30 D.. example.edu DNS and auto S5L 2019-05-02

Autoe Renewal

NO

+  Review the website and license parameters and settings
+  Click 'Back' to change settings, if required
+  Click "Submit'

Step 3 - Finalization

Add Sites

atlasroadster@gmail.com

. Define Sites . Submit

The 1 site(s) below with given site name(s) and license type(s) will be added

Customer License Title Domain Name DNS-SSL Expiration Date

atlasroadster@gm... Premium Trial 30 D... example.edu DNS and auto SSL Unlimited

This operation may take around ~ 1 minute(s)

Click customer row to see site addition tasks in progress.

Close

. Done

Auto Renewal

NO
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«  Click 'Close'

cWatch protection is enabled on the site once provisioning is complete. You can see the progress in the 'Site
Provisioning' column of the customer details screen:

+  Open the 'Customer and License Management' tab
«  Click on the row of a customer whose details you want to view

«  The site integration status is displayed in the Site Provisioning column under 'Licenses'.

LICENSES

Type s T Site Frovisioning Order Date Expiration U'ate

o T Status
Premium Trial 3.. example.edu Completed 2019-04-02 2019-05-02 NO P
i trom mnle org Completed 2019-04-01 Unlimited KO ot Valid
Basic (Detection) 2019-04-02 Unlimited NO Valid

«  See View Customer Details and Licenses for more details.

«  You can add a website backup license once the site is provisioned. See Associate backup license to a
website in View Customer Details and Licenses for help with this.

Import Customer Websites from a CSV file
+  You can add multiple websites by importing from a comma separated values (CSV) file.
Create CSV File
There are two ways to do this:
- Create a new CSV file
+  Download template from cWatch and modify it
Create a new CSV file
«  Create a .csv file using a text editor or spreadsheet application
«  Each line of the csv should contain five, separated values:

- Email address of the customer
«  Domain name
+  License key

« Initiate DNS
« Auto SSL
Example:

jack.potts@jacksgreatpots.com,jacksgreatpots.com,7bd632bc-81b4-4cal-b187-8¢78901a194f true false
+  No spaces after the commas. All fields are mandatory.
+  The file should not contain column headers and each line should contain a single customer.
Get a customer's license keys
«  Open the 'Customer and License Management' tab
+  Click on a customer to open their details screen
+  Click 'Download' below 'Licenses' to download a list of their license keys
Download and modify a template

«  Open the 'Customer and License Management' tab
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dlle

[ 1 L]
+  Click the 'Import Sites' icon "=
OR
+  Click the menu icon at top-right and choose 'Import Sites' from the options

D T4 Customer TL Accpunt Activation Email Tl Walid License C

D addcusti@yopmail.com Sent 0

D aliceroadster@agmail.com Sent ]

I:‘ asuman.asu@yopmail.com Sent a
atlasroadster@gmail.com Sent p

] avonpedal@yopmail.com Sent

A 4

Import Sites

Import must be in CSV format.

You can click "Export Template CSV" to generate CSV template with all valid licenses.

.SelectFiIe . Uploa .:: e

CSV columns are:
Email, Domain Name, License Key, Initiate DNS, Auto SSL

username(@email.com,example.com,12345678-1234-1234-1234-123456789 true false

4 Select CSV file

¥ Export Template CSV Close

+  Click 'Export Template CSV' at the bottom of the 'Import Sites' screen
«  The export file is a list of your customers and their license keys:
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B | C | D e e F
Domain Name License Key Initiate DNS | Auto SSL
2 |[Mpp_11102018@sharklasers.com domain.name 79109289-6460-4f3a-8dd6-541e22a12441  false false
3 [1202@yopmail.com domain.name |40a3baid-5c12-4ebe-b3c7-985f fce88s  false false
4 |[al1@yopmail.com domain.name |61965cd7-50cd-4ddd-979b-89589100d76a false false
5 |atlasroadster@gmail.com domain.name |d55384c8-fe%9a-49bc-abbd-d00216fab7aa false false
& |cusp_prod_001@yopmail.com domain.name 5f38dbac-02ee-47a3-be1a-68f715917ecd42 false false
7 |cust1_sp2@yopmail.com domain.name 8decedeb-Tcaf-4274-8afa-582bacb0292a  false false
8 |customenwithpartner@gmail.com domain.name 42ca3féf-051e-440d-bf12-3e1dd52b1621  false false
9 |customenwithpartner@gmail.com domain.name 624e662f-5ab7-4b46-96cc-bc13bb8bI76c  false false
10 |customerwithpartner@gmail.com domain.name cec35c7f-6ac8-4cd3-b665-3b5b33df0934  false false
11 |oww12222170720@yopmail.com domain.name f16455a5-08b8-4820-9995-a91f30a6f5da  false false
__1_;_____CW140910?2019@y0pmail com domain.name 64add82c-8405-45ef-8d2f-14e398089e64 false false
13 |ewwdemo10000@yopmail.com domain.name 342e848b-8db3-4171-bfe2-1986f15a6444  false falzp

+  Delete all rows that you don't need. Keep the rows with customers/licenses for whom you want to add sites.
+  Enter the domain you want to add for the customer in column B
«  Edit the 'Initiate DNS' and 'Auto SSL' columns as required.
«  Save the CSV file
Import websites from a CSV file

+  Open the 'Customer and License Management' tab

il

[ 1 L]
+  Click the 'Import Sites' icon =4
OR
+  Click the menu icon at top-right and choose 'Import Sites

The 'Import Sites' wizard starts:
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D TiL Customer TL Accpunt Activation Email TL Valid License C

D addcust@yopmail.com Sent 0

D gliceroadster@gmail.com Sent 0

D asuman.asu@yopmail.com Sent 0
atlasroadster@gmail.com Sent 2

] avonpedal@yopmail.com Sent

Import Sites

Import must be in CSV format.

You can click "Export Template CSV" to generate CSV template with all valid licenses.

.SelectFiIe . Uploa .I: =

CSV columns are:
Email, Domain Mame, License Key, Initiate DNS, Auto SSL

username(@email.com,example.com,12345678-1234-1234-1234-123456789 true false

_-— e,
(4 Select CSVfile

¥ Export Template CSV Close

«  Click 'Select CSV File', browse to the file you want to import and click 'Open'’
- Domain details will be fetched from the file and shown in the interface as follows:
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Import Sites
Import must be in CSV format.

You can click "Export Template CSV" to generate CSV template with all valid licenses.

Email Domain License
atlasroadster@gmail.com atlasroadster.com Basic (Detection) (1 Sites)
herculespopular22@gmail...  hercule.com Premium Trial 30 Days (1 Sites / 31 Days Left)

. Select File . Upload .

+  Click 'Submit' to import the information into cWatch

Import Sites
Import must be in CSV format.

You can click "Export Template CSV" to generate CSV template with all valid licenses.

Email Domain License

atlasroadster@gmail.com atlasroadster.com Basic (Detection) (1 Sites)

herculespopular22@gmail....  hercule.com Premium Trial 30 Days (1 Sites / 31 Days Left)
Close

. Select File . Upload . Done

«  Click 'Close' to finish the wizard.

The process may take a few minutes. You can view import status in the 'Customer Details' screen:

Comodo cWatch Web Security - Partner Portal Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved.

24



cWatch Web Security - PartnerPorta’iGwdE coMODO

Creating Trust Online®

.-’/

Licenses
¥
Type Site Mame Site Provisioning  Order Date Expiration Date Auto Renewa
Prermiurm Trial 3... 20081208 2019-01-06 NO
ro Trial 30 Days herculespopula.. Completed 2018-12-07 2019-01-07 D

+  See View Customer Details and Licenses if you need help with this screen.

+  You can associate backup license to the site once provisioning is complete. See Associate backup
license to a website in View Customer Details and Licenses for help with this.

Manage Notifications

This section explains how to configure your outgoing mail server and cWatch system emails. System emails include
account activation mails, license issuance mails and malware notifications.

«  Click the 'Notifications' tab:

C& cWatch Customer and Licenss Management Damain rlunrulr!w Reports Cooa Nut e

&0 Bupparl Teckel Malificatian G0 Email Setlings

i Enalvbed | anguage dection

Lipense Exdpired E3 Englizh
irmnes Expired WES Dutch
OWASE Vuinessbeliny Found WES Dumch
Blackup Complstad WES Radian
ADTOUM ACThation Emal MO French
tistribule Licsnes L) French
Licensa Expired L French
alwada Folrd WES French
Aocoum Activation Emall ND Spanizh
Hetribule Licsnes W Spenish
4 1 o 5 @ 5 1 15 20 a0

«  Click the buttons at upper-right to switch between support notifications, email settings, and the notification
editor.

«  Support Ticket Notification — Choose whether your customers receive notifications about
malware removal operations

- Email Settings - Configure outgoing mail servers and the accounts used to send notifications.
See Configure Email Server Settings for more on this.

+ Notifications - Edit email templates, select the sender mail account, and specify recipients. See
Configure Notification Templates and Recipients for more on this.
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Support Ticket Notification Settings

A support ticket is created when Comodo technicians are engaged to remove malware from a customer
website.

cWatch can notify your customers when a support agent comments on a ticket about their site. For
example, “Malware removal complete on www.example.com”.

You can enable or disable these notifications as per your preference.
Click the 'Notifications' tab then 'Support Ticket Notification'

{ : b cWatch Custamer and License Mansgement Domain Uuem Reparls Coco Mul B

@ cWatch Cuslomes and License Management Danmain Owerview Halificay

=2 Email Settings

= Support Ticket Rotification

Typ= = Sedect Value v

coes Mt

=2 Motifcations =2 Emal Settings
Support Ticket Notification

Support Ticke: Mobfication - Emglish BB CDisabled

G} ‘Wiheneser CWSICh sUPPOr responds on & Teket, user (ets & notiication email. These notifications are given in Engish becaiEe sl 2Up0ort agents communicates only in Englsh.

Support Ticket Notification — If enabled, your customers receive email notifications when a support agent
responds to a malware removal request.

+  Notification emails are in English, as this is the common language used by our support team. No other
language is available.

Click 'Save' to apply your changes.

Email Server Settings

This section lets you set up your outgoing mail server, and the accounts through which cWatch emails are
sent.

Click 'Notifications' in the top-menu

Click ‘Notifications’ or ‘Support ticket notification’ on the right, until the ‘Email Settings’ link appears.
Click the 'Email Settings' link

This opens a list of existing accounts which can send notifications:

('_:b cWatch Customer and License Mansgement  Domain Overview  Motifications  Reports caco Hut Y
+ 25 Matifications &5 Support Ticket Nobfication
Faom Ll e | inry Pl Sl LS Lnastie 15253 fuAcn
smpesnud@gmslcom  smipgmel om smiplesrundggmal.com  S87 YES MO
& 1 3 5 1 15 P 100
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Add a new sender account
+  Click the '+' button at top-left
«  Complete all fields in the 'Add Sender' screen:

Add Sender

o

58]
[
[#]
2
5]

From Email Host Name User MName

P Start TLS B Enable S5L

Close

«  From Email - The account from which the notification is sent. This address appears in the 'From'
field of the notification mail.

+  Host Name - Enter the hostname or IP address of your SMTP server
«  User Name / Password - The login details of the sender account

+  Port - The port number your mail server uses for outgoing mail. This is port 587 if you use
StartTLS, or port 25 if you don't.

«  StartTLS - Enable if your mail server supports opportunistic encryption via StartTLS. StartTLS is a
command, issued by an email client, which upgrades insecure connections between the client and
the server to a secure connection.

Visit this site to find out if your mail server supports StartTLS - https://starttls-everywhere.org/

- Enable SSL - Select if your mail server uses an SSL/TLS certificate to secure the connection
between the server and the recipient.

«  Click 'Save'

cWatch checks your mail server settings and, if valid, adds the account to the list of senders. You can now send
cWatch notifications through this account.

Update a sender email account
«  Click the 'Notifications' tab
«  Click ‘Notifications’ or ‘Support ticket notification’ on the right, until the ‘Email Settings’ link appears.
+  Click the 'Email Settings' link
«  Mouse-over the row of an email account user > Click the pencil icon that appears in the 'Action’ column
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From Email Host User Fort StartTLS Action
avantistude@gmail... smtp.gmail.com avantistude@gmail... 587 YES @ x|
Edit Sender K
avantistude@gmail.com
avantistude@gmail.com smtp.gmail.com  avantistude@gmail.com Password ©
587

@ sStert LS WD Enable SSL

+  Edit the details as required and click 'Save'

«  The fields in the form are explained above.
Remove a sender email account
«  Click the 'Notifications' tab
+  Click ‘Notifications’ or ‘Support ticket notification’ on the right, until the ‘Email Settings’ link appears.
+  Click the 'Email Settings' link
+  Mouse-over the row of an email account user > Click the trash-can icon that appears in the 'Action' column:

From Email Host User Port StartTLS Action

avantistude@gmail... smtp.gmail.com avantistude@gmail.... 587 YES

Remove Sender €

avantistude@gmail.com
Warning: If you remove this sender you will not be able to resuscitate it later.

All information will be deleted.

Do you still want to remove "avantistude@gmail.com"?

Enter Sender’s Name

Close Delete
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- Enter the email address of the sender account for confirmation
«  Click 'Delete' to remove the account

Note: You cannot remove sender accounts which are currently associated with a notification mail.
To remove the account from notification mails:
+  Click ‘Notifications’ in the top-menu

+  Click the ‘Notifications’ link on the upper-right

« Ifyou can't see it, click ‘Email Settings’ or ‘Support ticket notification’ to make it appear.
+  Click the ‘Settings’ link in the ‘Action’ column of a notification

+  Change the account in the ‘From’ field
«  Click ‘Save’
+  Repeat for all other notifications which use this account

You can then delete the email account if required. See Configure Notification Templates and Recipients for
more help with this.

Configure Notification Templates and Recipients
cWatch can send the following types of notification:

+ Account activation email - Sent when you issue a license to a customer for the first time. The mail
contains an activation link which allows them to complete the account setup process.

- Distribute License - Sent to provision a new license to a customer.
- Malware Found - Sent to customers when malware is identified on their site.

« License Expired - Sent to customers when the cWatch security license on their site expires. The mail
contains a link for the customer to renew.

«  OWASP Vulnerability Found - Sent to customers when a threat on the OWASP list is found on their site.
«  Backup Completed - Sent to customers when a backup of their website has just finished.

+  Backup License Expired - Sent to customers when their cWatch backup license expires. The mail
contains a link for the customer to renew.

+ Reset Password - Sent to customers who request a password reset by clicking ‘Forgot Password’ on the
login page. You can also send password reset mails from the 'Customer and License Management' page.
The mail contains a link for the customer to create a new password.

You can implement different settings per mail type:
«  The content and language
«  The sender account
+  The recipients
Configure notification mails
+  Click 'Notifications' in the top-menu
«  Click the ‘Notifications’ link on the upper-right

« Ifyou can't see it, click ‘Email Settings’ or ‘Support ticket notification’ to make it appear.
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C:b cWatch Cugtomsr and Licenge Management Domain Overdew Modifications Raports Coco Nt e

=2 Suppon Ticket Notification G2 Email Settings

HName

HNami: Eratvied L i ALt
Licenss Expired YR erglish

Lt Capived ES Duteh

DWASF Vulmerability Found YR Dutch

Rischougy Cenmglitcat
Awpousrt Arthaatbon Emal
Disiribute Licerse

iense Lapsined

i E & 8|3
7
5

Notifications - Columns and Controls

Column Header Description
Name The event for which the notification is sent
Enabled Switch the notification on or off
Language The language used in the mail
Action Configure the content, sender email address and recipients for the notification. See
Configure a notification email for more details.

Filter and Search Options:
«  The fields at top-right let you filter/search notifications:

Ype @%u—:;'. Jalue bl
J

Mone ;
Enab .ane Action
po  Mame ch
Enabled
Language

«  Select your filter category from the "Type' drop:down
«  Select your search criteria in the 'Value' filed

«  The table shows five notifications per page.

+  Use the number buttons at bottom-right to choose how many notifications are shown per page
«  Use the page numbers at the bottom left to navigate through the pages
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Configure notification emails
+  Click on an event to configure the notification mail.

+  Notification templates are available in English, German, Dutch, French, Italian and Spanish. Mails are sent
in the language that the customer selects for their portal.

« Hover your mouse over the row of a notification to reveal the 'Settings' button in the 'Action’ column and
click it
«  The 'Notification Settings' wizard starts:

ralwans Found YES Eranch
Malware Found YES Spanish

Malware Found YES Garrman

Mabwara Found YES Engish

Dude

Mabaare Found

Motifications Settings

Malware Found — English i Enabled

. Define Email Template &

This emat! {malware found) is being sent whenever @ malware found 87 8 scan

noreplyiioa cwwnurd.el. ~ cWatch Website Scan Delect

cC & B I U & x ¥ B & 8 82 B & = ofu v ;i ¢ 5~ AR
a2 = K W nsert Varizble |
-
cWatch
BY COMODO

) matify usen(s) ) Motify customen(s) ) Motify acoount awner

sCriter emal

Close Foavert to Default Praview And Save

«  Use the switch at the top-left to enable or disable the notification
«  From - Select the email account from which the notification has to be sent to the recipients
+  Subject - Edit the Subject line of the notification mail

«  Email Template - Edit the content of the email displayed in the rich text editor. You can use the
controls at the top to format the text

+ Insert Variable - Variables are items like username, domain name, last scan date etc. The actual
value is dynamically inserted in the mail. Place your cursor where you want the variable to go then
select an item from the ‘Insert Variable’ drop-down.

Notify users - Select whether or not the email is to be sent to all admin users
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+  Notify customers - Select whether or not the email is sent to the customer

+  Notify account owner - Select whether or not the notification is sent to the primary account holder
of your partner account

+  Subscriber email - Optional. Enter the email address of an external recipient.
+  Place your mouse over the field and click the '+" icon that appears to add additional recipients

admin@dithercons.com

+  Place your mouse over the field and click the trash can icon that appears to remove a
recipient

admin@dithercons.com @Jhsi riber email

+  Revert to Default - Click to reset the notification mail template to default content
+  Click 'Preview And Save'

A preview of the full email content is shown:
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. Define Email Template

cWatch

BY COMODO

YOUR WEBSITE SCAN
DETECTED MALWARE FOR

<http://mywebsite.com>

@ 2018 Comodo Security Solutions, Inc. All Rights Reserved.

«  Click '‘Back' to make any changes, if required
- Click "Save' for your changes to take effect
After saving, you can test the notification works in the following screen:
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Subscriber email

Close Revert to Default Preview And Save

Send a test email

« Send a test email - Enter a valid email address and click 'Send'
+  Repeat the process to configure other email notifications

The 'Customer and License Management' Interface

+  Open the 'Customer and License Management' tab

Q cWatch Customer and License Management Domain Overview Notifications Reports Admin Partner e
+ 1 % v, B imn A =1 R

‘ ‘ {/ % f) !=:. .‘=‘-1~ [ =] E Search Customer

D 1L Customer 1L Account Activation Email 4 Valid License Count 11 Sites on cWatch

D cwwnucdnrelease1@yopmail.... Sent 4 2
Pp20183006@yopmail.com Already active 4 3

D atlasroadster@gmail.com Sent 2 2

D cust1_sp4@yopmail.com Sent 2 4

D customerwithpartner@gmail.c... Sent 2 4

&« 1 2 37 = 5 10 15 20 100

+  Thettiles at the top show statistics about your account usage

«  The controls above the table let you distribute licenses, add customer websites, enable auto-renewal, send
password-reset mails, and more.

« You can also access these controls in the menu at the top-right:
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Admin Partner e 9

i"‘ Add Customer

‘1' Import Customer
4:; Distribute License
% Deactivate License

(T
. Q‘} Set Auto Renewal

ims  Add Sites
o

il .
q:; Import Sites
=1 )
= Send Email

K Reset password email

«  The table shows a list of your customers. Each row shows the details of one customer:

«  Click a row to view the customer's licenses and protected websites. See View Customer Details if
you need more on this screen.

Customer and License Management - Columns and Controls

Column Header Description

Customer The email address of the registered customer.

Account Activation Email | The status of the activation mail sent to customers the first time you distribute a license
to them. Possible values are:

+ Sent

+  Sending

+  Not Sent Yet
+ Failed

«  Already active

These mails are sent automatically, but you can manually send the mail if required. To
do this:

. Select the customer
«  Click the email icon in the action menu.
«  See Send Account Activation Email if you need help with this.

Valid Licenses Count The number of active domain licenses held by the customer. This includes licenses
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already associated with websites and any unused licenses. You can associate unused
licenses with a customer website in the 'Customer details' screen. See View Customer
Details and Licenses for more details.

Sites on cWatch Number or customer websites registered for cWatch protection.
"" Add a new customer. See Add a single customer for help with this.
“" Add multiple customers at once from a CSV file. See Import customers from a CSV
file
(,:*j Distribute new licenses to a customer. See Distribute Licenses
9:4 Deactivate a customer license. See Deactivate a Customer License
-E:_ Add a website for a customer. See Add Customer Websites One by One

-E- Import multiple websites for a customer from a CSV file. See Import Customer
T Websites from a CSV file
O Activate or deactivate license auto-renewal for the customer. See Enable or disable
~ auto-renewal of customer licenses.
E Send an account activation email to a customer. See Send Account Activation Email
— Send a password reset mail to the customer. See Send Password Reset Email

Filter and Search Options:

«  Start typing the email address of a customer in the 'Search Customer' field at the top-right of the table
+  The customers with email addresses matching your criteria are shown in the list.
«  The table shows five customers per page.

+  Use the number buttons at bottom-right to choose how many customers are shown per page
+  Use the page numbers at the bottom left to navigate through the pages
Enable or disable auto-renewal of customer licenses

+  You can set auto-renewal on the following licenses prior to issuing them to customers:

«  Starter

« Pro

«  Premium
«  Backup

«  You can also change the auto-renewal setting on licenses you have already distributed.
Activate / deactivate auto renewal

«  Open the 'Customer and License Management' tab
«  Select the customer whose licenses you want to manage

L
«  Click the auto-renewal icon QJ in the actions menu
OR

+  Click the menu button at top-right and select 'Set Auto Renewal'
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TL Account Activation Email

4 WValid License Count

Search Customer
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T Sites on cWatch

cwwnucdnrelease1@yoprgil.... Sent 4 2
pp20183006@yopmail.cor Already active 4 3
] atlasroadster@gmail.com Sent 2 2
Als
. Enable/Disable Auto Renewal . Submit . Done
License Key License Type Order Date Expriaton Date Auto Renewal Status

11f26325-1e2a-43ed-9..

2fcc] 3e4-32a4-488d-a ..
31f8e3af-ec13-47f0-b3..
75ecBacd-d0ae-4f54-8

Ochectbf-bede-dede9

d44ce5f5-d645-4d52-b...

Close

22b0cd6b-e1da-43b2-8..

b9250556-1ecb-45e6-9...

c9601e59-528d-4776-b...

cd8350a5-86d5-4d20-a..

Premium

Starter

Pro

Pro

Premium

Pro

Premium

Premium

Premium

Premium

2018-06-30 12:51:13

2018-07-04 13:46:13

2018-07-28 10:45:36

2018-08-28 13:39:44

2018-08-28 13:39:48

2018-06-30 12:57:43

2018-06-30 14:08:58

2018-08-28 13:39:46

2018-06-30 09:32:09

2018-07-28 13:45:02

2018-07-04 10:28:22

2018-07-28 15:04:53

2018-07-0417:18:22

2018-07-28 14:55.02

2018-06-30 15:35:33

The column on the right shows whether auto-renew is enabled for a site.

«  See Distribute a License in Distribute and Manage Licenses if you need more details on this.

+  Use the switches to change the auto-renewal state of a license as required

«  Click 'Next'

«  Aconfirmation is shown.

License Key

Close

dd4ces5f5-d645-4d52-b...

cdB8350a5-86d5-4d20-a..

Back

. Enable/Disable Auto Renewal

License Type

Premium

Premium

. Submit

Order Date

2018-07-28 13:45:02

2018-06-30 09:32:09

Expriaton Date

2018-06-30 15:35:33

Renew Automatically

NO

YES
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«  Click 'Back' to change the settings if required.
+  Click 'Submit'.

Set License Auto Renewal

pp20183006@yopmail com

. Enable/Disable Auto Renewal . Submit . Done

License Key Renew Auto.. Message

c9601e59-528d-4776-b3d... NO Success

d44ce5f5-d645-4d52-bfas-.. NO Success
Close

Send Password Reset Email to Customers

«  The 'Customer and License Management' interface lets you send password reset emails to customers. The
customer login page is at https://login.cwatch.comodo.com/login.

«  Your customers click a link in the mail to create their new password.

+  Note - You can customize the content of the password reset mail for different languages. See Manage
Notifications for help with this.

Send password reset mail to a customer
«  Open the 'Customer and License Management' tab

+  Select the customer to whom you want to send the reset email

«  Click the password reset mail icon E in the actions menu
OR

+  Click the menu button at top-right and select 'Reset password email’
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e
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e
-3
N
AN
AR
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[ ]
[ |
[ ]
[ ]
[ |
3w

D T4 Customer 4 Valid License Count

I:I cwwnucdnreleasel@yopmail.... 4

D pp20183006@yopmail.com Algfady active 4
atlasroadster@gmail.com Sent 2

] cust1_sp4@yopmail.com Sent 2

Send Reset Password Email

gmail.com

(=]

atlasroadster

When you click submit, reset password email will be sent to customer atlasroadster@gmail.com

A confirmation is shown.
+  Click 'Submit'
The password reset email is sent.

+" Reset password email was successfully sent

An example email is shown below:
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Password Reset Request

You have asked to reset your password for the account
aflasroadster@ogmail.com

To confirm that you made this request and complete rest process please click the
reset password button or link below:

https:ffcwatchweb2017 _com/resetPassword?access_key=
BAOBSEEQS32517TETOFFFESQOB83CE2E

If you didn't make the request, you can fgnaore this email and do nothing. Another
user likely entered your email address by mistake while trying to reset a
password.

Thank you using cWatch

+  On clicking 'Reset Password' button or the link, your customer will be taken to the new password creation
page.

Comodo cWatch Web Security - Partner Portal Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 40



cCOMODO

Creating Trust Online®

Please enter a new password in the fields below.

New Password

New password

Confirm New Password

Re-type new password

Cancel

Once set, your customer can login to their customer portal with the new password.

View Customer Details and Licenses

+  The customer details screen shows a customer's contact information, licenses and websites.

«  You can download a report of customer licenses and websites as a CSV file

«  This screen also lets you upgrade/renew licenses, and associate unused licenses with domains.
Open the 'Customer Details’ screen

+  Click the 'Customer and License Management' tab

«  Click on the customer whose details you want to view:
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D T4 Customer T} Account Activation Email TL We
D addcust@yopmail.com Sent
D aliceroadster@gmail.com Sent
[:] EEI T T sl ST
atlasroadster@gmail. com Sent 4

]

avonpeda

Customer Details

atlasroadster@gmail.com

Mame: Atlas

Sumame: Roadster

Country: India

Email: atlasroadster@gmail.com

Language: English

Licenses
Type Site Name Site Provisioning  Order Date Expiration Date Auto Renewal Status Actions
Backup Medium 2019-08-01 2019-09-01 MO Valid
Basic (Detection) exampleedu Completed 2018-12-26 Unlimitad MO Valid
Backup Small 2019-08-01 Auto Renewal YES Valid
Fro 2019-03-15 20190315 NO Mot Valid
Close (* Refresh
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Licenses - Column Descriptions

Column Header Description

Type The kind of license. See Membership Plans to view the features covered by each
license.

Site Name Website associated with the license

Site Provisioning Progress of activating cWatch on the site. cWatch protection is active when this column
says 'Completed'".

Order Date When the license was distributed to the customer

Expiration Date The date till which the license is valid

Auto Renewal Whether the license is set to auto-renew when it expires.

Status Whether the license is active or expired

Actions Cogtrols to upgrade the license, renew the license, or associate unused licenses with a
website.

See the following sections for help with these actions:
- Add a new website and associate with a license
«  Associate backup license to a website
« Upgrade a License

« Renew a License

Add a new website and associate with a license
+  Open the 'Customer and License Management' tab
«  Click on a customer to open their details screen. The screen shows all licenses distributed to the customer.
- Locate a valid, unused license.
«  Click the 'Add Website' button in the 'Actions' column
The 'Add Sites' wizard starts:
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Licenses
3
Type Site Name Site ProvisioningOrder Date Expiration Date Auto Renewal Status Actions
Starter Paid ... 2018-10-11 20181211 NO Not Valid
Basic (Dete.. mckinsey.c.. Completed 2018-11-09  Unlimited NO Valid
Premium yetanothersi.. Completed 2018-10-11 2018-12-11 NO Valid
Pro Trial 30 ... 2018-11-09 2018-12-09 NO Valid
Basic (Dete... 2018-10-11 Unlimited NO Valid
Premium 2018-10-11 2018-10-11 NO

Add Sites €~
herculespopular22@gmail.com
.DeﬂneSiTes . Submit . Done
Lustome License Dns Service
herculespopular22@gm... ¥ Domain Basic (Detection) (1 Sites) ~ Initiate DNS and Auto SSL v
subdomain. jexample.com without http(s nitiate Dns’ will start scaning of DNS records. *Auto SSL
Close Add Item

«  Customer - The customer email address is pre-populated
+  Domain - Enter the URL of the website. E.g. example.com or subdomain.example.com.

« License - The license which will be distributed to the customer. This is pre-populated with the
license you chose in the previous step.

«  DNS Service - Configure the DNS settings for the website. The available options available are:

+ No DNS - Add a website but don't use Comodo DNS. DNS must be setup later by you or the
customer in order to configure cWatch protection.

+ Initiate DNS - cWatch retrieves the DNS records of the website then implements these
records in cWatch (dnsByComodo service). Your customer now only needs to point their name
servers to cWatch in order to enable the service. This saves your customer the step of adding
CNAME and A records to cWatch for each of their sites.

+ Initiate DNS and Auto SSL - Configures DNS as explained above and also provides the
customer with a free SSL certificate. The process first checks if the customer's name servers
are pointing to dnsByComodo. After verification, cWatch generates a key pair, requests the
certificate, creates a CNAME DNS record on dnsbyComodo, validates the domain, collects
the certificate and installs it on cWatch edge servers.

The certificate will encrypt traffic between the CDN servers and the website's visitors. It will
not secure the connection between the customer's server (where the site is hosted) and the
CDN (where the customer's website is cached).

+  Click 'Next'.
+  Aconfirmation screen appears:
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. Define Sites . Submit . Done
The 1 site(s) below with given site name(s) and license type(s) will be added
Customer License Title Domain Name DNS-SSL Expiration Date  Auto Renewal
herculespopular22@gmail.c.. Basic (Detection) coyoterunner.com DNS and auto SSL Auto Renewal  NO

+  Review your settings and parameters

«  Click 'Back' if you want to edit any details
+  Click "Submit' to add the website

Add Sites

herculespopular22@gmail.com

. Define Sites . Submit . Done

The 1 site(s) below with given site name(s) and license type(s) will be added

This operation may take around ~ 1 minute(s)

Click customer row to see site addition tasks in progress.

Close

cWatch protection is enabled on the site once provisioning is complete. You can see the progress in the 'Site
Provisioning' column of the customer details screen:

S Lidly o FAL f =y - U o | 2-U

Basic (Detection_ coyoterunner.com Completed 2018-10-11 Unlimited NO Valid

Premium 2018-10-1 2018-10-11 NO Mot Valid

Add a Backup License to a Website
+  Open the 'Customer and License Management' tab

+  Click on a customer to open their details screen. The screen shows all websites and licenses associated
with the customer.

+  Locate the site to which you want to add a backup license
«  Click the 'Manage Backup License' button Ed in the 'Actions' column

The 'Add Backup License' wizard starts:
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Ty Sate: M Site Provisioning  Ovder Date Fxpiration Date Ao Rerewal Status Actions
Backup Medium 2009081 2n9-gen NO walid

Bagic (Defeclion) example.adu Cormghated 2ME-12-26 Unlirmited NO Valid o
Backup Small 2019-08-01 Harto Renawal YES valid

Priy 0190315 2019-03-15 MO Mol Valid

Add Backup License

atlasroadster@gmail.com

. Select License . Submit . Done

Selected backup addon will be added for this site "example.edu"

License | - |

R

Backup Medium (1 Domain / 31 Days Left)

Backup Small (1 Domain)

Close

+ License - Choose an unused backup license to add to the account. You must have already
purchased licenses before they will appear here.

+  Click 'Next'.
«  Aconfirmation screen appears:
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Add Backup License

atlasroadster@gmail.com

. Select License . Submit

Customer: atlasroadster@gmail.com
License Title: Backup Medium
Domain Mame: example.edu

Size: 30GB

Expiration Date:  2019-09-01 08:25:31

Auto Renewal: NO

+  Review your settings and parameters

+  Click 'Back' if you want to edit any details
o Click 'Submit' to add the license to the site

Add Backup License

atlasroadster(@gmail.com

. Select License . Submit . Done

Completed

Customer: atlasroadster@gmail.com
License Title: Backup Medium
Domain Name: example.edu

Size: 30GB

Expiration Date:  2019-09-01 08:25:31

Auto Renewal: NO

Close
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+  You can configure backup options and a backup schedule in the customer’s portal:
+  Click 'Domain Overview'
+  |dentify the customer you want to manage
- Click the chain link icon " € in the 'Actions’ column to login to their portal
+  Click on the domain you want to manage in the dashboard
+  Click ‘Backup’ in the top-menu
«  Configure backup settings and schedule as required.

+  See https://help.comodo.com/topic-285-1-848-15272-Back-up-your-Website.html for the backup
guide

Upgrade a License
«  You can upgrade the license on a customer website at anytime
«  Forexample, a free basic license can be upgraded to a paid 'Starter', Pro' or 'Premium' license.
«  The license upgrade procedure is similar for both cWatch security and backup licenses
+  See Membership Plans for the features of each license.

The following table shows valid license upgrade paths:

Existing License Eligible Upgrades

Security Licenses

Basic Starter, WAF Starter, Pro,
Premium.

Pro Trial 30 Starter, WAF Starter, Pro,
Premium.

Pro Trial 60 Starter, WAF Starter, Pro,
Premium.

Premium Trial 30 Starter, WAF Starter, Pro,
Premium.

Premium Trial 60 Starter, WAF Starter, Pro,
Premium.

Starter WAF Starter, Pro, Premium.

WAF Starter Pro, Premium.

Pro Premium.

Backup Licenses

Backup Small Backup Medium and Backup
Large

Backup Medium Backup Large

Trial Licenses - Auto-upgrade at the end of the 30 day trial

Starter Paid with Trial Starter

Pro Paid with Trial Pro
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Existing License Eligible Upgrades

Premium Paid with Trial Premium

«  The customer account should have enough valid, unused licenses for upgrades.
Upgrade a license
«  Open the 'Customer and License Management' tab
«  Click on a customer to open their details screen. The screen shows all licenses distributed to the customer.
+  Click the 'Upgrade’ button in the row of the license you want to upgrade:

T

Ll = LUTE=U T H vl

Basic (Dete... coyoterunne.. Completed 2018-11-09  Unlimited NOD

Pramium 2018-10-11 7018-12-07

Upgrade Site License €—

herculespopular22@gmail.com

i~

. Upgrade License . Subrmit . Done

Site: coyoterunner.com

Current License: Basic (Detection) (1 Sites)

Close

+ 'License' drop-down - Choose the license to which you want to upgrade. Click 'Next' when done.
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Upgrade Site License

herculespopular22@gmail.com

. Upgrade License . Submit . Done

Site: coyoterunner.com
Current License: Basic (Detection) (1 Sites)

License to be upgraded: Pro (1 Sites / 30 Days Left)

«  Click 'Back' to change settings, if required

«  Click "Submit' to apply the license change.

+ License is upgraded successfully

Upgrade Site License

herculespopular22@gmail.com

. Upgrade License . Submit . Done

Site: Cﬂyﬂterunnef.cﬂm
Current License: Pro (1 Sites / 31 Days Left)

**| jcense upgrade completed

Close
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Renew a License
«  When a paid license expires, the website is automatically dropped to a free 'Basic' license type:

Customer Details

herculespopular22@gmail.com

Mame: Hercules
Sumame: Popular
Country: Argentina

Email: herculespopular22@gmail.com

Licenses
Type Site Name Site Provisioning Order Date Expiration Date Auto Renewal Status Actions
Basic (Detection) coyoterunner.com Completed 2018-11-27  Unlimited NO Valid
Pro (Dropped to basic) ) zombiessleeping.com Completed 20181011 2018-11-11 NO Mot Valid ™
Premium 2018-12-07 2019-01-07 MO Valid
Close (* Refresh

+  You can upgrade the license to another a paid license as required.

«  See upgrading a license if you want help with this.

Domain Overview

+  Click 'Domain Overview' in the top-menu

+  The domain overview is a single pane of glass through which you can monitor the health of all customer
websites.

- It shows the security status of managed sites, and provides a launchpad from which you can investigate
and configure each site's protection

+  You can login to a customer's cWatch account from here, without needing their username and password.
This is useful for troubleshooting and configuration.

+ You can also remove customer sites that no longer need cWatch protection.
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Q cWatch Customer and License Management Notifications Reports Admin Partner e

¥ Type * Value
Site Customer Login Security License  Backup License Malware  OWASP CMS Blacklist DNS Protect File Bac.. DB Back Action
configure.com cwwdemo111@yopmai... Unknown None Unknown No Unknown No No Unknown No No < R « 3
bjk.com cwwdemo114@yopmai... Unknown None Unknown No Unknown No No Unknown No No
cwatchdemo.com cwwnucdnrelease1@yo.. Premium Trial.. Backup Small No No Yes No No CNAME... Yes Yes
checkmysite.com cwwnucdnrelease1@yo... Premium Trial... None Unknewn Unknown Unknown No No Unknown No No

impossible.com demo_sp1@yopmail.co.. Basic (Detecti None Unknown Unknown Unknown No No Unknown No No

< 1 2 23 > 5 10 15 20 100

Websites - Column Descriptions

Column Header Descriptions
Site The URL of the website
Customer Login The customer account with which the website is associated
Security License The type of cWatch security license associated with the domain.

«  See Membership Plans to view the features covered by each license type.

Backup License The type of cWatch backup license associated with the domain. Storage space and
backup/recovery options depend on the license type.

+  See Membership Plans to view the features covered by each license type.

Malware Whether or not threats were found on the site by the most recent virus scan

OWASP Whether or not any vulnerabilities in the Open Web Application Security Project
(OWASP) top-ten were found by the most recent scan.

CMS Whether or not any vulnerabilities specific to the content management system (CMS)
were found.

Blacklisted Whether or not the site is present on any lists of dangerous websites.

Monitored blackists include Google Safe Browsing, Phishtank and Comodo Valkyrie.

DNS Whether or not Comodo DNS is enabled on the site.

Comodo DNS s required if you want to take advantage of the CDN and WAF services.
Protection Whether or not CDN protection is enabled.
CDN The method by which the content delivery network is activated on the site.

There are two methods:

- CNAME - By changing the domain's authoritative DNS servers to Comodo
DNS (CNAME)

«  CNAME/A Record - By entering 'CNAME' and ‘A" records generated for the
domain by cWatch, to the site's DNS management page
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File Backup Whether or not the website’s files and folders are backed up by the cWatch backup
service.

DB Backup Whether or the website’s database is backed up by the cWatch backup service.

Actions Controls to login to the customer portal, configure site malware scans, and remove the

site from protection.
See the following sections for help with these actions:
+ Login to Customer's Account

- Configure Website for cWatch protection

+  Remove a Website

See the following sections for more help with the interface:

+  Export websites to CSV file

« View domain details of a website

+ Login to a customer account and manage their websites
+  Configure a website for cWatch protection

- Remove a website

Filtering Options:

The fields at top-right let you create custom filters:

Type ' - '

e
Y
Site
B ) 1S Blacklis... DNS Protect.. File Ba.. DB Bac.. Action
Customer Login
jo.. No No Unkno... Mo No
Customer Language
z 10... No No Unkno... No No

Partner Login
Security License Key

Security License Type

-

«  Select your filter category from the "Type' drop-down

- Enter/ select your search criteria in the 'Value' filed

«  Click the '+"icon to add more filter conditions

«  Click the magnifying glass icon to filter the websites based on your search criteria
«  Click the eraser icon to clear the filters and view the complete list of websites

Export websites to CSV file
+  Click the 'Domain Overview' link in the top-menu

The interface shows managed websites along with license and scan details.
«  Apply any filters you require. See Filtering Options above if you need help with this.
+  Click the 'Download' arrow at the top-left of the list

Comodo cWatch Web Security - Partner Portal Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 53



cCOMODO

Creating Trust Online®

+  This will generate a CSV file of the sites you requested.

Login to a Customer Account and Manage their Websites
+  Click the 'Domain Overview' link in the top-menu

The interface shows managed websites along with license and scan details.
+ Identify the website you want to manage.

2 in the 'Actions' column

«  Click the chain link button
«  This opens the dashboard of the customer to whom the site is registered.

+ You can perform all management actions on customer sites from this interface. This includes malware
scans, malware removal requests, custom firewall rules configuring backups and more. See the cWatch
admin guide at https://help.comodo.com/topic-285-1-848-11000-Introduction-to-Comodo-cWatch-
Web-Security.html for detailed information on the products capabilities.

Configure a website for cWatch Protection
+  Click the 'Domain Overview' link in the top-menu
The interface shows managed websites along with license and scan details.

+  |dentify the website you want to manage.

+  Click the gear icon o in the 'Actions' column

+  This opens the domain settings screen for the site:

Malware Scanner GO CDN D SSL Certificate

coyoterunner. com

Malware Scanner has not been activated

In order to enable malware detection, we need to connect site via FTP/sFTP and upload server side scan agent.

The settings screen contains three tabs:

«  Malware Scanner - Activate virus scans on the site.
«  CDN - Configure CDN cache management settings for the site.
- SSL Certificate - Upload the SSL certificate used to secure the site if it is using HTTPS

Activate Malware Scanner for a Website
+  You need to upload the cWatch agent to the site to activate malware scans.
«  You need to provide access details to the site if you want cWatch to automatically upload the file.
- Alternatively, you can simply download the agent and copy it to the site manually.
Activate the malware scanner
«  Click the 'Domain Overview' link in the top-menu
The interface shows managed websites along with license and scan details.

+ ldentify the website on which you want to activate malware scans.
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+  Click the gearicon o in the 'Actions' column
+  Click the 'Malware Scanner' tab at top-right if it is not already open

Malware Scanner GDCDN GO SSL Certificate
::':";."Ct'i runner.com

Malware Scanner has not been activated

In order to enable malware detection, we need to connect site via FTP/sFTP and upload server side scan agent.

«  Click 'Activate'
The activation wizard starts:

+  Complete the all fields in 'Step 1 - Enter FTP Credentials and click 'Enable Scanner’

Malware Scanner GDCDN D SSL Certificate

coyoterunner.corm

. Enter FTP Credentials and click ‘Enable Scanner' . Malware scanner is being activate

Please fill the form below and click 'Enable Scanner’. A scan will start automatically once the scanner is enabled.

(u}
i)

FTP * Hostname Username assword <@

Close

«  Connection Type - Select 'FTP' or 'SFTP' depending on the server type used by the website
«  SFTP uses an encrypted connection.

+  Hostname - The IP address or hostname of the server

« Username / Password - Login credentials to the server.

«  Directory - Location to which cWatch should upload the scanner agent. This must be publicly
accessible.

«  Port - The server port to which cWatch should connect to upload the agent
+  Click 'Enable Scanner'

+  cWatch will upload the agent and activate the malware scanner.
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Malware Scanner GO CDN D SSL Certificate

coyoterunner.com

Malware scanner is active for this site

Close

«  Once done, cWatch will run scheduled scans on all files hosted on the website. The site admin can also
start scans on the site from the 'Malware Scans' page of the customer portal. See
http://help.comodo.com/topic-285-1-848-11011-Malware-Scans.html for more details on this.

Configure CDN Cache Management Settings for a site
«  The Content Delivery Network (CDN) improves performance and security of client websites.

+  You have to configure the site to use Comodo DNS if you want to use the CDN. This can be done in the
customer portal. See http://help.comodo.com/topic-285-1-848-12463-Domain-Configuration-
Instructions.html for help to do this.

Once configured, the CDN service will:
Accelerate performance by serving site content from data centers closest to your visitor's location.

+  Forward event logs to the Comodo CSOC team who will monitor your traffic to identify anomalous behavior
and threats.

+  Implement Comodo web application firewall protection on your domains. The CSOC team constantly
improves the Mod Security rules in the firewall to provide cutting edge protection for your customers.

Configure CDN Settings
«  Click the 'Domain Overview' link in the top-menu
The interface shows managed websites along with license and scan details.

 |dentify the website you want to manage.

+  Click the gearicon o in the 'Actions' column
«  Click the 'CDN' tab at top-right
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Domain Set‘tingg -CDN = Malware Scanner = SSL Certificate

coyoterunner.com

Cache Settings v

€1 DeTaull Cacne Time LAacne Lomrol Reader

1 Day * 1 Day -

B Serve Expired Content

Treat as separate cacheable item B lgnore Cache Control

«  Cache Settings - Configure how website content is rendered

+  Purge Files - Clear the files on the edge servers
Cache Settings:

«  Select 'Cache Settings' in the drop-down at top-left

«  Configure the following:

Cache Settings - Table of Parameters

Parameter Description

Set Default Cache Time |How long the CDN should store content fetched from the origin web server. Cached
content is delivered to website visitors until this time period expires. After this, the CDN
will reconnect to the site and refresh the content.

This is useful if your site's cache control headers (CCH) are not used or ignored by the
browser on your visitors computer.

Background Note: Cache control headers are used to specify how long content fetched
from site should remain in the browser cache. The local cache is used by the browser to
render the site when it is re-visited by the user, avoiding the need to fetch the content
again from the server.

Cache Control Header | The validity period of the CCH on the end-user's web browser. See 'Background Note'
above.

This setting lets you control how long cached content should be stored visitor's web
browsers.

Serve Expired Content  |CDN to delivers expired content when:
«  The CDN is currently checking the website for updated content
«  The website is down.

Use the switch to enable or disable this option

Treat as separate Web-pages with query string parameters (e.g. "?q=something') will be cached as separate
cacheable item files.

This will instruct the CDN to update cached files whenever the original pages are
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updated.
Use the switch to enable or disable this option

Ignore Cache Control  |Visitor's browsers will disregard the time to live (TTL) and header expiry settings of the
web-pages.

Web browsers will use the 'Set default cache time' setting for the cache time.
+  Use the switch to enable or disable this option

+  Click 'Update' for our settings to take effect
Purge Files:

You can manually clear cached content from edge servers if you want to immediately push fresh content.

+  Select 'Purge Files' from the drop-down at top-left

Domain Se‘t‘tings -CDN > Malware Scanner GO SSL Certificate

48]

MESIs.s

[14]

Purge Files v

B Purge All Files

File Path

Close Add Path

Purge CDN Cache on Edge Servers

Purge All Files Remove all files from the cache. The CDN is forced to reload the website the next time
the files are requested.

+  Click 'Purge'

Purge Individual Files  |Remove specific files from the cache. CDN will reload only those files the next time same
files are requested.

+  Enter the URI of the file in the File Path field
+  Click the 'Add Path' button to add more file paths
+  Click 'Purge'

Upload an SSL certificate for a Website

«  An SSL/TLS certificate is placed on a website to authenticate the domain owner and encrypt all data that
passes between the site visitor and the web server.

- Sites that use an SSL certificate have a URL that begins with HTTPS. For example,
https:/lwww.example.com

cWatch lets you to upload an SSL certificate which is already in use on a website. This will encrypt traffic between
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the CDN and the origin website.

«  Encrypts traffic between the origin server and cWatch CDN servers
+  Eliminates privacy risks & vulnerabilities such as eavesdropping and man-in-the-middle attacks

Prerequisite - You should have the certificate and keys ready.

Upload an SSL certificate of a website
+  Click the 'Domain Overview' link in the top-menu
The interface shows managed websites along with license and scan details.

+ Identify the website you want to manage.

+  Click the gearicon o in the 'Actions' column
+  Click the 'SSL Certificate' tab at top-right

SSL Certificate & CDN & Malware Scanner
coyoterunner.com
. Enter SSL Certificate . Done
Certificate SSL Chain Certificate (Optional) Certificate Key
4 4 4
Close

SSL Certificate Settings - Table of Parameters

Parameter Description

Certificate Paste the content of your certificate. For example, the content you are looking for is
something like this:

MIICUTCCAfugAwIBAgIBADANBgkghkiGI9wOBAQQFADBXMQswCQYDVQQGEwW
JDTFEL
MAkGA1UECBMCUE4xCzAJBgNVBACTAKNOMOswCQYDVQQKEWJIJPTJELMAKGAL
UECxMC
VU4xFDASBgNVBAMTCOhlcm9uZyBZYWS5nNMBAXDTAIMDCeXNTIXMTkONL1oXDT
A1MDgx
NDIxMTkON1owVzELMAkGAIUEBhMCQO04xCzAJBgNVBAGTAIBOMQswCQYDVQ
QHEwJD
TJELMAKGA1UEChMCT04xCzAJBgNVBASTA1VOMROWEgYDVQODEwWt IZXJvbm
CcgWWEu
ZzBcMAOGCSgGSIb3DOEBAQUAAOSAMEgCQQOCPS5hnG70gBhtlynp0S21cBew
KE/B7]
V14geyslnr26xzZUsSVko36ZnhiaO/zbMOORCKKOVEcgMtcLFUQTWD1 3RAgG
MBAAG]
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gbEwgadwHQYDVROOBBYEFEFXI70krXeQDxZ2gbaCQoR4jUDNCEMH8GALUdIwW
R4MHaA
FFXI70krXeQDxZgbaCQoR4jUDNCEOVUkWTBXMOswCQYDVQQGEwWJIDT JELMA
kGA1UE
CBMCUE4xCzAJBgNVBACTAKNOMQswCQYDVQOKEWJPTJELMAKGA1UECXMCVU
4xFDAS
BgNVBAMTCOhlcm9uZyBZYW5nggEAMAWGA1IUdEWQFMAMBAf8wDQYJKoZIhv
cNAQEE

BQADQQA/ugzBrjjK9jcWnDVEGH1k31icNRgOoVIR132z/
+HOX67aRfgZu7KWdI+Ju

Wm7DCEfrPNGVWEWUQOmsPue 9rZBgO

SSL Chain Certificate If your certificate contains an intermediate certificate then paste it here. If not, leave this
field blank.
Certificate Key Private key of your certificate

+  Enter the parameters and click 'Upload'

SSL Certiﬁcate GO CDN &> Malware Scanner

coyoterunner.com

. Enter SSL Certificate . Done

The certificate will be uploaded to the CDN servers to encrypt traffic between the CDN and the origin website.

Remove a website

Note. Removing a website will also invalidate any licenses associated with the site.
+  Click the 'Domain Overview' link in the top-menu

The interface shows managed websites along with license and scan details.

+  |dentify the website you want to manage.

«  Click the trash can button [ in the '"Actions' column
+  Aconfirmation screen appears:
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Remove Site
coyoterunner.com
Warning: If you remove this site you will not be able to resuscitate it later.

All information will be deleted.

Do you still want to remove "coyoterunner.com'?

Enter Site Name

*If you have configured your DNS remember to roll back your changes.

Close Delete

- Enter the domain name of the website in the 'Enter Site Name' field for confirmation
«  Click 'Delete'

View Domain Details of a Website

+  Click the 'Domain Overview' tab
«  Click on the domain whose details you want to view:
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Customer &nd License "
Custamer Security Livenss Backup License
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Closa
The 'Domain Details' screen has five tabs:
«  Customer and License - Customer login, language and license details.
«  Detection - Results of the most recent malware, vulnerability and reputation scans.
« Trust - SSL certificate used by the site. Trust seal configuration
«  Backup - Backup configuration on the site
+  Protection - CDN, WAF and DNS configuration
Customer and License
+  Click the 'Customer and License' tab (if it is not already open)
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Domain Details

cwatchdemo.com

Customer And License -~

Customer Security License Backup License

Customer Login:  cwwnucdnrelease@yopmail.com Security License Key:  4f8c963d-16c0-4c71-afa%- Backup License Key: 7a042614-5625-4aa3-9cha-
5640a8f09b32 56b112d45242

Customer Language:  English

Security License Type:  Premium Trial 60 Days Backup License Type:  Backup Small
Partner Login:  partneradmin@example.com
Security License Expired:  No Backup License Expired: No
Security License Auto Renewal: No Backup License Auto Renewal: No
Security License Expiration Date:  2019-07-31 Backup License Expiration Date:  2019-08-05
Partner Security License:  Yes Partner Backup License: Yes
Security License Distribution Channel:  Unknown Backup License Distribution Channel:  Partner Portal Ul

«  Customer - Details of the customer account with which the domain is associated.
«  Security License -The protection features applied to the site depends on the license type.
- Backup License - Storage space and backup / restore options depend on the license type.

+  You can upgrade the security and backup licenses from the 'Customer and License Management’
screen. See View Customer Details and Licenses for help with this.

Detection
«  Click the 'Detection' tab

Detection -~
Malware Vulnerability Reputation
Malware Scan Enabled: Yes OWASP Vulnerability Found:  No Blacklisted: No
Malware Detected: Mo CMS Vulnerability Found:  Yes Comodo Valkyrie Detected: Mo
Detected CMS Type: Wordpress Phishing Detected: Mo

Google Safe Browsing Detected: No

SSL Issue Detected: Mo

- Malware - Whether malware scanner is activated on the website and the result of the most recent malware
scan.

«  You can enable the malware scanner for a domain in the 'Domain Overview' interface.
. See Activate Malware Scanner for a Website in Domain Overview for more details.
+  Vulnerability - The results of the most recent OWASP and CMS vulnerability scans run on the website.

+ You can configure OWASP and CMS vulnerability scans on a domain in the customer portal.

+  See Login to a Customer Account and Manage their Websites in Domain Overview if you
need help on logging-in to the customer portal.

+  See https://help.comodo.com/topic-285-1-848-11492-Comodo-Vulnerability-Scans.html for
guidance on running or scheduling vulnerability scans.

+ Reputation - The trustworthiness of the site according to key security indicators.
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Trust
«  Click the 'Trust' tab

Trust ~
SSL Trust Seal
S5L Type: cWatch Edge S5L Trust Seal Generated: Unknown

«  SSL - The type of SSL certificate used by the domain. There are two types:

«  Self SSL - The CDN edge servers use a copy of the domain’s own security certificate.

«  cWatch Edge SSL - The CDN edge servers use a complimentary SSL certificate from
Comodo/Sectigo.

Using the domain's own SSL certificate provides end-to-end encryption, that is from the customer's server
(where the website is hosted) and the website visitor. The complimentary SSL certificate only encrypts traffic
between the CDN server and the website visitors.

+  You can upload a domain's SSL certificate from the 'Domain Overview' interface

«  See Upload an SSL certificate for a Website in Domain Overview for help with this.
+  Trust Seal - Whether trust seal is configured for the website

«  The 'Trust Seal' is a badge that your customers can put on their website to prove the site is
malware-free and enjoys 24/7 threat protection.

«  This reassures end-users that the site is safe, helping to build the trust so often needed to convert
visitors into paying customers.

«  There are two types of trust seal:
« 'Malware Free' - Displays if the site is not blacklisted and has no malware.

+  'Protected' - Displays if the site is not blacklisted, has no malware, and both the CDN and
Web Application Firewall (WAF) are active.

+  You can configure trust seal for a domain in the customer portal.

+  See Login to a Customer Account and Manage their Websites in Domain Overview if you
need help on logging-in to the customer portal.

+  See https:/help.comodo.com/topic-285-1-848-13683-Add-Trust-Seal-to-your-
Websites.html for guidance on placing the trust seal on a website

Backup
+  Click the 'Backup' tab
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Backup o~
Eile Database Schedule
File Backup Enabled: Yes DB Backup Enabled: Yes Backup Schedule Enabled:  Yes

Backup DB Type: Mysqgl

+  File - Whether website files backup is activated for the domain

- Database - Whether website database backup is activated for the domain and kind of database backup
used.

+  Schedule - Whether a backup schedule has been configured for the website

Background Note:

«  cWatch backup is a robust disaster recovery solution which automatically creates a backup of the website
and website database at regular intervals.

«  Using state of the art storage and security technologies, the service lets your customers quickly and easily
restore their sites in the event of catostrophic data loss.

«  cWatch backup requires a separate license for each domain.

+  See Distribute and Manage Licenses for help to provision backup licenses to your customers
«  See Associate Backup License to a Website for help to add a backup license to a domain

+  You can configure backup options and schedule in the customer portal.

+  See Login to a Customer Account and Manage their Websites in Domain Overview if you
need help on logging-in to the customer portal.

+  See https://help.comodo.com/topic-285-1-848-15272-Back-up-your-Website.html for the
backup guide

Protection
«  Click the 'Protection' tab

Protection ™
Protection WAF NS
COM Type: MNuCDM WAF Enabled: Yes DMS Managed By Comode: No

CDM Protection: CMNAME/A Record

+  Protection - The type of content delivery network (CDN) and the method by which CDN is activated on the
domain
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There are two methods:
«  CNAME - By changing the domain's authoritative DNS servers to Comodo DNS (CNAME)

«  CNAME/A Record - By entering 'CNAME' and 'A' records generated for the domain by cWatch, to
the site's DNS management page

« WAF - Whether the web application firewall is activated for the domain.
+  DNS - Whether the website is configured to use DNS managed by Comodo.

+ You can configure CDN and WAF settings for a domain in the '‘Domain Overview' interface.
+  See Configure a website for cWatch Protection in Domain Overview for more details.

View cWatch Reports

+  Click 'Reports’ in the top-menu
«  cWatch can generate a wide variety of reports on customer sites that you have added to your account.
+  Reports include license distribution, features enabled, malware activity, backup progress, and more

m cWatch Customer and License Management Domain Overview Notifications Reports Admin e

Customers - Sites CUStOmerS
Security License Last Year -

Backup License

DN I Customers Reseller Sub-Reseller

WAF
DNS
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Malware Scanner
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CMS
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OWASP
Blacklist
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5
Language 4 . -
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The following types of report are available:
«  Customers - Sites - Customers and domains added to your account
«  Security License - The usage of different cWatch license types on your domains
+  Backup License - The usage of of different backup license types on your domains
+  CDN - Domains by activation of the content delivery network
«  WAF - Domains by activation of the web application firewall
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«  DNS - Domains by activation of the domain name system service
«  SSL - Domains by security certificate activation
« Malware Scanner - Domains which have malware scanning enabled
+  Malware - Domains upon which malicious items were found
«  CMS - Domains that have vulnerabilities specific to content management systems
«  OWASP - Domains that have a top-10 vulnerability from the Open Web Application Security Project
+  Blacklist - Domains that have been marked as suspicious by a blacklisting organization (e.g. Spamhaus)
+  Backup - Domains on which the backup service has been activated
+ Language - Breakdown of domains based on languages
Customers - Sites
+  Click 'Reports' in the top-menu
+  Click 'Customers -Sites' on the left

c& cWatch Customer and License Management Domain Overview Notifications Reports Admin e
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Customers
+  Select the time period from the drop-down at the top left
«  The graph shows the numbers of customers added at different dates within the selected period

+  Place your mouse over a date to view the number of customers added on that day

+  The pie-chart shows the comparison of numbers of customers added to your account and your sub-
resellers' accounts

+  Place your mouse over a sector to view the numbers of customers added to that account
Sites

Comodo cWatch Web Security - Partner Portal Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 67



cCOMODO

Creating Trust Online®

«  Select the time period from the drop-down at the top left
«  The graph shows the numbers of websites added at different dates within the selected period

+  Place your mouse over a date to view the number of sites added on that day

+  The pie-chart shows the comparison of numbers of websites added to your account and your sub-resellers'
accounts

- Place your mouse over a sector to view the numbers of sites added to that account
Security License

+  Click 'Reports' in the top-menu
+  Click 'Security License' on the left

«  The 'Security License' report shows the numbers of domains that use different license types

Security License

Security License Auto Renewal ON Auto Renewal OFF Count %

Basic (Detection) 0 17 17 [ 436%
Premium Trial 60 Days 0 5 5 [ | 128 %
Premium 1 0 1 | 26%
Premium Paid with Trial 2 0 2 [ ] 5.1 %
Pro Trial 30 Days 0 - - [ | 10.3 %
Pro Trial 60 Days 0 1 1 I 26%
Pro 0 6 6 [ | 154 %
Pro Paid with Trial 2 0 2 1 5.1 %
Starter 0 1 1 | 2.6%

Security License Report - Column Descriptions

Column Header Descriptions
Security License The type of cWatch license
Auto renewal ON Number of domains with this license type that have auto-renewal enabled
Auto renewal OFF Number of domains with this license type that do not have auto-renewal enabled
Count Total number of domains with the license type
% The percentage of domains using the license type with respect to the total number of
domains enrolled to your account

+  Click a license type row to view the list of domains in the 'Domain Overview' interface.
+  See Domain Overview for more details.

+  You can upgrade license associated with a domain from the 'Customer and License Management'
interface. See View Customer Details and Licenses for help with this.

Backup License

+  Click 'Reports' in the top-menu
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+  Click 'Backup License' on the left
«  The 'Backup License' report shows the numbers of domains that use different backup license types

Backup License

at

Backup License Auto Renewal ON Auto Renewal OFF Count

Backup Small 1 0 1 I 100 %

Backup License Report - Column Descriptions

Column Header Descriptions
Backup License The type of backup license
Auto renewal ON Number of domains with this license type that have auto-renewal enabled
Auto renewal OFF Number of domains with this license type that do not have auto-renewal enabled
Count Total number of domains with the license type
% The percentage of domains using the license type with respect to the total number of
domains activated with backup licenses.

+  Click a license type row to view the list of domains in the 'Domain Overview' interface.
«  See Domain Overview for more details.

+  You can upgrade or renew backup license associated with a domain from the '‘Customer and License
Management ' interface. See View Customer Details and Licenses for help with this.

+  Click 'Reports' in the top-menu
+  Click 'CDN'on the left
+  The 'CDN' report shows the numbers of domains that activated with content delivery network (CDN)

service.
CDN Count %
Unknown 18 I 0.3 %
CNAME 1 | 0.8%
CHNAME/A Record 1 | 0.8%

CDN Report - Column Descriptions

Column Header Descriptions

CDN The method by which the content delivery network is activated on your sites.
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There are two methods:

«  CNAME - By changing the domain's authoritative DNS servers to Comodo
DNS (CNAME)

+  CNAME/A Record - By entering 'CNAME' and 'A' records generated for the
domain by cWatch, to the site's DNS management page

Count Number of domains using the CDN with the named activation method

% The percentage of domains using the activation type with respect to the total number of
domains associated with your account.

«  Click a CDN type row view the list of domains using the type in the 'Domain Overview' interface.
+  You can activate CDN for domains from the 'Domain Overview' interface.
+  See Configure CDN Cache Management Settings for a site in Domain Overview for more details.

+  Click 'Reports' in the top-menu
+  Click "WAF' on the left

«  The 'WAF' report shows the statistics of domains based on activation of the web application firewall (WAF)
service.

Web Application Firewall

‘Web Application Firewall Count %
Disabled 106 I 598 %
Enabled 12 [ ] 10.2 %

WAF Report - Column Descriptions

Column Header Descriptions

Web Application Firewall | The status of WAF activation - enabled or disabled

Count Number of domains
% The percentage of domains with respect to the total number of domains associated with
your account.

«  Click a WAF status row to view the list of domains in which WAF is enabled or disabled in the 'Domain
Overview' interface.

«  See Domain Overview for more details.

+  Click 'Reports' in the top-menu
+  Click 'DNS' on the left
«  The 'DNS' report shows the statistics based on usage of Comodo DNS service by the enrolled domains.
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DNS Count %
Unknown 1 | 08%
Not Managed By Comodo 118 I 092 %

DNS Report - Column Descriptions

Column Header Descriptions
DNS Whether or not the DNS service is managed by Comodo
Count Number of domains
% The percentage of domains with respect to the total number of domains associated with
your account.

+  Click a DNS row to view the list of domains whose DNS services are managed / not managed by Comodo,
in the 'Domain Overview' interface.

- See Domain Overview for more details.

+  You can enable Comodo DNS service for a domain while adding it. See Configure Customer Websites for
more details.

+  Click 'Reports' in the top-menu
+  Click 'SSL' on the left

«  The 'SSL' report shows the statistics based on usage of SSL certificates deployed for the domains.

SSL
S5L Count %
Unknown 116 I o
Self SSL 1 | 08%
cWatch Edge SSL 2 I 1.7%

SSL Report - Column Descriptions

Column Header Descriptions
SSL The type of SSL certificate used by the domain. There are two types:
«  Self SSL - The CDN edge servers use a copy of the domain’s own security
certificate.

«  cWatch Edge SSL - The CDN edge servers use a complimentary SSL
certificate from Comodo/Sectigo.

Using the domain's own SSL certificate provides end-to-end encryption, that is from the
customer's server (where the website is hosted) and the website visitor. The
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complimentary SSL certificate only encrypts traffic between the CDN server and the
website visitors.

Count

Number of domains

%

The percentage of domains with respect to the total number of domains associated with
your account.

+  Click an SSL type row to view the list of domains that use their own or complimentary SSL certificate in the
‘Domain Overview' interface.

+  You can upload a domain's SSL certificate from the 'Domain Overview' interface

«  See Upload an SSL certificate for a Website in Domain Overview for help with this.

Malware Scanner

+  Click 'Reports' in the top-menu

«  Click 'Malware Scanner' on the left

«  The 'Malware Scanner' report shows the statistics of domains based on activation of the malware scanner

service.

Malware Scanner

Malware Scanner

Disabled

Enabled

Count %
116 I 975 %
3 | 2.5%

Column Header

Malware Scanner Report - Column Descriptions

Web Application Firewall

Descriptions

Status of malware scanner activation - enabled or disabled

Count

Number of domains

%

The percentage of domains with respect to the total number of domains associated with
your account.

+  Click either row to view the actual domains in the category.

«  You can enable the malware scanner for a domain in the 'Domain Overview' interface.

. See Activate Malware Scanner for a Website in Domain Overview for more details.

Malware

+  Click 'Reports' in the top-menu

«  Click 'Malware' on the left

+  The 'Malware' report shows the statistics based on domains identified with malware.
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Count %

115 I 96.6 %
2 | 1.7 %
2 | 1.7 %

Column Header

Malware Report - Column Descriptions

Descriptions

License

Whether malware is found or not.

Count

Number of domains

%

The percentage of domains with respect to the total number of domains associated with
your account.

+  Click any row to view the actual domains in the category.

«  You can enable the malware scanner for a domain in the 'Domain Overview' interface.

«  See Activate Malware Scanner for a Website in Domain Overview for more details.

+  Click 'Reports' in the top-menu
+  Click '"CMS' on the left

«  The CMS report shows the statistics based on domains identified with vulnerabilities in their content
management system (CMS).

CMS Vulnerability

CMS Vulnerability
Unknown

Vulnerability Found

Count %
17 I o: 3
2 | 1.7%

Column Header

CMS Report - Column Descriptions

Descriptions

CMS Vulnerability

Whether vulnerability is found or not.

Count

Number of domains

%

The percentage of domains with respect to the total number of domains associated with
your account.
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«  Click any row to view the actual domains in the category.
+  You can configure CMS vulnerability scans on a domain in the customer portal.

«  See Login to a Customer Account and Manage their Websites in Domain Overview if you
need help on logging-in to the customer portal.

+  See https://help.comodo.com/topic-285-1-848-11012-CMS-Vulnerability-Scans.html for
guidance on running or scheduling CMS vulnerability scans.

+  Click 'Reports' in the top-menu
+  Click 'OWASP' on the left

«  This report shows domains which have a vulnerability in the Open Web Application Security Project
(OWASP) top-ten.

OWASP Vulnerability

OWASP Vulnerability Count %
Unknown 31 I 26.1 %
No Vulnerability Found 22 ] 73.9%

OWASP Report - Column Descriptions

Column Header Descriptions
Count Number of domains
% The percentage of domains with respect to the total number of domains associated with
your account.

«  Click any row to view the actual domains in the category.
+  You can configure OWASP scans on a domain in the customer portal.

+  See Login to a Customer Account and Manage their Websites in Domain Overview if you
need help on logging-in to the customer portal.

+  See https://help.comodo.com/topic-285-1-848-12470-OWASP-Top-10-Vulnerability-
Scans.html for guidance on running or scheduling CMS vulnerability scans.

Blacklist
+  Click 'Reports' in the top-menu
«  Click 'Blacklist' on the left

«  cWatch checks long-established blacklists of dangerous websites including 'Google Safe Browsing' and
'Phishtank' to identify whether the managed domains are blacklisted.

«  The 'Blacklist' report shows the statistics based on domains identified as blacklisted.
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Blacklisted
Blacklisted Count %
Site is not blacklisted 119 I 1002

Blacklist Report - Column Descriptions

Column Header Descriptions
Blacklisted Whether blacklisted or not.
Count Number of domains
% The percentage of domains with respect to the total number of domains associated with
your account.

+  Click any row to view the actual domains in the category.
+  See Domain Overview for more details.
Backup
+  Click 'Reports' in the top-menu
+  Click 'Backup' on the left
«  The 'Backup' report shows the numbers of domains that activated for website and database backup.

Backup

Backup Count %
Both DB and File backups enabled 1 | 0.8%
Not Enabled 118 I 592 %

Backup Report - Column Descriptions

Column Header Descriptions

Backup The backup type. There are three types:
+  File backup - Domains on which only the website itself is backed-up

« DB backup - Domains on which only the site’s database is backed-up

- Both DB and File backup - Domains on which both file and database are
backed-up

- Not enabled - The backup service has not been activated

Count Number of domains in this category.

% The percentage of domains using the activation type with respect to the total number of
domains associated with your account.
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Background Note:

«  cWatch backup is a robust disaster recovery solution which automatically creates a backup of the website
and website database at regular intervals.

+ Using state of the art storage and security technologies, the service lets your customers quickly and easily
restore their sites in the event of catostrophic data loss.

- cWatch backup requires a separate license for each domain.
+  See Distribute and Manage Licenses for help to provision backup licenses to your customers

«  See Associate Backup License to a Website for help to add a backup license to a domain

+  See https://help.comodo.com/topic-285-1-848-15272-Back-up-your-Website.html for the backup
guide.

Language
+  Click 'Reports' in the top-menu
+  Click 'Language' on the left
+  This report shows the languages used on your customer’s domains

Language

Language Count %

English 187 I o84 %
French 2 | 1.1%
Italian 1 | 0.5%

Configure Additional Settings

«  Click the 'Profile" icon at top-right and choose 'Settings'

«  The settings interface lets you customize various aspects of cWatch, and re-brand the portal that your
customers login to.

«  You can re-brand the login URL, supports links, company logos, trust seal and more.
+ You can also set custom purchasing links which send customers to your own order forms.
Open the 'Settings' interface

+  Click the 'Profile’ icon at top-right and choose 'Settings":
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See the following sections for more help with the settings interface:

+  Customer portal settings
»  Set customer portal access URL
+  Customize Name Server and CDN Zone
+ License and SSL purchase settings
+  Set license upgrade/renewal links
«  Set SSL certificate purchase link
+  Set new license purchase link
»  Configure upgrade notification messages
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«  Customer portal white labeling and appearance settings

+  Configure your brand logos

+  Configure Trust Seal images for your customer websites
»  Set customer portal browser tab title

+  Select options on customer portal

Customer Portal Settings

Click the 'Profile" icon at top-right then choose 'Settings'

+ You can create a custom cWatch login URL for your customers, and add the ability for them to login to
cWatch from your website.

«  This helps further personalize cWatch in addition to the white-label options described elsewhere in the
guide.

+  You can also specify DNS name servers that your customers should use. As a reminder, DNS changes are
required to enable the content delivery network (CDN) and web application firewall (WAF).

See the following sections for more help with customization settings:
+  Set Customer Portal Access URL
+  Customize Name Server and CDN Zone

»  Configure Hosting Access Link

Set Customer Portal Access URL

«  You can set the URL at which your customers login to their customer portal with your own branding.
There are two ways to do this:

«  Set your own custom login URL

«  Use a cWatch subdomain login URL
Set your own custom login URL

+  Click the 'Profile’ icon at top-right and choose 'Settings'

. Click the key icon & in the left-menu
Or
+  Click the menu button at top-right and select 'Access'
+  Click the 'Portal Access' stripe (If it is not already open)
+  Select the 'Use custom login URL":
The custom login URL setting wizard starts:
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@ cWatch Customer and License Management Admin Qverview Notifications Admin Partner e :
o’é Portal Access a
@ Use custom login URL O Use ¢Watch subdomain login URL c
. Set URL . SSL Certificate . Check DNS
https://
MNex
MuDNS Nameserver & NuCDN Zone Customization v

+  Enter the URL of the login page your customers should use and click 'Save'
cWatch processes the request and the progress is shown as follows:

Portal Access =

Use custom login URL O Use cWatch subdemain login URL &

. Set URL . S5L Certificate . Check DNS

Login URL status is "In Progress". Please wait for 2 minutes and click ‘Refresh’ button

The process may take up to two minutes.

- Click the 'Refresh’ button C on the top-right after two minutes.
«  The wizard moves to step 2 - 'Upload SSL certificate'
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. SSL Certificate
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«  Click 'Next'

+  You need to upload an SSL certificate for your login page. The certificate will secure the connection
between the login page and your customer, thus protecting their login details in transit.

The certificate is optional but very strongly recommended.

Portal Access

Use customn login URL O Use cWatch subdomain login URL

. Set URL

login.example.com

Certificate

. SSL Certificate

SSL Chain Certificate (Optional)

. Check DNS

Certificate Key

Paste the certificate PEM content that you received upon
izsuance of you SSL Certificate registered with a trusted
Certificate Authority (i.e. Comodo CA)

Paste all of the intermediate certificates required to verify
the subject identified by the end certificate

Paste your certificate’s Private Key. This is needed 1o
encrypt data that is sent out. We safely store all private
keys. NEVER share your key with anyone other than us.

® As Comodo, we strictly recommend you to upload an SSL certificate. Otherwise your site may be seen as not secure.

Back Next
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Upload Your Certificate - Form Parameters

Parameter Description

Certificate Paste the content of your certificate. The content you are looking for is something like
this:
————— BEGIN CERTIFICATE-----
MITICUTCCAfugAwIBAgIBADANBgkghkiGIwOBAQQFADBXMQsWCQYDVQQGE
wIDTFEL
MAkGA1UECBMCUE4xCzAJBgNVBACTAKNOMQswCQYDVQQKEWJPTJELMAKGA
1UECXMC
VU4xFDASBGNVBAMTCOhlcmOuZyBZYW5nMB4XDTAIMDCXNTIxMTkON10XD
TA1MDgx
NDIxMTkON1owVzELMAKGA1UEBhMCQO4xCzAJBgNVBAGTA1BOMQswCQYDV
QQHEWJD
TJELMAKGA1UEChMCT04xCzAJBgNVBASTA1VOMRQWEQYDVQQDEWt I ZXJvb
mcgWWEu
ZzBCcMAOGCSgGSIb3DQEBAQUAAOSAMEgCQOQOCPS5hnG7o0gBhtlynp0S21cBe
wKE/B7j
V14geyslnr26xz2UsSVko36ZnhiaO/zbMOoORCKKOVEcgMtcLFuQTWD1 3RA
gMBAAG
gbEwgadwHQYDVROOBBYEFFXI70krXeQDxZgbaCQoR4jUDNcEMH8GAL1UdT
wR4MHaA
FFXI70krXeQDxZgbaCQoR4jUDNcEoVUkWTBXMQswCQYDVOQGEwWIDTIELM
AkKGA1UE
CBMCUE4xCzAJBgNVBACTAKNOMQOswCQYDVQQKEwWJIPTJELMAKGA1UECXMCV
U4xFDAS
BgNVBAMTCOhlcm9uZyBZYW5nggEAMAWGA1 UJEWQFMAMBA f8wDQYJKoZ Th
vCNAQEE
BOADQQA/ugzBrjjK9jcWnDVEGH1k31icNRgOoV7Ri32z/
+HOX67aRfgzu7KWAI+Ju
Wm7DCE£rPNGVWEWUQOmsPue 9rZBgO
————— END CERTIFICATE-----

SSL Chain Certificate If your certificate contains an intermediate certificate then paste it here. If not, leave
this field blank.

Certificate Key Private key of your certificate

«  Click 'Set' if you have pasted your certificate content
«  Click 'Next' to skip this step
+  The wizard moves to step 3 - 'Check DNS'
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Portal Access o

Use custom login URL O Use cWatch subdomain legin URL C

. Set URL . SSL Certificate . Check DNS

Add A record given below to your DNS: 34.232.251.188

@ Once settings are applied and A record is propagated then your customers will be able to login

Customer Portal from URL set above.

Back Check Propagation

« An'A'record is generated for your custom login page. Please make a note of the 'A' record.

+  Go to your website's DNS management page and add the 'A' record

+ If you need more help to add the 'A" record, visit https://support.google.com/a/answer/2579934?hl=en.
+  DNS propagation may take around 30 minutes depending on your hosting provider.

+  Click 'Check Propagation'. You will be taken to https://dnschecker.org to see whether the DNS records
have been updated

«  Agreen tick mark indicates the record update was successful and your login page is ready to use.
Use a cWatch subdomain login URL

+  You can use a branded sub-domain as a custom login URL for your customers.

«  cWatch will create the sub-domain with the domain name you specify.

+  The URL will be in this format: https://your-sub-domain.cwatch-web.comodo.com.
Set cWatch sub-domain login URL

+  Click the 'Profile’ icon at top-right and choose 'Settings'

. Click the key icon & in the left-menu
Or
+  Click the menu button at top-right and select 'Access'
+  Click the 'Portal Access' stripe (if it is not already open)
«  Select 'Use cWatch sub-domain login URL'":
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C% cWatch Customer and License Management Admin Overview Notifications Admin Partner e
& Portal Access &
@ O Use custom login URL Use ¢Watch subdomain login URL C
! Once changes are applied your customers will be able to login Customer Portal from URL below

https:// cwatch-web_comodo.com
NuDNS Nameserver & NuCDN Zone Customization v

«  Enter a sub-domain name of your choice and click 'Save'

+ Changes are saved successfully

+  cWatch creates a subdomain with the domain name you entered.

+  Your customers can now login to your customer portal at https://<subdomain_name>.cwatch-
web.comodo.com

Customize Name Server and CDN Zone

«+  Your customers need to configure their website DNS settings to use the CDN service and web application
firewall (WAF).

«  There are two ways to configure DNS settings:

+  Option A- Change the name servers of the domain to Comodo DNS servers. The domain will
then use Comodo authoritative DNS.

«  Option B - Create DNS 'CNAME' and 'A' records for the domain in cWatch. The admin needs to
add these records to their domain's DNS management page. This means the domain will continue
to use its existing authoritative DNS.

«  cWatch generates 'NS', 'CNAME' and 'A' records for your customer to configure the DNS settings of their
website as explained above

+  Help to configure these DNS settings is available to your customers in 'CDN' > 'Settings' > 'Activation'.

«  See https://help.comodo.com/topic-285-1-848-13908-Activate-CDN-for-a-Website.html in the
website admin guide for more details.

+ By default, cWatch provides the NS and CNAME records with 'Comodo’ branding in the domain names

+  You have the option to specify your own name servers, so the NS records generated for your customers do
not feature Comodo branding.

+  You can also specify a sub-domain for creating the CNAME record.

+  You should configure the DNS settings of your name servers to point to Comodo name servers and add a
new NS record for CDN subdomain generated for your customers.

Customize name server and CDN settings
+  Click the 'Profile’ icon at top-right and choose 'Settings'

Comodo cWatch Web Security - Partner Portal Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 84


https://help.comodo.com/topic-285-1-848-13908-Activate-CDN-for-a-Website.html

Creating Trust Online®

/

cWatch Web Security - Partg_er-—PoﬁéTféG@e coMoDo

s ‘fa"l

. Click the key icon & in the left-menu
Or
+  Click the menu button at top-right and select 'Access'
+  Click the 'NuDNS Nameserver & NuCDN Zone Customization' stripe
The name server / CDN subdomain customization wizard starts:

NuDNS Nameserver & NuCDN Zone Customization A

This is an optional configuration that allows you to rebrand NuDNS name servers using your own domain name. The end
result is that your own domain name becomes the host name for your name servers which map back to the IP addresses of
NuDMNS name servers.

Some of these steps require actions to be taken within your domain registrar account. Your domain registrar is the
company that you purchased your domain name from.

This configuration can not be changed after the initial setup. Please contact support if you have further questions.

Enter DNS Records Explicitly

. Set Custom name servers . Set CDN Zone . Done

Enter at least 2 hostnames that will be used as name servers for customer zones

ns1.whitelabel branding A: 8.20.241.1 AAAA: 2610:1c8:b001:1
ns2 whitelabel branding A: 8.20.243.1 AAAA: 2610:1c8:b002--1
ns3.dnsbycomodo.net A 8.20.241.2 AAAA: 2610:1cB8:b001::2
nsd.dnsbycomodo.net A 8.20.243.2 AAAA: 2610:1c8:b002:-2

You need to configure corresponding A and AAAA records for each entered name server on your DNS.

+  Enter the host names of your name severs (at least two) replacing the existing domain names

Click 'Next' The wizard moves to step 2 - 'Set CDN Zone'
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NuDNS Nameserver & NuCDN Zone Customization -

This is an optional configuration that allows you to rebrand NuDNS name servers using your own domain name. The end result
is that your own domain name becomes the host name for your name servers which map back to the IP addresses of NuDNS
name servers.

Some of these steps require actions to be taken within your domain registrar account. Your domain registrar is the company
that you purchased your domain name from.

This configuration can not be changed after the initial setup. Please contact support if you have further questions.

Enter DNS Records Explicitly

. Set Custorn name servers . Set CDN Zone . Done

CDN CNAME Subdomain
atlas.some

+  Enter a subdomain name of your choice
«  This is used to create a CNAME record for the CDN subdomain for your customers.
+  Click "Submit'
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Enter DNS Records Explicitly

. Set Custom name servers . Set CDN Zone . Done

Your custom name servers

Enter at least 2 hostnames that will be used as name servers for customer zones.
ns1.atlasrider.com A:8.20.241.7T AAAA: 2610:1c8:b001::7
ns2 atlasrider. com A: 8202437 AAAA: 2610:1c8:b002::7
ns3.dnsbycomodo.net A: 8.20.241.2 AAAA: 2610:1¢8:b001::2
ns4.dnsbycomodo.net A:8.20.243.2 AAAA: 2610:1c8:b002:2

Set CDN Zone
CDMN CMAME Subdomain atlas.some

You need to configure delegation for cdn host.

MName Type TIL Value

ns1.atlasrider.com
ns2.atlasrider.com

atlas.some NS 3600
ns3.dnsbycomodo.net

ns4.dnsbycomodo.net

Back

+  Note down the A and AAAA records for each name server you specified
+ (o to your name server's DNS management page and update their 'A" and 'AAAA' records
« Add a new NS record on the name server with the values given under 'Set CDN Zone'

+  Once done, the DNS configuration instructions in the customer portal will be updated with the NS, CNAME
and A records as you configured

+  Your customers can use them to configure their DNS settings for their websites to enable CDN and WAF
services.

Configure Hosting Access Link
«  The host access link lets your customers login to cWatch from your website.

+  You must provide a first-level domain name. Sub-domains are not accepted. You must also upload a
wildcard SSL certificate.

Set hosting access link
+  Click the 'Profile’ icon at top-right then choose 'Settings'
. Click the key icon & in the left-menu
Or
+  Click the menu button at top-right then select 'Access'
+  Click the 'Hosting Access Link' stripe
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Hosting Access Link -

@ s [ ] [£1]

- Enter your domain name and click 'Save'

Note — The above will overwrite any sub-domain login URL you may have configured (see above).

Hosting Access Link -

{Q

. Set L & &

checkhostaccess com

The process may take up to two minutes.

Hosting Access Link ke
=
-
@ s ® ®
agin URL s1atus iz "In Progress”. Flease wail for 2 minutes and chck ‘Refrash’ butlon

. Click the Refresh" button C after two minutes.
«  The wizard moves to step 2 - 'Upload SSL certificate'

Comodo cWatch Web Security - Partner Portal Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 88



cCOMODO

Creating Trust Online®

Hasting Azcess Link -

Q

. Set LRI . 551 Certificale . Check DS

checkhostaccess com

+  Click 'Next'

+  You need to upload an SSL certificate for your login page. The certificate will secure the connection
between the login page and your customer, thus protecting their login details in transit.

The certificate is optional but very strongly recommended.

Hasting Access Link y S

@ s un @ 5oL certificate . Check DS

checkhoslaccess.com

— i 3 2 . " x i
f_!_,l Ag Comade, we sticlly recofmmend you 1o uplaad an S5L carlificate. Olherwise your site may be seen as nol secure

Upload Your Certificate - Form Parameters

Parameter Description

Certificate Paste the content of your certificate. The content you are looking for is something like
this:

MIICUTCCAfugAwIBAgIBADANBgkghkiGO9wOBAQQFADBXMQOswCQYDVQQGE
wIDTFEL
MAkKGA1UECBMCUE4xCzAJBgNVBACTAKNOMOswCQYDVQQKEWJIPTJELMAKGA
1UECxMC
VU4xFDASBgNVBAMTCOhlcm9uZyBZYWSNMB4XDTAIMDcxXNTIXxMTkON10oXD
TA1MDgx
NDIxMTkON1owVzELMAkKGA1IUEBhMCQO04xCzAJBgNVBAGTAIBOMQswCQYDV
QQHEwJD
TJELMAkKGA1UEChMCT04xCzAJBgNVBASTALIVOMROWEgYDVQQODEwWtIZXJvb
mcgWWEu
ZzBcMAOGCSgGSIb3DQEBAQUAAOSAMEgGCQQCPS5hnG7o0gBhtlynp0S21cBe
wKE/B7]
V14geyslnr26xzZUsSVko36ZnhiaO/zbMOORCKKOVECgMtcLEFUQTWD1 3RA
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Upload Your Certificate - Form Parameters

Parameter Description

gMBAAGT
gbEwgadwHQYDVROOBBYEFFXI70krXeQDxZgbaCQoR4jUDNCcEMH8GAL1UdT
wR4MHaA
FFXI70krXeQDxZgbaCQoR4jUDNCcEoOVUkWTBXMOswCQYDVQQGEwWJIJDTJELM
AkKGAL1UE
CBMCUE4xCzAJBgNVBACTAkKNOMOswCQYDVQOKEwWJPTJELMAKGA1UECxXMCV
U4xFDAS
BgNVBAMTCOhlcm9OuZyBZYWS5nggEAMAWGALUJEWQFMAMBAT8wDQYJKoZTIh
vCNAQEE

BOADQQA/ugzBrjjK9jcWnDVEGH1k31icNRgOoV7Ri32z/
+HOX67aRfgZu7KWdI+Ju

Wm7DCE£rPNGVWEWUQOmsPue 9rZBgO

SSL Chain Certificate If your certificate contains an intermediate certificate then paste it here. If not, leave
this field blank.
Certificate Key Private key of your certificate

«  Click 'Set' if you have pasted your certificate content
«  Click 'Next' to skip this step
+  The wizard moves to step 3 - 'Check DNS'

Hosting Access Link A

]

SEL Certificate Check DNE
’ s

+  Details of the nameservers that you should change is shown
«  Goto your website's DNS management page and change the nameservers

+  Click 'Check Propagation'. You will be taken to https://dnschecker.org to see whether the DNS records
have been updated

«  Agreen tick mark indicates the record update was successful and your login page is ready to use.

License and SSL Purchase Settings

+  You can send your customers to custom purchase pages to buy licenses or SSL certificates.

+  You can also configure the message shown to your customers when they are being redirected.
See the following sections for more help with custom pages:

«  Set License Upgrade/Renewal Links

- Set SSL Certificate Purchase Link
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»  Set Domain and Hosting Transfer Links
+  Set New License Purchase Link

«  Configure Upgrade Notification Messages

Set License Upgrade/Renewal Links

cCOMODO
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+ By default, your customers are taken to a Comodo branded purchase page when they buy, upgrade or

renew their license.
« You can change the ordering link so it takes them to your own purchasing page instead.
+  You can set different purchase pages for different products and different languages.

FYI:
«  The license upgrade link is located in the 'Plans' page in the customer portal.
«  Click the user icon at top-right > 'Plans'

Plans
PLAN SITE NAME EXPIRATION DATE STATUS ACTIONS
Premium example. net 20/04/20189 walid
Pro -- 20/04/2018 Walid + Add Site
Premium -- 30M2/2018 Expired
Pro example. edu - walid
Basic example.org Indefinite Usage Walid Upgrade, v
Pro wiki.testmypcsecurity.com 03/05/] Pro (1 Site / 16 days left)

Buy a new license ™

it displays these on the page.

«  The customer can select the license they want to upgrade, or purchase a new license.

be a Comodo branded page or a custom page of your choice.

Set license purchase links

+  Click the 'Profile’ icon at top-right and choose 'Settings'

+  Click the briefcase icon @ in the left-menu

Or
+  Click the menu button at top-right and select 'Sell & Upsell’
«  Click the 'Click to Buy Links' stripe (if it is not already open):

«  Customer clicks the 'Upgrade' link. cWatch first checks if any licenses are available for the customer. If so,

+ Ifno licenses are available then they are taken to the license purchase page. As explained above, this can
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{ ::5 cWaltch Customer and License Management Domaln Overview Notifications Reports Coco Mut B
» Click to Buy Links -
@ ‘Click to Buy” link on Portal navigates user 1o desired acquisition page. You can edit this link below
Langumge Ciick iy Bury - Lina Type
sy English ~ Upgrade your plan =

Gtaiic Cick Ta Buy Ling

https:fexample. com/static-click-to-bu

B Get Dynamic Link From Endpaint

@ English version of Click to Buy URL is taken as default by the system. For the language options without a configured Click to Buy URL,
English wersion will be used

Purchase SSL Link -
Add Site w
Other w

+  Select the language of the link's audience. The link will be provided to customers who have
chosen this language as their cWatch portal language.

+  Click to Buy - Link Type - Select the license type for which you want to set the purchase link. The
options are:

«  Upgrade your plan - Link to a page which shows your various product offerings and their
prices. Example: https://cwatch.comodo.com/plans-and-pricing.php

«  Upgrade to Pro - Link to your purchase page for Pro licenses.
«  Upgrade to Premium - Link to your purchase page for Premium licenses.

«  Renew - Link to the page where customers can extend the duration of their license for another
year.

«  Buy Website Backup - Link to a page which shows your various backup offerings and their
prices.

+  Upgrade Website Backup - Link to your purchase page for cWatch backup licenses

- Static Click to Buy link — The URL of the page you want customers to hit when they click the link
you selected above. This can be an order form or a product selection page.

+  Get Dynamic Link From Endpoint - Send customers to different purchase pages depending on
their license type.

«  When your customer clicks the purchase link, cWatch contacts your portal and informs it of
the customer's license information.

«  The parameters it sends are: user-email, domain and license key.

- Based on this information, your portal can tell cWatch to send the customer to a specific
purchase page.

«  This, for example, lets you send all customers on higher plans to a buy-page which only sells
higher plans.

+  Note - this feature requires API integration. Contact your Comodo account manager for
assistance with this.
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+  Repeat the process to set the purchase page link for all license types
+  Repeat the process to set purchase page links for other languages as required
+  Click 'Save' for your settings to take effect.

Tip: Set the same static link for all license types if you have a single order form, and your customers select the
license type on the form itself.

Set SSL Certificate Purchase Link
+  Your customers can purchase an SSL certificate for their site from your customer portal
+  This purchase link is located in 'Website' > 'SSL'

«  The default link takes your customers to https://ssl.comodo.com/, a website operated by Sectigo
certificate authority.

+  You can change this link to a different SSL purchase page if required.
Set SSL certificate purchase link

«  Click the 'Profile’ icon at top-right and choose 'Settings'

+  Click the briefcase icon @ in the left-menu

Or
+  Click the menu button at top-right and select 'Sell & Upsell'
+  Click the 'Purchase SSL link' stripe

Click to Buy Links v

Purchase SSL Link -

By setting this link, you can control where your customers will be directed by eWatch when they want to
purchase ssl.

Language Purchase 5L Link

English + https://ssl.comodo.com/ezgi

Save

+  Select the language of the link's audience. The link will only be provided to customers who have set this
language as their cWatch portal language.

+  Enter the URL of the purchase page to which you want to send the customer.
+  Repeat the process to add purchase links for other languages, if required.
+  Click 'Save' for your settings to take effect.

Set Domain & Hosting Transfer Links
- Domain registrars and web-hosts can set upsell links on their cWatch customers account
«  Once set, these links are shown in the overview page. This makes it easy for your customers to change
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their provider to a host/registrar of your choice.
Set domain and hosting transfer links

+  Click the 'Profile’ icon at top-right and choose 'Settings'
+  Click the briefcase icon @ in the left-menu:
Or

+  Click the menu button at top-right and select 'Sell & Upsell'
+  Click the 'Domain & Hosting Transfer Links' stripe

Domain & Hosting Transfer Links 2

Domain Transfer
G:I Domain Trans{er link on portal navigates user o desired acguistion page. You can edil 1his link below

B Show Domaln Transfer Link

English

Hoating Transfer

:—i':l Huosting Transfer link on portal navigates user (o deseed acquesition page. You can edit this nk below

B Show Hosting Transfer Link

English

Domain Transfer

- Show Domain Transfer Link — If enabled, the domain transfer link and message is shown in the
customer’s overview page

« Language - Select the language of the link's audience. This is only provided to customers who have set
this language as their cWatch portal language.

«  Domain Transfer Link — Enter your domain register page URL

+  Domain Transfer Message — Enter comments about migrating domain registration to you. For example,
transfer your domain to us for a great deal.

Click ‘Save’
Hosting Transfer

«  Show Hosting Transfer Link — If enabled, the hosting transfer link and message configured below is
shown in the customer’s overview page

« Language - Select the language of the link's audience. This is only provided to customers who have set
this language as their cWatch portal language.

+  Hosting Transfer Link — Enter your hosting transfer page URL

+ Hosting Transfer Message — Enter comments about migrating the hosting server to you. For example, let
us host your website with a good discount

Click ‘Save’
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The links are shown in the overview page at top-right:

Transfer your hosting to us for a good discount
Transfer your domain and get a great deal (i)

Slacklist Check “

Set New License Purchase Link
«  Your customer can apply any unused licenses they own to one of their websites.

+ Ifthe customer does not have any unused licenses, they are directed to a purchase page to buy a new
license.

+ By default, customers are taken to a Comodo-branded purchase page.
+  You can change the ordering link so it takes them to your own purchase page instead.
+  You can set different purchase pages for different languages if required.

Set the license purchase page for a new site

+  Click the 'Profile’ icon at top-right and choose 'Settings'

«  Click the briefcase icon @ in the left-menu:

Or
+  Click the menu button at top-right and select 'Sell & Upsell'
«  Click the 'Add Site" stripe
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Add Site -
B Customer can add site if there is a license lo use

Languags

English = Add Sile Link

(E) If customer does not have a license to use then add site link on portal navigates user 1o desired acquisition page. You can edit this
link above.

Other w

«  Customer can add site if there is a license to use — Select whether or not your customers can add new
sites to cWatch if they have a valid site license.

«  Enabled - Your customers can add sites provided they have license to use. If no license is available
then customers are instead directed to the page in the 'Add Site Link' field.

+ Disabled - Your customers will be directed to the page provided in 'Add Site Link' below, even if they
have valid licenses.

+ Language — Select the language of the link's audience. This is only provided to customers who have set
this language as their cWatch portal language.

« Add site link - The URL of your license purchase page. Customers are sent here if they try to add a site
but have no license.

+  Note - If no purchase page link is set, then the customer will see the following dialog:

We are unable to process your request.

Please contact with your license issuer.

Close

+  Repeat the process to add purchase links for other languages, if required.
+  Click 'Save' for your settings to take effect.

Configure Upgrade Notification Messages
«  There is a delay of five seconds when cWatch redirects customers to a custom purchase page.
+  You can create a custom message that is shown during this five second delay
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+  You can configure different messages for different purchase types and languages

«  See license links if you need to learn more about custom purchase pages.
Set notification messages

+  Click the 'Profile’ icon at top-right and choose 'Settings'

+  Click the briefcase icon @ in the left-menu:

Or
+  Click the menu button at top-right and select 'Sell & Upsell’
«  Click the 'Other' stripe

Add Site W

COther o

’ Show notification when click to buy button is clicked

Language Motification to be displayed when butten is clicked

English + Upgrade your plan -

i.e. You will be directed to billing automation panel to upgrade your plan in 5 seconds.

You are being redirected to related url in 5 seconds.

If this option iz enabled, notification will be displayed to customer when button is clicked and after 5 seconds
delay click to buy URL will be opened in a new tab.

Save

+  Show notification when click to buy button is clicked - Choose whether or not a custom message is
shown to customers after they click the purchase button.

- Language - Pick the language of the target customers. The message is only shown to customers who
have set this language as their cWatch portal language.

+ Notification to be displayed... - Choose the purchase type for which you want to set the message. The
purchase types are:

«  Upgrade your plan

+  Upgrade to Pro

«  Upgrade to Premium

+  Renew

« Add Site

+  Upgrade SSL

«  Buy Website Backup

+  Upgrade Website Backup
Example. If you choose the following options:

+  Shown notification = Enabled

- Language = ‘French’

Notification to be displayed... = ‘Renew’
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...then the message is only shown to customers who click the renew link and have French set
as their language.
«  Type your custom message in the text box provided. Default = "You are being directed to related URL in 5
seconds'.

+  Repeat the process to create messages for different purchase types and languages.
- Click "Save' for your settings to take effect.

Customer Portal White Labeling and Appearance Settings
Click the 'Profile" icon at top-right then choose 'Settings'

+  You can customize the appearance of cWatch, so your customers see your branding when they login to the
cWatch portal.

«  You can re-brand your customer’s portal with:

+ Your company logo — This is shown on the header of all pages in your customer portal

+ Your favicon — This is the little company icon shown on the left of the browser tab

+  Your page title - This is the text in the browser tab.

+  Your trust seal - This is the website badge customers place on their site to show it is secure.
+  You can also restrict certain features on the customer portal.

Open the appearance settings interface

- Click the 'Profile" icon at top-right and choose 'Settings'

+  Click the appearance icon ! in the left-menu
OR
+  Click the menu button at top-right and select 'Appearance’

m ciWalch Customer snd License kiansgemen! Doman Dverview HobfcElicns Reports 'B :
Brand Logos -
a*
B
& F 2 Big
= t 4
B & Upload image 4 Upioad Image # Uplcad Image

The interface lets you:

+  Configure Brand Logos
«  Configure Trust Seal Images for Your Customer's sites
«  Configure Legal Information

+  Configure Customer Portal Languages
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+  Customize License Names

+  Configure Online Chat

«  Set the Browser Tab Text of your Portal

+ Restrict selected options on customer portal

Configure Brand Logos

+  Click the 'Profile’ icon at top-right and choose 'Settings'

«  Select the appearance icon ! on the left menu
+  Click the 'Brand Logos' stripe (if not open already)
+ You can upload images for:

«  Favicon - The small image shown on the left of the browser tab

Big Logo and Small Logo - Shown on the top-right of all pages. The logo shown depends on the
width of the browser window.

Change a logo image
«  Click the 'Profile" icon at top-right and choose 'Settings'
«  Select the appearance icon E in the left menu
OR
+  Click the menu button at top-right and select 'Appearance’
+  Click the 'Brand Logos' stripe (if not open already)
+  Click 'Upload Image" under the type of image you want to upload

Brand Logos &

Fi Logo B L Small
g .1t'ccn - ) ﬂ -2;'1 g - .L?G - -
" b A ;3}
# Upload image # Uplcad Image # Upload Image

ﬂ:}

«  Click ‘Choose Image’ then browse to your image file

«  The accepted file formats = .jpg, .png, and .gif
+  Maximum file size = 500 KB
«  Acceptable image sizes are:
«  Favicon - 16 x 16 or 32 x 32 pixels
«  Logo Big - 240 x 120 pixels
«  Logo Small - 128 x 128 pixels
«  Apreview is shown as follows:
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Brand Logos

. Please choose the image

Back

«  Click 'Upload' to save your image.

Brand Logos

. Please choose the image . Preview . Done

Done

+  Click ‘Done’
Your logo will be shown to customers on your customer portal.

+  Repeat the process to change other images

Configure Trust Seal Images for Your Customer's Websites

+  Click the 'Profile’ icon at top-right and choose 'Settings'

+  Select the appearance icon ! on the left menu
«  Click the "Trust Seal' stripe
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Trust Seal

- The trust seal is a badge that your customers put on their site to prove it is malware-free and has 24/7
threat protection.

+  This reassures their visitors that the site is safe, helping build the trust so often needed to convert visitors
into paying customers.

+  Rebranding the seal with your company name also helps promote your services.
«  There are two types of trust seal:

«  'Malware Free' - Shown if the site is not blacklisted and has no malware.

- 'Protected' - Shown if the site is not blacklisted, has no malware, and both the CDN and Web
Application Firewall (WAF) are active.

«  The trust seals are available in dark and light themes. The default seals are shown below:
Light:

RECENTLY J MALWARE
SCANNED FREE PROTECTED

Dark:

RECENTLY

SCANNED PROTECTED

+  You can create custom seals with your own branding for your customers to use.
+  You can design different seals for different languages
Change trust seal images
+  Click the 'Profile’ icon at top-right and choose 'Settings'
«  Select the appearance icon E on the left menu
OR

+  Click the menu button at top-right and select 'Appearance’
+  Click the "Trust Seal' stripe
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o
Trust Seal -
! {E} English version of Trust Seals are taken as default by the system. For the language options without a configured Trust Seal,
English version(s) will be displayed
Language Thams
English = dark -
habware Free Protected

e Q Dimensions: 240x120 “mn'nQ e
4 Upload image # Upload Image

« Language - The seal will be made available to customers who have set this language in their portal.
«  Choose the dark or light seal style
+  Click 'Upload Image" under the seal type you want to set

+  The image upload wizard starts:

Trust Seal

. Please choose the image . Preview . Done

RECENTLY
SCANNED

Maximum upload file size: S500KB
Dimensions: 240x120

Back Revert to Default 4 Choose Image

+  Click 'Choose Image' and browse to the location of the image file.

+  Accepted file formats = .jpg, .png, and .gif

«  Maximum file size = 500 KB

«  Acceptable image size = 240 x 120 pixels
A preview is shown:
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Trust Seal

. Please choose the image

RECENTLY
SCANNED

+  Click 'Upload' to save your image.

Trust Seal

. Please choose the image . Preview . Done

RECENTLY
SCANNED

Done

The image is uploaded to cWatch.

«  Your customers can add the seal to their site from the "Trust Seal' page of a website.

+  See https://help.comodo.com/topic-285-1-848-13683-Add-Trust-Seal-to-your-Websites.html if you
want help with this.

+  Repeat the process to change trust seal images for other languages and themes as required.
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Configure Legal Information
+  Click the 'Profile’ icon at top-right then choose 'Settings'

Select the appearance icon E in the left menu

Click the 'Legal' stripe

Leqal

B Show Terms & Conditions

B Show Copyright Information

(D English is taken as default by the system. If other language options are not set, English version will be used.

A rIguE!

English -

Copyrght Informatic
2019 @ Comodo Group, Inc. 2019, All rights reserved. All trademarks displayed on this web site
are the exclusive property of the respective holders.

«  Show Terms & Conditions — Adds a link to the cWatch terms and conditions to the bottom of your
customer portal.

«  Show Copyright Information — Adds copyright / trademark notices to the bottom of your customer portal.
By default, this shows Comodo Group copyrights. You can customize the information as required.

« Language — Select the language of the copyright information.
«  Customize copyright information — Enter your custom copyright texts here, if required.
«  Click 'Save' to apply your preferences

Configure Customer Portal Languages
+  Click the 'Profile" icon at top-right then choose 'Settings

+  Select the appearance icon ! in the left menu

+  Click the 'Language' stripe:
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Language

Selected languages will be shown on portal

English @ German ) Portuguese
) Italian & Polish # French
@ Duich £ Spanish

+  Select the languages available to your customers in the cWatch portal.

«  Customers can choose their language from the drop-down at top-right

«  English is used by default if no other language is selected. You cannot disable English.
+  Click 'Apply" to save your settings.

Customize License Names

You can change the name of cWatch licenses as required. Once changed, the new license names are those
presented to your customers for purchase.

+  Click the 'Profile’ icon at top-right then choose 'Settings'

+  Select the appearance icon ! in the left menu
+  Click the 'License Names' stripe:
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&1 license names thal will be shown on portal to your custamens

Englizh -

Dedmult License Neme
Backup Lagpe

Backup Medium
Backup Smal

Basic (Detection)
PuCDiM Prermium
M0 Fro

BulHE Premam
MUDME Pro
MuHosting Frea

Musec Platform
Premium

Premium Paid with Trial
Pramium Trial 30 Days
Prarrdym Trial &0 Days
Premium x 10
Pramium x 5

Pro

Prox Paid with Tria

Pro Trial 30 Days

Py Trigd 60 Days
Prox 10

Pox 5

S2arter

Starter Pakd with Trig
Sxarier Tria 30 Days
ERarter Triad 60 Days
Starterx 10

Sanmery s

Wal Storter

Revert to Default m

cCOMODO
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-S English is 1aken as defaull by 1he systam. If other language opficns are not set, English wersion will be used

Current Licerme Mama Powrwr Licerise Mame
Backup Langs

Backug Medium

Backug Emal

Musec Platfarn

MUCDM Pramiur

DM Fra

MubHE Premium

MUDME Pro

MuHesting Froa

Musec Platform

Premium

Premium Paid with Tria

Framium Trial 30 Days

Pramium Trial 60 Days

Fremaum x 10

Pramium x 5

Pro

P Pk vatth Tria

Pro: Triad 30 Days

ProsTrigl 60 Days

Prox 10

Priox 5

Exartar

Sarter Paid with Trial

Starier Trial 30 Days

Stariar Trial £0 Days
Starterx 10
Stanerx 5

Wal Starter

« Language - Select in which language the license should be shown. Default is English.
+  Default License Name - The standard, original name of the license.

+  Current License Name - Shows any custom name for the license. If no custom name was created, then
this column will also show the default name.

+  New License Name - Type your new name for the license then click the ‘Apply’ button at the bottom. The
new name is then shown in the 'Current License Name' column.
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Default License Name Currernt Licanse Narme Meaw Licar

Backup Large [ Partner Custom Subscription Label J

Ear.k.l[: kledium Ear.k.lp bedium

Sma Backup Sma

« Revert to Default — All custom license names are restored to original cWatch license names.

Configure Online Chat

You can show cWatch branded support chat or your own branded chat in the customer interface. No support is
shown if none are enabled.

+  Click the 'Profile’ icon at top-right then choose 'Settings'

«  Select the appearance icon E in the left menu
+  Click the 'Online Chat' stripe:

Online Chat

«  Show cWatch Online Chat - Your customers can access the default cWatch online chat window. Support
is provided by the cWatch team.

«  Show Custom Online Chat - Your customers can access support chat provided by your team. Enable this
and select the position where the chat window should be shown. Paste your chat code in the 'Script' area.
Contact your cWatch account manager if you need more help with this.

«  Click 'Apply" to save your settings.
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Set Customer Portal Browser Tab Title
+  Click the 'Profile’ icon at top-right and choose 'Settings'
+  Select the appearance icon E on the left menu
OR
+  Click the menu button at top-right and select 'Appearance’
+  Click the 'Other' stripe
+  You can set the text shown in the browser tab of your customer portal:

#—_..-———
c Oy ¢ WATCH - Customer Portal * =+
‘-""-—__

= C (@ httpsi/flogin.cwatch.comodo.com/dashboard/overview

Choose Domain v

+  You can set different texts for different languages
Set the browser tab title

+  Click the 'Profile’ icon at top-right and choose 'Settings'

+  Select the appearance icon ! on the left menu
+  Click the 'Other stripe

Crther o
f_::] English version of Browser Tad Titke s taken as default by the system. For the language options without configured Browser Tab Title, English version will be displayed
English * CWATCH - Customer Portal (EN)

f:z'; *Before unchecking and saving this aption, please make sure none of your customers DNS Managed by Comodo

Show Manage DNS Instructions Show Delete Site Button
Shaow Malware Cleanup Repart Show Change Password Bulban
Shaow Backup Service I Show NUCDN Qfferings

B Show NUDMS Offerings Show Support

+  Select the language for the browser tab you want to set. The tab title text will be applied to customers who
have set this language in their portal.

+  Enter the text to be shown in the 'Browser Tab Title' field
+  Click 'Apply' to save your changes
«  Repeat the process to set the browser tab title for other languages as required.
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Select Customer Portal Options

You can choose whether or not the following items are available to customers in the cWatch portal:
«  DNS configuration instructions
+  Remove website
«  Malware cleanup report
«  Shortcut to online chat support
«  Change password
«  Backup service
+ NuCDN Offerings
« NuDNS Offerings
+  Show Support

Configure customer portal options

+  Click the 'Profile" icon at top-right then choose 'Settings'

+  Select the appearance icon ! in the left menu
OR
+  Click the menu button at top-right and select 'Appearance’
+  Click the 'Other stripe
«  Use the switches to enable or disable items in the customer portal:

Other e
:?- English version of Browser Tab Title is 1aken as defaull by the system. For the language aplions without configured Browser Tab Titke, English version will be displayed
|;-1:,'I:'-.'| * CWATCH - Cusfiomer Poriad (EM)
'\_F.:l *Betore unchecking and saving this cpticn, please make sure none of your customers DNS Menaged by Comodo

B Show Manage DNS Insiructions B Shaw Delete Site Bulton

Shy epoel B Show Changes Passwond Button
B Show Backup Service B Shaw NuCDN Offerings
B Show MUDNS Dfferings B Show Support

«  Show Manage DNS Instructions — Include help to configure DNS and SSL.

Background:

+  Your customers need to modify their site’s DNS settings in order to use the CDN and web application
firewall (WAF).

«  The instructions are shown in 'CDN' > 'Settings' > 'Activation'.
+  There are two ways to configure DNS settings:

+  Option A - Change the name servers of the domain to Comodo DNS servers. The domain will
then use Comodo authoritative DNS.
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«  Option B - Create DNS 'CNAME' and 'A' records for the domain in cWatch. The admin needs to
add these records to their domain's DNS management page. This means the domain will
continue to use its existing authoritative DNS

«  cWatch offers complimentary SSL certificates to encrypt traffic between the CDN and customer websites.

«  The process to activate the certificate depends on how DNS is configured on the site.

+  Help to configure DNS settings is available to a customer at 'CDN' > 'Settings' > 'Activation' for
each site. See https://help.comodo.com/topic-285-1-848-13908-Activate-CDN-for-a-
Website.html for more details.

+ Help to activate the certificate is available to a customer in the 'SSL' page for each site. See
https://help.comodo.com/topic-285-1-848-12464-SSL-Configuration.html for more details.

+  Enabled - Show instructions for both:
+  Option A - Change Nameservers (NS) to Comodo Authoritative DNS
+  Option B - Enter DNS Records Explicitly
+ Disabled - Show instructions only for:
«  Enter DNS Records Explicitly
If disabled, the option to activate a complimentary SSL certificate is also hidden.

- Show Delete Site Button — Choose whether customers can remove their site from cWatch protection.

«  The 'Remove Site' option is available in the 'Overview' page of a domain in the customer portal

+  Use the switch to hide this option. Customers will need to contact you if they want to remove their
site from cWatch.

«  Show Malware Cleanup Report - Choose whether customers can download reports on malware removal
operations.
«  The reports list all malware cleaned from their site by Comodo technicians.
+  The reports are available in the 'Malware' page of a website.

+  See https://help.comodo.com/topic-285-1-848-13907-Run-Malware-Scans-and-View-
Results.html if you want more information.

+ Disable this option if you do not want your customers to access these reports.

«  Show Backup Service — Choose whether your customers can backup their websites and databases to
cWatch servers. The service lets customers recover their site in the event of catastrophic data loss.

«  The backup menu button is available on your customer's domain page

+  See https://help.comodo.com/topic-285-1-848-15272-Back-up-Your-Website.html if you need
more help with this.

+  Show Support — Choose whether your customers can request a malware clean up.

+ Ifdisabled, the support link and request cleanup links are removed from customer interfaces.

+  See https://help.comodo.com/topic-285-1-848-11573-Get-Support.html if you need more help
with this.

Add and Manage Sub-Resellers

+  Click the 'Profile’ icon at top-right and choose 'Sub-Resellers'

+  Sub-resellers can login to their own partner portal, add their own customers, distribute licenses from your
account and manage protection on customer sites.

«  The cost of licenses sold by your sub-reseller is deducted from your account by Comodo. It is your
responsibility to charge and collect fees from your sub-resellers.

+  You can set a limit for the number for the number of paid licenses that can be distributed by a sub-reseller

«  Sub-resellers cannot add new administrators for their account
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+  Sub-resellers cannot white-label their customer portal
«  They can set custom purchase links for SSL certificates and cWatch licenses.

«  They can configure email templates for account activation emails, license distribution mails, malware
notifications and more.

+  The default Comodo templates are used if they do no design a custom template
+  Sub-resellers cannot add their own resellers (tier 3 - resellers)

Open the 'Sub-Reseller' interface

+  Click the 'Profile’ icon at top-right and choose 'Sub-Resellers'

ner and License Management Admin Overview Motifications

I _ 2 Profile

-—  lsers

Sub-Resellers

CQ) cWatch Customer and License Management Ad Overview Motifications e

‘o

Y

First Name Last Name Enrnail Status Action
Atlas Roadster atlasroadster@yop.. Active

sub reseller prod prod_subreseller_3..  Active

sub2 prod prod_subreseller_2..  Active

Sub prod prod_subreseller_1.. Active

L 1 4 ] 10 15 20 100 1

Sub - Resellers - Columns and Controls

Column Header Description

First Name The full name of the sub-reseller
and
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Last Name

Email Contact address of the sub-reseller

Status Whether the reseller account is active or not

Actions +  Hover your mouse over a sub-reseller row to reveal the control buttons

The controls allow you to:
+  Edit the user-profile of the reseller

+  View the details of your sub-reseller's customers

The following sections explain how to:
« Add a sub-reseller
«  View sub-reseller details and licenses

+  Edit a sub-reseller profile

Add a Sub-Reseller

+  Click the 'Profile’ icon at top-right and choose "Sub-Resellers'

a
«  Click the 'Add Sub-Reseller'icon < 1™:

{ :b cWatch Customer and License Management Admin Overview

7]
=4

Fif=t Mame Last Hame Email

Roadster atlasroadster@yop..  Active

. Unlirmited Maonthly Paid Licenses

Close

«  Enter the sub-reseller's email address, name, organization, country, state and city

- Enter a password for the sub-reseller account in the partner portal and re-enter it for confirmation. You
should intimate this password to your sub-reseller through any out-of-band communication method

+  Unlimited Monthly Paid Licenses - Set the maximum paid licenses that the reseller can distribute.
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«  Enabled - There is no limit to the number of licenses your reseller can distribute.
+ Disabled - Specify the max. amount of licenses that your reseller is allowed to sell.

B Unlimited Monthly Paid Licenses

Monthly Paid Licence Limits:

«  Click 'Add' to save the sub-reseller

The sub-reseller can now login to the cWatch with their email address and the password set by you. They can add
their own customers, distribute licenses, add/configure customer websites and more.

View Sub-Reseller Details and Licenses

«  The reseller summary screen shows the licenses that your reseller has distributed to their customers and
the websites that they protect.

«  You can download a report of reseller distributed licenses as a CSV file.
Open the reseller summary screen
+  Click the 'Profile’ icon at top-right and choose 'Sub-Resellers'
+  Hover your mouse over a sub-reseller to reveal the control buttons in the 'Action' column.

«  Click the details button " =
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cWatch Web Security - Partner Portal Guide

,/,’

Admin Overview

@ cWatch

Customer and License Management Motifications 9

12
S

First Mame Last Mame Email Status Action
Atlas Roadster atlasroadster@yopmail.com Active
sub reseller prod prod_subreseller@subreseller... Active 7’

aih? —— rrad siFraseller ?Esms

Sub-Reseller's Summary

i Total Customers: 2 Total Licenzes: 9 Total Sites: 4 Filte

14 Cusicamier Ema Ty License Type T4 Crdar Dale 1L Roanew Autamatically  TL Deactivated T Expiration Dans T4 Sihe Marme
edmin@customersitel .com Fro Z015-12-08 10:03.23 MO YES 2015-01-08 23:59.59 cusiomersitel.com
adminoustomarsital.com Pro Trial 60 Days 20181208 09:58:46 WO MO 201%-02-08 23:55:59
admin@custamearsitel com Pra Trial 30 Days 2015-12-08 10:04:32 ] YES 2018-12-08 11:05:46 cusiomersite? com
sdmin@customearsie.com Fro Trial 30 Days 20161208 09:538:33 MO YES 2075-01-03 23:39:59
edmin@customearsiteZ. com Basic (Detection) 20181208 09:59.07 NO YES Undimited customersited.com

= 2 == 3 10 15 20 0o

Close

The 'Sub-Reseller's Summary' screen displays a statistical summary of sub-reseller's customers, licenses
distributed by them and their customer sites at the top and the list of distributed licenses with their details.

Sub-Reseller's Summary - Column Descriptions

Column Header Description

Customer Email The customer account to which the license was distributed by the sub-reseller

License Type The kind of license. See Membership Plans to view the features covered by each
license type.
Order Date Date at which the license was distributed to the customer

Renew Automatically

Whether the license is set to auto-renew when it expires.

Deactivated

Whether the license is expired or valid

Expiration Date

The date till which the license is valid

Site Name

The website associated with the license

Comodo cWatch Web Security - Partner Portal Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved.

114



CcCOMODO

Creating Trust Online®

«  Enter your search criteria in the 'Filter' filed to filter / search for specific items
Export sub-reseller distributed licenses to CSV file

+  Click the 'Profile’ icon at top-right and choose 'Sub-Resellers'

«  Hover your mouse over a sub-reseller and click the details icon in the 'Action’ column.
'Sub-Reseller's Summary' screen appears with the details of licenses distributed by the sub-reseller

«  Apply any filters you require.

+  Click the 'Download" arrow at the top-left of the list

«  This will generate a CSV file of the licenses you requested.

Edit a Sub-Reseller Profile

You can edit the details of a sub-reseller and reset their password, if required.
+  Click the 'Profile’ icon at top-right and choose 'Sub-Resellers'
+  Hover your mouse over a sub-reseller to reveal the control buttons in the 'Action' column and click the

.

pencil button /

@ cWatch Customer and License Management Admin Overview Notifications 9
o
SN
First Mame Last Name Email Status fction

Atlas Roadster atlasroadster@yopmail.com  Active =
sub reseller prod prod_subreseller@subreselle.. Active

Atlas Roadster Cyclists ™

Kanchipuram Iredia v Pagsy

B Unlimived Monthly Paid Licenses

«  The interface is similar to 'Add Sub-Reseller' interface

- Edit the details as required. See Add a Sub-Reseller for more details on the fields and options
+  Note - You cannot change the email address associated with the sub-reseller account

+  Click 'Update' for your changes to take effect.
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cWatch Security Licenses

The following table shows the features and services available with each license type:

CcCOMODO
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Feature/Service Premium Pro Starter WAF Starter Basic
Malware Detection and Removal
+  Expert malware removal Unlimited Unlimited Twice per One-time One-time
+  Hack repair and restore month
+  Vulnerability repair and
restore
Traffic hijack recovery
«  SEO/Search poisoning
recovery
Automatic Malware Removal v v x x x
Spam & Website Filtering v v x x x
Malware Scan Every 6 hours| Every 12 Every 24 Every 24 Every 24
hours hours hours hours
Vulnerability (OWASP) Detection Every 6 hours| Every 12 Every 24 Every 24 Every 24
hours hours hours hours
Security Information and Event v v X x x
Management (SIEM)
24/7 Cyber-Security Operations v v x v x
Center (CSOC)
Dedicated analyst v v x v x
Web Application Firewall (WAF)
Custom WAF rules v x x x
Bot Protection v v x v
Scraping Protection v v v x
Content Delivery Network (CDN)
Layer 7 DDoS Protection v v v v v
Layer 3, 4, 5 & 6 DDoS Protection v v v v v
Trust Seal v v v v v

cWatch Backup Licenses:

The following table shows the storage space and features available with each license type:

Feature

Backup 'Small’

Backup '‘Medium'

Backup 'Large'

Storage

10 GB

30 GB

50 GB
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Backup retention Until storage is full or 90 Until storage is full or 90 Until storage is full or 90
days days days

File system backup FTP/SFTP FTP/SFTP FTP/SFTP

Daily automatic backup v v v

Custom scheduled backups v v v

Manual backup Two times per day Two times per day Two times per day

Backup history v v v

Backup status notifications v v v

Alerts on backup failure v v v

File change monitoring File System File System File System

One-click automatic File System File System File System

recovery

l\/_la)nual Restore (Download v v v

zip

+  Please see https:/lcwatch.comodo.com/legal/partners-plans.php to view the features included with

each license type.
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Manage your CAM Account

+  You will have received your Comodo Accounts Manager (CAM) account details after signing up as a partner
/ reseller with Comodo.

«  The CAM interface lets you purchase licenses, track customer activity, deposit funds and more.
+  Login to your CAM account at https://accounts.comodo.com/login

+  Use the same UN/PW as your cWatch account
«  Click 'Services > 'Reseller Portal' (top-left):

CSS Reseller Balance ER[URITEN]

COMODO

Creating Trust Online®

Welcome: Hercules Popular

Reseller Portal

Welcome to the Reseller Account Management Center Last visit: 23 May 10:03
Account Snapshot Quick Links

CSS Account Balance $50.00 Deposit funds to CSS account Product prices

Total licenses purchased: 50 Purchase History

Total licenses activated: 45 Customer Activations History

Distributing Companies Management
Email Template Management

Payment Settings

Purchase Licenses
Comodo Security Products
Customer Solutions Enterprise Solutions
» Purchase Internet Security Products » Secure Box
» Purchase GeekBuddy » Purchase Web Inspector
- Purchaze Online Storane - Purchase Anfisnam Gatewsa:

The reseller portal allows you to...
+  View your CSS account balance
+  Deposit funds into your CSS account
«  View total licenses purchased and activated
«  Purchase other Comodo products
...and more.

Visit https://help.comodo.com/topic-211-1-725-8860-The-Reseller-Portal.html for detailed information about how
to manage your CAM account.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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