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1 Introduction to WHMCS

We are pleased to release the second edition of our cWatch Web Module for WHMCS. With the help of our partner
community we were able to gather your feedback and create a module that will allow you to onboard your customer
community with a click of a button. Some of the highlighted features that you will experience are as follows:

Create Standalone Products or as an add on

«  Create and terminate cWatch Web licenses from WHMCS system

«  View customer license details from both client and administrative views

«  Automate domain onboarding

«  Create FTP accounts automatically to enable malware scanner
Guide Structure

+ Introduction To WHMCS

+ WHMCS Installation

« WHMCS Configuration

+ Quick Configuration

+  Product Configuration

+  Settings

«  Bulk Provisioning
+ Tasks

+ Logs

+  Customer Management

This section assumes you have access to your WHMCS installation FTP server in order to copy the cWatch
Web for WHMCS module source files.

1. Download cWatch Web for WHMCS v2.0 from the WHMCS Market Place here -
https://marketplace.whmcs.com/product/4601

2  WHMCS Installation

1. After the zip file has been downloaded, unzip the contents and it will decompress the following content:
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WHM:®S

Show all

2. After the zip file has been downloaded, unzip the contents and it will decompress the following content:

+ Includes Folder

+  Modules Folder

«  Templates Folder
«  cWatch.php

WLl 20 cWatchovl 1.1 (4)
[] Name Date modified Type Size
includes 1/31/2019 8:32 AM File folder
modules 1/31/2019 8:32 AM File folder
] templates 1/31/2019 8:32 AM File folder
ﬁj cWatch.php 1/31/2019 8:32 AM  PHP File 1KB

Login to your FTP server using your preferred FTP file manager, navigate to the WHMCS install directory and copy
the contents of the folders to the following locations. **Please note that the example below has WHMCS installed
under the /public_html folder and may be different depending on your installation. **

«  Contents of /includes/hooks to /public_html/whmcs/includes/hooks
+  Contents of /modules/addons to /public_html/whmcs/modules/addons (the entire cWatch folder)
«  Contents of /modules/servers to /public_html/WHMCS/modules/servers (the entire cWatch folder)

+  Contents of /templates/custom_pages to /public_html/WHMCS/templates/custom_pages (the entire
custom_pages folder)

- Contents of cWatch_v1.1.1/cwatch.php to /public_html/cwatch.php

Once the files are successfully copied to your FTP the configuration files are now in place for cWatch Web Module
for WHMCS. You can disconnect from your FTP server and proceed to the configurations in the next section.
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3 WHMCS Configuration

Now that the source files have been copied to your WHMCS server we can proceed with the configuration of the
plugin.
3. 1. Login to your WHMCS administrator console.

Home ClientArea My Notes My Account = Logout

I I M % 10 Pending Orders | 47 Overdue Invoices | 9 Ticket(s) Awaiting Reply
Utilities Addons

Clients Orders Billing Support Reports
@ Shortcuts Dashboard
44 Add New Client
24 Add New Order
lyi Create New Quote ! 1 0 ’ 9 ®
& Create New To-Do Entry Pending Orders Tickets Waiting
_Open New Ticket
(@ WHOIS Lookup System Overview Support
| Generate Due Invoices
« Attempt CC Captures Today | Last Last 1 Yea Awaiting Reply Assigned To You
= system Information New Orders [ Activated Orders [E] Income Tickets 0 Tickets
10 10
X K 08 08 #725668 - where to buy cbd cream gzvbi
i ' 08 08
#666005-a
07 07
4 Advanced Search » 06 06 #251439 - aaa
g 05 05 8 #243021 - test test
Clients v 5 3
04 04 #696356 - test
Client Name v 03 03
02 02 View All Tickets ~ View My Tickets Open New Ticket
Search
o1 01
. 0+ 0 Billing
& staff Online 12am 1am 2am
MarketConnect Staff Online
«Minimie Sigebar
= ¢n nn ¢ 129N

2. Navigate to setup > addon modules and you will see the cWatch Web for WHMCS module along with your
other available modules listed.

3. Click the Activate button and the cWatch Web Module for WHMCS is now activated.

Home | Client Area ' My Notes = My Account = Logout

I I M % 10 Pending Orders | 47 Overdue Invoices | 9 Ticket(s) Awaiting Reply
s Utilities Addons

Clients Orders Biling Support Reports

Sign-n Integrations

; Configuration

g g Addons Automation Settings CGED
General Settings “MarketConnect

Automation Settings This is where you can activate and manage addon medules in your WHMCS installation. Older legac|ilmkaiskaal, (0 activate/deactivate and configure access rights, but will not be

Notifications

Application Links able to show any configuration options, version or author information.
OpenlD Connect

Staff Management

Addon Modules I e
Cllent Grougs Sualt Pty Lipeiter N R R POUECRENES  © Activate e
L o Support

Fraud Protection : S

» cWatch Pl Wi Configure
& staff Management FULLY MANAGED & COMPREHENSIVE SECURITY SOLUTION OpenlD Connect g
Administrator Users il LT Sk Em plates
Administrator Roles Tim.s . ra . - e ® o IE- )
Two-Factor Authentication Activate Configure
Two-Factor Authentication i N g e . - . - - Client Groups
Manage API Credentials | —_—
Custom Client Fields
Payments Pl Bl Fraud Protection
Currendies T 2 L8 1 L 1 L . B orher T Activate Configure
Payment Gateways
Tax Rules i o Pl ning i n
Promotions = . L W JX-0-ICH  Deactivate  Configure

) Products/Services

; LLH - >
Products/Services N Fi I Activate Deactivate Configure

Configurable Options =

Product Addons = Sl TL2

Product Bundles a

Domain Pricing 2 Deactivate Configure
Domain Registrars ainiy

f—

4. 4. 1In order to create packages in the next section you must define the access controls for the addon. To do
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so, click Configure and choose the administrator group who will have access. In this example we will give
the group Full Administrator access.

» cWatch . o .
FULLY MANAGED & COMPREHENSIVE SECURITY SOLUTION 111 Comeae Activate

Hooks Enabled @ Hooks in the module will be enabled

Choose the admin role groups to permit access to this module:

LA P A = |¥ Full Administrator Sales Operator Support Operator

Access Control
3 3 3 3 3

You are ready to configure your cWatch products and addons that will be available for your customers to purchase
from your website!

4 Quick Configuration

The quick configuration area lets you set your connection to the cWatch Web Partner portal and configure cWatch
Web licenses for the products and addons you want to make available for customers to purchase.

1. Go to Addons > cWatch. You will be brought to the ‘Quick Configuration” menu.

2. Enter your partner portal credentials and click ‘Test Connection’ to verify the settings.
This is the same user name and password that you login to https://partner.cwatch.comodo.com with.

Click ‘Save settings’ when you see the connection to the API is successful.

+  Production Endpoint: https://partner.cwatch.comodo.com
«  Staging Environment: http://cwatchpartnerportalstaging-env.us-east-1.elasticheanstalk.com/

Home | Client Area My Notes | My Account = Logout

10 Pending Orders | 47 Overdue Invoices | 9 Ticket(s) Awaiting Reply

Biing  swppot  Repors  Urlites erup

& Addons cWatch % Quick Configuration 2 Settings Blogs = Tasks 1 Bulk Provisioning MCEDULES

Watch

4 Advanced Search
Clients X

API Settings

Client Name

Search
Endpoint http://cwatchpartnerportalstaging-env. us-east-1.elasticbeanstalk.com

& staff Online

yekon

Us atct partner@yopmail.com

Password | ceeeeeeee

Test Connection

Save Settings
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5 Product Configuration

The product configuration section lets you easily create cWatch Web products and addons to make available for
purchase.

1. To create a product/addon simply scroll down to the license and change it from disabled to enabled. Once
enabled you will see the details of the product/addon that is completely customizable.

+  Note that by default a new hidden product group called ‘Web Security — cWatch Web'. In the next
section we will discuss how to unhide this group.

Products Configuration
Product Name Basic
Auto Setup Auto Setup when first payment is received
Product Group Web Security — cWatch Web
Payment Type Free
D ipti Daily Mal L y scan
Increase website speed — CDN
1x malware removal
1x vulnerability repair
1x Brand reputation monitoring
24IT Customer Support
4
Related Addon Description Scan, Alert & 1x Malware Removal
4
Auto Terminate Days 0
Save

Products Configuration

> Basic

ofe

> Starter
Disabled \ > Premium
Disabled \ > Pro Paid with Trial
Disabled ) > Premium Paid with Trial
Disabled ) > Pro Trial - 30 days
Disabled \ > Pro Trial - 60 days
Disabled \ > Premium Trial - 30 days
C@) > Premium Trial - 60 days

2. To review the products created in the previous step go to Setup>Products/Services>Products/Services.
You will see the WebSecurity -cWatch Web group hidden with the products you have chosen.
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Home | Client Area My Notes = My Account | Logout

I I M % 10 Pending Orders | 47 Overdue Invoices | 9 Ticket(s) Awaiting Reply

Clients Orders Billing Support Reports Utilities Addons Setup

» Configuration Products/Services J Help
General Settings

Automation Settings This is where you configure all your products and services. Each product must be assigned to a group which can either be visible or hidden from the order page (products may also be hidden
Application Links individually). A product which is in a hidden group can still be ordered using the Direct Order Link shown when editing the package.

OpenlD Connect

Email Templates =+ Create aNew Group @ Create a New Product Duplicate a Product

Addon Modules

Fraud Protection

4 Group Name: Web Security - cWatch Web (Hidden) @
& staff Management Basic Other Product/Service (cWatch) Free - After First Payment )
Administrator Users Starter Other Product/Service (c(Watch) Recurring - After First Payment @
Administrator Roles X

Two-Factor Authentication 4 Group Name: Shared Hosting Plans <)
Manage API Credentials Bronze/Starter Bundle Product Bundle - - off )
Payments Silver Hosting Account (cWatch) Recurring - After First Payment <]
Currencies Gold Hosting Account (cWatch) Recurring - Instantly After Order @
Payment Gateways Hosting Account Free - off <}

Tax Rules 5
HEniens Bronze Hosting Account (cPanel) Recurring - After First Payment =]
. Hosting Account Free - Off @

J Products/Services N
Test Product Hosting Account (cWatch) Free - After First Payment $ B e

Dradicre/Sanicac

3.To review the addons that were created in the previous steps go to Setup > Products/Services > Product
Addons.

4. Click the configuration button to the right and we will choose the available packages that will have the
cWatch Web products to choose from. **Note that this step is important to set up the on by default model
later on in this tutorial.**

Home | Client Area | My Notes | My Account | Logout

I I M % 10 Pending Orders | 47 Overdue Invoices | 9 Ticket(s) Awaiting Reply

Clients Orders Biling Support  Reports Utilties Addons Setup

4 Configuration Product Addons & Help
General Settings

e T Addons are primarily designed for one off fee items, whereas for recurring items you would use configurable options. Addons can be displayed during the initial order process but can also be
Application Links ordered by the client to add to an existing package at any time.

o n

Email Templates + Add New Addon

Addon Modules

n
Client Groups
Protection

Description

& staff Management

o S Scan, Alert & 1x Malware Removal

Home  Client Area ' My Notes = My Account ~ Logout

I I % 10 Pending Orders | 47 Overdue Invoices | 9 Ticket(s) Awaiting Reply

Clients Orders Biling Support  Reports Utiities Addons Setup Help
4 Configuration Product Addons - Edit Addon & Help
General Settings
Automation Settings. Details | Pricing | Module Settings | Custom Fields Associated Download
Application Links
OpeniD Connect Available Products Selected Products

Email Templates

Addon Modules Showing all 41 Showing all 1
Client Groups er Product ilter Products
Fraud Protection
> e
& staff Management
Web Security - cWatch Web - Basic ~|  [Shared Hosting Plans - Silver B

Administrator Users

inistrs Roll
Two-Factor Authentication
Manage API Credentials

Web Security - cWatch Web - Starter
Shared Hosting Plans - Gold

Shared Hosting Plans -

Shared Hosting Plans - Bronze
Payments Shared Hosting Plans -

Shared Hosting Plans - Test Product

Currencies
Payment Gateways Web Security - cWatch - Basic
TaxRules Web Security - cWatch - Pro

Promotions Web Security - cWatch - Premium -

EVCEIES  Cancel Changes

Products/Services

Products/Services
Configurable Options

6 Settings

The cWatch Web for WHMCS module uses queuing to do tasks such as creating new FTP accounts. This
mechanism uses the inbuilt WHMCS automation module, however, it is recommended to configure the settings
below on your WHMCS server to improve the entire automated process.

1. Click on the settings button and we will review each option below.
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Home | Client Area | My Notes | My Account - Logout

& Addons cWatch % Quick Configuration Settings 1 Tasks n MC2DULES
Watch

\ Advanced Search

General Settings

Include cWatch Add-on by
default

y addon

8 staff Online cWatch Add-on by default for new orders of all applicable products (with the "View Cart

Landing Page Links

ion link within the client area bar

Auto Assign to Addons

‘Automatically assign products as add-on options to all appiicable products.

Include cWatch Add-on by Basic v
default

Do not include any addon

Starter
Basic - test
Pro

Premium
Provisioning Settings
Default Payment Gateway AsiaPay v
This option will be used for Bulk Provisioning (orders created by Bulk Provisioning tasks will have this option as

payment method)

Auto Apply SSL

.

Automatically start SSL provisioning process. Customer's name servers must point to NuDNS till CNAME record
expires

Remove Site after termination

:

Remove site from cWatch when subscription is terminated

Auto Enable cWatch Scanner

.

Automatically create FTP account for cWatch to upload and run malware scans

Move site traffic to cWatch CDN

:

Automatically change DNS records to point cWatch if an external DNS server is not in use

Nameservers ns1.dnsbycomodo.net
ns2.dnsbycomodo.net

Put each nameserver in new line

Show cWatch Products  ( ) Hide )

Show/hide cWatch products group in Client Area

Save Settings

+ Include cWatch addon by default — In the previous section we configured the cWatch Web addons to be
available for specified products. By selecting this option, the license picked, will automatically be added to
the customers cart upon checkout.

« Landing Page Links - activating this feature will display a web page on your menu page with pre-filled
description of cWatch Web. There are CTA buttons on the page to purchase the service.

«  Auto Assign Addons - Let the cWatch Web for WHMCS module automatically assign addons to your
existing products. For example, assign addons

+  Default Payment Gateway — Choose default payment method associated.
«  Auto Apply SSL - Begin the SSL provisioning process when the account is provisioned. The customer will
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have to point to NuCDN to complete the domain verification process.

«  Remove Site After Termination — When the license for the customer’s site terminates it will be
automatically removed from the cWatch Web system. **It is important to note that if this option is selected
that customers should be made aware that they need to revert back their DNS settings to their origin host
before the site is terminated.**

+  Auto Enable cWatch Scanner — With this option selected the cWatch Web for WHMCS will automatically
create FTP credentials in the customers cPanel/DirectAdmin/Plesk console and will leverage them to
enable the cWatch Web malware scanner by automatically placing the PHP file that is used.

+  Move Site Traffic to cWatch CDN - Automatically update DNS records to point to cWatch if external DNS
server is not in use.

- Nameservers — The Nameserver values specified here will be used to update DNS

«  Show cWatch Products — Selecting this option will unhide the Product group that was made earlier on
automatically.

7 Bulk Provisioning

With the cWatch Web for WHMCS module we want to make it quick and easy for you to distribute licenses and
provision all your customers with a click of a button.

1. Navigate to the Bulk Provisioning section.

Home Client Area My Notes My Account | Logout

o Addons cWatch £ Quick Configuration Logs sk sisiarin MCZDULES
cWtarch

4 Advanced Search

Bulk Provisioning

& staff Online cWatch Product Basic

Select Services All Selected

2. First, we will want to choose the product or addon that will be distributed to your customers. Depending on if
you distribute an addon or product will determine how it will be displayed in the customers portal. Both
options will automate the following:

«  cWatch Web customer account creation based off e-mail address
« Add domain to cWatch Web customer portal
« Automatically create FTP credentials (if configured in previous section)

« Add FTP credentials to cWatch Web Customer portal and enable Malware Scanner

cWatch Web - WHMCS User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 10
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Bulk Provisioning

This tool allows to choose a cWatch product and add it to the selected client services

cWatch Product Basic

Addons
Select Services

Products

Basic

Starter

3. In the selected services section you have the option to deploy to all customers configured on your cPanel
/ DirectAdmin / Plesk platform or you can select specific products and/or domains. Make your selected and
click Provision. Once clicked the cWatch Web for WHMCS module will automatically queue the tasks
required to complete the onboarding process.

Bulk Provisioning

This tool allows to choose a cWatch product and add it to the selected client services

cWatch Product Basic
Select Services ® Al Selected
Select Products All cPanel / DirectAdmin / Plesk products (Total services: 3) v

Choose service's product

Provision

Bulk Provisioning

This tool allows to choose a cWatch product and add it to the selected client services
cWatch Product Basic

Select Services O Al @ Selected

Select Services |

#9 Bronze (cwatch-web.pp.ua)

#41 Bronze ()

#44 Bronze (rel.ro)

8 Tasks

After clicking Provision in the previous section, you can view the progress by clicking on Tasks. This will show you
the status of each job that is running on the server.

**Please note that cron jobs run on a schedule and will run accordingly to the schedule you have set.**

cWatch Web - WHMCS User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 1
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Home | Client Area = My Notes = My Account | Logout Friday, 1 Februa

I I % 10 Pending Orders | 47 Overdue Invoices | 9 Ticket(s) Awaiting Reply

Clients Orders Billing Support Reports s Addons Setup

& Addons cWatch % Quick Configuration 2 Settings 1= Logs 1= Tasks 1l Bulk Provisioning MCZDULES

Watch
4 Advanced Search
Clients v .
Tasks List
Client Name v
List of current and already executed tasks
Search
. Module uses the WHMCS cron job to exec omatically t 1 sef arate module cron by your own ( have WHMCS cron command activated or you want to
48 staff Online execute tasks more oftan than WHMCS cron job - which typically runs every 5 mi Below is cron job comMmand y server
yekon
**** php-g gacw! -_html/whmcs Watch/cWatch.php cron
Last cron command run: 2019-02-01 03:20:02
Show tasks
All tasks
Show 10 v entries Search
Date 15 Name Type Status Message Executed Attempts Actions.
2019-01-31 132243 cWatch Order Provisioning for service #9 OrderProvisioning Success 20190131 1323:08 0 P

9 Logs

Additional log information on each job ran by the cWatch Web for WHMCS module is available under the Logs
section. You can click under actions for additional details regarding each job.

Home | Client Area | My Notes = My Account = Logout

I I M {% 10 Pending Orders | 47 Overdue Invoices | 9 Ticket(s) Awaiting Reply

Clients ers Billing Support Reports Utilities Addons Setup

<« |Addons cWatch  # Quick Configuration 48} Settings 2 Logs 2 Tasks (W Bulk Provisioning. M@DULES
cWatch

\ Advanced Search
Clients .
Logs List
Client Name
Search
Show 10 v entries Search
& staff Online _
Time 15 Type Namespace Title User Actions
2019-01-31 09:00 general MGModule\cWatch\Hook\Cron\DailyCronJob - ®
2019-01-31 09:00 general MGModule\cWatch\Hook\Cron\Pre CronJob - ®
2019-01-30 09:00 general MGModule\cWatch\Hook\Cron\DailyCronJob ®
2019-01-30 09:00 general MGModule\cWatch\Hook\Cron\Pre CronJob - ®

10 Customer Management

After the license has been distributed or purchased from WHMCS you can manage all of your customers from their
client profile. The following functionality is supported:

+  Re-Attempt FTP Provisioning - Allows the cWatch Web Module for WHMCS to restart the process of
creating FTP credentials and sending the data to cWatch Web through the API.

+  Re-Attempt CDN/DNS Provisioning - Re-attempts the process to update Nameservers automatically to
route website traffic through cWatch CDN.

« Update License Key - If license key changes for customer this will update it accordingly for the account.
« Update FTP Credentials — If FTP credentials change this will update credentials to the cWatch Web

cWatch Web - WHMCS User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 12
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customer portal.

+  Login to cWatch Customer Portal — Allows administrator to login automatically to customer’s cWatch Web
through Single Sign On.

«  Login to cWatch Partner Portal - Logs administrator directly into their cWatch Web Partner Portal.

cWatch System Management Last Updated: 16 minutes ago
# DOMAIN B LICENSE TYPE © LICENSE STATUS © LICENSE EXPIRATION
BASIC_DETECTION Valid
@ LICENSE TERM P LICENSE KEY = EMAIL @ RENEW AUTOMATICALLY
UNLIMITED cdc18f70-3e1f-4d3d-9059- No
5f8dc5c2dcld
= FTP ACCOUNT Q, SCANNER STATUS = CDN/DNS STATUS

RE-ATTEMPT FTP RE-ATTEMPT CDN/DNS UPDATE UPDATE FTP LOGIN TO CWATCH LOGIN TO CWATCH
PROVISIONING PROVISIONING LICENSE KEY CREDENTIALS CUSTOMER PORTAL PARTNER PORTAL

cWatch Web - WHMCS User Guide | © 2020 Comodo Security Solutions Inc. | All rights reserved. 13
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About Comodo Securlty Solutlons

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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